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Fig. 2

Split data into a plurality of data secret shares using a SMPC protocol

Identify, from the plurality of SMPC compute nodes, a respective SMPC 
compute node assigned to the respective data secret share

202

204

200

Retrieve a respective public key of the respective SMPC compute node

206

Encrypt the respective data secret share using the respective public key

208

Publish the encrypted respective data secret share on a blockchain of the 
blockchain network

210
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Fig. 3

Generate a random number (R) within a public mod value (M) known by the 
plurality of SMPC compute nodes

Compute V x R x MACkey2 to determine MACv2 mod M, wherein V is the data, 
MACkey2 is a message authentication code key known by the plurality of SMPC 

compute nodes and MACv2

302
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Determine R-1, wherein R-1 is an inverse of R in mod M

306

Include additional secret shares comprising R-1 and MACv2 in a plurality of 
MAC secret shares for encryption

308

Fig. 4

Receive a respective result from each of the plurality of SMPC compute 
nodes and the plurality of MAC secret shares

Join each of the plurality of MAC secret shares received from the plurality of 
SMPC compute nodes to determine V, R-1 and MACv2

402
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Determine that the respective results are authentic
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Does V x R x MACkey2 equal MACv2 mod M?

Determine that the respective results are inauthentic

No
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