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PROGRAM PROVI DI NG MEDI UM SUMVARY OF THE | NVENTI ON

The inventive data processing apparatus initially generates verifying

val ues for verifying integrity of contents data stored in a nenory device,
then stores the verifying values in correspondence with contents data, and
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exampl e.  themstores the verifying values in correspondence with contents data, and
then, using the verifying values, the data processing apparatus proves the
act of tampering with the relevant contents data, where the verifying
values are generated and stored in a memory device per category of
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contents data. KEach of the categories is preset based on a controlling
entity of enabling key blocks (EKB) which encipher and provide a contents
key (Kcon) provided as a key for enciphering the kinds of categories or
contents data. Because of this arrangement, it is possible to effectively
and independently executes the process for probing the act of tampering
with contents data per controlling entity of the enabling key blocks (EKB)
for example.
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