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METHOD AND APPARATUS FOR SECURI NG AND AUTHENTI CATI NG ENCODED
DATA AND DG:UI\@&II% Al | NG SUCH DATA TECHNI CAL Flpelriirso7/02321
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information stored on the medium by performing spatial measurements.

5 BACKGROUND ART

In many instances, it is desirable to provide a method and apparatus for st.orin'g
and transporting information. In particular, many ways have been devised for encoding
information on a medium which can be conveniently carried about by a person during
the normal course of business. For example, credit cards, debit cards, electronic purse
10 cards, decrementing value cards, checks. driver’s licenses, identification cards, access
_ control cards, magnetic tapes and disks, and many other such media which are small
enough to be conveniently carried in a person’s handbag or wallet are ubiquitous today.
However, in many of the applications in which these media are intended to be used.
security is an important concern. That is, it is important that only authorized
15 organizations are capable of modifying the information stored thereon. One very
common way for information to be stored on such a medium is by magnetically
encoding the information. Techniques for encoding information on magnetic media have
been available for many years and are now relatively inexpensive. Other techniques
include optical storage techniques and printed information using relative light and dark
20 areas, such as the uniform purchasing codes (UPCs) which are printed on the packaging
of most products today. For simplicity sake, only magnetic techniques are discussed in
detail. However. it will be understood that the following discussion applies equally well

to other techniques for storing information.
Magnetically encoded information can easily be copied or transferred from one
25 magnetic information storage medium to another. Unless special provisions are made to

secure the information. information can be altered and re-encoded back onto the original
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order to purchase qpods whi ch have a hi gher val ue than actual

modification of information magnetically encoded on portable media. such as magnetic

stripe cards, is growing at an alarming rate. For example, it is estimated that the cost of
fraud to the credit card industry alone will exceed one billion dollars per year before the
end of the century.

15 A number of techniques have been proposed to authenticate both the information,
and the medium on which the information ié stored (commonly referred to as a
"document"), in order to prevent fraud. For example, U.S. patent 4,023,204 issued to
Lee, discloses using a unique magnetic coating with pre-determined alignment of the
magnetic particles as the basis for authentication measurements. Thus, a code which can

20 not bc altered can be implanted into the document to authenticate the document. U.S.
patent 5,336,871 issued to Colgate, discloses the use of a hologram to authenticate 2
substrate on which a magnetic stripe is affixed. U.S. patent 5,354,097 issued to Tel,
discloses the use of overlays to authenticate information. U.S. Patent 4,628,195, issued
1o Baus. discloses generating a security code number determined by the relative spatial

25 positions of corresponding data in two different forms of encoded data on a card. In
particular, Baus discloses using a conventional magnetic stripe as the first means for
encoding data, and using embossed characters as a second means for encoding data. The
relative position of the magnetic information with respect to the embossed information
is used to generate a numeric security code. In addition. dyes or absorbers incorporated

30 in a magnetic stripe have been used to attempt to encode a security identifier into the

document on which the information resides.



exists in the account. Additionally, if the card is duplicated, the sane
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15 Others have attempted to overcome the above limitations when the document is
a magnetic medium by employing characteristics of the magnetic signals used to store
the information to authenticate both the document and the information stored thereon.
For example, U.S. Patent 4,837,426 issued to Pease. discloses a method for
authenticating documents by analyzing the amplitude of the magnetic signals. U.S. Patent

20 Nos. 5.408,,505 and 5,428,683, each issued to Indeck. et al. disclose a method for
authenticating documents using "noise" in the saturation region of the magnetic data.
U.S. Patent Nos. 5,235,166, and 5,430,279. each issued to Fernandez, and U.S. Patent
5.254, 843 issucd to Hynes, each disclose a method of authenticating documents by
deriving inherent temporal measurements of timing variations of the data in the reading

25 process. All of the above mentioned methods for authenticating documents and
information using characteristics of the magnetic signals have a common drawback in
that variations in the motion of the document through the reading device cause variations
in the characteristics used to authenticate.the document, and therefore, result in errors
in the authentication process. Furthermore, degradation of the reading device and the

30 document over time due to natural wear causes the characteristics to either change, or

to appear to change, causing further errors in the authentication process.
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DISCLOSURE OF INVENTION
The present invention is a method and apparatus for determining the distance
between transitions from a first logical state to a second logical state stored on a medium
20 (i.e., a document). In accordance with one embodiment of the invention. this
determination is used to precisely characterize the information pattern in order to
authenticate the information and the medium on which the information is stored.
The invention uses a reader having a leading and trailing read apparatus which
allows information to be read simultaneously from two or more locations spaced a
25 known distance apart. For example, in accordance with one embodiment of the present
invention a magnetic reader is provided having two or more read gaps. each with a
magnetic structure and pickup coil for detecting flux transitions (i.e., changes in the
direction of lines of flux generated by polarized magnetic particles of a magnetic
medium which is passed under the read head). In accordance with standards currently

30 used to write information using a self-clocking data pattern, such as the Manchester
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Accordingly, it would be desirable to provide a systemwhich: (1) is
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informati on that can be stored on further,
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di st ance between a transition in the informati on stored
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the need to cont r@fergln:@ (1 Ve | fBé "'f{é(fexcéfncé bﬁug ‘saﬁﬁ:r Ré%llepce Value can then be compared with

the distance between detection of the first transition at the leading read apparatus and
a next transition at the leading read apparatus (i.e., the "Jitter Value"). It should be clear
that the Reference Value should be an integer multiple of the Jitter Value, if the leading
15 and trailing read apparatus are spaced apart by an odd integer multiple of one half the
ideal distance between adjacent logical clock transitions. Any difference will be due to
"jitter" (i.e., spatial deviation from the ideal spacing). The amount of jitter can then be
characterized and used as a measure of quality to decode additional information that was
encoded using "jitter modulation" (i.e.. using the amount of spatial deviation to represent
20 a particular logical state or character). or to establish an authentication signature that is
unique to the document or to a particular section of information being read. Depending
upon the accuracy with which the deviation is read. a highly secure authentication
signature can be derived. That is, by reading the spatial deviation to an accuracy which
is not reproducible, a unique authentication signature can be determined for a particular

25 document or section of information.
Since the present invention uses the distance between a leading and trailing read
apparatus as reference to determinc jitter. no new materials are required to authenticate
a document. Furthermore. detection of the authentication signature is unaffected by
variations in the velocity of the medium with respect to the reader. Still further. an
30 authentication signature may be accurately detected so long as each logical clock

transition can be detected from the document. Further yet, measurements of jitter can be



respect to the docunent. DI SCLOSURE OF | NVENTI ON _ The
present invention is a method and apparatus for determning the distance
between transitions froma first logical state to a second | ogical state

stored on a nedi um 20 (i.e., a docunent). In accordance with one
enbodi ment of WO ention, this determ nation is usBETUSIUR sel y
characterize the information pattern in order to aut henticate the

i nformati on and the nedium on which the infé&nmation is stored.

The invention uses a reader having a |leading and trailing read apparatus
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code, | ogical c e pan)gn%ldfawm l3(:v‘(’:hur at regular intervals and | ogical data
transitions occur Fig. 1 isandiasgrabet ofdata kengidedibn @l mapaetid afipe Whidksis fikee to

di st ance bet vveer; ctreh tcargterl i nes of each

Fig. 2 is an illustration of a magnetic read head in accordance with one
10 embodiment of the present invention;
Fig. 3 is a detailed illustration of the read gaps of the read head of Fig. 2;
Fig. 4 is a functional block diagram of the preferred embodiment of the present
invention;
Fig. 5 is an illustration of a transition pattern in accordance with 1SO 7811/2.
15 Fig. 6a is a flowchart which illustrates the procedural steps of the preferred
embodiment of the invention;
Fig. 6b is an functional block diagram of an alternative embodiment of the
present invention, in which a medium is fixed to the exterior of a chip card.
Fig. 7 is a functional block diagram of an alternative embodiment of the
20 . invention in which at least two discrete counters are used to measure the Reference
Value and the Jitter Value;
Figs. 8a and 8b combined show a flowchart which illustrates one embodiment
of the method of the present invention;
Fig. 9 is an illustration of a read head having three read apparatus in accordance
25 with an alternative embodiment of the present invention;
Fig. 10.isa block diagram of the three read apparatus embodiment of the present
invention;
Fig. 11 is a flow chart which illustrates the steps of the method of the present

invention performed with a three read apparatus;
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read apparatus is preferably an odd integer nmultiple of one half the

di stance between | ogi cal clock transitions. In an enbodinent in

whi ch the reader is a nagnetic read head, 5 thin filmtechni ques and
preci se magnetic shi are used to precisely define the spaci Ng-pruser023

bet ween adj acemo?"éaﬂgﬁgaps (i.e.. "intergap spacing"). §i' nce

the di stance between the leading and traili ngz read apparatus is preferably
an odd integer multiple of the one half the di"'stance between | ogical clock
transitions stored on the docunent, the tinme between detection of a
first transition at the leading 10 - - read _apparatus and a next transition
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transitions. Any difference wll be due to "jitter" (i.e.. spatial
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state or character). or to establish an authentication signature that is
uni que to the docunment or to a particular section of information being
read. Depending uerview UPON the accuracy with which the deviation is read,
a highly secure authentication signature can be derived. That is,
ame@ndamg

by readi ng tlRe spat i al Thiinventionns appatajus\fpi whasuring deviatjogs jypthe spacing

reproduci bl e, a Up AP HahGAbsOlsel] &N Alhsb CARbrRE S Skl BR% Rbqifin in
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measurenents of jitter .can be
J separated by an odd integer multiple of one half the ideal length of a bit cell. An

absolute measure of the distance between a first and second logical transition can be
determined by starting a counter when the first logical transition is detected at the
20 leading read apparatus and stopping the counter when the first logical transition is
detected at the trailing read apparatus (referred to as the "Reference Value"). This value
is compared to a value taken from a second counter which starts upon detection of the
first logical transition and .stops upon detection of the second logical transition at the
same read apparatus (referred to as the "Jitter Value"). The method and apparatus of the

25 present invention are described in greater detail below.

Medium used with the Invention
Fig. 1 is a longitudinal cross section of data encoded on a magnetic stripe 101

which is fixed to a credit card 103 and the associated current output which is provided
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made in accordance with the present invention in.order to verify adherence
to jitter st andar ds. BRI EF DESCRI PTI ON OF DRAW NG _
The obj ects, M¥MPBges and features of this invention will BETHSFEORAadi|y
5 appreciated fromthe follow ng detail ed description, when read in
conjunction with the acconpanyi ng dBawi ng, in whi ch: _ _

Fig. 1 is anillustration of data encoded on a magnetic stripe which is
fixed to a credit card.; . Fig. 2 is an illustration
of a magneti c rhyaalrdad agparatuade accdedanee withhh® peeferfed emtaxdimsit € his fvehiiva. It

t o ti : Fig..3is a.detailed illustration of the
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Fig. 5is an illustratign of a transition pattern in accordance with | SO

7811/ 2. 15 logical staig(i¢.. Ipgicalgragsitiouidpay e sparedhapart|to derme epatisharray, such
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Fig. 6b is an functional block diagramof a ternative enmbodi _
present i nvent itefsrences e magreticesttinenincludé sixipes fived: tocany)substiaty, sach & < plagtic

card. vopif In&: | Ok | aqr n,alternative
rbodi ment of (b 5P dird br ofieft Jrdly bRl aeRGEn BRI v Yol iRl
are used to neasieaderithpaiRefver drecstripe and which would support the stripe without disturbing

the magnetic field. |
10 Magnetic particles (not shown) of the magnetic stripe 101 are magnetized to
dipoles with north and south poles indicated by the letters "S" and "N". Lines of flux
102 are gencrated by, ﬁnd circulate about, the dipoles allowing a magnetic reader to
detect the transitions in the polarity of the dipoles by detécting the resulting flux
transitions. In the context of a magnetic medium, flux transitions correspond to logical
15 transitions. That is, each time the polarity of a dipole under the read head changes, the
reader detects that change as a change from one logical state to another logical state.
This is illustrated by the square wave signal 105 shown in Fig. 1. Waveform 105
illustrates the output from a typical magnetic read apparatus. Each time the read
apparatus encounters a flux transition, current through the coil 209, 211 (sec Fig. 2) of
20 the rcad apparatus 200 transitions through zero. Each coil 209, 211 is coupled to a
current amplifier 402 and a zero crossing detector 420 (see Fig. 4). The output from the
zero crossing detector 420 produced at the read apparatus is shown by the waveform
105. The particular relationship between the current and the density of the flux lines
depends upon the relative direction in which the windings of the read apparatus are
25 wound and the connections to the read apparatus. Those skilled in the art will be familiar
with such read apparatus. Accordingly, by detecting the zero crossing. a corresponding
transition 111 in the logic state of the square wave signal '105 is produced. indicating tlué
direction of the flux lines (and the polarity of the dipole under the read apparatus). By

detecting the point at which the current is zero. the point at which the flux transition

)
o

occurs can be very accurately detected.



Val ue and the Jitter Val ue; Figs. 8a and 8b conbi ned show a

flowhart which illustrates one enbodi nent of the nethod of the
present invention; Fig. 9is anillustration of a read head
having three rea atus in accordance 25 with an alter |
enbod?rrent of t‘ﬁ‘ggﬁg‘%@;nt I nventi on; Fig. 10 is@’g#{/gﬁsn

di agram of the three read apparatus enbodi ment of the present

i nventi on; Fig. 11 is a flow cfart which illustrates the
steps of the nethod of the present i nvention performed with a three
read appar at us; WO 97/ 30533 _ )
PCT/ US97/ 02321 In accordance with the Manchester code, the length along which the data is to
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r ead : appar at us and a neasur read apparatus Ih accordance w

anot her enbodi menby ¢#o transitions} tuee girthes beginning efitachrbit extichnd one at the end. SincEilg.
13 is a functional | ock .dj agr am.of. one odi ment of ,the. present,invention
5 vt not or el O S iRl IR R Bl b el e deph 4 Same
apparatus. s wransiti¥nSdefivedDhe ok o CARI Bilcedlilihd Hiio ddiivEd\the G¥ginning of a second

Throughout this description, the preferred emhodi nent and exanpl es. shown
shoulg be consi deE‘é(‘}"'lzi;{gII @%WSQPEQ”F&%@F&"I‘PQ%' iclogk iUgRYtions- $pce thexeceyr at

i nventi on. regular intervals. In addition, transitions may occur midway between the beginning and
end of each bit cell. These transitions are referred to as logical data transitions. Logical
data transitions represent a data bit in a first Jogical state (such as a logical one).

10 Alternatively. if no transition occurs midway between the beginning and end of a bit
cell, then the bit cell represents a data bit in a second logical state (such as a l'ogical
zero). For the purpose of simplicity and ease of explanation, bit cells having a transition
midway between the beginning and end are considered to be logical ones. and bit cells
which do not have such a transition are considered to be logical zeros. However. it

15 should be clear that in an alternative embodiment this relationship may be reversed.

Each such transition should occur at a precise location, as defined by the size of
a bit cell. However, errors in the placement of the transitions can occur due to any onc
or more of the following reasons related to the magnetic stripe: (1) poor milling or
dispersion of the oxide used in the medium; (2) poor magnetic particle alignment; (3)

20 poor switching field distribution; (4) variations in coercivity in components of the
pigment; (5) poor signal remnants; (6) variations in surface roughness of the medium;
(7) dirt on the surface of the medium; (8) previous magnetic history; é.nd (9) stripe
profile.

In addition, transitions may be out of position for one or more of the following

25 reasons related to fixing a magnetic stripe on a plastic card: (1) variations in the
dimensions of the card; (2) card edge roughness; (3) card warpage; and (4) card surface
roughness.

Still further, the following factors related to the encoder can contribute to error
in the placement of transitions: (1) variations in the transport velocity: (2) write head

30 hysteresis; (3) write current set too high/low; (4) write current rise time too slow; (5

write head pressure too low; (6) variations in spacing between write head and stripe; (7)




Overvi ew 10 This invention is a nethod and apparatus for
measuring deviations in the spacing bet ween | ogical transitions
used to represent information stored on a nediumin accordance with
an encoding schene in which logical transitions nmust occur at regular
intervals, sWE¥S¥anchester codes. The apparatus includes BCVEEIO3Zavi ng

at |least a | eading and trailing read apparatus for detecting
| ogi cal transitions stored on a nedium 1510- such as the point of greatest
magnetic flux density, |lum nance, reflectivity, etc as the medi um

I's scanned by the reader. The leading and trailing read apparatus are

preferably misalignepeat af etitdlyead)n(8) datite heRDdiktyrot worp) @) airite headBuincenghd
i deal | ength of lﬁ)nb'lt cell,. An absol ute neasure of the distance
between a firstBhBREESNE ogi cal transition can be det erm ned by

starting a counter vinento Bevidtions thetve@h ahd aéta@Nplaédnint |o$ hatig6nseandthe [Ral20
| eadi ng read ap aratus and stopping . the counter when the first |ogical

transition is lbcation atRRICR (ueh dfangitiens; should ﬁ@f’“l"e(éra apper htiusra(n%f%fr sretial o

as the "Reker engRervahtye s defihbd abotihtCideal location!at \ﬂl@&p@arcﬁ‘iirahﬁtl@n mﬁlu}l‘?oééﬁl‘en
froma second counter which starts upon detection of the

| ogi cal transi tBesAugiaess obphs vapablesibateraupmiittesfare Hee werapdam hbgnwhnch are not
transition at tlges dalble and whitihre b@?(q}datﬂﬁ@&g%'f'ﬁf (l{ees}vﬁsen 1319&81%? M}Sn{ialioh o'

Val ue"). The net and appar at I'nvention
described in graaéacemcufeﬂnmatttmldiymer which rcsults\baimsnne mmhmhhopdnmdm\rhatm on

Fig. 1isalo data.e ode eti,c stripe
101 oni Bk e lorklai3T 17 BBichh & apindn " BRTGR. el 4 BteCef Hent
out put whiléh i strgmsitiehsiwil form a unique “sxgﬁhﬁr@'ﬁhﬁeﬁﬁ'&y be detected. documented, and used
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later to authenticate that information and the document .on which the information is

carried.

Apparatus of the Preferred Embodiment of the Invention
The following is a description of the hardware used in accordance with the
15 present invention. A description of the operation of the invention follows. A reader
having leading and trailing read apparatus is used to read information from two locations
spaced apart on a document. The leading read apparatus reads the information first, and
a time later, the trailing read apparatus reads the same information. In accordance with
one embodiment of the invention, the reader is a magnetic read head having at least two
20 read gaps. Fig. 2 is an illustration of a magnetic read head 200 in accordance with one
embodiment of the invention. Fig. 3 is a detailed illustration of the read gaps 301. 303
of the read head of Fig. 2. Preferably, the center to center spacing between the first and
second read gaps 301, 303 is an odd multiple of one half the ideal length of a bit cell.
For examplec, on a magnetic stripe on which data is written at 210 bits/inch, one half the
25 ideal length of a bit cell is 0.0023 inches. For data written at 75 bits/inch, one half the
ideal length of a bit cell is 0.0067. A center core 203 separates the first and second read
gaps 301, 303. A C-core 205 provides a path of low magnetic resistance for lines of flux
1o direct the magnetic field through a first coil 209 and a second coil 211. Methods for

fabricating such inductive magnetic read heads are well known.

e T —



- 8- by a read apparatus in accordance with the preferred
enbodi nent of this invention. It shal | be understood that the
magnetic nmediumis presented as one of many nedi uns that may be

used. Accordin ot her medi um may be used upon which: cha P&ﬁ?sévﬁzszx
| ogi cal state ?)idlgma&%(ogi cal transitions) may be spaced apart t orma

spatial array, such 5 as opti cal nedlun} print medium etc.
Furthernore, it should be understood that - references to a magnetic
stripe include stripes fixed to any substrate, such as a plastic

card, "chip" card, or object of any physical dinmensions and materials which
woul d al | ow dn pecpadance with a1 sltespativetembodimenpef theipresant irtyentisu, the reader

support the stripg f._{rn@fw eaQ'lsigd"wﬂ'iﬂQS fabricated uteiiﬂg 1%%%&&& s IThe fhad head

Magnetic particles (not s e magnetic stripe magnet1zed to
di pol es wi t h norméy bmdt?@oamgpdb@slstlmhwuh/ﬂl)bw lnldactlvstheed or'agiead havitig\some

L! nes of fl ux. combxnatx%g %f HeSe &% [a t%ﬂe lBXsﬁc %ngx Jes rx aﬁgo% fi Em mductl
e ransi Il‘ll Yeh

di poles allowi ng a magnetic rea i‘ons
pol ari'ty of 5the d!dMResadolycadehmobelhbldWle Boesk-,ubrhplagsdch llb}!s:c techniques are descrlbed

transitions. In th ext,.of a magnetic ium flux transitjons "
correspond to | ogi g‘gllm'i%'awd a}ggﬁtgfeﬁggﬁesreaq-ﬁegucpgewgﬁ g&’%s‘f ecopsfing Head" ¢
a dipol e under tdgl rWehe&dKﬁﬂmgage&.Tth&nankm and m@adﬁfon%&xeci(ﬁh Wiﬁ\hal AIP
change as a chan e from ?JQ state to another |qgical sta

This is illustra %‘EferB?Cet ac %év%"’ SPEAP (44)- ﬂ%%?eﬁﬁnt?“gss f_E"’ fakgigating m

105 i1l L@tcbﬁbmu&mewhwng fanOMER rbadP hé&al aﬁﬂagﬁ\%a\fa{vs%n@%a akl&
Each tine t he rea th{lgtglgmar atus encounters a flux transiti on, current
1t

t hr ough t hd%coi |°°2@9m°2&' '@mq@ﬁ cah bo @ysed tOtfn@nqa@aajmamcamshezéovhlch
transitions thr
On3 wé BF ﬁrorcEr‘éﬁﬁ‘ hesdsin 283rdadde whih t%‘%@gl{'&e tﬁ)lx_n Thesz)read_ltﬁads

current anplifier 402 and a zero crossing detect
out put from the may be elﬂrezem@cnvq;MRng al combinationtsftbath iductint and MRe Byemihg a

apparatus is shopp, %@ﬁhﬁﬂdﬂ{é)&lg@mce beweegr%e reiﬂ"ﬁ éR%rf eh&ii el 3&%:38& RSty P

bet ween the current an ensity o I"ux S upon
the rel ative di rasdittloas afewithasisandths ofi nah ingb. Al‘ternhwebea(tuhm aumhsasaa ahé!@

wound and e Coﬂllgﬁgté U bd @hcg‘&%a neg 19 go lcg%éﬁﬂtgah z {ﬁaa iilﬁa*s)}n Ci8§e PrOlelt)’

will be famli r
detecting the zeuocone lamﬂhernm o emhbﬂﬁﬁefm.mﬂed&@mc circuit. sudll &1k¢ Edrfint drhplifidy 40D e

i Tect on of 1 hePoR S0 doresion q Rl BopBmasi Y Fan He ik of foRme by eitd
apparatus). By using well known integrated circuit fabrication techniques.

Fig. 4 is a functional block diagram of the preferred embodiment of this

20 invention. A leading and trailing read apparatus 401, 403 include all the necessary "front

end” electronics to provide a square wave output, such as the square wave waveform 105

shown in Fig. 1. That is, as is well known in the art, the read apparatus 401, 403

includes amplifiers, integrators, comparators. etc., required to produce a square wave

output. The details of only the leading read apparatus are shown. However, it will be

25 understood that the leading and trailing read apparatus 401. 403 are preferably identical.

In the préferred embodiment, as shown in Fig. 4, the front end electronics includes a

current amplifier 402 coupled to the coils 209, 21]1. The output from the current
amplifier is coupled to a zero crossing detector 420. Such a circuit has been observed

to provide better performance than have circuits which rely upon detecting voltage levels

30 . by more precisely detecting the point in time when the lines of flux transition.

Accordingly. the use of a current amplifier and zero crossing detector allows the




detecting the point at which the current is zero, the point at which the

flux transition 30 occurs can be very accurately detected.
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In accor danc®Od"BE5Bnhe Manchester code, the length al ong whiHF ¥R H4la is

to be witten is divided into a plurality of bit cells of equal

|l ength 2T. Bit cells are defined d¥-two transitions, one at the

begi nni ng of each bit cell and one at the end. Since the end of one

bit cell and beginning of the next adjacent bit cell are coincident, the

same 5 t rneansition om bdaleicated Vc:i')eaenttterby aﬁerf uhe dincHbf floelchargedimbdan. ddki nes

t he begi nning of a e4ééan5|tlpgs are referred
€

o e oarcar sBiast avF et fre eacfriad Sinairnbidily b AR EupRA Y frokisl

intervals. |n dadide 404nsuck aﬁaaardgraﬂmamamaﬁﬁn&eseérdmupﬁlﬁhﬁ&e@ehltﬁe imegrafedi Ng
and end of egch bit cell. These transitions are referred to as
| ogi cal data tSSHS{ASERsOr & slecmpchime. data transitions represent a data

bit in afirst |ogiml follodify (desdipidf ZshAsl Gt MBS Procdding devidd apnats yel y,
If no transition occurs m dway between the begi nning and end of a bit

cell, then t hémlSTOLPfQﬁSW’ r]é?)‘f"“e‘?érht Wil heplear ko ttthﬁ skilled dpthe arh thas smanytqthes
(such as a | Obl fRdir Tents of thé eﬁx@lessxﬁggtlit{vlﬁgnw RAY efuﬁénoa' gm:klﬂ}'t Xmﬁ eaée of

expl anati on, I's having a tra ween
begi nni ng and mmwn&:d@omwem@rmaab@nm@ da¢ctlon§m;ctram60®|(fnrwas imernal to

which d t .d b

bveor® 7ot URYSrot il et b ORRfort SASHOE S b bRIpER B EB,

relationgéip nngorﬂnag signall sdematively, transitions are detected by chedkirgnthe fagical staeulfd
t t .defi.ned by t ' f . i & 1.

R e

one an interrupt clock causes other functions 10 be interrupted in order to check the logical

state of the incoming signal. Techniques for generating interrupts upon a logical
transition of an incoming signal are well known in the art. In yet another alternative
15 embodiment, the transition detection function may be performed by an external device.
The processing device 404 of the pfeferrcd embodiment includes a counter function 412.
The processing device is capable of starting the counter in response to a first event and
stopping the counter (or noting the value of the counter) in responsc to a second event.
The processing device 404 is coupled to a memory device 410 to which the processing
20 device 404 transmits the elapsed count value representing the distance between logical
transitions on each of the signals output from the read apparatus 401, 403. The memory
device 410 may be conﬁguréd as a first-in-first-out (FIFQ) buffer device, a randomly
accessible addressable memory, or any other suitable memory configuration. In one
embodiment of the present invention, the distances measured between the leading and
25 trailing read apparatus 401, 403 detecting the same transition (i.e.. the "Reference
Values") are stored in a "Reference FIFO", and the values measured between the leading
read apparatus 401 detecting two adjacent transitions (i.e., the "Jitter Values") are stored

in a “"Jinter FIFO",
| A half bit cell clock is generated by logically ORing the outputs from the
30 transition detectors, such that if a transition is detected at either the leading or trailing

read apparatus, then a pulse occurs in the half bit cell clock. Alternatively. detection of



or nore of the follow ng reasons related to the magnetic stripe: (1) poor

mlling or di spersion of the oxide used in the nmedium (2) poor
magnetic particle alignment; (3) 20 poor switching fi eI d di stribution;
(4) variations in coercivity in conponents of the gnent ; _g,ggszpoor

si gnal remant 0%PSPari ations in surface roughness of the né'd'}l

(7) dirt on the surface of the nedium (8) previous nmagnetic history; and
(9) stripe profile. -k addition, transitions may be
out of position for one or nore of the foll ow ng 25 reasons related to
fixing a magnetic stripe on a plastic-.-card: (1) variations in the

di nensi ons of t herasitidh a éi)heemad appayatus cangdsesasitiod Jonahe balfibit geld elock firgny 4)
card surface

fal | ow
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write head 30 hyst r esi 3) ite cur ent set roo high{low .(4 ite
current rise tirfElt &S F’“’ﬁWdS&'(VS‘}(“c read apparafys; ‘é‘c‘hg‘éﬁ ?515 4‘%“{38 2’?‘\/{“‘
vari ations kn - spaespedaareiansddtBullipRGbf 3R€ half bf #8it celT)a transition of the ha\Chit

97/ 30533
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m sal i gnment of wri tqn l(c%)wm W&;@ ciftRdinthnf oY tRE lmrmon (e%);h Waift it Reds

bounce; and se cro o devi ati ons
bet ween t he act umlqtplmseamw witha/ Hnlfuﬂﬂ Geib Cavnt” ¢HBCCH e’apounter starts cpwtigiabn

at uhi oh-such ¢ rARsLLIORA SFH. 9 BEGH ks Smppel) SHE] sudh 218081 Senne

spatial 5 uncert ar nt
each transilfi on Grl"mhdrdbncpatlem.in the data) and increments cach subsequem half bit cell to generatc

the series of unique HBCCs. Each half bit cell is uniquely associated with the HBCC
generated at the time that half bit cell was being read by the leading read apparatus, or
alternatively, read by the trailing read apparatus. The Reference _Values and the Jitter
Values stored in the two FIFOs are associated with-the HBCC present in the counter
15 when the Values are stored. Thus, each Jitter Value and Reference Value stored in each
FIFO is associated with a location on the medium. The Jitter Values and Reference
Values can then be remeasured at another time to verify that the amount of jitter has not
changed, and thus that both the data and the medium have not changed since the last
time the Jitter Values were generated. Since the measurements will depend upon the
20 velocity of the medium with respect to the read apparatus, both the Reference Value and
the Jitter Value must be known in order to determine the absolute deviation from the
ideal location for each transition. However, by storing a value equal to the Jitter Value
divided by the Reference Value, the absolute deviation is known from one value.
Accordingly, in an alternative embodiment of the invention, only a single Ratio FIFO
25 is provided for storing the quotient of the Jitter Value divided by the Refe;'ence Value
(i.e.. the "Jitter Ratio"). Measurements of the Jitter Value and the Reference Value allow
a secure signature to be generated that is unique to the data that was written on that
particular meciium at the particular time, since a particular jitter pattern cannot be
reproduced, even if the same data pattern is rewritten on the same medium.
30 Fig. 5 is an il.lustration of a pattern in accordance with ISO 7811/2 - Magnetic

Stripe. The first portion of Fig. 5 is a synchronization pattern 500. The synchronization



Because nost of the variables that cause jitter are due to random events
whi ch are not repeat abl e and which are beyond the control of the
system whi ch stores information on a docunent, the pattern of
jitter which results is unique to each wite operation. That is,

each time i mvoraraosssn i s stored on a docunent, the exact pl szl each

of the 10 transitions will forma unique "signature" which may be

det ect ed, docunmented, and used | afger- to aut henticate that

i nformati on and t he docunent on which the information is carri ed.
Apparatus of the Preferred Enbodi nent of the Invention The

following is au@asaldwlrt iRrsab siRfirdhile A cteditfithe Md 3¢ BF GIREAR M’mmfo?lﬁ@/ 15
present invention. A description of the operati gn of the Invention follows.
A reader The synghionigatiem gatiegn 40Q) is alhiceonpsrnaget ahpyarcattusell in teautiem. r ead
I nformation f . | OS sy . do. t. .The
o et 0 KOS SLA08 202, wich EABRSDRRE bl S BB o
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accordange w th .. on i,nent . of the invention, the r ris a
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iIlustration sifnificamiteli.t lefemdstgnds Woikeh FiraCTHe (h3NGi€ ofiHepaRS is a parity
enbodi nent Ofbiwsﬁovlvg\ésentéron'tﬂ . | ha gefts hlf Fo | It ustr tlt?rl;] ofz‘t he,]read
gaps 301, 303 Brere AR e satm &) Jhgdaig5]4 followsithe StartHeptingl 30 cBhtler to
cent er spaci ngeBpiciREServEG the le'iﬂip%'aﬂd trailing reaa%?sm_s 29 De AP S Ahutipl@3r | S
an odd multiple of one half the jdeal |ength of a bit Cell.” ~ For
exanpl e, on aonsekpibthe dikedll lsagthninghe prefermdembodimentiaf they preseny inyventipn,rther,
one hal fiot he Rading rdad@Bparkiad s d rdifingreld hprafitds drs sPhe P p3rd die G bit'cRl. AL 2
witten at 75 biTgs/r_iancEi.)aron_e N ing resd bpraféts rE ke Iip%gth of a"_t?i{ o S
0. 0067. A cenirafingdy prefamddn xdes te maximizg the amoyntof e siad pattem which can begjaps

of Frux | realyBua B QP ncrhy bgtucelh e AR Sbhiah e VIR ihgnt °3
second coi | 2informgtiom dhesledding read apparathisiwill batbefoge thectrailimgitead iapparatag satts ¢
read heads ar o &Q‘?Jcl uéﬁﬁ\%}‘ormation aﬁd the further from the end the trailing read apparatus will
15 be when the leading read apparatus stops detecting useful information. However, it will
be understood by those skilled in the art that the ability to bring the leading and trailing
read apparatus close together will depend upon the type of read apparatus used. For
example, in magnetic read heads, the distance between two read gaps will depend upon
the ability to isolate the read gaps in order to prevent lines of flux being read across one

20 read gap from being distorted by the proximity of the other gap.

Operation of the Preferred Embodiment of the Invention
Fig. 6a is a flowchart which illustrates the steps of the preferred embodiment of
the present invention. In accordance with the preferred embodiment of the invention,
when the leading read apparatus 401 detects the first transition 501 from a first logical
25 state 503 to a second logical state 505 (STEP 600), the counter 412 is preferably reset
to zero. Alternatively, the counter 412 may be set to any predetermined reference value.
Immediately, the counter 412 starts counting at a rate that is substantially greater than
the rate at which each bit cell will be traversed (STEP 601). If the leading read
apparatus 401 detects the second transition 507 first (STEP 602), then a determination

30 is made as to whether the trailing read apparatus 403 simultaneously detected the first
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enbodi ment of the present invention, the reader is a magnetic read
head which is fabricated using thin filmtechniques. The read head

may be either ¥NF8Boresistive head (MR). an inductive head, PNV REY
havi ng sone - conbi nation of these two types. The basic techniques
for fabricating thin filminductive 5 -Bhd" MR read heads are wel |
known. For Exanple, such basic techniques are described in "An
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15 substrate, can _be micrqomachined to fabricate a_plurality of read
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g. ?Edd%ﬁﬁra&ls%lf A0 FIRE i %@q ﬁ'ﬁ%@ u de i’l]ﬁtlé1 tﬁ

I nvention. A |eadi and trailing read apparadtus
necessary "fronReference Vah@rmpresﬁmemam ene Badf it call.de a squar e vvave out put ,

such as the square Y or IS S
s el T known ¢ el relRaRes ol Gk conpoiment IR fhniof: e pefiRting 3F (R
anplifiers, int@gfeatnoe é»’alunomxlathatlmksVam’eas perfeniad rager 410 op theciaechay tiegh d¢ad.

e.details o

wave out put onl ratus are
shown. Hovker - ACporgimeS s olers ool SRRk AbeuiE s REBiehe Prli adg
read apparatus &ﬂ:ﬂlttélrm!alad_! erepinehediakly yread! &6ini thélrespective FIFOb andl podesRieThed
embodi ment,  as ﬁﬂt%% alue ichIii%ideé1 byttPeeR;frer%m:e sﬁge (tacl ggr}e;a(t)enzl\ glslttérq{:altigg ((ag'l’lg? 607).

The Jitter Ratio represents the amount of jitter in the Jocation of the second transition

507 (i.e., the distance between the first and second transitions 501, 507 with respect to
20 one half bit cell). If the Jitter Ratio is either greater than 1.0, but less than 1.5, or greater
than 2.0, but less than 2.5, then the jitter is positive (i.e., the distance between the first
and second transitions is too long). However, if the Jitter Ratio is greater than 1.5, but
less than 2.0, then the jitter is negative (i.e., the distance between the first and second
transitions is too short). If the Jitter Ratio is greater than 2.5, then the transition is an
25 error. In one embodiment of the invention, the Jitter Ratio is stored together with the
associated HBCC. Alternatively, the Jitter Ratio is multiplied by the distance between
the leading and trailing read apparatus to determine the absolute distance between the
first and second transitions. For example, if the Jitter Ratio is. eqﬁal to 1.1 and the
distance between the leading and trailing read apparatus is 0.0024 inches. then the
30 absolute distance between the first and second transitions is equal to 0.00264 inches. The

accuracy of this measurement depends on the accuracy with which the distance between



current anplifier 402 coupled to the coils 209, 21 1. The output fromthe

current anplifier is coupled to a zero crossing detector 420. Such
a circuit has been observed to provide better performance than have
circuits which rely upon detecting voltage |evels 30 by nore precisely

detecting theWoA7ASHn time when the lines of flux transiti ofCT/USITN2321
Accordingly, the use of a current anplifier and zero crossing detector

al l ows the WO 97/ 30533 -16-

PCT/ US97/ 02321 , -12-
transition to be detected very accurately after the |ines of flux change
di rection. The the leading andueilingwaacdcappatapisican be knoverand thesmedippthie 210¢R 18€lio

. ) ' . . devi 4 | e
o or opr oceanor  nsfbrnb[rCERRE Wricn dejormine i e 85 el RHRU g oy

or a state machaddition, stantaneous unpredidiable §isdell Oatialignele 8 C highbt@RerafcalaRFddriat
the processing device 404 is a m croprocessor. However, it wll "be
clear to those SKimgadyement;yill affest theaccuraey, Hopenery such instantangons speadevarigtierts

the processi ng dayvbeelififiddueal e nidss QRd $hetid 8f e mbithp | BlpY¥nentd nd the short
processi ng devi ce 404 Eerforns a transition detection function 406.

Gircuits inter nggriodsof time during phich vglues ars beine meaagured. df processed ipmedigtely, the
detection of a ghgneedisndd 'R sdtbdin L&Mﬁﬁtt@ w ﬁ't(e_:l-ﬁBCC i'nn(ft%p. B%s?%c?%?&e each

Al'ternatively, transitions are detected checking thg 0gi Ca . or
the incom ng si ¢jMancemeasered withalpgrtichlar pairef gransitionsr.eeoudingly, thopreensimeémioni N

“nterrupted n Segerialy et BB i RRHORE Sl hunt St aegdmbignimish

si gnal . Td@hni qeresoimoiongs sestehs wgd itotnewe & plediutppast & rdad@ppdihtus, such as systems
transition of a LAePT hifndORAbe &' Canlforled ST 1daa hiSs 8) b mandalSrd e "

If the leading read apparatus 401 and the trailing read apparatus 403 detect the

second and the first transitions 501, 507 simultaneously (STEP 603), then there was no

jitter in the location of the second transition 507 (i.e., the distance between the first and

15 second transitions is exactly one half of a bit cell). Accordingly, the Jitter Ratio is equal

to 1 (STEP 609), and the absolute distance between the first and second transitions is

equal to the distance between the first and second read apparatus. This only occurs when

the bit cell being read represents a one, as is the case in the first bit cell of the Start

Sentinel 502, or when more than 2 read apparatus are spaced one half a bit cell apart.

20 If the trailing read apparatus 403 detects the first transition 501 before the leading

read apparatus 401 detects the second transition (STEP 611), then the value of the

counter 412 is stored in the Reference FIFO as the Reference Value (STEP 613). When

the leading read apparatus 401 detects the second transition (STEP 615), the value of the

counter 412 is stored in the Jitter FIFO (STEP 617). If the Reference Value and the

Jitter Value are to be processed immediately, then the Jitter Ratio is calculated (STEP

N
wn

607). 0therwise, the process returns to STEP 601, and detection of the next transition
is awaited. This process continues until all of the data on the medium has been read.
In accordance with an alternative embodiment of the present invention in which
the Jitter Ratio is calculated immediately. the Jitter Value is stored in a Jitter Register,
30 rather than a Jitter FIFO. Likewise, the Reference Value is stored in a Reference
Register, rather than a Reference FIFO.



15 enbodi nent, the transition detection function may be perfornmed by an
ext ernal devi ce. The processing device 404 of the preferred
enbodi ment i ncludes a counter function 412. The processing device
is capabl e of starting the counter in response to a first event and

stoppi ng the co‘ﬁﬂt’@f?"s?’or noting the value of the counter) in ré'gﬁﬁﬁg"éo?%} a
second event. The processing device 404 is coupled to a nenory
'device 410 to which the processing 20 deVi-ce 404 transnits the el apsed
count val ue representing the di stance between | ogi cal transitions
on each of the signals output fromthe read apparatus 401, 403. The nenory
device 410 may be conlti gorbedsegs frorh iths bove- déscriptionuef (el fr&ent ifviestiord ahiatcibe

a randony Cess, dd ahl e nmenor or .any other sujtable,.

memory confi gur aff 8%% oﬁﬁtg'gge"% e aﬂﬁ?“%ﬁﬁ@ﬂﬁﬁ%ﬁ%‘r any Yo r2auERES ?Pn‘{')“é"nf‘f“ﬁﬁ m
t he di stances nea&o:j@dcmnmmr?hlmtdr epdicoge eamcbedfeterminet raad'ﬁiritelgR an@@Hher output
apparatus 401, 403 detecting the sanme transgjti.o I.e.. the "Referenc

Val ues") are st oPefoTd tér 'af-'SgY%sr BhR caten e ﬂ‘i‘ﬁdm{gﬂéal{f’&’l ‘E?é‘sben’ésfgtfjf’éé ‘B@iehﬂké‘ﬁ
the leading5 -  purposesaforapampRi tse HEkmAGHE fdghiting e mﬁmeﬂg}t%@.@%ﬂ & Be

(i.e., the "Jitter VNal uefs"% atﬁ,e..store? Ln a"Jitter
A half bit cell UF9dR VPR Bacths dittar eniorasite & pajtictiar dister Mandaid-put s from t he

30 transition det eglteratively)Qhe ieddurérherit of rtﬁé‘ﬁx%ﬁrﬁ"bﬂjﬁtef%&ﬁ%‘?ﬂe@io @&E,%gr

the |l eading or trail i'lga%P read apparatus, then a“pulse occurs iIn
hal f bit cell cl 88RS!? elagemeny of partieiardtransigions For example, if it can bp@e@nhBes gt

PCT/US97/ 02321 4 particular distance between a first and second transitim%s is too short aﬁcﬂ‘t’l)’f fdisban e
a transition at either read apparatus causes a transition on he aF ] f

cel | clock ¥t om gpeasured betygenghe seeqyiddeansitionand 4 third twesibonis tagiong. and tfartter that
such that the halyfe i oftibde diltBfcks {sSapPro}fHALEY equal to the sum of the correct values for

these distances, then the determination can be made that the second transition was

written too close to the first transition. Accordingly. information that would otherwise

not have been intelligiBle can be read. Furthermore, if a write head follows the read

15 apparatus, then the write apparatus could be used to correct the error in the placement

of the second transition. Accordingly, by combining use of conventional parity error

checking, longitudinal redundancy checking and jitter error correction, the present

invention provides a very robust error detection and correction system. It should be

| understood that error detection and correction can be done usiﬂg the present invention

20 without rewriting the erroneous transition. However, the present invention further

provides a means by which the error can be corrected on the medium so that future

attempts to read the information do not detect the error, even in the absence of error
detection and correction capabilities.

In accordance with another alternative, the present invention can bc used to

25 authenticate both a document and the data written thereon. In accordance with one

embodiment of the invention. the data is analyzed to detect extraordinary events, such

as large variations in the jitter. These events can then be used to generate a unique "Jitter

Signature”. That is, a Jitter Signature can be generated by selecting particular values

from the jitter FIFO and encoding those values together with the HBCC associated with

30 each value. In accordance with one embodiment of the invention, the leading and trailing

read apparatus are used in a head apparatus which includes a write apparatus. The write



wave output having a frequency that is equal to the rate at which the

begi nning of bit cells are detected by one read apparatus. Since the
| eading and trailing read apparatus 5 are spaced apart by an odd
multiple of one half of a bit cell, a transition of the half bit

cell clock WMA9788¥3r every half bit cell, as the name inpl iRsIUSI7A2321

In accordance with one enbodi nent of the invention, each half bit cell is
uni quely associated with a "Half Bit Cell -l8ount” (HBCC). A counter starts
counting at a reference bit cell (i.e., a bit cell that is uniquely
I dentified, such as by a Start Sentinel 10 or other bit pattern in the

data) and i ncrappamtus easBitbnkd dgfieatthbaiio feall apphlatdsO THERETAL &fter the wrilehe
series of uni gﬁe HBCCs.. Eaﬁh hal f blIFF; cell s uniquely associated with the
HBCC gSRBPATE VAES AHOTRAUAD. Hif VAR HpET Tead g BéprmpticR dbathyas he
| eadi ng read ap@dncibliderQb generate a RitdreSigabuiry CWien b€ 30 ¥s deltdd! tat by fsead
apparatus. The Reference_Val ues and the Jitter Val ues stored in the

two FIFOs are BEudsd;inbeitien fiengyee Methin p fex eyples; of thvkaltbitiaelbelodls Therefiiren
the Val ues ar ®ngé Qr QfficidUSumSR dF Jdeh%seﬁavylaﬂeUﬁ s_@fggtege%t cgé}ﬁrrfé dalv#r%]%%llcﬁiei%red

in each FIFO is associated with a | ocation on

Jitter Val ues Sgnpyeithe diffgrSignature can bg engosed into thedatapehickeivabeutnte be aritten.
another tinme t ' A [ | t nged,
AlteYﬁ"«fﬂvEé'._ gﬂgﬁuﬁﬁ% Uhn BE wr tfehea'flepf}l% cﬁi?a has d‘dl been V%El eg%y

and thus that both thé medi um have not changed since ast
time the Jitt arleadihgewitpmppargws and tvetifiedibyabe tiaidingeraad appaeatts Iniyet afdethand

upon the 20 .0CI t l.umw th. respect, to t read apparg.at us,
both the Ref eraletﬁ'\(glg{lgfglth% Jg%(rj SR R {1 grsg‘iféﬁdu%asﬁugfu UrthsTy fxner
order tol@et erSignature lean dbsnéadee oflmviha trhediurh fusifp tahszcond storage {edRAgud, @6 4sON

for each transition. ver .. by storing a,value equal to the Jitter Val ue
di vi ded by t he” REPHIE Eﬁ&m&‘ ¥‘t‘?.é“ HB%‘%?‘&‘E @rfd*émfaﬂﬁwrc@wﬂumhf magneise
val ue. medhan ks ibgéry ﬁxémoﬁalt&hﬁﬁlﬁ&igﬁ&ﬁlyeﬁm Rt Sifdbeurk WISEY (0N,
only a single Ratio Fl FO 25 .is provided for storing the quotient of the
Jitter Value dDFAEH i pRRBRRHGHEPR OT \yige versa. A“‘*“‘“"‘F?X» dhe JitgrSigratyre apay
Rati o"). Measweawsred m & ohlfiR dhtd bRE. Val ue and the Reference Val ue all ow

a securebii gnature to be generated that is unique to the data that was
written that  Fig- 6b jsyan ifunctignal ek diagram R ap Altemetive embodimentsphithe a

particular ji tpr@enPdbbfion, GRAARL Pedium 652, sﬁaggpgmeﬁce&ﬁﬂe. ::1|§ éfx@@ W HE

data pattern is rewitten on the sane nedium .
i | lustration &Ktesiopaf 2 ehip card 630c BheiditerSighatureisaiqdated from theymedminc652 and

Stripe. The figsiéd L hleRdrPlevideds 54D sich & &X&%Exra%ﬁicﬁ%ﬁi'k ShipP @lehif"the 5!-918 cari '€

synchroni zati on
652. In yet another embodiment of this invention, the Jitter Signature can be used to

20 authenticate the chip card 650, and thus secure the information that is stored on the
memory 654, by requiring that the Jitter Signature that is stored within the memory 654
match a Jitter Signature that is read from a medium 652. Accordingly, attempts to
duplicate the chip card 650 would be detected, since the Jitter Signature cah not be
duplicated. The security of data in the chip card 650 can be further enhanced by

25 encrypting the data with the "Jitter Signature” being used as an encryption key.

In accordance with one embodiment. the Jitter Signature is encoded into the data
to be written by "Jitter Modulation". In general, Jitter Modulation is an encoding scheme
whercin pairs of transitions stored on the medium are spaced apart by a non-integer
multiple of a reference value. such as a half bit cell length. The difference between the

30 spacing of each pair of transitions and a closest integer multiple of the reference value

is used to encode information. For example. a pair of transitions may be written to a
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pattern allows readers to synchronize to the begi nning and end of bit cells
whi ch foll ow. The synchroni zation pattern 500 is all zero

noted above eacWO8¥S3In the pattern. Next is a "Starfc¥ﬂéﬁﬂéﬁkh

502, which indicates that the data portion is about to begin.

the present exanple, the Start Sentinel 502-1% a pattern of "11010". The
start sentinel 5 shown conplies with SO 7811/2 - Magnetic Stripe for
either track 2 or 3. The |l east - significant bit (i.e., left nost
bit) is witten figqusient Fha spasing of. 2”dimqsn@epiatgttlepﬁail@lfabibenﬂ- tHhe closest integgyi t
(shown as a zero.j.f: XAFD; t . Sept |

502. Wile mlun'ptl Jﬁgfi acl 'lﬁggl lespmgeﬁ%h?%é’l ea %ﬁé%ak{&ké }?aﬁftblts"eeﬂd' > %géd
appar at us may beloamycodcldnfmhamqﬂ eSinde the spacing dneaﬂsaiohs tchn! \kary aclﬁtrknlblemgiﬁ
in the preferred_ege t resent |n entlon

read appar at us aﬁﬁFb(r)Dg‘f ' ﬁ&w(ra%é‘dggﬁg A& Lok a%ﬁﬁ%é‘éf ‘Béff‘{m%éieﬁ'é‘fl?“ fhe
cell. This 5 = locatiopafca tnapsitionFeafexampld, he fellovdng pateruf thingitiohimap Repiesentof
the data pattern t he reater

t
spaci ng bet ween f ‘égl?azagagﬁng?‘é{?%lget""te%a?a ?’taﬁlfecf)?é H‘“ESHE’"S { Setwedn £.0%na 1.

i nformation the tigesh mglfmaénamoagraémsman the negtedd Riteed nfufeplé Bﬁdt hamsn I8 the
apparatus starts to detect useful information and the further from

the end the trai Fl?aﬁﬁ‘grbé‘éﬁ?e’&ﬂ}fasf*‘&’t"é@walqmd transition mala,etwm?mdwémeng helf il

apparatus stops gaf @cd, Re HaRfthd nbbQr I | e
under stood b thosegskl |1 ed i r§ tﬁe a§r2tl tggrfﬁuwggmﬁl\/? half glt Ibl r?nd the sPac"Q’

| eadi ng and® r ai betgen the third and e fpusthplansitions i b@weetm@étdmdr?- ﬁvldfla talp ditcicell

upon the type of i

read heads, the {:Ielr g%grgggm%%ﬁmegn&té i ePE}\ ané}besne\?mreﬁ lﬁgg%géj‘r‘]‘guafﬁgbr{mﬂ%{ gell).

the ability to i HBclantbe seéncthatcthel dgit;qnsea betmedelogica) tnsivanstard intesiondllyf shoxtened

2?' tn%er g?ﬂefcr 0Sg; ng?ga?e% in ordet ¥ x%ppeagm Qifiona ? dzrzltg b?tls Séyotrxstir?gdmg% t}mn one é)e)fayrrclmrt y

advance to represent each unit of information within the Jitter Signature, intentional jitter

15 can be more easily distinguished from jitter which is unintentionally present in the data.
The use of Jitter Modulation allows the Jitter Signature to be encoded into the

medium without disrupting the format of the medium. For example, the format used to

store data on a magnetic stripe does not provide a location on the document for storing

a Jitter Signature. The present invention can be used to secure such a magnetic stripe by

20 generating a Jitter Signature from a first portion of the information encoded on the
stripe, and storing the Jitter Signature encoded using Jitter Modulation in a second
portion of the information. Such a security system does not require any special medium

or change to the data formatting. Accordingly, the present invention allows documents

stored on existing magnetic stripe cards to be secured and the information written

25 thereon to be authenticated without disruption to the format of the information. The
information on the document can be authenti;:ated merely by reading the information and
regenerating the Jitter Signature. A copy of the Jitter Signature may also be mamtamed

within a central data base. Thus, only if the Jitter Signature was generated by an

authorized user and properly recorded in the data base will the information comamed in

30 the document be authenticated and considered valid.



Operation of the Preferred Enbodi nrent of the Invention Fi g.

6a is a flowhart which illustrates the steps of the preferred enbodi nent
of the present invention. In accordance with the preferred
enbodi nent of the invention, when the | eadi ng read apparatus 401

detects the fWes¥3®¥xnsition 501 froma first logical 25  PCEUS2B3 to
a second | ogical state 505 (STEP 600), the counter 412 is .preferabl y reset
to zero. Alternatively, the counter 412 nm@f-be set to any predetern ned
reference val ue. | medi ately, the counter 412 starts counting at a
rate that is substantially greater than the rate at which each bit
cell will be tapmwassdf SHEBraiNe Embéditbm dfemdlPentionad ' appar at us
401 detects the sec nd transltlon 507 first (STEP 602), then a

det ermi nation ig. 7 sispg Junctiongly lﬂﬂietdl*i’@fa“i‘ 1 ¥y alterpativer embodimsat af ubke 403
si mul t aneousl %nd@hﬁﬁhﬁdn&b‘l? al Idaftltwo discrete counters afOuddd RPRRRsure the Refi%ence
PCT/ US97/ 02321 ) - 15-
transition (STEmugand theJjiten falue; Hbhsquaee wave putmpt iltoheeaf;bucﬂdeappammsM@ll %rded
into the ditte I I

oCeUr S V\:héﬂ thres 8}11%13% rt]oC gE Sgsg\clzvi(gggﬁpanggﬁ dc{ %to? QB&J {bfj ﬁ%iipg 1\ dlﬂ'?’%}h gﬁ: l%]n
501, 507 is | edstectdradSot67 mn&ratoﬁ a@umetomelcbrres;,nnmgg tongput sxgual linet 4G8.141ng

read apparat us [ t ition afte medi um has
noved pg reﬁ&%‘l\%l dnegﬁ learfe a§'tce & puv\frpw tB%é‘ffB‘é‘f‘{efl SeRHAPPRIERY 4%?'_
apparatus. Ac Céﬁachhaggey logxd:al stan. ld accordance wxﬂﬁdncmbmm&ﬂ of tH&q:rés@ﬂﬂnhﬁﬁBnl S
reading a bit ce resents a zero, ' I.n each

bit cell of th%“ié& Bﬂﬁ%’h ‘E‘P%W"b%ﬁsfse? ﬁ‘"%é'ei’%? exélusive OfCgar -gate. The\gapye signal is

trailingoead emprdad bothdfputsl HeGdver, tesifnal SdupléPidsdre! Tthe Ribuls Y BEla R
the val ue of the cqunter 413 is read and stored in the Reference FIFO (ySTEP
606). This the desired length of the pulses to be generated. One well known method for delaying

a signal is to perform a double inversion. Alternatively, the transition detector includes

” a dual edge triggered monostable multivibrator (or "one-shot") which produces a pulse

each time the output from the read apparatus 401. 403 transitions either high or low.

15 Each output from the two one-shots is then applied to a different one of the two inputs

of a two input OR-gate. In still another transition detector, the output from the read

apparatus 401, 403 is applied to both a positive edge triggered one-shot and a negative

edge triggered one-shot. The outputs from each one-shot are then coupled to a

corresponding one of the two inputs to a two input OR-gate. It will be clear to those

20 skilled in the art that there are numerous ways to make a transition detector which

generates pulses upon a logical transition by a signal applied to the input thereof. It will

further be clear that the above described discrete transition detectors may be used in the
preferred embodiment of the invention described previously. .

The outputs of the two transition detectors 405, 407 are coupled to two

25 corresponding inputs to a half bit cell clock generator 408 on signal lines 409 and 411,

respectively. In the preferred embodiment of the invention. the half bit cell clock

generator 408 is merely an OR-gate which ensures that an output pulse is generated each

time either of the transition detectors 405. 407 generates an output pulse. Accordingly.

the half bit cell clock is a pulse train. Alternatively. the pulse train is used to generate

30 a square wave signal with 50% duty cycle and a frequency equal to the bit rate of the

information beihg read by the leading and trailing read apparatus 401. 403. If such a




10 value is the Reference Value (i.e., a value representing the exact

bet ween the | eadi ng read apparatus 401 and the trailing read
apparatus 403). In the present exanple, the Ref er ence Val ue
represents exact| one hal f bit cell. I n accor |

one enbodi ment ¥ ¥ 33 nvention, the processi ng of the gé@@%%@%%%
Val ue and the Jltter Val ue is perforned afte% all of the data has been
read. 15 Accordi ngly, the process contih ks at STEP 601. Alternatively,
t he Reference Val ue and the Jitter Value are imediately read from
the respective FIFGCs and processed. The Jitter Value is divided by

t he Reference Vasayaretwavgstanahiseeperatpils ther thesauase wa®TEipnagdangd not the pulse trpipg is
Jitter Ratio re tter in the location of the second
transition p{e?eﬁggﬁfg%ﬁﬂpﬁ%dwglto%ce bet ween the first and second
transitions 501, 507 Tha ¢tutpesipen tha padiog lrans:mreddwdtér 405t is @dsiol cpupled ta b input
Jitter Ratio is t {e " Iess han. 1. 5
than 2.0, but Ie(?s ?ﬁ %? ,( '?9 ?:hlgl ?4 and?sscc%'(])s? havs (%Ogﬁrﬁ[{ﬁ@ 45 over
di st ance betweensighut lihe #89. If COUNTEthlsmmduﬁemly&uhnmgl,sxhexsa puise bmtlg)s:gnal
However, if the Jitt.er t ' rreater. t han
o Then the | 1 PSS R QUNTER A Foprger it COIMSEER L o1 s siresd® Rppige. tasmy
second t 4 polsé bh As sngﬁaltlﬁﬁ 4d90§t<'51:)s COUNTER1 1Bt & pufe drPtheSighal BhEB09
.than 2.5, then the témﬁﬁ @‘2 error. |In one enbodi nent. of the
i nvention, the JT#s 5§f éEF“PGQE‘E‘H%Tr‘S DRLTHARiRg: The output from dhg-trajling
HBCC. Al ternati vednsiticnh®etidrt 47 iRalsoOcdupledUb tal sebbi irphit aheodmtmam%vwn
t he | eadi ng and tral i ng. read agsaratus to determ ne the absol ute di stance

between thd®  signalfing 411 nulse dseeceived By COUNTER2 413 qvanthesignaf ling 411 and
Jitter Ratio is ggualoni COUNTERY 41@% runmnhg, ttht é@é?:ﬁﬁd @&h‘f@%&p&he | eadi'ng

and trailing read apparatus is O. I nches. absol ute
di stance bet ween the Ther autpuinef eﬁebmmt?rrﬁﬁs 41 $ @mgoupsedetqwad:omw ©oWos Guhd ratio

i nches. The circuit WU Yo ut§ Both {Iﬁa&%&% qg%&g@dgg Veilfe ACHY' Rbrer

with which the distance betwe
PCT/ US97/ 02321 control and ratio clrcultl which is proportional to the distance covered during which the

15 counter was running. The counter control and ratio circuit has an output coupled back
to each counter 413, 415 which enables each counter r circuit to begin running upon
receipt of a pulse on signal line 409 in the case of COUNTERI 413, and upon receipt
of a pulse on signal line 411 in the case of COUNTER2 415. The counter control and
ratio circuit 417 receives the values output from each of the two counters 413, 415 and

20 calculates a counter control and ratio of the two values which is indicative of the
absolute distance between two logical transitions detected by read apparatus 401, as will
be made clear by the description of the operation of the invention provided below.

In accordance with one embodiment of the invention, the counter control and
ratio circuit output is provided to an output device (not shown) or to a recording device

25 and provides a user with an indication or listing of the absolute distances between each
of the adjacent logical transitions. This output can be used to verify that the information
was recorded in accordance with a particular standard. Alternatively, the output from the
counter control and ratio circuit 417 is coupled to a signature circuit. such as a
programmable processor. ASIC, or state machine, capable of determining which-values

30 to use to generate an authentication signature for a particular section of information

which has been read by the read apparatus 401, 403. In yet another cmbodiment of the



-16- the leading and trailing read apparatus can be known and the

speed of the clock used to I ncrenment the counter which determ nes
the Jitter Value and the Reference Value. In ' addi tion,

i nst ant aneous_unpr edi ct abl e speed variations (i.e., high accel eration rate)
during WOH@ORRasurenent will affect the accuracy Howd$afUSIHRRH

I nst ant aneous speed variations 5 wll be slight due to the mass and
inertia of the noving conponents and the shbrt periods of tinme

during which values are being neasured. If processed imediately, the
absol ute distance is stored in associ-ation with the HBCC in order to
associ at ed eachresent inventioh.sddditmalbdiauradion W8 TireraMpdulaied Uihwr thpaspacing of the

transitions. Accordingly,, t e r.esent S sen aII
ol T eet od by, Famsam diad i BE B Raman 2 E s Dherpfaree the sulmaf B

whi ch 10 abéhtfoP BRDRALb Rir6YiE A ETE cbigiél ©oQ d¥evdRr 21 9REICH Hhtﬁﬁﬁheﬁnﬁdiﬁéi each
appar atus, such as systens in which a magnetic_stripe is

transported acPYHSWIal cauater Gentep! ppd Zationt pattera of Jatigpip indicative of a logical one P‘f
the | eading readoARNaktRt U addidaABE withahd prakdnt meﬁmﬂt@m&&tﬁg% 6

t he second and the first transitions 501, 507 sinultaneously ( EP
603), then t heP¥ceer, fgte machine, ASIG.tasother cirgnit ortexics mlvlqbfxs tapablecd ggepding
transition 507 feirafosonif® B&Etdd h@l

transitions is efgctsou one hﬁ?‘? op a%%ilﬁ?&qn{l e c@gtr ﬁlthe t{x%loﬁ%g{){mes
Ratio is equal represented by dle:sm@w 8O Bpicabinahsitions mbd by thteeadlappa-amemm&meen
the first and second transitions is equal to the distance between
the first and second read apparatus. This only occurs when the bit
cell being reawpereqzxoes:ﬁrftesmaerm@p Bwbodsndrn ef thadevenriont he first bit cell of
the Start,, Q 2 r.ead a aratus are
spaced on® hal f a bSE?' SRR ﬁ"fg g'ygz?r"'f) “Zig@ppamp% B, Q&ﬂ? rt YA kpoyym fisignee yypich
apparat us 403 igpreferablyt &ypal forahtodt iMoger miubtipld Ofloreiallatbit defl 168t} a\@mparison
read appar at us 40éﬁdet ects theéibsond transltlo STEP 611), then the_val ue

of the {TRade shesween: YeHE e Re¥ @fsgé Sistangs measiged fronRat fifsence

Val ue (STEP 61g@insitWiCid a second trahsitfon ﬁ&ﬂé Mdlhﬁ@&d%ﬂ%ﬁl& 491y Qdd Q@)tﬁéfél%n&he
second transi tyia[:{e( STEP 615), the val ue of counter 412 is

stored in the i e japsecpus distagge; meagured; fampibe deadingereqd japearafny 4Ph do she
Jitter Vajsue agfiling o %M&SM)' fnadi gt énelez‘( that IS cBBﬁanldof'x 1€ etk 'OI'(EEJSthe

cal cul ated (STEP herw se, the process returns to
and detection st‘af‘ﬁ‘bl’eﬁmd wrtmsw ia(known distance langythgimedinm Gilei, from thedsading
continues unti }eaﬁldpp?:fatuF 191464k BRiIhE S Mu?%%%ﬁ%ﬁﬁ' éﬁ)e@lg -unknown distance
In accordance wth an alternative e sent 1nvention In
whi ch _ tloag Jha mediumatfrom adi rsiaraclsnan tala |nnmmn&tlejl)y Actérdinglyt tassuniag ue
is stored in agly {l'}eq{xstﬁ?gfe%selrale of acceleration is within predetermined limits over the period
20 ‘of both measurements (such limits including the range of nearly all probable rates of
acceleration):
DISTANCE2 = (JCOUNTER/RCOUNTER) - DISTANCEI (EQ. 1)

where DISTANCE 2 is the distance between the first and sccond transitions detected by
the leading read apparatus 401: JCOUNTER is the Jitter Value recorded by
25 COUNTERI]: RCOUNTER is the Reference Value recorded by COUNTER2; and
DISTANCE! is the distance between the leading and trailing read apparatus 401. 403.
The assumption that the velocity is essentially constant is reasonable, since the inertia

of the medium (or the read head) is so significant as to make rapid changes in the
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In a Reference Regi ster. rather than a Reference FlIFQO
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It can be seen WPIP?HR above descri ption of the present invenl’FEﬁ’,jsz.f'?ﬁfl
t he anount of jitter and the absol ute distance between any two
transitions of data stored in accor t&ice with a Manchester type
code can be determned accurately and either output or stored for

analysis at a later tinme. This information can be used for a nunmber of 5
pur poses. For exagiptity whith wouldrsignificantly affactdthe gesulienearty imposgsiblg junderr normal

present can be verlfythat the jitter conforns to a
particular ji tter(’pc'sr?nnr%d%?igﬂmhg Al ternatively, the neasurenent

of the amount of jittbraccendaire witheah dlermative gubodiment oftheanvemusm the IG@UNTER

Phar o BT o St S CRORTRR 1 ynh BB of EhEMTH TS

i s too shorty -anthetleslin chdapmara(s 401, asdesiind mﬁlmﬂﬁuﬁﬂﬁ@nsmmading lransmon

transition and a  third |on|stoolon further that

sum of these di sf'ﬁtﬁ‘f,‘g%“(fS q.gb Bty Afths W&&l?a%{l 18 W ﬁ’FGf‘Plﬁ'r’l‘éd HbF’r"é‘%‘?e‘a"
val ues for beloWh Cofcitchtl ANCOUNTHREN 41 N @afet Whid iRt leeaingé}eadospmﬂ& hbpt
t he second transition was witten too close to

transition. AccofgPf§ig nextiragsifian, AUNAER | dbd sapvanddhowaiue JCOUNTER s coppied
been intelligibl g @RNcdiffrer SBFrolmatd RS "BicBit 417. tww&,' ﬁ:@ t%&%oﬁ b StahB the

read 15 apparatus, then the wite apparatus. could be used to correct

the error i H thecpiugrafihils is detecteddy thekailing read apmams 0% COUNEBR2#hG Sigps
by conbi ni ng use ,pf &E%M@@CW ER3E bbUpI&d toQhe counter contfd] GGl ity chu‘cult 417, Tlge
I ng e presen

| ongi tudi nal redundancy chec and JI'tter error correction,
i nvention provi desundencentyolrank watio eirquitrprefetablyt dividesathel valueﬂ@(‘)ﬁﬂb’l’E&jostlb:rwali:&

shoul d be RCOUNTER and multiplies the quotient by the value DISTANCEI to determine the
DISTANCE?2, the absolute distance between the transition which started the counters
15 413, 415 and the next transition (i.e., the transition that caused COUNTER2 415 to
stop). It will be clear that the value which is output from the counter control and ratio
circuit 417 may be any value which is derived from the three values JCOUNTER,
RCOUNTER, and DISTANCE] and which is propertional to the value DISTANCE2.
For example, the value DISTANCE2 may be multiplied by, or summed with, a constant,
20 or it may be inverted, or otherwise arithmetically manipulated.

In accordance with one embodiment of the invention, each transition is identified
by the particular half bit cell on the medium in which the transition occurs. Each half
bit cell is uniquely identified by a HBCC. That is, pulses of the half bit cell clock are
counted starting at a reference half bit cell. such as the first transition stored on the

25 medium (or. if the half bit cell clock is a sqhare wave. then counting half cycles). While
it should be clear that transitions occur within a half bit cell associated with a particular
HBCC, and not within the HBCC itself, for the sake of brevity, it can be said that the
transition "occurs within the HBCC". Likewise. when one of the read apparatus is within
the boundaries of a particular half bit cell identified by a particular HBCC, it can be said
30 that the read apparatus is "in the HBCC".



understood that error detection and correction can be done using the
present invention 20 W thout rewiting the erroneous transition.
However, the present invention further provi des a nmeans by which
the error can be corrected on the nmediumso that future attenpts to
read the i nfeoPaBesdm do not detect the error, even in the albXSifes978332kr r or
detection and correction capabilities. In accordance with
anot her alternative, the present inventiem-can be used to 25

aut henti cate both a docunent and the data witten thereon. In accordance

w th one enbodi nent of the i.nvention, the data is analyzed to

det ect extraor di nahynevmbbdimeitisfithe invention, HBCICS h&Spenévated by @itScountet Entrol
jitter. These events . can then be used to generate a unjque "l_éig'ﬁéer

Si gnat ure". Tt raie ciguly;4lie Whengthe: lepding Jpad,apRaeatus 4P bds B cf ndor
particul ar valy@sle, the trailind fe_Qéinaﬁﬁh‘?ad:é hoE(s iff '(Eﬂeﬁfﬂﬂea‘?ﬁﬁﬁﬁfe?&tt}-m@@ (d@h Y€s
together with the HBCC associated wth 30 each value. I n accordance

wi th one enbod@livastuming thatthe distance baiweeribe leadini and tipiding read Rppagatus 401. 403 1 ead
apparatug are;, ' I Al ' | .
e ¢ 2 is 45505k ééﬂsﬁ%@xggﬁlg%g §§a&f&§dé’$ﬂétfoﬁ thFinddEs PocX‘ﬁdp St 1RPRALALHS

PCT/ US97/ 0232%ill determine whether the trailing read apparatus 403 is near HBCC "50" or in HBCC

apparatus i s Rasiti hefore t wo_r ead. ar at Therefore, .after the
rte e IRBECARRE rretpablicas S SRR Gt om VR P00 6BebBt | e
i nformation t408, 40Rsorresponding Withithe Fealirappard@s 40D, 403n©rdetePmihe bixhdtBr when a

Si gnature. Wien,an event is _selected, that event is I ncluded in the
Jitter Si gnatﬁ?%awafﬂﬁ‘#’%’f“ggve ¥E %Ba’b‘F‘r‘]‘f’thFQ'f bit cell clock. Therefore,
5 onoe a suffiKipesyand8bieh MlvcRAEWhichliBYdtralts Ofic SMbedinet dfhdMmBBOALE a

reliable Jitter j gn re, the Jitter Signatyre, can efcoded into
t he data whi Cﬁe ipgcsglgoiﬂyer?@gb&ti\lfmyt the,counter contro agnd ratum circn?il 4?‘? wapts unt?l a

reference half bit cell is detected. The reference half bit cell is preferably the first half
bit cell in which data can be represented. Alternatively, the reference half bit cell may
be any particular half bit cell that is uniquely identificd. such as by a unique pattern of
15 transitions which make up the Start Sentinel that precedes the data. Once the reference
half bit cell is detected, the HBCC associated with the reference half bit cell is saved
(STEP 801). Next, COUNTER] and COUNTERR arc started (STEP 803). Preferably,
COUNTER! and COUNTERR2 are started by a signal which is the logical AND of the
HBCC and the output of the leading transition detector 405. The AND function may be
20 performed by a discrete logic component, or by a processor, state machine, ASIC or
other device. The counter contro} and ratio circuit 417 awaits the next pulse of the half
bit cell clock, or in the case in which the half bit cell clock is a square wave signal, for
the next transition from a first logic state to a second logic state of the half bit cell clock
(STEP 805). When the next pulse of the half bit cell clock occurs, the HBCC is
25 incremented (STEP 807). If COUNTERI is running (STEP 809), then the system checks
whether the next transition has been detected at the leading read apparatus 401 (e.g.. a
pulse at the output of the leading transition detector 405) (STEP 811). If a next
transition has not been detected within a predetermined distance as determined by the
next transition of the half bit cell clock. then upon detection of the next transition of the
30 half bit cell ciock (STEP 805), the HBCC is incremented (STEP 807). Once again, if
the COUNTERI is running (STEP 809). then a determination is made as to whether the



Alternatively, the Jitter Signature can be witten after the data has all
been witten by a leading wite apparatus and verified by the
trailing read apparatus. |In yet another alternative, the Jitter
Signature is vvrltt n.in a second pass. Still further, the Jitt 1

Si gnature can pEO8 ﬁ'&%&%d onto the mediumusing a second storaggq’ggﬁ’ﬁq%e,
such as by witing the information into an integrated circuit of a
chip card to which the nagnetic medidm has been fixed or
alteratively, optically storing the Jitter Signature which is :
generated froma magnetic stripe, or vise versa. Alternatively, the Jitter
Signature may  hext trangyionshasrhean deteepd ahiherleading read apparatgs 401 (STEP 811). Thisg.

6b is an functi %}Béesp's%.hd Shio Bé\? @f bé”‘ge gk eh E@J 'sYQCW%P{E%%quOCEWat the
present invention, in whic i um 652, SUCH as a magnetic stri

fixed to the begmmrmmérqnérof every bisleeld Bausdthsmdmiheadlaptpmrussog rsmund deteg
calcul e {1 4Bl IS ther o ALY ) 0o R
yet anot her Senbdeadedttects at hexa transamm on STlHPe 8Jl.t IOQUI& @matsrme amth the vaﬁled

to 20 aut henti -phe chip & O,,and thus se he i nf or n
that is stored o#qﬁ]]g?hk S saved (SFE sgg fgﬁ? dterh e‘fq?lfsﬁqf‘? the
Si gnature that irefeséme ¢IBCG plus Im&ﬂlﬁnbifﬁﬁi)ﬁa{f 5)56ells between thﬂifeﬁdlnglaﬂd trhifihg read

. Signature that is read 52.. Accordingly, atte 0
d:JgI i c;t e the crﬁpB‘”@H?éBEé@L %ﬂ%ﬁsw g‘é?gl?t’é‘dmger PP%B'SJ‘P*?E%?C‘%’ ghisebeut
can not be to deebdglms:emoﬂmcﬁ e4used COUNTERT and @dmerm B &&i th %8P

can be further encryptln the data with the "Jitter

enhanced
Si gnat ur e" 1Bei ngé}l:i C%Q‘“EW WTJE’ } stepped and the value RCOUN[TERqis saived {SETEP
wi th one enbodi ngyr ,Tﬂehﬂstahctetﬁrsﬁm@wwwbé) tﬁ@ﬁ'%is%jod »Oﬁl%%ETsdé@)@NTERI to

to be witten by "Jitter Modulation™. 1n general, Jitter atron is an

encodi ng schene start and the ypasiéomwhigh canses COLRYIER | torstopstanthh bencaidulatericloli then

are spaced apar teQyish I

such as a hal f b| t t(l:elpl':@ ¢1 ﬁg&% 3° &S ??I:atr;e c—}éﬂegdl%m%e b@t[»%@;t ng’m‘% Yrgnsuudné

of each pair of qan 4hen by m%umd(byaeﬁaRMsgﬂOUNTE&band'rﬂKIUTﬂ)TIElbﬁpcnhm«oebm oEace

val ue 15 f L {XRE | 0

transitions may Bﬂl§ﬁl‘3n t(tg’gﬁp%qg 'h{} atses the rTPstartmg oP%dU]Q{“ERI and
COUNTER2 may be the same transition which causes COUNTERI to stop, assuming

that the value JCOUNTER can be saved and the counter reset and started without
significant delay. Alternatively, a second set of COUNTER1 and COUNTER2 counters
can be used. such that the first set of counters is used to measure the distance between
20 a first transition and a second adjacent transition. and the second set of counters is used
to measure the distance between the second transition and a third transition. The first set
of counters would then be ready for use in measuring the distance between the third
transition and a fourth transition. It should be clear that by alternating between using the
first and second set of counters, continuous measurements of the distance between each

25 of the transitions can be made.
Fig. 9 is an illustration of a read head having three read apparatus in accordance
with an alternative embodiment of the present invention. The first read apparatus 902
is preferably spaced one half of a bit cell from the second read apparatus 904. Similarly,
the second read apparatus 904 is preferably spaced one half of a bit cell apart from the
30 third read apparatus 906. Fig. 10, is a block diagram of the three read apparatus
embodiment. A third transition detector 908 is coupled to the third read apparatus. The
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docunent at a spacing of 2.2 tinmes the Iength of a half bit cell. The

cl osest integer : multiple of a half bit cell is 2.0. Therefore, the
di stance 0.2 WPOA#30583 half bit cell is used t 0 encodePCIMUSYTRSI10N.

Since the spacing of transitions can vary arbitrarily, it is

preferable to encode a bit by using nore fban one such intentional
deviation in the 5 | ocation of a transition. For exanple, the
following pattern of transitions may.represent . alogical "1": the
spaci ng bet weaRe af fhirdereadaipaOB A0, 40321601 AIRRS Hoth HRIMEST alad%né'ﬁglf%u?ten
times a half bit cell (i.e. reater than the nearest integer nultiple of a
hal f bit cel| )SPagipgbetween PalszOgéiﬁdr@wéwoeféwor%glseemrmmwas atiqi spaced one
transition is ypetenesiar® &hadngg 86 280 ha | ess
than the nearest mfﬁe3 : mul ti pne ‘(;’;g a ﬁa?? Erfco?é& no tra '?‘ﬁlebg%g%?’nme

bet ween t he t Hniddlepfg bi CPMM pair Pﬁabtmedlsmmlssmetd/\mafun bil calidpAtt ﬁnlbﬂetemhal f
bit cell 5 th fifsENE ‘éﬁcﬁ W " el 1 han Lhe pearest

I nteger multiple % lsf % Bﬁs} ng hane]ousﬁ' lfﬁlfm igh ?E&eer "s’elée PPRHLE l?

di st ances bet \Ahqemsmo@ ipavhich jittegiis prosant, ahedlstanarﬁatweml thy fisdh eeadeappakatus 401

one el ay or 1d He oo EROFRTTbe REChny W00 peThe e i e bptteraibenon n

the Jitter Sigest aﬁpexaIUSr&mtlimmAc}cbidiﬁly.Jtﬁe three fead afiSardté BmBinkt is less
di sti ngui shed fro%l tter whi Is unintentionally present in the data.

The use of Ji SHEFPRBYL? SEPHHP e| FRSIEEREnY g i lages instaptagequg vslocdy cbargesi nt o

t he 10 odieiodk By o siciglibgu he format of the medi um For
exanple, the form store data on a magnetic stripe doés
not provide a Ioca:l'l' rﬁdﬁ adflow chartuwhinh iliusirates Be istegs of tge methed if ithe: present

Si gnat ure. ThenRhB&®Pérfdried WheRd thidd réaa app&atul § REE Lgt%ssll’lﬁa ﬂﬁo@g PELS! fre

stripe by 20 eneratlng a Jitter Sighature froma | on of _t he
i nfor mati on erd¢EHEd] tfteps 602 through 618 showrein Eipb. Havevery xﬁtheﬁfat tetadrapﬁargmat ure
encoded using ggb thB@ﬁotM@QUﬂeata'nQHsnﬁ& déig;? PP, then a deterlgma{mn BulibelASie as ¢
information. Such a security system s nof requi peci al " hedufn
or chang®dto thetenths thist read eppaptus@0sdrad deigityd atl‘amslmre@ﬁ‘rﬁi’ Nnopif nmnthahl ows
docunent s ! e card eeUL &
and the. | nf or tis Proséseiéiting o Stb 91141 IRIBC e Bt B0, Gaelun B oo EREHE
di sruption t o atansttionrintSter 1 t19¢ thenfthe value @i theTbaunter is stored hnfmlwmld bin cem t he

document can Rgrautdelhd fl%lde&'lﬁr lelh)() t;]‘\(nisrveafluctiei rgﬂ‘eéegtes, the' Ihgtrz«nqg of one w rhole bit

cell. The processing device then awaits detection of a second transition at the first read

20 apparatus 902 (STEP 1123). Once the second transition is detected, the counter value
is stored in the jitter FIFO (STEP 1125). A Jitter Ratio can be calculated from the
quotient of the value stored in the jitter FIFO divided by the value in the whole bit cell
reference value FIFO (STEP 1107).

If the first read apparatus 902 has detected a transition in Step 1115, then the

25  counter value is stored in the jitter FIFO (STEP 1117). A determination is then made
as to whether the third read apparatus 906 has already detected the first transition (STEP
1127). If so, then the Jitter Ratio can be calculated from either the quotient of the value
stored in the Jitter FIFO divided by the value stored in the half bit cell reference value
FIFO. or the quotient of the value stored in the Jitter FIFO divided by the value stored

30 in the whole bit cell reference value FIFO, which ever is closer to 1.0 (STEP 1 107). If

the third read apparatus 906 has not yet detected the first transition. then the processing



regenerating the Jitter Signature. A copy of the Jitter Signature may al so

be mai nt ai ned within a central data base. Thus, only if the Jitter
Si gnature was generated by an aut hori zed user and properly recorded
in the data base will the information contained in 30 t he do urren,tozslgf
aut henti cat ed alf® %8P dered vali d. | WO 97/ 30533 FC)
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Apparatus of an Alternative Enbodi nent of t "I nventi on Fi g.

7 is a functional block diagramof an alternative enbodi mrent of the
invention in which at | east two discrete counters are used to neasure the

Ref er ence devigg| waitsunti! thedirsy wransitiopds detectatheat the thirdoread wppasatup 806 (SR
each read appara I l.ated transiii.
ot oct or 405, a0ty &be 0 hisdtead aprels bR Bek® ¥ 1iRCRASRY he R bRY

generates a pul sie ‘stomedaingbe M&demheﬂige&mrpavalsc §Héﬂ> (STER UO09). Tht Jjtter Ratio can
respectively, e romthe

apparatus 401. agehcatléu%%{)ggmheg%g{e@el atll%ng je ﬁt?{c‘?;\&'bg'lgiqf% ?lﬁ# dhv@‘?ﬁieby
enbodi nent &f - t hthe prine anired mvthathlalf rhit cell refercnceavalmetBIHOS bit the udtdm @ff akie value
conprises a two input exclusi sane, si gha coupl ed
to both inputs. Tlﬁﬂ%g\}b&' S‘(‘tﬁ’é# iﬁ)gﬁdgggﬁﬁ "tecft‘Hﬁqe "0‘8 H%@fesq%lléefF?"&‘gY%%d
by t he JRFO, avhidhedves {3 cidser IdCanfkleg&Svalu (lsq*EpemeV)amdne ERBodifbt df BN
met hod for del ayi ng . a signal is to performa double inversion.

Al ternatively, twésem yenyqne thejdgtermingtion as| 1o yedther the JitteraRafigis tedkgecalculated
triggered nonost gierh@alfinii QiliRefiredc Vaiu@ B2 wHM bit W k&BreRlLHARGER BadiWaSs

each tinme the output fromthe read apparatus 401. 403 transitions either
hi gh or | oW0 15 uponpyhethesthepxt fransitionHe expested te be A degical slock dnansities breailogizaby

different one of gdh@adsifon TRALS. if the next transition is expected to be a logical data transition.
then that next transition should occur one half of a bit cell from the last transition.
Accordingly, the half bit cell reference value would be used to calculate the Jitter Ratio.
However, if the next transition is expected to be a logical clock transition, then the
15 whole bit cell reference value would be used. In accordance with one embodiment of the
invention, the determination as to whether the next transition is expected to be a logical
data transition or a logical clock transition is made by keéping track whether each
previous transition was a data transition or a clock transition. It will be clear that if the
last transition was a data transition, then the next transition must be a clock transition.
20  Furthermore, by delaying the determination for a predetermined number of transitions.
the placement of transitions that occur after the questionable transition can be used to
aid in the determination. For example, if the next three transitions are all spaced apart
by one half a bit cell, and the following transition is spaced a whole bit cell from the
third transition. then the first and third transition must be a clock transition, and the
25 second of those three tramsitions must be a data transition. Going backward. the
determination can be made as to whether the questibnable transition is a data or clock
transition. Furthermore, if the distance between a first and second transition is less than
expected, and the distance between the second and a third transition is greater than
expected, then the assumption may be made that the second transition has been shifted _

30 toward the first transition.



of a two input OR-gate. In still another transition detector, the output

fromthe read apparatus 401, 403 is applied to both a positive edge
triggered one-shot and a negative edge triggered one-shot. The
out puts from each one-shot are then coupled to a correspondi ng one

of the two iWP@F808dH a two input OR-gate. It will be clear tFSTHURYRIZ)
skilled in the art that there are nunerous ways to nmake a transition

det ect or whi ch generates pul ses th8en a logical transition by a
signal applied to the input thereof. It wll further be clear that
t he above described discrete transition detectors may be used in the
preferred enbodi neRig. 10f istahdlinsration ofoarede head ihadcqrdace ovith another embodiment
The out puts of jion.det ecto s 405 Q7 are coypled to two 25

he t t
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409 and 411, 901 (onl ?, twof P SRdvn)lry be biovided iR & afrQr dreehi n‘g@dbfsamceﬂferédr&e
i nventi on, the hal bit cell clock gener at or. 408 mer el an

OR-gat e whi cHhalinafup 88 qelafromrp Eiersrse rsad §EP3F*§U§18%er€eH3 &t if“ncmﬂal blogkj e
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Accordingly. hal t bit cell clock is a pulse’train.
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i nformation read by the ading and trailing read apparatus 401, 403.
| f such a processing devigy)P0y irgD&ie8a plurality of transition detectors 907 equal in number
PCT/ US97/ 02321 4e

square wave sl g na?ur?téergo ef ﬁ%ard aapg%ratu{. lgonny {I-H%e asra lﬁ%or“én)v%\? 8 og wé’hcg I corresrﬂ? n&s ot he

pul se tnain, toSone with an asedofatedednd of d tehd apyrdtud901,c203l. Whenck transition is
The out put 1 r gL e GE% Aokt A3 dop T Ch ek BEP 96 HBLE Uk "

measurement read apparatus 901 from within the first grouping detects a next transition

(or alternatively, which detected the last transition). The spacing between the reference

read 903 apparatus and each of the plurality of measurement read apparatus 901 within

15 the grouping is known. Therefore, assuming that the second transition is within the

grouping of measurement read apparatus 901 when the first transition is detected, the

exact distance between the first and second transition can be determined to an accuracy

equal to the distance between measurement read apparatﬁs 901.

In an alternative embodiment, the processing device 905 uses information from

20 both the measurement read apparatus 901 which detects the second transition before the

reference read apparatus 903, and the measurement read apparatus 901 that detects the

second transition after the reference read apparatus 903. By determining whether the

second transition was closer to the measurement read apparatus 901 that detected the

next transition or to the measurement read apparatus 901 that detected the last transition

25 when the first transition was detected at the reference read apparatus 903, the accuracy

of the measurement can be improved to one half the distance between each measurement

read apparatus 901.
Since this measurement is based solely on the distances between the reference
read apparatus 903 and each measurement read apparatus 901, the measurement is

30 independent of the velocity and acceleration of the medium with respect to the read

apparatus. It will be understood that the greater the number of measurement read



of a first counter ("COUNTER1") 413 and a second counter ("COUNTER2") 415
over 5 signal line 409. If COUNTERL 413 is not currently running, then

a pul se on the signal line 409 starts COUNTER1 413. However, if
COUNTERL 413 is already running, then a pulse on the signal _|ine
409 stops COUNWORIBE$3. A pul se on the signal |ine 409 PCIfUSPTI21
COUNTER2 415 if the second counter. is not running. The output fromthe
trailing transition detector 407 i<%l so coupled to a second input
of COUNTER2 415 over a 10 signal line 411. If a pulse is received by
COUNTER2 415 over the signal |ine 411.and t he second COUNTER2 415

i s running, thespparaeus9etahegreatanthe accutranpover a particular range of disthnces.Ufop axarggle,

each counter 413, 415 js, coupled to a counter contral _and ratio .
Crrout A17  THE rwe PR mresere Sl mpantis P0b are pra e ey sPared distagessne
gou nter %fchmE bf ﬁhaﬁ cﬁmtswtixcg' 1/600th of\d bit fronS thelrefefthté fad hpﬁa@athi) ¢hen

i stance covere uring ich the 15 count er S runnin e counte
control and ratthg Q‘,f‘?'l,cﬁillewf‘ﬁig "'&13‘ biord rﬂEt"aBB‘HB‘FSe‘EE"\tI)\g"C _fém“’“ Y l_og@ %é% _ﬁ’“ cell
counter 413, 41gcuhicseven#the disRacd bai@edt Rinsitions hfeUlery EIBsdd@TAsfaf Aiditi RGwePON
recei pt of a pulse on signal |line 409 in the case of COUNTERL 413, and upon
receipt bipicehs Bifr-s swptastignamoyrtt (pf egrop). Using, thie fi@ SbriegtioRqrrpicaas
The counter conth@lindlicon techniquedlil B 4K ebhdmiRAF FitFRatk NGty 2 héiaohead.
out put fromeach of the two counhters 413, 415 and 20 calculates a
counter control and ratio of the two values which is indicative of the
absol ute di stangg hetween two |ogical transitions detected by read
apparatus 401, as w [l be made cl ear -by the description of the
operation of the i nvénnﬂmbﬁrmibvmuwmbetbmﬁ. the present invention Hame dhecwrdgavibed. _
w1 h one QPOd' ﬁgvénhgjcsst I?te will'be Qx%h&%tbocﬁ “%t %gHmseﬁm{i%Q%fo%ls )n?agldbet made witho@! ' ©
circuit output 1S provided o an ou pu evi ce "(not shown rto a

recordi ng devi cdepafting frommthespioit akbscope ofsthe inveiitiona For extintpié, ithehalf bit cedlt dlonk of
t he absol ute di stances between each . of the ao(l%acent. Ig%'b%akb. 1l
transitions. Thi"eY SESHTALA By mgansy which results in 4 fapsitionoceyiripg fchihaif bit cell.
was rec ?r ded anmmmd&nﬂﬁ MoédisiAg m{ciibﬁ‘dléagrbesdiaﬂédiradd péifbreied by uahmblextdste
output fromthe,, counter_contro nd ratiq circuit 417 is coupled to
a signature cir gifferent prpegssing vices. _%““ k‘b‘_ﬁ%‘gl‘m‘é %F?@e@&?@%@?‘@fgb‘?e
state machisne, gapael gyOohufbdrereddt thein \Wak.CRcoMiHES, #0is to BeOuktfetstddd SRANEHAL €
an authentication signature for a particular section of infornation

whi ch has been PYSRHGISmAbIo Realimiseroby theuspeeifi illustrated pmbgdimenisobweanly by the
enbodi ment of t §@pe of the appended claims.



WO 97/ 30533

PCT/ US97/ OZEMILI"I" lmum! ||J“L | - 22-
present inv 'L i | information is Jitter Moddul ated into the

spaci ng of the transitions read by the read apparatus 401, 403.
Therefore, tH¥OgIBHR fromthe counter control and r RCra/s8792324 t
417 is coupled to a decoder 419 which determ nes whet her each

particul ar counter control and ratio or pa@tern of ratios is indicative of
a logical one or 5 a logical zero. In accordance with the present

I nvention, the decoder 419 may be any processor, state machine,
ASIC, or other circuit or device which ¢ceapgpabl e of decodi ng t he
rati os output fromthe counter control and ratio circuit to determ ne the
| ogi cal states represented by the spacing of the | ogical
transitions read by, theAngarbPfRPa&idifingMe didtie between a first pHRERAd b & the
Al ternative Enbodi nent of the Inventi_pnélo l eweend§§s sppac:éﬁ%dt%é)gévm
read appar at uBoitben aspzagggaediumy commisbwntheistepainte (whi ch is
preferably equal tg an M%nj-rml ger4idaH LBQME f Lt.cell |ength)
a conparison 9 can el_ma%e bétwgen: i’?ggf?s??%‘ir@%‘/‘ﬁf"ﬁdegfé?%Pa,aués’fa?‘?st
di stance neasur ed PY om ¢pnfnarigg the distance hetwerni the first tpoinh asd denstcéndapsintsiton  at
the | eadigng read appar : ; t@'@g )¢ Ref er enc Value (i.e., a
second di'stance neasur 2@9?#%%%% i Ieaglén%rﬁr%‘;édgg%n%arfﬁq BPAAY t o the 15
trailing read apparatus 403). It can be seen that this conparison is
between: (1) the di stance required .to traverse a _kno di stance

al ong the nedium (% e, ,Tlfer'Bﬁ‘\thPﬁgg?]@%r‘n‘&hﬂe'n the step; of fomparing H’\g{;’éeﬁﬁ‘i ste@s t he
trailing readofipparatus 403); and (2) the unknown di stance al ong

the medium (froma firsg transi t}t_lon to a next transition). Accordingly,
assum ng tWat ¢ FReecHing thefirsheojnkat/the Brshreadapppratat i on is within

predeterm ned |impp OVGHteciihg et Al ghint at thOfirsP Adall o §M§;ement s (such
limts including the range of nearly all_probable rates o
accel er 2% on) : c) determining a jitter value in response to detection of the second point at

the first read apparatus, the jitter value being representative of the
distance between the first and second points;
d) detecting the first point at the second read apparatus;
e) determining a reference value in response to detection of the first point
15 at the second read apparatus, the reference value being representative of
the distance between the first and second read apparatus; and

f) comparing the reference value to the jitter value.

3. A method for determining the distance between a first point and a second
point on a storage medium, the first and second points being detectable by a lcading and
20 trailing read apparatus as the first and second points move past the leading and trailing

- read apparatus, the leading and trailing read apparatus being spaced apart a known

distance, the method comprising the steps of:

a) detecting the first point as the first point moves past the leading read
apparatus;
25 b) detecting the second point as the second point moves past the leading

read apparatus;



DI STANCE2 = ( JCOUNTER/ r STANCE1 (EQ
1) where DI ST | H ﬂﬂi{ ﬁ L(ance between the first and second
transitions detected by "5 e L ng read apparatus 401: JCOUNTER is

the Jitter Value recorded by 25 COUNTERL; RCOUNTER is the Reference
Val ue recorded WPIERRIER2; and DI STANCEL is the di st af&a eI
the leading and trailing read apparatus 401. 403. The assunption

that the velocity is essentially constant i-8lr easonabl e, since the inertia
of the medium (or the read head) is so significant as to nake rapi d changes
in the WD 97/ 30533 .

PCT/ US97/ 02321 c) detecting the first point as the first point moves past the-te@ling read
vel ocity which woul d si gngérjamt |y affect the result nearly inpossible
under nor nal oper dti ng conditions. I n accordance

with an al ternative dnbodmessutinga Refererica WMahtcistning fivem JHEAMEERLh of the first poit ue
Is determ ned by starting_the NTER] 413 upon, defection of a trapsition
by 5 t he | eading readmatgf)é%f"{ffsre%f?paéaémgﬁde??ﬂ%‘??eﬂp%dﬁﬁ"%t% € SEORd
the leading transition  point at theteading realiOdpparktie; andlent i ty of the transition
Is noted, as wll be explained in nor etail bel ow. Concurrently,
COUNTER2 415 starts. e\menmfﬁaﬂv%adr%%&&%ﬁ%ﬁm@c Agtecuon of the fiyginoint 4l
the next transition, COUNhERadihhFesd &iparaaitind BRdiMa b 1&&3?%?{6&&5&&%@;&%@

to the counter control ‘and ratio circuit 417. When the transition whic

started the the trailing read apparatus.
4. The method of claim 3, further including the step of storing the Jitter
10 Value and the Reference Value associated with the pair of first and second points, :;md

wherein each of the steps is repeated for each of a plurality of pairs of first and second
points stored on the medium. such that a Jitter Value and a Reference Value are

measured and stored in association with cach pair of first and second points.

5. The method of claim 4, further including the step of calculating from each
15 Jitter Value and a Reference Value, for each pair of first and second points stored on the

medium, a Jitter Ratio.

6. The method of claim 3, further including the step of calculating a Jitter
Ratio, the Jitter Ratio being proportional to the distance between the first and second
points.

20 7. The method of claim 6. wherein detectable points are ideally stored on
the storage medium at regular intervals of either one bit cell or one half bit cell in length
and the distance between the leading and trailing read apparatus is equal to an odd
multiple of one half the length of one bit cell.

8. The method of claim 7. wherein the distance between the leading and
25 trailing read apparatus is equal to one half the length of one bit cell.



10 counters 413, | the trailing read apparatus 403,
COUNTER2 415 stops A]J‘m“ﬂuﬁmﬂmﬂmﬂ'/ue RCOUNTER i s coupled to the counter
control and ratio circulte . mine = x counter control and ratio
circuit preferably divides the val ue JCOUNTER by the val ue RCOUNTER
and nul tipli SOOHMSFoti ent by the val ue DI STANCEI to det er mPO®/USHRo2321

DI STANCE2, the absolute distance between the transition which started the
counters 15 413, 415 and the next trar33ition (i.e., the transition that
caused COUNTER2 415 to stop). It will be clear that the value which
is output fromthe counter control and ratio circuit 417 may be any
val ue which is derf.ved Theoniethbe of blaie 6V aheisH chfedVhErhe Jitter Ratio iRFEINNTER.
and DI STANCE1 and ghi h i.s proportional to the value D STANCE2. For
exanpl e, the V&P A& ﬂf@% NEEJS“% Igscby,theReferencs Yalue.or summed with, a
constant, 20 or it may be inverted, or otherwise arithnetically

mani pul at ed. | n accordance with one enbodi ment of the

i nvention, each trkhsi tThsnhmethodgefnelpin 8 further including theestppof iceleulatingahd  bi t
cell on the ' j j § jt i occurs. Each half bi t
cell is uni qﬂgﬁﬂ;@d%é}}?%tgg %ﬁ}edgaﬁ%&%l?‘ﬁ'a' is, pulses of the half bit cell
clock are counted starting at a reference half bit cell, such as
the first transitipn stpre t he medi or: if the half bit cell
cl ock i stsa squar e @éve,ﬂ%ehg'ﬁ&gguggﬁlﬁné'h%lwheéf}ﬁllig%s%t.ep \Miqalé’“gtmg he distanesoul d
be clear t hatbetweerstht ifiostsind seaond phinks incladdsahd stép bf GAlHiplgmeaRd AltecR Moty a
particul ar the istan'E'eB%C an notd.vm' t hJ n ,E,he HBCC itself, tor the sake of
brevity, it chf PEanEs O WeRn dhe fading and trailing seadiappagatus.ocours within t he
HBCC'. Likew se, when one of the read apparatus is within t he
boundaries of a pa{zt i_cutt{ar htglé gi t.cell identified by a particular HBCC.

it can be said 30 %t hdi® PREoY of glaim §avhersin the leadingidnd tragiing read apparatus

WD 97/ 30533 is a magnetic read head.
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10‘ 13.  The method of claim 12, wherein the magnetic read head includes a

pickup coil and a zero crossing detector.

14.  The method of claim 13. wherein thc magnetic read head further includes

a current amplifier.

15.  The method of claim 6, wherein each of the steps are repeated for each
i5 of a plurality of pairs of first and second points, such that a list of Jitter Ratios is
produced, each Jitter Ratio being proportional to the distance between each of the pairs

of first and second points stored on the storage medium.

16.  The method of claim 15, further including the step of multiplying each
Jitter Ratio by the distance between the leading and trailing read apparatus to determinc

20 the distance between each pair of first and second points.

17. The method of either claim S5, further including the step of generating a

Jitter Signature from the Jitter Ratios.



. trailing read apparatus 403 is in
(or very near) a different HBCC (such as "50". assum -

di stance bet we®P?¥¥5%3%adi ng and trailing read apparatus 401. %E?ﬁgm&ﬁ?i s
1.5 bit cells). The ampunt of spatial deviation fromthe ideal |ocation of
the transitions will determ ne whetter the trailing read apparatus
403 is near HBCC "50" or in HBCC "50". The HBCC value is preferably
gated with the output fromthe transition detector 405, 407 .
correspondi ng with tte rcHe mpthed of dieimi 6,1 furhesincludihgt the step of grnesating afliter a
read apparatus 401, 40 t t.cular. HBCC. 10 Fig. 8a
and 8b is a flo%ﬂ%tﬁe f3\7\7i"1rlgc S%EG?ng?F?srg{je‘g&o%mgnbodi ment of the nethod of

the present invention. Initially, the counter control and ratio circuit 417

waits until a ref.arence half bit cell i.s detected. The reference
hal f bit cell is prelbrab Fﬁ@‘oaiorfsctlm?fa* . Wherein eB?‘FCtE(gIS‘I'bsﬁoé\ﬁiu&hiaﬁ?%
can be represenireiidedMHosd Niftér Rt whitleindRb@r 48 a8t i prebiéfincd @hdgertfydeviations

I n one enbodi nent of the invention, HB are generated by the counter
control and rati HII}"'m Hﬂ““{ en the | eading read apparatus 401
is in HBCC "47", for i 5

be any particular half hif cell that is unique identifjed, such as by a
uni que pat t¥ern gP‘“l%" “1"*3t4‘5<§ﬁ‘f'§la PPYIFER @i aé??cf?hqgeé%baﬂ%ﬁc%damm%enti nel that
precedes the data. Once the reference hal f bit cell is detected,

t he HBCC associated with the reference half bit cell is saved . (STEP
801). Next, COUNTER1Z2&nd Bumsthps ofelaing f 8y whereip griiast prodgfinedrangerofisiayiations
COUNTERL and COMYIREL aVidtiohk hichExbéd @ pRififitd VI lind 3 sLdRd pRdlefidtd A 0F

t he HBCC and the output o ading transition detector

AND function magewnations includepdsriationsenhiply dey ndf exsesst e [poasiefineovalement , or by a
processor, state machine, ASIC or ot her device. The counter control
and ratio circuit 417 awaits the next pul se of the half bit cell
clock, or in the cas2l.in Whe methothof biaini 1Bi furtbe incloding khd semofjuen Modulatng

si gnal , foo te]iutrgtei-nr;xt transition froma first logic state to a
second logic state of THE H&lf bit cell clock (STEP 805). Wen the
next pul se of the half bit cell clock occurs, the HBCC is 25 i ncrenment ed

STEP 807). |f COUNTERL i runpi n STE 09), .t hen the syst.em.checks .
et her Jthe next vt i ¢ HaBoR e a7 dordler inchiding 1 5P 3 SOHSERER Daints us
401 (e.g.. @  on the stdthgeSBeditimibyQpatiigpairs 6f adjdtRnd malpdiflts bf AN6H-int<@er ARltRNS OF

405) (STEP 811). _If next {ransition has.not been detected within.
a predet er mi ned®f# Predrieanined HERERchidiagch yherrn a difference pgiyen g SACKHIEH 87

the hal f bit celphir Gf GRfacert ity BAY ada&seﬁtm%exoﬁmkmq BEXde preddisiniih@ dRfantdre
30 hal f bit cell clock (“STE_P. 805), the HBCC is increnmented (STEP 807).
Once agai nl3 j f representing the Jitter Signature.

.23, The method of claim 22, wherein a plurality of said differences between
said spacing of a plurality of pairs of said adjacent points and said closest integer

mutltiple represent one unit of information within the Jitter Signature.

24.  The method of claim 3, further including the steps of:
20 a) detecting a reference point before the detection of the first and second
points at the leading read épparams;
b) setting a count value in response to the detection of the reference point:
c) incrementing the count value each time a point is detected at either the

leading or trailing read apparatus;



the COUNTERL is running (STEP 809). then a determ nation is nmade as to

PCT] U807/ 05321 | EIRTIFHAPAN I s

next transition has been détetted dt the*leading read apparatus 401 (STEP
811). This WwWo097305p ocess should only have to be repeated omwcwussiasn a

transition nust occur at the begi nning and end of every bit cell.
Thus, the | eading read apparatus 401 shoul3#-det ect a transition at
| east every other transition of the half bit cell clock. Once the |eading
read 5 head detects a next transjtion in STEP 811. COUNTERl stops and
t he val ue HYOUNEERing Sthé aveasured® Referéied) valY¥ g ethBE wah! the 'Hres@ﬁqgum

beconmes equal to the ref erence HBCC plus the nunber of "half

cel I's between the | eadi r§%ndttths;me ghe segend point s @ﬁsﬁssﬁdamgmmdmgosad
(STEP 815), then the trapphigls/&ad apparatus has detected, or is about

to detect, the trangition which caused COUNTERL and COUNTER2 to start in
STEP 10 803. Accdr di ritfripg tesonrasared Jitter Madysegrthen avithithe presens CRODYAITER! | S

saved (STEP - 817)th e sl ﬁ;@ Gt i F&Eﬁgg ransition
whi ch causes COUNTER1 © g t t e%glﬁeﬂg%ﬁ?%@ %Eﬁraé%uses
COUNTERI to stop can then be cal cuI at ed by t he equation EQ 1

rovi ded above (ST 81 ' C en.a,.next rans t|o
Ean t hen be maagure by%es%%&?félg&%wkzﬁ%lwﬁ\ﬁﬁﬁ% cgﬁn?fé lﬁﬁr of

a 15 t r ansiRatonafieE bl B8R Referdive Valwenaid the ditfeh ¥alue dids€ bednhstore @St art i ng of

COUNTERI . and COUNTER2 may be the sane transition which causes
COUNTERL to stop, assum ng that the val ue JCOUNTER can be saved and
the counter reset @6d SfT&fetrﬁthzl bh@l'dim 25, further fcBi@inpi i@ Blep GF's@¥ing the Jitter
Al ternatively,,a second sSt of ERL and COUNTE coun{’ers
' Ratio together wi the count alue present at the time the first point is detected at the
10 trailing read apparatus.

27. A method for correcting the location of a transition from a first logical
state to a second logical state stored on a storage medium in each correctly located
transition is located a predetermined distance from a preceding correctly located
transition, and a first correctly located transition and a second transition are detectable

15 by a leading and trailing read apparatus as the first and second transitions move past the
leading and trailing read abparatus, the leading and trailing read apparatus being spaced
apart a known distance, including thé steps of:

a) detecting the first correctly located transition as the first transition moves

past the leading read apparatus;
20 b) detecting the second transition as the second transition moves past the

leading read apparatus;

c) detecting the first transition as the first point moves past the trailing read
apparatus;
d) measuring a Reference Value starting from the detection of the first
25 transition at the leading read apparatus and ending upon detection of the

second transition at the leading read apparatus; and -



can be used, such that the f|r unters is used to neasure the
di st ance between 20 'm I tﬁ |L|m and a second adj acent
transition, and the secon is used to nmeasure the

di stance between the second transition and a third transition._The first
set of QML woul d then be ready for use in neasuri RGIPREH2

di stance between the third transitign and a fourth transition. It
shoul d be clear that by alternating betweendsing the first and
second set of counters, continuous neasurenents of the distance between
each 25 of the transitions can be nade. Fig. 9 is an
illustration of a read heameamingraylitér\eadue sartingfromrthe deedtionaf dhsr faahieansition
with an alternative errbodl r [ r

appar atus 902 S pr er aglln%m?%gc oneaﬁae/tl%p alh? f],g g%t&hﬁ%{ rtgé?nqitr
second read apparatus 904 tragsition a!rlfhytralhng read apphmtwecond read appar at us 904

Is preferably spaced ;one ha bl cell  apar third read
apparatus 906. Fig. fg [ caicu‘bﬁ%%é’ '6‘?Cer’rli’ elnhlg ﬁ{taea@drsgé%' atﬁf'a'r“é){’ ﬁg’aseg
enbodi nent . SA third transMpbmﬂxedeéfemthﬂQBamSﬂﬁdumemdep the third read

ng'lp'?[Jgtgglsozggi g) compar\l/r\g t%zlc:a)’lgl?lgt%d distance with the correct distance 10 gigtermine
use of three read appar at uSloéddibn et@g. 1001 al |l ows both one bit cell and one
hal f bit cell spaci ng between pairs of read apparatus. Accordingly,
when transitions are Mpacdafithgiesation error is greater dian agpsedetermingd yalue, thprerewsiting
. logical zero is encoded aRge %oﬁd&ﬁ‘:fsitidnod% RCE&iest ToBatiche m ddle of a
bit cell, the pair of bit cells which is spaced one full bit cell apart

wil | detect 5 ° the first and second transition sinultaneously if there

Is no jittgp in the spaci ng, ,ieh,d i r gharacterizit é;gtﬁe d&?&:@@ﬁ&wﬁ%’lﬁﬁf}:&dtkhf b

Is present, the distance between the rst appar at us
second point stored upon a storage medium, the apparatus including:

a) a first read apparatus;
b) a second read apparatus spaced a predetermined distance from the first
read apparatus;

15 c) a counter for measuring a Reference Value which elapsed between
detection of the first point at the first read apparatus and detection of the
first point at the second read apparatus, and for measuring a Jitter Value
which elapsed between detection of the first point at the first read
apparatus and detection of the second point at the second read apparatus;

20 and

d) a processing device for determining the quotient of the Jitter Value
divided by the Reference Value.

29.  An electronic chip card for securely storing information. including:

a) an electronic storage ; and
25 b) a second FIFO, coupled to the processing device, for storing the Jitter
Values.

30.  Anapparatus for characterizing the distance between a first flux transition

and a second flux transition stored upon a storage medium. the apparatus including:



and the t ot will be | ess than would be the case in the above
descri beﬁmm "(!mﬂllll:uiﬂFd appar at us enbodi nent. Accordingly, the three

read appa¥ atdisS v is |less susceptible to error in the
measur enent due to | arge instantaneous vel ocity changes 10 whi ch occur
duri ng the nesewrsossnt . Fig. 11 is a fl ow chactrussioeise
illustrates the steps of the nethod of the present i nvention

performed when a three read apparatus is yYged. Steps 1100 through 11 15 are
identical to Steps 602 through 615 shown in Fig. 6. However, if the first
read appar at us 902 has not detected a transition in Step 1115. then
a determ nation mu be : YT e r gt us
906 has detected a%? r anél @ggﬁﬁ%@%&%ﬁrﬁmﬂg kﬁfﬁ%%gﬂ{fﬁgﬁéﬂ laglcgtggg?tgcgf&%rogcess
returns to Step 1115. Hevluxeransitiont he third read apparatus 906 has detected
atransition in St 1119 e val ue of the.counter .is stored in a
whol e bit cell W rJ“esF%‘}r“gn’g%‘} Qf%“ﬁag"sﬁpﬁﬁd(asﬁ’ﬁﬁéirﬁiﬁdr diyRpeE (oup foe tirs
represents the distance raf apperawd fdreutputting a signal whithlindiddies detse€ies 61 & @lux
devi ce thgn awai ts detection of a second transition at the first read 20
appar at us® 902 ( STEP 112%)398’?91‘% the second transition is detected, the
counter val ue ¢) i afhiteraadiondddtor] édupRd 1&%5@5&5&5&'3&&%5&,40:%&&%&?
rn

Rati o can be cal cul ated f r,ogn t he quotient of the value stored
the jitter FIFO dividedHindiganops ofiheioytnup fopyihe Srsyread @apparatus and outputting

reference val ue FI FO ( Skihdlddtién in response thereto; If the first read
apparatus 902 has detected a transition in Step 1115, then the 25

counter value is stdred?2iseropddetestor, spupigdo UteSeEpndiread/apparatusefos datepting e i s

then nadeg as toiNetibEY ol EBIn fhe’ L85 r : y

detected the first tran%i Ei on (gT(EP ] © 1lggﬁ.gala?bés%tu?%§gﬁ%‘ghﬁ%et%?er
Rati o can be cal cul at edindiestipriin responstitherpiest i ent of the val ue

stored in the Jitt FI bl y Lhe vabue St ok in -t | f..bit cell
ref erence val ue ) E%og@é} g@d{iﬁ%mé u'g{’iaeié?ﬁ{)ef“%? t@?%af%ugpg‘f g‘?"e&“%ﬁe'}cﬁe

Jitter FIFO divided by bkwesmthesowitar deiecdion of theifimsttpoint aiwh €irdviréadcpbaratus

f lue FIFO,  whj i 5.l 1.0.(STEP 1107). |f
he thid read appar at udbe S6Et o BB shoipuerivnat B end e preraye

t hen thelprocessing and for determining a Jitter Value equal to the difference between the

count at detection of the first point at the first read apparatus and the
count at detection of the second point at the second read apparatus: and
f) a processing device for determining a quotient of the Jitter Value divided

by the Reference Value.

20 . 31.  The apparatus of claim 29, further including:
a) a first FIFO, coupled to the processing device. for storing the Reference
Values; and
b)' a second FIFO, coupled to the processing device, for storing the Jitter
Values. '
25 32.  The apparatus of claim 29, further including a clock generaror, coupled

1o the first and second transition detectors. for generating a clock having a change in

logical state each time an indication is detected by either the first or the second transition
detector.



%?Béémﬁmnw 1

irst transition is detected at the third read
apparatus 906 (STEP 1129). Once the third read apparatus 906
detects the fi W@9U3¥8¥siti on, the counter val ue -i's st oREA/GSA7RIIA
whol e bit cell reference value FIFO (STEP 1131). The Jitter Ratio can
be calculated fromeither the quotient of th&7value stored in the Jittcr
FIFO divided by 5 the value stored in the half bit cell reference
value FIFO or the quotient of the value . stored in the Jitter FIFO
di vi ded by the val ue SB or eqhé ppdituds|chaili §2,CRkther ﬁxfcﬁxﬁﬂgcﬁ ¥Rhtification means.
FI FO, which ever is c r i nt eger value (STEP 110 I n one
enbodi nent of t h&OUPIe 01 ﬁﬁ‘é%’é‘ﬁtsei’?ﬁ\ﬁe‘mqgﬁ’r?" dFH’é‘(’dw‘etf@‘r !‘?F?Faftyi'@rﬁ gederppre pattern
whet her the Jitt eiordddd fheistorhgd Medifm! Mlﬁ% §<ount value, aﬂ&sxhagnknﬁné;ﬁalefcomttvaluc
cell reference value or whole bit cel erence val ue 1 s nade based
upon whet her t heesfbiime eisherithe §rst jos thexgseendeulansisiopedesectop gietceats aplindjkation.
transition or- a | ogical data transition. That is. if the next
transition is expected to be a logical data transition. t hen t hat
next transition shoul 84.occilhe epparitad 6f clhina 2B wherein| thé fiesnahth @edoad tread apparatus

transition. dAgcordl ngly, the half bit cell reference value would be
used to cal cul ate thhe Jitter Ratio. However, if the next transition
is expected to be a | epicah pmdkoplcoil.rzmdsi ti on, then the 15 whol e bit

cell reference val ue \%)ul d be used. In rdance Wi, t H gbodl ment of

t he i nventi on, thea(‘fgfrﬁx}trﬁeWa‘frPW eteclor, AAPIRS: to the PICKYR <Qil.ansi ti on
is expected to be a Iogl cal data transition or a Iogl cal clock
transition i s nade by., eepipg track gpet her _each Vi ous
transition was a data°trandPf PRRFTEYs of ¢lpim B3+ Whereinithe first |apd\§fqopd5%ﬂdcmafatu*

that if thelo furthel @Rluderacdusreht DiplifRS cSuple Bervéd e bicRib cdil8fd thd Burd@ Lero

transition nmust be a cl.ock transition. 20 Furthernore, by delaying the
determination foffoSS)B¢ 8etef'eF-ni ned number of transitions. t he

pl acenment of transitions that occur after the questionable transition can
be used to aid in the determ nation. For exanple, if the next three

transitions are all sp&cedAngaparatus for charagsgrizing thoalistange betweeres first trambitidneand
.follow ng transiti third
b 1sE&bnl P%raﬂpiﬁ&? to?%iv%hea Qb4 ?rled:mr{ qg@ %pé) ratus including: on,

transition, then the first an trans |on nmis
and the 25 secondabf t fisst reddrapparatuafer detexting ausinsitien andaitputtingia sighalan.

CGoi ng backwgy d, the ] Cc be made as to whether the
guestionabl e transition i sreggﬁj%%g&%%&éﬁ gQEe %ans“"m’ transition. Furthernore,

if the distance betwebh a #isecwnd acwl spparand spacedsd ptedﬂeﬂrx&nédadﬁtah&aﬁom the first
read apparatus for detecting a transition and outputtmg a signal in
response to detcctlon of the transition;

c) a third read apparatus spaced a predetermined distance from the second

20 read apparatus for detecting a transition and outputting a signal in
response to detection of the transition:

d) a first transition detector, coupled to the first read apparatus, for detecting
the signal output from the first read apparatus and outputting a signal in
response thereto; |

25 €) a second detector. coupled to the second read apparatus, for detecting the
signal output from the second read apparatus and outputting a signal in

response thereto:



expect ' nce between the second and a third transition is
gr eat eq u a " “ !E@bect ed, then the assunption may be nade that the
second i een shifted 30 toward the first transition.

WD 97/ 30533 '

PCT/ US97/ 02W9p7/30533 PCT/USITAR2321

Fig. 12 is an illustration of a read head in accordance w th another

enbodi nment of this invention. A pB38&rality of relatively closely
spaced "neasurenent” read apparatus 901 (only two are shown) are be
provided in a first grouping, preferably centered one hal f of a bit

cell froma referdnce adalf btpellréfertacd@iue dousiter §63 deerminfignFRéferale Vhiaek 5
di agram of the invention having g_ergl urality of relatively cl ose%éhspaced

measur enent r ead9uh 1o, g djlferepce betwesn fhe, ount yalye at deteclipp) of the frsy

processi ng devi ce 905. phia€ bt thedst read appafddiPdndl e chimt RaRE &F AbkMich & tha! to
the read apparatus 401, described above. The processi ng device 905

includes a plurality ofirfiPaisat hgseeraddeadarpartis. equal in number to
the nunber of reagyappar fidsvAad! cbuhtes §6r a_eenﬁimgnm aCbaﬁfe.&@Jtho the
corresponds one 1 to one wWth an associated One of the read apparatus
901, 903. Wien a transiiffesence detween the gpamntvalegiatadetection o ther st pointatdthe
apparatus 903, the pro LA | ' . : surement
read apparatus 901 fr oqrr]?%\nﬁ%ﬁi ﬁgﬁé{eug%fl ?gté %%ﬁ%l%%ét?é egté?nsogthgg%m? PRI ti on
(or alternatively, whiehthdstendachd éppatatst transition). The spaci ng bet ween

the reference r h.of, 1 he. pl uraki .
measur ement read o par g?ﬂ‘so ?egré&@eﬁ\jﬁ?f]e?éﬁ'ﬂ{gﬂﬂgc%%ﬁ%r 5°rr(§]ﬁ e @r‘\%{ﬁ?@?&"
Ther ef ok@, assuni ng t h&efdrénee Séalun dqeal o sthe idiffererxevibetvaten theecount value at

grouping of measur ementef G GRRSAA ol the Vi tead Sppatahia! and B Shink Ot S

at detection of the first point at the third read apphratus; and
i) a processing device for determining a quotient of the Jitter Value divided
by either the Whole Bit Cell Reference Value or the Half Bit Cell

15 Reference Value.

37.  The apparatus of claim 35, wherein the processing device determines the
quotient of the Jitter Value divided by the Whole Bit Cell Reference Value if the second
point is not detected at the first read apparatus before the first point is detected at the

third read apparatus.

20 38.  The apparatus of claim 35, wherein the processing device determines the
quotient of the Jitter Value divided by the Half Bit Cell Reference Value if the second
point is detected at the first read apparatus before the first point is detected at the second

read apparatus.

39.  The apparatus of claim 35. wherein the processing device determines
25 whether the quotient is to be equal to the Jitter Value divided by the Half Bit Cell
Reference Value or the Jitter Value divided by the Whole Bit Cell Reference Value.

depending upon which resulting quotient is closer to an integer value.



exact di stance between aﬂﬁml Ist and second transition can be determned to

an accuracy equ l"jl UH ant bet ween neasur enent read
native enbodi nent, the processing

apparatus 901.

devi ce 905 us%;-,m,%rratlon from “both the neasurenent PAskoRpRSY at us
901 which detects the second tran5|t|on before the- reference read
appar atus 903, and the neasurenent read appgr at us 901 that detects the
second transition after the reference read "apparatus 903. By determ ning
whet her the second transition was closer to the neasurenent read
apparatus 901 t hat Bl ecLy ed t he or tp the ..

neasur enent read ap%ar at 4% @Bfaflﬁzg?r cdaéfaétrépéldghﬁaansﬁ%{?f gf‘?"ﬁ?fé? jshfansgion and
when the first aseoorsi urmmnnomreuaummtedtoedgehﬁmunﬁftbé epmmtwmdumlagar at us 903,
t he accuracy of the e cNBasur EJTEI’I'[ can npr oved tg e t he

di stance between eadh nmeldsTiaHisRfead apparatus g’éd‘ie eﬁdﬁg 4t YRPsggR an °“‘p“m“g a

Si nce this nmeasurenent |s;ghaaﬁdespohsﬂmd&tbct:hpmdltﬁahﬁﬁsﬁs bet ween t he
reference _ %?d app tus 903 and each neasurenent read apparatus

901, the nRasurenent”is 2@ ura “ymm%‘?ﬂ” apparalys each pyced akngwadlisange i on

of the nedium w th respegionf Ghé hRfer@RE read apparaﬁﬁp%xatdﬁt%cnﬂgt aMrhhsith and
understood that the greater the nunber of neasurenent read .

97/ 30533 outputting a signal in response to detection of the transition: and
PCT/ US97/ 02321 <) a processing device for determining the, dlst?nce between th% fitst and
apparatus 901. the greater the accuracy over a particu range o

di stances. For exanpl e, second point ag Mumﬂmpbﬂlemsasuhemrmmdmpwpaams
901 are vi ded at equa dj st S /100t
Pi g I\A}lﬂ'cl-bpfoqf? s ﬁrf Jis selgnal most e% 81;11 g?qjgus {9 eth

cell, starting 1/100th of romthe reference
the di stance between eac lgengaationadf the amputts:gxmtfmmhbeefkmnmad)aﬂ;{amm h of a
bit cell
41.  The apparatus of claim 39, wherein the distance between each
measurement read apparatus and the reference read apparatus is available to the
processing device, and the processing device determines that the distance between the
15 first and second point to be equal to the distance between the reference read apparatus
and the particular measurement read apparatus which provided an output signal most
nearly simultaneous to the generation of the dutput signal from the reference rcad

apparatus.

42.  The apparatus of claim 39, wherein the processing device is further for
20 determining whether the quotient is to be equal to the Jitter Value divided by the Half
Bit Cell Reference Value or the Jitter Value divided by the Whole Bit Cell Reference

Value, based upon placement of points which occur before and after the second point.

43. A secure data storage system including:
a) a first memory means for storing information; and
25 b) a second memory means on which data is spatially encoded;
wherein the information that stored in the first memory means is encrypted using
~ a jitter signature derived fr(_)m deviations in the spacing of the data encoded on

the second memory means.



5 accuracy, even if the distance between transitions are very close or
as far apart as two Ll“l"j)mﬂmllﬁﬂmﬁm e., a substantial anount of error).
Using thin filmfabri machi ned silicon techni ques,

it is feasi condmi tally " abritate such a read head. Summry
A nunber of‘pég%éoglsrerents of the present. i nventi on have been FEELSITRY
Nevertheless, it wll be understood that40var| ous nodifications may be made
wi t hout departing fromthe spirif and scope of the invention. For

exanpl e, the half bit cell clock may be generated in any manner

whi ch results in n5| t occurring, each half bit cell

Furt hernore, the roc %ffl‘}ﬁﬁcf‘ﬁﬁg ag%ﬁulbgm&pmgd@da apd) 2 asdigp r?éd”"ﬂ?’ a
nunber of the data@$ itf)ﬁaemchﬂi,@cmsgtepgoﬂew ces. Still further, the nunber of
read apparatus that are uaﬁed 15 may be any nunber greater than one.
Accordingly, it i® toSp# HG@F%"(‘%H“‘PI‘?&t“ megium; invention is not to be
limted by the spgcif 'LﬁlChii\hh@&jlﬁ&%&,ﬁfd’i‘@%&G@ﬁE@ wnlﬁlﬂie &’zﬂe ¥palﬂ¥ll§ Bfoded on

scope of the appended cl ai ns.

PCT/ US97/ 02321 the medium; and - 30- |
CLAI M5~ encr%gtmg ﬂé IH%THIQGOJ Qﬁreqet;neg %%5}9 r}npa%sq‘l g _]eittlglet veen
a first point and a seco

signature as the encyption key.

45. A method for seéuring and authenticating data and a medium on which
the data is siored_. including the steps of:
10 a) spatially encoding data on a medium:
b) calculating a jitter signature associated with the data spatially encoded on
the medium; and

c) storing the jitter signature in a memory means.

46. A chip card for securely storing information, including:
15 a) a memory device having data encrypted with a jitter signature derived
from a series of spatial relationships of spatially encoded data; and
b) a medium, fixed to exterior of the memory device, for storing the

spatially encoded data.



poi nt on a storage nmedium conprising the steps of:

a)
determ ning the distance between a first and a second read apparatus:

and

b) conparing the distance between the first point and the second points
to 5 t he di stance between the first an §ead

0 97/30533 _
appar at us. W 2. The nethod of claim1, whereln the step
of conparing includes the steps of : a) det ecting
the first point at the first read apparﬂZT ; b) detecting
the second point at the first read appa s; 10 c)

determining a jitter value in response to detection of the second point at

the first

read appar at us,

di stance between the first and second points;
detecting the first point at the second read apparat us;
determning a reference value in response to detection of the first point
at the second read appar at us,

15

bei ng representative of

first and second read appar at us;

and

reference value to the jitter val ue.
determ ni ng the di stance between a first point and a second

the jitter value being representative of the
d)

e)

the reference val ue
t he di stance between the

f)
3

conparing the
A et hod for

poi nt

on a storage nedium the first and second points being detectable by a

| eadi ng and 20 trailing read apparatus as the first and second points
nove past the leading and trailing read apparatus, the |eading and
trailing read apparatus being spaced apart a known di stance, the
met hod conprising the detectinf the first
point as the first poi

appar at us; 25
poi nt noves past the |

st epgrrof : a)
Tﬂ“ﬁ%?er-;lmﬂagt‘_"hf—hgadi ng reaf

eadi ng
P

detectr ng
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c) detecting the first point as the first point noves past the trailing
read WO 97/30533 appar at us; d) m)%%?—ﬁdiﬂl“g a

Ref erence Val ue starting fromthe detection of the first poi nt

at the | eading read apparatus and endi ng upon detection of the second 5
point at the | eading read apparat us; z71 e) measuring a
Jitter Value starting fromthe detecti (§ the first poi nt at

the | eadi ng read apparatus and ending upon detection of the first point at
the trailing read apparat us. : _ 4, The nmethod of claim 3,
further including the step of storing the Jitter 10 Val ue and the
Ref er ence Val ue asso2b§ted with the pair of first and second points, and
wherein each of the ps\%inrepeateq gor eagh gf a plurality of pairs of
first and second p ts store he medi um such that a Jitter

Val ue and a Reference Val ue are d and stored in association

with each pair of first sec 1 5. The
met hod of claim4. furth anl étlng fromeach 15
Jitter Value and a Referen i _nﬂfglrst and second
poi nts stored on the medi 6.

The nethod of claim 3, furtherc >of calculating a Jitter

*—— _—.
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~
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\
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7777777777777

FIG. 3
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Ratio, the Jitter Ratio being proportional to the distance between the

first and second poi nts. 20 7. The nmet hod of claim
6, wherein detectable points are ideally stored on t he storage
medium at re tervals of either one bit cell or one h i || in
| engt h %@’ 3?he di stance between the | eading and tral |’H§§1?°égtﬁc
apparatus is equal to an odd multiple of one half the length of one
bit cell. 8. The rret.f/)& of claim?7. wherein the

di stance between the | eading and 25 ling read apparatus is equal to
one half the length of one bit cell. WD 97/ 30533

PCT/ US97/ 02321 - 32-

9. The nethod of claim®6, wherein calculating the Jitter Ratio includes
t he step of dividing the Jitter Value by the Reference Val ue.

10. The nethod of claim9, further including the step of calculating the

di stance between the first and second points.

401 404
/ [
LEADING READ APPARATUS PROCESSING DEVICE
420
209 / 406
~ 4
CURRENT ZERO | | TRansmion
AMP CROSSING > DETECTOR
DETECTOR
402
410
/
03 412/ COUNTER |—~1 MEMORY
TRAILING READ APPARATUS
_| TRANSITION
DETECTOR
\ 406

FIG. 4
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5 11. The method of claim10, wherein the step of calcufating

t he di stance between the first and second points includes the step
of multiplying the Jitter Ratio by t he di stance between the | eading
and trail i ngyenshssyopar at us. 12. The rre;,&p,@sp,;mg,al m 6,
wherein the leading and trailing read apparatus is a nmagnetic read
head. 10 13. The nethod of claim 12, wherein the magnetic
read head includes a pi ckup co %hg a zero crossing detector.

14. The net hod of claim 13, mherein gnetic read head further

stored on the storage nedi um 16. The nmet hod of claim
15, further including the step of Rl pl yi ng each Jitter Ratio by
t he di stance between the leading aad |trailing read apparatus to determ ne
20 t he di stance between each pa|
17. The nethod of either claimb,
generating a Jitter Slgnatew

f first and second points.
ther including the step of
romthe Jitter Ratios.

o

g—

o

 DATA
1

504
1100 1

1

i ncl udes a current .anplifier. 15. The met hod of
claim6, wherein each of the steps are| repeated for each 15 of a
plurality of pairs of first and segp poi nts, such that a list of Jitter
Ratios is produced, each Jitt Rati o being proportional to the

di stance between each of the pairs— of first and second points
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WO 97/ 30533

PCT/ US97/ 02321 18. The nmethod of claimb5, further
including the step of generating a Jitter Signature froma sel ected
subset Jitt qgoRaddssss. 19. The et hod of peti

wherein the selected subset of Jitter Ratios I ncl udes those Jltter

Rati os which indicate at |east one predefined range of deviations 5
froman ideal distance between the assg/ %Eed first and second points.

20. The net hod of claim19, wherein fli gr edefined range of

devi ati ons i ncl udes devi ati dns whi ch eXB&eB0& predefined val ue, and
a second predefined range of V | nclude devi ati ons which do
not exceed the predefined val ue. DETECF%S{ ﬁANgHIBN The net hod of claim
17. further including the step of JTtter [MOOUT A&LlnN the Jitter

Si gnat ure. 22. _The neyhod o$TER| &Nm 17, further including

the step of storing new points st ¢qr age rredl um by spaci ng
a n&FSFﬁ?QB@'?R

pai rs of adjacent new points at iftiple
LEADING STEP 602
READ APPARATUS
NO DETECTS TRANSITION YES
9
STEP &1 : ) STEP 603
TRAILING SIMULTANEOUS
- o?r?c”rs"?%%’én < DETECTION AT TRALING
2 READ AE,PARATUS
— STEP 609 | : :
. NO
JITTER RATIO
STEP 613 =1 7 STEP 604
L080 CONTER VAE L0kD COUNTER VALUE
INTO REFERENCE FIFO

i)

1

~TRAILNGNITEP 605
STEP 613 LEADING READ APPARATUS
READ APPARATUS DETECTS ;I;RANSITION

DETECTS TRANSHTION
? STEP 606

STORE COUNTER VALUE
IN REFERENCE FIFO

STEP 617

STORE COUNTER VALUE -
N JTTER FIFO - STEP 607

GENERATE JITTER RATIO

G0 10
STEP 601

FIG. 6a
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of a predeterm ned reference:distance, wherein a difference between the

spaci ng of each pair. of adjacent points and a cl osest integer

mul tiple of the predeterm ned di stance 15 representing the Jitter
Signature. woeag 23. The method of claim 22, i

plurality of sa? d3 ?:flsffer ences between sai d spaci ngwg?i‘@b%rﬁ?zél ity
of pairs of said adjacent points and said cl osest integer mul tiple

represent one unit of information within the Jitter Signature.
24. The method of claim3, further inb J&ing the steps of: 20

a) detecting a reference point before the detection of the first and
second points at the |eading read apparat us;

b) setting a count value in response to the detection of the reference
poi nt: C) incrementing the count value each tinme a point
is detected at either the _ | eading or trailing read
appar at us; WO 97/ 30533

PCT/ US97/ 02321 - 34-

d) storing the neasured Reference Val ue together with the present count

value at the tinme the second point is detected at the | eading read
appar atus; and

650
/

CHIP CARD /554
INTEGRATED CIRCUIT
MEMORY
552\
MAGNETIC STRIP

FIG. 6b
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e) storing the neasured Jitter Value together with the present count

value at 5 the time the first point is detected at the
trailing read apparatus. 25. The net hod of cl ai m 24.
further inclwddrgodsbe step of generating a Jitter Retinosedbdsgf bot h

the Reference Value and the Jitter Value have been stored.
26. The nmethod of claim 25, further including the step of storing the

Jitter Rati o together with the ?Z?Et val ue present at the tine-the
first point is detected at the 10 tfal'Ping read apparat us.

27. A nethod for correcting the location of a transition froma first

| ogi cal state to a second |logical state stored on a storage nedi um
in each correctly | ocated transition is | ocated a predeterm ned

di stance froma preceding correctly |ocated transition, and a first

correctly located transition and a second transition are detectable 15
by a leading and trailing read apparatus as the first and second

transitions nove 9 st t he | eadi ng and trailing read apparatus, the
| eadi'ng and trailAng read appar at us bei-ng spa4cle3d pprt a known

di stance, i the steps a) etecting the first
correctly | anS|t|on/sthef|rst tr nS|t|on._mx£s_

past the | eddLEABINGedd aop}%t us; 20 b) .| detecfing the second
transition oo R E SOUNTERT § he

| eading rea us; DETECTOR 3) deeeeding theffirst 4ig

transition ijr st “por nt_noves past-tnetTail i /
appar at us; d) measuring a Referen st aF4Rg—fHom
the detection of the first 25 B at thCdD%ECI ng

read apparatus and endi ng upon detecftion of tEE5
RATIO
an

dt iti t the |eadi
second transition a e lea lng46 appar CIRCUIT
COUNTER2
[
b
403 _
[/ A
: 411
TRALING | I TRensimon /
REM <[] DTECT:
APPARATUS FCTOR
408
Wi
HALF
BIT CELL
CLOCK
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e)
transition

upon detectlon o?‘ﬁﬁe fi
trailing read apparatus;

between the first and second transiti oné))ﬂ?ed 5
the Reference Value and the Jitter Valu

rst

- 35-

measuring a Jitter Value starting fromthe detection of the first

at the | eading read appar apgpusimzendi ng

transition
calculating t

g9)

at the
he di stance
upon
conpari ng

the cal cul ated distance with the corfect dist an&¥R 80Het er i ne

a location error;
than a predeternlned va

transition at the correct

ue,

characterizing the distance bet

poi nt stored upon a storage nedium the agpar at SEP

a) a first read appar

at us;

spaced a predeterm ned di st ance

appar atus; 15

c)

t hen
| ocat i

f—the focat) on error
ETRGTc REFERENCE. CRLL
AND SEI(ﬁO NTER VALUE 28.

BRI udi ng:

f rom M@Tﬁppgﬁk

a countern ror

is greater
t he second

An apparatus for

second

h second read apparat us

r ead

nmeasuri ng a Reference Val ue

whi ch el apsed between
the first
poi nt at the second reaq
whi ch el apsed between dg
appar atus and detection
20 ar

read appar at ug

of the
d

and detection g

detecti on of the

first point at
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er Val ue

ifst read
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d) a processing device for determning the quotient of the Jitter Val ue

di vided by the Reference Val ue. 29. An el ectronic chip
card for securely storing information, including: a) an
el ectroni ¢ s{yyagesssand 25 b) a second FI FO pcoupi7eeb2t 0 t he
processi ng device, for storing the Jitter Val ues.

30. An apparatus for characterizing the distance between a first flux
transition and a second fl ux trg/ﬁén(N1stored upon a storage

medi um the apparatus including: WD 97/ 30533

PCT/ US97/ 02321 - 36-

a) a first read apparatus for outputting a signal which indicates
detection of a flux transition; b)

a second read apparatus spaced a predeterm ned distance fromthe first

read apparatus for outputting a signal which indicates detection of a flux
transition; : c) a first transition

detector, coupled to the first read gpRaratus, for detecting

the indications of the output fromt irst read apparatus and outputting

STEP 817

STOP COUNTER2
AND SAVE RECOUNT

] STEP 819
= (JCOUNT/RCOUNT) x D1

RESTART
COUNTER1 & COUNTER2

GO 10
STEP 803

FIG. 8b
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an indication in response thereto; d) a second detector,
coupled to the second read apparatus, for detecting the 10

i ndi cations output from the second read apparatus and outputting an

i ndi cati on i Ry¢ #53ae33se t hereto; e) a COoURtRAsI 2321
determ ning a Reference Value equal to the difference

bet ween the count at detection of the first point at the first read

appar at us and thﬁo/ﬂ%ﬁt at detection of the first
poi nt at the second read appar at us, and for
determining a Jitter Value equal to the difference between the _
count at detection of the first point at the first read apparatus and the
count at detection of the second point at the second read apparatus: and

f) a processing device for determning a quotient of the Jitter Value
di vi ded by the Reference Val ue. 20 31.
The apparatus of claim?29, further inpcluding: a) a first
FI FO, coupled to the processing device, for storing the Reference

Val ues; and b) a second FIFQ coupled to the processing
device, for storing the Jitter Val ues. 25

32. The apparatus of claim?29, further including a clock generator,

coupl ed to the first and second transition detectors. for
generating a clock having a change in | ogi cal state each tine an

indication is detected by either the first or the second tran5|t|on
detector.
904

/[

902’ Y

906
FIG. 9
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WO 97/ 30533

PCT/ US97/ 02321

33.
neans.

The apparatus of claim 32,

identifying a reference pattern

setting a count val ue,
either the first or the second transiti
The apparatus of él
i ncl udes:
a current zero crossing d
The apparatus of clai m 33

5

read appar at us

b)
35.
apparatus 1
pi ckup coi

36. An ap
transition

t he appar at
detecting a
response to
apparatus s

read appar at

34.

deBk

-37-

further including an identification
wo978083pl ed to the first and second transition rahsetamsn

for

stored on the storage nedi um

tor,

H%?T

il

coupled to the

mhereln t he
§Iude a

t he current Zero
9for char act

and increnenting the count val uc

each tine

etector detects an indication.
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response to detection of the transition: d) a first
transition detector, coupled to the first read apparatus, for detecting
the signal output fromthe first read apparatus and outputting a signal in

response t hewewy3osap e) a second det ect or, PCOMSPHE3IALO t he
second read apparatus, for detecting the si gnal

output fromthe second read apparatus and outputting a signal in

response thereto; WO 97/ 30&3/8‘6

PCT/ US97/ 02321 - 38-

f) a half bit cell reference value counter fSEPIE®r i ni ng a Reference
Val ue equal hH e between the count val ue
at detection of the first b@fE& st i%gﬁﬁ&tl nt at the first read '

apparatus and the count value at detecti of oT?h%
first point at the second read apparatus, P 1101 g) ajitter
val ue counter for determning a Ji tteﬁ(E ﬁih@ﬁnﬁ uaI to the

di fference between the count val ug the first point at the
first read t det ectlon of the second point
at the secopd read apparat us; h) a whol e bit cell
reference value counter for determ nipg Mrel eSEPt 1102] | -

Ref er ence VFI ue equal to the differe ,
detection ot the first pgr
val ue

read appar af ungE@nlq“

READ APPARATUS
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e
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i) a processing device for determning a quotient of the Jitter Value

di vi ded by either the Wiole Bit Cell Reference Val ue
or the Half Bit Cell 15 Ref erence, Val ue.

37. The appmoatawssof cl ai m 35, wherein the processing deviggansabeissd nes

t he quotient of the Jitter Value divided by the Wiwole Bit Cell
Reference Value if the second point is not detected at the first
read apparatus before the first point i Fff]t cted at the third read
appar at us. 20 38. The aé us of claim 35, wherein the
processi ng devi ce determ nes the gquotient of the Jitter Val ue
divided by the Half Bit Cell Reference Value if the second point is
detected at the first read apparatus bef/6(y the first point is detected at

t he second read appar at us.
cl aim 35, wherein the processing device d
quotient is to be equal to the Jitter Val
Ref erence Value or the Jitter Value divid
Val ue. dependi ng upon whi ch r ek

i nteger val ue. WO 97/
PCT/ US97/ 02321

39. The appar at us of
term nes 25 whet her the

e divided by the Half Bit Cell

d by the Wwole Bit Cell Reference
Qg oRIEPi B0 is closer to an

TRANSITION AT 3RD
READ APPARATUS
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40. An apparatus for characterizing the distance between a first

transition and a second transition stored upon a storage nedi um

t he apparat us i ncl udi ng: a) a reference read apparat us
for detectinyvaedm3essasi ti on and outputting a PCT/USYTOBRONAl 1N
response to detecting the transition; 5 b) a plurality of

nmeasur enent read apparatus, each spaced a known di stance

fromthe reference read apparatus, for quﬁﬁ?i ng a transition and
outputting a signal in response to deté i of the transition; and

c) a processing device for determ ning the distance between the first
and second point as a function of the particul ar
measur enent read apparatus 10 whi ch provi des an out put
signal nost nearly sinmultaneous to the : generation of
the output signal fromthe reference read apparatus. 41.
The apparatus of claim 39, wherein the/Z gt ance between each

nmeasurenent read apparatus and the ref ekéngde read apparatus is available to
t he processi ng device, and the prijocessing device determ nes that

t he di stance between the 15 first and |second point to be equal to the
di stance between the reference read appargt us and the particular

measur enent read apparatus which provi degd odﬂﬂhntz7gna
nearly sinmultaneous to the generatis f SMtthe he
reference read appar at ys~ R 42. hed 3Ppp4r at us of

claim 39, wherein the processi RLREOLE 15 20, STEP 15ppt/fer mi ni ng
whet her the quotient is to be equa RANSITION

Bit Cell Reference Value or the Jitter™%
Ref er ence Val ue, based upon pl ac
and after the second pofh-

syst'em i ncl udi ng: a) a
i nformation; and 25 b)
is spatially encoded;

€ divided by the~Wiole Bit Cel
M8nt of points which occur before
43. A secure data storage
irst nenory nmeans for storing
a_skecond STEFj¥g Means on whi ch dat a
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wherein the information that stored in the first nmenory nmeans is encrypted

usi ng ajitter signature derived fromdeviations in the
spaci ng of the data encoded on t he second nenory neans.

WD 97/ 30533 wo 97730533 : PCT/US97/02321

PCT/ US97/ 02321 _ - 40-

44, A nethod for securing and authenticating data and a nmedi um on whi ch
the data is stored, including the Step?S?E a) spatially
encodi ng data on a nedi um o 9 calculating a jitter
signature associated with the data spatially encoded on 5

the nmedi um and c) encrypting the information stored on a
menory neans using the jitter signature as the
encyption key. 45. A met hod for securing and

aut henti cati ng data and a nmedi um on whi ch the data is stored,

i ncluding the steps of: 10 a) spatially encoding data on a
medi um b) calculating a jitter signature-associated with
the data spatially encoded on - " the nedium and

c) storing the jitter signature in a nenory neans.

~—— 1/2 B ——

)

N W

901

FIG. 12
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46. A chip card for securely storing information, including: 15

a) a menory device having data encrypted with a jitter signature derived
froma series of spatial relationships of spatially encoded data; and

b) a nmedwog73pssged to exterior of the nenory device, foPCHUBRTUEZLt he
spatially encoded dat a.

16/16
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