Dat a Processi ng Apparatus and Met hod and Storage
Medi um This SBAGCKGREUNEpIEd THE | NVENTION 5 Field of {RECTRGeRti on
The present i es to a data processing apparatus and

met hod of errbgmn:mm;”m-‘mddi ng watetnark informati &% A3REBgES8dat a
or audi o data and a storage medium storing the method. 10 yRelated
Background Art Wth the recent remarkabl e advances in CONPIH,LT S
and networks, various types of information, e.g., character data,

| mage data, and audio datuaatah?%é%%glgﬁ §&p€£%gl edd Migowor ks.  As for

| mage data and audio data, 1 I'ar ge anounts of data are

of ten handl ed. Cbnvengﬁgng{&yagéhﬁé@{@me,g}nage data and audi o
data have been conpressed to decrease the data anmountd. For exanpl e,
i mage data is conpressed to transmt a | ar ge anount of inage '
I nformati on through a network. 20 As the above |ﬂ§§$ o BF@YH

t echni ques, t hesACKGROUNDIIGE VEHRIE MNIENTIONTRgE Cconpressi gn é§§?2§gﬁ |y
called JPEG in ITU- T recommendation T.81, the binary EPLACEDhage
conpressi dh sclrimld gehetrtad | Snveadtieth JBI G in I TUT reconmendati on
T.82, and the like are known. 25 O the above two schenes, the
JPEG schene is Thes pnegant figverdimresrslatest tmtaudata mrpeessiew as

phot ographs. The JBI G schene is suitable for
apparatus and method of embedding or embedding

watermark information in image data or audio data and a
storage medium storing the method.

10 Related Background Art

With the recent remarkable advances in computers
and networks, various types of information, e.g.,
character data, image data, and audio data, have been
handled in networks. As for image data and audio data,

15 relatively large amounts of data are often handled.

Con&entionally, therefore, image data and audio
data have been compressed to decrease the data amounts.
For example, image data is compressed to transmit a
large amount of image information through a network.

20 As the above image compression technigues, the
multivalue still image compression scheme (generally
called JPEG) in ITU-T recommendation T.81, the binary
still image compression scheme (generally called JBIG)
in ITU-T recommendation T.82, and the like are known.

25 Of the above two schemes, the JPEG scheme is
suitable for compression of natural images such as

photographs. The JBIG scheme is suitable for



- 2- conpzression of binary inmges such as nonochrone

characters. Since these i mage and audio data are digital data,
hi gh-definition, high-quality data copies can be easily 5 gener at ed.
In order to protect a copyrights on mult+nedia data, therefore,
copyright information is enbedded as digital watermark information
I n i mge and audi o dat a. The copyright information can be
obtained by 10 extracting the above digital watermark information from
the nultinmedia data. This allows tracking of an unaut hori zed copy.
As met hods of cé?ﬂi&ﬁ;ﬁﬁfg’rt IRE HRAFY 1magesyisjqhy aSHAXARIIONe T or mation in
I mge and audi Q dat for exanple, the schene proposed by National
Def ence 15 rﬁmhlch uses t he dlscrete Fourier transform

(Onishi, Oka, & Mat { ;} Q rage
Sequences", SCIS nuary d%ta < qﬁﬁngﬁ%wééged by

M t subi shi Q'Hd:ﬂ-cd tﬂfi‘g lﬁ’:ﬂ&hﬁ llty &éﬂ'}él%cﬁifé/s I ¢l usks e

di screte wavel et trans orm | zuka, Sakal, & Sakurail,

" Experi nent al qRdladd . Security and Rellablllty of Di gltal

Wat er mar ki ng Techni que Usi ng Wavel et Transfornf, SCIS 97 - 26D,
January 1997) are knowrddr agdigdated® d osahigfts on mulpriegaied by NTT,

whi ch uses the discrete cosine 25 transform (Nakamura, Ogawa, &
Takahashi, " Eldetaontleerefore Watagysirdh thglrSthmretion Fregrereddddorms n f or
Protection of Copyright on Digital Inmage", SCIS 97 - 26A, January
digital watermark information in image and audio data.
-The copyright information can be obtained by
10 extracting the above digital watermark information from
the multimedia data. This allows tracking of an
unauthorized copy. As methods of embedding the above
digital watermark information in image and audio data,
for example, the scheme proposed by National Defence
15 Academy, which uses the discrete Fourier transform,
(Onishi, Oka, & Matsui, "Water-mark Signature on Image
with PN Sequences", SCIS' 9726B, January 1997) and the
scheme proposed by Mitsubishi Electric Corp. and Kyushu
University, which uses the discrete wavelet transform, .
20 (Ishizuka, Sakai, & Sakurai, "Experimental Study on
Security and Reliability of Digital Watermarking
Technique Using Wavelet Transform"”, SCIS' 97 - 26D,
January 1997) are known in addition to the scheme
proposed by NTT, which uses the discrete cosine
25 transform, (Nakamura, Ogawa, & Takahashi, "Electronic

Watermarking Scheme in Frequency Domain for Protection

of Copyright on Digital Image", SCIS' 97 - 26A, January



- 3 - 1997) Conventional |y, conpression processing
for inmage and audi o data and digital watermark information

enbeddi ng processing are independently perforned. For 5 exanpl e,

digital watermark information is enbedded3d original data first, and
t hen conpression processing is performed upon conpletion of the
enbeddi ng processi ng. For this reason, neans for executing the
respective processes are independently prepared. The overall size 10
of the apparatus having these two neans becones i nevitably | arge.
SUMVARY OF THE9NWENTI ON The present invention has been made to

solve the 15 above grpble

, and has as its principal _.object to
efficiently enbed CFYeaF+ 9B %Bf?pmﬂf%?ﬁﬁ??oﬂrgﬁeSSl 9 fPRagB38F audi o

ef i ot e RETRF _
mventi on to ¥4 RAET) PG and it ied ErdhaRBk TheBinbBToR" GO

conpr essi on Fgﬁﬁéﬁ§iﬂ@a%%&ée?@ﬁnénagégiﬁ&épendentl%ahéfﬁgfkehﬂfOﬁgﬁtiOn

enbedding unit in one ar at us. I'n order to achieve the above
obj ects,5s accoigimSie, digitfl awRteiRarrdigrberhtesh 96 bhBeflegenh

I nventi on, there Ts provided a data processing apparatus 25

conpri sing i npefgimansdéea £Dpet]iagddtehatomlipréssion prbeeksdnggist | east
one of inmge data and audi o data, transform ng nmeans for

t ransf or m ng pexiedomédrupbnotompletion of the embedding processing.
For this reason, means for executing the respective
procésses are independently prepared. The overall size

10 of the apparatus having these two means becomes

inevitably large.

SUMMARY OF THE INVENTION
The present invention has been made to solve the
15 above problems, and has as its principal object to
efficiently embed digital watermark information in
image or audio data.
More specifically, it is an object of the present
invention to efficiently arrange both an image or audio
20 data compression processing unit and an digital
watermark information embedding unit in one apparatus.
In order to achieve the above objects, according
to a preferred embodiment of the present invention,
there is provided a data processing apparatus
25 comprising input means for inputting digital data
including at least one of image data and audio data,

transforming means for transforming a data format of



- 4 - the digital data, conpression neans for conpressing the

digital data whose data format has been transforned by t he
transform ng neans, and enbeddi ng neans for enbeddi ng digital
watermark information in the digital 5 - 4data whose data format has been
transforned by the transform ng neans, wherein the apparatus

I ncl udes a plurality of imge processing nodes, conpresses the
digital data by using the transform ng means and the conpr essi on
means in a first node, and enbeds digital 10 watermark information in

the digital d&be By 9idrdgdef@, comPTeSSANY FIRFNTy farO RT@SEHEdeMBeddi ng
nmeans in a second

I S _anot her obj ect of the
present |nven998ﬁt9& data Wg@ﬁﬁbgaﬁﬁgﬁﬂﬁmaﬁh ﬁﬁﬁqﬁﬁﬂq%?ﬁ ®Y mage
data by an 1%he tlrp met hod i n accar danc mnth the ! yRe. of i mage

dat a. (?éclm’tng IR eg%)éa € crﬁ% Gt Saccor di ng to

a preferred eghodlmn, gtlg%l%%%%%a'&vqwo%ae&& H8 the aig@RAaratus,

t he conpression neans es quanti zation means for quanti zing t he
digital data M%evﬁ@s@fd%rﬁ@tfomat ha2 S e S i by e Hehe
transform ng neans and entropy codi ng neans for perform ng entropy
codi ng of trandforgiing medthsjatherein the appdratus Sindludaotsher obj ect
of the present 25 i nvention to properly set the sequence of conpression

of inmage or apdivoradditty arfd iswged ginvgressigigyiniceles, comprsesiserserhie
information in the data.
digital data by using the transforming means and the
compiession means in a first mode, and embeds digital
10 watermark information in the digital data by using the
transforming means and the embedding means in a second
mode.
It is another object of the present invention to
embed digital watermark informatioﬁ in image data by an
15 optimal method in accordance with the type of image
data.
In order to achieve the above object, ‘according to
a preferred embodiment of the present invention, in the
apparatus, the compression means includes gquantization
20 means for quantizing the digital data whose data format
has been transformed by the transforming means and
entropy coding means for performing entropy coding of
the quantized data.
It is still another object of the present
25 invention to properly set the sequence of compression
of image or audio data and embedding of digital

watermark information in the data.



- 5 - In order to achi eve the above object, according to

a preferred enbodi nent of the present invention, in the appar at us,

t he conpression nmeans includes quantization means for quantizing the
digital data whose data format 5 has -bgen transformed by the

transform ng neans, and entropy codi ng neans for perform ng entropy
codi ng of the quanti zed dat a. The above and ot her
objects, features, and advant ages of the present invention will be
apparent 10 from the follow ng detailed description in conjunction
wth the accorrpanylfhgméﬁ%tw ?@sa@?ﬂale‘f%eﬂa%p@?@é%l ebigewt, accordingriEEF
DESCRI PTI ON OF THE_  DRAW N Is a, bl ock dlagran1shomﬁng

an appar at us aJEFefe%&ﬁﬁ|%%P?@%T?@¢f??s?h%wﬁﬁﬁﬁ%%ﬁtlﬁﬁe?ﬁéoﬁreé%n? e
i nventi on; dﬂg IS a block dia ran1fh 8 aggﬁratus
applied to t RPRIERHFE e %n?r%‘ﬂ?r%?s’c‘ﬁ‘é Prag@ntncy H@‘Bﬁ% il
Fig. 3is aviewfo Ial h cre I r m
Fig. 4is a d'l‘%%r?%ré% o) a% %%é\ grégo%lféu {Fé%j %ata whB<E Sétécfg égs"vavel et
t ransf orgn ng | | sh ng an
apparapdg] ngQy éﬁ&)|Eiﬁ?%ﬁ?ﬂ%ﬁ?E%gdtgﬁﬁgﬁ?%£%€fﬁ%9?ﬁgégggseﬂﬁﬁ
invention; entropy codifly fedSsardt Oskr£bAGiAg Shenbpy aBdapgasat us
the quantized data.
The above and other objects, features, and
advaﬁtages of the present invention will be apparent

10 from the following detailed description in conjunction

with the accompanying drawings and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing an apparatus
15 applied to the first embodiment of the present
invention:;

Fig. 2 is a block diagram showing an apparatus
applied to the second embodiment of the present
invention;

20 Fig. 3 is a view for explaining the discrete
wavelet transform;

Fig. 4 is a diagram showing subbands obtained by a
discrete wavelet transforming device;

Fig. 5 is a block diagram showing an apparatus

25 applied to the third embodiment of the present
invention;

Fig. 6 is a block diagram showing an apparatus



- 6 - applied to the fourth enbodi ment of the present

I nventi on; Fig. 7 is a view for explaining a block dividing
devi ce 602; 5 Fig. 8is a view for explaining a discrimnating
devi ce 607; Fig. 9 is a block @éi agramfor explaining a

conbi nation of a plurality of enbodi nents; Fig. 10 is a block
diagram applied to the fifth 10 enbodi nent of the present invention;
Fig. 11 is a block diagram showi ng a state in which a block in Fig.
10 is inplenmented by a nedia rocessor; and Fig. 12 is a
bl ock di agr am3RRWER P sthe ef‘?‘fF“i;mb%W‘é f othhe i PrEFERt o i s

i npl enented by, a nedj a__ processor. DETAI LED DESCRI PTI ON OF
THE PREFERRED ‘ENE MENTS : The preferred enbodi ments of the

present invention -..20., . W/l _be s eng.| . descri bel ow, .
[ Fi rst Enbodi nment ] Flg' 7 léMA ‘EI-% €8§h%ﬁv%f%%%”g§hgerrﬂé?$%{a(r?:,f\glh%lerﬁ%nt of an
| mage Processl ngpApparatus used in the first enbodi ment of t he

present invention. 25 The flow of processing in the respective
conponents W || be 4 efd yidescridiededs retp1 fehohg i AWiscrimiRatigy 1,

| mage data x input froman input unit 101 is
device 607;

Fig. 9 is a block diagram for explaining a
combination of a plurality of embodiments:;

" Fig. 10 is a block diagram applied to the fifth
10 embodiment of the present invention;

Fig. 11 is a block diagram showing a state in
which a block in Fig. 10 is implemented by a media
processor; and

Fig. 12 is a block diagram showing a state in

15 which a block in Fig. 9 is implemented by a media

processor.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
The preferred embodiments of the present invention -
20 will be sequentially described below.
[First Embodiment]
Fig. 1 shows the schematic arrangement of an image
processing apparatus used in the first embodiment of
the present invention.
25 The flow of processing in the respective
components will be briefly described first. Referring

to Fig. 1, image data x input from an input unit 101 is



- 7 - mul tival ue i mage data having a predeterm ned nunber of

bits per pixel. In this enbodinent, this data is expressed by 8 bits
(256 | evel s of gray) per pixel. That is, the data represents a
nmonochrome inmage. Note 5 that the pre®ent invention is not limted to
t he net hod of this enbodi nent, and al so includes, for exanple, a

nmet hod of processing color nultivalue i nage data consisting of 8-bit
R, G and B data in units of color conponents. The nultival ue i mage

data x i nput throu%h 10 , the input unit 101 is sub]ectedqﬁ;
pr edet er m ned™ultivalue, joege,dftsc SaGING i B G e o WP aS Gfsf or ni ng
devi ce 102. t he dkfgrete qg&jne t.ransf orm ng

rm

, .F lLe,.
devi ce 102 _caﬁlﬁ:gr Pgrrnptlﬂ%rld?)s(?gttz‘lgosﬂmﬁéj o _ slgata 5t i nput
mul i val ue | magg dataq i0 DAt YRR of gray N B i1y of

frequency conpofents. I n-the ~ discrete cosine tre ( t'he i mage
expressed by whgt is, theRidlcaHdgrbdldiftd R HRIEInd Snlddes! Seaent ed

into a plurality of blocks that do not overlap, and the DCTs 20

are cal cgl at edhiaft Whiet prefsekitoGiventifbn Niss P AdiniREA to the nthdd ock is
conposed of 8 x 8 pixels. In addition, the coefficients obtained
after the transf ahisaembalddment, andeXqlsesSettliuidsd, oty ea@dmpdasisst i ng of
8 x 8 coefficients. One coefficient of each block which 25
corresponds t aetthed ofe prdoespiene caldamponditivisslusalimege data a DC
conponent, and the 63 renmaining coefficients are called AC

components. consisting of 8-bit R, G, and B data in units of color
compénents. The multivalue image data x input through
10 the input unit 101 is subjected to predetermined
transform processing in a discrete cosine transforming
device 102.
For example, the discrete cosine transforming
device 102 can perform the discrete cosine transform
15 for input multivalue image data x to break up the data
into a plurality of frequency components. In the
discrete cosine transform, the image expressed by the
input multivalue image data x is first segmented into a
plurality of blocks that do not overlap, and the DCTs
20 are calculated in units of blocks. In this embodiment,
one block is composed of B x 8 pixels. In addition,
the coefficients obtained after the transform are also
expressed in blocks each consisting of 8 x 8
coefficients. One coefficient of each block which
25 corresponds to the lowest-frequency component is called
a DC component, and the 63 remaining coefficients are

called AC components.



- 8 - The di screte cosine transform can be executed by:
Xi(u,v) = 2/NC(u)C(v)[err]u[err]vxi(mn)cos((2mtl)uferr]/ (2
N))cos(((2n+1)v[err])/ (2N)) .. . (1) for C(p) =
1/[err]2 when p = 0, and C(p) = 1 when p- 8 - 0. For exanpl e,
since a natural imge has many | ow- f requency signal conponents,

| nportant signals can be concentrated on | owfrequency conponents by
t he di screte cosine transform On the subsequent stage, 10
therefore, any deterioration in image quality i suppressed if

S

processi ng that infTRRMEEICERIS cosine W%%ﬁféyb%o?ﬁﬁﬁé‘?ﬂ% R¥d

m nimzes | oss of . | owfrequenc onents |s done. The
transform coeffi ci e’F&%u(‘f?e’QLé/n%(v‘t%%‘bm 1 r’i'S“)co%(t){]%ﬁ‘TﬂleH“”éﬁ‘(t%r t he DCT

performed by the discrete cos] tran ' devi ce 102 are ,i,nput
to an digital waterrrarsrﬁpgcr%se 'znrb+%§</r?fc/g{%gpthrough a svbi't'ghLi)ng

device 103. The digigalc el Ngy ko epadd ng glevige d0¢y = 1 whdfrnp pul ates
t he val ues of the respec |Le tréﬁsforn1q%0 'coeffi0|£nts a%taiﬁgd by the

di screte gosing, transform to output new coefficients in which
digital watermark information i s enbedded. As an exanpl e
of an digital waterrerkekxafpIieptsiice a nat@rdedithage eddatkmsi ng t hi s
di screte cosine transform 25 the followi ng nmethod can be used. First
of all, input low-frequéncyasignalregpnplanents, dimpaethnntsigupibs ecdt ocks,
and the coefficients obtained by cal culating the

be concentrated on low-~frequency components by the

disdrete cosine transform. On the subsequent stage,

10 therefore, any deterioration in image quality is
suppressed if processing that influences only
high-frequency components and minimizes loss of
low-frequency components is done.

The transform coefficients (frequency components)

15 obtained after the DCT performed by the discrete cosine
transforming device 102 are input to an digital .
watermark embedding device 104 through a switching
device 103. The digital watermark embedding device 104
manipulates the values of the respective transform

20 coefficients obtained by the discrete cosine transform
to output new coefficients in which digital watermark
information is embedded.

As an example of an digital watermark information
embedding method using this discrete cosine transform,

25 the following method can be used. First of all, input

multivalue image data is divided into square blocks,

and the coefficients obtained by calculating the



-9 - di screte cosine transformfor each block are used as

I nput data to the digital watermark enbeddi ng device 104. One

di screte cosine transform coefficient (frequency conponent) is then
sel ected from each bl ock. 5 One enbeddi Ag-bit is enbedded in only this
coefficient as foll ows. As a coefficient (frequency
conponent) to be enbedded, a coefficient corresponding to a
relativel y-1ow frequency conponent is randomy selected 10 fromthe

conponents of each block excluding t elu%ﬁf nent

(I ovest -1 1 equerEyPeRio o CHEhaARGRR fop each BRI e tinshat by

speci al quantization for_ the . Select geffici.ent.. . I n
il ity s aned i ahiline aavice

this watermark TTHOF net fon t he

size of quantizgijon { ne!'S64, [g§§¥% éﬂﬁ enbeddi ng
strength. Note t Zjéft ocijié:I%{ss’ﬁ(ta&'pteerrbceodscfinr% st rrfe‘%{?i n |ca{LtthLs the degree to

whi ch wat Sfa ey ESHEBHL ) enpeddad 4 daldy B RadNIAYck.
when the data is edited sonehow. For exanple, "O' or 20 "1" as digital
wat er mar k § nf orgrd i ibd®Iefd g X tembeidded in cHleddaG idbeFFa cE@efd i ci ent
of each bl ock in accordance with the following rule. In this

enbodi nent, 1-kdg followsd nformation is enbedded in each bl ock
First of all, quantizing s {u Ov_0} yields a value 25 g given by
g = <<s_{u_Ov_0}/h>#s a coefficient (frequency .qdiponent) weebe s {u Ov_C
Is the coefficient input fromthe
embedded, a coefficient corresponding to a
reiatively—low—frequency component is randomly selected
i0 from the components of each block excluding the DC
component (lowest-frequency component). One embedding
bit is embedded by special quantization for the
selected coefficient.
In this watermark information (embedding bit)

15 embedding method, the size of gquantization step to be
used corfesponds to the embedding strength. Note that
the embedding strength indicates the degree to which
water-mark information embedded in data remains unlost
when the data is edited somehow. For example, "0" or

20 "1l" as digital watermark information (embedding bit) is
embedded in one coefficient of each block in accordance
with the following rule. In this embodiment, 1-bit
information is embedded in each block.

First of all, quantizing s _{u Ov 0} yields a value

25 q given by

q = <<s_{u Ov_0}/h>>h eea(2)

where s_{u_Ov_0} is the coefficient input from the



- 10 - di screte cosine transform ng device 102, h is the

enbeddi ng strength, and <<x>> is the maxi num coefficient that does
not exceed X. If bit =0, thenc =qg + ht + qg/4 5 | f
bit =1, then c =g + ht + 3g/4 -.10 ¢3) where t is the
coefficient obtained by obtaining one of nat ural nunbers ¢ which is
nearest to s {u Ov_0) and enbeddi ng wat ermark i nformation.

In this case, an initial value to be input to a 10 random nunber

generator to specify the coefficient ) subj ected to enbeddi ng and the
val ue of the  disSCTgtgnEPsaPRORTANEFOEMENReJeYAER0FE2, D 1S the ~ Tpg

coefficients processed by the digital wat er mar k_enbeddi ng devi ce 104
are input to aneWﬁﬁéganSS%reeghgre§§POﬁ<ﬁébitﬁ g B. "HHBUF rage conpr essi on

devi ce 18%e%9§%¥%§§ %Rg¥n8g§§i58t| ggégg gn t he subsequent

stage and based-on~vari onpr essron schenes, e g., a codi ng unit

that operates using theytranshorfhen ¢ = ﬁogfg{cie 17 obt ai ned by
performing the discrete cosine’ transformfor original imge data.

For exanplg, this If bidevi ge tRehudes § dugptizegs/qor executing JRRG
conpression and a Huffrman coder. Note that this guanti zer perforns

quanti zation di §heeent fEoghepeskakicient oHbalhéd by OfbPeihDigeshdyot he
digital watermark 25 enbeddi ng devi ce 104. The | evel of

each input coefhatueal hamb#psesseHich is néyrasti ssret guvew U@} bynd he
guanti zer in the inmage
embedding watermark information.
In this case, an initial value to be input to a
10 random number generator to specify the coefficient
subjected to embedding and the wvalue of the
quantization step are key factors.
The coefficients processed by the digital
watermark embedding device 104 are input to an image
15 compression device 106. The image compression device
106 includes coding units located on the subsequent
stage and based on various compression schemes, e.g., a
coding unit that operates using the transform
coefficients obtained by performing the discrete cosine
20 transform for original image data. For example, this
device includes a quantizer for executing JPEG
compression and a Huffman coder. Note that this
quantizer performs quantization different from special
quantization performed by the digital watermark
25 embedding device 104.

The level of each input coefficient is expressed

by a discrete value by the quantizer in the image



conpression device 106. In this quantization, the quanti zed val ue of
a coefficient corresponding to a | ow-frequency conponent is expressed
by a | arge nunber of bits, whereas the quantized value of a
coefficient 5 corresponding to a hi ghliirequency conponent is
expressed by using a snmall nunber of bits. Efficient
conpression with consideration given to human vi si on can be perforned
by sel ective quanti zation usi ng proper nunbers of bits in accordance
with the 10 freguenci s of frgguenc% congonents,in t he above
manner . compresghan ey igh LBBer £h thES| AHGRTEGRPHE%si dhedevi ce
106 is one of _the, entro coders. This_.coder generates

fesa Tt P

variable-leng?ﬁé%g gesﬁgc?ngg %?lgnFoﬁﬁrfgagonfgng ﬁgrg_is
assigned to ap,|,npHL ¥ahUG E%Ingoﬁ h8Wis expreQGEH ‘bg“%.e l%r%%ﬁ?x by and a
d"i's assigned to Wi ig

r
short code wor an 1 hput valu th occurrence

probability. Jhig;ean gharkss the gﬁgﬁégﬁeﬁ()@ﬁl\/}@'@f a coefifgdlht 20
In this enbodi ment, the sw tching device 103 may be used to perform

swi tching so @srt@spéhfihfetdi gi habh-frequenayeeamploneritedd ng devi ce 104,
or a switching device 105 may be used to performswitching so as to
skip the expreagedcbypusiagoa drmaltentfiberWVbithbtiltiss swi tching 25
operation, only imge conpression processing or digital wat er mar k

i nformati on enbeddEf§ipiensssompreasibs with coperifleradon given to

human vision can be performed by selective gquantization
using proper numbers of bits in accordance with the

10 frequencies of frequency components in the above
manner.

The Huffman coder in the image compression device
106 is one of the entropy coders. This coder generates
variable-length codes. More specifically, a long code

15 word is assigned to an input value with a low
occurrence probability, and a short code word is
assigned to an input value with a high occurrence
probability. This can shorten the average code word
length.

20 In this embodiment, the switching device 103 may
be used to perform switching so as to skip the digital
watermark embedding device 104, or a switching device
105 may be used to perform switching so as to skip the
image compression device 106. With this switching

25 operation, only image compression processing or digital
watermark information embedding processing can be

performed.



- 12 - -As shown in Fig. 1, in this integral apparatus,

the discrete cosine transform ng device 102 is comonly used for
digital watermark information enbeddi ng processi ng and i mage
conpression processing, unlike a 5 general arrangenent requiring two

di screte cosine transform ng devices. This allows efficient nounting
of conponents. Moire specifically, if these conponents (the digital
wat er mar k enbeddi ng devi ce 104, the inage conpressi on devi ce 106,
and the discrete cosine 10 transform ng device 102) are integrally
mount ed on one - As shayge i ddassilng dbdidl s drifednssle parEnatus,he circuit
size can be decreased. Al though the digital watermnark ~enbeddi ng

devi ce 104 i s PaaBFTFEFH £aHeg rpnsforming i il de icPMAELY n thi s
enmbodi nent, their 5 _positions can be |interchanged. . [ Second
Enbodi ment]  used for digigaly waheamas a‘l’iﬁpﬁ‘fﬁﬂs"q}ﬁa“}mﬁﬂ ocessi ng
appar at us according 1,64 he, Second. eabedl et 0 the cesng  MIGIEMS

i nvention. 26 IS ITOW S5t pr(Pcessl ng i Ihe resgp’ec I've

conponentss Wi lder@}aqesacrrzjé?{?g%nfér{étreq\%irzid\f itswo cerr% .éWQ:c;sQLr@ g. 2, image

data x input froman I'nput un i's mul'tivalue 1 mage data having
a pr edadQyrY i3 vidleddl t STHIRY DiveRls G diHE madmeidgl tival ue
i mage data x is subjected to predeterm ned transform processing in a

di screte wavelesft ddnptafedt .Ng More spateMiical2B?. if these components
(the digital watermark embedding device 104, the image
comﬁression device 106, and the discrete cosine

10 transforming device 102) are integrally mounted on one
image processing board to be inseparable, the circuit
size can be decreased. Although the digital watermark
embedding device 104 is placed before the image
compression device 106 in this embodiment, their

15 positions can be interchanged.

[Second Embodiment]

Fig. 2 schematically shows an image processing
apparatus according to the second embodiment of the
present invention.

20 The flow of processing in the respective
components will be described first.

Referring to Fig. 2, image data x input from an
input unit 201 is multivalue image data having a
predetermined number of bits per pixel. The input

25 multivalue image data x is subjected to predetermined
transform processing in a discrete wavelet transforming

device 202.



- 13 - -The discrete wavel et transform ng device 202

out puts the transform coefficients obtained by dividing t he i nput

mul tivalue image data x into a plurality of frequency bands. This
transform processing will be 5 describgd_in detail later. The
transform coefficients obt ai ned by the transform perforned by the

di screte wavel et transform ng device 202 are input to an digital
wat er mar k enbeddi ng devi ce 204. The digital watermark enbeddi ng
device 204 10 mani pul ates sonme of the values of the transform

coef fici ents obtai-ibd Bystietedi wvereletwarenstormangf demice 202t o out put
coefficients in which digital watermark i nformation i s enbedded. This
di gi tal wat erautRuts thej gransdoroncesififdginptsr obdedned Wyl diydddeascri bed
15 | at er. The coefficients processed by the digital

wat er mar k enb§56|hQPH§vWéét2841&PelWﬁSEtd?Gaaﬁ iRkged Pluraéé%ﬁ si on

devi ce 206. This |na%e conpreSS|on groce55|n mAII alsg be descri bed

later. 20 frequepfy; RRRASHLodPAENET2RSIRF I RFRGESETEe W30S PEY be
used to erforn1smn chin Q t Ki t di_gi t al ter
. dev'%g Eb&eg 1% %etgﬁchgﬁ%e p qge tgan%f56g coef@?c

enmbeddi n of "a SW évi ce Bé “use to
perform sw tcabeglﬁadasyt %hakwahg%orm Perfbmaa ggmhesallger@%\@ ce 206.

Wth this switching operati on, y | mage conpression processi ng or
digital wa%tlgrtrr%&&n»s%%&a@ aav@&aeddanarer 9eput R @andlgital

per f or med.
watermark embedding device 204.

-The digital watermark embedding device 204

10 manipulates some of the values of the transform
coefficients obtained by the discrete wavelet transform
to output coefficients in which digital watermark
information is embedded. This digital watermark
information embedding processing will be described

15 later.

The coefficients processed by the digital
watermark embedding device 204 are input to an image
compression device 206. This image compression
processing will also be described later.

20 In this embodiment, a switching device 203 may be
used to perform switching so as to skip the digital
watermark embedding device 204, or a switching device
205 may be used to perform switching so as to skip the
image compression device 206. With this switching

25 operation, only image compression processing or digital
watermark information embedding processing can be

performed.



- 14 - As shown in Fig. 2, according to this enbodinent,

I n the data processing apparatus for performng digital wat er mar k
i nformati on enbeddi ng and i nage conpressi on, t he di screte wavel et
transformng device 202 is 5 comonly yged for these processes, unlike
a general arrangenment requiring two discrete wavel et transformng
devices. This allows efficient nmounting of conponents. The
operation of each block will be described in detail next with
reference to Fig. 3. 10 The operation of the discrete wavel et
transform ng ~ devebew202nwFlip.bd, descrirBédgi todshakl embpdiment,

The di screte wavel et transform ng device 202 perforns the discrete
wavel et transfénnther dagpuprocessipg| epparatusndges parioxmipgdfdgdsathe

data into a 15 plurality of frequency bhands (to be referred to as
subbands her ei Hate&pprk informationppgbedding,abfhdRagrcCOPBRRSRdRPAg how

di t et t f ' ted., Fiq. 4 di, f
RSN 1= SLE LR TSI ot T R T D
Fig. 2, t [ t ti | ' h

18 7y LB leHhl YL BT SR, propfBhgr BREERE BTEgHaRahol Paos

directions, asa§9%ﬁgﬁgﬁn%igegﬁifﬁgg %ggphkggrk%e wawv legeEEQBF?grﬁﬁﬁby tine

the data passes t one _ ers. resu e data
i's broken up iBkQiges. ThiBl Hidblkye®kiticaa¥eRenRaRESof components.Fig. 4

shows the result obtained by transform ng

The operation of each block will be described in
detéil next with reference to Fig. 3.

10 The operation of the discrete wavelet transforming
device 202 will be described in detail first.

The discrete wavelet transforming device 202
performs the discrete wavelet transform for input
multivalue image data x to divide the data into a

15 plurality of frequency bands (to be referred to as
subbands hereinafter).

Fig. 3 is a schematic view showing how discrete
wavelet transform is executed. Fig. 4 is a diagram of
subbands generated by this transform processing.

20 Referring to Fig. 2, the input multivalue image
data x passes through low-pass filters HO and a
high-pass filter Hl in the horizontal and vertical
directions, as shown in Fig. 3, and sampling is
performed every time the data passes through one of the

25 filters. As a result, the data is broken up into a
plurality of frequency bands.

Fig. 4 shows the result obtained by transforming



- 15 - mul tival ue i mage data x correspondi ng W pi xel s

(horizontal) x Hb pixels (vertical) in three steps. In this

enbodi ment, the size of the block in Fig. 4 corresponds to the size
(W x Hb) of each bl ock imge 5 obt aiyged by the bl ock dividing device.
For exanple, a result r obtained by filtering the mul tival ue i mage
data x through the | owpass filters HO and sub-sanpling it is
expressed by equation (4) bel ow. Aresult d obtained by filtering

the data through the 10 hi gh-pass filter HL and sanpling it is
expressed by multivaggeatimefge(8hta x correspondifly Wb<@Eik&ls + X(2n+l))/2>>
... (4) d(n) = x(2n+2) - x(2n+3) + <<(-r(n) +

r(n+2) + 2)/4fhorizontal) x Hb pixels (va@&ﬁcalS in wieee steps.i s I

maxi mum i nt eger that does not exceed As shown in Fig.
3, the discrethigagmbediment, tbﬁaﬁéﬁ@r@ﬁngh@ehLQQkZGE Fdguerktial ly repeats
filtering and sub-sanpling in the horizontal and vertical 20

di rections |ncPﬁF§sﬁﬁﬁﬁ§rtPotgéqﬁéﬁﬁléWPyxdﬁ@ﬂd@feé@ﬁh block ifd@e bl ock

i mage into a urality oftgu 4 shows the names of

the resp CtIV EBbﬁﬁh %§85§a9ﬁ§&dﬂﬁng§V¥§ehnd t heir spatlal
position gatlonsglg Each su@% %%g&%e%§ rres 20 di
transforn1coeff|0| Rt Ff?ea Snc? E&ﬁﬁ entf Eb
wat er mar k e”bﬁqghggagﬁg'gﬁa%g4d§qgeqsthrough the low-pass filters HO
and sub-sampling it is expressed by equation (4) below.
A result d obtained by filtering the data through the
10 high-pass filter Hl and sampling it is expressed by

equation (5).

r{n) = <<(x{(2n) + x(2n+1))/2>> c..{(4)
d(n) = x(2n+2) - x(2n+3) + <<(-r(n) +
r(n+t2) + 2)/4>> e..(5)
15 where <<x>> is a maximum integér that does not exceed

X.

As shown in Fig. 3, the discrete wavelet
transforming device 202 sequentially repeats filtering
and sub-sampling in the horizontal and vertical

20 directions in this manner to sequentially divide each
input block image into a plurality of subbands.

Fig. 4 shows the names of the respective subbands
obtained in Fig. 3 and their spatial position
relationship. Each subband contains a corresponding

25 transform coefficient (frequency component).
The digital watermark embedding device 204 embeds

digital watermark information by manipulating each



digital watermark information by mani pul ati ng each

- 16 - coef-ficient having undergone the discrete wavel et
transform In this case, digital watermark infornmation needs to be
invisible to the human eye and robust _ ;g against inmage conpression and
the like. 5 As an exanple of the enbeddi ng processing

performed by the digital watermark enbeddi ng device 204, the
processi ng based on the foll ow ng schene (Matsui, Onishi, &
Nakamura, "Enbeddi ng of Signature Data in Image in Wavel et
Transforni, Sicogfifiitdren?® Having0 undevgionel TheDdlilscridce Gawplet017- 1024,
June 1996) can be used. According to this schene, three
types of nultitransform.esdirutihdis ©asessdiigidadbwaiteamaryk tind ommadion
transform are expressed by vectors, and places in which 15 di gi tal

wat er mar k i nf ®eests &P ke dfydddddeate® Specipmeg eve andyyohystg t hese
vectors. . Enbedding is realize repl aci ng several | ower

bits of selecP@@aﬁﬁféﬁ&?Qﬁmﬁéaaﬁ%ﬁﬁﬁ?qMaP% gﬁﬁé§ﬁ$ﬁb i nformation. As
the i mage conpr essiAostnr?aeveixca%{p%_%G,ofor)c%e %ﬁbedd‘lfqu \ijo%%%sll?%ed on vari ous

conpression schemes uses coef il clents havi ng uridergone the

discrete wavel @l ¢ormeq r%{ R qi@é&%.’l W& teriled @hbedding deviceS an

exanpl e of th& | mage co essl on “devi ce 206, one Of devices based on

the EZW schenggg,0 i §8fdddithg Pased EXithad(FRAQIRA Ay sShaRier 0 (Jerome M
Shapi ro, "Enbedded | mmge Using Zerotrees of Coefficients", |EEE

Trans, ON (Matsui, Onishi, & Nakamura, "Embedding of Signature
Dafé in Image in Wavelet Transform", Singakuron D-II,
10 Vol. J79-D-II, No. 6 pp. 1017-1024, June 1996) can be
used.

According to this scheme, three types of multi
resolution expressions obtained by the wavelet
transform are expressed by vectors, and places in which

15 digital watermark information is embedded are specified
by using these vectors.

Embedding is realized by replacing several lower
bits of selected wavelet coefficients with embedding
information. As the image compression device -206, one

20 of devices based on various compression schemes that
uses coefficients having undergone the discrete wavelet
transform can be exploited.

As an example of the image compression device 206,
one of devices based on the EZW scheme (to be described

25 next) proposed by Shapiro (Jerome M. Shapiro, "Embedded
Image Using Zerotrees of Coefficients", IEEE Trans, ON

SIGNAL PROCESSING, VOL 41, NO. 12, December 1993), the



SI GNAL PROCESSI NG, VOL 41, NO 12, Decenber 1993), the

- 17 - SPI HT schene proposed by Said (Air Said & WIliam A
Pear| man, "A New Fast and Efficient |Inmage Codec Based on Set
Partitioning in H erarchical Trees", |IEEE;7 - Int. Synp. on Circuits and
System |IL. May 1993), and 5 the |i ke can be conceived. The
EZW and SPI HT schenes use a data structure called a zerotree. In this
case, the zerotree is a set of coefficients that are |ocated at the
sane spati al positions in the respective subbands obtained by the 10

di scret e waveSBLHEr anbeoenpandoergr bysédids (Airr 8@id & Wildtiamct ure.

Wavel et transformcoefficients representing a natural image uses the
property that?AfPepglman, "ACHQWfEéﬁénP§diEfﬁéﬂéﬁnﬁré&ééﬁc?ogﬁﬁbands are
invalid in 15 this tree structure, all _the coeff|C|ents My

hi gher - f r equeR@§e€uBBafgs PATELREICRABY: LBeHiEFAEERISRL Treesar'e @ﬁ@élld

I n thi nbodj t. the di al te
sghengslg ngt&g?21FgﬂpgooPhglriﬁm@S Qg§v§y§gﬁgne Bro 8§é39§§) a |ggd t he

EZW and SPI HT S es of the inmage conpreSS|on
apparatug the lﬁke %Qﬁ”?g 88n§é?g§?k i nformation enbeddi ng appar at us

using discrete wav%at Ekwaaﬁtwéﬁm@dseﬂémbgaq%e a dataCQARUESSQN apparatus
can be applied to this 25 nbodi ment. As in the first enbodinent, in
this second canedeabadwe@be.thmnpeﬁubl easeQf thee zdirgitirdle W@l & FRIK
of coefficients that are located at the same spatial
posiéions in the respective subbands obtained by the
10 discrete wavelet transform and expressed as a tree
structure.

Wavelet transform coefficients representing a
natural image uses the property that if the
coefficients in lower-frequency subbands are invalid in

15 this tree structure, all the coefficients in
higher-frequency subbands in the same tree structure
are invalid.

In this embodiment, the digital watermark
information embedding scheme is not limited to the

20 above scheme proposed by Matsui and the EZW and SPIHT
schemes as examples of the image compression apparatus.
Any digital watermark information embedding apparatus
using discrete wavelet transform and any image
compression apparatus can be applied to this

25 embodiment. As in the first embodiment, in this second

embodiment, the positions of the digital watermark

embedding device and the image compression device can



enbeddi ng devi ce and the inmage conpression device can

- 18 - be i nterchanged. [ Thi rd Enbodi nment ] Fig.
5 is a schematic view showi ng an i nage processi ng apparatus used in
the third enbodi nent of 5 the presentignvention. In this enbodi nent,

t he di screte cosine transform ng device 102 in the first

enbodi nent or the discrete wavel et transform ng device 202 in the
second enbodi ment is replaced with an i mage converting unit 502. The
remai ning constituent 10 el ements, i.e., an input unit 501 and a

swi t chi ng be rterehagedorrespond to the input unit 101 and the

swi t chi ng devi 103 in Fig. 1 .respectively. In addition, an
digital maternﬁﬁ?liékéékﬁ%gmﬁﬁeice 504, a swi t chi ng devi ce 505, and
an i mage conpressian, devic 5 . cor p t gl tal watermrk
enbeddi ng dgé}gé ioﬁ? %h%P%%A%gﬁ?ﬁ%iﬁivgggwﬂﬁ%,Q§n§£%#% i mage

conpr essi on deyi 58 d98ng " §5PEFLEYE ¥sed in the thifS MSodPRYS: i dRIE

converting unit 502, various converting units as well as a discrete

cosine 2  £QAVEFéidSt UDhterffoR. di BT €4 £5 VEWSb&ImERAY eERé NY UNI t
can be used. This i nmage converting unit 502 is conbined with the

i mage conpr essdPfctielvé C€odfe ptosesiforming @&évEte t hE2 utht thd2£iHs€0de i nput
mul tival ue i mage data x. This arrangenent can sol ve, for exanple,
the 25 pr ohieodieént avgethecdbbtrate ewateldt trnagefprotesgsiegice
apparatus and low utilization efficiency of the
202 in the second embodiment is replaced with an image
conﬁerting unit 502. The remaining constituent
10 elements, i.e., an input unit 501 and a switching
device 503 correspond to the input unit 101 and the
switching device 103 in Fig. 1, respectively. In
addition, an digital watermark embedding device 504, a
switching device 505, and an image compression device
15 506 correspond to the digital watermark embedding
device 104, the switching device 105, and the image
compression device 106, respectively.
As the above image converting unit 502, various
converting units as well as a discrete cosine
20 converting unit and a discrete wavelet converting unit
can be used. This image converting unit 502 is
combined with the image compression device 506 placed
after the unit 502 to code input multivalue image data
x. This arrangement can solve, for example, the
25 problems of large overall size of the image processing

apparatus and low utilization efficiency of the

circuit. As this image converting unit 502, for



circuit. As this inmage converting unit 502, for

- 19 - exanpl e, various converting units including a discrete
Fourier transform ng device and a prediction converting unit can be
used. [ Fourt h Enbodi nent ] 5 ~ 19 -Fig. 6 shows the schematic
arrangenment of an inmage processi ng apparatus according to the fourth
enbodi nent of the present invention. Referring to Fig. 6, the

i mage data input froman input unit 601 is rnultival ue i mage data
havi ng a predeterm ned nunber of bits per 10 pi xel . Thi s

i nput i mage d&KATRALL UYBELPYEhCPREGEtdRIa NG ts includd ngy §r ddSEFedE M

val ues and ingge data_.to b? exgresged, by N %N <,%% val ues., .

An exanpl e of F PHE PRadERIt R Pd " He dEYPFEs8BE By PRECES a0, CRAY S  iPage
data representing a,phgtogragh, painting, or the like suitable for a
mul tival ue EXpression. ‘This data is generally expressed in 256

| evel s of graypui,thnaggl ] +§ bits per pixel. An exanpl e of
t he i mage datg ?%Ebe ex%?gsggé gy N 20 values (N < M is inage data

representi ng a chakagl ek shows the Benemateesadrivgamintainr e Usage | i ne
drawi ng, or the like. This data is generally expressed in 2 |evels

of gray with prdepkkiaf apbbirafee Bcxelrding to the fdutrthhiembediadintent, to
enbed digital watermark 25 information in imge data representing an
I mage piiclthdi pgeseatt inmggesibn.usRedfetrird nghacadtieyr.i t,i dheof
image data input from an input unit 601 is multivalue
imagé data having a predetermined number of bits per
10 pixel.

This input image data includes both image data to
be expressed by M values and image data to be expressed
by N (N < M) values.

An example of the image data to be expressed by M

15 values is image data representing a photograph,
painting, or the like suitable for a multivalue
expression. This data is generally expressed in 256
levels of gray with a depth of 8 bits per pixel.

An example of the image data to be expressed by N

20 values (N < M) is image data representing a character
to be expressed by a binary value, a line drawing, or
the like. This data is generally expressed in 2 levels
of gray with a depth of 1 bit per pixel.

In this embodiment, to embed digital watermark

25 information in image data representing an image
including such images by using the characteristics of

multivalue and binary image data, digital watermark



mul tivalue and binary inmage data, digital watermark

- 20 - i nformation is enbedded in the forner inage as

mul tival ue i mage data, and digital watermark i nformation is enbedded
in the latter inmage as binary | mgeglata, thus efficiently enbeddi ng
the digital 5 watermark information in the overall image.

Each bl ock will be described in detail next. A bl ock dividing
devi ce 602 divides input mul tival ue i mage data (W pixels (horizontal)
x H pixels (vertical)) into blocks each having a predeterm ned 10
size. The mulirifigmatiomade dateddeddqueris ddnnauutinage as in units of
bl ocks. In this case, assune that mul tivalue inage data divided into

rectangul ar amsdgivalue %ﬂﬂﬂ?IQEHQKJ%PQH@&Q%ﬁaﬂﬁwqﬁ%Rﬂ%FWPKN|zontal) X Wb

pi xel s (vertic I s out as shown in Flg
dlscr|n1nat|ndJH%V %ﬁ1 sokeddad, 3} tthe %4ﬁ$er lmag%rﬁﬁanﬁﬂqﬂvalue

I mge data to di Scrlc{ntnate‘imet%ﬁd‘ee?tWaﬁeh S, Iritqlvt eeav% eldata Is to

be expressed ne d . or the

i ke) or ol 2 { PG, (Rl gﬂ'vaérdlrﬁ.a%%ﬂ'éﬁh as a 20 |
phot ogr aph or palntl I's a view'showi ng the operation
of the , di scrgdBmadidek %ch%eﬁQfesch:édﬂ%{ ddRae GRid I S ,
conpared with a reference value by a conparator 801. The result is
input to a counter AKACB@viding device 1602 Misricrae igach reference

val ue set in the conparator 801 corresponds to each pixel val ue of

t he multivalue image data (W pixels (horizontal) x H pixels

(veftical)) into blocks each having a predetermined

10 size. The multivalue image data is sequentially ocutput
in units of blocks. In this case, assume that
multivalue image data divided into rectangular areas
each having a size of Hb pixels (horizontal) x Wb
pixels (vertical) is output, as shown in Fig. 7.

15 A discriminating device 607 checks each bit of the
input multivalue image data to discriminate whether
this multivalue image data is to be expressed as a
binary image (character, line drawing, or the like) or
as a multivalue image (natural image such as a

20 photograph or painting).

Fig. 8 is a view showing the operation of the
discriminating device 607. The input image data is
compared with a reference value by a comparator 801.
The result is input to a counter array 802.

25 In this case, each reference value set in the
comparator 801 corresponds to each pixel value of the

input multivalue image data. A number L of reference



i nput nmultivalue image data. A nunber L of reference

- 21 -

| evel s (e.g. 256) that can be expected for the

dat a.

val ue of the input inmage data is equal todd - correspondi ng reference
t he conparator 801 outputs "1", and the result is input to
correspondi ng counter of the counter array 802.
of the image data input to 10 t he conparator 801
haned lid Rethivlse ual to tHN &AM iGRIn MRMbANET gone
conpari son processing, the contents of the counter array 802 are
output to a
counter array 802 are reset. 15 The discrimnating unit 803 scans
the contents efultivalue Hamagespiedia.ve counters C(i),

val ue,
t he

Meanwhi | e,
i's counted.

of

(6)

each pixe

values is set to be qual to the naxi mum nunber of
mul tival ue i mage

| f the conparison result indicates that each pixel

levelsdi(@0lg.M25H ) hdiNidarB®d axpbdted Gt aies of the

Ifl theo@ompariso\Gesuylt indicates that each pixel
then, it is discrimnated that this inmge data should

(7)
be expredsed §§¥¥QMQ§aﬁPq fapit image data i equal to a NC > 2

(8)

25

10

15

20

25

then, it _.is discrimnated that .this |n%%§ dagﬂ)should
corresponding reference value, the comparator

outputs "1", and the result is input to the
corresponding counter of the counter array 802.

Meanwhile, each pixel of the image data input to
the comparator 801 is counted. When all the pixels of
the block have undergone comparison processing, the
contents of the counter array 802 are output to a
discriminating unit 803, and the contents of the
counter array 802 are reset.

The discriminating unit 803 scans the contents of
the respective counters C(i), and counts a number NC of

counters represented by

c(i) = 0 (i =0... L - 1) ...(B)
If
NC = 2 e (7)

then, it is discriminated that this image data should
be expressed as a binary image.

If

NC > 2 ...{(8)
then, it is discriminated that this image data should
be expressed as a multivalue image.

This discrimination result is output to a

and counts a nunber
counters represented by c(i) [err] O (i = 0..



swi t chi ng devi

be expressed as a nultival ue i mage. This discrimnation
is output to a - 22 -
ce 603. If it is determ ned on the basis of the
di scrimnation result input fromthe - 22discrimnating unit 803
i val ue i mage data shoul d be expressed as a nmult

t he i nput nult
image, the 5
di screte wave

swi tchi ng devi
10 converti

as a uPE the aSPraimination ERFRNT: LOp

transformin t

swi tching device 603 operates to output the data to

result

t hat
i val ue
a

et converting unit 604. If it is determ ned that the
i nput image data x should be expressed as a binary imge, the

gwigghing deVl%ﬁe?Q@es i bEtbﬁtd?ﬁ%rB%P%d @nt ke pbesi
ng unit entg ch bl ock dete

¥§@r5 & mavelet

wat er mar k enbe gF%gi%ii?géﬂgggngﬁbgggvgééknghgpga?g % %E%%%% g

in the bl ock.
and ent

é@a'gﬁgﬁld e egﬁ?g%%géség dﬁﬁ%gfvgggepfﬁéﬁ nfﬁﬂaant

ropy co |ng ock>"there y CONnpress

€tion
rm ned

ital
oFFat i on

ization

i mge. Thg resguaeehlﬁataeb§céue@h'ssekatassxat8@§b§t the daggvt89a611 20

Each bl ock det

ermned as a binary inage is subj ected to predi

ction

coding in the phigdiretbORavelet c6AMMEELhGJuHDtt 6688. DEgitakiswat er mark

information is
wat er mar k
t hen executes

10

15

20

25

enbedded in the resultant data by an digital
detenbédddnghdevihe 60futAhmagagéatanprsssudd dHevice 6
guanti zati on and entropy coding for the
expressed as a binary image, the switching. device 603
opefates to output the data to the prediction
converting unit 608.

Subsegquently, each block determined as a
multivalue image is subjected to the discrete wavelet
transform in the discrete wavelet converting unit 604.
An digital watermark embedding device 605 embeds
digital watermark information in the block. An image
compression device 606 performs quantization and
entropy coding for the block, thereby compressing the
image. The resultant data is supplied to a synthesis
device 611,

Each block determined as a binary image is
subjected to prediction coding in the prediction
converting unit 608. Digital watermark information is
embedded in the resultant data by an digital watermark
embedding device 609. An image compression device 610
then executes quantization and entropy coding for the

data to compress the image. The resultant data is

supplied to the synthesis device 611.

10 25



data to conpress the image. The resultant data is supplied to the
synt hesi s device 611. - 23 -

-The synthesis device 611 places the bl ocks determ ned as nul tival ue
and binary inmages and correspondi rRg2B80-one franme at positions
correspondi ng to the respective blocks of one frame of the original

5 I mge, thereby generating a one-frane inage having under gone
digital watermark information enbeddi ng and i mage conpression.

Note that the present invention is not limted to t he conbi nati on of
the di screte wavel-8hecsupeEherag davice161l pdggsegndhgr &dic¥ison converti ng
unit 608 descri bed in gth inbodigegt. For .exanpl e, a conbination of
t he metRE8EPOPeEnESt MRLELIVRELEN AP daRATARYr d"EF55 ANt s, li ke
the one shown_in Fiqg. 9..also falls wthin the.,. LI scope of

t he present iﬁ%éﬁ??gﬂngﬁge§8n8P8 §f§me agfp?%ﬁ§lgpﬁaﬁ%%ﬁ§ﬁ?q%q%ngbe

descri bed bel gw. . Be i,ag -t0 Ei.g t NjcS war %ﬁgﬁ; I ncl udes
an inpﬁ§/EﬂﬁtrSSE?CElHEb%EE§F§i8|nS %e?f%ge9%¥,€§é%ﬂ¥1 !

discri”?ﬂatinﬂmggéicﬁhggabya enkl-aking devnee f3dthe dthage havildgage
converting unit 905, an dlgl?a| wat ermark 20 enbeddi ng device 906, an

i mage conpr esghaBrgeneCaifftal watermariWinEirie tdew @embdding G
synt hesi s devi ce 909. The image converting unit, the digital

wat er mar k imagenbengiragsdewi.ce, an the inmage conpression device of
each enbodi nent are applied to each data path in 25 Fig. 9. These
conbi nati ons of thgocgnpbngntgeapgesent invention is not limited to

the éombination of the discrete wavelet converting unit

10 604 and prediction converting unit 608 described in
this embodiment. For example, a combination of the
methods of the first, second, and third embodiments,
like the one shown in Fig. 9, also falls within the
spirit and scope of the present invention. An example

15 of this arrangement will be described below.

Referring to Fig. 9, this arrangement includes an

input unit 901, a block dividing device 902, a
discriminating device 903, a switching device 904, an
image converting unit 905, an digital watermark

20 embedding device 906, an image compression device 907,
a switching device 908, and a synthesis device 909.
The image converting unit, the digital watermark
embedding device, an the image compression device of
each embodiment are applied to each data path in

25 Fig. 9. These combinations of the components are
adaptively switched in accordance with each one-frame

image or each block to implement efficient digital



adaptively switched in accordance with each one-frane i mage or each
bl ock to inplenent efficient digital
- 24 - wat er mark i nfornmati on enbeddi ng and i nage conpressi on
[ Fi fth Enbodi nment] Fig. 10 shoyg the schenatic arrangenent of
an i mge processing apparatus according to the fifth 5
enbodi nent of the present invention. The fl ow of processing in
t he respective conponents wi Il be described first.
Referring to Fig. 10, imge data x input from an input unit 1001 is
mul tival ue | nageteaharkaimiograatildn emvedétirynanédimagbeconprésstoper pi xe
(8 bits per pi xel in this enbodi nent). The mul tival ue
i mage data x i ppufti hEobogdindémt] - input unit 1001 is input to an inmage
converting unit 1002. As the inmage converting unit 1002, a device
15 based on the H%@crb@eSQBW%I%@et$%h%$@Fh$ ﬁFEéﬁ@?@ent of ampsine
transform discrete Fourier transfor or the ﬁ g ge used.

[

The out put froHfe%e Pﬁ%@%sﬁbﬂge?P?ﬂﬁa %?taﬁﬁﬁﬁd?gg to £AE, to a

SMAtChIﬂngeVICEbl 03 The Use of the smntchlng deV|ce 1003 al | ows

arbitrary sel eTt7d th%f tre pree %En%%v%?tﬁlgltal wat ermark information

enbeddi ng and C put fromthe
swi t chi ng devi ce 1033&”@98W 8§pﬁf§éé9§1ngaﬁndtge A\ Q?E?ﬁ%rk enbeddi ng

devi ce 1004 Orcbﬁ@ggengé Wllgogar§§§bpﬂbQQVf§§sg005 The processing in
each devi ce

Referring to Fig. 10, image data x input from an
inpgt unit 1001 is multivalue image data having a
10 predetermined number of bits per pixel (8 bits per
pixel in this embodiment).
The multivalue image data x input through the
input unit 1001 is input to an image converting unit
1002. As the image converting unit 1002, a device
15 based on the discrete wavelet transform, discrete
cosine transform, discrete Fourier transform, or the
like can be used.
The output from the image converting unit 1002 is
input to a switching device 1003. The-use of the
20 switching device 1003 allows arbitrary selection of the
sequence of digital watermark information embedding and
image compression.
The output from the switching device 1003 is input
to an digital watermark embedding device 1004 or image
25 compression device 1005. The processing in each device
can be performed by using the discrete cosine transform

and discrete wavelet transform, as described above.



can be perfornmed by using the discrete cosine transform and discrete
wavel et transform as descri bed above.

- 25 - - Subsequently, the output fromthe digital

wat er mar k enbeddi ng device 1004 is input g the inmage conpr essi on
devi ce 1005 and a swi tching device 1006. The output fromthe inage
conpression device 1005 is 5 input to the digital watermark enbeddi ng
devi ce 1004 and the swi tching device 1006. The respective outputs
are adaptively switched and output fromthe sw tching devi ce 1006
controll ed by a swsubbehuemtilpe et ohitpgit from theviddgit@d3. 10

For exanple, the output fromthe imge converting unit 1002 is
supplied to thetdirgarkl ewmbeddingk device 16@Heddi dgpadyitoe the@04mageough t he
swi t chi ng devi ce 1003. The digital watermark enbeddi ng devi ce 1004
enbeds di gi t acomaressior dervdcenillof Bmd lfe SWwinghiggt devire 100fhereafter,
t he i mage conpressi on devi ce 1005 executes . quanti zation and entropy
codi ng for tHEhGaP&tPHI from the,iPeges COMPressieor AfYICSdd®CPati® is then

t put .th h t i t.¢hi i 1006. . . I.f. t,he dat
gﬂpgried5fronfpﬁé%§%9t3ﬂ§h§ﬁﬂé&ﬁégga%%%%%g¥06§gﬁgdﬁﬁg Fﬁ§§56b3ﬁ6¥%§signé o
devi ce 1005, 5§gggpeTswitcﬁgg§r%%§&%% ﬁ%o%xec%%%ﬁx?%F%QﬁjkEPQﬁngﬂﬂﬂiess'On

devi ce _ herearter, digital wat'er na formation | _
embedded in theedaiadty Jells dliccRled A PRIH TSN Rhe switcHigy ce 1004.
The resultant data i S outpdt through the 25 swi tching device I006.

device 1006 controlled by a switch from the switching
deviée 1003.

10 For example, the output from the image converting
unit 1002 is supplied to the digital watermark
embedding device 1004 through the switching device
1003. The digital watermark embedding device 1004
embeds digital watermark information in the image data.

15 Thereafter, the image compression device 1005 executes
quantization and entropy coding for the data to-
compress the image. The coded data is then output
through the switching device 1006.

If the data is supplied from the switching -device

20 1003 to the image compression device 1005, image
compression is executed by the image compression device
1005. Thereafter, digital watermark information is
embedded in the data by the digital watermark embedding
device 1004. The resultant data is output through the

25 switching device 1006.

The output from the image converting unit 1002 can

be supplied to the image compression device 1005



The output fromthe inmage converting unit 1002 can

the i mage conpression device 1005

be supplied to

26 - t hrough the switching device 1003. The i mage

conpressi on device 1005 executes inage conpgessi on. The resul tant
data can be out put through the sw tching devi ce 1006. 5 In
addition, the output fromthe i mage converting unit 1002 can be
supplied to the digital watermark enbeddi ng device 1004 through the
swi tchi ng device 1003. After digital watermark information is
embedded thraughe that gwhychhegdigrviae wWaP3r naFTReehBaEdi ng device 10
1004, the resultant data can be output through the sw t chi ng device
1006. ComPB?sﬁépﬁngHéC?nﬁa 5p?§€€§§?ﬁglﬁﬁﬁﬁrﬁ?ﬂgrBFS%ﬁPs

enbodi nent taI égrnaré i nformatgion enbed 8 groce33|ng and
i mage conpress ﬁ pREbEEeNhgYRsh HB" 78 OUtE%FeE?F Boh ERBCOVLIESIANEN
arbitrary sequgnee,. In addition, according to this enbodi nent,
t he presen% |nvenP|on can be |nplenented by using various

| mage, conyerting unihS oBus £EBhACLAL LYEoAL! 2AORRRE image cOAGUEciAgh 0. O

constituted by the inage convefting

ge conpr ess

devi ce, and thanébgub@h can be &@bsimaaktsn@ﬁedanglésylﬁst@kharkhe

arrangenent of
Enbodi ment |

t he apparatus shown in Fig. 10. [ Si xth
embedding Be@sicellioeadthZosghetnki salityhshgwdanicaange

processi ng apparatus used in the seventh enbodi nent of

10

15

20

25

1003. After digital watermark information is embedded
in fhe data by the digital watermark embedding device
1004, the resultant data can be output through the
switching device 1006.

By using the image processing apparatus of this
embodiment, digital watermark information embedding
processing and image compression processing can be
selectively executed in an arbitrary segquence.

In addition, according to this embodiment, the
present invention can be implemented by using wvarious
image converting units by replacing the arrangement
shown in Fig. 9 constituted by the image converting
unit, the image compression device, and the digital
watermark embedding device with the arrangement of the
apparatus shown in Fig. 10.

[Sizth Embodiment]

Figs. 11 and 12 schematically show an image
processing apparatus used in the seventh embodiment of
the present invention.

The image processing apparatus of this embodiment

25



t he present invention. The i mage processing apparatus of this
enbodi nent - 27 IS an
exanpl e of the apparatus obtai ned by applying a nedla processor to
each enbodi nent descri bed above. Ih§7ngdia processor is a
progranmmabl e di gital signal processi ng processor having an opti nmal
internal 5 structure for inmge processing and comuni cati on

processi ng. By using the nedia processor, the nunber of
processes that can be concurrently processed is i ncreased, thus

al | ow ng par al$eanrpereesiengfotha bppgeathf obtatmedt bef apatllging a

In addition, since the processing perfornmed by this nedia processing
is witten i medpaograagsghentoheach embodgimesssidpgcepdbrdr mbdviey t he nedi al
processor is to be changed, it can be easily and flexibly changed by
15 rew itiRgethedpropraaessor is a Progﬁémﬂé§ﬂ§ndﬁééﬁﬁ#qﬁégnééed for the
nmedi a processor mai nly include a parall el proceSS|n% t echni que t hat

i nproves the BFBE%§§?H§ BEP?@FﬁﬁﬁcBaVﬁnBe?PoPHFﬁ&aﬁhéntern same

operati o oceSS|n techn que-t r.oves the
processi%g peggﬁ? Hc% ﬁr ém?ggnPﬁacgs +hg anSIﬁPQWuPlC%ElEPfferent

oper ati ons, aﬁgoéeég§ﬁ¢fy|ng techni que that inproves the efficiency
of specific operation Processes such as the discrete

cosine transform pgg5,q;fLSthat Rel2Y" bebobtdBE, Ol AHLSHret e vavel et
processes that can be concurrently processed is
incréased, thus allowing parallel processing of a large
10 amount of data.

In addition, since the processing performed by
this media processing is written in a program, when the
processing performed by the medial processor is to be
changed, it can be easily and flexibly changed by

15 rewriting the program.

The design techniques used for the media processor
mainly include a parallel processing technique that
improves the processing performance in performing the
same operation, a parallel processing technique- that

20 improves the processing performance in performing a
plurality of different operations, and a specifying
technique that improves the efficiency of specific
operation.

Processes such as the discrete cosine transform,

25 discrete Fourier transform, and discrete wavelet
transform used by the image converting unit used in

this embodiment are performed by repeating simple



transform used by the inmage converting unit used in t hi s enbodi nent
are perforned by repeating sinple -
28 - arithnmetic operation such as cal culation of the sum of
products. That is, the design techniques- us®d- for the medi a
processor can be effectively used. Fig. 11 shows the
arrangenent of the imge 5 processi ng apparatus of this enbodi nent

whi ch uses the medi a processor. A high-speed apparatus with high
flexibility can be inplenmented by describing the sw t chi ng operation
for the digit@THERTIES ICRSARARMFUCh as cRIFEE ERP tHe ‘Frh%lg%mbdhgr essi on
device in a program. 10 ., In additjon, if nedia processors that

"ol ude the " EBEI G IR ofS arth YRR A SHARA et Te 1104
and i nmage conpression device 1105 .and n.be swtche are arranged
in parallel or"the® RStA TG r%anrbeb&n?‘g?ecuves]ﬁévlfsnegéi't hese devi ces arranged

in parallel is 15 Fig.i nﬂleém§dtﬁ% &ﬁ%%m B HY OGRIROT as shown in
e sinpli

Fig. 12, the overall “apparatus can I ed, ~increased in _
speed, argl | MyQY@kdihd | ppdrdtdy of this embod fARIEF MiiikH Qiddd.trll, this

arrangenent includes an input unit 1101, an inmage converting unit
1102, a 20 medid ghrdgesin ce A 13ghidmedt Gigmdraaierwitik reigreddi ng
device 1104, the inmmge conpression device 1105, and a swi t chi ng

devi ce 1106. flexibility Rererbe nijnplenengted Xy tdescailriangerhent i ncl udes an
input unit 1201, a bl ock dividing device 1202, a 25 di scrim nating
devi ce 1203, =wikchingprruation 2for the digital watermark embedding

device and the image compression device in a program.
10 In addition, if media processors that include the
functions of an digital watermark embedding device 1104
and image compression device 1105 and can be switched
are arranged in paraliel or the overall arrangement
having these devices arranged in parallel is
15 implemented by using one media processor as shown in
Fig. 12, fhe overall apparatus can be simplified,
increased in speed, and improved in flexibility.
Referring to Fig. 11, this arrangement includes an
input unit 1101, an image converting unit 1102, a
20 switching device 1103, the digital watermark embedding
device 1104, the image compression device 1105, and a
switching device 1106.
Referring to Fig. 12, this arrangement includes an
input unit 1201, a block dividing device 1202, a
25 discriminating device 1203, a switching device 1204, an
image converting unit 1205, an digital watermark

embedding device 1206, an image compression device



I mge converting unit 1205, an digital watermark enbeddi ng devi ce
1206, an i mge conpression device

- 29 - 1207 a switching device 1208, a nedi a processor 1209,
and a synthesis device 1210. t his case, the overall inmage
processi ng apparatus need not be |nplenented by one nedia 5
processor. An arrangenent in which an inmage processing apparatus is
partially inplemented by a nedia processor and an arrangenent in
whi ch time-divisional processing is perfornmed by using a plurality
of media procesgegrSa switchiialhl dektiben 1208 ,SR med idndreeRRsaf 13 present
10 I nventi on. Not that the present invention can be applied
to eveaydcaseynthelich deiigena@il® .pr ocessor is applied to at
| east some of the conversion means, conpression means, enbeddi ng
means, di scri m nat ingtimdsnsasand thiee ovexall liimMege promsssdmedi ment .

(Anot her Enbodi nent) The present invention is not limted to

t he above appaﬁﬁﬁ&ﬁaﬂ@?%ﬁd’tnﬁﬁhwmﬂ@ﬁlﬁe@amzém@aé‘}?delr?oodl ment

descri bed above and a combi nati on of the nethods of the respective

enbodi nent s. pfﬁgeﬁﬁjo&t s AB¥ atrﬁémﬁre&eém in whic Mﬁﬂa&’? é’rrémoﬁ%%“%&hl eved

by supplying a B%%granlco e vare { at can(;eal ze the above

ft
embodi nents t &P tuS g& ggﬁﬁd‘tae'rly( C‘Iﬂ@q' &WI;I?) r¥ tthe' sysat e or af appar at us,
and making the GOURULEL bR MG S % GRi%h %&E}{%f-%tl%smnal processing

is performed by using a plurality of media processors
fall-within the spirit and scope of the present
10 invention.

Not that the present invention can be applied to
every case in which this media processor is applied to
at least some of the conversion means, compression
means, embedding means, discriminating means, and the

15 like in each embodiment.
{Another Embodiment)

The present invention is not limited to the above
apparatus and method which realize each embodiment
described above and a combination of the methods of the

20 respective embodiments. The objects of the present
invention are also achieved by supplying a program code
of software that can realize the above embodiments to
the computer (CPU or MPU) in the system or apparatus,
and making the computer in the system or apparatus

25 operate the respective devices in accordance with the
program code.

In this case, since the program code itself



25 operate the respective devices in accordance with the program
code. In this case, since the programcode itself

- 30 - realizes the functions of the above enbodi nents, the
program code itself and a means for supplyigg.the program code to the
conputer, and nore specifically, a storage nedium storing the program
code constitute the 5 present invention. As the storage
medi um for supplying the program code, for exanple, a floppy disk,
hard di sk, optical di sk, magneto-optical disk, CO-ROM CD-R, nmagnetic
t ape, nonvol atié&LiEs®ryhe af chcRBhs anfl the dbdee naybbéimddts, usies.

Thi s program code constitutes the present I nvention not only in a
case i n whi ch phegfamctodmsitbself .and @ hreapovEornbaepP hying the real i zed by
maki ng the computer control the respective devices in accordance 15
with only the BRIP@FaRECPIDgEANTRDdCOPRIETET s ARG BOE@sEPecificallywhich the

functions are realized by, the grogran1code ig coo&eration §$th an OS
(operating systERFanmRttuBnStoring the REAGTRBr OGN otHe? *AbPFT chEF on

software, _or the £ Iikg. 20 Furthernore, the present
i nventi on® i ncl RHRISRAL ARESNTION. iy which this supplied program code is

e octonor SAFSERY BEeEatH b Sy HETSBLPORG IeRE plegeaEmter o
of actual procgsgsNIeQPCERAMPNS, 3 €f1oppy disk, hard disk, optical

disk, magneto-optical disk, CD-ROM, CD-R, magnetic

tapé, nonvolatile memory card, ROM, and the like may be

10 used.

This program code constitutes the present
invention not only in a case in which the functions of
the above embodiments are realized by making the
computer control the respective devices in accordance

15 with only the supplied program code but also in a case
in which the functions are realized by the program code
in cooperation with an 0S (operating system) running on
the computer, another application software, or the
like.

20 Furthermore, the present invention includes a case
in which this supplied program code is stored in a
memory in a function extension board of the computer or
a function extension unit connected to the computer,
and some or all of actual processing operations are

25 executed by a CPU or the like arranged in the function
extension board or function extension unit on the basis

of the instructions of the program code, thereby



25 executed by a CPU or the |ike arranged in the function

extension board or function extension unit on the basis of the

i nstructions of the program code, thereby

- 31 - realizing the functions_of,the above enmbodi nents.

I n each enbodi nent descri bed above, processSing for i mge data has
been described in detail. However, the present invention can be
properly applied to processing 5 for audi o data. The above
description on each enbodinent is mainly associated with the case in

which a stillrkgBgeih§ the funé@dedsobfWaher apavk enbedimbnés.i s enbedded
ina still i mage. However, the present invention is not limted 10

tothis. |If, for exaepte, emhedabent destrkibedgebbve, procesegagdédras one
of a plurality of frames constituting a noti on i mage, and each
embodi nent detoagbedatbobasi been descypppfiednt detash-fr HREeveRe #DEion

i mage is coded or water-mark information is_enbedded in the notion
i mge. 15 DPTAsepteiBHENtHOBNERBNPRNErOREEl¥uBRPA1LEsEC Processing Ag
has been descrlbed above according to the present invention, when
i nput dafa is gEbFBéF@d g5a- conpr essi on processing and/ or digital
wat er mar k % tion enbe di e C|rCLsu 121806 20

% g prgcess ngmboglment 1
shared between the 8¥§| ﬁSSF68 3 Pna NERNS onpress?hg t he
i nput data ang %ﬁglgﬁggdgk@ﬂ @BS”E?E8V1Phwhlchegb§@§hﬂglghgﬁ'iﬁ wat er mar k

information in one apparatu this
arrangenent, coded oexamela%-mﬁmcgneoeaa\e%w Bg WRbbaeal Re sharedibet ween

image. However, the present invention is not limited
10 to this. If, for example, the above still image is

regarded as one of a plurality of frames constituting a

motion image, and each embodiment described above is

applied to each frame, the motion image is coded or

water-mark information is embedded in the motion image.
15 The present invention includes such a case.

As has been described above, according to the
present invention, when input data is subjected to
compression processing and/or digital watermark
information embedding processing, some circuits are

20 shared between the compression processing means for
compressing the input data and the embedding means for
embedding digital watermark information in the input
data within one apparatus. With this arrangement,
example, since a converting unit can be shared between

25 the digital watermark embedding device and the
compression processing means, a multimedia data

processing apparatus can be formed without increasing



25 the digital watermark enbeddi ng device and the conpr essi on

processi ng neans, a nultinedia data processi ng apparatus can be
formed w thout increasing ' - 32 -
the-circuit size. In each enbasiz nent, by inseparably
integrating the conpressi on processi ng neans and the enbeddi ng neans
in one i nmage processing board, in particular, the circuit 5

size can be greatly reduced. In addition, according to another
characteristic feature of the present invention, since data

processi ng the .@ifeubf eS¥%8- i nput | nmge data can be perforned, digital
wat er mar k i nformati on enbeddi ng_ processi ng, and data 10 conpr essi on

processi ng can be pERfRAFRETRYIENRerRY inseparablylntRITRTHRE bohd a
portion to be grocessed as_a _ . nultivaIH§ %nage Q%Q:%g?ortion to be
processed as aCMPEESSHPRRTLTREY DY P2 TVe e =R ? I cHaPATt B i stics
of these '”HQQ§neTI%§%£Jé{?@ééﬁfﬁ&sé6£§hywﬁﬁe%g%f?cul&@f ﬁénéPQ%QPPd | mage
quality. ur't hernore,- accor di ng t e present T nvention,

whet her t9 enbgd, di git abe Wt &L EBF keddiQEqRE T ON i Nn i nput i mage data
after it 1s conpressed or 1o conpress the data after digital

wat ermark infornati o addeepeddestddraffy toldnsaePeciser&stedistddi s
al | ows proper inmage processing in consideration of the conpatibility

bet ween t he di fedaahreader tiss kpreadattrainveneidreddsirgce data prbeseshmgl t he
conpressi on schene.
suitable for input image data can be performed, digital
watérmark information embedding processing and data
10 compression processing can be performed for a general
image including both a portion to be processed as a
multivalue image and a portion to be processed as a
binary image by effectively using the characteristics
of these images. This allows processing while
15 maintaining good image quality.

Furthermore, according to the present invention,
whether to embed digital watermark information in input
image data after it is compressed or to compress the
data after digital watermark information is embedded in

20 it can be selected. This allows proper image
processing in consideration of the compatibility

between the digital watermark information embedding

scheme and the compression scheme.



- 33 -

VWHAT-1S CLAIMED | S: 1. A data processing

appar atus conpri si ng: I nput neans for inputting digital data

i ncl udi ng

at | east one of imge data and audi o data; 5

transform ng nmeans for transformng a dat ag4 or mat of the digit

dat a;

whose data format has been transfornmed by said

and 10

conpression neans for conpressing the digital data

enbeddi ng neans for enbedding digital waternmark

information in the digital data whose data format has been

transforned bwHNI-AdS rCUPsIiMEDM I8y neans,

i ncludes a plurality of | mage processing nodes, 15
conpresses the digilk-al Rkﬁéﬁ%npﬁﬂﬁ@ﬁf%ﬁgcﬁpparatUQr@@@@tﬁ%i%@'neans and

said conpression neans in a first node, and enbeds

digital watermark iHTRSFTHGF i §o% HPutting Higtel dr e biPekidPSai d

transform ng neans and said _20 enbeddi n neans |n a second node.

2. An apparat

paratius accor

means, ' d conpr eg_tSI On f:%grglp g 6}neans fo% Sa d Porﬁldrgl ng é@@gﬁﬁﬁf t

|nseparably I nt egr

1, wherein

10

15

20

25

al

transform ng neans;

wherein said appar at us

FE &(?(ﬁﬁ‘aﬁﬁ? 1 Anagh Bathet pudio datai g transf or i ng

claim

of tﬁﬁﬂdiéléﬁﬁﬁéHEgﬁg nmeans, sald conpression nmeans, and

compression means for compressing the digital data
whose data format has been transformed by said
tranéforming means; and

embedding means for embedding digital watermark
information in the digital data whose data format has
been transformed by said transforming means,

wherein said apparatus includes a plurality of
image processing modes,

compresses the digital data by using said
transforming means and said compression means in a
first mode, and

embeds digital watermark information in the
digital data by using said transforming means and said

embedding means in a second mode.

2. An apparatus according to claim 1, wherein
said transforming means, said compression means, and

said embedding means are inseparably integrated.

3. An apparatus according to claim 1, wherein

said transforming means, said compression means, and

LTI

*



- 34 - sai d enbeddi ng neans are inseparably arranged in one

i mage processing board. 4. An apparatus according to claiml,
wherein 5 transform ng of the data format includes any one of

wavel et transform ng, cosine transform ng,3and Fourier transf orm ng.
5. An apparatus according to claim1, wherein 10 transform ng of the
data format includes predictive codi ng. 6. An
apparatus according to claim1, wherein the plurality of inmge
processi ng nodes further include a 15 third node, and bot h
embeddi ng of dfgidaemhaddingr RePNS oRHAt fBREPArably arraergedginaPngat a and
conpression of the digital data are executed by using said
transforni ng ndARgesBFgcessing BaREddi ng means, and said conpression means
inthe 20 third node. 7. An apparatus according to claim
6, further conprising selection neans for selecting whether to

enbed digital waterpgark,jn LQD Lp.Lhs; Qi oitaldata; 25 P, conpress
. .47, A 1 1 .
the digital data flgzt. h ng&?& J 4 %@ gﬁ gpparatus acéorg?ﬁa to claim1,
wher ei n 5 transforming of the data format includes any one of
wavelet transforming, cosine transforming, and Fourier

transforming.

5. An apparatus according to claim 1, wherein
10 transforming of the data format includes predictive

coding.

6. An apparatus according to claim 1, wherein the
plurality of image processing modes further include a
15 third mode, and
both embedding of digital watermark information in
the digital data and compression of the digital data
are executed by using said transforming mean, said
embedding means, and said compression means in the

20 third mode.

7. An apparatus according to claim 6, further
comprising selection means for selecting whether to
embed digital watermark information in the digital data

25 or compress the digital data first.

8. An apparatus according to claim 1, wherein
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- 35 - sai d- conpr essi on neans i ncludes quantization neans for

quanti zing the digital data whose data format has been transforned by
said transform ng means and entropy codi ng neans for perform ng
entropy codi ng of the 5 gquanti zed datas - 9. An apparatus
according to claim1, wherein at | east some of said transformng
nmeans, said conpression nmeans, and sai d enbeddi ng neans constitute a
media 10 processor. 10. An apparatus according to claim1,
wherein the i mage data is notion imge data. 15 11. A

dat a processi PlAetABETEBAHPRsPAGNEhéNSLEFEeS quantigaption means for
inputting digital data incluglng ah |.east one of i mage dgta and
audi o data; Quantizing the,diglhf)qd3t8aWROREr AR OFREWGS 28Fat a; 20

conpressing the_digital .data whqse_data for.mat has t ransf or ned;
and SEalhRatfrAgth: GFE3) CHALEA APk EnPORRG: P67 FRARRY

digital data d o] t t ; wherei n
the mot hod | T aged BCaPrPrt §oaTor iagg S5 bYeRding o oo
t he digigal d§&§n£§zgan@5@§§ed in the steps of transform ng and

conpressing the image data, and

9. An apparatus according to claim 1, wherein at
least some of said transforming means, said compression
means, and said embedding means constitute a media

10 processor.

10. An apparatus according to claim 1, wherein the

image data is motion image data.

15 11. A data processing method comprising the steps
of: -
inputting digital data including at least one of
image data and audio data;
transforming a data format of the digital data:
20 compressing the digital data whose data format has
been transformed; and
embedding digital watermark information in the
digital data whose data format has been transformed,
wherein the method includes a plurality of image
25 processing modes,
the digital data is compressed in the steps of

transforming and compressing the image data, and

(AW D R AR,
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- 36 - digital watermark information is enbedded in the

digital data in the steps of transform ng and enbeddi ng in a second
node. 5 12. A storage nedium storing a data processing

met hod conprising the steps of: - 36iRputting digital data
including at | east one of i mage data and audi o dat a;

transformng a data fornmat of the digital data; 10 conpressing the
digital data whose data fornmat has been transforned; and

enbedding digital watermark information in the di gital data whose

data format has beeRigiiads yphegmark informatigReisi AMPRECREL ABITPACI udes a
igital data is

plurality of image 5 rocessi ng nodes, . the d )
conpressed in Fﬁ§1§Fip936$ in the'gfﬁﬁ§f8?n¢ﬁ@“§ﬁ8r86ﬁ8r3§§iﬁ@b?ﬁglpﬁage

data, and . igital. watermark information is enbedded in the
digital data i it eS8 gﬁg %defansforning and enbedding 20 in a second
node. 13. A data processing apparatus conpri sing:

i nput nmeans for inputting inage data; di scrim nating nmeans for
discrimngting on the RASstorBgsi me@iubhh8tbRBHl bMBERadal-acwheliRgr a binary
or mul tivalue image is included in an inmage represented by

the i mage dat ame&#h8d comprising the steps of:
inputting digital data including at least one of
image data and audio data;
- transforming a data format of the digital data;
10 compressing the digital data whose data format has
been transformed; and
embedding digital watermark information in the
digital data whose data format has been transformed,
wherein the method includes a plurality of image
15 processing modes,
the digital data is compressed in the steps of
transforming and compressing the image data, and
digital watermark information is embedded in the
digital data in the steps of transforming and embedding

20 in a second mode.

13. A data processing apparatus comprising:
input means for inputting image data;
discriminating means for discriminating on the
25 basis of the input image data whether a binary or
multivalue image is included in an image represented by

the image data; and

| O A R



- 37 - - enbeddi ng nmeans for selecting, in accordance with

the discrimnation result obtained by said di scri m nati ng neans,

whet her to enbed digital watermark information in the input image by
a net hod 5 suitable for a binary inagezor a nethod suitable for a

mul tival ue i mage, and enbeddi ng the digital watermark information in
the image data by using the selected nmet hod. 10 14. An
apparatus according to claim 13, wherein sai d enbeddi ng neans

i ncludes first transform ng nmeans for transformng a data format of
the input image i nt®nbedding gneqpspfos Felefelrdr B brAGEPTIRREHeY ISR
second transformng neans for transformng the data format 15

into a formt S (HFFIFHIREEIRA 1788 LE ?m%@b?e%ﬁﬁy said nmeki ng sai d

first and second transforn ng nmeans sel ectively.transformthe data
format in acco‘?’asacfﬁlé“matmg %‘?Eﬁl?hewrb‘f‘g%ﬂ' n‘f?\a?’f‘%?igr%é%’r?agbt ai ned by said
discrimnatin , . 15 n, r or dj claim
10 Cuherorn | e Shonmation 4t nendTLARRET Ahide 8L DR g8 o

format bys perfQiiidod NPredb LidMe 1ndnsfOF M fREtREE suitab1bNRYE hNRQE
data, and said second transform ng nmeans 25 for transformng the data

format by perfunmtingaisCitige, and enBy@ifigttRASEOFILADr whbernapkt | mage
dat a.
information in the image data by using the selected

method.

10 14. An apparatus according to claim 13, wherein
said embedding means includes first transforming means
for transforming a data format of the input image into
a format suitable for a binary image, and second
transforming means for transforming the data format

15 into a format suitable for a multivalue image, and

making said first and second transforming means
selectively transform the data format in accordance
with the discrimination result obtained by said

discriminating means. -

20
15. An apparatus according to claim 14, wherein
said first transforming means transforms the data
format by performing the predictive transform for the
input image data, and said second transforming means
25 for transforming the data format by performing discrete

wavelet transform for the input image data.
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- 38 - 16. An apparatus according to claim 13, further

conpri sing conpression neans for conpressing the i mge data in which
the digital watermark information is enbedded. 5 17. An
apparatus according to claim 16, wherein- 38 - said conpression neans

i ncl udes quanti zati on nmeans for gquanti zing the digital data whose
data format has been transforned by said transform ng neans, and
entropy 10 codi ng neans for perforning entropy codi ng of the

guanti zed dat a. . An apparatus according to claim 16,
wherei n at -iéastA§oﬁ@96¥a§éﬁdaFF9ﬁ§+69nFﬁgcﬁééﬁs13saFHrEBﬁﬁre55|on
15 nmeans, and sai d enbedd 9Eneans constitute a r ocessor.

19. An apparatﬁgmaﬁéﬁ?apnﬁoFB ParM 13%2Rfe 8Fn°°mpressfﬁ8 FﬁﬁggmagFa is
motion i mage dg %Sfln which the dl%?t?? dg%grﬁ gﬁggﬁgggmggiggdigOHDFISIng

the steps ng rmag

di scrim nating,Qp.khRggbasi s of the input imge 25 data whether a binary
or nultivalue rmage 1s included in an inmage represented by the imge
dat a; andsg sel ecting, in accordance with the discrimnation

17. An apparatus according to claim 16, wherein
said compression means includes quantization means for
quantizing the digital data whose data format has been
traﬁsformed by said transforming means, and entropy

10 coding means for performing entropy coding of the

quantized data.

18. An apparatus according to claim 16, wherein at
least some of said transforming means, said compression
15 means, and said embedding means constitute a media

Processor. -

19. An apparatus according to claim 13, wherein

the image data is motion image data.

20
20. A data processing method comprising the steps
of:
inputting image data:
discriminating on the basis of the input image
25 data whether a binary or multivalue image is included

in an image represented by the image data; and

selecting, in accordance with the discrimination
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- 39 - result obtained by said discrimnating nmeans, whet her

to enbed digital watermark information in the input I mge by a

nmet hod suitable for a binary inmage or a nmet hod suitable for a

mul tival ue i mage, and enbedding 5 thé%igital watermark information in
t he i mage data by usi ng the sel ected net hod. 21. A
storage nedium storing a data processing nmet hod conpri sing the steps
of : 10 inputting I mage data di scrimnating on the

basis of the in et her fary or mul tiv, Iue I mage
eP qlﬂ%%$1qﬁg(§ S fﬁ\%%?%fﬁ%}%%% aqﬁﬂ whet

is included rese a, Sn

sel ecting, inaccordancs ﬁ}ekﬁ%eqj“%g“ rgr{]%trlg%eflrgl tarféwat lppt ai ned by

sai d discrimnating nean er mar k

information ingddie YW method suiBGH1RY et hpich M) la\mgee & binary

| mage or a method suitable for a nultivalue image, and enbedding

the digital Walethsd lsuifapl@tican d mudlie valage idaige byan®embedhimg t he
sel ect ed net hod. 22. A data processing apparatus conprising:

i nput mead@ns f athd Mddtittialg wH gk rkddiref dmea tidimgn the insdgd ebsta dne of
I mmge data and audi o data; 25 transform ng neans for transformng
a data format using thgf selectief methdat.a; conpressi on neans for
conpressing the digital data
21. A storage medium storing a data processing
method comprising the steps of:
10 inputting image data:
discriminating on the basis of the input image
data whether a binary or multivalue image is included
in an image represented by the image data; and
selecting, in accordance with the discrimination
15 result obtained by said discriminating means, whether
to embed digital watermark information in the input
image by a method suitable for a binary image or a
method suitable for a multivalue image, and embedding

the digital watermark information in the image data by

20 using the selected method.

22. A data processing apparatus comprising:
input means for inputting digital data including
at least one of image data and audio data;
25 transforming means for transforming a data format
of the digital data:;

compression means for compressing the digital data

) 0 YR



- 40 - whose data format has been transforned by said
transform ng neans; and enbeddi ng neans for enbedding digita
wat er mar k information in the digital data whose data fornmat has 5
been transformed by said transform ng neandgp - wherein said
apparatus includes a plurality of | mage processing nodes,
conpresses the digital data whose data format has been transforned
by said transform ng neans, and then 10 enbeds digital watermark
information in the conpressed data in a first node, and

enbeds digitalwaﬂﬁérﬁggﬂ fArBRfalpBnPPANt EANsformed; Byt Pidat a whose data
format has been tragsfotned bg . said transform ng neans, and then
conpresses t hetT3BSIOTHIRT: BPSRF{ a®Pf t he second node. 23. An

apparatus accor di ng t@eahah ' §2ankhgLel Duneading! A20SLR1 M8 Lhe data
format includes any oné o wavel e ransfornrng, cosine

transform ng, §§905HHEESE igothe aiéﬂééﬂrageg-whose data forgét ﬁ@s

apparatus according to claim 22, wherein sai d conpression neans

i ncl udes guant hgahi €PaNBaBEMER" by said €¥aAkEdkRUnghRedhgital data whose
data format has been 25 transforned by said transform ng neans, and

ent r opy codi kgepBANSshOd pppaoaBuBgiABLuapy gsoglugaditiher
guanti zed dat a.
image processing modes,
compresses the digital data whose data format has
beeﬁ transformed by said transforming means, and then
10 embeds digital watermark information in the compressed
data in a first mode, and
embeds digital watermark information in the
digital data whose data format has been transformed by

said transforming means, and then compresses the

15 digital data in the second mode.

23. An apparatus according to claim 22, wherein
transforming of the data format includes any one of
wavelet transforming, cosine transforming, and Fourier

20 transforming.

24. An apparatus according to claim 22, wherein
said compression means includes quantization means for
quantizing the digital data whose data format has been

25 transformed by said transforming means, and entropy
coding means for performing entropy coding of the

quantized data.
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- 41 - 25. An apparatus according to claim 22, wherein at

| east sone of said transform ng neans, said conpression nmeans, and
sai d enbeddi ng neans constitute a nedia processor. 5 26.
An apparatus according to claim 22, wherei4al - the image data is notion
i mage dat a. 27. A data processing nmethod conprising the steps
10 of : inputting digital data including at | east one of

i mge data and audi o dat a; transform ng a data fornmat of the

digital data; conpressing the dlgltal dat a whose data fornmat
has 15  been tr@nsf SFhEPPafffus according g e Yy %ﬁgl‘fhﬁr%@}?e?ﬁark

information i t dat a. whose data fornmat. has

el o og, | 1edbt some g Shid (i SAONt s 1 BareEStom rage

processi ng nDdes sses the d| data mho e data format
SPEn AT

has beeﬁeat ansafnor r’rseadld Henbeds’ (ﬁ ?ta T et nark o

i nformation |%§4§% SLypressed data in a first nDde, and enbeds
digital water information in the di gital data whose data format
has beenstransfornmed, 25 and then conpresses the digital data in the
second node.

26. An apparatus according to claim 22, wherein

the image data is motion image data.

27. A data processing method comprising the steps

10 of:

inputting digital data including at least one of
image data and audio data:;

transforming a data format of the digital data;

compressing the digital data whose data format has

15 been transformed; and

embedding digital watermark information in the
digital data whose data format has been transformed,

wherein the method includes a plurality of image
processing modes,

20 compresses the digital data whose data format has
been transformed, and then embeds digital watermark
information in the compressed data in a first mode, and

embeds digital watermark information in the
digital data whose data format has been transformed,

25 and then compresses the digital data in the second

mode.
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- 42 - 28. A storage nedium storing data processing

nmet hod conprising the steps of: I nputting digital data

i ncluding at | east one of i mage data and audi o dat a; 5
transformng a data format of the digital 4ata; conpressing the
digital data whose data format has been transforned; and

enbeddi ng digital watermark information in the digital data whose
data format has been transforned, 10 wherein the nethod includes a

plurality of inmage rocessin resses the

L 2 2% TRI%0 s <238
digital data whose’8ata® &rR&PIRaT REERY: F&%8r BFFSESSARY then enmbeds
digital materngg%hod cogﬁ&%@QEEaEhgns% A khegconmpressed data in a first

node, and 15 tal ernark information in the

digital data whose dg %t%%%ﬁahlpé%a@e%%thféﬁ%ﬁ%ﬁ&%@ at least@Be! BeN
conpresses the dlglta data’in the second

image data and audio data;
5 transforming a data format of the digital data;
compressing the digital data whose data format has
been transformed; and
embedding digital watermark information in the
digital data whose data format has been transformed,
10 wherein the method includes a plurality of image
processing modes,
compresses the digital data whose data format has
been transformed, and then embeds digital watermark
information in the compressed data in a first mode, and
15 embeds digital watermark information in the
digital déta whose data format has been transformed,
and then compresses the digital data in the second

mode.
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