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CROSS- REPERENHI06H? RELATED APPLI CATI ONS This application clains priority to
U.S. provisional patent application Serial 5 No. 60/393,606, filed July 3,

2002, which application is incorporated herein by reference for all
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BACKGROUND OF THE INVENTION
The Internet is well on the way to becoming the primary platform for global
commerce and communications. This is now a networked world, filled with computers and
electronic networks with no sense of dimensions. In the business world, head offices,

15 financial institutions, etc. communicate and share sensitive information, which all contribute
to the skyrocketing increase in Internet usage. Businesses, governments, and individuals rely
heavily on the new technologies to conduct business on a daily basis. Adults, children, etc
rely on e-mails to communicate with friends, peers, and loved ones in the comfort of their
homes by accessing the Internet.

20 Closer and closer everyday to realizing the full potential of the Internet and other
networks, persons now engage in financial transactions with the same degree of trust
associated with paper-based transactions and pdint of presence. Sealed en.velopes, official
stationery, written signatures, ID Verification and trusted delivery services provide

confidence in traditional communications. In the network, electronic transactions are

25  conducted in a ‘“virtual world.”
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Internet's expl‘oswe grow h, however, also nmakes it difficult to ensure
that Internet transactions are secure, both in context, formand user
identity. CGovernnents, businesses and individuals demand nmechani sns that not

only wll gughgrtseopehfiessthfMat bxconfaged thel InfepidB ek sl0sivh gyovithans evier,alsdr t he
Internet, but also the 5 confort that the protected information was truly
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paper - based transactions an icatron verifications as'those done in
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asymmetric pu s and private keys (i1.e. key pairs). An exanple

f ramewor k &ér A%I.ement ation of public key cryptography is set forth in the
public BOHERFHIBITBRPESRRY Crypt ography Standards (PKCS), provided by RSA
Security, Inc. Version 2.1 (June, 2002) of the standard is availabhle at

www. 1 sasecur i Bylose pemauttias hadkseasiyive sommupigationsitaithe Intemetonseestherefarewni ch
are incorporated 20 herein by reference. PKI may further include the use of
di gital ceuiretpecifiesssanadceseThey wanttithainelecttdnoe transastioniro be xanfidentialf and
conventional PKI 100 is illustrated in FIG 1. As shown in FIG 1, when a
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secure transaction), sender 102 applies for a key pair fromcertificate

cut b L 5 6510 G608 FESGRnE BBy,
after the fact.
Public key cryptography and public key infrastrucfures (PKI) are known methods for
providing secured on-line transactions in network environments. As is known, public key
15  cryptography includes the use of asymmetric public keys and private keys (i.e. key pairs). An
example framework for implementation of public key cryptography is set forth in the public
domain Public-Key Cryptography Standards (PKCS), provided by RSA Security, Inc.
Version 2.1 (June, 2002) of the standard is available at
www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.html, the contents of which are incorporated
20  herein by reference.
PKI may further include the use of digital certificates and certification authorities. An
example of a conventional PKI 100 is illustrated in FIG. 1. As shown in FIG. 1, when a
sender 102 wishes to send a trusted message to recipient 104 (e.g. for a secure transaction),
sender 102 applies for a key pair from certificate authority 106. Certificate authority (CA)

25 106 creates a key pair comprising a private key 108 and a public key 110 for sender 102. The
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certifi CaPE'MPUBnt ai ni ng the sender's public key and a variety of other
identification information. The CA nmakes its own public key 112 avail abl e
through, for exanple, print publicity or on the Internet. The intended
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certificate and verif it was issued by 5 the CA 1 th t

informatio ent can then tai,n_the ender lLi.g ke 10 and
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102 to recipient 104, whether encry Bt ed or not, can also.include a digital
si gnat utheoughy for example, pring publicitst oro thalntergety, hgrintepdes rgrigisnsl O4ryrtherire i s
generated fromthe nessage itself using the sender's private key 108,

veri f yiung theh@A’ st publis kgy d1 2itceddrete tipsdigial certificgaahd eediBrthates wagessuediy 10 t hus
assuri ng that the contents of the nessage have not been tanpered with. Using
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signature and perform such additional verification. It should be noted that

the ter lurc,égfegsgdamcggp?efq@bgmﬁers A5Eha IeRRSIE 8RR Gerlls [dd st rat i on.

Those s Fre Ar a par |cu sen in one
transactl on can al sQ receive rressa whet her encrypt ed ot Whl le a
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transaction. The conventional PKI 100 thus atterrpts to ensure that sensitive
el ect r orerificatoonmAsis kaowontbe digitapsignatues iagehepated Fomgte message atsglénsingthel t -
provi des sonme assurances that the contents of the original nessage have not

been t @ privhielked 08 CRdtifhiRg \Rdtitld §?nzit)m'e1bbl©ng§ e0fis\Hargc dditrhdsyage? fnd
Governments, businesses and individuals eager to participate in the digital

revel “Fthf’s’h ‘ﬂ'{, rtl"}.!lt't E&ﬁ&ﬁ%hf e H&sige H%t/eﬂb (TEf'i"ta rtd WithaRhg s@nélé”rgket he

potentia certificates this I nvVo ved avvayls needed to
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| arge and smal | .are adopting Public Key Infrastructures as their preferred
sol ut i @dditigpal verification. It should be noted that %ile terms “sender” and “recipient” are used
here for ease of illustration. Those skilled in the art will understand that a particular “sender”
in one transaction can also receive messages, whether encrypted or not, while a particular
15 “recipient” can also send messages for the same or different transaction.
The conventional PKI 100 thus attempts to ensure that sensitive electronic
communications are private and protected from tampering. It provides some assurances that
the contents of the original message have not been tampered with and can be verified by the
receiving entity.
20 Governments, businesses and individuals eager to participate in the digital revolution
are all prospective users of digital certificates. Given the potential numbers of certificates this
- would involve, a way is needed to administer and manage their use. Certificate management

is a gauge of the strength of a PKI's certification authority. Around the world, enterprises

large and small are adopting Public Key Infrastructures as their preferred solution for
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remai n. The prem se behind the current transaction security systens on the
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f b
L, DM 0 AL o pms B e
|, at - di U. . 1.09/ 801, 46 AW - 003) ,

et AR ah 8000 bR SOBL B B UG 1% 00

| ncor por at ed her ein by reference, dramatically, 15 advanced the state of the
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bi onetrics. A need remains, however, to nore fully extend certain of the

bi onet r tan bs&hbeddet frethe icOﬁltehtsmfasib@taﬁ sertificithdin thovasetdfanvébobonskh) o can
comuni cati ons and conmerce transactions within standard network

envi r O”H?lé‘ﬁéﬁﬁtgd 5 hdrd- RS £85m @rruew@& R@éh &Y SRhe Tarddor dthé ddirodkch as
those nentiofied above. 20 SUMMARY OF THE | NVENTI ON The present invention
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vaI idate electronic user authentication: 25 a state-of-the-art bionetric
si gnat uenvimpgtesmthesa tbkensicay beadasdy gompronasdddry chaeiass gonérgl by the ukhe otby

direct theft or password manipulation.
Co-pending U.S. application No. 09/801,468 (AWT-003), commonly owned by the
present assignee, the contents of which are incorporated herein by reference, dramatically
15  advanced the state of the art of reducing fraud in connection with on-line transactions using
biometncs. A need remains, however, to more fully extend certain of the biometric user
authentication aspects of that invention to on-line communications and commerce
transactions within standard network environments so as to address even further problems in
the art such as those mentioned above.
20 SUMMARY OF THE INVENTION
The present invention relates generally to trust and authentication for network
communications and transactions. In accordance with an aspect of the invention, a network
infrastructure is provided that employs biometric private keys (BioPKI). Generally, Bio PKI
is a unique combination of two software solutions that validate electronic user authentication:

25  astate-of-the-art biometric signature system, and a digital signature for data integrity. The



) 2004/99?8mﬁm%0%UNE 2006 conbi ned sol ution all ows networked buskngsgesognd
mer chant $ sUCH as financial institutions to ensure that user authentication

is conducted in a trusted, secure fashion within standard network
environments. This new technol ogy provides both user authentication and data

i nt egri ¢ombifePsoMidralRiwstleBeoike bhsifAERLUNI GRdrt IS sueh k8 fiffkiAPiAsHhEons
i npl ementation, a bionetric signature augnents standard digital signatures

by addi an aut onat e on-re l.e ,us h i i pnabj |4 to the
oxi ot r e e SR gnaieah s IE By 1T B Ry Rl SR R gl o e
pure bionetric-based systemor digital signature/certificate environnent,

Bi oPKI - Refwerkenvyrpmanis; bHs BeW technplogy prowdssbe sy autheniicatier ang dafat ¢ keys in
order to create digital signatures based on bionetric 10 authentication and
i ndust r ptegtignohcr wofKbf ¢lecthomid cgrnmenichtiorsne exanpl e, Bi oPKI utilizes public
key cryptography technology to encrypt the bionmetric signature information
for 5 transm Elsdr@%xbﬁ{)khﬁlpﬁnﬁﬁ?i@tioﬁ?ﬁ BRmetrld1§lgRdiGie\aREments RemU S digitdlai ns

several layers of internal information to ensure that the bionetric
signatugge. | l.i.dar ed i S indiyLdual ' s
or vt o g te36F HAdte AR ARl Ch R blBlc defr ARRETEIM BRI M0 o

includes .a cljent/server design that enables BLoPKlI .to work seanm essly in a
ot wor KIS ATRL BRI Ao SLFNTESt G RamRlF e RR0L JA 8 BHa WaReR B el
distributed architecture to rapidly authenticate individuals that are

nor mal | systgox drehgital signdtursd¢antifiedterpnaransent, gBigPKI ppey amesitelinatiaphefi kiorastrichat
secure the individual's private key (such as smart cards). The Bi oPKI

aut henttectaiolopy t6 acsess plivate Reysda vrde t& Crebiieaigitat sighatoges dhssl ordsjoimeeait t o

aut henticate an individual before accessing the user's own private key, and
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downstream entities for transaction processing. This includes entities such

as paynent. t S..  fli I U i | Q . er . at | gation
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key infrastructure technol ogies, By marrying these two technol ogi es 25
t oget heFRNSHISFIgNLO Fl??o%’é’PK? VTV el- Zf.l;ls ewwﬂ@émg?ttcynmtssm%lax?réanf &ernghi ch
does not require

information to ensure that the biometric signature is secured and validated prior to accessing

the individual’s private key.

15 According to another aspect of the invention, the system includes a client/server
design that enables BioPKI to work seamlessly in a network environment. In one possible
example, the system features a distributed architecture to rapidly authenticate individuals that
are normally authenticated using simple four digit PIN/Token techniques that secure the
individual’s private key (such as smart cards). The BioPKI authentication server has access to

20  biometric templates required to authenticate an individual before accessing the user’s own
private key, and the processing capacity to route digital signatures to appropriate downstream
entities for transaction processing. This includes entities such as payment gateways, financial
institutions, or other authentication brokers. BioPKI deploys biometrics user authentication
as well as private key iﬁfrastmcture technologies. By marrying these two technologies

25  together, a more robust “Wireless PKI” security system is created, which does not require
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rat her, wWaze48pe76ach al |l ows those private key(s) to be stored ol JHNESZH6 e
server that is accessed only after a bionetric signature has been vali dated
(for exanple a fingerprint). BioPKI can also be inplenented using an

addi tional. password .ele t for user authenticatjon,. that. or._.may not
Fequi r nHigbER TS MegHain rSURRIF toFnsaGe b ARRIpRTCAlSM LR RS VAR KA D Der
techni que allows users of the systemthe ability to determne the [evel of
secur i ttorederya deatirg servasthat & agsessed anlyadier » hiomesgesignatyre asdbean vaidategler ver
and hosts are connected by various secured network nmethods to forma

cl i ent [(fogexanplaraditigespeint). BioPKiean atsoedie imptbntdnteinisingeacddditioriadpassdiosdr et e
subsystens, which provide various |levels of authentication services to

Users Qfegﬁe'é}?fd?%wulﬂ)en{i@at%,eth%pmﬁif ?ﬁﬁ? nB1 relife HR\4@BitioRRL seb Syt €m i s

conpri se user client(s), a ne rk=basea server, and industry standard

encLyption conponents.th ensur.e trusted transport of user data. The

U on PGS MERRATE i per ety Dlfysaes pRIRaTEbrihe dpiiiyfy adergitery pri o
OF THE DRAW NGS These and ot her aspects and features of the present

i nvent ithenlevglof seraisibniher dpuredar targst trapsacHeR prasessingari |y skilled in the art
upon review of the follow ng description of specific enbodinents of the

i nventi on i The@ipRKdeinan and hbstt e cannatgdnyvarpus sgurasknetwhek method$toG. 1 is a
bl ock diagramillustrating a conventional public key infrastructure; FIG 2

is a bkqska dicd@saiver drbMEciuné. iThe servBLhnWEllentsdab R 8brthinldiscPete Rbs9¥iend, bi onetric
aut hentication (Bio PKI) in accordance with the invention; 20°FIG 3 is a

bl ock qjh?c@n&ﬁmiidle 'vyﬁéqs%i/e{isg% % (A RERIG ggmée%,fz@u%@;e Efﬁsglfﬁpfcggﬁ‘fx:&f)ﬁf rver —that

can be useda In an infrastr ure according to 41is a
bl ock di agram.illustrati an alternatiye.exanpl e inplenmentation of a PKdl
se?QC/er e’fﬂ"i’gﬁle gﬁweuw&ea, tS%S)ésﬁeqx Fﬁ“rogg%rlsﬁgf’ﬁ}’%'ré %@hiarfbet‘f’BH?ﬁ@e A¥R%R i on;

FIG 5 is a flowhart illustrating an exanple nethod inplenmented by an
enr ol | anthindustey giemskaedsencaypiiondiomponenty Hat erspectrustdd ranspomwénsarlata. The

~

current implementation includes strong encryption via SSL.
BRIEF DESCRIPTION OF THE DRAWINGS
These and other aspects and features of the present invention will become apparent to
15  those ordinarily skilled in the art upon review of the following description of specific
embodiments of the invention in conjunction with the accompanying figures, wherein:
FIG. 1 is a block diagram illustrating a conventional public key infrastructure;
FIG. 2 is a block diagram illustrating a network infrastructure employing biometric
authentication (Bio PKI) in accordance with the invention;
20 FIG. 3 is a block diagram illustrating an example implementation of a PKdI server
that can be used in an infrastructure according to the invention,;
FIG. 4 is a block diagram illustrating an alternative example implementation of a
PKdI server that can be used in an infrastructure according to the invention;
FIG. § is a flowchart illustrating an example method implemented by an enrollment

25  process according to one aspect of the invention;



6 WO 204 W0 8i606076d UNE 2006 FIG 6 is a flowhart illustrating an7ddaE2086
nmet hod 1 npl enented by a registration process according to one aspect of the
invention; FIG 7 is a flowhart illustrating an exanple method i npl enent ed
by a login process according to one aspect of the invention;, and 5 FIG 8
is a flowchaFIGi4 IS@sﬂQVéﬁhaﬁg"WaéR&%Féa“%lFWéﬁﬂ edvsmpleraertediby g TRgISERION: nat i on
process according to one aspect of the invention. DETAI LED DESCRI PTI ON OF
THE PREpidctiscEdyBinigl tylohl SspEbeofitheswantiomventi on wi |l | now be described in
detail with reference to the drawi ngs, 10 which are provided as

i I'TustrativepgyanglasfovdhalthRudtiaus ?hx’x eXarffle At iiAGhenttdBy & I6dih ptdsd N the

art to practice the invention. ably, the figures and exanples bel ow are

not meagé ; {|(measb%@&&(%gﬁv%mhhgmpresent i nvention. Moreover, where

certai n" 6l engn resent oimvention can be partially or fuIIy
i mpl ement ed known conponents, only those por ions . of such known
conponent s tﬁﬁﬁr@s Hstcheda YstRgRe amxAERIF el %Feftt?fbbib?é% 3Pent i on

15 will be described, and detail ed descriptions of ot her portions of such
known cpropess@ntaading|tb ondaspeeti afitealinyention. not t o obscure the invention.
Further, the inplenentation of certain conponents using hardware and
certain other conponents using software is considered a design choice

within those of skill in the art and the conbi nati on thereof descri bed
herein is i l‘f"b’F"ﬁ. I WD } further,
t he present mve%??’gtr]lpggggr%lﬁgg;ses pr g?ggtEFan uture nown eqw val ents to

the k t f t t
ot | TROPRRR ityEREOL ik Sy of Seftaben g §ipureleb St Ribb B ey nat i ve

enbodi nents of the invention. FIG 2 is a block diagramillustrating an
exahl ewhiep ey ised anilbptrativs expmples of the inyentionise\as i erabla thaee skilled B o PKI )
200 in accordance with an aspect of the invention. 7 WO 2004/ 006076

the art to practice the invention. Notably, the figures and examples below are not meant to

limit the scope of the present invention. Moreover, where certain elements of the present
invention can be partially or fully implemented using known components, only those portions
of such known components that are necessary for an understanding of the present invention
15  will be described, and detailed descriptions of other portions of such known components will
be omitted so as not to obscure the invention. Further, the implementation of certain
components using hardware and certain other components using software is considered a
design choice within those of skill in the art and the combination thereof described herein is
intended to be illustrative rather than limiting. Still further, the present invention
20 encompasses present and future known equivalents to the known components referred to
herein by way of illustration, and implementations including such equivalents are to be
considered alternative embodiments of the invention.
FIG. 2 is a block diagram illustrating an example implementation of a biomet'ric

private key infrastructure (Bio PKI) 200 in accordance with an aspect of the invention.



7 JUNE 20&%2@%&@6' y, based on the use of public key cryptography; johghoc
si gnatures and Iometric characterization, Bi oPKI provides assurances that

users need to confidently transmt sensitive information over the Internet
and ot her networks. In accordance with an aspect of the invention,

aut hent i cat i oQeferalBadaskduRife USSOE publig kéy eryptagraphy| digRbii@latires snde 5
mat ched agai nst known tenplates in order to access private keys stored on a

secure SEbhghic REfRlAzEOM BBIR0bIABSASIRLRAAIRES il 1oRlARlndy ot ect s an

i ndi vi dua iometric charact zatiron so at i1t cannot be cormrprom sed or
abused. This.secured.informtion is then us to retrieve a uniquely

assi gnedTRPMiLsERSII%S Information Ve he ?rﬁ%mﬁtcaé’ésoggﬂ q;%or&s.bﬁb%ﬂdpgcegyv&h&{\ ure to
sign a transaction 10 nmessage context As a result, this new technol ogy

enpl oyi mgpetit gf thelinkgngien: antkenticatien iy hased wpon fefludees Yigmesir fignaturese fabdl i ng
and unscranbl i ng) technol ogi es and a conprehensive franmework of policies

and pr ocagtdh&iSagaimykiitaen tefpdittaintorde o ackesspragns keybiresred b g lsediee bdreer
foll owi ng: protecting privacy by ensuring that electronic comuni cations are

not int ege?&gtcgﬁin&g@rg&ggﬁ%gdgégﬁ orized persons; assuring the integrity of

el ectroni ¢ conmuni cat1 ons 15 enSuring that they are not altered during

transm ssi on .an hat the private, ke sed. has been verified w.ith a

bi ometric si g'?fﬁ?%rtrl Braleqtamn Elglvéﬁ?‘baﬁisﬁb&f'#ac ﬁ}é‘gg‘é}&&ﬁ\?&sf’ tllntgcaflw\éi”ti‘edenti ty of
the parties involved in an electronic transm ssion so that no party

i nvol vedrompremised acabused-c This segysedinfosmation 1SBaY usaddp retrigyaot YaAEelY in t he
transaction. Moreover, BioPKlI delivers these assurances through a sinple

pr ocess,as$igaaigpraatnkeyt that das onkebe ackesséd viaiat thometmicemngriature ko §jg 4 sran@ichioPKl 200
in this exanple inplenmentation uses public key cryptography such as that

basqd onndkise doAiteRNSAE & rédift, B vl RBhncbgy dmeloym@gitd] ¥ignatufds OérBRyptidR OF

nessages by using a mathematical algorithm or key, to scranbl e (‘encrypt)
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following: protecting privacy by ensuring that electronic communications are not intercepted
and read by unauthorized persons; assuring the integrity of electronic communications by

15  ensuring that they are not altered during transmission and that the private key used has been
verified with a biometric signature prior to signing the message; verifying the identity of the
parties involved in an electronic transmission so that no party involved in an electronic
transaction can deny their involvement in the transaction. Moreover, BioPKI delivers these
assurances through a simple process, transparent to the user.

20 As with conventional PKI’s, Bio PKI 200 in this example implementation uses public
key cryptography such as that based on PKCS to ensure the confidentiality of sensitive
information or messages by using a mathematical algorithm, or key, to scramble (encrypt)
data, and a related mathematical key to unscramble (decrypt) it. Accordingly, authorized

users receive a PKdI client 220 including, for example, special encryption and biometric

25  signature capturing hardware and software. A pair of keys is also created for authorized users



WO 2004/ GR6QdH/0660¥6,/NE 2006 for use in Bio PKI 200, one an accessi BIJ&NIAN0bC
key 204, and the other a private key 206. However, unlike conventi onal
PKI's, the user's private key 204 is kept secret fromthe user and is
stored on a secure server and only accessed after a valid biongetric

si gnat urfer e@dn Bie PKb2es, cn:@taneaﬁw%%lwbhtrkéy R@4; and theothesa prayate kgye200.

mat hematically related so that a nessage 5 encrypted wth sender's private
key 206 Haweverluylike cotplentioiat @K, thy usérds privateksqyd2di is dreptsstiet frotnehie 886t.  An
aut hori zed user being a sender (e.g. a bank customer or enployee) thus has

hi s/ her : fseREBald 15 hedesdeBURESS YalRNGIOMRERKi gt 208 Badier
private d%giégg;g%gﬁ%ec@ﬁg I nt ended§r ec?f Si ent (ez.lg. a Bank)lgk\?al i dates the

nmessage ,usi n bl j 204.  Publ | r il abl e by
bei ng- puises SaEttplsh. SBEKEREin 1 el A€ meh AR, SRAELLS Gt JnBiRle,
conventional PKI's, certificate authority 20%, is a maiH conponept of, Bio PKI
200. 51t engrynted with seaderrs pravaiakey 20 by walidated; usug; the, cofreppaging public
certificates 210 corresponding to authorized users and nanagi ng t hem

t hr oughdugly 20heAn authbrzeidrser B¥ihg e sendet (c.g. mdank custamerer enaplayeed thusihps cat e
authority, however, certificate authority 202 according to the inventi.on

further pidgd: wil@saga (PE0A AFRK @hsfdrqbdBlenerypaidasinttils/Ronmiase kdyosemabi tory
for the 15 bionmetric tenplates and private keys associated with authorized

users a i | ibed, i . i PKd|- r '
ol emont g B reLfRGR (08T, bl TS EehEinochie Wling il REY YEL PEBEC kary by
Sun, Hewl etft Packard and .th ike, confiqured with Unix or siml.ar operating
Syot em AR OHERAGHEEYErROIE B bEE RuP RS S0t FartPic A ReBPRE SHEHATR- Apache
server. 20 Preferably, PKdl server 212 also includes Secure Software Layer
protlBcol f undysiwittarenvgntienal PEds; gastifieats aetbentyt203 s amain Forapenente B0 s ™ wi t h
clients 220. According to an aspect of the invention, PKdl server 212 is

mai nt ai.red. knsa apstedtiadt partyarespansibéefor suielg digitay cere fiadtes 210/corfespondimeto
servi ce whose transactions are to be protected. It should be noted that PKdI

server aaél@rifé%lrhsisﬂ%ﬁ‘iiﬁadléﬁ@’vﬁérﬁ_t%q%l%ft e 1fe@hBe Diffb@my Rk lescr i bed

herein. However, such 25 Conventional conponentry and functionality wll not
S Q:Bl?\%(rjxtiénpal @ﬁf?icgt%taﬁmorﬁﬁ h%%veogrt, cdrfifidate authority 202 according to the

invention further includes a PKdI server 212 that creates and manages the repository for the

15  biometric templates and private keys associated with authorized users as will be described in
more detail below.

PKdI server 212 is implemented by, for example, a server computer such as those
provided by Sun, Hewlett Packard and the like, configured with Unix or similar operating
system and network server functionality such as the public domain Apache server.

20  Preferably, PKdI server 212 also includes Secure Software Layer protocol functionality for
encryption/decryption of all communications with clients 220. According to an aspect of the
invention, PKdI server 212 is maintained and operated by a trusted third-party separately
from the service whose transactions are to be protected. It should be noted that PKdI server
212 can include hardware and software other than that described herein. However, such

25  conventional componentry and functionality will not be described in more detail so as not to



WD 2004/ 006Q#6s/M6d6NE 2006 obscure the invention. Reference can al’sB/Ne2tgde
to co-pending application No. 09/801, 468 (AW-003) for the server
functionality and inplenentations described therein. Al though described

separately herein for ease of illustratiop, it should be not that certain
of the cOifpersdhg BVamIPs Refercprrsanalobednadsia conerdioe aealzcm?*fﬂa Oﬁﬁﬂééﬁgt ed

within the 5 web server or network of a transaction provider such as a

fi nanci a{AW's@a3) ddritbe serférdeactsinialitysudiimplementationsl¢scribedithestimnd t he vari ous
alternatives after being taught by the present exanple, and such

al ternatives AltRodgh descrivedskpianter tadslh foreasd ofittuselitivanit shafld beaoied\kat i on.
Bionetric signature 208 is conparable to a traditional identification check

agai nst i nch i : r SN .
o] Bt e EtRborknfl/dnd F o ERISOf PRAPSA0E2 1 2ty be huBREXARR fhe

at
descrj bed in the co-pending appl.icatio AW - 0 is.used to.]oca nd
encocf d\VER senvarioy ée%‘f%ég Qt? g’@%ﬁf‘?‘bﬂ@vf&f)%%\gﬁiagsffé{’?‘iaﬁmétéwgf”é‘ '-Il"hosgrsgﬁ}e%t 0
generate a bionetric signature tenplate. Bionetric conparison is thereafter
done againrihe art wall undegstandetheyariewgaltermatives aftas bemgitaught By thepresene examplgr ant
access to the individual's private key 206 for a transaction. 15 Digital

Certifi caidesacRlteradtives hetbbetbaisiéred sdditioriahembodimeneay ofaliaimvertiort. he sender's
public key 204 and specific identifying information about the sender. The

digital cert iﬁi‘oﬁﬁh%ssi%%ﬂe%y?@%rﬂﬁﬂqe RYa trh@itibhl %ti@@_ﬁ’ticﬁ?&feﬂ?%ﬁﬂn@én

reci pients using the s public key 222 for verification of the

certificate. ont.ents. By usin a rd diqifal rtif.icate generation,
for exarfﬂfhé'}dsutaﬁﬁgng?gﬁﬁ%rﬁé’ ‘Eazi?ﬁ)ogtr’ g%r 2‘8? nea%xgang)é%hﬁl%%gn@g?@?mgegwﬁar e wel l
trusted by the 20 Internet conmunity fqor data encryption/decryption of
senshi0t | vehiaragtesizatan tsphnolagstsugh aathabé%sgamméhq fQ:Be applicaten (A 13003)
passport, certificate authority 202 thus certifies that the i ndividual

gr ant ed is heeddb dodatd arcleancodd diatimctive chidractbrzations fremcd bionestricosaople i grderatio
Signature 214 is an electronic identifier conparable to a traditional,
paper - hanedtesd KibaketticEsignatiire itémplaied Bomy¥eicicbmpltison i fitbrédfiey dbMLagaihte can

initiate it. Used with either 10

registered template for an individual in order to grant access to the individual’s private key
206 for a transaction.

15 Digital Certificates 210 are electronic files containing, for example, the sender’s
public key 204 and specific identifying information about the sender. The digital certificates
can be encrypted by the CA 202 and decrypted by recipients using the CA’s public key 222
for verification of the certificate’s contents. By using standard digital certificate generation,
for example, they are made tamper-proof and cannot be forged, and are well trusted by the

20 Intemet community for data encryption/decryption of sensitive information. Much as a
passport office does in issuing a passport, certificate authority 202 thus certifies that the
individual granted the digital certificate is who he or she claims to be.

Digital Signature 214 is an electronic identifier comparable to a traditional, paper-

based signature — it is uhique, verifiable, and only the signer can initiate it. Used with either

10



WO 2004/ OG@064/006d1dNE 2006 encrypted or unencrypted nessages, a digitv®k 2006
signature al so ensures that the information contained in a digitally signed
nmessage or docunent was not altered during transm ssion. PKdl client 220

i ncl udes bionetric collection devices and associ ated software (e.g.

f i nger pr emryptechominsgcrapedanessages o digalisignature also ansusesethati the inderamation
characterization, etc.), as well 5 as encryption/decryption software for
conmuni cédritdifed/inta di Blkdly ssg@fedenesddgt or Bochentvds @bt altdred dedseiraratlssion.

co- pendi ng application No. 09/801, 468 (AW-003) and encryption/decryption,

net wor k_conmupi GALAN 3 EHRRALOB Rt RIIRL v dsBcibfdQ sBfidvard @.&-
HTTPS, TCP/IP aﬁg‘“@fg,@ﬁ?e funct1 ona iltg§/t an férérg?}éwnaer?t gt?or? detagai (I%sggof PKdI
client 20 will becone arent fromthe descriptions of PKdl server 212
bel ow. 1| IREEARSUN: S B R ARG T Ao Al ScERnG A1 P2l AEY: He b
associated with PKdl client 220 is incidental A to the present invention and
can incl Yracrypepdesrypiien spdtware forjcapimypicating wathddid], seppn2 §2.he thespxient
handhel d devi ces, smart phones, etc. Generally, the bionetrics

char act endtzladcribad ireat-peralingdpplioatiqr Ne 0980 1M6S(AVST-00B8pandle t he assurance
that the individual is authenticated by neans of undeni abl e characteristics,

For 15 gxampbe/detHpRsmneRictk cbRinutitatisit BRRnol8EFand ieRIcOisNGola iathagpect of
the invention, individuals need no | onger maintain ™tokens" containing their

private | fgﬁp@tsi r ' ' reguite SS; t her,
such i nf e&r‘mti on’?gghgea ng\éﬁg atf‘ gg‘y dgﬁgn%‘?%?ed; @erb&g%lgnsg#{iﬂesro%&f%rrenﬁa

aut hori zed users. Requests. for, a digital sj ture be append to a
message. 22 ETkrepm AR Lo (e drserhyions T Bl se f&ﬁghalom i e

i ndi vidual submtting the request. 20 If the bionetric signature submtted
by tlfe ifuctherindted thatthe patiguler cemputen deviagassastpteswith BKdA client@2p as insidpntal ur e
does not match the individual's stored tenplate, the individual's private

key 206withe prosendirsestisttarmintahdficludedich devitdses Py Rptops, Hutebdoks, PID 4 tar@ns ur es
that the user's own private key is not conprom sed by theft, and that the

user is Q& aRAKENEEivst fndta¥hdtksiQc. POSsess instruments or passwords in
order to 1nitiate secure trahsactions. The only "token" 25 thus required to
be provi ded %en@glf}s f:}‘xie%?gmgilicg Qﬁarzlij&grfzalicsm Peiaﬁx/rgseorf tgc\eN;r)]reisen 1;[1\/ac:tx)1lign ]p:ll"ovide
the assurance that the individual is authenticated by means of undeniable characteristics, for
15  example fingerprints, retinal scans, etc. According to an aspect of the invention, individuals
need no longer maintain “tokens” containing their private information for every service to
which they require access. Rather, such information can be generated and stored on PKdI
server 212 for authorized users. Requests for a digital signature to be appended to a message
are then authenticated using a biometric signature for the individual submitting the request.
20  If the biometric signature submitted by the individual in conjunction with the request for a
digital signature does not match the individual’s stored template, the individual’s private key
206 is not accessed and/or used for the request. This technique ensures that the user’s own
private key is not compromised by theft, and that the user is not burdened with having to

possess instruments or passwords in order to initiate secure transactions. The only “token”

25  thusrequired to be provided or maintained by the user is his/her own immutable

11



WO 2004/ 00BOZ28H4MOQIBNE 2006 characteristics, such as fingerprints, megtUuNEL006
scans or other bionetric signatures as nentioned in the co-pending
application. A block diagramillustrating an exanple inplenentation of PKdI
server 212 in accordance with certain aspects of the invention is provided
in FI G 8haractéssteheuoh anfikgetprilts, reinal acand b2 othrer bivinseto sigpateares as metasneain

enrol |l nrent process 302 that will create two distinct pre-enroll nent keys
that areif igRoRJeRYingapplictiandi fferent entity for generation of a final
enrol | ment key for éeach individual seeking enrollment with the system In

one exanpl e i npl i at | o r ' dom y
generated al alﬁﬁﬁrr@%%n sl'lti|l P F%‘gg‘&%ﬁ‘%‘?& ng'}plfﬁ%é%%%&?r{g#{gsg f\}é?% f?g] ng.
According to one exanple, 10 enrol [ nment process 30 equires a final
enr ol | meAtcoRdance U“Béeﬁ@ﬁéﬁ%?césooébe HHYENHQN IS PERY “?qddﬂi%:\}bdg-al usi ng

pre-enrol Il ment keys generated by two other individuals, thus providing
anot h&r | ayer Asfshewen ur FiG: 3asavenidliZriniiys ekanple mmodidesen enofl inmemhprosesss3O2s  not
controlled by a single individual. It should be noted that enroll nment can

include efdp@ill aehte WS distinEtpréentdlRner REysthateRE thah ipeovi@dd RCCdiMeient ety f&t | on
and other identifying informati on associated wwth the 15 prospective user.

As furt h%’he?m&’f ia'hr{g éfiroﬁmegﬁdcl'ry BELYR indivrudl %Qkihglg{u%ﬂﬁﬁm{ g’?\}}?%é Qlsten]!

process nera regi stration process 304 @llows in uals to

register with the Bi oPKI server, 212. ing the. reqgistrati on process, a

Lr st ed FMASAGTEIS HULTRREaT. faarolment ke Poeep ARiape abf FrgapL ebneRaea
prospective user wwth a PKdl client 220 and supervises the user's entry of
t he accoalphanumeriztrngs dhas e atdenst LR caraciersdonge\Acgording o eng examplerhe trust ed
i ndi vi dual al so preferably ensures that the person actually entering the

| D, p@assemolmestprotdssrBoR reqairesan finkli ennadimént keptipheegdnsratédiey didatmestiéd enr ol | ee.
After PKdl server 212 has validated the account |ID, password and Bi oPKI

o | S L S Dk ISy o SO e 0
anather layer of security and ensuring that enrollment of new users is not controlled by a
single individual. It should be noted that enrollment can include other actions, such as the
entry/generation of account information and other identifying information associated with the

15  prospective user.
As further shown in FIG. 3, PKdI server 212 also includes registration process 304.
Generally, registration process 304 allows individuals to register with the BioPKI server 212.
During the registration process, a trusted individual associated with the third party configures
the prospective user with a PKdI client 220 and supervises the user’s entry of the account ID,
20  password, and enrollment key via the client. The trusted individual also preferably ensures
that the person actually entering the ID, password, enrollment key and biometric sample is
the “Named” enrollee.

After PKdI server 212 has validated the account ID, password and BioPKI enrollment

key entered by the enrollee, the enrollee is then required to submit a biometric signature 208

12



for cr eatvl,ggmgf‘m&npi onetric tenplate. After receipt of a "verified'yung 2006
bi onmetric tenplate, PKdl server 212 generates a private and a public key

204, 206 (i.e. key pair) for the enrollee. After the enrollee has been
successfully registered with PKdl server 212, he/she will thereafter be

r edi r ectfedcréfiontuof albdgretripagrplate. Ffestirédeipd of o ¢ edrifivd” bivmetrit wemhplateaPKart i on 5
processi ng. Login process 306 maintains the login page. Cenerally, the login

process g aut man%&‘ﬁsa ﬁﬂ\ﬁﬁf{&gﬁﬂdlﬁm%? 864,108 éﬁé.%gﬁaﬂfcrffog% Rlrbipde. 1 0

al l owi ng access to the ‘sen private key 206 f eating a digital

signature 214 for, transactions that uire a.di.gital, Si re., As

Tent oned abdVet eGSRy o sk gl Yedifted ifh PRVLeNR TR i re il e 10
i ndi vi dual having to carr?/ several "tokens" for specific applications. These
can i nstlesenfise be sadireatgd emthe hegis pgerr specifigd Kisation tos ngepdlitiansasdionsed only
when all verification and bionetric signature procedures have taken pl ace.
Logi fi ppemessing3 o g procpssr3i06rmantainsitied logm prge.hGeheraly,i tbalogar prohessi ndi vi dual
using the bionetric tenplate corresponding to the entered User ID and
Passwor dubticatbsithe denberB B1bHetricls? ¥ Q08 ph6r todNeWi LacckRTb heNeagass 306
causes the PKdl client 220 to colTect a bionetric signature fromthe

i ndivid h I [ | ' t . ® with the
Stor ed BISHERrY 208 reresfle WofR bifin gl 130 farbalidnS h FGRARBREH, '
signature 208, a redirect to the appropriate application or page can be
conduct &@NEE exanpl e, the BioPKI can have the ability to forward the

aut henti cated requests to an Account and Password system 20 associated with
t he request edsgrenfioped shmve amorfg many advantages; Bus ¢lemimates thegaedifersthon
information associated with the individual. If the bionetric signature 208
doegp noindiFded) hhligg $6 GdrBbseveRNPoRE.” foripecifid applibatibng: aThebe carcidstead bed to a
desi gnated page for bionetric failures. An exanple of how a "match" can be

Jot e m 8ekd'ch (BE QUL GA 2l orde Witk BoRRAAGSAPANIY Gch Al vehiVigA Ok bidmeO

2004/ 00607 I n“one exanpl e inplenentation, BioPKI utilizes PKCS

technol agy to p‘?Q&rd}ﬂPets haPStaken place.

Login process 306 then performs biometric authentication for the individual using the
biometric template corresponding to the entered User ID and Password stored in the BioPKI
15  server. For example, login process 306 causes the PKdI client 220 to collect a biometric
signature from the individual. The collected biometric signature 208 is then compared with
the stored biometric template. Upon validation of the collected biometric signature 208, a
redirect to the appropriate application or page can be conducted. For example, the BioPKI
can have the ability to forward the authenticated requests to an Account and Password system
20  associated with the requested service for verification and retrieval of permission information
associated with the individual. If the biometric signature 208 does not match the stored
template, the individual can be redirected to a designated page for biometric failures. An
example of how a “match” can be determined is provided in the co-pending application

(AWT-003).
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bionetriﬁgﬁbgﬂa&%é@k208 information for transm ssion to the PKdI Sﬁg%$ﬁ28&?'

The encr et can further contain several |ayers of interh
information, to ensure that a packet has not been conprom sed during
transmssion, or at the origination point. For exanple, when 5 PKdl server
212 recelives IﬂJn_@‘&Hé‘rﬁ%efiﬂbleméﬂ%ifoh! Bio@!@lﬁ!ﬁﬂ&és‘ﬁ&@@%chﬁ&%g?% URryptaE NS a
uni que transaction to the request that becones part of the
encrypti,on/ decryptjon Qcess. . result, no i dentj,galk,transagctions
my Do demEEG salRlP R REiuich Tl o M R 2002 TbkieRORERo e
PKdl server 212 receives the bionetric packet, it checks the integrity of

10 each Raskgsae fitrther contain savarak layers af wicsnal information, fa ensurg hatapackst Basect i ng,
by using uniquely generated, one tine Private-Public Key pairs for all

t r ansactriod beenapugadmiseGdasnatrasmisdion, loe atthe kaginpaon poins Bapdxampde, wdieng
standard PKCS technol ogi es, and ensures that each transaction request is
uni qye. PRUISeHEP) EIRBEIE] PRqBER WiS5iofbBRic aufiihfitidnaiRe seaet hddfkns Qfunjuemet ri c
data is not possi h d

, Sl nce each session request to the user Is ran orﬂy

bl e

gener at 1t he PKdl 5 ) i tion at ch poi nt
o he. t0ReaRl RS i BRI SR pER L St Dp BT AR RS, AR 6

t hrough standard SSL protocols. Integrity checks that are in addi}] to
the sesSPUh 80 PY AgnUcabiansactions pay ACT5aefheRE W1 thstchsracoemiad bY e BioBid: ri o
signature has not been tanpered with, including cutting/pasting hacks.
These adgstemonal checks can include an [P address stanp (validating the
Internet address of the target client in both directions), as 20 well as a

time stanp angth&d the P dIREdteE? 12 @06 as the Bioktetrid packery it@heérathe Htegitylof checks
fail, the biometric request is considered invalid and the request is

aborhed ¢, BRSOl SHARDRANE: "PletiBmeflc Ik ARAGHbARIAL Buskiifudigillyi dual

may De re to an net wo I on, su n-err i gi nal
8 i, 8 GRS B R g R
in FIG 4, the server in this exanple further includes confirmation process
402. key pairs is deployed using standard PKCS technologies, and ensures that each transaction
request is unique. This implementation ensures that “cutting and pasting” of biometric data is
not possible, since each session request to the user is randomly generated by the PKdI server,
15  and ensures unique encryption at each point in the transaction. The entire session request is
then doubly encrypted through standard SSL protocols. Integrity checks that are in addition
to the session’s Private-Public pair can be made to ensure that the biometric signature has not
been tampered with, including cutting/pasting hacks. These additional checks can include an
[P address stamp (validating the Internet address of the target client in both directions), as
20  well as a time stamp and/or the unique transaction ID. If any of the integrity checks fail, the
biometric request is considered invalid and the request is aborted. Depending upon the nature

of the transaction flow, the individual may be redirectzd to another network location, such as

an error or original login page.
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The trans j Qnf i rmation pages of an organization's (e.g. fin |
instituti gﬁii"ggm\g\(gﬂ;si te can be nodified so that upon clicking on gn“ﬁjsl\ﬁﬁb%!lm?"

button for an electronic transaction, for exanple, a request is forwarded
to the PKdl server using known re-direction techniques for a bionetrics
confirmati on. FIKhet Misettatseanvalternitize ihpleneatatibh of B @K dasdrverkin\atédrdanideavisiender
and i nvokes the PKdl Cdient 220. The sender's User Id is used to |locate the
bi ometri g .t al e Cj [ | ent
220 hen SO ERLPL et Wi PRE AR Bllerlh Bl kBBl iy dReiighalibd 21
aut hentication is successful, the private key 206 associated with the
bionetriB“”?ﬁaﬂature 208 is retrieved and used to sign the nessage context.
The digital signature associated with the transaction request and encrypted
wi th the privihetrkesacti@scandirmateon pages obarderganization! s @enithancigriogdyemg by t he
recipient. If a bionmetric signature fails to match 15 the requestor's stored
bi onet r i websttgRrhAbe mddifedoi thatupok elicking onh “adnssSadtoarfor iMele¢teasage i s  not
signed. A nessage is considered "unsigned" until the private key has been

vali dat e@arg'a’&idﬁ% gc}rg:?gx:npgi Y bedtlad: iSfobk 2aES §d ﬁlcslilﬁﬂ‘@éﬁéte%sif JUA reV@rdchibfiat i on

to strengthen t al “signature can be requested by the recipient

and/ or sender i ch. verification. cag.al be perf.orned i.n. anot her exanpl e
201 npl SRS AR EPiok BT RRETEA oBr qeEs XU g5 Bt e iRy A BRL ot o
sender can request an additional bionetric signature conparison against the
i ndi vi duthesendeengs wvekes the Bkl €lient@28nat ures are captured and maintained in
a dat abase for each transaction that is signed with a private key for a
speci f'i ed perTiogsendéres Usqrtld isaded tolveste itie siomeatcuempR@Bartdthe assoamtadsed t o
provi de access to the private key can be further incorporated as part of the

25 nRSsagfvatdialy 2082 THREKUINEnt20théteolleets thdlingivaiaD§ Biontedié SignMuRCEFS. This
provi des doubl e 15 WD 2004/ 006076 7 JUNE 2006 verification: using the

e AR P AE SR R R R

message i.n the . . . T
d signature 208 is retrieved and used to sign the message context. The digital signature

associated with the transaction request and encrypted with the private key 206 is then
forwarded downstream for processing by the recipient. If a biometric signature fails to match
15  the requestor’s stored biometric template, the private key is not accessed and the message is
not signed. A message is considered “unsigned” until the private key has been validated
using the individual’s biometric signature.
Further verification to strengthen the digital signature can be requested by the
recipient and/or sender, which verification can also be performed in another example
20 implementation of confirmation process 402. For example, the recipient or sender can
request an additional biometric signature comparison against the individual’s template.
Biometric signatures are captured and maintained in a database for each transaction that is
signed with a private key for a specified period. The captured biometric signature 208 that
was used to provide access to the private key can be further incorporated as part of the

25  message that the recipient receives for this authentication process. This provides double

15



nmessage iwsebhdsmpshgconparing that received bionetric signature w t7TIUNE2006
stored tenplate. It should be noted that confirmation process 402 can
include either or both of the 5 above bionetric verification
functionalities. FIG 5 is a flowhart depicting an exanple nethod that can
be i npl ercaficgibnbysing the ipdividualie htonmmtoe sigaatafe 208cto REeHss Sherprivateoaydi0di ag) t o
the invention. According to one aspect of the invention, the process

pr ot ect swélhg ig¢ln@ingMBOictid biorH@rie sizhatare hanwesssel Yo sighl he inBgagdi the
participation of nore than one individual. The followng 10 steps can be

taken t fo‘sgf iefragl c%@gﬁ%@é@r 1‘53?(38%1 ﬁigﬁeﬁiﬂﬁﬁar@r@{\ﬁm fﬁ@@%or&leﬁén{ﬁatéecur e and

certifiabl'e.® 1t shoul that the“enrol | ment process may only be
initiated once .a er's | i cati on has be full erjfied and proved by
the ent |ty ( dtgiouid ieinfa P pdiinaion B ewalR g nafuleciirst SbRBSGRREN Y he
user (eég. bank custo_rrer/_en‘gtlngyee),_wi Il gain access. 15 As shown in steps
S50251 @havedsomenric Yardicaiiehbmctentliigpl oyees (Key- Generator- | and
Key-Generator-2) / (KG | and KG2) fromthe service will access the

enrol | ment prRiGeS $s a Ao clmrodépietinizian exampld methdd rad caskse implemeiited bg ¢lie s
identifying information. The enroll ment process then generates respective

pre- enr QhidiBilnt KR EssHTh S PRALRIAR LB riem i ihbéhtioTPl oyees. I n one exanpl e,
the pre-enroll nent keys are unique and randomy generated 20 al phanuneric

strings. Prefgerab). KG.I. _an 2 W |.| cess_the enraol | ment  prqcess
separately tGesaRETiTeePRT ol ronithlian Rk Eysetodro Bl e dRplimBades
user/client. KG | and KG.2 will then forward the pre-enrol | nent keys to the
Key Gen@enaraiion praaessibyreainre hspartisinationof mogetanioge 1ndividuak i Tty fallewiigor oval
of the final enrollnment key. An authorized enployee fromthe organization
wi | 110be stepecateCaked toeansuieghK G raatsondy theBexRkd qorabpent kiey és sesere’ and
identifying information, the enroll nment process will pronpt 16 WO

241414/ Qeroi@i4ble 71t $hiEd BOQBIKEIEd Tk tHewrd WRer? heoRBY kY BRIIbAKRta dready

generated for the user. If this information is
user’s application has been fully verified and approved by the entity (e.g. financial
institution) hosting the service to which the user (e.g. bank customer/employee) will gain
access.

15 As shown in steps S502-1 and S502-2, two authorized employees (Key-Generator-1
and Key-Generator-2) / (KG-1 and KG-2) from the service will access the enrollment process
and provide the enrollment process with the user’s identifying information. The enrollment
process then generates respective pre-enrollment keys and communicates them to the
employees. In one example, the pre-enrollment keys are unique and randomly generated

20  alphanumeric strings. Preferably, KG-1 and KG-2 will access the enrollment process
separately to generate the pre-enrollment keys for every approved user/client,

KG-1 and KG-2 will then forward the pre-enrollment keys to the Key Generator
Administrator and Certifier (KGAC) for generating and approval of the final enrollment key.

An authorized employee from the organization will be the KGAC. After the KGAC has

25  entered prospective user’s identifying information, the enrollment process will prompt
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correct, ngmﬁ%g}{.,krrent process w Il produce the final enroll ment 74ewr 206
if required, can urther require a bionetric signature to be supplied by

the KGAC (S504). In one exanple, a proprietary programis used to generate
the final enrollnment key. 5 In step S506, the KGAC wi Il then forward an

i nst r uct KGAQ for tHeawBi pp&éhrodldmennk syisralreaty generatief fon ehetuser. U$ eHis ipforgnatiganier ate a
User I D) and issue a default/tenporary password to be associated with the

mat chi ng, {1 - ann! L3 kb afQtk tified
document- PSP e AR Brock Yy FoBRS (R AN cRrolinrd k% sl e r S8 L w11
contain the User 1D default / tenporar. ass inal _enrol |l ment key,
Srong. ot HERergERETaA BOTSTH RSB MRPURHEY o KO BPBbith oaf AkAEr Bt or

wi ||l then enter such information into the BioPKl systemin preparation for
enr ol | memrpprigtary ipeogramre dseddd gengratgthia final easediment katti on of the bionetric
data, as set forth in nore detail below FIG 6 is a flowhart depicting an

exanpl e net hdd step 8506 athe BEGA Wittt fedwdrd ahlisstrucdon &t theBickKIprdnciesgawk t he
PKdl server according to the invention. 15 In one exanple, after the Bi oPKl

adm ni st ALke BPLSE e LNSerdsRE a TskNNaABids@a UBfaliIRemPoraty S s swstdab bET - sal es
support group wll then be given the certified final enrollnent key. A

trust ed Lodi vl AU N bOR BT ST R RS MUOPRT SndLONRINL id 68 LE NI Gt the

prospectqs\gloé “user Nt TOr accessi ngn offmmuni‘catrng W

PDkl server. For exanple, the support group wil|_install Bi oPKI c¢lient

sof t war edogyaen fw?@éh%gm?@radmmlﬁtﬁaé% | Yuchicertified dpewmentayillsantas B S602) .
After installation, the user will use the client software to login to the

Bi oPKl dyst Bdndefmiltigemperatspassword and Smabendodmentrieyaiméng ethénmossiblkey provi ded
by the after-sal es support group (step S604). If this entered information

doeg onotjdéntityihg iffemsdtione 0 heBioP KBadmifistratoe will @iginSdnter isucinfUrARESH imb ke NOt
regi ster the user and processing wll end (step S608). Oherw se, 25 the

user wilg: e oft o itk Qi i rably,
the col IEabRERB5 G B ub R ooy B BEB R R BN

Per Sonalthé/bigxlrjl t%rcvda?a?gs Qé’t fctagﬁinsr%ggoc{ettailgge?g\g I ndividual to ensure that

FIG. 6 is a flowchart depicting an example method that can be implemented by the
registration process of the PKdI server according to the invention.

15 In one example, after the BioPKI administrator enters the user’s information in the
system, an after-sales support group will then be given the certified final enrollment key. A
trusted individual in the after-sales support group will then configure the prospective user
with a client for accessing and communicating with the PDKI server. For example, the
support group will install BioPKI client software and a biometric scanner on the client’s

20  workstation (step S602).

After installation, the user will use the client software to login to the BioPKI system
using the User ID, Password and Final-Enrollment-Key provided by the after-sales support
- group (step S604). If this entered information does not match the stored information, the
registration process will not register the user and processing will end (step S608). Otherwise,

25  the user will then be prompted to enter a biometric for collection. Preferably, the collection
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the namedyygsaiydoensk he actual person supplying the bionetric sanpl e o008
fingerprint scan) (step S610). If the collection of the bionetric sanple

results in the successful creation of a 5 bionetric tenplate (as determ ned
in step S612), the user will be registered with the system The user at

t hi s poiofitheddometnengd Hei perdoanllylafpentisedt tprthe sepportsgrete mdpadsalos dnsureithane
exanple inplenentation, registration includes generating a public/private
key pai ihd PimddRetRehe Aithl p%Fs%ﬂ%hﬁﬁyi%g@lﬁ%ibﬁq‘etrfce{a}d;ﬂé feaé% fRER M s&h) t he
user's identification information and the user's public key. This digital
certifi c@te éﬂsothen provided to the service (e.g. financial institution) 10 .
w th whi FP‘? Q user is intending to register so that the service can obtain
the user's public key far subsequent comunications. FIG 7 is_a flowhart
depi cti ng anlithgepliectionoh sir ipmetricsample esplisdpthn Bgcesyil preationgf % process of
t he PKdl server according to the invention. In one exanple, a service that
has & cobidmetnt tempilite (dsedeBiroiPhdd in\sEpeSnld), thawaser miid he ragistered with the system.
certificate authority 202, preferably a trusted third party) will have a

| ogi N sqheaserkeftis foinPEmLhangOhibMer &FaMi/@pofary s éh patsvord! BOGRSEafpleISer .
Associated with the login screen will be a script to |launch the login

e
process;of .. KAl S&EYEL ' ~ and
Passvior i phaalihl e BSlrt i inFH1GE AnEBAHE Tl B HATe RBY FLF (8 hERer sh B0, |
Bi oPKI  server (step $702). If the User I.D and password match (determ ned in
step S7O®pUNg %é‘gﬂ‘él&& fz‘%‘g EendRiBIng;the ’t‘%?’rﬁl“g?”é‘?\ﬁ/?qr‘)qn rF@f‘PPéWEH‘("a‘HBr fhe user
will be further requested to supply a bionetric signature (step S708). If
t he bi opeblicikeys i Tinedigital asoifirateds thempspwuded todthasersicet( . fimangrabinstitutionht e f or

that user, a redirect to the appropriate application or page is conduct ed.

For 1@xampthevhi¢hehiSuePid inteadinkab vepidert soahatuhdsanvice adreobtamatie aded’stpublia Account
and Password systemin the requested service for verification and

per mi ssj(gn@rg,ﬁ@g%@gnggmh{;ﬁi&ggﬁs, If the 18 WD 20041006076 7 JUNE 2006 | ogin
or bionmetric signature does not match, the individual will be redirected to

the FIG. 7 is a flowchart depicting an example method that can be implemented by the

login process of the PKdI server according to the invention.
In one example, a service that has a contract with the BioPKI system of the invention
15 (i.e.,certificate authority 202, preferably a trusted third party) will have a login screen before
access to the service is granted to a requesting user. Associated with the login screen will be
a script to launch the login process of the PKdI server. Once a requesting user enters a User
ID and Password, the information will be forwarded to the login process 306 of the BioPK1I
server (step S702). If the User ID and password match (determined in step S704), the user’s
20  biometric template will be retrieved and the user will be further requested to supply a
biometric signature (step S708). If the biometric signature compares favorably against the
stored template for that user, a redirect to the appropriate application or page is conducted.
For example, the BioPKI can forward the authenticated requests to an Account and Password

system in the requested service for verification and permissions granted to the user. If the
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desi gnatgg Efg fob@f bionetric failures and denied access to the requagt Bde
service ( 90 9 As expl ai ned nore fully above, BioPKlI can utilize PKCS

technol ogy to encrypt the bionetric signature information for transm ssion
to the PKdl server. The encryption packet 5 can further contain several

| ayers abgih bf Blonmltrid sikpatiRtdoesnotfidch,tthe mdbidial Wilkbe edi@ciedto tirs not  been
conprom sed during transm ssion, or at the origination point. \Wen the PKdl
server - : assigns
i quél R EERR (bPORIrc il BFLEE) RCEIRBIACRBLAka Schc EVES.
encryption/ decr . 0 rocess., As a. ult, .no identical transactions
may be creat e“tf,%ﬁiﬁm%'ﬁPfetfﬁ@vawea@@?‘gﬁéa“ Bg}ﬁﬁer#e‘g@%%%f'o@%?%ﬁqcr@tﬁg? 10
internal verifications can include IP_star’rP and a tine stanp. FIG 8 is a

f | owc harbtoran¢ sighatyreainfarrgtipn forirensmigsion e the FKHservep  Thgenecvatioy packst
confirmation process of the PKdl server according to the invention. If

conf 5r nghn Gunthef cantaia sevdraldagacof mterna infermanedsedttb ensuegjthas i packet basvartded t o
the PKdlI server using known re-direction techniques, for exanple, for a

bi omet r ipesh CMrbmiRHIdARANE faksnission, 9B 2Lthe ofidfaliby! hoi%?.r%'én 2P RSB rver

establishes a link with The sender and i nvokes the PKdl client software for

col l'ection. and transnssion.of the userys bi tri i gnature (st 804) .
The send&F'& Us‘é_*“r&(s][{q, §‘“"1se§‘"cf ‘t“(%h‘lng'(‘:%t%%’ %ﬁgespﬁ%g%g{gn ;§3§.Jtngr#%|t§ g“?%ﬁ@otgpari son
(step S806). If the biometric authentication is successful, the private key
206 assdheraqusst thet becomes pad of theenprepionidesayniion Rieeds t HS airgslt AR WRssage

Context. The digital signature is then 20 appended to the nessage to the
ser vi ce idenfiead itangactiond maybb createt r nar vall gineyt berascepdedby thedhioPKI bystemt Kitheyr i vat e
key is not accessed and the nmessage is not signed (step S808). At this

poi nb, fhemalrvegifithsts can inch@ddf IPrstanig endusime Stagpcess sinply by decrypting the
digital signature. However, additional verification to strengthen the

digital si gnﬁfG'.r&eis%afEb\p&aﬁ%iﬁgﬁ}(o af 8%%% bfAehod \)\Eét‘?ﬂﬁtbé | P%hgggﬁtd%‘ﬁtggsi ced

conpari son agai nst the indivfdual’s terfplate. ether t _ _
SB13. - THOEGA{gS PG GUg0y BRI SR G HeaP S ERynat ur o5 capt ured | n
step S804 CaInf c%ﬁﬁprna;t?gnacifnaeu(jsei tr;anasac(:jt%tnaig ?esq%esftgdr, tl?ear(ézguest 1s forwarded to the PKdI
server using known re-direction techniques, for example, for a biometrics confirmation (step
15 S802). The PKdI server 212 then establishes a link with the sender and invokes the PKdI
client software for collection and transmission of the user’s biometric signature (step S804).
The sender’s User Id is used to locate the biometric template for comparison (step
S806). If the biometric authentication is successful, the private key 206 associated with the
user is retrieved and used to sign the Message Context. The digital signature is then
20  appended to the message to the service / recipient. If a biometric signature comparison fails,
the private key is not accessed and the message is not signed (step S808). At this point, the
recipient can confirm the user’s access simply by decrypting the digital signature.
However, additional verification to strengthen the digital signature can be made by

requesting a biometric signature comparison against the individual’s template. Whether this

25  is desired (requested either by the sender of the recipient) is determined in step S812. The
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transacti ovO 2deanodose signed with a bio private key for a specified pgunetoosf
further confirmation 1is needed, the bionetric signature itself can be

i ncorporated as part of the message that the recipient receives for this
aut henti cati on process (step S814). This provides a double 5 verification

process bidiReHc dighaniteé Yiphual i st 5364 CankymaintaMld inasdatdbasefor yadh si gnat ure
that was wused to sign the nessage. Accordingly, upon the recipient's

request, j IR | . A . i: f § catal

Forwar de el Beh Ol B 48 B SERCP T4 S8Rt B R it hAfmdlfon
stored tenpl ate. Although.the present invention has be particularly

descri bed f\ﬁﬁ"qu’ the oagracty St%‘a%‘g‘tse aBrbéf"é‘f%‘Efa@prﬁéBFﬁQﬁaée messRgsat e shoul d
be readily apparent to those of ordinary skill in the art that changes and
nodi f i cateciprent faceiviae fardhimanthgntitatian peocess,(sise S8dde This poavidedepioubleng  from
the spirit and scope of the invention. It is intended that the appended

cl ai B i vikifiddion SreekssARMAARS indndduaddiprivartiiegns wellis the) ddiial 2(pRaturheiat vas
claimed is: 1. A nethod conprising: storing a private key on a secure
server, Ie Cﬁlﬁﬁlslh PecdhiSitf Ve Bo ,Ctééd?ﬁ'{;ﬁﬁ Ao tric
sanpl e f?sroegn&gglg}ég% rggsgsg |a"t§£ecé’fn\§/}\nﬁ%lg’t e r{:aqeu sl;élﬂs ggrrpsér?ng t he E?oﬁfautcrglg%
sanple to a bionetric tenplate associated wi.th the user..and providing
access tGMPRRVIYT # VERECRED tif‘%r‘“‘?@éwﬁ\ﬁ“?‘h”’t%ée“t“eh‘éé& FURER Jﬁug’f“ t hout
providing the private key to the user in accordance with a result of the
conpar i ragaisethe sendens starebmpdadr ding to claim 1, further conprising: if the
result indicates a match, generating a digital signature using the private
key to the usalthough the present invention has been particularly described with reference to the

10  preferred embodiments thereof, it should be readily apparent to those of ordinary skill in the
art that changes and modifications in the form and details may be made without departing
from the spirit and scope of the invention. It is intended that the appended claims include

such changes and modifications.
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3. A nmethod according to claim2, further conprising: providing theJdNEi20ed
signature to the service associated with the request. 4. A nethod according
to claim1, further conpri sing: providing a bionetric signature
corresponding to the collected bionetric sanple to the service associ ated
wi th the rBhasdsclaimedisiet hod according to claim4, further conprising:
allowi ng the service to determ ne whether to fulfill a transaction
corresponding to the request in accordance with the result of the conparing

step. 6. Al.net hadnabedéshpsiig claim 1, further conprising: generating
pre-enrol | ment keys for the user; supplying the pre-enrollnent keys to
respective key oS apoyae keyon ageswes 8 Y#Hg a final enrol Il ment key for the

user only if keﬁéé?iﬁfél%\éairgﬁ'wgeswor%gé%?é’to %l%gl,lgéé;t rator match the pre-enroll nent

keys supplied to ey 'generators, adm ni strator being a person
di fferent than ¢dectugya bionetdd eingple Bbm/a ddNkssabiafed Aviththigrtdqadt;according to
claim6, further conprising: verifying registration of the user in
accordance wi t hcoanpasmgdhg Bigmesic sapwle fofabiomeiicoemplaie assegiated et thag t he

bi onetric te for the user only if registration is verified; and
generating. tHe private key only if the bionmetric tenplate is successfully

created. 8. A nibhidth@aeedsdb ftg: rivatd ldyobusefwilth iRre@piRdiastdrg bassoci ati ng
user identification information with the final enrollnment key. 9. A nethod
accor di ng Viheut previding the private kayrpthenseyin acseidgped wigh enesutiafiteet ed bionetric
sanpl e forco%p%%gis% ion to an authentication server; and

2. A method according to claim 1, further comprising:
if the result indicates a match, generating a digital signature using the private

key to the user.

3. A method according to claim 2, further comprising:

providing the digital signature to the service associated with the request.

4. A method according to claim 1, further comprising:
- providing a biometric signature corresponding to the collected biometric

sample to the service associated with the request.

5. A method according to claim 4, further comprising:
allowing the service to determine whether to fulfill a transaction

corresponding to the request in accordance with the result of the comparing step.

6. A method according to claim 1, further comprising:
generating pre-enrollment keys for the user;
supplying the pre-enrollment keys to respective key generators; and
generating a final enrollment key for the user only if keys provided by a key
administrator match the pre-enrollment keys supplied to the key generators, the key

administrator being a person different than the key generators.
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including integrity information in the encrypted bionetric sanpl e.7JXIINE 2006
nmet hod according to claim9, further conprising: decrypting the encrypted
bi onetric sanple at the authentication server; and checking the integrity
information included with the bionmetric sanple. 11. A nethod according to
claim9, wher eismetkod ascenging tp daifmod, fartheycompobinges a uni que transaction

identifier. 12. A_.nethod ' toclaiml, furth i.Sing:
associ ati ng useEHBRISHIREPT shetsrngeruatgeokt neSTaPrvaP eI Hialng
mai nt ai ni ngr@id@ikbprl certificate containing the user identification

information and a public key corresponding to the private key. 13. A nethod
accordi ng to clea¢anng thenmemstne tehplaie &mdhe user enlypf registration essvesifiefl anger pri nt

scan. 14. An apparat.us.conprijsing: ns, for. stori a priv key on a
secure server . BAEANEE PEP Al ] robialsriramolie Bobbofiyervi co; “22 7
JUNE 2006 grgags for collecting a bionetric sanple froma user associ ated
with the request; nmeans for conparing the bionetric sanple to a bionetric

tenpl ate associated wth the user; and nmeans for providing access to the
private k the re d .access . but without providing the

f i t h
private kg%/ tgr‘%lﬁ%‘?}ﬂﬁaﬁ&cc?rﬁl%&?&%gﬁi u%letrr‘foglppélgﬁIaFSOSfatIPﬁélsgrcorrpari ng step.

15. An apHéérﬁiﬂéﬁti&?ﬁl%r‘&ia%nR@tlﬁt’héif'ﬂ‘al_léhrolfhﬁéﬁth&?. conprising: if the result
i ndicates a match, neans for generating a digital signature using the

private key to the user.
9. A method according to claim 1, further comprising:
encrypting the collected biometric sample for transmission to an
authentication server; and

including integrity information in the encrypted biometric sample.

10. A method according to claim 9, further comprising;:
decrypting the encrypted biometric sample at the authentication server; and

checking the integrity information included with the biometric sample.

11. A method according to claim 9, wherein the integrity information includes a

unique transaction identifier.

12. A method according to claim 1, further comprising:
associating user identification information with the private key; and
maintaining a digital certificate containing the user identification information

and a public key corresponding to the private key.

13. A method according to claim 1, wherein the biometric sample includes a

fingerprint scan.
14.  An apparatus comprising:
means for storing a private key on a secure server;

means for receiving a request for access to a service;
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16. An apparatus according to claim 15, further conprising: means TB{NE 2006
providing the digital signature to the service associated with the request.
17. An apparatus according to claim 14, further conprising: nmeans for
providing a bionetric signature corresponding to the collected bionetric
sanpl e to the dJesaps & collsestngs bigmgfricrsanipde irempeuser aspgciatad veppdieat us
according_to claim17, further conprising: neans for allow ng the service to
det er mi ne "%H&ther to fulfill a transaction corresponding to the request in

accordance W t hnéunk sroinpating g wiotp@Rici saghplEdRSHiorhStricABmpRIEAisBbdiste@C COr di Ng
to claim14, further conprising: neans for generating pre-enroll ment keys
for the uddth thewaersaddr supplying the pre-enrol |l ment keys to respective key

generators; and__neans for.ge i . final .enrall. t key faqr the user
o'y 11 keys prasiacd PrifubRERia P bleIaY Al E IR kel Rbrictent “keys
suppl i ed tat witoltoBam@rthé private ké® theMseriThdtobdanaé Vithkele\dt &f Aer son _
different than the key generators. 23 7 JUNE 2006 20. An apparatus accordi ng

to cl ai m TOmpRung $fep.- conpri si ng: means for verifying registration of the
user in accordance with a conparison of the final enrollnment key; neans for
creating the bionmetric tenplate for the user only if registration is

verified; 13nd madspatais 4LoRKR lodailnRl, BirthertOmbAYingnl y i f the bionetric
tenplate is sqccessful.la{ created. 21. An apparatus according to claim19,
further conpri $f thg repadinsdicges amabdi merpfgfor generatingendigitalsigriapie ugingr mat i on

with the fjinal enrqllnent key. 22. An apparatus according to claim 14,
further C(B}hep?ri“éa?%%% to & st

16.  An apparatus according to claim 15, further comprising:
means for providing the digital signature to the service associated with the

request.

17.  An apparatus according to claim 14, further comprising:
means for providing a biometric signature corresponding to the collected

biometric sample to the service associated with the request.

18.  An apparatus according to claim 17, further comprising:
means for allowing the service to determine whether to fulfill a transaction

corresponding to the request in accordance with a result of the comparing means.

19. An apparatus according to claim 14, further comprising:
means for generating pre-enrollment keys for the user;
means for supplying the pre-enrollment keys to respective key generators; and
means for generating a final enrollment key for the user only if keys provided
by a key administrator match the pre-enrollment keys supplied to the key generators,

the key administrator being a person different than the key generators.
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means for encrypting the collected bionmetric sanple for transm sSiQUNE268
aut hentication server; and neans for including integrity information in the
encrypted bionetric sanple. 23. An apparatus according to claim22, further
conprising: neans for decrypting the encrypted bionetric sanple at the

aut henti capi on ArSgpuiiis RB6kIRABTILRI 19 ARael BmpAGngNt egrity information
included with the bionetric sanple. 24. An apparatus according to claim 22,
wher ei n t he i nimeghs foy verifyongregistration atthegesr in acenrdanse withns e@mpasisondent i i er .
25. An apﬁ {h%t SIQCCﬁr%ilﬂgeto claim 14, further conprising: neans for

associ at i g User FIRTTFi Tdtion information with the private key; and neans

for mai nt ai ni ngneanslf@ickeating eed Bibmeticaemprntefon titduseNenlyseiegistaibl fsi cat i on
informati on and a public key corresponding to the private key. 26. An

appar at us veiesh dnédg to cl ai m 14, wherein the bionetric sanple includes a
fingerprint scan. Zfl 7 JUNE 2@26 '27t' An afét.inglntg.catti 03 in{rastructure
conprising:. a SEPDRIOT ERAY Y PR @5‘5?5}3%88 Jt hebipmetucdemplale 18 ser v ce; and a
client thaicceqlflifcdrsatéd.bi ometric sanple froma user associated with the
request, wherein the server maintains a bionetric tenplate associated with
the user for authenticating the collected bionmetric sanple, and wherein the
server prqyides access to a(i)ri %/atle k?%( fl?r use wth the re uest.etd access
but wi t hodt pr oV} BPREREHECSFI DR GCTREY [T JUrher COTWrsing Meals R ifingn a
resul t of ysdrhi@ntifichedt infsthia@bn with the &haltdngoliéit keged not naintain a token
for accessing the service. 28. An authentication i1nfrastructure according to

claim 27, wherein the private

22.  An apparatus according to claim 14, further comprising:
means for encrypting the collected biometric sample for transmission to an
authentication server; and

means for including integrity information in the encrypted biometric sample.

23.  An apparatus according to claim 22, further comprising:

means for decrypting the encrypted biometric sample at the authentication
server; and

means for checking the integrity information included with the biometric

sample.

24, An apparatus according to claim 22, wherein the integrity information

includes a unique transaction identifier.

25.  An apparatus according to claim 14, further comprising:
means for associating user identification information with the private key; and
means for maintaining a digital certificate containing the user identification

information and a public key corresponding to the private key.

26.  An apparatus according to claim 14, wherein the biometric sample includes a

fingerprint scan.
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key is used to sign a nessage for allowi ng the user to perform a trJANE2G060N
wth the service, the service obtaining a corresponding public key fromthe
server. 25

27. An authentication infrastructure comprising:

a server that intercepts requests for access to a service; and

a client that collects a biometric sample from a user associated with the
request, wherein the server maintains a biometric template associated with the user for
authenticating the collected biometric sample, and

wherein the server provides access to a private key for use with the requested
access but without providing the private key to the user in accordance with a result of

the authentication, so that the user need not maintain a token for accessing the service.
28.  An authentication infrastructure according to claim 27, wherein the private

key is used to sign a message for allowing the user to perform a transaction with the

service, the service obtaining a corresponding public key from the server.
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