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a device. An example of a system and method includes a device being configurable to

communicate over a data channel with an external security information source. User

identification information is received from the external security information source that

25 identifies a user. The device, based upon the received user identification information,

determines whether the secure data stored on the device is to be accessed by a user of the
device.

As another example, a system and method can be configured to handle encrypted

emnail messages stored on a device (e.g., a mobile wireless communications device). The

. 30 device receives email messages over a wireless communications network. The device also

can communicate over a data channel with an external security credentials information
source.

The external security credentials information source has alocation proximaté relative

to the device such that the external security credentials information source can communicate

35 with the device. The external security credentials information source includes a security

credentials tag or card which communicates with the device over a wireless data link or

through an external data port of the device. User identification information is provided to the




t hrough an external data port of the device. User identification
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FIG. 4 is a flowchart depicting an operational scenario wherein an external security

information source is used to handle secure data stored on a device.
FIGS. 5-11 are block diagrams depicting various and different uses of a rules
database and an external encryption function for determining whether access should be
25 granted to data stored on a device.
FIG. 12 is a block diagram of an example mobile device.

BEST MODE FOR CARRYING OUT THE INVENTION
FIG. 1 is an overview of an example communication system in which a wireless

30  communication device may be used. One skilled in the art will appreciate that there may be
hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The system
shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most prevalent

35 Internet e-mail environment where security is not generally used.
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Message8ending and receiving; they also include dynamic database storage engines that have

and

predefined database formats for data like calendars, to-do lists, task lists, e-mail and
documentation.

25 The wireless gateway 85 and infrastructure 90 provide a link between the Internet 20
and wireless network 105. The wireless infrastructure 90 determines the most likely network
for locating a given user and tracks the user as they roam between countries or networks. A
message is then delivered to the mobile device 100 via wireless transmission, typically at a
radio frequency (RF), from a base station in the wireless network 105 to the mobile device

30  100. The particutar network 105 may be virtually any wireless network over which messages
may be exchanged with a mobile communication device.

As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender 10,
located somewhere on the Internet 20. This message 15 is normally fully in the clear and
uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and Multipurpose

35 Internet Mail Extension (MIME) body parts to define the format of the mail message.These
techniques are all well known to those skilled in the art. The message 15 arrives at the
message server 40 and is normally stored in 2 message store. Most known messaging
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SYSUeIMB;, 1ude the MobitexTM Radio Network and the DataTACTM Radio Network. Examples of
older voice-centric data networks include Personal Communication Systems (PCS) networks
25  like GSM, and TDMA systems.

FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices. The system of FIG. 2 is
substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
program 45, a mobile device cradle 65, a wireless virtual private network (VPN) router 75, an

30 additional wireless network 110 and muitiple mobile communication devices 100. As
described above in conjunction with FIG. 1, FIG. 2 represents an overview of a sample
network topology. Although the encoded message processing systems and methods
described herein may be applied to networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned briefly

35  above. '

The central host system 30 will typically be a corporate office or other LAN, but may

instead be a home office computer or some other private system where mail messages are
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system 30 or a computer 35 within the system 30. The other main method for data exchange
25 is over-the-air using wireless networks to deliver the information. As shown in FIG. 2, this
may be accomplished through a wireless VPN router 75 or through a traditional Internet
connection 95 to a wireless gateway 85 and a wireless infrastructure 90, as described
above. The concept of a wireless VPN router 75 is new in the wireless industry and implies
that a VPN connection could be established directly through a specific wireless network 110
30 to a mobile device 100. The possibility of using a wireless VPN router 75 has only recently
been available and could be used when the new Internet Protocol (IP) Version 6 (IPVE)
arrives into IP-based wireless networks. This new protocol will provide enough IP addresses
to dedicate an IP address tc every mobile device 100 and thus make it possible to push
information to a mobile device 100 at any time. A principal advantage of using this wireless
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separate wireless gateway 85 and wireless infrastructure 90 to be used. A VPN connection
would preferably be a Transmission Control Protocol (TCP)/IP or User Datagram Protocol
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usi ng t hhsssegeschegsre3d oV mmjlbelewzémtsartehﬁ)tlesstsecmnlthbrbzétham wefd rebthe- shel f

VPN co S“&esk@opuﬁod(&tamuls gn% 3*5e€thuF1 é‘ ﬂré/@é?larﬁé‘ft felddgeh %&Eh&ﬁ%&v"ay 85

and wireless infrastructure nnectr on
pr ef er afiepvesd theedinegipe éﬁ“&ﬂﬁa'@oﬁ raB'ij tf-"? d’ﬂ%%lde("‘?@ﬁ) PI petgrabls upe tig agr am
Pr ot ocolmessagd RBpthdgingaactetiueoAndtberdgal vkethist hutemesslage s tdimaiotinythéo t he

mobi | e %\ﬂe%%m&%omi}afnoﬁ of YHer&Ji m\ép%g;e e)lc§ Rk s@ﬁ@érsae;?ldethg h‘?&b\%eg' nk 95 to

the | nterne e nost n connecti on nmechanj sm avai and has
been desdFasedThiplaws reply Wéesé%ﬂeén*é’t regch dbf PRRTPPEHTE éi)‘?étﬂflé‘ﬁ%farlﬂl @son g
conposedliewsid “froed diakjdo 1&flect havnolgletusersedeskidp aleinsbar UdiQg da usee's eat t he

message s&f x&dreésoframhé %c{gﬁé"dfé%é ado %MoM"ihe re%g.wé@%s%eo{oogap%m LN the

nobi | e JgV|ce ) hi Irection takes nmessa
r e- envel B8, theag‘ePsrﬂSF @&S'QEFGQF rogighe YRy Sé’eﬁ‘ﬁg% Plb‘it"y” AP %P?Véﬁ‘%ﬂ Xb‘eé‘éﬂ?ﬂ? es s ion

and encrdgpiceont.al gorithm can then be applied to the original nmessage 15. In

this way, ”ﬂﬁﬁ?&?&e&%‘ H&Ek {oqﬁé‘ p&‘f‘ 56 Qﬁd 8?%%'6% c@ﬁNéc%ﬁtythQwearﬁ@ouBQjeb:@és sgcur €

than if thg\%were rea tion suc W thin
firewal 100pfhjs ?P@E%‘&'QB?E‘W&?@QBY aﬁ)@”\*ﬁé’éﬁ ‘iﬁrr?é‘aP’JékSh %éweoﬁi?t%ﬁéﬂ}a&ﬂ? 45 and
t he nobidfdardeviecs. EOOthpeefskillabliny thes art tdfipersonelsdigite asesipactksa@DAg) tedhni que.

Anot her sQH@‘lror?{at;Bﬁ”tﬁe SLELnRRYELAR Exdrinkd SR} AN i PErsoRdfii6RRi0

i nformat.ion o nal messa the receiver's
addr ess.Man?a%ma'm g’pff VWheaex 9?%?‘}f§’£cfﬁ9ttt'ﬁﬁ s dekgendste baé%’ﬂ‘i’ nati on,
and al sdn gaantipwsulkhis Aeture mihd fecgirds & darge baeitidth e getddnded ongethé snabés kt op

addr ess.qelf3l Ao Wﬂ@reqﬁ@in B2 Ged Gl the AR $58 LA TR RSy TRBILL &1 ¥ Ghel 00 al | ows

t he recei ved message appear ' as
purposes, including settan) p a private security key 111 such as an S/IMIME or PGP

specific private key, the Certificate (Cert) of the user and their Certificate Revocation
Lists (CRLs) 60. The private key is preferably exchanged so that the desktop 35 and
mobile device 100 share one personality and one method for accessing all mail. The Cert
and CRLs are nomally exchanged over such a link because they represent a large
amount of the data that is required by the device for S/IMIME, PGP and other public key
security methods.

FIG. 3 illustrates at 200 a system that determines whether access should be
provided to secure data 202 on a data processing device. In this axample, the system
200 is depicted as operating with a mobile wireless communications device 204. The
device 204 can receive and store messages received over a wireless communications
network 206. Whether a user 212 of the device 204 can access the stored data 202
depends upon information supplied by an external encryption information source 208.
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t hough the nessage originated fromthe user's desktop system 35 rather than
the nobile device 100. Wth reference back to the port 50 and cradle 65

connectyywpizbys/20sehe nobil e device 100, this connecti armpeistvonidisss nmany
advant ages for enabling one-tinme data exchange of large itens. For those
skilled in the art of personal digital assistants (PDAs)

an
synchr oni zatTingrextarnd sesdity BieRmAlon SPUrce xOR £RPEIRALSS ‘t‘"ﬁh they deyice; 04myeE onal
I nf or n%téﬂé}nall\@éia&ﬁﬁiﬂ{h}l ir{ b t&ﬁb@qdé%e%@ﬁhfﬁ%ﬁ&ﬁﬂﬂ@ﬁhaﬁ:@ﬁ td he ddvicet204. me

this data tends to be large _in uantltgﬁ)ﬁtﬁ e/ in nature and require

| ar ge BARHHEAIdeniitcalien INIGHPRIPNOHE T IER A MRS IccUSand6 G0 dhe dBeUdRst BaEt @ be
used omnd BEcUrOafhta ibjz)s B26&d apoh it réBeWedl &@r Reentt@ioh Ghfofhdtn, tn;wamées

i ncl udi ng setting private security key 111 such. as anncg_,5 or
speéi f i28 &eFQfﬁ‘ﬂf@Sl&’é’}BthQrHBe@WPﬂ%?%z {Oe@'feﬂ)m@for?%2mef e REVIReAYA Is 0
Certi f ingaicBedRRUON R h@R 212 bbihe deWidb460. The private key is preferably
exchanged so that the desktop 35 and nobile device 100 share one

per sonal i t y FAHd 4ofePifiat b @PERiona c3resrriy wiareingfn extgral gacprity jinfereRlian 4r ¢

nor mal lgi@¥ G a8 tin v:RidIisd €Bewre | ddik sl&ﬁéattﬁﬁatdlﬁﬁber ﬁmres emmgel fe@gtionanount
of the data that is required by the devic dother ublic

key s&eenareyofidenbad dewpereoewlemauéﬁpaﬁf»@sdeaa wm? ig Sg%q eﬁ]ﬂe%a VieRBE$AP nes
whep hensacnesgats vyl rdaveebeeﬁ reawyged He%bré %Iﬁ@%eﬁﬁfo&ha Q8vied Wheﬁhaé BsgHoPERSSi Ng
device. In this exanp é/ depi cted as eratl né sg
mobi | edW'P%F@%@P@dHrﬁ&ﬁ?s@aiP? i %@W@é%@%ﬁ@ deyice: OBDINCREH ot SRR RS and
store RERSADestefRE 8E¥ Ay M&imation JoRlRSSo ST GRintifdSion NfbiMRdtlon2&h be
Whet her a user 212 of the device 204 can access the stored data 202

depend @ YRS TP Sienttesal SRR IRIarRHORPON er nal encrypti on i nf or mati on
source 208. The WEra43etid) ismiAidh €040 450 Bbanlexidraaksh esmart caeiC etcl that

informati on source 208 co nicates with the device, 204 over, xte

data cRapmecuity geg@}tra[sow%\}g%%;(Jgewchgnyeerr ga?ueélﬁ?f??dlf%ﬁ%ﬁ% gﬁg? aE""‘ne
devi ce imfnation ursEEhad deBtdtiohCarbkiataté Réletiveatd e cﬂéi&li’d slidrethad tiepeglefiat user
(e.g., the int ed(r%ded recggl ent of the secure Based,( upon t he

od v stottn Eradaarals roHRAtR SRS AT COUNRE eI JB Hevba. Sars Prues

whet hekyidelt@s glaUinRk. data 202 | ocated in storage 210 of the device 204 is to
be accessed user 212 aof the devjce 204. cts er at i onal
scenario \/\hé?'éi‘ﬁw'é?ﬁ aeﬁfeé’r delamines t}aﬁeﬁfL&HDHéF SRmms%‘ %“ Wgﬁggeeg xtefal
hapgll i @lcmpmf@rmm s6LIeE efhetitr ahgleydute dalanstbled @xthepiegicopetoabé analssed
scenari o of FIG es, at st

RGP aviG e (Rerr Ry I & Betithial bedl ot g Mt BB El o

sent t@ mbssageWedeto WWeedevicey siian afothidreunauthorized/unintended user of the device is
not able to access the sent message since the device does not receive proper user
identification information from the external security information source.

25 It should be understood that similar to the other processing flows described herein,
the steps and the order of the steps in the flowchart may be altered, modified and/or
augmented and still achieve the desired outcome. For example, security credentials can also
be stored in the device that encrypts the data as well. As another example, a method can
secure data on a per emailffile basis that is sent to the device or configured to secure data

30 on a different basis for storage on the device.

As another example, a method can be configured to also identify a mechanism that
the email/data is to be encrypted while stored on the wireless device. This may be achieved
by the recipient and/or IT (information technology) administrator being able to setup rules as
to what data is to be encrypted through use of a rules database. As an illustration, FIG. 5

35 depicts a system that includes a rules database 310 and an external encryption function 312.
In FIG. 5, the system allows a wireless device 311 to obtain cryptographic key information on




device attenpts to access the stored data at step 254, the device

comuni cates at step 256 wth an external security information source so

that user identification information can be provided fromthe external

security information source. The external security information source can

be an external tag, smart card, etc. that 15 has security credentials

which identify a specific user The ext er nal security credentials

i nformatign,saurce. rOXI r tive to t devi ce such
that t net BRpaniats 2% et S5 L BTGt B ettt edF el frunt cat o

mnth t hepbthingid bg corsmuticading wiftesuch sowigasel ess data |ink. The deV|ce at step 258

det er m nes bagdpeRthRR mnbé:esriﬁemewta Bnéctaem%@raﬁéi if 40s $@eHri ty
i nfornmati on source whet her the secure evice |S to be

accessed oyt fE ao%’x??'ﬁ“e‘eg'i’iﬁgte‘?f noladie B?Ciifi°ﬁdﬁ§}”‘8p‘i ‘af"fj’%‘i‘ti"i‘ E%i |13PP BRESFC of t he
devi ce iwedwith thk e teidg steitt gpickartyingf, keya foressagon sed endnptivhadgai#hw.ce, t hen
anot her Um“ﬁ)ﬂﬁ’éﬁé&%@é%‘bﬂi &gigé"i’ne il &yt H&a%iﬂ%&ﬁaé RinctBRd to%%b@esis’ access

the sent nessage since t vice does not receive proper

i dent i fiSEBEFIBRH SilAfOMFY P& PWR“H@“@%P@F’H%I’"”%é@ﬂ?'lct'?y frﬂ'i"d'i‘errﬁ‘iti“ttﬁ%e sour ce.
25 |t shaol dubs thinde ek adecublitkeySh Bbdj@fctidrowitthe dedriteing pIORRE 36 Aeerfdt ows
descri be hcergén the steps and the order of the steps in the flowchart
may be altere nodi fied and/ or augnented and still achi eve the desired
out cone. For Pewﬁqame ensyplinn; fugction Sdé sontains theagibaerver's be TSisdPeday Ret he

devi ce tsmaoeaﬁhgﬁ@mishﬁegmgiasaﬁew.hthe%eta@agetmr exarrpl e, a method can

secure data o il/f aS| s t.hat VI ce, or
configured tdpssg‘c?@Peat g& m%’d)r 'Sdiaf'?fgriree%b%ﬁ o trgede}aB o%a aendotﬁet he

devi ce. M@Ieammm&wmhm@l iigs staregetvheta sursclier vishéd iguricadhe éatal(asﬁ(ﬁhp\dent ify a
nmechani sis§)ahe mhriaes@mde/o%ire {!asssﬁo‘?vnt%ﬁ 3%)%@)/ mbe@hb\ém Icersth %e&téprmai the

wirel ess devic | ent and/ or

(|t or mECPBRIR Sihe S ahpimaiaR THEBA K 1 ek Fam s GRtaRe 1 wfes 1o
what datsabscsbéroaheéee tierdapt (eslsftdaneugiv)use of a rul es database. As an
illustrati On,Wiﬁi r%’feréicéﬁo H@O'ﬁcéﬁeiﬂaiﬁyeﬂt ﬁﬁé WQESS' cﬂe@’cé‘%@‘? c@n Bé'hﬁ%leqarﬁ abase 310

and an external encryption function . , the systemallows a
wi r el esSTGERRf ways3 4ot 35 rmailm 2t W%‘{ﬁdaﬁh‘ir@rmw ‘iaﬁfb&r‘i?ﬁ? B3 R§h email o

file- by-bhisiia.eriﬁsasétamadm tdmaie mafohndd usgetharemtl eam@fcordaéred toshdndlifgerules cessed
aut hor i éf\ﬁtgﬁfgjgtabgse ﬁBtiﬁihg%ﬁiamX 95‘?“&”6 E{leric te‘é" |i g u?e‘ri%*ﬂﬁ&gé St%%z ulhg rules

dat abas can be con ure ch

encr ypt &dMpger ﬁeys%@cﬁﬂscm?sé‘%fi 'ﬁyéﬁﬂ Q?rgfiﬂ?fate‘jl HS'%EFIC’E’”'%WS ac‘fa'léé@p@ the

i nf or matihdastrf. The @AM .§ pRe6isthiCio thes @irelbsd ddvick he 3D abeisegedsérathecrvielese hangi ng) ,
keys for nc§1y1|o”t1|a n.an s eg z{ypti on algorithm Wpreless device 311 stores
the emai’f and/ o at a so has functions to request a subscriber's ID
from an ext erﬂiﬁa‘ihoe'hmrliﬂﬁt VOWePlji’fR:tH’r%ﬁf e avirglgels devisgll1it avidbey tof aspIstthe dat abase

encrypted data, the wireless device 311 communicates (as shown at 330) with an external

dle\(?"l

security function 312 {(e. g. , tag or smart card) to obtain an D 332 that identifies the user. The
external security function 312 provides this ID 332 to the wireless device 311. The wireless
device 311 also requests the public key at 331 in order to decrypt the data from the
encryption function 310. The database 310 also keeps a copy of how the ID 332 from the
external security function 312 was generated. The database 310 also generates a copy of this
1D 332 and combines it with the master key 320 that was used to encrypt the data. A public
key 334 is generated (as shown at 345) and is sent (as shown at 335} o the wireless device
311. The wireless device 311 combines (as shown at 336) the public key 334 with the ID 332
to obtain the private master key 320 that it then uses to decrypt (as shown at 337) the data.
The user is then allowed to view or otherwise access the data.

The approaches described herein may be varied in many different ways. For example,
FIG. 8 illustrates a system that includes a database 310 and an external encryption
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310. It uses this IDwth the public key in conjunction wth a decrypting
algorithmto decrypt stored data. An external encryption function 312
contains the subscriber's ID. This ID nay be static or changing but is the
same as the one in the database 310. As shown at 313, emmil or data is
transferred between the database 310 and the wreless device 311 where it
is stored. When a subscriber wishes to view the data (as showmn at 314),
the wir : [ - ' . : ' ' fromthe
ext er nall MR STE HEC BLEHER, 6834300 Mol ikibing B ARRERRL RYaRabd oy

f r om t heedeftcaniack fog 17 seesifichiecivienh aed idpése cambPAaR: {heddiliemit(esPs Hfown at
317) . Wikibrmiagibarfoneact apkdiic uber avithetigl ID deiny $iaticd onichatghgys, Bepsi e 311 can

be handl LF iffe . .sych as all emmils are encrypted, or
encr ypt iegg“)ggbnn %‘ed Eglﬂ‘oénng Hgﬁaié“%%nrtﬁg'rmi | basis. This determ nation can be

performed by Wirlessnggvicendl Ingfoes iparedived deimdi #lag hesfestiong (e ndafdt abase
310. |f préessifginstrddibas)3d teduesit Dddyping kypired,ani dxtdrsal ehemptdnadunabed at 322

usi ng %15%%gH%ééﬁ?‘%'ﬁ'ﬁgte?w.‘ﬁ%@gi%gfﬁy can be generated using techni ques

available’int . _ I'S then sent to the wrel ess device
at 323 and stlecriestn eREYRiondIneEan Sthetqniansing sphscibyeddme W efmoltea.  As
SEown i 'kefd. Ghissub¥diidbr ICh@aysadtatiiorichéngMy iRl €55 bel ¢l the3blthavbad Bshé O access)
the en i V] i at 330
w th an Babenafi e ohiafh U BoRRip RS Giival bhoSAIBRIDIGEN 6% hERaRoRLY B
obt ai n dbpsertase inthadatagan 310 dsap msohedpseonpible fakenstrzag thakleadeyige f uncti on
312 pr ovieglestindthe kbPs3dthotigedtb@owbr el ess device 311. The wirel ess device
311 al so req .St i i C ] ta from
the encrypt iq%ﬁlé"?%rnc% (%;ﬁp%'f%.n}ég%é%tgi?é? g%"aeseﬁ‘t@é’lg&é?éss% %?e%%ghe E@%’)‘?g%f how t he
| D 332 fdeyire Bhé whesg bisgipredeBilien eysubseitber wishsa fo e threAdle REHOWTISE dat abase
ﬁlo glzgmg,euhervaﬁems@emewbt@fnsttm Secryilod &2y aﬂd1&ﬁﬁfﬁith€§xtbm§l§§ﬁdﬁ/p&im maste(r]I
ey . [ ey is generate
(as sho&%&g{m gﬁﬁoﬁﬁﬁh% g“%&ﬁé&%ﬁ@%%&%? (§3€g§d%oa??ﬁé' W rel ess device
311. The wi r diseqsillgtiAtier oRthis PRSI Ssshomsiivwatata ge) be secyedPre key 334
wi th thelelidréBR a Useretvidinast WienpthbviadEodiis tTer prsesnt 32@ fidnabeihg nidkédn uses to
decrypt o gs, Mk eah a§§tt%2;r, ttt%ier%%)ﬂon oﬁtﬂs d‘d%%a* B fs%&ﬁec%é ﬁm‘éeo%vkg tf! €W or
ot herwi se access the data. e approaches desc Fbed ner ei n_may be varied in
many di fPreeehit fremhsingremorses ipp¢ditionthiesdalg qap bgseryee o 8 segficaifet Ant
i ncl udeswetl, ttatedP peeRibg ofitd usdrs EsinelcoddsirgnidtfbineitioB shidurCthb @BviddBe I n this
exanpl e, flgg SYst emyghecks incoming files/messages if they are to be
encrypte or a specific recipient and device conbination. In addition it
keeps |1 D i nfloeddiipnihe key éat lweapatershycan seterahienrrveline upctori ¢/ B atic or
changi ngpcurk@ ysthé @evice to which it is intended to be sent. Because the external encryption

function may have no knowledge of the device ID 320 that the user is using, this
information may be needed to secure decryption key 321. The device ID 320 is encrypted
at 328A and sent in its encrypted format 329 to the device for subsequent transmission to
the external encryption function. '

As it is not necessary for the wireless device 311 to be in contact with the radio
network for a user to read email, the external encryption function can be configured to
determine whether the request to provide a decryption key 321 is valid. Therefore when
the encrypted data 323 is sent to the wireless device 311, a challenge 330 and response
333 (as computed at 328C) are also sent. The response 333 is the response that the
external encryption function generates when external encryption function uses: the
challenge 330 it has been provided, the external encryption function's unique ID 331 and
the ID of the system that performed the encryption of that data, which in this example is
termed the global ID 335.




encryption and an encryption algorithm Wreless device 311 stores the

received data. It also has functions (e.g., data processing instructions)
t o requwet2oss/aesisypti on key from an external encrypti arCT/OAZ04/001561312 and
subsequent |y decrypt the fi I e for access. The external encryption function

312 contai ns_t he bscr 's I D as | as ot her riber ID
raybo stati o TOF 810 tarnules B0a2EL an Eredipon ey ad that 1 reoP ga f e .
310. Th es@’:1 dewisor eys datads @émgnsernhm estrandsh cﬁanmgatmmmi BB0ITHEkey 821 e

sane as. those stq

nsur | ninrvEupleRoviic e dvice S 920 B¢ RBnies et s B2a Shtrania uest BensdrPlgha

or dat a3ps the Hasd 322 edhich is3tb3bd ebMERNtHehGevita abﬁ@]c%%daagtatm \HnESHaRS
devi ce 311 s stored. \VWen at3§ubscr| ber w shes vi ew t he data as

showh afleviegJp 3?% lengects0 ad\FPERoNSB B35 AL B0 iy ‘?58 G- at 316 from
t he external A@rsmwnﬁn PIG. foyfetwitdlesdldbvive 31haécéum; &ricBated et 328 enchgied he

data (as_sho ). nillustra I S approach hows
ow dar 2005 15 328 talbiod Tl Sa rospanta oe8 Whors e est RS fooviaisita fiaf ray
occur. tEﬁcrpbtféhleﬂﬁe wiedlgsd devmaeb®i 1nQerﬂfBVtﬁd enﬁiwfadomméertw 829, tchawe”r{gbfﬁ%of aride
encr ion o e Sec revent i ro

bei ng. r ERBORRE SR AR T ROCOIET dUFIon Scarb et 18 BHRA A ceriemehs
wel 10 theds@bmrp{e@\(ﬂatl ng ot her users from accessing that information should
the device b | oan stol en | ost on. the key 321 r d by
b ext or nal | ORCIESRRY GHPEDRI tSaen Koy Sibe e Broins (e es SRR

is Ik nt etréeds kr‘ibvhﬁtr(])'slﬁ@lf in Bml g@ggg pth(astsnbwalataamypnd oreatd wiﬁ(ﬁry;ﬁﬂ(em'ihave
no kno e t this tion
tay be. HHdey e badiar e Fpvont Bl $85ent e dinFdb e sByal B! oo
at 328A32pdt34B. in its encrypted format 329 to the device for subsequent
tra mSS|on h ernal _encryption function. As it 1S not necessary
foriThe wi r of K8 1halitetes, 30 ePaiangl Sgmpaite T fia REPEEHE Ohervsie For
gser tpenaahphcmrrmnbtwhrt Be2. a«ftarrﬁa@pteatay?annpte‘maandzmm @20, bbaltengé lagmmh to
et er mi ne _whet t he request rovi ecr

Ther ef oFBPARS5]. A Skees) sretyelich Bnglas F QRN ¥ Siedled BalR sy
a chal | angtd 380-cand us&sthmreeelveaﬁ&h aﬂlesgecmandadombmaﬁm v\ethetsaJnﬁacmaslémze The
response p et at tern encr i nction

gener at a%ﬁﬁ%r??‘)é’ﬁfi? %i‘; g y?)t?regn ﬁ%? S_res[pﬂég gﬁglf eggo@gﬂt t has
beell pr mspdesk 35hie tha tampals tbemoafqeprbdmasdunaeﬁBﬁnt 5 then Ruevr DaBBik requesttidie | D
of the S stemthat performed the encryption of that data, which in this

exanpl e¥ ‘éj terned the gl obal 1D 335.
The external encryption function 312 then computes at 360 the crypt key 321 using

the challenge 330, unique ID 326 and global ID 335. The key 321 to be sent to the wireless
device 311 is encrypted at 370. This can be achieved by taking the encrypted device 1D 329

25 and decrypting it at 380. This device ID 320 is then used to encrypt the crypt key 321 to
create a secure key 336 to be sent back to the wireless device 311.

The systems and methods disclosed herein are presented only by way of example
and are not meant to limit the scope of the invention. Other variations of the systems and
methods described above will be apparent to those skilled in the art and as such are

30 considered to be within the scope of the invention. For example, the sysiems and methods
disclosed herein may be used with many different computers and devices, such as a
wireless mobile communications device shown in FIG. 12. With reference to FIG. 12, the
mobile device 100 is a dual-mode mobile device and includes a transceiver 411, a
microprocessor 438, a display 422, non-volatie memory 424, random access memory

35 (RAM) 426, one or more auxiliary input/output (/O) devices 428, a serial port 430, a
keyboard 432, a speaker 434, a microphone 436, a short-range wireless communications
sub-system 440, and other device sub-systems 442.
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-9 WD 2005/ 020503 PCT/ CA2004/ 001561 The dat abase 310 conmputes at 328B an
encryption key 321 that is coupled to the wuser to whomthe data is being
sent to via random chal | enge nunber 330. This key 321 is then coupled with
the device ID 320 to which the data is being sent and is used to encrypt at
324 the data 322 which is to be sent to the device 311. Encrypted data 325,
“encrypted 5 device ID 329, challenge 330 and response 333 are sent to the
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can be wmeddam tchmtriveicaioor septiditiedafbus3 2 exahdethelenoide delic82MOt magecr ypt

the dat @omardicab o@é@amcéﬁetﬁlb@ subh ab Eh)}»’é“fttﬁeaérﬁﬁ)g%Fdl@lﬁb@ﬁ@lﬁbpﬁ%orii& gh@rio from
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devi ce shown 'Ijhe J:lacl;éd gle&gn ofI {I]:ertrangge%grcg’l} ucA %is fr]é%uentcp%and component
selection, power level, etc., will be dependent upon the communication network 419 in which
the mobile device 100 is intended to operate. For example, a mobile device 100 intended to
operate in a North American market may include a transceiver 411 designed to operate with
any of a variety of voice communication networks, such as the Mobitex™ or DataTAC™
mobile data communication networks, AMPS, TDMA, CDMA, PCS, etc., whereas a mobile
device 100 intended for use in Europe may be configured to operate with the GPRS data
communication network and the GSM voice communication network. Other types of data and
voice networks, both separate and integrated, may also be utilized with a mobile device 100.

Depending upon the type of network or networks 419, the access requirements for

the mobile device 100 may also vary. For example, in the Mobitex™ and DataTAC™ data
networks, mobile devices are registered on the network using a unique identification number
associated with each mobile device. In GPRS data networks, however, network access is
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nmobi | e device 100 is a dual -node nobil e device and includes a transceiver
411, a mcroprocessor 438, a display 422, non-volatile nenory 424, random
access nmenory 35 (RAM 426, one or nore auxiliary input/output (1/0
devices 428, a serial port 430, a keyboard 432, a speaker 434, a

m crophone 436, a short-range w rel ess communi cati ons sub-system 440, and
ot her device sub-systens 442. 10 The transcei ver 411 includes a receiver

412, a t4:3PSHkE WRk aéaéscnaaio%@asofé%@@qew@& GPRE d@\v.c Bﬁa{ 1\/}8&\}.
osci |l | at ors 413, ant ennas

rocessor é éhﬁ
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herei n &L ddlabId ithB: the SV betied tPa %o‘Bﬁé Bé\ﬁéél @m b%m‘éblgfto or even

to wirel g£se, comun cati1on devices. The devi ce I'S pr ef e¥ab| y a
t wo- way TERTHRTR YNNG rFORERHNEUAS, PYY t%ld%*é “%‘de‘dPaOWS’fﬁﬂi‘Hl%‘é{t PEHY
capabi | irequsd cphrationd, encheasd@ll’ emetgeecyediinge devi ce 100 nay comruni cate

over a voice Jpl Wy kfeqﬁh'&h v Ye@ltdibg @ngéwguow %gi&r@ér rad |HaLAT

net wor ks, and % SO conmmuni cate over a ta ne he voi ce and data
net wor kORIt Se melile Aevigasi00 may glen P@‘dcﬁmﬁ?‘&%t@'@ﬁ‘“ﬂ@ﬂ@” A4S These
voi ce ariocladigaboth tvaize ketidndaya bignalg paeatte netoonks #i10a8igosls medeved ke thsi ng

separ at ean'té?mfné aﬁé A tHE %orgﬁhb%aﬁo% r#!é’i\ﬁ@r,( St Qta'ké)fb%ted"ts ftl‘{@lre‘éﬁw&oﬁtzr Qhfrs, etc.,

or they \{\;d Integrated Into a single wire transcei ver
411 i s (RSOl AMPtcatian. frRaYensy AevsPiversia. fitlgiing; sRaneisslectid. recei ver
412, theatd:ramﬂnmatytmo ﬁerdetahelogmed:gitalnnnmrhm:aﬁkna&@ctoIdagaibbdscswdrb%namd t he DSP

420. ThqhQ%’ce%Q glg éészﬁﬂwg%é ngﬁ@g& e %Ea%rﬂﬂﬁl orfs0 saa@' afsraglaﬁ Qeth

transcei vers rovides control 1nformatio
recei verdeﬂ?ﬂu'éﬁ‘ﬂ‘ ?%d%‘a&ﬁ@ntpﬁee?e@med Ffing theeDvBi428- Hnd siaiteh "@ORfuni cat i ons
occur atsignalsi tngleetrénsetiteenioythe ortwirio déd wres pacesbed einsludihg riddetptienaheés, then a
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ransmtter Al'ternative requencies are
utilized'digl 1 ANE09 Eﬁ’ﬁﬁiﬁ'ﬁ%aff?%‘ﬁECWé‘Psﬁ%nvﬁéﬂ% Wit eel '6?1“§’”f 8rd exanpl e,
then a piansaissiby toothe comaluniostiinl leatok 819 dd thecatteriva 4d8ed t o generate a

plural ity of fLaghsne ,ﬁécegg.hg%om%mcéneng@ﬁa;g%eg@séz@agépmmwks 419.

| nformati on, which 1 nclude ot h vol
comuni dt EPSCRIET SRRIYly R erraple, the SRy Ig¥s!s anplied o commprigatiga sigeal it he DSP
420 and théecaiverd@rarcdbs oanst3Ber 4MThenajetcandaptivadlesirgoliaf thtdugh tiuanadei ver 411,

such as grn%uﬁaﬂgohmim%m%%nﬁ the%@épe&éd Phnerkd ldeﬁx@erl ﬁ%ﬁr{thmg\‘ I be

dependent u%geg comuni cat 1 on net wor Kk l'e device
100 is iAYERFEPe'IPERENECEN thedtS eﬂ%l%wéderéo H’E’B'idPé"Qﬁ%\??%t'E@Gd FeRtehded t o
oper at e of thedraNeseiver Afver i can mar ket may i nclude a transcei ver 411 desi gned

to operate wif nﬂ&)ﬂPr%Ees%oV%S E&Bﬁéré?) y M RBs GRIBIHNGRARL BILAPSIRLS of SUCh as
t he Mobi texTI\/I OJ
the mobile device 100. Many types of microprocessors or microcontrollers could be used

~ here, or, alternatively, a single DSP 420 cculd be used to carry out the functions of the
microprocessor 438. Low-level communication functions, including at least data and
voice communications, are performed through the DSP 420 in the transceiver 411. Other,
high- level communication applications, such as a voice communication application 424A,
and a data communication application 4248 may be stored in the non-volatile memory
424 for execution by the microprocessor 438. For example, the voice communication
module 424A may provide a high-level user interface operable to transmit and receive
voice calls between the mobile device 100 and a plurality of other voice or dual-mode
devices via the network 419. Similarly, the data communication module 424B may
provide a high-level user interface operable for sending and receiving data, such as e-
mail messages, files, organizer information, short text messages, etc., between the
mcbile device 100 and a plurality of

-12 -




nobi | e data comruni cati on networks, AWPS, TDVA, CDMA, PCS, etc., whereas a
‘nobi | e device 100 intended for use in Europe nay be configured to operate
with the GPRS data communication network and the GSM voi ce comuni cati on
network. Other types of data and voice networks, both separate and
integrated, may also be utilized with a nobile device 100. Dependi ng upon
the type of network or networks 419, the access requirenents for the

nobi | e dgyi ; . : : ' h itexT d

Dot aTACT o SeueBEiathe etk Bic 19, o BB oBecsly s o BN 08 o1
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channel sel ect’ on, tc. , and nmay al SO provide ana 89 Rl gital
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nor e Cconppieme@OATTOHExERPIE 0SS 4 HBSH hOMsny cBMBbheRs ofhDbdidly badlRREGURAN 1 19N andl
ner si gnal s

decodi n erformed using.the DSP 420. In a simlar, .

Lo be ¢ kBB BRI Sraleh i Sae et et iBeBader e AP RR Al a1 on
and endngngyoletisrmenempeincliestaurpfPoi4piwam dncdrles # 2@ INdhdtded be o t he
transm tdgdutetly thOmicrébraiebdk 43(A08} B8 DBRUBY, HicRBing BIVBRE EBEMuMBagBRNVEr Sion,
filteri nng P%Afl (o tt' on and._trans 33%4%2 ta t he communj cation network 419
via t he "XIFENFE" 4 899t FORGHMETIOR T%JL% AR PHEY oTIRG CREIBANE | gnal s,

t he DSP n&Dleatg4N for oarmdesout b plurdlityani sther fuecticoo Mthesd modutrs sex axypliied by he gai n
level s WHicﬁc%r&c@ss%Pmﬁh& Blobil aShighRles iffltack [ﬁﬁwe@ﬁ%' sef aftithe i Ne

transmtter 4 may be adaptively controlle rough automatic ain
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Tor e SOplb ShLAAL 88, SN IRbolach el LBARGEL R, dlbiic INT6i-ARIRGESSOr 438
ﬁ t he gvera opération of

preferably rmanages and controls
modules, or parts thereof, may be temporarily loaded into a volatile store, such as RAM 426

for faster operation. Moreover, received communication signals may also be temporarily
stored to RAM 426, before permanently writing them to a file system located in a persistent
store such as the Flash memory 424,

An exemplary application module 424N that may be loaded onte the mobile device
100 is a personal information manager (PIM} application providing PDA functionality, such as
calendar events, appointments, and task items. This module 424N may also interact with the
voice communication module 424A for managing phone calls, voice mails, etc., and may also
interact with the data communication module for managing e-mail communications and other
data transmissions. Alternatively, all of the functionality of the voice communication module
424A and the data communication module 424B may be integrated into the PIM module.

The non-volatile memory 424 preferably also provides a file system to facilitate

storage of PiM data items on the device. The PIM application preferably includes the ability
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the nobil e device 100. Many types of m croprocessors or mcrocontrollers
could be used here, or, alternatively, a single DSP 420 could be used to
carry OWO 200%020803ct i ons of the m croprocessor 438. Laret/exmlode@ssmni cation
functions, includi ng at | east data and voice conmuni cations, are perforned
t hrough SP 420 e.trans er, 411. O her hi gh- vel
comruni éét | 8 ef:%'g? |dt8P?s ‘te@f‘rc?‘fﬁ‘ig% '(?8 c® @o?ﬁw}mcﬂgﬂ ?’E‘H th%ﬁ’ﬂc@aqqdoﬂatﬂMA,
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ent er i ngleacdegikinfonmpatiayey feomovingenswerssy chip frear the mabdle alemoerﬂﬂﬁl,l fomdxapmple.
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ron- 1oL Abbas oE SR p3R e A AR YRR I s ol L RGP
addi ti ono eonaltlea umeﬁcabetrpgefsgesmmﬂhrwgmdm e)damabdswd:a)wé.cﬂv\elre Epwin:’atimm@rcbd t he

oD 1 SBHhEa 1%y ek SR Nl ALAR PR ThASSR BAERh

sof t war can execut ed e m Ccroproces r 438
(an@por uske tEIPadi20) encrmﬂmdkeygoatovﬁec@emﬂmmm aomoremewre methad thanlat a
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bet ween ;g 4ok A FhPExdMAL! £ USB port would provide an interface to a similarly equipped
personal computer.
25 Additional application modules 424N may be loaded onto the mobile device 100
through the networks 419, through an auxiliary I/O subsystem 428, through the serial port
430, through the short-range communications subsystem 440, or through any other suitable
subsystemn 442, and installed by a user in the non-volatile memory 424 or RAM 426. Such
flexibility in application installation increases the functionality of the mobile device 100 and
30 may provide enhanced on-device functions, communication-related functions, or both. For
example, secure communication applications may enable electronic commerce functions
and other such financial transactions to be performed using the mobile device 100.
When the mobile device 100 is operating in a data communication mode, a received
signal, such as a text message or a web page download, is processed by the transceiver
35 module 411 and provided to the microprocessor 438, which preferably further processes the
received signal in muitiple stages as described above, for eventual output to the display 422,
or, alternatively, to an auxiliary 1/O device 428. A user of mobile device 100 may also
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device 100. This interface typically includes a graphical conponent

provi ded through the display 422, and an i nput/output conponent provided
t hr oughwiohm®o#e20s43i ary) / 0428, keyboard 432, speaker 43CT/anrhemvaisephone
436. The operating systen1 specific device applications or nDduIes, or
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Bl aci ng THSESe o ToRY At e ok G 2Bl Mot MhigidbeS o, B2 ATHdr
port 43B8efsfoft $pecifioblidne, desilable from the Institute of Electrical and Electronlcs Engineers,
25  relating to wireless personal area networks and wireless local area networks, respectively.
The systems’ and methods’ data may be stored in one or more data stores. The data
stores can be of many different types of storage devices and programming constructs, such
as RAM, ROM, Flash memory, programming data structures, programming variables, etc.lt
is noted that data structures describe formats for use in organizing and storing data in
30 databases, programs, memory, or other computer-readable media for use by a computer
program.
The systems and methods may be provided on many different types of computer-
readable media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM,
flash memory, computer’s hard drive, etc.) that contain instructions for use in execution by a
35  processor to perform the methods’ operations and implement the systems described herein.
It is further noted that the systems and methods may include data signals conveyed via

networks (e.g., local area network, wide area network, intemnet, etc.), fiber optic medium,
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100 to the serial port of a computer system or device. The serial port 430
may al so be used to enable a user to set preferences through an external
devi ce w0 ®maf/a20s03e application, or to downl oad ot her mppCAmatb@ssmodul es
424N for installation. This wired downl oad path may be 20 used to |load an
encryption. key onta the device, which is a. npre cure nethod than .

o han CABIob VSR TIPS eGP RES: Bl tF SolrFuigEner wiE RerdPRre Ay PriessPeces
for ot heevisks, e ddesigaals cpatchsy amy obal ¢frthe ddadiisotodedehenabithas idprovided 190,

in addition to,or instead of the serial port 430. For exanple, a USB port
woul d pPB&P'Ei’ea V%t erface to a sinmlarly equipped personal conputer. 25
Addi ti onal application nodul es 424N nay be | oaded onto the nobil e device
100 through the networks 419, through an auxiliary 1/0O subsystem 428,

t hrough the serial port 430, through the short-range conmunications
subsystem 440, or through any other suitable subsystem 442, and installed
by a user in the non-volatile nmenory 424 or RAM 426. Such flexibility in
application installation increases the functionality of the nobile device
100 and 30 may provide enhanced on-devi ce functions, comunication-rel ated
functions, or both. For exanple, secure conmunication applications may
enabl e el ectronic commerce functions and other such financial transactions
to be perfornmed using the nobile device 100. Wien the nobile device 100 is
operating in a data communi cati on node, a received signal, such as a text
nmessage or a web page downl oad, is processed by the transceiver 35 nodule
411 and provided to the m croprocessor 438, which preferably further
processes the received signal in nultiple stages as descri bed above, for
eventual output to the display 422, or, alternatively, to an auxiliary 1/0O
device 428. A user of nobile device 100 may al so 14 WD 2005/ 020503 '
PCT/ CA2004/ 001561 conpose data itens, such as e-mail nessages, using the
keyboard 432, which is preferably a conplete al phanuneric keyboard | aid
out in the QAERTY style, although other styles of conplete al phanuneric
keyboards such as the known DVORAK style may al so be used. User input to
the nobile device 100 is further enhanced with a plurality of auxiliary 1/0
5 devices 428, which may include a thunbwheel input device, a touchpad, a
variety of switches, a rocker input switch, etc. The conposed data itens

i nput by the user may then be transmtted over the communication networks
419 via the transceiver nodule 411. \Wen the nobile device 100 is operating
in a voice comunication node, the overall operation of the nobile device
is substantially simlar to the data node, except that received 10 signals
are preferably be output to the speaker 434 and voice signals for

transm ssion are generated by a m crophone 436. Alternative voice or audio
| / O subsystens, such as a voice
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nmessage recordi ng subsystem may al so be inplenented on the nobil e device
100. Al though voice or audio signal output is preferably acconplished
primarily through the speaker 434, the display 422 may al so be used to
provide an indication of the identity of a 15 calling party, the duration
of a voice call, or other voice call related information. For exanple, the
m cropr o€EAHM8: 438, in conjunction with the voice communi cation nodul e and
the operating systemsoftware, nmay detect the caller identification
information of an incomng voice call and display it on the display 422. A
short - rahge chmmimidclet ppgretichuliopst date pa@essingatiavice foc hartliog securddataobi | e
device  dOed @ indNRRUDAHSEATHA 4B EBYS LAHLHARIAD aomrﬁ%?e B¢ £8a@and
associated circuits an onent s short-range conmuni cat i on
nodul e sHEANg$vith aBIBEi@f%ﬁﬁFFPHBWQW@OBISOUf% Sstdzn@hoqumr@mgf or exanple, to
provide for C@ﬁé‘“ﬁ?}%bl‘ RRnMchiors irfdrimdtidry frematkeskisHAt &Brity aRErmeianhces.
Those skilled in the art wll appreciate that "Bluetooth" and "802.11"
refer to®®Y%ts of specifications, available fromthe Institute of

El ectrical anghdkiache @nérasi sebgity pfdratictbsdutdedtidsigotRioMipFaxIneas rp@vgonal ar ea
net wor ksto%('ddé’\‘ﬁcrea ess |l ocal area networks, respectively. The systens' and
met hods' “dat a nay be stored in one or nore data stores. The data stores can
be of many diwifeeiatie gsppiienidicatrindnfageative wdetfesatedataygri@nimseg construct s,
such as RAM 4ROV yﬁﬂgr r ranm ng
vari abl es, et% |t'“&£%§%% ﬁ%%mﬁ%?%Eg%?b%%ﬂﬂ%@ahﬁéﬁﬂg%ﬂ1ﬁ@emg{@gfor use
in or garfegriRglatmeiored epithrplatiseds iorbe3poersed brgeser gthsieniss, nmenory, or ot her
conput er -r eadabl e nedi a for use by a conputer program The systens and

met hods nay b prOV|€ E dlfferent types of conputer- readable nedia
including c et gt g §I dpsdquiseds a visleseyobdy SRBIPBICARAR| £ 1 ash
menory, miaspwmrre@mmaremaﬂrmaseag@t@/e) atviedese @binaiufichigis IMébidroNghdr@ih use in
executhﬁ ?%Emem gro%§§ 0%329 perform the nmethods' operations and

i npl enen 8 "EyEPe B "HEsEPHET herein. It is further noted that the
systens and nethods nay |nclude data signals conveyed via netwrks (e.g.,

| ocal area n r c medi um
150 2005/ 020501 PRt PLARRL G PR TuE e o PR iy rEoton o R by 7, TP
for comieffliearrasinate ehchothet the W@aidsst:@ntzpm@@mmgour%oarcwmcm@at@lat a

si gnal s \afnhé advice; afnyrewméthéta%aﬁrréemama@s siveabasef kr ei n that is provided

to or froma device. 16 CLAI MBS . A nethod for operation upon a data
processi ng device for handling secure data
4. The method of claim 1, wherein a first user of the device is the predetermined

user and an infended recipient of a message sent to the device; wherein a second user is
not the predetermined user and is not able f¢ access the sent message because the
device does not receive proper user identification information from the external security

information source.

5. The method of claim 4, wherein the device not receiving proper user identification
information includes the device not receiving any user identification information from the

external security information source.

6. The method of claim 4, wherein the external security information source includes
a security credentials tag or card; wherein the second user stole the device or the first
user loaned the device to the second user; wherein the second user does not have the
proper external security information source for providing the user identification

information that corresponds to an intended recipient of the sent message.
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stored on the device, wherein the device is configurable to conmunicate
over a data channel with an external security information source, said
met hod conprising: receiving user identification information fromthe
external security information source; wherein the external security

i nformation source has a location proximate relative to the device;
wherein the user identification information identifies a predeterm ned
user; determnin based upon the received user identification

| nf of matt-on, | VIRDREPY PHRAMIE SicEs T seATY e At 2t ROTHRN B8 deyioe diabe
accessetrdlyp® ths@staof the device. 2. The nethod of claim 1, wherein the
device is a wreless nobile comunications device that receives enai
nmessages over a wirel ess comruni cati ons network; wherein the data includes
an emai 8. messkgemeBiod Hielairet 6) othenéin dhaierteinal wherrigi nretibrdiasxtagraradaréecurity
| nf or .rmtcjo%ﬁ%lé{e%% H‘I%%Bkligg viala%ﬁetlésg%oﬂh%{c%n%.cﬁ I.t hat t he- exter ”.6"
security Information source can communi cate W e device; wherein the
data channel includes a wireless data link. 4. The method of claim 1,

wherein g firgle Hafbg Ur ddif dlamicrSn e LRERI 888HES FleREHialsUBE  ordddy an
i ntended reci pient of a nmessage sent to the device;, wherein a second user

messag .
is not CREYICEHEIRMRide8Ee Haah exienal datadpk-abl e t o access the sent nmessage
because the device does not receive proper user identification information

fromthe external .securit, i nformati source., 5. The nei ho f claimd4,
hhorel nithe. G peRad b a1 T e s, Gt BOterdi 7 PRcaTrbi e RS mat | on
i ncl udedetdne tkedatads Bobt th ebeideviosy farphswser thetlemtinténdedtredpientndérdy g i on from

t he exgﬁhggkoﬁ%%gg%%gdg@fprnapion sour ce. 6. The_nethod of clain14,
wherein tThe external "Security information source includes a security

credentials tag or card; wherein the second user stole the device or the
first user heRnedhdd HaWiChndBintREdRE KM BRAy MNGNRIEN the second user

does not have the proper external security information source for
providing the user identification information that corresponds to an

i nt ended2r eciTpie@ndth@f oft dEMSE MheRESBARLa is I arl endiRe Rt Qthil@fstotdBbin 6,
wherein _security credentials are stored in the device that encrypts the

data. 8¥e¥'%et hod of claim6, wherein the external security credentials

tag or card communicates to the device via a wireless comruni cations

channel 1 39' W@ nqutM(;bgc?f d:?éimcllza&vnérgm tﬂ@ﬁé&ioQ ahmﬁis%)ﬁo?rs%%s rafe§ iatrMes

credentials tag or
database for determining what data for the device is to be encrypted.

14, The method of claim 13, wherein the rules database is configured to check email
received over a wireless communications network to determine whether received email is

to be encrypted for a specific recipient.

15. The method of claim 13, wherein the rules database stores user identification

information for each user, keys for encryption and an encryption algorithm.

16. The method of claim 13, wherein the user is a subscriber, and wherein the device
receives a subscriber's identification information from the external security information

source and a public key from the rules database.
17. The method of claim 16, wherein the device uses the received identification
information and the received public key in conjunction with a decrypting algorithm in

order to decrypt the stored data secured on the device.
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comuni cates to the device via an external data link. 10. The method of
claim1, wherein the data is secured on a per email or file basis before
the data is sent to the device for ensuring that an intended recipient only
has access to the secured data. 11. The nmethod of claim1, wherein the '
data is encrypted by the device. 12. The nmethod of claim 1, wherein the
data is in an encrypted formwhile stored on the device 13. The net hod of

laim1 h d
Gat abase'® o T BrIAPhaoNLE AR P RHE e s st iR s heRel bt ea. 14
The met Hoel defice Irequesir®), SWsemtmr’ﬂ igemdficatibr snfaratadibmdom thecaxtdrnguseedrity o check
emai | %Prhéi{%ﬁ sBYgE aﬁ%}’ésm‘i’é .ﬁ$éqt gﬁ?@gﬁé g@%ggﬁ&ﬁkw&ﬁuﬁstﬁmﬁ&é £rmne whether

recei ved enal e encr ic reclpient. 15. The net hod
of claim13, wher ein the rul es database stores user identification

i nfor matigon fofe REHBd BE8EIm K& Wshelah tRNGIeY R ém@t@méwaﬁb @élﬁFé’@ét!a Gh&l gori thm
16. The pethod of claim 13, wherein the user is_ a subscribe and wherein

the devidedice deteanipes beseqHeet hgdpealvedyisat idPF‘?fE&f“i'%‘rf”ﬁOHT‘%ﬂOHa‘f"F‘%TherftP%m t he

ext er nalsesgredatd store bo tHepddvizg is 1B Qdraeesabdlbpa e df thekRyickr om t he rul es

dat abase. 17. The method of claim 16, wherein the device uses the received
identification information and the received public key in conjunction with
a decr y0 ng Hlegowttodnoi rlainoride rwhicoeid ebe yeterndlesexuotye tifal@biorsscwred on t he

devi ce. 0?1% n%8a q@%rlﬁghgﬁwtlﬁ%h% %fgpn-gazon "%]%fr&h Qh%sc e?’g i gﬁéa? f the

secure data resu evice requesting s er s’ ication
i nf or matiffermation i aiw%@dnarhegel@aﬂaf@pasa nformati on source and results in
requesting the public key fromthe rul es database. 19. The method of claim

18, wherein the user is able to view the secure data if the device
determ rids, bASSBENIPHAT ¢RE #3 de{RRY tes\er isu sibpscrieelt pRAWheIEBr MR Bn,

whet her sﬁJbﬁ:rleIGWhes datveevs iy @giaosn tihe ddave Cei ﬁ.rdl&sb@e\mceﬁalagl thy a user
of the devic: rnal security

of LS oML SR 2RSS RO 0h LD d0s S eh e Bat etnal sgouri
wher ei n dblenssubsidic kbefrors thedrelet idhiabadd fonusel yftbe daticedn dewrraingg whetieai ned i n

t he rul qéawﬂggmﬁscn@érto Q%ﬂq@&ggd of claim 13, wherein the user is a

subscri ber in when a  subscriber wishes to view the data on the
device, the wireless device obtains the subscriber's identification

i nf or matbon frhamhéthed BKEIBRNS , ARFIF ey wirdlESY B&de0bnitMEsRe aflthic RBY ai NS a
public ket¥1 fromthe rules database for use by the device in defernining
whet her W the identitication information to obtain a private master key; wherein the private

master key is used {o decrypt the data for access by the device's user.

23. The method of claim 1, wherein encryption of the data is performed to secure the
data on the device in order to prevent it from being removed; wherein the data is secured
on the device with respect to a specific user in order to prevent other users from

accessing the device if the device is loaned to another user, or is stolen or [ost.

24. The method of claim 1, wherein incoming data received by a server over a
wireless communications network is checked by a rules database to determine if the

received data is to be encrypted for a specific data recipient and device combination.
25. The method of claim 1, wherein when a user of the device wishes to view the
data, the device obtains a decryption key from the external security information source so

that the user can view the data.
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to allow the subscriber to view the data. 22. The nethod of claim 21,
wherein the wirel ess device conbines the public key wth the
identification infornmation to obtain a private master key; wherein the
private naster key is used to decrypt the data for access by the device's
user. 23. The nethod of claim 1, wherein encryption of the data is

per f or metb. t o 'B'@CMétaodi e clathatl awbereinhe clpiogephicrke9 rgd@erated R @ asxterndl from
being renn ecured on the device with respect to a

sel rﬁ¥i nform 1]0 rE)uc i data&t,{o VIC
specific e NI U S ?)?ee%'é% Ifeh '%Gsers from accessi ng the device if
the device is | oaned to another user, or is stolen or lost. 24. The nethod

of claim.l, WiRrSLio4 BF TS, \Qﬁér&nrvﬁ-f‘eﬂ't}{@‘ae\hé’%?ué Weths BV \get w the Wik €l ess

comuni catlons nefwork I's checked by a rules database to ermne if the
r ecei vedhatais sericeypted. e dpdes serds aorengryeisd cdavice identifier. e challenge andl devi ce

conmbi natb@dnsle & extBtd) OOty Ghiatbn Wu%ee'%em#rih@ éakﬁe‘?r'ia] ofectifte device
w shes to view the data, the device obtains a ecrg%tl on key fromthe

exter nal'“fg@&E‘PFﬁ?“rP%FBTPHﬂP?%ﬁt@dﬁﬁ‘d?ét';063 ke rem @ Vglid powePRaed wPehe dat a.
-19 26. tW@@ed’éﬁfbeﬁxanﬁng@@ithé enohplerl devieCitiyitifiog naRidic, bkaydgpoartased by the

external  se ur| t t on_spur,ce i.s .sec evi ce. . The
met hod ST '%y Jﬂ%?‘éﬁ H”vﬁ?é’FFetshgefﬁ'é’v'i‘aé'S“ L*u\éaifj%h? se"f 6"%58\%”{%% dat a
that is nnfnmqtlpn ed,lrce bempléws the kegnsing the aattangpt; ethetdvinedey tesent bitee, a
chal I engg, 2894 &3P Rl RvbB® G4k 8lN@ky security information source;

: T
wherein the exter naﬁ? zecurl ormation source determines if the request
for a key is froma valid source based upon the received challenge and the

encrypt eg. deviCadaftRi fof bsdratiofBoh 'a%atz?ﬁr%@é%s%%v?c@ Bwhei&ih R\ @viceuri ty

information source's determnation of valid , the external security
i nf or matPBITUEHIR ReCABRPIEES O¥ele KB UhepmRy "‘t'tﬁé'”c?fﬁ?rf‘%'rﬁéumy\mgf‘ﬁ“ﬂ” the key
I's sent sborcbh®wmpiiemgce and is used by the device to view the data. 28. An

t f t he d
O Cont 1 gur dBFE Po R e s BB’ BB B u TR el
secur i t yronmthe ertetriabsecusty inforenaticosqressi ng:  data processing instructions

configured tQ .eaelKe, W3R sb&ﬁmﬂilhfo}rﬁe?t[on%uk@fh% 08 B, P:fo ';ﬂ/&}tén %O friggt er nal

security infornmation source; he external secu rmation
sour ce hatheglevieeati on proximate relative to the device; wherein the user

identificati Qhetdif MBI iBENtHERRAidibmtion RERFRE 8 deedmiteg sedat a processing

instructions configured to determ ne whether the secure |
data processing instructions configured to determine whether the secure

information stored on the device is to be accessed based upon the received user

identification information.

29. A system for operation upon a wireless mobile communications device for
handling encrypted email messages stored on the device, wherein the device is
configurable fo communicate over a data channel with an external security credentials
information source, wherein the device receives email messages over a wireless
communications network; said systern comprising:

means for recelving user identification information from the external security

~ credentials information source;

wherein the user identification information identifies a specific user;

means for determining, based upon the received user identification information,
whether a secure email message stored on the device is to be accessed and viewed by a

user of the device;
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information stored on the device is to be accessed based upon the received
user identification information. 29. A systemfor operation upon a wreless
nobi | e communi cati ons device for handling encrypted email nessages stored
on the device, wherein the device is configurable to communicate over a
data channel with an external security credentials information source,
wherei n the dewreir thec®itarasl sstatily credsaigRsinfr@btian wbired @88 adosaibni cat i ons
network; sai d syst.em conptising., e faor receivin ser, i.dentification
"ot or iR e L FP e " TR SR S e B BB e

wher ei n soneeuse comnoenicateivithttheosdevioef or mati on i dentifies a specific user;
means for detjdiiniig e bFSPhAiRg LR AiE SRINRHoH SE ol HERLS heaklap
information, ether a secure &mail nessage stored on the device is to be
accessedredeatials g can which commigticatesenitdle gevice ogr amireleshdatadinksxt er nal
security credgpdilaSirkinfser BRHEQRViROW £€ inidRied rd@SaiticPA mdNQYd BBLteorel ative
to the device such that the external security credentials information
source dBRYREFUNi cate with the device; wherein the external security
credential s iwHepsinel b6udns QECH hotCAb @S abceseahl sént medsagemetalse thag or card

whi ch co nicates wth the devic e a wreless data link; herein a
flret udByegdogh 85 ebo Gttt ibofieglo T olimaridty s B serBpec s 16 e
devi ce; onuEntalsinforeetmrsburser i s not able to access the sent nessage
because the i 0 i al t LfLcati Lof ormati on
fromthe ext evgﬁg "qgré%gj%?at% g%({r@ggdn;élssé SQP ﬁ orgéncgltgl%yoﬂ'%sgoﬁ;%g%mﬁgwggn t he
dat a i s d6EbE§Ht ed based upon security rules stored in a rules database.
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