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[0003] Because the JTAG interface can be configured to provide access to all
logical structures and registers within a device, secure devices can be compromised via
an attack executed using the JTAG interface. For example, a system may use a secure

hardware key stored in an ASIC to allow encrypted data to be decrypted at the device.
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BRIEF SUMMARY OF THE DISCLOSURE
[0006] A secure electronic device and method of securing access to a
communication port of an electronic device, such as a JTAG test interface in an ASIC
are disclosed. The device may be secured from physical attacks by initializing the port
in a disabled or otherwise severely limited state. The configured accessibility of the
port may be enabled when the device receives a non-secure access key vector. The

ASIC compares the received non-secure access key vector against an internally stored



ASI C conpares the received non-secure access key

vector against an internally storedaccess key and
wepablbesss he communi cation port in the ASIC i fP@EI/US2005/022937

predeterm ned rel ati onship exjsts between the two. As

part of enabling the communi cat i on port, the ASIC may

performan initialization routine and may sel ectively

enabl e access via the communicatjon port in response
acoess Loy eué eeabldsithelcopmunisatiayiiarinthe ASIC ifphredeterayged

confiqurat.i o e t erm ' .

EPTphehth R Belifoén e AR, LRt sl 8 ehfhunlion pqrt the
ABR P petfomt be irdiigdizhisnrating ahdisiag seestivelyoshable access via the
securing an electronic device including initiali Ziiﬁ%access

qRMBREIANAN N ARPORTE 113 PIedRi I ERoTSA CRnTFUEATy |
V ' &/ Ri§&OWithin th
CReRSERSH oS b BEkAncd SATRAR AR o M SRARES of e RS ANithin the
Asui.ce to an enabled state based in-part on a result
of conparing the access key vector to the stored
ﬁﬁ)@?ﬁs key Jf088dct e 8ROLARE RBRRS h mdiktRl &Hiseilriptntlectronic
ncl'udes a method of securing an el ectronic device,
devidelidcinding mitinkiding thegldchrenis|device im# disaflod state; Fecgiving an access
oundary scan test disabled state, receivin .
ROhiech B L0 JE5 e orouP S S it S Bt qting the
LRt e i A8 &ricBRNABIEd SRR based B @kl aeQBiSS doaiparag tieraccess
to a stored access key, performng an initialization
keyocestns to thetstnredhagressdialyr e access key vector and the
stored access key have a predeterm ned rel ati onshi p,
f0008] Ng at I arsier asicf, dsadisdesues holullesd mgthblief securing an
Initialization process,. and settin he el ectronic
clevorac deyiee. BIUIUEE o G Edha B UEPIS SRacACURTETy grap tes
f I idaryAeah Rt
e S e AL P At
ilnstfave, dongiaridp g monkeum@acyess kaynvéoirdo hatoeedcanetisdeyed
to selectively. provide a.boundary scan access to t
BTG 3 TR EE ROBrTS if 6 B BABCRSEP Jee Vel T B pored
GO BYE§ ﬁ?é?i@fe'n%ﬂ'eﬁ JelhQorlsRPSbaRIn2 Nt RAGINS MR Ystate following
vector “via the boundary scan interface, an access key
thednitielizasiohipgenees] andsatting heaslectionie sevikeip a/boundaryzean gnabled
conparator confjgured to conpare the and initialize
tsﬁarg’%aééim @%é’é’sthg?talf’aeﬁ 8’&%@18%%{‘3%” on a rel ationship
of the access_key vector to the access key val ue. i )
10099D] | n Yestilbanothes pspesh e diselomreinghidesi sesure fleqtigaic device

{ est ' | i { I
B R oo L R E o oo SRR B Bty scan
kedesy/BahOdevied hseding)apicdi Diebicacdesg istate, haunliogk ehdie stodule

interface coupled to the tester. The .
configured to receive an access key vector via the boundary scan interface, an access

key module configured to store an access key value, and a comparator configured to
compare the and initialize the test access state based in part on a relationship of the

access key vector to the access key value.

[0010] In yet another aspect, the disclosure includes a secure test system
including a tester configured to store at least one test vector pre-pended by an access
key vector, and an electronic device having a test interface coupled to the tester. The
electronic device includes a test access module configured to selectively provide a test

access to the device based in part on a test access state, an unlock chain module
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a register, can limit access to secure portions of the device using one or more fuses that

can be selectively blown. The state of the fuses may be read and corresponding chip
access may be enabled or disabled based on the state of the fuses. Upon initial
energization or power-up of the ASIC, the state of one or more of the fuses may be
floating, random, or otherwise indeterminate. Alternatively, the state of the logic that
senses the fuse states may be initialized in a random or otherwise non-functioning state
and may not be able to read the fuse states until after the chip performs an initialization
process that is normally part of the power-on reset routine. The fuses, or alternatively
the circuits that read the fuse states, may be initialized as part of a power-on reset

process to ensure their proper states. The result of either the fuse states initializing in a
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security system, security apparatuses, and security methods may be implemented in
other secure environments without deviating from the scope of the disclosure as set

forth in the claims.

[0020] Figure 1 is a functional block diagram of a secure data system 100
having a secure hardware key 22. The secure data system 100 includes a device under
test 10 having a secure hardware key 22 stored therein as part of a secure file system 20.

The device under test 10 is coupled to a tester 60.
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file system. The fuses can be selectively blown in order to limit tester 60 access. Ina

first fuse state configuration, tester 60 access to the DRM circuits and secure file system
may be disabled, but tester 60 access to the other remaining modules in the device under
test 10 may remain enabled. In another fuse state configuration, all tester 60 access may
be disabled. In still another fuse state configuration, the tester 60 may have access to
the application processor but no other modules. Other configurations can be configured,
and the number of configurations are only limited by the number of fuse connections,

the number of modules, and the complexity of associated control logic.



and the nunber of configurations are only limted by
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the first comparator 34. The access key circuit 30 can include data stored in one or

more registers, or one or more hardwired connections that represent an access code.
Typically, the access key circuit 30 stores a binary value referred to as an access key or
access code that is of a sufficient number of bits to reduce the probability of random or
unintentional match. In one embodiment, the access key is 64-bits in length. In other
embodiments, the access key can be 16, 32, 128, 256 bits in length, or some other length
and is not limited to a number of bits that is a factor of two. The value of the access key

can be secure or can be non-secure.
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is 64-bits in length. In other enbodi nents, the access
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reset of the device under test 10. Alternatively, the reset module 50 can be configured
to perform a subset of the functions performed during power-on reset, or the reset
module 50 can be configured to perform all of the power-on reset functions plus

additional functions.

[0031] In one embodiment, the reset module 50 configures the state of the tester
logic module 44, including initiating all of the e-fuses and e-fuse sensing modules,
sensing the values of the e-fuses, and configuring, or otherwise enabling tester 60 access
based at least in part on the e-fuse states. For example, in one embodiment,
initialization of the e-fuses and the tester logic module 44 may enable tester 60 access to

the secure file system 20.



[0031] In one enbodi nent, the reset nodul e 50
configures the state of the tester |ogic nodule 44,
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4@@15 ]Vect oimhe fetR GO RENBE d ITR Gatastaciesfity deumbee off aust data used to
he access key vector 74 can_be secure or nogn-secure.

Thierregatagndivsiiy theronteats af shasdavigeandpictestcle ddie test data can include
one or more test vectors 72 prepended by an access key vector 74. The access key

vector 74 can be secure or non-secure. There may not be a need to secure the access
key vector 74 because the access key vector 74 is typically used solely to enable access
to the portions of the device under test 10 that are configured by the e-fuses. Thus,
compromise of the access key vector 74 does not result in access to portions of the

device under test 10 not enabled by the e-fuse configuration.

[0036] The tester 60 is not limited to a JTAG tester but can be, for example, a
JTAG tester, an Automated Test Pattern Generator (ATPG), a Built In Test System



key vector 74 because the access key vector 74 is

typically used solely to enable access to the portions
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e-fuses. Thus, conprom se of the access key vector 74

does not result in access to bbrtions of the device

under test 10 not enabled by the e-fuse configuration.

[0036] The tester 60 is not limted to a JTAG tester )
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%ﬁ(‘f Yi@éryftqpinl{ﬁg signal processing module 200. The signal processing module 200

or some other module coupled to the signal processing module 200 (not shown) can use

the decrypted data. However, to maintain the secure nature of the data, the signal
processing module 200 re-encrypts the decrypted data prior to storing it in non-volatile

memory 250.

[0041] In one embodiment, the electronic device 110 can be a mobile phone.
The signal processing module 200 can include baseband processing modules or a
baseband processing ASIC, and the non-volatile memory 250 can include flash

memory.



the decrypted data. However, to nmaintain the secure
nature of the data, the signal processing nodul e 200

w0 esoenet7ypt s the decrypted data prior to storiPQI/Us2005022937
non-vol atile nmenory 250. [0041] m one enbodi nent, the
el ectronic device 110 can be ¥ nobile phone. The
signal processing nmodul e 200 can include baseband
processi ng nodul es or a baseband processing ASIC, and
{09d2hon- voAaten |eea1melnm ysep&ha tohilp ponedan Feques to download a data

BRI 8 sl LA e ol e Ohha O B

Mbh&ﬁ% et @@H‘ﬁle%d thengntions. welhas ths espymigiit helddirhayelthve an
for downl oadi ng the data f|Ie and the v ndor

HMeresidn p@pfymu%he RET dom rediptiagias she 4 adleq Al A
%Slﬁlcg{](kl %Q GsddX Jlllitgﬂi] th& gic):ﬁfé' AdE oF ﬂletcﬁ% ﬁilgv‘ﬁ{hﬁ g8 dile is

applcalonrra e used to maintaln
s iiited Bihe s@ured pridrao tahsmiftirgethe dhte talitegphbng. eThfsphone receives

encrypted at the source prior to transmtti]
the ep%lgfpﬁﬂq&qgl filea ﬁ?ﬂ)ﬁi“é" o the datausipga @WHW&W 3?335 stored in
Eﬂe )P%ﬁﬁ@ dTﬁ BChY tfﬁ@hﬂlﬁew@éc%t@ cﬁﬁ&ﬁfe%'ﬂﬁﬁ SHede

stor Int The phone can then f reelé
apsichtiensd dhoweyes dn dnieatd mhigta theisecusitp nfthe pipWinbatl@(bﬁ the

, 1 n order ain_the sequr he
DS Ltratee P aioduled i e e st St detinfid daiprior to storing
tec1p RSN ﬂﬁslﬁﬁ&f Vcﬂﬁtﬂ% Iﬁﬁen&tﬁ? nyet Bdhél@dta fiRy were noPre-encrypted
storing the data file in sh non-vol atil e menor

P8O tolstorageeindbg Borf- V¢letﬂmm@1mt259éh@ deqryped flamoukt gq 1gcovered
t |
By et ga?aghrkggtﬁp gonlens 8@ n%n—% ;i/é’m gry 35 GRSt &?ése& secure

nmere rea the co
dhtatogy A1 be/bd fit @ommﬁm 2&fory Q50 eFot Wﬁﬁ)l@fa wsertsihiking plan,
data may al so be stored in non-volatile ry 250.

mnbile sdempifigation nysher, §lqurpmc,§§n§|ngﬁ1 chH@Bil pther data may be encrypted
Bﬁﬁﬁo Sg%%{gé EROT BN TW L oF T meﬁ}og}gﬁg(p nic serial nunber, and

nay be encrypt prior to storage in
non-vol ati |

QO] g 1 alTHPTERS aeraiactc € etiah aghis el by et te signdl

ﬁ g Mdddre égd) BartiAP1ua8 Bt feh% 'oHéi §ecﬁfe ﬂa@&s%re RBE 23 fedfytion
ware key 2 ecryption nodul e 210, and encryption

mmﬂuleeZlZ)Qﬁhd Ftveypsion malubea? 20nelhe skeayre hardwarakay22dised jgpdecrypt
recei ved se re dat typi ca the use
é??ewﬁtse%m %&%?a%yaﬁ’ﬁ 4P e © shiel RepLaif grored in the
MBARbtiZOBematy 350U dlithohigh Budtdigaititl bt RéysKeHst d Bqiiedment.

requi renent. [0044] The signal processing nodul e 200

TR 55, Yol uiiRaf B3 Ao oAt BN rocd06t 230 and
AR oroRaL e AMRAEY 232 can include volatile as well as non-volatile memory.
The memory 232 can include processor readable instructions that, when read and
executed by the processor 230, direct the processor 230 to perform a series of steps,
functions, or processes. Thus, although various modules having various distinct
functions are described in Figure 2 as well as the other figures, the modules may be
performed, either wholly or in part, by a processor executing processor readable
instructions stored in memory. For example, the decryption module 210 or the

encryption module 220 may be performed by the processor 230 operating on software

stored in memory 232. Additionally, the processor 230 in conjunction with software
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instructions that, when read and executed by the
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disabling access to certain modules within the ASIC.

[0048] Thus, a production version of an ASIC may have a specific fuse
configuration that disables access to the secure hardware key 22, decryption module 210
and encryption module 220. To protect the ASIC against potential power-on attacks
conducted through the test interface 40, functionality of the test interface 40 is disabled
upon power up of the ASIC. The test interface 40, and associated access logic 240 can
be configured to require an access key vector in order to enable testing via the test

interface 40. Upon receipt of the access key vector, the access logic 240 compares the
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[0052] An ASIC TAP module 312 can be configured to provide JTAG test
access to the various ASIC 300 memory locations, configuration, and secure file
system. Another TAP module 314 can be configured to provide JTAG test access to a
processor, such as a RISC or an ARM processor. Yet another TAP module 316 can be
configured to provide JTAG test access to a different ARM processor. The outputs of
the ARM TAP modules 314 and 316 are not shown for the sake of clarity.
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in the module. For example, the fuse blow signal can be a current that blows a single

fuse, or the fuse blow signal can be an instruction that directs the hardware key chain
module 322 to blow a particular fuse configuration. Additionally, the hardware key
chain module 322 includes a sense input. The sense input receives a sense waveform
signal that is used to sense the fuse configuration in the module. The sense input may
be omitted if the type of fuses used in the hardware key chain module 322 do not need

to be sensed.
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fuse configuration that is to be implemented in the module.

[0061] A fuse blow control chain module 328 is configured to control which
fuses in the various modules are blown. The output of the fuse blow control chain
module 328 is coupled to a fuse blow signal gating module 330 which gates the proper

fuse blow signals to the various module fuse blow inputs.

[0062] The unlock chain module 32 is previously described in Figure 1, and

includes a number of serially coupled boundary scan registers. The number of registers
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clock that is generated internal to the ASIC 300 or generated external to the ASIC 300.

Additionally, the clock may be a system clock or may be a clock that is generated by an

external tester.

[0066] The reset indication is coupled to reset logic 340 that performs a logical
OR of the reset indication and a system reset indication. Thus, reset of the debug
hardware occurs in response to either a system reset or a reset indication generated by

the ASIC TAP module 312.
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sense module 342 can then be configured to transmit the value of the sensed fuse states

to the latch sensed register module 344.

[0071] In addition to receiving and storing the sensed fuse states, the latch
sensed register module 344 can be configured to couple test vectors received from the
configuration chain module 324 to subsequent modules. The output of the latch sensed
register module 344 can thus be configured to provide both the stored fuse states, as
well as received test vectors to an output port that is coupled to the input of override

logic 362.
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key chain module 322. If the two values are equal, the second comparator 350 provides

the open indication to the open input of the lock/open logic module 370.

[0075] The soﬂWare override feature is advantageous for use when the test
access enabled by the fuse configuration needs to be overridden. Typically, the fuses
may only be blown once, and having been blown , are incapable of being remotely
repaired. During the development cycle of an electronic device, such as the ASIC 300
of Figure 3, initially, complete test access may be enabled. Test access to the ASIC 300
may be reduced as the development of the ASIC 300 proceeds. For example, after an

initial debugging process performed by the ASIC 300 designers, a subsequent batch of
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module 360. The hardware key can be any length sufficient to provide security. The
length of the hardware key is typically greater than or equal to 64 bits. It may be
advantageous for the unlock chain module 32 to use less than the complete length of the
hardware key in order to minimize the locations in which the complete hardware key
may be accessed. Therefore, the unlock chain module 32 may be configured to load a

subset of the hardware key and the subset can be, for example, one half of the bits of the

hardware key and can be the upper MSB of the hardware key.
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access even if the test vector coincides with the access key.

[0084] Thus, if the ASIC determines that the received test vector does not
correspond to the stored access key, test access remains disabled and the ASIC returns
to block 402. However, if the received test vector matches the stored access key, the

ASIC proceeds to block 430.

[0085] In block 430, the ASIC performs a reset or initialization procedure. The
initialization procedure may entail various steps. For the purposes of securing a

communication port, such as a test port, the reset procedure includes initializing the
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reset or initialization procedure. The initialization .
fises; eahiras elrmyrically ardgramamablg Susss.cbhe ASHe maystqsa thedyeastates in
of securing .a conmunication Jelelsyd gh as a test port,
?%orrné%r&re%§t8rééla8p%o§ TRETe AERo 10¢a 1aﬁl'zi ng thestate of

the registers and processes within the ASIC that are

HO8BLi at edAfier the ppress saiings@re senpwsh theApisi rocgeds iq @Q@f 450 and
; el ! ¢ . L itial b

BB 5T bRaLeE SR, Of s BELEE) Qb 8! Bl

{heiftideatdtad may Giratlyoanshond teacess] hechrthatet blpwn diss sorregponds to

occur asynchronously, synchronized.to | Qqck r.in,a
disatlechancPe PGPS P&ﬁ%%%tf}ﬁ ASHou S simafigsly, the fuse
h I ®nfi i
FARE Rl 2 TPl PR B k8o anfuain
af g plasaliseof fusepsmayTénrsespend tioragiagiiheilas @nesdss sfateh dn oneemabodiment,
of . ope or re fuses, such as electricall
EBARRTRRY T diRe i oNde A% MEgIEon i e SE psrest
lr'éhﬁgﬁ?atf?)hs.”@ﬁ@e &201cd! BE Bodels RARIKY endBle@ uiBIEN &vent results in the
ocations. [0087] After the access settings are

ASTE ectprninigptoAlt dsghrletsatddn blyck B2 k Sudrmagvantesathector example, 2
JTAG b | -
e G  STC - Dines FRal b RRE bosyBn LREBRITRES tost access.

directly correspond to access, such that_a bl own fuse
£988E s pond$hes agkesnist aepraBRESAionog QfapElectpPaic deigmisuch as 2
[L1.QN . i . . . .
P55 e 105 AR SR 6 ¥ a5t
poR ek eisablad or ctherwigpeatichyrlinitedstatbuThe confignfed agsessibility of

may correspond to a particular access state. |In. one
g}%@éﬁ Iﬁ%bep enabled whenptﬁe device receives a non-secure access key vector. The

ASIC compares the received non-secure access key vector against an internally stored
access key and enables the communication port in the ASIC if a predetermined
relationship exists between the two. As part of enabling the communication port, the
ASIC may perform a initialization routine and may selectively enable access via the
communication port in response to a predetermined access configuration. The access
configuration may be determined base in part on states of one or more fuses within the

ASIC.



ei ght fuses may forma byte and provi de access

information for up to 256 access configurations. Once
wep@blers4 t he access remai ns enabl ed until an BUENS2005/022937

results in the ASIC returning to the disabled state in

bl ock 402. Such an event can , for exanple, a power

down of the ASIC. O her events nmay also result in

di?ﬁﬁﬁl ing of the test access., [0088] Thus, access to a

c ni cat i DPspeF ekilhin the ag eidkyndaistang dhat deformafiom and signals may

de§etred WSS SR ol Vi - oM

physi cal eat t acks "by ai\%ln?ﬁ/ aﬁ%fl?er{a t%%lﬁgg%?e%i%%ggecgmques' For

cixgaiples datay ingiruvtions, semsemds, éhfprhation, signals,afis, syhitls, and chips

configured_.accessibility of the port may be enabl ed

JRET RN BEGTIced Ppishoul g shv Leeriptiondppelaropessented by

WRiHaBds, culrtéhit L Slebtr GATRRES valvBE ni aicvﬁfidy&rbﬁtg%é%gg%%a% fields or

access key vector against an’'internally stor
Kesyticlesd orargtdossbindtiondlereefni cati on port in the ASICif
a predeterm ned rel ationship exists between the two.

AS09Ir t  Of EHOBOLE Gl WHIE fit BIEF R r6 Akt ht Iﬁaﬁ\tarioh?ﬂluet%tge logical

may performa initialization routine and may

Jupckss modlss, eivemiseanscad geyithin steps idescribadrime anameétion it the

| QRS &isél8§eﬁ h%fe?r? ﬁ1ta§ rb%rrﬁs%gl%c éa?za% ﬁf@%ﬁéliﬁg glrg %&%aﬁer,] computer

€ access conrtiguratl o )Y

paftvare) ostatitsativins 0fBothl TowlcarllyUB&Srand thidiiftebdh@ngeability of

ASI C. [ 008 Those of skill in the art will understand
t*ﬁ&fw W“Ef’? 3 vareussilystratiye sagpprenis plosks mredulasseirgits, and
afps & al of i ir SR8

bR A LERUSRL BP0 R Nt
ifaasionality gnimpdemgerdbd as loirware oy sifvlare dapehds hp@sthchatticular

may,.be referenced thr.oughout the above description may

SR licalio Ed 0eSHEn Pt s JU0s<d o i, PeTall. Fystar. o SilJd psreons may
i Rnent kg MRédribed | Ui te i i
pa?t [ ceII_les, or a_ﬁy ﬁ?gﬁ‘gﬁlﬁ? ?ﬁ‘?‘?‘ﬁ%?‘?&’? %R[ésglg%ﬂﬁlbilﬂ%g%p g{:atlon,
it suchyiinplententatine decigipneshontdmat baintetpestechas aausing a departure from
it+é é%’%}t’%ﬁ%ﬁl\éfei Ig i cal bl ocks, nodules, circuits, and

a &ps

gor ms &scribed in connection with the

enbodi nent s_di scl osed herein.nag be i npl enmented as
40 r oni c Thavamensdllusivstipe lagicat blocks modulss, and circuits described in

' ' . . dllustrate this
CARLGL LA ] SR AP BB it ot
iithisganatal perposerocsssirsa digitatignal PRodusses (DSP) & Riellioed
n%flste § ve beensd scri bed above generally in terns
E‘PS ﬁ%‘i’rf ¢t PR uRT ARE @_prWéﬁqre%n yptisationrpesifa atpgroted sircuit
I G .
(ADICTEPLTa8eRLNR eSS B PR R 0 v
drscretregate er tadnisistoy dogiendisSkéte hadwarsr oanonamty, drapy esmbination

gga??o?” gﬁcl[gile%gtg 5’% 81%1% }h%ﬁ%ljét}o%s Idgsc}/iggal fler}gin\./\% genfe?e{l plelf%%ge
processor may be a microprocessor, but in the alternative, the processor may be any
processor, controller, microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, for example, a combination of a
DSP and a microprocessor, a plurality of microprocessors, one or more microprocessors

in conjunction with a DSP core, or any other such configuration.

[0092] The steps of a method, process, or algorithm described in connection
with the embodiments disclosed herein may be embodied directly in hardware, in a

software module executed by a processor, or in a combination of the two. A software



but such i npl enentation deci sions shoul d not be
interpreted as causing a departure fromthe scope of

W0 bwoisssd osure. [0091] The various illustratiRET/US2005/022937
| ogi cal bl ocks, nodules, and circuits described in
connection with the embodi merd% discl osed herein may
be inplenmented or perforned with a general purpose
processor, a digital signal processor (DSP), a Reduced
tnegtle meyi resid&it R&yhpemery, (RES@rmors aesvotatilememory, ROM

1?1'% lola}g rfﬁ%ﬁ%l L ]g% gbg/?r at ed CI i c:tglst h @%w%) 4 réfnovable disk, a

QDOHOMHUB he otheBfeEmds\te e Iﬁécﬁﬁlhfﬁn@wﬁaﬁ €heQit. ANPIXSPlapY storage
glc ‘di sctete hardware co onents, or

rcpupied trethe processr mos@%sproqaﬁmrﬁfr%lnf%‘ﬁ@tl%ﬁ@m and
AERCHEBEA BRI ot BaGERE . B HRORER0F FROREra B hclfinPmay be
croprocessor u n e a ernative, e processor
mBderilao deyproce3sss JBE pravessor alhd the storagermedimmmadyt reside or an ASIC.
state_machi ne. A processor al so be, |g£lenen t ed %ﬁhe

Ahe ASE mayiterdomn caabils 5t ndelvuﬂeee%ltenf%we SRTCESSOBAD

SOk, Btk 0 of) grés&é%@ AletB SO RRER ST ile arfthur al 1ty
Croprocessors, one or e n1croprocessors in

on nctlo Wit h DSP cor n

B! gur o Tebevs JeZpDHAR © h&ﬁésciﬁsgg ShBEHia s proaided to

Bab®d S81iekdomHaRA T B 18 ntRRRGEd BB dYHcIcﬁuﬂeh &/arious

enpodi ments di scl osed herein may be enbodied directly

modHmations te thdsp embgdimeniesmllrh@crea@lyapémn@@ thgsegkilled in the art,

nation

g% 4) ess g‘%ﬁf(ﬂﬂ né:l we%gg? h%rellnrim% ?rlgcrl ;t/(\fl\gt%-lfzf}gﬂbodlments without

BERArivEY RbltRe §FADScofRAM the dBElsur&EPREN, Mgdosu’éaEB%tended
menory, registers, hard_ di sk, a renovable disk

mq:@mte«bto the 9mb@¢4§wn?s@hmﬂle@erbblag%tmcmﬁiﬁ¢lS\Wm?ﬁt scope
Eghesls%ntt wﬁﬁn[hgﬁl%ﬁ n@@g ch?ﬁoQ/relafé@tuﬁr&d& e& El%ﬂ’pl ed to the
processor suc rocessor can rea rmation
from and wite infornatlon to, the storage medi um I n
the alternative, the storage nedium my be integral to
the processor. The processor and the storage nedi um
may reside in an ASIC. The ASIC may reside in a nobile
station. In the alternative, the processor and the
storage nedi um may reside as discrete conponents in a
nobil e station. [0093] The above description of the

di scl osed enbodi nents is provided to enabl e any person
skilled in the art to nmake or use the disclosure.
Various nodifications to these enbodi nents will be
readily apparent to those skilled in the art, and the
generic principles defined herein may be applied to

ot her enbodi ments wi thout departing fromthe spirit or
scope of the disclosure. Thus, the disclosure is not

i nt ended




to be limted to the enbodi mrents shown herein but is
to be accorded the w dest scope consistent with the
w@Eerioeodgbes and novel features di sclosed herei PCTZUSI0NMB022937
1. A nethod of securing an el ectronic device, the
met hod conprising: initializiRy the electronic device
in a disabled state; receiving an access key vector;
conparing the access key vector to a stored access
key; and setting the el ect rdhAdMfevi ce to an enabl ed
state based in part on a result of conparing the
access key vectoy tg t Iy ) .
nmet hod of él aim Pe\ﬁ}?g:bgisg&lglgggfl %ge%ﬁ'ﬁece %;18 ,r%%%%lléﬁmd
doMipeising0 t he enabl ed state conprises setting the
el ectronic device to the enabled state if the access
key vect or iBitglizhgtheplectiopicderiop ima disabled sigteet er mi ned
rel ati onshi_p..: Claim2, wherein the
predet er m ﬁgc l‘ﬁlé%é{ﬂ?%%gﬂltb gg{%’ri ses an equality. 4.
The net hod cofnpéiing the2ccashkeevertdrtie aptozetbacerss kegrand
relati onship conprises a redeterm’{gﬁd of f set .

5. ?I;{he

met hod of @EFmghe elggirons dpvicete ap gnabled dalg dasediip pay gn a result
: j ] iRi tialization
e R R R A, i 2 sett ng
the device to the enabled state conprises: sensing at

| east one fluse sEhstrectherholf Glaahlili whereraetiimigdhe eleeironic device to

cess, t.0 nmodul.e wi.t.hin the elecironic V]
TRE RIS 0is RECPSe bt B PR SRR oS RhiEy AR e
ViaEEs8 kBy $&dtdr 4@ stdred aiwésq&?mvé heredsrhh@dd sdlaticniship.
conprises: sensing a plurality of fuse states; and
enabl i ng communi cation access to npdﬁl eﬁ}:gi thin éhei ) )
el ectroni ¢ Hevi cehegaebed o Claun . whereRdhg pisdgiermiped relationship
fuse s e ~.The method of Caim1l, wherein
ic%?ﬁfplng%slaézq %élé? e electronic device in the disabled
state conprises initializing the electronic device in
a di sabl ed 4 est Hwegestbod of Claim 2, wherein the predetermined relationship

comprises a predetermined offset.

5. The method of Claim 1, wherein setting the device to the enabled

state comprises performing an initialization procedure.

6. The method of Claim 1, wherein setting the device to the enabled

state comprises:
sensing at least one fuse state; and
enabling communication access to a module within the electronic device

based in part on the fuse state.

7. The method of Claim 1, wherein setting the device to the enabled
state comprises:
sensing a plurality of fuse states; and

enabling communication access to a module within the electronic device

based in part on the plurality of fuse states.



state. 9. The nmethod of Claim8, wherein the test

access state conprises a boundary scan test access
wG@@bm04730. The nethod of Caim 1, wherein recPCVUSY05/022937

the access key vector conprises receiving a non-secure

access key vector via a test ?hterface. 11. A nethod

of securing an el ectronic device, the nethod

conprising, initjalizi the e] ectraonic.device i . .
boundary s€an t@b‘? mtﬂ’ﬁé"ﬁ&f(gﬂa@c gt"@}er%&%flgl%%g c'efecttonic device
RPMhe ARGHIE sAECORSHri8YintetizRg thé sledtrdiRe! a6lace/ inSCBEbl @S bst access
I nterface; conparing the non-secure access key vector

stetea st ored access key; performing an initialization
process if the non-secure access key vector and the

stored accgss k e ] j N .
sensi ng at 6] east(%‘r }68% lﬂigoef@s@gl'f e’q’?}({ﬁr%lg\?\l} e[]tgét?a%%é%g‘%{e%ompnsesa
bBiidagy scantdsofccpssatass; and setting the electronic

device to a boundary scan enabl ed state based in part

on the at | east_one fuse state 2. .The et hod of

Caim1l, Were eF@@Qd\Hfr@a%E V%ﬁ@lgé%%fvén%\g’@é‘g%esﬁgﬁy vector
COMBEiR TS Kbl Godtid RicBssehvesiet Gt thibardar y

scah nodul e a nultiple bit nonh-secure access key

val ue. 13. A secure electronic device, the device

conpri si ng:llnmeadsmedod oésssiing gn gleplgenie devies theopethed

kg}&l vector via a boundary scan test interface; neans

8 PEIRBari ng t he non-secure access key vector to a

stored accegfialityg theRBRoihiedeiies frod Boungadnscan test disabled state;
initialization process if the non-secure access key

vect or and redeiViRg R SeEUERAcseI &Y NERIR! Wa ghoHRdagy saddest
n%“?&%onship; means for sensing at |east one fuse

ErE following the initialization process; andneans
for settingomperigd the nonseaire sacessskeyoreatob ttunstared ascaskey,

enabl ed state based i rt. on the.at |east one fuse
st at e. perforn%ng an inttiAl zation process i ’{he non-secure accessskey vector

and the stored access key have a predetermined relationship;
sensing at least one fuse state following the initialization process; and
setting the electronic device to a boundary scan enabled state based in

part on the at least one fuse state.

12.  The method of Claim 11, wherein receiving the non-secure access
key comprises receiving within a predetermined boundary scan module a multiple bit

non-secure access key value.

13. A secure electronic device, the device comprising:

means for receiving a non-secure access key vector via a boundary scan
test interface;

means for comparing the non-secure access key vector to a stored access
key;

means for performing an initialization process if the non-secure access
key vector and the stored access key have a predetermined relationship;

means for sensing at least one fuse state following the initialization

process; and



14. A secure electronic device, the device conprising:

a boundary scan interface configured to selectively
w@e@eioaissa boundary scan access to the devi ce PEEES20051022937

part on a test access state; an unlock chain nodul e

configured to receive an accedd key vector via the

boundary scan ipterf.ace; an, access. k dul e

confi guf edntean%{g)a's 11313’1%?5’26@§§m|? vvgﬁ%%gggﬁ&ryascan enabled state
©00EA3H BLiPbn BRNV1GHH Gk fhse #Bpare the and initialize

the test access state based in part on a relationship

of the access key vector to the access key value. 15.
The devi celéf Clesesvreslectrgpicklsyicedhp APEsmPMBIHIE dwar e

key nodul e ' . 0

value ang e bR LA @Rl AR SeRERIRG A E¥oundary

SEGAct s &6 fhaclevicabastdiimpmanh adest hdvesd #atk; access state.

16. The device of d.ai m14, fgrth r conpri Si n%: at )
ésc]eeéls@ctorwa

| east one PB¥Blogk AR MAdYleONBEYET HRTeCrEe pRaEC

A Eind -scmﬁte‘ijﬁ}fé-ce of Caim1l4, wherein the access
Key vector conprisé€s a non-secure access key vector.

18. The dewhaecess ke mbdnld donfigueedsiorstartien acessleykweajue; and

vect or conprises 64-bit ctor. 19. The .devi of
G ai m 1, PePrREREGHBRFLP)f Sorace e aBan a i iy Gihaggess sate
thQscki8h BhiY Bn @Re1BGoAKE SQREACCEEARFvebioP D thD BcedTRS AW,

and initialize at |east one register in response to

the active reset signal. 20. The device of O aim 14,

further corfpri silhgdayice ebGlairadd, Guiber Gouepristg st er

configured _tqQ {rovi ' e

that overridés W%%k%@?%gégé@@?%{oe@rﬁa%gﬁ%gérg%}%ckeey value,
ahd ebiitigiretDto batacssbiblel tb éhsboundasiscaninteptaes basdd in part on the test
regi ster conprises at |east one software configurable

Bgefiss state. 22. The device of Claim 14, wherein the

boundary scan interface conprises a JTAG test

| nterface. 1¢3. e qde¥s SECRIm Muafbindfoonfitigh n the

devi ce conprises an application specific Integrated
circuit (AStIEpstone fuse configured to provide the test access state.
17.  The device of Claim 14, wherein the access key vector comprises

anon-secure access key vector.

18.  The device of Claim 14, wherein the access key vector comprises

a 64-bit vector.

19.  The device of Claim 14, further comprising a reset module
configured to receive an active reset signal from the comparator and initialize at least

one register in response to the active reset signal.

20.  The device of Claim 14, further comprising at least one override
register configured to provide an override test access state that overrides the test access

state.

21.  The device of Claim 20, wherein the at least one override register

comprises at least one software configurable register.



24. A secure test system the systemconprising: a

tester configured to store at | east one test vector
wee@sperided by an access key vector; an el ect rpai/us2005/022937

device having a test interface coupled to the tester,

the el ectronic device conpris?%g: a test access nodul e

configured to selectively provide a test access to the

devi ce bas i n_part .on est ,access .state:., an unl oc
chai n m)dugg' cobF Sﬁ‘flg‘?jof%lta%aéﬁ e e QI pan infiface
¥&abates WITAlNRstaatREad.y scan interface; an access key
nmodul e configured to store an access key val ue; and a

conpar at or confi gur ed to_conpare the and_initialize
the test addessThedevcpakeldim d4uhereiyihedsvacegamusas

%pﬁcgﬁor?gpcegﬁi% iﬁ@&ra\fe‘%{c‘}iﬁﬁiﬂ(ﬁst@? access key val ue.

24. A secure test system, the system comprising:
a tester configured to store at least one test vector pre-pended by an
access key vector;
an electronic device having a test interface coupled to the tester, the
electronic device comprising:
a test access module configured to selectively provide a test
access to the device based in part on a test access state;
an unlock chain module configured to receive an access key
vector via the boundary scan interface;
an access key module configured to store an access key value;
and
a comparator configured to compare the and initialize the test
access state based in part on a relationship of the access key vector to the access

key value.



