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COMMUNICATION NETWORK NODE, METHODS, AND A MOBILE 

TERMINAL 

TECHNICAL FIELD 

The present disclosure generally pertains to a communication network node, a method for 
operating a smart contract, a method for controlling a communication network, and a mobile 
terminal. 

TECHNICAL BACKGROUND 

Generally, it is known to distribute a ledger over multiple nodes such as entities, e.g. 
electronic de vices, servers or the like, which record digital transactions. Distributed ledgers 
can be based on the known blockchain technology, on which, for example, the known 
cryptocurrency bitcoin is based, but also the well-known Ethereum project, etc. Generally, a 
distributed ledger may also be implemented on other technologies than the blockchain 
technology and examples of distributed ledger projects which are not based on blockchain are 
BigchainDB and IOTA or the like. For instance, IOTA is a crypto currency which uses linked 
lists. 

Moreover, mobility as a service (MaaS) is known, where a user or passenger uses mobility as 
a ser vice without owing, for example, a car or the like. Mobility as a service may combine 
public (e.g. train, bus, etc.) and private (e.g. car sharing, bicycle sharing, etc.) transportation 
services from associated operators or providers. 

Known MaaS solutions typically involve a central and unified gateway through which a trip 
or journey is planned and booked, wherein a user may pay with a single account. 

Although there exist techniques for providing a distributed ledger and mobility as a service 
and associated communication, it is generally desirable to provide a communication network 
node, a method for operating a smart contract, and a method for controlling a communication 
network for providing a distributed ledger. 

SUMMARY 

According to a first aspect of the present disclosure, there is provided a communication 
network node for providing data to a distributed ledger, wherein the node includes circuitry 
configured to: bind a unique user-based identification and a mobile terminal based 
identification, wherein the unique user-based identification is a user account and the mobile 
terminal based identification is a plurality of unique cellular identifications selected by a user, 
provide verification of input data which is used as input to a smart contract, wherein the input 
data are verified based on sensor data, the sensor data identifying a user, in a case that the 
input data is verified, transmit a trigger for causing execution of a smart contract, verify that a 
sensor providing the sensor data is an authentic data source without knowing the unique user-
based identification based only on a certificate received from a terminal device that certifies 
certification of the sensor providing the sensor data, and provide verification whether output 
data, which is based on an output from the smart contract, is correctly received at a 
predetermined device, wherein the output data is a ticket state being open, in use, or closed 
based on a check-in event trigger changing the ticket state from open to in use or a check-out 
event trigger changing the ticket state from in use to closed. 

According to a second aspect of the present disclosure, there is provided a method for 
operating a smart contract, wherein the smart contract has at least two different states, the 
method including: binding a unique user-based identification and a mobile terminal based 
identification, wherein the unique user-based identification is a user account and the  mobile 
terminal based identification is a plurality of unique cellular identifications  selected by a 
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user: providing verification of input data which is used as input to the smart contract, wherein 
the input data are verified based on sensor data, the sensor data identifying a user; in a case 
that the input data is verified, transmitting a trigger for causing execution of a smart contract 
verifying that a sensor providing the sensor data is an authentic data source without knowing 
the unique user-based identification based only on a certificate received from a terminal 
device that certifies certification of the sensor providing the sensor data; changing a state of 
the smart contract in response to receiving a trigger; and providing verification whether 
output data, which is based on an output from a smart contract, is correctly received at a 
predetermined device. wherein the output data is a ticket state being open, in use, or closed 
based on a check-in event trigger changing the ticket state from open to in use or a check-out 
event trigger changing the ticket state from in use to closed. 

Disclosed herein is a method for operating a smart contract, wherein the smart contract has at 
least two different states, the method comprising changing a state of the smart contract in 
response to receiving a trigger. 

Disclosed herein is a method for controlling a communication network comprising multiple 
nodes for providing a distributed ledger, the method comprising at least one of providing 
verification of input data which is used as input to a smart contract, providing verification 
whether output data, which is based on an output from a smart contract, is correctly received 
at a predetermined device. 

Disclosed herein is a mobile terminal for communicating with a network node for providing 
data to a distributed ledger, wherein the mobile terminal comprises circuitry configured to 
provide input data which is used as input to a smart contract. 

Further aspects and embodiments are set forth in the following description and the drawings. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments are explained by way of example with respect to the accompanying drawings, 
in which: 

Fig. 1 schematically illustrates a blockchain; 

Fig. 2 schematically illustrates hashing in a blockchain; 

Fig. 3 is a flowchart illustrating an embodiment of a consensus protocol; 

Fig. 4 illustrates a data flow in a MaaS system; 

Fig. 5 illustrates an embodiment of a blockchain including journey log data; 

Fig. 6 illustrates an embodiment of a communication network for providing a blockchain; 

Fig. 7 illustrates a data flow of an embodiment of an MaaS system implementing a 
blockchain oracle; 

Fig. 8 shows a transition diagram illustrating transitions of a state of a smart contract; 

Fig. 9 illustrates a flow-chart of an embodiment of a method implementing a smart contract 
trigger with a blockchain oracle; 

Fig. 10 illustrates a flowchart of an embodiment of a method of a location-based check-in; 

Fig. 11 illustrates a flowchart of an embodiment of a method of a biometric-based check-in; 

Fig. 12 illustrates a flowchart of an embodiment of a method of a binding procedure; 

Fig. 13 illustrates a flowchart of a method of a verification procedure; 
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Fig. 14 illustrates an embodiment of a general-purpose computer on the basis of which a network

equipment or a communication device is implemented in some embodiments; and

Fig. 15 illustrates an embodiment of an eNodeB and a user equipment communicating with each

other.
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DETAILED DESCRIPTION OF EMBODIMENT'S

Before a detailed description of the embodiments under reference of Fig. 1 is given, general explana-

tions are made.

As mentioned in the outset, generally, distributed ledgers and mobility as a service (MaaS) are

known.

The present disclosure pertains generally in some embodiments or aspects to the application of

blockchains/distributed ledger for mobility as a service (MaaS) application, in particular MaaS

among more than one service provider (multi-modal transports).

The present disclosure also generally pertains in some embodiments or aspects to the application of

a distributed ledger or blockchain as one example for a distributed ledger, without limiting the pre-

sent disclosure to blockchains. Distributed ledgers or blockchains are recognized to be suitable for

Mobility as a service (MaaS) applications according to some aspects of the present disclosure, since a

distributed ledger requires a distributed database for journey history (or journey data) among multi-

players, i.e. multiple mobility as a service providers.

The technology of a distributed ledger and of a special example of it, namely of a blockchain, will

also be discussed further below. More generally, the term distributed ledger is used as a type of data-

base shared digitally recorded data with multiple nodes of a network. It may be comprised of peer to

peer network. The digitally recorded data may include a kind of information to prove its consistency

from the previously recorded data on the same database.

Distributed ledgers can be public and can be accessible by anyone, but, in principle, they can also be

non-public and only users having a permission may have access to them, wherein a group of entities,

nodes, persons, operators, providers or the like which have the permission may also referred to as

"consortium", as will also be explained further below. It is also possible to differentiate the access

permission to data on a ledger from each layered users.

Distributed ledgers can use mechanisms, which are known, for example, from the blockchain tech-

nology as used for bitcoin. Such mechanisms include a discovery method, a consensus mechanism, a

mechanism to keep data consistency and so on. The consensus mechanism ensures that all nodes or

more than a certain number of nodes, generally electronic devices, having a copy of the distributed
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ledger reach consensus on the content of the distributed ledger. There are many consensus mecha-

nisms including the so-called proof-of-work mechanism, which is some kind of crypto-puzzle and

which ensures that, for example, older blocks of a blockchain cannot be changed (easily). For in-

stance, proof-of-work is used for the mining process of the bitcoin blockchain.

In a distributed ledger or blockchain, a confirmation process to make a consensus about data re-

newal on a blockchain in attending nodes, called a mining process, may achieve irreversibility of the

sequence of transactions recorded on the blockchain by including previous recorded data in the con-

firming data. Such mining process implements a distributed timestamp server for a new block of

transactions. In bitcoin (and, thus, in some embodiments) the mining process is based on the SHA-

256 hash function. Nodes of the blockchain that participate in the mining process search for a hash

output with predefined properties while the input of the hash function depends on the current

blocks of the blockchain and the new block of transactions to be added to the blockchain.

Proof-of-work computations based on hash functions may not be useful in themselves except that

they are required to implement the irreversibility of the distributed ledger.

Moreover, generally, it is known to use a blockchain for storing a variety of data. For instance, im-

ages, videos, measurements, and text files can be recorded on the blockchain in the form of a trans-

action.

In some embodiments, MaaS blockchains may require to handle a large number of passengers, store

various types of journey records, large size of block, peak of processing at rush hour and so on.

In some embodiments, generally the distributed ledger or blockchain is suitable for MaaS applica-

tion, since it provides a distributed database for a journey history among multiple players, without

limiting the present disclosure in that regard.

Moreover, in some embodiments smart contracts are used, e.g. for MaaS. For example, ticket or

MaaS services are provided based on the agreements between passengers and service providers/op-

erators. Thus, in some embodiments normal cases (e.g. buying a ticket) or exceptional cases/proce-

dures other than a normal (e.g. just buying the ticket) may be addressed with smart contracts. The

smart contracts may handle these exceptional procedures in addition to normal procedures.

In some embodiments, smart contracts are computer language-based contracts in the blockchains.

Smart contacts may be automatically executed if predefined conditions are met, such as a predefined

input from one or more sensors, a user interface input from human, an application interface (API)

call from other servers, etc. as will also be discussed in more detail further below.

In some embodiments, a key success factor of smart contracts may be to guarantee the authentic in-

put (and output also) from/to real world, and in some embodiments, a blockchain oracle (e.g.
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server) is provided between an external input (e.g. sensor) and smart contracts and it iis responsible

for it.

It has been recognized that the question of how to use smart contracts for MaaS applications (or

other applications) may be an issue and that, in some instances, it may be important for smart con-

5 tracts to get a reliable input for execution.

As a first example, in some embodiments, smart contracts are not running with just a blockchain,

but there may be a need for a system, such as input and output system, which is relevant to a spe-

cific application. For example, in some embodiments, a MaaS application needs to detect check-in of

a passenger, and, thus, some embodiments address this and address a system architecture,

nodes/servers, etc.

As a second example, smart contracts may rely on the authentic input/output from a sensor or any

input and output. In the cryptocurrency case, only a number may be transferred, whereas, for exam-

ple, a MaaS application needs to interact with the actual physical world, e.g. riding the train, unlock

the bike, call the ride share on the right location and ride it, and so on. In some embodiments, a

node called "blockchain oracle" hereinafter may be provided for ensuring the right input/output to

smart contracts.

Additionally, some embodiments pertain to concrete procedures for MaaS application.

In the following a brief outline of embodiments discussed in the disclosure is given:

System architecture

Data flow of MaaS system (recap of previous invention)

Additional functions/nodes for smart contracts

Example of smart contracts

Pseudo code example

Trigger of smart contracts execution

25 Conventional ID solution

30

Location-based (geo-fencing) solution

Biometric based solution

Other blockchain oracle functions

The data integrity check

The authentication/credential check of sensors/terminals

Using unique ID with hardware/smart phone/wearable

Binding procedure

Verification procedure
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In the following a blockchain and its general data structure will be explained under reference of Fig.

1. In this embodiment of a blockchain, features are a network/topology, a consensus algorithm a

Hash function, participant authentication, a scalability/block structures and performance.

Fig. 1 illustrates a general structure of a blockchain 1. The blockchain 1 includes a chain of multiple

data blocks 2a, 2b and 2c, wherein the block 2b is a current block (Block #N), the block 2a is a pre-

vious block (Block # N-1) and the block 2c is a future or successor block (Block # N+1). Each

block includes a hash function result of a previous block, a main data structure, an input value for

hash function and hash function result of the current block, wherein the hash function result of cur-

rent block (2b) is always used as input to the next block (2c).

Moreover, each block includes a "Number used once", which is a one-shot random number for a

secure blockchain processing, and which can prevent replay attack. For instance, if an attacker cop-

ies the previous transmitted data and reuses the copied data again for spoofing, the receiver is able

to detect the spoofing communication because the next data must be used with a different "number

used once". This random number is sometimes referred to as "nonce" in cryptocurrency.

15 Additionally, the time stamp may be inserted in each of the blocks 2a, 2b and 2c. The blockchain 1

is an example of a distributed ledger, which may be used, for example, for providing MaaS in some

embodiments.

20

25

Fig. 2 illustrates the input and output of a hash function, which is used, for example, for the block-

chain 1 of Fig. 1.

Generally, a hash function is any function that can be used to map input data to output data with a

specific algorithm. The size of input data can be large and various, contrarily the output of data

could be compact and can have a fixed size. A known (and famous) algorithm which is used for

hashing in some blockchain embodiments is the Secure Hash Algorithm (SHA) designed by the

United States National Security Agency (e.g. SHA-2, SHA-256).

The input for the hash function are a previous hash output, the number used once and the main

body of data in the current block (e.g. block 2b in Fig. 1). The output of the hash function is a

unique value response to the input values. If someone tries to tamper the main body of data, the

output of hash function cannot be consistent.

Embodiments of a distributed ledger (blockchain) in this disclosure may implement a consensus

30 protocol or algorithm. For instance, in some embodiments, the Byzantine Fault Tolerance (BFT) is

used for the consensus protocol, which is resilient to spoofing of database and fault of hardware.

A well-known consensus algorithm, which is implemented in some embodiment, is the so-called

Practical Byzantine Fault Tolerance (PBFT).
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In some embodiments, a permission blockchain is used and the relatively small number of permis-

sioned blockchain nodes are in charge of consensus (validation of block).

Fig. 3 exemplary illustrates the process 10 of PBFT.

A leader node (it also called non-validating peer) requests at 11 other nodes to validate the block-

chain. At 12, each requested node (validate peer) checks the validity of the blockchain with a hash

function and indicates its result to other nodes at 13. At 14, a node receives the validity results from

multiple other peers and checks the consensus of the blockchain, if it receives more valid results

than a pre-defined criteria. If there is a consensus, at 15, the node writes/finalizes the blockchain. A

leader peer checks the overall progress of the validity check in other nodes and finishes at 16 the

blockchain procedure.

For resilience, the total number of nodes is more than 3f+1 in some embodiments, wherein f is the

number of allowed failure nodes. For example, f=1, there is a total 4 nodes; if f=3, there is a total of

10 nodes, etc.

In some embodiments, the PBFT is with permission blockchains for mobility service blockchains, as

discussed herein, providing at least partially the following features:

With respect to security, the PBFT provides in some embodiments a little risk of 51% attack, which

is common for cryptocurrency because permission the peer which is in charge of consensus must be

trusted. With respect to privacy, the end user cannot access the whole blockchain because only mo-

bility service providers handle it at a (peer) node (due to the permission based blockchain and end

users may not have the permission to access the blockchain). With respect to performance, the pro-

cessing time for consensus is very short in some embodiments due to a small number of peers hav-

ing a high performance. With respect to flexibility, the block size and format of blockchains can be

flexible compared to public blockchains in some embodiments.

In the following, the data flow of a MaaS system 20 is explained under reference of Fig. 4, illustrat-

ing the overall data flow. In the MaaS system 20 it is exemplary assumed that the end-user has an

own terminal 21, e.g. a smart phone (or any other type of electronic (mobile) device). Some users

(e.g. visitor from oversea) may not have a smartphone or the like, and in such cases, for example, an

alternative solution may be provided, which is based on  a proxy function (proxy 22) in Fig. 4, which

provides a gate to the user.

Fig. 4 illustrates the data flow diagram of the MaaS system 20, wherein three main sections are pro-

vided, an end-user section on the left side,  a mobility service operator/provider section in the mid-

dle and an other entities section on the right side, wherein the end-user section and the other entities

section communication with the mobility service provide section in the middle.
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For this embodiment of the MaaS system 20 it is assumed that the mobility service provider has a

user management function 23 with a web server or cloud for customer services and  a user profile

management function 23a and a passenger journey management function 23b. It further has a block-

chain management function 24. The blockchain function 24 having the block chain management

function 24a communicates with blockchain management functions 25 of other entities section. If a

seat reservation/shared ride booking is provided by a booking center 26, a central booking

server/cloud is provided.

The end user communicates with its own terminal, i.e. smart phone 21 in this embodiment, which

has exemplary a user interface and sensors, e.g. GNSS, NFC, etc.

10 As can also be taken from Fig. 4, the end user can perform, for example, the following actions with

the terminal or via the proxy 22: Subscription of services/purchase of one day/one week ticket;

booking of train, reservation of car/ride share; transport embark/alight permission/record; post

processing after alight (e.g. customer survey, refund or compensation of delay), etc.

The user profile management function 23a is configured to store static data, e.g. name, age, contact

15 address, payment method (e.g. credit card), service subscription status, the preference of transport,

any other unique ID, e.g. IMEI (International Mobile Station Equipment Identity), etc. and com-

municates with the terminal 21.

20

25

The passenger journey management function 23b is configured to perform several actions and to

communicate with the terminal 21. For instance, with respect to a multimodal transport pass it man-

ages, for example, a subscription of MaaS monthly service and a purchase of one-day ticket, one-

week ticket, etc. With respect to a journey planning (or journey planner), it provides destination in-

put, route selection/transport options, booking/travel arrangement and issues the ticket and issues

the ticket ID, generates itinerary for the passenger and issues the itinerary ID etc. On the journey of

a passenger/user, the passenger journey management function is configured to to start the journey and,

for each section of the journey (iteration), to check the pass/ticket hold and record the embank-

ment, record the alight and add the journey log to the blockchain, and at the end of journey to ter-

minate it and to close the itinerary.

The blockchain management function 24a communicates with the passenger journey management

function 23b and the other block managements 25. It is configured to add, to validate/execute con-

30 sensus protocol and to read the blockchains. Moreover, as can also be taken from Fig. 4, the pass,

ticket and journey log information is communicated at least between the passenger journey manage-

ment function 23b and the block chain management function 24a and between the block chain man-

agement function 24a and the other blockchain managements 25.
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In the following, an embodiment of a blockchain 30 including a passenger journey history is ex-

plained under reference of Fig. 5.

The blockchain 30, as also generally explained under reference of Fig. 1, has several blocks 30a, 30b,

30c, wherein in Fig. 5 a past block 30a (Block #N-1), a current block 30b (Block #N) and a succes-

sor or next/future block 30c (Block #N+1) are exemplary illustrated.

Each of the blocks 30a, 30b and 30c can include one or more passenger logs in a transaction within

a maximum given block size and within an associated data structure. In Fig. 5, the block 30a on the

left hand side (Block #N-1) handles two passenger logs 31a and 31b. The hash output from the N-1

block 30a is provided to the next N block 30b (current block). The block 30b (Block #N) handles

the next journey logs 32a and 32b of passengers A and B, and, additionally, a journey log 32c of a

passenger's C journey. If, for example, a passenger D issues a new journey log, but if simultaneously

the block size limit is exceed, the further journey log will be handled in the next block, i.e. in block

30c in the present example, which includes a further journey log 33a entry for passenger B, a further

journey log entry 3cb of passenger C and a further journey log 33c entry for passenger D, such that

the block 30c (Block N+1) handles the next journeys of passenger C and D and the remaining log of

passenger D. Then, the hash output (N+1) is provided to the next block (N+2) (not shown in Fig.

5).

Generally, a journey log in the blockchain 30 may include at least one of the following information:

- Issuers: multimodal transport pass issuer, mobility service provider/transport operator, passenger

id (anonymized data).

- Ticket info: Type of ticket, Type of transport (railway, rideshare and so on), Seat reservation

(train/seat number), Price or ticket, Terms and conditions.

- Boarding record: The location of embankment, time/day of it, the location of alight, time/day of

it, Unused/used.

- Remarks: Special notes (e.g. cancelled, delayed).

In some embodiments, the blockchain for MaaS is assumed to use permissioned blockchains. In

permissioned blockchains, only permitted operators (forming a consortium) can add/read block and

limited participants are allowed to join the validation of transaction (i.e. consensus with trusted play-

ers). Hence, in some embodiments, for example, the mobility service providers are organized in a

consortium and only those having the according permission are allowed to access the permissioned

distributed ledger or blockchain, while malicious participants or dishonest ones cannot join the con-

sortium of blockchain.
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CLAIMS 

 

1. A communication network node for providing data to a distributed ledger, wherein the 

node comprises circuitry configured to: 

bind a unique user-based identification and a mobile terminal based identification, wherein 

the unique user-based identification is a user account and the mobile terminal based identification is a 

plurality of unique cellular identifications selected by a user, 

provide verification of input data which is used as input to a smart contract, wherein the 

input data are verified based on sensor data, the sensor data identifying a user, 

in a case that the input data is verified, transmit a trigger for causing execution of a smart 

contract, 

verify that a sensor providing the sensor data is an authentic data source without knowing 

the unique user-based identification based only on a certificate received from a terminal device that 

certifies certification of the sensor providing the sensor data, and 

provide verification whether output data, which is based on an output from the smart 

contract, is correctly received at a predetermined device, wherein the output data is a ticket state 

being open, in use, or closed based on a check-in event trigger changing the ticket state from 

open to in use or a check-out event trigger changing the ticket state from in use to closed. 

 

2. The communication network node of claim 1, wherein the sensor data are provided by at 

least one sensor included in a mobile terminal of the user. 

 

3. The communication network node of claim 1, wherein the sensor data are provided by at 

least one sensor detecting a user. 

 

4. The communication network node of claim 1, wherein the sensor data include location data 

or biometric data. 

 

5. The communication network node of claim 4, wherein the location data are transmitted to a 

location server for verification. 

 

6. The communication network node of claim 4, wherein the biometric data are transmitted to 

a biometric data server for verification. 
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7. The communication network node of claim 1, wherein the circuitry is further configured to 

receive or transmit data based on a data integrity functionality. 

 

8. The communication network node of claim 7, wherein the data integrity functionality is 

based on at least one of: hash function, digital signature, block stream algorithm.  

 

9. The communication network node of claim 1, wherein the verification involves verification 

of the binding. 

 

10. The communication network node of claim 1, wherein the mobile terminal based 

identification includes at least one of cellular international mobile subscriber identity, cellular 

international mobile station equipment identity. 

 

11. The communication network node of claim 1, wherein circuitry is further configured to 

verify the authentication of a connected device. 

 

12. The communication network node of claim 1, wherein the distributed ledger includes a 

blockchain. 

 

13. The communication network node of claim 1, wherein the distributed ledger includes data 

for mobility as a service. 

 

14. A method for operating a smart contract, wherein the smart contract has at least two different 

states, the method comprising: 

binding a unique user-based identification and a mobile terminal based identification, 

wherein the unique user-based identification is a user account and the mobile terminal based 

identification is a plurality of unique cellular identifications selected by a user: 

providing verification of input data which is used as input to the smart contract, 

wherein the input data are verified based on sensor data, the sensor data identifying a user; 

in a case that the input data is verified, transmitting a trigger for causing execution of a smart 

contract  

verifying that a sensor providing the sensor data is an authentic data source without 

knowing the unique user-based identification based only on a certificate received 

from a terminal device that certifies certification of the sensor providing the sensor data; 

changing a state of the smart contract in response to receiving a trigger;  and 
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providing verification whether output data, which is based on an output from a smart 

contract, is correctly received at a predetermined device. wherein the output data is a ticket state 

being open, in use, or closed based on a check-in event trigger changing the ticket state from open to 

in use or a check-out event trigger changing the ticket state from in use to closed. 

 

15. The method of claim 14, wherein the trigger is received from a trusted network 

communication node. 

 

16. The method of claim 14, wherein the trigger is received from a trusted sensor. 

 

17. The communication network node of claim 1, periodically check a lost or stolen mobile 

terminal database for a status of a mobile terminal associated with the mobile terminal based 

identification. 

 

18. The communication network node of claim 1, wherein the certificate is an X.509 

certificate. 
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