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SYSTEMS, METHODS, AND COMPUTER PROGRAM PRODUCTS
FOR AUTHENTICATING DEVICES

BACKGROUND

1. Technical Field

[0601] The present disclosure relates generally 1o authenticating devices and, in
some non-limiting aspects or embodiments, o systems, methods, and computer
program products for generating a virlual authenticator.

2. Technical Considerations

[0002] Electronic devices may be used {e.g., smariphones, laptop computers,
deskiop computers, and/or the like) o conduct a transaction, such as an electronic
payment transaction or a login transaction to gain access {0 a service. For example,
an online purchase may include communication between muitiple computing devices,
such as a device operated by an individual, a device operated by or on behalf of a
merchant, and/or a device operated by or on behalf of a transaction service provider.
These devices may communicate information such as the identity of an individual
purchasing goods and/or services, a quantity and price of the goods andfor services
purchased, account information for use in settling the transaction, and/or the like.

[0003] However, fraudulent purchases may be made on behalf of the individual by
initiating communication between a non-approved individual {e.g., an individual not
approved to make purchases on behalf of the individual), the merchant, andfor the
transaction service provider. For example, a2 non-approved individual may infercept
information communicated between the device operated by the individual and the
devices operated by the merchant and/or the transaction service provider. In such an
example, the non-approved individual may then iniliate a fransaction based on the
intercepted information. Such fraud is also possible with non-financial transactions,

such as authenticating {0 access services, data, and/or the like.

SUMMARY
[0004] According to nondimiting embodiments or aspects, provided is a computer-
implemented method for authenticating devices, comprising: generating, with a
fransaction processing system comprising at least one processor, a virtual
authenticator comprising at least ong authentication input, at least one account
idertifier associated with at least one payment account, and at least one device

identifier of at least one client device, the virtual authenticator associated with a virtusal
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authenticator identifier; receiving, with the ftransaction processing system, &
fransaction request message associated with a transaction belween a user and a
mearchant made using an authentication input of the at least one authentication input
and a client device of the at least one client device, the transaction request message
comprising an account identifier associated with a payment account; linking, with the
trangsaction processing sysiem, the account identifier to the virtual authenticator;
communicating, with the transaction processing system, an authorization reguest
message o an issuer system, the authorization request message comprising the
virtual authenticator identifier; recelving, with the at least one processor of the
fransaction processing system, an authorization response message,; and updating,
with the at least one processor of the transaction processing system, the virtual
authenticator based on the authorization response message.

[6065] In non-limiting embodiments or aspects, the transaction request message
further comprises a merchant identifier, and the virtual authenticator further comprises
the merchant identifier. in non-limiting embodiments or aspects, the method further
comprises: receiving, with at least one processor of the transaction processing system,
& plurality of additional transaction requests associated with a plurality of subsequent
fransactions between the user and the merchant, wherein at least one additional
fransaction request of the plurality of additional transaction requests comprises a
second account identifier and a second authentication input; updating the virtual
authenticator based on the second authentication input and a corresponding
authorization response message associated with the second authentication input; and
linking the second account identifier to the virtual authenticator, the second account
identifier is associated with a second virtual authenticator identifier. In non-limiting
embodiments or aspects, the method further comprises: associating an authentication
identifier with the virtual authenticator, the authentication identifier uniquely identifies
the virtual authenticator and is not communicated {o the issuer system. In non-iimiting
embodiments or aspects, the method further comprises: generating, with the issuer
system comprising at least one processor, a registration code based on account data
associated with the payment account; receiving, with the issuer system, a confirmation
message generated by the client device based on the registration code, the least one
device identifier, and the at least one authentication input; communicating, with the
issuer system, authentication dala to the f{ransaction processing system, the

authentication data comprising the account identifier, at least one device identifier, and
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the at least one authentication input; generating, with the at least one processor of a
transaction processing system, an authentication graph based on the authentication
data; receiving, with the at least one processor of the fransaction processing system,
a transaction request message associated with a transaction between the user and
the merchant, the fransaction request message comprising the account identifier;
determining, with at least one processor, an authentication result based on the
transaction request message and the authentication graph; and updating, with at least
ong processor, the authentication graph based on the authentication resuit.

[6008] According to non-limiting embodiments or aspects, provided is a system for
authenticating devices, the system comprising: at least one processor programmed or
configured fo: generate a virlual authenticator comprising at least one authentication
input, at least one account identifier associated with at least one payment account,
and at least one device identifier of at least one client device, the virtual authenticator
associated with a virtual authenticator identifier; receive a transaction reguest
message associated with a transaction between a user and a merchant made using
an authentication input of the at least one authentication input and a client device of
the at least one client device, the transaction request message comprising an account
identifier associated with a payment account; link the account identifier to the virtual
authenticator; communicate an authorization request message o an issuer systam,
the authorization request message comprising the virtual authenticalor identifier;
raceive an authorization response message; and update the virtual authenticator
based on the authorization response message.

[0087] In non-limiting embodiments or aspects, the transaction request massage
further comprises a merchani identifier, and the virtual authenticator further comprises
the merchant identifier. In non-imiting embodiments or aspects, the at least one
processor is further programmed or configured {0 receive a plurality of additional
fransaction reguests associated with a plurality of subsequent fransactions belween
the user and the merchant, wherein at least one additional ransaction reguest of the
plurality of additional tfransaction requests comprises a second account identifier and
a second authentication input; update the virtual authenticator based on the second
authentication input and a corresponding authorization response message associated
with the second authentication input; and link the second account identifier {0 the
virtual authenticator, the second account identifier is associated with 2 second virfual

authenticator identifier.  In non-imiting embodiments or aspects, the at least one
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pracessor is further programmed or configured to: associate an authentication
identifier with the virtual authenticator, the authentication identifier uniquely identifies
the virtual authenticator and is not communicated to the issuer system. n non-imiting
embodiments or aspects, further comprising the issuer system configured to: generate
a registration code based on account data associated with the payment account;
receive a confirmation message generated by the client device based on the
registration code, the least one device identifier, and the at Isast one authentication
input; communicate authentication data to a iransaction processing system, the
authentication data comprising the account identifier, at least one device identifier, and
the at least one authentication input, the at least one processor is further programmed
or configured to: generate an authentication graph based on the authentication data;
raceive a transaction request message associated with a transaction between the user
and the merchant, the transaction request message comprising the account identifier;
determine an authentication result based on the transaction request message and the
authentication graph; and update the authentication graph based on the authentication
result.

[0008] According fo non-limiting embodiments or aspects, provided is a computer
program product for authenticating devices, the computer program product comprising
at least one non-ransitory computer-readable medium comprising one or more
program instructions that, when executed by at least one processor cause the at least
one processor {00 generate a virtual authenticator comprising at least one
authentication input, at least one account identifier associated with at least one
payment account, and at least one device identifier of at least one client device, the
virtual authenticator associated with a virtual authenticator identifier; receive a
transaction reguest message associated with a transaction belwesn a user and a
merchant made using an authentication input of the at least one authentication input
and a client device of the at least one client device, the ransaction request message
comprising an account identifier associated with a payment account; link the account
identifier to the virtual authenticator; communicate an authorization request message
o an issuer system, the authorization request message comprising the virtual
authenticator identifier; receive an authorization response message; and update the
virtual authenticator based on the authorization response message.

{06081 In nondimiting embodiments or aspects, the iransaction request message

further comprises a merchant identifiar, and the virtual authenticator further comprises
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the merchant identifier. In non-limiting embodiments or aspects, the program
instructions further cause the at least one processor 1o: receive a plurality of additional
fransaction requeasts associated with a plurality of subsequent transactions between
the user and the merchant, wherein at least one additional fransaction request of the
plurality of additional fransaction reguests comprises a second account identifier and
a second authentication input; update the virtual authenticator based on the second
authentication input and a corresponding authorization response message associated
with the second authentication input; and link the second accourt identifier 1o the
virtual authenticator, the second account identifier is associated with a second virtual
authenticator identifier. In non-limiting embodiments or aspects, the program
instructions further cause the at least one processor to: associate an authentication
identifiar with the virtual authenticator, the authentication identifier uniquely identifies
the virtual authenticator and is not communicated to the issuer system. In non-limiting
embodiments or aspects, the program instructions further cause the issuer system in
communication with the at least ong processor to: generate a registration code based
on account data associated with the payment account; receive a confirmation
message generated by the client device based on the registration code, the least one
device identifier, and the at least one authentication input; communicate authentication
data fo a transaction processing system, the authentication data comprising the
account identifier, at least one device identifier, and the at least one authentication
input, the program instructions further cause the at least one processor (o generate
an authentication graph based on the authentication data; receive a transaction
request message associated with a transaction hetwaen the user and the merchant,
the transaction request message comprising the account identifier; delermine an
authentication resul based on the transaction request message and the authentication
graph; and update the authentication graph based on the authentication resull.

[00108] According to some nondimiting aspects or embodiments, provided is a
computer-implemented method for authenticating devices, the computer-implemented
method comprising: receiving, with at least one processor, a request for a device
authentication identifier of an account of a user; fransmitling, with at least one
processor, a device authentication reguest message via a frame embedded in a
webpage of a merchant website, the device authentication request message
comprising challenge dala associated with a challenge; receiving, with at least one

processor, a device authentication response message via the frame embedded in the
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webpage of the merchant website hased on the device suthentication request
message, the device authentication response message comprising challengs
rasponse data associated with a challenge response; fransmitting, with at least one
processor, a device authentication identiflier message comprising the device
authentication identifier associated with the account of the user based on the device
authentication response message; receiving, with at least one processor, a transaction
reqguest message associated with a fransaction, comprising: the device authentication
identifier, and transaction data associated with the fransaction, dstermining & device
score associated with the account of the user based on the device authentication
identifier; and generating, with at least one processor, an authorization request
message based on the transaction data and the device score.

[6011] In some non-imiting aspects or embodiments, the computer-implemented
method may comprise fransmitling, with at least one processor, the authorization
request message to an issuer system; receiving, with at least one processor, an
authorization response message from the issuer system, the authorization response
message generated in response o receiving the authorization request messags; and
updating, with at least one processor, the device score based on disposition of the
fransaction.

[0012] According to some non-limiting aspects or embodiments, the computer-
implemented method may comprise: receiving, with at least one processor, a public
key from a computing device associated with a user 1o ragister the computing device
with the account associated with the user, the account further associated with the
device score; wherein, when registering the computing device with an account
associated with the user, the device score is set to a default value associated with a
default score.

[6013] In some non-limiting aspects or embodiments, the computer-implemented
method may comprise: determining, with at least one processor, that a second
computing device was previously registeraed with the account associated with the user,
wherein, when registering the computing device with the account associated with the
user, the device score is set to a value of an existing device score of the second
computing device.

[0014] According to some non-limiting aspects or embodiments, the computer-
implemented method may comprise: in response to updaling the device score,

fransmitting, with at least oneg processor, the device score and a tfransaction response
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message o a computing device associated with a merchant, wherein updating the
device score based on the disposition of the transaction further comprises:
determining whether a chargeback cccurred or did not occur within a period of time
after the transaction was settled; and updating the device score based on determining
whether the chargeback occurred or there was no chargeback within the period of
time.

i0015] In some non-limiting aspects or embodiments, the computer-implemented
method may include: receiving, with af least one processor, an authorization response
message; determining, with at least one processor, that the transaction is declined
based on the authorization response message; and updating, with at least one
processor, the device score based on determining that the transaction is declined
based on the authorization response message.

[6018] According to some non-limiting aspects or embodiments, the computer-
implemented method may include: determining, with at least one processor, that a
fraudulent fransaction is associated with an account associated with the user; and
updating, with atf least one processor, the device score based on determining the
fraudulent transaction is associaled with the account associated with the user.

[0017] In some non-imiting aspects or embodiments, the computing device
associated with the user may be configured to: display, on a display of the computing
device associated with the user, a local authentication request in response fo receiving
the device authentication request message; receive a local authentication response
as input at the computing device associated with the user; and transmit a device
authentication response based on recelving the local authentication response.

[0018] According to some non-imiting aspects or embodiments, a system for
authenticating devices may include: at least one processor programmed or configured
fo: recelve a request for a device authentication identifier of an account of a user;
fransmit a device authentication reguest message via a frame embedded in a
webpage of a merchant websile, the device authentication request message
comprising challenge data associated with a challenge; receive a device
authentication response message via the frame embedded in the webpage of the
merchant website based on the device authentication request message, the device
authentication response message comprising challenge response data associated
with a challenge response; transmit a device authentication identifier message

comprising the device suthentication identifier associated with the account of the user
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based on the device authentication response message; raceive a transaction regquest
message associated with g fransaction, comprising: the device authentication
identifier, and transaction data associated with the transaction, determing a device
score associated with the account of the user based on the device authentication
identifier; and generate an authorization request message including the transaction
data and the device score.

{00181  In some non-imiting aspects or embodiments the at least one processor of
the system may be programmaed or configured o) transmit the authorization reguest
message to an issuer sysiem; receive an authorization response message from the
issuer system, the authorization response message generated in response o
receiving the authorization reguest message; and updaie the device score based on
disposition of the transaction.

[00201 According o some non-limiting aspecis or embodiments, the at least one
pracessor of the system may be programmed or configured to: receive a public key
from a computing device associated with a user o register the computing device with
the account associated with the user, the account further associated with the device
score; whergin, when registering the computing device with an account associated the
user, the at least one processor is programmed or configured to set the device score
o a default value associated with a default score.

[06021] In some non-limiting aspects or embodiments, the at least one processor of
the system may be programmed or configured to: determine that a second computing
device was previously registered with the account associated with the user, wherein,
when registering the computing device with the account associsted with the user, the
at least one processor is programmed or configured to set the device score to a valus
of an existing device score of the second computing device.

[6022] According to some non-limiting aspects or embaodiments, the at least one
processor of the system may be programmed or configured to: in response to updating
the device score, transmit the device score and a transaction response message 0 a
computing device associated with a merchant, wherein when updating the device
score based on the disposition of the fransaction, the at least one processor is
programmed or configured to: determine whether a chargeback occurred or did not
ooour within a period of ime after the transaction was settled; and update the device
score based on determining whether the chargeback occurred or there was no

chargehack within the period of time.
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[0023] In some non-limiting aspects or embodiments, the at least one processor of
the system may be programmed or configured {o: receive an authorization response
massage; determine that the transaction is declined based on the authorization
response message; and update the device scors based on determining that the
fransaction is declined based on the authorization response message.

[0024] According to some non-imiting aspects or embodiments, the at least ons
processor of the system may be programmed or configured to: determine that a
fraudulent transaction is associated with an account associated with the user; and
update the device score based on determining the fraudulent transaction is associated
with the account associated with the user.

[0025] In some non-imiting aspects or embodiments, the system may include a
computing device associated with the user, the computing device including at least
one processor that may be programmed or configured fo: display, on a display of the
computing device associated with the user, a local authentication request in response
o receiving the device authentication request message; receive a local authentication
response as input at the computing device associated with the user; and transmit a
device authentication response based on receiving the local authentication response.
[0028] According to some non-limiting aspects or embodimenis, a computer
program product for authenticating devices may include at least one non-fransitory
computer-readable medium, the non-transitory computer-readable medium including
one or more instructions that, when executed by at least one processor cause the at
least one processor to: receive a request for a device authentication identifier of an
account of a user; transmit a device authentication reguest message via a frame
embedded in & webpage of a merchant website, the device authentication request
message comprising challenge data associated with a challenge; receive a device
authentication response message via the frame embedded in the webpage of the
merchant website based on the device authentication request message, the device
authentication response message comprising challenge response data associated
with a challenge response; transmit a device authentication identifier message
comprising the device authentication identifier associated with the account of the user
based on the device authentication response message; receive a transaction request
message associated with a transaction, including: the davice authentication identifier,
and transaction data associated with the fransaction, determine a device score

associated with the account of the user based on the device authentication identifier;
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and generate an authorization request message based on the transaction data and
the device score.

[0027] In some nondlimiting aspects or embodiments, the computer program
product may include one or more instructions that may cause the at least one
processor to: transmit the authorization request message o an issuer system; receive
an authorization response message from the issuer system, the authorization
response message generated in response o receiving the authorization request
message; and update the device score based on disposition of the transaction.
[0028] According to some non-limiting aspects or embodiments, the computer
program product may include one or more instructions that cause the at least one
processor to: receive a public key from a computing device associated with a user to
register the computing device with the account associated with the user, the account
further associated with the device score; wherein the one or more instructions that
cause the at least one processor 1o register the computing device with an account
associated with the user cause the atleast one processor (o set the device scorg to a
default value associated with a default score.

[0028] In some nondimiting aspects or embodiments, the computer program
product may include the one or more instructions that cause the at least one processor
to: determine that a second computing device was previously registered with the
account associated with the user, wherein the one or more instructions that cause the
at least one processor {0 register the computing device with the account associated
with the user cause the al least one processor to set the device score to a valus of an
existing device score of the second computing devics.

{00381 According to some non-limiling aspects or embodiments, the computer
program product may include the one or more instructions that cause the at least one
processor 1o) in response 1o updating the device score, transmit the device score and
a transaction response message o a computing device associated with a merchant,
whergin the instructions that cause the at least one processor o update the device
score based on the disposition of the transaction, cause the at least one processor to:
determine whether a chargeback occurred or did not occur within a period of time after
the transaction was settled; and updale the device score based on delermining
whether the chargeback occurred or there was no chargeback within the period of

tims.
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[0031] In some non-imiting aspects or embodiments, the computer program
product may include one or more instructions that cause the at least one processor to:
raceive an authorization response message; determine that the transaction is declined
based on the authorization response message; and update the device score based on
determining that the transaction is declined based on the authorization response
message.

i0032] According to some non-limiling aspects or embodiments, the computer
program product may include one or more instructions that cause the at least one
processor to: determine that a fraudulent transaction is associated with an account
assoclated with the user; and update the device score based on delermining the
fraudulent transaction is associated with the account associated with the user.

[6033] In some nondimiting aspects or embodiments, the computer program
product may include one or more instructions that cause the at least one processor {o
cause a computing device associated with the user to: display, on a display of the
computing device associated with the user, a local authentication request in response
to receiving the device authentication request message; receive a local authentication
rasponse as input at the computing device associated with the user, and fransmit a
device authentication response based on receiving the local authentication response.
[0034] According to ancther embodiment, provided is a computer-implemented
method for authenticating devices, the computer-implemented method comprising:
receiving, with at least ong processor, a raquest for a device authentication identifier
for an account of a user; ransmitting, with at least one processor, a device
authentication request message via a pop-up browser window instantiated from code
i a webpage of a merchant website, wherein the pop-up browser window includes
webpage data from a domain separate from a domain that provides the merchant
website, the device authenticalion request message comprising chalienge data
associated with a challenge; receiving, with at least one processor, a device
authentication response message via the pop-up window based on the device
authentication reguest message, the device authentication response message
comprising challenge response dala associated with a challenge response;
fransmitling, with at least one processor, a device authentication identifier message
comprising the device authentication identifier associated with the account of the user
based on the device authentication response message; receiving, with at least one

processor, a transaction request message associated with a transaction, comprising:
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the device authenticalion identifier, and transaction dala associated with the
fransaction, determining a device score associated with the account of the user based
on the device authentication identifier; and generating, with at least one processor, an
authorization request message based on the transaction data and the device score.
[0038] Further embodiments or aspects are set forth in the following numbered
clauses:

[0038] Clause 1. A computer-implemented method for authenticating devices,
comprising: generating, with a transaction processing system comprising af least one
processor, a virtual authenticator comprising at least one authentication input, at least
one account identifier associated with at least one payment account, and at least one
device identifier of at least one client devica, the virtual authenticalor associated with
a virtual authenticator identifier; receiving, with the transaction processing system, a
fransaction request message associated with a transaction belwesen a user and a
merchant made using an authentication input of the at least one authentication input
and a client device of the at least one client device, the fransaction request message
comprising an account identifier associated with a payment account; linking, with the
fransaction processing system, the account identifier to the virtual authenticator;
communicating, with the iransaction processing system, an authorization request
message {0 an issuer system, the authorization request message comprising the
virtual authenticator identifier; receiving, with the at least one processor of the
transaction processing systermn, an authorization response message; and updating,
with the at least one processor of the fransaction processing system, the virtual
authenticator based on the authorization response message.

[0037] Clause 20 The computer-implemented method of clause 1, wherein the
transaction reqguest message further comprises a merchant identifier, and whersin the
virtual authenticator further comprises the merchant identifier.

[0038] Clause 3. The computer-implemented method of clauses 1 or 2, further
comprising: receiving, with at least one processor of the transaction processing
system, a plurality of additional transaction requests associated with a plurality of
subsequent transactions between the user and the merchant, wherein at least ong
additional transaction request of the plurality of additional transaclion reguesis
comprises a second account identifier and a second authentication input; updating the
virtual authenticator based on the second authentication input and a corresponding

authorization response message associated with the second authentication input; and
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linking the second account identifier 1o the virtual authenticator, wherein the second
account identifier is associated with a second virtual authenticator identifier.

[0038] Clause 4. The computer-implemented method of any of clauses 1-3, further
comprising: associating an authentication identifier with the virtual authenticator,
wherein the authentication identifier unigquely identifies the virtual authenticator and is
not communicated o the issuer system.

{00407  Clause 5 The computer-implemented method of any of clauses 14, further
comprising: generating, with the issuer system comprising at least one proceassor, a
registration code based on account data associated with the payment account;
receiving, with the issuer system, a confirmation message generated by the client
device based on the registration code, the least one device identifier, and the at least
one authentication input; communicating, with the issuer system, authentication data
o the transaction processing system, the authentication data comprising the account
identifier, at least one device identifier, and the at least one authentication input;
generating, with the at least one processor of a transaction processing system, an
authentication graph based on the authentication data; recsiving, with the atleast one
processor of the transaction processing system, a transaction request message
associated with a transaction between the user and the merchant, the transaction
request message comprising the account identifier; determining, with at least one
processor, an authentication result based on the transaction request message and the
authentication graph; and updating, with at least one processor, the authentication
graph based on the authentication resuit.

[0041] Clause 6. A system for authenticating devices, the systemn comprising: at
least one processor programmed or configured 1o generale a virtual authenticator
comprising at least one authentication input, at least one account identifier associated
with at least one payment account, and at least one device identifier of at least one
client device, the virtual authenticator associated with a virtual authenticator identifier;
receive a transaction request message associated with a transaction between a user
and a merchant made using an authentication input of the at least one authentication
input and a client device of the at lsast one client device, the transaction request
message comprising an account identifier associated with a payment account; link the
account identifier to the virtual authenticator; communicate an authorization reguest

message {0 an issuer system, the authorization request message comprising the
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virtual authenticator identifier; receive an authorization response message; and update
the virtual authenticalor based on the authorization response message.

[0042] Clause 7: The system of clause 8, wherein the transaction request message
further comprises a merchant identifier, and wherein the virtual authenticator further
comprises the merchant identifier.

[0043] Clause 8 The system of clauses 6 or 7, wherein the at least one processor
is further programmed or configured to: receive a plurality of additional transaction
requests associated with a plurality of subseguent transactions betwesen the user and
the merchant, wherein at least one additional transaction request of the plurality of
additional transaction requests comprises a second account identifisr and a second
authentication input; updaie the virlual authenticalor based on the second
authentication input and a corresponding authorization response message associated
with the second authentication input; and link the second account identifier o the
virtual authenticator, wherein the second account identifier is associated with a second
virtual authenticator identifier.

[0044] Clause 9 The system of any of clauses 6-8, wherein the at least one
processor is further programmed or configured {0 associate an authentication
identifier with the virtual authenticator, wherein the authentication identifier uniquely
identifies the virtual authenticator and is not communicated o the issuer system.
[0045] Clause 10: The system of any of clauses 6-8, further comprising the issuer
systam configured o generate a registration code based on account data associated
with the payment account; receive a confirmation message generaled by the client
device based on the registration code, the least one device identifier, and the at least
one authentication input; communicate authentication data to a transaction processing
systemn, the authentication data comprising the account identifier, at least one device
identifier, and the at least one authentication input, wherein the at least one processor
is further programmed or configured to: generate an authentication graph based on
the authentication data; receive a fransaction request message associated with a
fransaction between the user and the merchant, the transaction request message
comprising the account identifier; determine an authentication result based on the
fransaction reguest message and the authentication graph, and update the
authentication graph based on the authentication result.

[0048] Clause 11: A computer program product for authenticating devices, the

computer program product comprising at least one non-transitory computer-readable
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medium comprising one or more program instructions that, when executed by at least
one processor cause the at least one processor fo: generate a virtual authenticator
comprising at least one authentication input, at least one account identifier associated
with at least one payment account, and at least one device identifier of at least one
client device, the virtual authenticator associated with a virtual authenticator identifier;
receive a transaction request message associated with a transaction between a user
and a merchart made using an authentication input of the at least one authentication
input and a client device of the at lsast one client device, the transaclion request
message comprising an account identifier associated with a payment account; link the
account identifier to the virtual authenticator; communicate an authorization request
message {0 an issuer sysiem, the authorization request message comprising the
virtual authenticator identifier; raceive an authorization response message; and update
the virtual authenticator based on the authorization response message.

[0047] Clause 12: The computer program product of clause 11, wherein the
fransaction request message further comprises a merchant identifier, and wherein the
virtual authenticator further comprises the merchant identifier.

[6048] Clause 13: The computer program product of clauses 11 or 12, wherein the
program instructions further cause the at least one processor {o: receive a plurality of
additional transaction regquests associated with a plurality of subsequent transactions
between the user and the merchant, wherein at least one additional transaction
raguest of the plurality of additional transaction requests comprises a second account
identifier and a second authentication input; update the virtual authenticalor based on
the second authentication input and a corresponding authorization response message
associated with the second authentication input; and link the second account identifier
o the virtual authenticator, wherein the second account identifier is associsted with a
second virtual authenticator identifier.

[0048] Clause 14: The computer program product of any of clauses 11-13, wherein
the program instructions further cause the at least one processor {o: associate an
authentication identifier with the virtual authenticator, wherein the authentication
identifier uniquely identifies the virlual authenticator and is not communicated to the
issuer system.

(0058071 Clause 15: The computer program product of any of clauses 11-14, wherein
the program instructions further cause the issuer system in communication with the at

least one processor to: generate a registration code based on account data associated
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with the payment account; receive a confirmation message generated by the client
device based on the registration code, the least one device identifier, and the at least
ane authentication input; communicate authentication data 1o a transaction processing
system, the authentication data comprising the account identifier, at least one device
identifier, and the at least one authentication input, wherein the program instructions
further cause the at least one processor o) generate an authentication graph based
on the authentication data; receive a transaction request message associated with a
fransaction betwesn the user and the merchant, the transaction request message
comprising the account identifier; determine an authentication resuilt based on the
fransaction request message and the authentication graph; and update the
authentication graph based on the authentication result.

[60581] Clause 16: A computer-implemented method for authenticating devices, the
computer-implemented method comprising: receiving, with at least one processor, a
request for a device authentication identifiar of an account of a user; transmitting, with
at least one processor, a device authentication identifier request message via a frams
embedded in a2 webpage of a merchant websile, the device authentication identifier
request message comprising challenge data associated with a challenge; receiving,
with at least one processor, a device authentication response message via the frame
embedded in the webpags of the merchant website based on the device authentication
request messags, the device authentication response message comprising challenge
rasponse data associated with a challenge response; transmitting, with at least one
processor, a device authentication identifier message comprising the device
authentication identifier associated with the account of the user based on the device
authentication response message; recelving, with at least one processor, a transaction
request message associated with a transaction, comprising: the device authentication
identifier, and transaction data associated with the transaction, determining that a
device score associated with the account of the user comresponds fo the device
authentication identifier; and generating, with at least one processor, an authorization
reguest message based on the transaction data and the device score.

{60521 Clause 17: The computer-implemented method according o dause 186,
further comprising: transmitting, with at least one processor, the authorization request
message to an issuer system; receiving, with at least one processor, an authorization

response message from the issuer system, the suthorization response message
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generated in response 1o receiving the authorization request message; and updating,
with at least one processor, the device score based on disposition of the transaction.
[0083] Clause 18 The computer-implemanted method according to clauses 16 or
17, further comprising: receiving, with at least one processor, a public key from a
computing device associated with a user to register the computing device with the
account associated with the user, the account further associated with the device score;
wherein, when registering the computing device with an account associated with the
user, the device score is set io a default value associated with a default score.

[00584] Clause 19: The computer-implemented method according to any of clauses
16-18, further comprising: determining, with at least one processor, that a second
computing device was previously registered with the account associated with the user,
transmitting, with at least one processor, a new device registration message to the
second computing device including a prompt to verify that the computing device is
permitted to be registered,; receiving, with at least one processor a registration
response meassage including an indication as o whether the computing device s
permitted to be registered in association with the second computing device; and
determining, with at least one processor, that the computing device is permitted to be
registered based on the indication included in the regisiration response message,
wherein, when registering the computing device with the account associated with the
user, the device score is set to a value based on a value of an existing device score
of the second computing device after determining that the computing device is
permitted o be registered in association with the second computing device.

[0058] Clause 20: The computer-implemented method according to any of clauses
16-18, further comprising: in response to updating the device score, transmitting, with
at least one processor, the device score data associated with the device score and a
fransaction response message 1o a computing device associated with a merchant,
wherein updating the device score based on the disposition of the transagction further
comprises: determining whether a chargeback occurred or did not occur within a
period of time after the transaction was settled; and updating the device score based
on determining whether the chargeback occurred or there was no chargeback within
the period of time.

[00588] Clause 21: The computer-implemented method according to any of clauses
16-20, further comprising: receiving, with at least one processor an authorization

rasponse message; determining, with at least one processor, that the transaction is
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not approved based on the authorization response message; and updating, with at
least one processor, the device score based on determining that the fransaction is
declined based on the authorization response meassage.

[6057] Clause 22: The computer-implemented method according to any of clauses
16-21, further comprising: determining, with at least one processor, that a fraudulent
transaction is associated with an authentication application; and updating, with at least
one processor, the device score based on determining the fraudulent transaction is
associated with the authentication application.

[00588] Clause 23: The computer-implemented method according to any of clauses
16-22, wherain the computing device associated with the user is configured to: display,
on a display of the computing device associated with the user, a local authentication
raquest in response o receiving the device authentication request message; receive
& local authentication response as input at the computing device associated with the
user; and transmit a device authentication response based on receiving the local
authentication response.

[0089] Clause 24: A system for authenticating devices, the system comprising: at
least one processor programmed or configured {0 receive a request for a device
authentication identifier of an account of a user; transmit a device authentication
request message via a frame embedded in 2 webpage of a merchant website, the
device authentication request message comprising challenge data associated with a
challenge; receive a device authentication response message via the frame
embedded in the webpage of the merchant website based on the device authentication
request message, the device authentication response message comprising chalienge
response data associated with a challenge response; transmit a device authentication
identifier messags comprising the device authentication identifier associated with the
account of the user based on the device authentication response message; receive a
fransaction request message associated with a transaction, comprising: the device
authentication identifier, and transaction data associasted with the ifransaction,
determine a device score associated with the account of the user based on the device
authentication identifler; and generate an authorization request message based on the
fransaction data and the device score.

[0080] Clause 25: The system according o clause 24, wherein the at least one
processor is programmed or configured to: transmit the authorization request messages

to an issuer system; receive an authorization response message from the issuer
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system, the authorization response messagse generated in response o receiving the
authorization request message; and update the device score based on disposition of
the transaction.

[6061] Clause 26: The system according to clauses 24 or 25, whersin the at least
one processor is programmed or configured to: receive a public key from a computing
device associated with & user to register the computing device with the account
associated with the user, the account further associated with the device score;
wherein, when registering the computing device with an account associated with the
user, the at least one processor is programmed or configured {0 set the device score
o a default value associated with a default score.

[0062] Clause 27; The sysiem according to any of clauses 24-26, wherein the at
least one processor is programmed or configured to: determing that a second
computing device was previously registered with the account assoclated with the user,
wherein, when registering the computing device with the account associated with the
user, the at least one processor is programmaed or configured 1o set the device score
to a value based on an existing device score of the second computing device.

[60683] Clause 28 The system according o any of clauses 24-27, wherein the at
least one processor is programmed or configured fo! in response fo updaling the
device score, transmit the device score and a transaction response message o a
computing device associated with a merchant, wherein when updating the device
score based on the disposition of the fransaction, the at least one processor is
programmed or configured to; determine whether a chargeback occurred or did not
occur within a period of time after the transaction was settled; and update the device
score based on determining whether the chargeback occurred or there was no
chargeback within the period of time.

[0064] Clause 28 The system according to any of clauses 24-28, wherein the at
least one processor is programmed or configured {o; receive an authorization
response message; determine that the transaction is declined or approved based on
the authorization response message; and update the device score based on
determining that the transaction is dedlined or approved based on the authorization
response message.

[0085] Clause 30: The system according to any of clauses 24-29, wherein the at
least one processor is programmed or configured to: determine that a fraudulent

fransaction is associated with 2 device associated with the user; and update the device
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score based on determining the fraudulent transaction is associated with the device
associated with the user.

[0068] Clause 31 The system according o any of clauses 24-30, wherein a
computing device associated with the user comprises at least one processor
programmed or configured to: display, on a display of the computing device associated
with the user, a local authentication request in response {0 recsiving the device
authentication request message; receive a local authentication response as input at
the computing device associated with the user; and fransmit a device authentication
response based on receiving the local authentication response.

[0087] Clause 31 A computer program product for authenticating devices, the
computer program product comprising at least one non-transifory computer-readable
medium comprising one or more instructions that, when execufed by at least one
processor cause the af least one processor to: receive a reguest for a device
authentication identifier of an account of a user, transmit a device authentication
request message via a frame embedded in a webpage of a merchant website, the
device authentication request message comprising challenge data associated with &
challenge; receive a device authentication response message via the frame
embedded in the webpage of the merchant website based on the device authentication
request message, the device authentication response message comprising challenge
response data associated with a challenge response; transmit a device authentication
identifier message comprising the device authentication identifier associated with the
account of the user based on the device authentication response message; receive a
fransaction requast massage associated with a transaction, comprising: the device
authentication identifier, and transaction data associated with the transaction,
determine 8 device score associated with the device suthentication identifier; and
generate an authorization request message based on the transaction data and the
device score.

[00668] Clause 32: The computer program product according to clause 31, wherein
the one or more instructions further cause the at least one processor to: transmit the
authorization request message (o an issuer system; receive an authorization response
message from the issuer system, the authorization response message generated in
response to receiving the authorization request message; and update the device score

based on disposition of the fransaction.
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[0069] Clause 33: The computer program product according to clauses 31 or 32,
wherein the one or more instructions further cause the at least one processor o
raceive a public key from a computing device associated with a user to register the
computing device with the account associated with the user, the account further
associated with the device score; wherein, when registering the computing device with
an account associated with the user, the at least ong processor is programmed or
configured to set the device score {0 a default value associated with a default score.
{0701  Clause 34; The compuler program product according o any of clauses 31-
33, wherein the one or more instructions further cause the at least one processor {o:
determine that a second computing device was previously registered with the account
associated with the user, whersin, when registering the computing device with the
account associated with the user, the at least one processor is programmed or
configured to set the device score 1o a value of an existing device score of the second
computing device.

[00714] Clause 35: The computer program product according to any of clauses 31-
34, wherein the one or more instructions further cause the at least one progessor {o;
in response o updating the device score, transmit the device score and a transaction
response message to a computing device associated with a merchant, wherein when
updating the device score based on the disposition of the transaction, the at least one
processor is programmed or configured to: determine whether a chargeback occurred
or did not occur within a period of time after the ransaction was settled; and update
the device score based on determining whether the chargeback occurred or did not
occur within the period of time.

[0072] Clause 36: The computer program product according to any of clauses 31-
35, wherein the one or more instructions further cause the at least one progessor {o:
raceive an authorization response message; determing that the transaction is declingd
or accepled based on the authorization response message; and update the device
score based on determining that the transaction is declined or accepted based on the
authorization response message.

[00731  Clause 37 The compuler program product according fo any of clauses 31-
36, wherein the one or more instructions further cause the at least one processor {0
determine that a fraudulent transaction is associated with an account associated with
the user; and update the device score based on dstermining the fraudulent fransaction

is associated with the account associated with the user.
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[0074] Clause 38: The computer program product according to any of clauses 31-
37, wherein the one or more instructions further cause the at least one processor (o
cause a computing device associated with the user o display, on a display of the
computing device associated with the user, a local authentication request in response
to receiving the device authentication request messags; receive a local authentication
response as input at the computing device associated with the user; and transmit a
device authentication response based on receiving the local authentication response.
[0075]  Clause 39: A computer-implemented method for authenticating devices, the
computer-implemented method comprising: receiving, with at least one processor, a
request for a device authentication identifier for an account of a user; ransmitling, with
atleast one processor, a device authentication reqguest message via a pop-up browser
window instantiated from code in & webpage of a merchant website, wherein the pop-
up browser window includes webpage data from a domain separate from a domain
that provides the merchant websile, the device authentication request message
comprising challenge dala associated with a challenge; receiving, with at least one
processor, a device authentication response message via the pop-up window based
on the device authentication request message, the device authentication response
message comprising challenge response data associated with a challenge response;
fransmitling, with at least one processor, a device authentication identifier message
comprising the device guthentication identifier associated with the account of the user
based on the device authentication response message; receiving, with at least one
processor, a transaction request message associated with a transaction, comprising:
the device authentication identifier, and transaction data associated with the
fransaction, determining a device score associated with the account of the user based
on the device authentication identifier; and generating, with at least one processor, an
authorization request messags based on the transaction daia and the device score.

[0078] These and other features and characteristics of the presently disclosed
subject matter, as well as the methods of operation and funclions of the related
elements of structures and the combination of parts and economies of manufacture,
will become more apparent based on the following description and the appended
claims with reference to the accompanying drawings, all of which form a part of this
specification, wherein like reference numerals designate corresponding parts in the
various figures. it is to be expressly undersiood, however, that the drawings are for

the purpose of Hlustration and description anly and are not intended as a definition of
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the limits of the present disclosura. As used in the specification and the claims, the
singular form of “a,” “an,” and “the” include plural referents unless the context clearly

dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS

[0077] FIG. 1 s a schematic diagram of a system for authenticating devices

according o non-limiting aspects or embodiments;

{00781 FiG. 2 is a schematic diagram of a sysiem for authenticating devices
according to non-limiting aspects or embodiments;

[0079] FIGS. 3A and 3B are sequence diagrams of processes for authenticating
devices according to non-limiting aspects or embodiments;

[0080] FIG. 4 is a schematic diagram of a system for authenticating devices
according to non-limiting aspecis or embodiments;

[0081] FIG. 5 is a flow diagram of 2 process for authenticating devices according
to non-limiting aspects or embodiments; and

[0082] FIGS. 6A and BB are a sequence diagrams of procasses for authenticating

devices according to non-limiting aspects or embodiments.

DESCRIPTION
i0083] For purposes of the description hereinafier, the terms “end,” “upper”

g,

“lower,” “right,” "left,” “vertical,” *horizontal,” “top,” “hottom,” “lateral,” "longitudinal,” and
derivatives thereof shall relate to the disclosure as it is orlented in the drawing figures.
However, it is to be understood that the disclosure may assume various alternative
variations and step sequences, except where expressly specified to the contrary. itis
also o be undersicod that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspecis of the disclosure. Henge, specific dimensions and other
physical characteristics related to the embodiments or aspects of the embodiments
disclosed herein are not to be considered as limiting unless otherwise indicated.

{00841 No aspect, component, slement, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential uniess explicitly
described as such. In addition, as used herein, the articles “a” and "an” are intended
to include one or more items and may be used interchangeably with “one or more” and

“at least one.” Furthermore, as usaed herein, the term “set’ is intended {o include one
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or mare ftems {e.g., related items, unrelated ems, & combination of related and
unrelated items, efc.) and may be used interchangeably with “one or more” or “at least
ong.” Where only ong Hlem is intended, the term “one” or similar language is used.
Also, as used herein, the terms “has,” “have,” “having,” or the like are intended {0 be
open-ended terms. Further, the phrase “based on” is intended {o mean “based at least
partially on” unless explicitly stated otherwise.

[GDBS]  As used herein, the term “account identifier” may refer to one or more types
of identifiers associated with an account {e.g., a {primary account number (PAN))
associated with an account, a card number associated with an account, a payment
card number assaciated with an account, a token associated with an account, and/for
the like). In some non-imiting embodiments, an issuer may provide an account
identifiar {e.g., 2 PAN, a token, and/or the ike) 1o a user {e.g., an accountholder) that
uniquely identifies one or more accounts associated with that user. The account
identifier may be embuodied on a payment device {e.g., a physical instrument used for
conducting payment transactions, such as a payment card, a credit card, a debit card,
a gift card, andfor the like) and/or may be electronic information communicated to the
user that the user may use for electronic payment transactions. In some non-limiting
embodiments, the account identifier may be an original account identifier, where the
original account identifier was provided to a user at the creation of the account
associated with the account identifier. In some non-limiting embodiments, the account
identifier may be a supplemental account identifler, which may include an account
identifier that is provided to a user after the original accountd identifier was provided to
the user. For example, if the original account identifier is forgotten, stolen, and/or the
like, a supplemental account identifier may be provided fo the user. In some non-
limiting embodiments, an account identifier may be directly or indirectly associated
with an issuer institution such that an account identifier may be a token that is linked
to a PAN or other type of account identifier. Account identifiers may be alphanumeric,
any combination of characters and/or symbols, and/or the like.

[00B6]  As used herein, the ferm “acquirer” may refer to an entity licensed by the
fransaction service provider and approved by the transaction service provider to
originate transactions {e.g., payment transactions) involving a payment device
associated with the transaction service provider. As used hergin, the term “acquirer
system” may also refer to one or more computer systems, computer devices, andfor

the like operated by or on behalf of an acquirer. The transactions that the acquirer
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may originate may include payment transactions {e.g., purchases, original credit
transactions {(OCTs), account funding transactions (AFTs), and/or the like}). In some
non-limiting embaodiments, the acquirer may be authorized by the transaction service
provider to assign merchant or service providers to originate transactions involving a
payment device associated with the transaction service provider. The acguirer may
contract with payment facilitators {0 enable the payment Tacilitators o sponsor
merchants. The acquirer may monitor compliance of the payment facilitators in
accordance with regulations of the transaction service provider. The acquirer may
conduct due diligence of the payment facilitators and ensure proper due diligence
occurs before signing a sponsored merchant. The acgquirer may be Hable for all
transaction service provider programs that the acquirer operates or sponsors. The
acquirer may be responsible for the acts of the acquirer's payment facilitators,
merchants that are sponsored by the acguirer's payment Tacilitators, andfor the Hke.
in some non<limiting embodiments, an acquirer may be a financial institution, such as
a bank.

[008B7T]  As used herein, the terms “communication” and “communicate” may refer to
the reception, receipt, transmission, transfer, provision, andfor the like of data {s.g.,
information, signals, messages, instructions, commands, and/or the like). Forone unit
{e.g., a device, a system, a component of a device or system, combinations thersof,
andfor the like) to be in communication with another unit means that the one unit is
able o directly or indirectly receive information from andfor send (e.g., transmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with
each other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not actively transmit information o the second unit. As ancther
example, a first unit may be in communication with a second unif i at least one
irtermediary unit {e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and transmiis the processed
information to the second unit. In some non-limiting embodiments, a message may
refer 1o a network packet (e.q., a data packet and/or the like) that includes data.
[00B8] As used herein, the term “computing device” may refer to one or mors

glectronic devices that are configured to directly or indirectly communicate with or over
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one or more networks. A computing device may be a mobile or portable computing
device, a deskiop computer, a server, and/or the like. Furthermore, the term
‘computer” may refer to any computing device that includes the necessary
components 1o receive, process, and output data, and normally includes a display, a
processor, a memory, an input device, and a network interface. A “computing system”
may include one or morg computing devices or computers.  An “application” or
“application program interface” (AP!) refers 1o computer code or other data sorted on
a computer-readable medium that may be executed by a processor to facilitate the
interaction between sofiware components, such as a client-side front-end andfor
server-side back-end for receiving data from the client. An “interface” refers to a
generated display, such as one or more graphical user interfaces (GUls) with which a
user may interact, either directly or indirectly {e.g., through a kevboard, mouse,
touchscreen, efc.). Further, multiple computers, e.q., servers, or other computerized
devices directly or indirectly communicating in the network environment may constitute
a “system” or a “computing system.”

[0088] As used herein, the terms “client” and “client device” may refer to one or
more computing devices, such as processors, storage devices, and/or similar
computer components, that access a service made available by a server. In some
non-imiting embodiments, a “client device” may refer 1o one or more devices that
facilitate payment fransactions, such as point-of-sale (POS) devices andfor POS
systems used by a merchant. In some non-limiting embodiments, a client device may
include an electronic device configured to communicate with one or more networks
and/or facilitate payment transactions such as, but not limited to, one or more deskiop
computers, one or more portable computers {e.g., tablet computers), one or more
maobile devices {e.qg., cellular phones, smartphones, PDAs, wearable devices, such as
watches, glasses, lenses, and/or clothing, and/or the like), and/or other like devices.
Moreover, a “client” may also refer to an entity, such as a merchant, that owns, utilizes,
andfor operates a client device for facilitaling payment transactions with a transaction
service provider.

00901 As used herein, the terms “slectronic wallel,” “glectronic wallet mobile
application,” and “digital wallel” may refer 1o one or more electronic devices including
one or myye software applications configured to facilitate and/or conduct transactions
{e.g., payment fransactions, electronic payment fransactions, and/or the like). For

gxample, an electronic wallet may include a user device (e.g., a mobile davice)
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exgcuting an application program, server-side software, and/or databases for
maintaining and providing data to be used during a payment transaction to the user
device. As used herein, the term “slectronic wallet provider” may include an entity that
provides and/or maintains an slectronic wallet and/or an electronic wallet mobile
application for a user {e.qg., a customer). Examples of an electronic wallet provider
include, but are not limited to, Google Pay®, Android Pay®, Apple Pay®, and Samsung
Pay®. In some non-limiting exampiles, a financial institution {e.g., an issuer institution)
may be an electronic wallet provider. As used herein, the term “electronic wallet
provider system” may refer o one or more computer systems, computer devices,
servers, groups of servers, and/or the like operated by or on behalf of an electronic
wallet provider.

(00911 As used herein, the terms “issuer,” “issuer institution,” “issuer bank,” or
‘payment device issuer,” may refer o one or more entities that provide accounts fo
individuals {e.g., users, customers, and/or the like) for conducting payment
fransactions, such as credit payment fransactions and/or debit payment fransactions.
For example, an issuer institution may provide an account identifier, such as a (PAN),
io a customer that unigusly identifies one or more accounts associated with that
customer. In some non-limiting embodiments, an issuer may be associated with a
bank identification number (BIN) that uniquely identifies the issuer institution. As used
herein “issuer system” may refer to one or more computer systems operated by or on
behalf of an issuer, such as a server axecuting one or more software applications. For
gxample, an issuer system may include one or more authorization servers for
authorizing a transaction.

[0082]  As used herein, the term “payment device” may refer to a pavment card
{e.g., a credit or debit card), a gift card, a smaricard, smart media, a payroll card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, and/or the like. The payment device may include g volatile or & non-
volatile memory to store information {e.g., an account identifier, a name of the account
holder, and/or the like).

[0083] As used herein, the term “payment galeway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity {e.g., a
merchant service provider, a payment service provider, a payment facilitator, a

payment facilitator that contracts with an acquirer, a payment aggregstor, and/or the
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like), which provides payment services {e.qg., transaction service provider payment
services, paymeni processing services, andior the like) fo one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway system” may refer to one or more computer systems, computer devices,
servers, groups of servers, andfor the like operated by or on behalf of a payment
gateway.

{00847  As used hersin, a "point-of-sale (POS) device™ may refer io one or more
devices, which may be used by a merchant to conduct a transaction {&.g., a payment
fransaction) and/or process a transaction. For example, 2 POS device may include
one or more cdlient devices, Additionally or alternatively, a POS device may include
peripheral devices, card readers, scanning devices {e.g., code scanners), Blustooth®
communication receivers, near-fleld communication (NFC) receivers, radio frequency
identification (RFID) receivers, andfor other contactiess transceivers or receivars,
contact-based receivers, payment terminals, and/or the fike. As used herein, a “point-
of-sale (POS) system” may refer to one or more client devices and/or peripheral
devices used by a merchant to conduct a transaction. For example, a POS system
may include one or more POS devices andfor other like devices that may be used to
conduct a payment transaction. In some nondimiting embodiments, a POS system
{e.g., a merchant POS system} may include one or more server computers
programmed or configured o pracess online payment transactions through webpages,
mobile applications, and/or the fike.

[0088] As used herein, the term “merchant” may refer {0 one or more entities {e.g,,
operators of refail businesses) that provide goods andfor services, andfor access fo
goods and/or services, {0 a user {e.g., a customer, a consumer, and/or the like) based
on a transaction, such as a payment transaction. As used hergin “merchant system”
may refer 1o one or more computer systems operated by or on behalf of a merchant,
such as a server executing one or more software applications. As used herein, the
term “product” may refer to one or more goods and/or services offered by a merchant.
{00861 As used herein, the term “server” may refer {0 one or more computing
devices, such as processors, storage devices, andfor similar computer components
that communicate with client devices and/or other computing devices over a network,
such as the Internet or private networks and, In some examples, faciilate

communication among other servers and/or client devices.
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[0087] As used herein, the term “system” may refer o one or more computing
devices or combinations of computing devices such as, but not limited 1o, processors,
servers, client devices, software applications, andfor other like components. In
addition, reference to “a server” or “a processor,” as used herein, may refer o a
previously-reciled server and/or processor that is recited as performing a previous step
or function, a different server and/or processor, and/or a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server
andfor a first processor that is recited as performing a first step or function may refer
o the same or different server and/or a processor recited as performing a second step
or fungction.

[0088] As used hersin, the term “fransaction processing system” may refer {0 an
entity that receives transaction authorization requests from merchants or other entities
and provides guaraniees of payment, in some cases through an agreement betwesen
the transaction service provider and an issuer institution. For example, a transaction
processing system may include a payment network such as Visa® MasterCard®,
American Express®, or any other entity that processes transactions. As used herein
“ransaction service provider system” or “transaction processing syslem” may refer to
one or more computer systems opsrated by or on behalf of a transaction service
provider, such as a transaction processing system executing one or more software
applications. A fransaction processing system may include one or more processors
and, in some non-imiting embodiments, may be operated by or on behalf of a
fransaction service provider.

[0089] As used herain, the term “loken” may refer to an account identifier that is
used as a substitute or replacement for another account identifier, such as a PAN.
Tokens may be associated with 8 PAN or other original account identifier in ons or
more data structures (e.g., one or more databases and/or the like) such that they may
be used to conduct a payment transaction without directly using the original account
identifier. In some non-limiting embodiments, an original account identifier, such as a
PAN, may be associated with a plurality of tokens for different individuals or purposes.
in some non-imiting embodiments, {okens may be associated with a PAN or other
account identifiers in one or more data structures such that they can be used to
conduct a fransaction without directly using the PAN or the other account identifiers.
In some examples, an accourd identifier, such as a PAN, may be associated with a

plurality of tokens for different uses or different purposes.
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[0180] Provided are improved systems, methods, and computer program products
for authenticating a device and transferring authentication-based trust to multiple
devices. Forexample, once a transaction is initiated with a user device at a merchant,
the user device may be authenticated as being the actual device being communicated
with {e.g., a device may be given a chalienge to respond to thal, when answered
corractly, indicates the device is the authentic user device). A fransaction processing
systermn and/or payment gateway, acting as a central system that interacts separately
with multiple issuer systems, generates virtual authenticators to permit widespread
authentication of user devices among multiple merchants, with multiple authentication
methods, and using multiple different accounts. This functionality provides issuer
institutions and other entities with more authentication security and flexibility, as the
fransaction processing system is enabled to huild a robust set of virtual authenticators
that is usable with mulliple other entities. User privacy can be preserved because
gach of the multiple entities {(e.g., issuer systems, healthcare providers, and/or other
entities interacting with a user) is provided a unique identifier mapping to the
authenticator so they will not be able {0 collude with other entities to share information
about the user.

[01861] Referring now to FIG. 1, illusirated is a diagram of a system 1000 for
authenticating devices according o non-limiting embodiments.  As illustrated in FIG.
1, the system 1000 comprises user devices 102, 103, merchant systems 108, 107, a
transaction processing system 112, an issuer system 114, and an authentication
system 110. The merchant systems 106, 107 may include POS devices, web servers,
andfor the like, capable of initiating a payment transaction with the transaction
processing system 112, In some examples, the merchant systems 106, 107 may be
in communication with the transaction processing system 112 via one or more
payment gateways (not shown in FIG. 1). The user devices 102, 103 may include any
client computing device, such as a smariphone, deskiop computer, andfor the like,
capable of interacting with a merchant system 108, 107, For example, the user
devices 102, 103 may interact via radio frequency {e.g., Bluetooth®, NFC, RFID,
andfor the like) andior via a network {e.g., through a web browser, mobile application,
andfor the like). The user devices 102, 103 in some examples may include an
glectronic wallet application. Although FIG. 1 shows two merchant systems 108, 107
and two user devices 102, 103, it will be appreciated that numerous merchant systems

and user devices may be utilized.
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[0182] Still referring to FIG. 1, the transaction processing system 112 is in
communication with one or more issuer systems 114. Each issuer system 114 may
utilize its own, respective authentication service to authenticate account holders and/or
user devices and, based on such authentication, approve or deny authorization
requests for a particular transaction. The transaction processing system 112 is in
communication with an authentication system 110, which may be a separate
computing device and/or may be part of the transaction processing system 112, The
authentication system 110 is in communication with an authentication database 118
which stores virtual authenticators 120, it will be appreciated that the fealures
described herein as part of the transaction processing system may also be performed
by the authentication system 110 and/or a payment gateway, such that reference o
the term “transaction processing system” may refer o one or more of a payment
gateway, fransaction processing system, and authentication system, whether
separate or integrated.

[0103] The virtual authenticators 120 may include one or more data structures
linking authentication data, such as device identifiers, authentication inputs,
fransaction history, authorization history, and/or the like, with one or more account
identifiers (such as a PAN). As an example, a virtual authenticator 120 may include a
software object having a plurality of parameters, associations between paramelers,
and one or more functions {e.g., returning an output based on an input query, such as
a query for a device or authorization input that has not been previously received by a
requesting entity (such as issuer system 114}). In non-limiting embodiments, each
virtual authenticator 120 is associated with an authentication identifier that uniquely
identifies the virtual authenticator 120. In non-dimiting embodiments, the virlual
authenticator 120 may include a graph data structure in which nodes representing
authentication parameters are connected directly and/or indirectly. Such a graph data
structure may span multiple virtual authenticators 120 such that each individual virtual
authenticator 120 may represent or include a portion of a larger identity graph. In
some non-limiting embodiments, the graph data structure may be separate from and
linked o an identity graph including other authentication inputs, device identifiers,
andfor other authentication parameters. In non-limiting embodiments, an identity
graph may include or be combined with a personal identity graph that includes
idertification parameters such as email address, phone number, physical address,

purchase history, and/or the like. Cther variations are possible.
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(01041  In non-dimiting embodiments, a graph data structure used as a virual
authenticator 120 may change over a number of transactions. For example, various
nodes in the graph, representing authentication inputs, device identifiers, network
addresses {e.g., 1P addresses), and/or the like, may be weighted such that the
respective weights change over time. In this manner, the graph dynamically changes
based on a transaction history for a PAN and/or device. For example, nodes andfor
branches of the graph that are associated with a lower authentication score or are
otherwise less trusted than other parts of the graph may be weighted relatively less,
thereby providing some basis for use in authentication but potentially resulting in a
lower overall authentication score, a refusal of authentication, a need for additional
step-up authentication via another method or device, andfor the like. A graph data
structure may also be used for analylics, such as identifying fraudulent patterns of
activity.

[0188] The number and arrangement of systems, devices, and networks shown in
FIG. 1 are provided as an example. There may be additional systems, devices andfor
netwaorks, fewer systems, devices, and/or networks, different systems, devices andfor
networks, or differently arranged systems, devices, and/or networks than those shown
in FIG. 1. Furthermore, two or more systems or devices shown in FIG. 1 can be
implemented within a single system or 2 single device, or a single system or 2 single
device shown in FIG. 1 can be implemented as multiple, distributed svystems or
devices. Additionally or alternatively, a set of systems or a set of devices {e.g., one or
more systems, one or more devices) of system 1000 may perform one or more
functions described as being performed by ancther set of systems or anather set of
devices of system 100.

[0108] Although FIG. 1 lllustrates the system 1000 as including a transaction
processing system 112 and issuer system 114, it will be appreciated that the system
may be implemented for non-payment transactions, such as login transactions in
which g user device is authenticated for accessing a resource, such as data or &
service. For example, in non-limiting embodiments, the actions described to be
performed by the fransaction processing system 112 andfor authentication system 110
may be performed by a healthcare data management system andior associated
authentication system to interact with several different healthcare provider entities
{e.q., hospitals, doctors, pharmacies, insurers, and/or the like). As such, aclions

described to be performed by the issuer system(s) 114 andfor merchant systems 106,
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107 may be performed by a healthcare provider entity {e.g., a computing device
associated with a healthcare provider entity) including hospitals, doctors’ offices,
laboratories, insurance companies, andfor the like. As an example, in non-limiting
gmbodiments, the actions described to be performed by the merchant systems 106,
107 may be performed by a healthcare provider system, including systems for
hospitals, doclors’ offices, laboratories, and/or the like, and the actions described {o
be performed by issuer system({s) 114 may be performed by insurance company
systems. Hwill be further appreciated that the system 1000 may also be implemented
for other uses involving a central system {(e.g., central computing device) performing
the actions of transaction processing system 112 and multiple other entities {s.g.,
compuling devices) performing the actions of the issuer system(s) 114 as described
hergin.

[0107] Referring now to FIG. 2, illusirated is another diagram of a system 2000 for
authenticating devices according to non-imiting embodiments. The system 2000
includes a virtual authenticator 200 that is linked to client devices D1-D3, merchant
systemns M1-MG, and authentication inputs A1-A4.  This authentication data is
collected over a number of transactions using one or more account identifiers {e.g.,
PANT and PANZ). The devices may include a smartphone 1, a wearable device {e.g.,
watch) B2, and a home computing device D3, as examples. These may be used io
initiate transactions with merchant systems M1-M8, which may include physical POS
systams in retail establishmeants and/or web servers configured to accept elecironic
payments. The account holder of PAN1T and PANZ may use various authentication
methods {e.qg., using various different types of authentication inputs). Authentication
inputs A1-A4 may include, for example, biometric inputs (e.g., fingerprint, reting, voice
recognition, face recognition, behavioral analysis, and/or the like), textual/character-
based inputs (e.q., passwords, keys, and/or the like), identifier inputs (e.9., a network
address, such as an IP address), signal-based inputs {e.g., NFC and/or Blustooth®
signals emanating from the user device), user device-based Inputs {8.g., dsvice
settings or versions, browsing settings, and/or the like), peripheral device-based inputs
{&.g., & YUBIKEY), and/or any other input provided by a user or user device o
authenticate the user and/or user device.

[0108]  With continued reference to FIG. 2, the virtual authenticator 200 may inciude
finks between devices D1-D3, merchant systems M1-MG, and authentication inputs
At-Ad with (.., associated with) PANT and PANZ, and in further association with an
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authentication identifier 202, Virtual identifiers vid1, vid2, vid3 may be used {o identify
the virtual authenticator 200 by one or more external parties, such as issuer systems
11-13. In this manner, the exiternal parties do not have access o the authentication
identifier 202 and therefore cannot supplant the rols of the virtual authenticator 200,
but can still obtain authentication data from the virtual authenticator 200 with a PAN.
For example, an issuer system may request an authorization history and/or transaction
history, or a model score based on either or both authorization and transaction
histories, associated with a PAN {e.g., PAN1). This arrangement may also prevent
issuer systems 11-13 from communicating with each other to correlate authentication
information, thereby safeguarding the virtual authenticator 200 while allowing a
reguesting issuer system {o obtain fransaction data and raw authentication daia {e.g.,
such as FIDO authentication data).

(04081  In non-limiting embodiments, the authentication identifier may be linkedto a
decentralized identifier for a decentralized registry external o the transaction
processing system or any issuer system. For example, a virlual authenticator as
described herein may be linked to one or more generic, decentralized identifiers.
[0118] Referring back to FIG. 1, user registration and a transfer of trust betwesn
user devices will be described according to non-limiting embodiments. A user may
initially register with an issuer system 114 corresponding o a payment davice held by
the user. For example, the user may receive a registration code from the issuer
systam 114. The registration code may be a barcode (g.g., QR code), a numerical or
textual passcode, and/or the like that is presented o the user through a device, in
person, on a printed documaeant, and/or the like. The user then scans the registration
code or otherwise inpuls the registration code info the user device 102, for example
through a mobile application or website associated with or part of the issuer system
114. The user may also provide an authentication input to the user device 102, which
is also communicated to the issuer system 114. In response o receiving the
registration code, the issuer system 114 then binds the account data (g.g., account
identifier or PAN) to the authentication data {e.g., authentication input, device
identifier, andfor the like) in iis account database 122. This information may not
become parl of a virtual authenticator 120 until it is used in a transaction that is
processed by transaction processing system 112,

[0111] In nondimiting embodiments, additional devices may be linked to a virlual

authenticator 120 explicitly or implicitly. For example, an additional user device 103
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may be explicitly linked to an existing PAN and virtual authenticator 120 through direct
irteraction with an issuer system by transferring trust from the initial user device 102
used to register to a secondary user device 103, For example, the user may ulilize a
secondary user device 103 o access a website provided by the issuer system 114,
Through the website, the user may communicate data including a device identifier and,
in some examples, an authentication input {a.g., the same authentication input or a
different authentication input than was previously provided). The issuer system 114,
in response o receiving the dala from a new user device 103, may automatically
generate and communicate an authentication challenge to the first user device 102
that is already registered. For example, a user may be instructed to provide the
authentication input and/or some other predefined input io the user device 102,
proving possession of hoth the user device 102 and the secondary user devics 103.
In response to this input, the issuer system 114 may bind the device identifier of the
secondary user device 103 to the existing authentication data # associated with the
first user device 102 in the account database 122.

01121  In nondimiting embodiments, an additional user device 103 andior
authentication input may be linked o a virtual authenticator 120 through a transaction
{e.g., implicit linking}. For example, a user may visit 2 merchant webpage provided by
a merchani web server {e.g., merchant system 108}, where the user initiates a
fransaction by providing credentials (e.g., 8 user name, password, account identifier,
and/or the like) through a frame in the webpage hosted by the transaction processing
system 112. The user may also provide an authentication inpul. The transaction
processing system 112 may then link the device identifier and authentication input to
existing authentication daia associated with that account, thereby expanding the
virtual authenticator 120. The transaction processing systemn may then associate the
virtual authenticator 120 with a virtual identifier, or use a preexisting virtual identifier,
o communicate with the issuer system 114, The user, through a mobile application
or website provided by the issuer system 114, may be automatically prompted to
confirm the use of the virtual authenticator 120 on the user device 102. The issuer
system 114 may then siore the virtual identifier associated with the virtual
authenticator 120 to use in authenticaling the user device 102 in fulure interactions.
[0113] Referring fo FIG. 3A, a sequence diagram is shown for a mathod of
authenticaling a device according to non-limiting embodiments. Al step s1, a user

device 102 requests a merchant webpage or application content via a web browser or
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mobile application. This may include, for example, a user navigating to a merchant
check-out page on an e-commerce websile. Al step 52, the merchant system 106
returns content {e.g., wab content or structured data to display in an application) to the
user device 102. The content includes a frame {e.g., such as an iFrame embedded in
a merchant webpage or a pop-up dialog box embedded in a merchant webpage)
pointing to the transaction processing system 112 and/or an authentication system
associated with the transaction processing system 112. At step s3, the frame receives
content from the transaction processing system 112 (which may refer {0 the
fransaction processing system 112, a pavment gateway, and/or an authentication
system that is part of or associated with the transaction processing system) and
displays it along with the merchant webpage. Through the frame, the user device 102
communicates one or more authentication inputs to the transaction processing systemn
112 at step s4. In some examples, the user device 102 may also communicate
authentication data, such as a device identifier, and transaction data, such as a PAN,
at step s4.

[0114] With continued reference to FIG. 3A, at slep s5 the transaction processing
system 112 identifies a virtual authenticator corresponding to the PAN andfor device
and links the authentication input{s), authentication data, and/or other data received
from the user device 102 fo the virtual authenticator. The fransaction processing
system 112 also identifies a virtual identifier Tor the virtual authenticator based on the
issuer system 114 associated with the fransaction {2.g., the PAN). At step s6, the
fransaction processing system 112 communicates an authentication output, with the
virtual identifier, {0 the issuer system 114, The authentication ocutput may include, for
example, authentication data and/or a score as described herein. Al step s7, the
issuer system 114 may bind the authentication ouiput to ifs own authentication
database.

[01158] In addition or alternstive {o being used for a payment transaction, the
Hustrated sequence of communications may be used to verify one or more
authentication parameters {e.g., such as any identity data). For example, the frame
displayed through the merchant website may ask for a user of user device 102 {0 verify
that he or she is of a cerlain age {e.g., 21 and over). Thus, afler providing an
authentication input, the user’s age may be verified by the fransaction processing
system 112 and/or issuer system 114, where the age is an attribute linked to virtual

authanticator 120, In some examples, the transaction processing system 112, if not
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in possession of the age for verification purposes, may guery the issuer system 114
for such information with a virtual identifier, corresponding fo a virtual authenticator
linked to an authentication input, PAN, and/or device used by the user.

[0118] Referring to FIG. 3B, a sequence diagram is shown for a method of
fransferring trust o a new device shown according to non-imiting embodiments. In
this example, user device 103 has been previcusly registered with the issuer system
114 andfor used in a previous transaction that is linked {0 a virtual authenticator by the
fransaction processing system 112, User device 102 is being used for the first time fo
inifiate the transaction as described with respect to steps 51-88 in FIG. 3A. InFiG. 3B,
at step s7, the issuer system identifiss the user device 103 based on its own
authentication database. For example, the issuer authentication dalabase may
indicate that user device 103 has an issuer application installed thereon. At step s8,
the issuer system 114 communicates an authentication challenge to the user device
103, such as a request for an authentication input or some other input, which is
returned {0 the issuer system 114 at step 89. At step 10, in response 1o recelving a
communication from user device 103 esiablishing that the user approves of the new
device 102, the issuer system 114 may bind a device identifier of the user device 102
o its own authentication database, thus transferring trust from user device 103 to user
device 102

01171 In non-dimiting embodiments, the same device may be used and trust may
be transferred from one entity {e.g., transaction processing system 112) to ancther
entity {e.g., issuer sysiem 114). Accordingly, in non-imiting embodiments device 102
{authenticated to the transaction processing system 112) and device 103
{authenticated to the issuer system 114) may be the same device, such that the steps
and communications shown in FIG. 3B to be associated with device 102 and device
103 are performed by a single device. For example, a device 102 (such as a
smariphone) may have multiple authentication inpuls associated with it {e.g., face
recognition, finger print recognition, and voice recognition, as examples} and a distinct
credential {e.q., such as a private key and user/device identifier) stored for pairing of
a virtual authenticator with each relving party {e.g., sach entity seeking authentication).
In some non-limiting embodiments, both the merchant system 106 and issuer system
114 may be initially enrolled with the transaction processing system 112 for

authentication services, such that linking the virtual authenticator occurs as a resuit of
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the transaction processing systemn 112 already performing authentication for both
entities.

[0118]  In non-limiting embodiments, the actions described to be performead by the
fransaction processing system 112 in FIGS. 3A and 3B may be performed by a
healthcare data management system and/or associated authentication system to
interact with several different healthcare provider entities {e.g., hospitals, doctors,
pharmacies, insurers, and/or the like). Further, in non-limiting embodiments, actions
describad to be performed by the issuer system({s) 114 and/or merchant systems 106,
107 may be performed by a healthcare provider entity {e.g., a computing device
associated with a healthcare provider entity} including hospitals, doctors’ offices,
laboratories, insurance companies, andfor the like. As an example, in non-limiting
gmbadiments, the actions described to be performead by the merchant systems 106,
107 may be performed by a healthcare provider system, including systems for
hospitals, doctors’ offices, Iaboratories, and/or the like, and the actions described fo
be performed by issuer system(s) 114 may be performed by insurance company
systems. It will be further appreciated that the system may also be implemented for
other uses involving a central system {e.g., ceniral computing device) performing the
actions of transaction processing system 112 and multiple other entities {e.g.,
computing devices) performing the actions of the issuer system(s) 114 and merchant
systems 106, 107 as described herein.

[0118] Referring back to FIG. 1, in nondimiting embodiments, the virtual
authenticator 120 may be used o authenticate a user device 102 in real-time during a
fransaction. For example, at a merchant POS device {e.g., merchant system 108), a
user may present his or her smariphone {e.g., user device 102} to conduct a
contactiess NFC transaction. In other examples, a user may access a merchant
website through a user device 102 to conduct a transaction with an slsctronic waliet
or a payment account. The merchant system 106 may communicate a transaction
request message to the transaction processing system 112 including an authentication
input {(which may include, as an example, a signature of the NFC communication,
device information, and/or the like), and the fransaction processing system 112 may
then generate and communicate an authorization request message to the issuer
system 114 that includes a virtual identifier associated with a virtual authenticator 120,

which is linked to a PAN andfor the user device 102 used {o initiate 8 transaction.
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[0120] Because the virtual authenticator 120 is dynamically updated over time with
fransaction histories, the transaction processing system 112 can generate an
authentication score based on the virtual authenticator 120 {including, for example, a
graph data structure representing authentication data and a transaction history) rather
than only generating a score for the individual transaction. For example, after linking
fransaction data to the virtual authenticator 120 while processing the transaction, an
authentication score may then be determined based on the updated virtual
authenticator 120.

[0121] Referring to FIG. 4, an implementation of a system 1004 for authenticating
devices is shown according to non-limiting embodiments. A frame 101 in a merchant
webpage displayed on user device 102 is in communication with the transaction
processing system 112 (including, for example, an authentication system that is part
of andior separate but associated with the fransaction processing system 112).
Although the frame 101 is shown as an embedded page {e.g., iFrame}, it will be
appreciated that such content may also be displayed in a pop-up window and/or the
fike. In this example, a user of user device 102 may seek {0 create a new account
with the merchant system 106. In some examples, the user may seek to open a new
account with a different issuer system {e.g., 3 bank other than issuer system 114} or
any service provider, in which case such entity would be in the role of merchant system
106 providing content to the user device 102 {via, for example, a webpage or mobile
application).

[0122] With continued reference to FIG. 4, a user may provide an authentication
input to the frame 101, such as a finger swipe, credentials, and/or the like, which is
communicated {o the transaction processing system 112, The transaction processing
system 112 may then generate a unique identifier for the merchant, authenticator,
and/or user and an authentication score based on a virtual authenticator 120 linked {o
the inpul provided to the frame 101. The suthentication score may then be
communicated to the frame 101 and, in some examples, be passed to the merchant
system 106 through the user device 102 {e.q., by communicating the score from the
frame 101 to the user device 102 and then io the merchant system 108 through, for
gxample, a web browser). In other non-limiting embodiments, the merchant system
108 may receive the unigue identifier and, using the unique identifier, query the
transaction processing system 112 for the score. As an example, the unique identifier

may be obtained at a login process and the score may be obtained before accepting
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the fransaction. The merchant system 106 may then make its own authentication
determination based on the score and/or any other data it may request from the user.
[0123]  Innon-limiting embodiments, the systemns and methods described herein for
authenticating devices may be used for electronic contracts {e.g., including smart
confracts). For example, the fransaction processing system 112 may maintain a
ledger including a registry of contracis befween different users (having different user
devices). In such examples, the transaction processing system 112 may managse
asymmetric key pairs for use by the user devices to digitally sign confracts. In this
manner, the fransaction processing system 112 or some other entity may utilize virtual
authenticators 120 to connect users’ keys {0 authentication dala, such as through a
linked identity graph.

[0124] The virtual authenticator 200 may be used to generate a score, as discussed
in U.S. Patent Application No. 16/548,944, titled “Systems, Methods, and Computer
Program Products for Authenticating Devices”, filed on August 23, 2018, the disclosure
of which is hersby incorporated by reference in its entirety.  Such a score may not
only be used for authenticating a device for a payment transaction, but may also be
used for any other authentication event such as account crestion, account recovery,
account access, electronic contracts, and/or the like.

[0128] Referring now to FIG. 5, illustrated is a flow diagram of a process 500 for
authenticating devices according to non-limiting aspects or embodiments. In some
non-imiting aspects or embodiments, one or more of the steps of process 500 may be
performed {e.q., completely, partiaily, efc.) by an authentication system 110 {s.g., an
authentication system 110 part of a transaction processing system 112, payment
gateway system, and/or the like). As illustrated in FIG. 5, af step 502, process 500
may include registering a user device 102, In some non-limiting embodiments, a user
device 102 may register with an authentication system 110 or through an issuer
system 114. For example, the user device 102 may register with the authentication
system 110 by transmitting registration data associated with registration of the user
device 102 to the authentication system 110. In some non-limiting embodiments, the
authentication systemn 110 may be mainfained by a first merchant system 106, a
second merchant system 107, a payment gateway system, a transaction processing
system 112, and/or an issuer system 114,

[0128] In some nondimiting embodiments, registration dala associated with

ragistration of a user device 102 may include one or more of a public key of the user

40



WO 2022/115098 PCT/US2020/061922

device 102, a private kay of the user device 102, andfor a unique device identifier of
the user device 102 {(e.g., identification data associated with identification of a device,
a media access control (MAC) address, a unique application identifier of an
authentication application stored on the user device 102, and/or the like}. For
example, the user device 102 may generaie the public key and/or the private key {0
encrypt andfor decrypt data transmitied to and/or received from the user device 102,
a first merchant system 108, a second merchant system 107, a payment gateway, an
authentication system 110, a transaction processing system 112, and/or an issuer
system 114. In such an example, the public key andfor the privale key may be
generated by the authentication application executed on the user device 102. In
another example, the user device 102 may be assigned the public key andfor the
private key by the authentication system 110, In some non-limiting embodiments,
registration data may include data used to derive and establish a shared secret
between the user device 102 and the authentication systemn 110, In such examples,
the public key, the private key, the unique device identifier, and/or the shared secret
may be associated with the device score of the user device 102.

[0127] In some non-limiting embodiments, the authentication system 110 may
register the user device 102. For example, the authentication system 110 may register
the user device 102 with one or more accounts {€.g., an account associated with a
first merchant system 106 and/or an account associated with a second merchant
systam 107}, In such an example, the authentication system 110 may register the
user device 102 with the one or more accounis by linking one or more unique device
identifiers of the user device 102 {8.g., a unique application identifier associated with
an authentication application installed on user device 102, a MAC address of the user
device 102, an identifier assigned to the user device 102 by the authentication system
110, and/or the like) with the one or more accounts. In another example, the
authentication system 110 may register the user device 102 by linking the one or more
unigue device identifiers of the user device 102 with device score data associated with
a device score {e.9., a value associated with an indication as fo the likelihood that
communications with the user device 102 are authentic, a value associated with an
indication as fo the likelihood that transactions involving the user device 102 will Iater
be subject to a chargeback transaction, a value associated with a confidence level
indicating the likelihood that the device score accurstely reflects the likelihood that

communications with the user device 102 are authentic, and/or the like). For example,
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the authentication system 110 may determine the device score data associated with
the device score for the user device 102 and, upon determination, may link the user
device 102 with the device score by associating the unique device identifier with the
device score data maintained by the authentication system 110. in this way, the
authentication system 110 may determine and/or update the device score linked to the
user device 102 based on aclivity {e.q., transactions involving the user device 102)
between the user device 102 and both the first merchant system 108 and the second
merchant system 107,

[0128] In some non-imiting embodiments, registration of the user device 102 may
include determining the device score data associated with a device score. For
example, the authentication system 110 may determine that the device score linked
to the user device corresponds 1o a default device score. In another example, the
authentication system 110 may determine that the device score linked to the user
device 102 is associated with a device score linked to another device. For example,
the authentication system 110 may determing that the device score linked o the user
device 102 is associated with the device score linked to a user device 102 that was
previously registered with the authentication system 110 {e.g., the same user device
102 and/or a different user device 102). In such an example, afler receiving
registration data associated with registration of the user device 102, the authentication
system 110 may fransmit a new device registration message to the user device 102
that was previously registered with authentication systern 110, The authentication
system 110 may then receive a new device response message from the user device
102 that was previously registered with authentication system 110 indicating whether
the user device 102 is permitted {o register with the authentication system 110. Where
the new device response message includes an indication that the user device 102 is
permitted 1o register with the authentication system 110, the authentication system
110 may determing the device score of the user device hased on the device score of
the user device 102 that was previously registered with authentication system 110
{e.q., that the device score linked {0 the user device 102 is greater than, egual to, or
less than the device score linked (o the user device 102 that was praviously registered
with the authentication system 110). Where the authentication response message
includes an indication that the user device 102 is not permitted 1o register with the
authentication system 110, the authentication system 110 may forego registering the

user device 102 and/or may forego determining the device score of the user device
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102 hased on the device score of the user device 102 that was previously registered
with authentication system 110. In some nondimiting embodiments, the device score
linked to the user device 102 may be updated {(e.g., incremented or decremented) to
generate a device score that is linked with the user device 102 andior the
authentication application based on updates to the device score associaied with the
user device 102 that was previously registered with authentication system 110.
Similarly, the device score linked to the user device 102 that was previously registerad
with authentication system 110 may be updated based on updates o the device score
associated with the user device 102, In this way, the device score of the user device
102 may be linked to the device score of the user device 102 that was previously
registered with the authentication system 110,

[0129] In some nondimiting embodiments, the device score linked to the user
device 102 may be determined based on whether the user device 102 is registering
from an internet protocol {IP) address associated with a user device 102 that was
pravicusly registered with the authentication system 110 using that 1P address. For
example, the authentication system 110 may determine that the device score linked
io the user device 102 is associated with 2 value greatsr than a value of a default
score where the user device 102 is registering from an 1P address that the user device
102 that was previously registered with authentication system 110 used {o register
with the authentication system 110. In another example, the authentication system
110 may determine that the device score linked {o the user device 102 is associated
with a value less than or squal fo a value of a default score where the user davice 102
is registering from an 1P address that was not used during a previous registration.
{01361 In some non-limiting embodiments, the authentication system 110 may
determine the device score linked to the user device 102 based on determining
whether the 1P address associated with the user device 102 used during a transaction
geolocates {e.g., is associated with a geographic area) to an area where one or more
transactions of an account associated with the user device 102 were iniliated. For
example, where authentication system 110 determines that user device 102
geolocates 0 an area where one or mare fransactions of an account associated with
the user device 102 were initiated, authentication system 110 may determine that the
device score linked to the user device 102 is a value greater than or less than the
default score that user device 102 would be linked to. In another example, where the

authantication system 110 determines that the user device 102 geolocates o an area
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where one or more transactions of an account associated with the user device 102
were not initiated, the authentication system 110 may forego determining that the
device score is a value greater than or less than the default score.

[6131]  In some non-limiting embodiments, the user device 102 may transmit the
registration data associasted with registration of the user device 102 to the
authentication system 110 after authenticating the user at user device 102,

01321 In some non-limiting embodiments, the user device 102 may authenticate a
user operating the user device 102 by displaying a local authentication request {a.g.,
a prompt indicating a request for the user to provide input at the user device 102 to
authenticate themselves) by querying a security device associated with the user
device 102, such as a hardware token, a security key stored in a universal serial bus
(USB) key, by determining a tokan stored in storage segmented from the main memory
of the user device 102, and/or the like. For example, the user device 102 may display
the local authentication request and, in response, the user device 102 may receive
input associated with a local authentication response. The local authentication
response may include daia received as input at the user device 102 such as, without
limitation, identifying data associated with an identifier of a user identity {e.g., a
personal identification number {(PIN})}, fingerprint data associated with a fingerprint of
the user {&.g., 8 biometric measurament captured by a fingerprint scanner located on
or otherwise in communication with the user device 102), facial image data associated
with a facial image of the user {e.g., received via a two-dimensional (20) and/or a
three-dimensional {3D) camera associated with the user device 102), and/or the like.
The local authentication response may be comparad 1o identifying dala associated
with an identifier of a user, the identifving data maintained by user device 102 in
memory. Based on the comparison of the local authorization response and the
identifying data, the user device 102 may authenticate the user. In some non-limiting
embodiments, after authenticating the user, user device 102 may fransmit a device
authentication response meassage {o the authentication system 110 to indicate that the
user was authenticated.

{01331  As further Hlustrated in FIG. 5, at step 504, process 500 may include
authenticating a device during a transaction. in some non-limiting embodiments,
authenticating a device {(e.g., a user device 102) during a transaction may occur prior
to or during the transmission of product data associated with one or more products
from a first merchant system 106 or a second merchant system 107 o the user device
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102, prior to or during transmission of a transaction request message including
fransaction data associated with a transaction and/or transaction data associated with
the transaction from the user device 102 to the first merchant system 108 or the
second merchant system 107, prior to or during transmission of the transaction request
message from the first merchant system 106 or the second merchant system 107 o a
payment gateway andfor a fransaction processing system 112, andfor prior {0 or
during transmission of an authorization request message from the payment gateway
andfor the fransaction processing system 112 {0 an issuer system 114, In some non-
limiting embodiments, once authenticated, the user device 102 andfor the first
merchant system 106 or the second merchant system 107 may receive a device
authentication identifier message including a device authentication identifier {e.g., a
unique device identifier of user device 102 generated for use during one or more
fransactions by the authentication system 110, a device authentication token of user
device 102, and/or the like) from the authentication systermn 110 {o be used during the
fransaction {o identify the user device 102

[0134] In some nondimiting embodiments, the user device 102 may request first
websife data associated with a first website maintained by a first merchant system 106
or a second merchant system 107 {o initiate a transaction. The first website data may
include data associated with rendering 2 weabpage {e.g., a product page including
product data associated with one or more products available for purchase). In some
non-limiting embodiments, the user device 102 may display the one or more goods
and/or services on an output component of the user device 102, such as a display
screen. For example, the user device 102 may display the one or more goods andfor
services avallable for purchase via the webpage based on the first website data. In
such an example, the first merchant system 106 or the second merchant system 107
may transmit the first website data to the user device 102 to cause the user device
102 to display the webpage of the first website. In some non-imiting embodiments,
the first website data may be used by the user device 102 {g.q., via & browser executed
on the user device 102) to authenticate the user device 102, as described herein.
[-138]  In some non-limiting embodiments, second website data assoclated with a
second website may be used to authenticate the user device 102. For example, the
user device 102 may communicate via a second webpage of the second website to
authenticate itself with the first merchant system 108 or the second merchani system

107, the second webpage embedded in the first webpage (e.g., with framas}, as
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described in embodiments herein. In some non-limiting embodiments, the first website
may be hosted by a first domain and the second website may be hosted by a second
domain different from the first domain.

[61368] In some nondimiting embodiments, the user device 102 may be
authenticated via a second webpage embedded in a first webpage. For exampls,
second webpage data associated with the second webpage rendersd vig a frame
{e.g., an inline frame (iFrame}, and/or the like) included in the first webpage may be
fransmitied o the user device 102. In such an example, the second webpage data
may be transmitted from the authentication system 110 hosted by the payment
gateway. In some non-imiling embodiments, the user device 102 may establish
communication with the authentication system 110 based on recsiving the second
webpage data to verify that the user device 102 is authentic. In some non-limiting
embodiments, rendering the second webpage may include rendering an invisible
second webpage via the frame to establish communication between the user device
102 and the authentication system 110 during authentication of the user device 102.
When communicating via the invisible second webpage, authentication of the user
device 102 may be silent (e.g., the user device 102 may not render an image which is
visible to the user during authentication, the user device 102 may render an image
indicating that authentication is occurring without requesting the user provide input to
the user device 102, and/for the like).

[0137] In some non-imiting embodiments, the user device 102 may bhe
authenticated via a second webpage presented in a separate browser window (e.g., 2
pop-up window) invoked from code within the first webpage. For example, in some
non-limiting embodiments, second webpage data associated with a second webpage
{e.g., a second webpage rendered via a pop-up window) may be transmitted {0 a user
device 102 based on the first webpage data. In such an example, the first webpage
data may include code configured to cause the web browser rendering the first
wabpage 1o open a new window and 1o retrieve the second webpage data associated
with the second webpage. The second webpage data associated with the second
webpage may be retrieved from a domain different from the domain that provided the
first webpage.

[0138] iIn some non-limiting embodiments, the authentication system 110 may
generate challenge data associaled with the challenge. For example, the

authentication system 110 may generate challenge data associated with a challenge
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based on receiving a device authentication identifier request message from a user
device 102 and/or a transaction reguest message from a first merchant system 106 or
a second merchant system 107, The device authentication identifier request message
may include a request for a device authentication identifier. Additionally or
alternatively, the authentication system 110 may generate the challenge data based
on raceipt of a transaction request message at a payment gateway. In some non-
limiting embodiments, once the challenge data is generated, the authentication system
110 may fransmit the challenge data to the user device 102 included in a device
authentication request message. For example, the authentication system 110 may
franamit the device authentication request message 1o the user device 102 via the
second webpage o cause the user device 102 to generate and transmit a device
authentication response message including challenge response data associated with
a challenge response. Additionally or allernatively, the authentication system 110 may
fransmit the device authentication response message to the user device 102 via the
first merchant system 106 and/or via a communication network {e.g., by establishing
communication with the user device 102 separate from the first or second webpagses).
(01381 In some non-limiting embodiments, the user device 102 may generale the
challenge response data associated with the challenge response included in the
device authentication response message based on the challenge data associated with
the challenge. For example, the user device 102 may generate the challenge
response data associated with the challenge response included in the device
authentication response message by digitally signing the challenge data {or data
derived from the challenge data, such as a hash) with the private key of the user devica
102, In some non-dimiting embodiments, the user device 102 may encrypt the
challenge data based on encryption data associated with a private key and/or a public
key of the user device 102 to generate the chalienge response data associated with
the challenge response. In such an example, the user device 102 may digitally sign
the challenge data by encrypting the challenge data {or data derived therefrom) with
the privale key to enable the authentication system 110 o determine that the user
device 102 is autheniic {8.g., by decrypting the encrypted chalienge data with the
public key of the user device 102). In some non-limiting embodiments, the user device
102 may prompt the user {0 authenticate themselves when generating the challenge
response data. In such an example, the user device 102 may forego generating the

challenge response data until the user is successfully authenticated at the user device
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102 during a local authentication request. In some non-limiting embodiments, the user
device 102 may include the challenge response data with transaction data prior io
fransmitting the transaction data to the first merchant system 108 or the second
merchant system 107.

01487 In some non-dimiting embodiments, the user device 102 may guery a
security device {e.g., a hardware token, a software loken, and/or the like used o
authenticate the user device 102} associated with the user device 102 when
generating the challenge response data. For example, the user device 102 may
generate the challenge response dala based on data received from the security
device. In some non-limiting embodiments, the user device 102 may include a unique
device identifier associated with the user device 102 with the challenge response data
associated with the challenge response. For example, where the user device 102
determines the fransaction is being performed with the first merchant system 108, the
user device 102 may include a unique device identifier associated with the user device
102 and the first merchant system 106 in the transaction data and/or the challengs
response data, whereas where the user device 102 determines the transaction is
being performed with & second merchant system 107, the user device 102 may include
a unigue device identifier associated with the user device 102 and the second
merchant system 107 in the transaction data and/or the challengs response data via
the device authentication response message. The user device 102 may then fransmit
the challenge response data to the first merchant system 108, the second merchant
system 107, and/or the authentication system 110.

01411  In some non-limiting embodiments, the challenge data associated with the
challenge may be transmitted by the first merchant system 106 or the second
merchant system 107 via a device authentication request message to the user device
102. For example, the first merchant system 106 or the second merchant system 107
may host an authentication system similar {o authentication system 110. The
authentication system may generate challenge data associated with a device
challenge and transmit the device authentication request message including the
challenge data associated with the challenge to the user device 102. For example,
the authentication system 110 may generale challenge data and fransmit the device
authentication request message including the challenge data associated with the
device challenge to the user device 102 based on an attempt by the user device 102

to login to the first webpage andfor based on receiving transaction data associsted
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with a fransaction from the user device 102. The user device 102 may then process
the challenge data to generate challengs response dala associated with a challenge
rasponse via a device authenticalion response message and transmit the device
authentication response message io the first merchant system 106 or the second
merchant system 107, respectively. In some non-limiting embodiments, the challenge
data may cause the user device 102 to prompt the user {o authenticate themselves in
accordance with a local authentication request. In such an example, the user device
102 may not generate challenge response data uniil the user is successfully
authenticated at the user device 102.

[0142] iIn some nondimiting embodiments, the user device 102 may be
authenticated by an authentication system 110. For example, the authentication
system 110 may determine a user davice 102 is authentic based on challenge
response data associated with a challenge response received via a device
authentication response message. In some non-imiting embodiments, the challenge
response data associated with the challengs response may be compared o the
challenge data associated with the challenge and/or registration data associated with
registration of the user device 102 received during regisiration of a user device 102
For example, an authentication system 110 may verify a user device 102 as authentic
by decrypting the challenge response data associated with the challenge with the
public key associated with the user device 102 and comparing the decrypted challenge
rasponse data o the challenge data transmitted o the user device 102, In such an
example, where the challenge response data is generated by digitally signing the
challenge data {or data derived from the challenge data) with a private key of the user
device 102, the challenge response data may be processed according to a digital
signature verification algorithm to verify that the user of the user device 102 is in
possession of the authentic private key. In some non-limiting embodiments, based on
the comparison of the challenge response data that was decrypted and challenge
data, the authentication system 110 may determing that a device that transmitied the
challenge response data (and, in some non-limiting embodiments, the transaction
reguest message) is or is not the user device 102 that was registered and, therefore,
is or is not guthentic.

[0143] In some nondimiting embodiments, a device authentication identifier
associated with a user device 102 may be transmilled {o the user device 102. For

example, the device authantication identifier may be generated by the authentication
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system 110 and fransmitted via a device authentication identifier message to the user
device 102 based on successiul authentication of the user device 102. In some non-
imiting embodiments, the user device 102 may transmit the device authentication
identifier to the first merchant system 106 or the second merchant system 107 with the
fransaction data associated with the transaction via the transaction request message.
in some non-imiting embodimeants, the first merchant system 106 or the second
merchant system 107 may include the device authentication identifier in a transaction
request message when generaling the transaction request message during a
fransaction, as described herein.

[0144] In some non-limiting embodiments, the user device 102 may determine
transaction data associated with a transaction. For example, in some non-limiting
gmbadiments, a user device 102 may determine transaction data associated with a
fransaction based on product data associated with one or more products received via
the first webpage and input received at the user device 102, in some non-limiting
embodiments, the transaclion dala may include account data associated with an
account maintained by an issuer system 114 on behalf of a user for making a payment
io complste the transaction, address data associated with an address for delivery of
the goods andfor services associated with the fransaction, andfor the like. For
example, a user device 102 may receive input identifying an account identifier, account
holder name, account expiration date, account verification number, a unique device
identifier, and/or the like.

[0145] In some non-limiting embodiments, the user device 102 may transmit the
fransaction data associated with a transaction via a transaction request massage. For
example, the user device 102 may transmit the {ransaction dala associated with the
transaction via the transaction request message 1o the first merchant system 106 or
the second merchant system 107, In some non-limiting embodiments, the user device
102 may transmit the transaction requast message after receiving a request from the
first merchant system 106 or the second merchant system 107 for the fransaction
reguest message to complete the transaction. In some non-limiting embodiments, the
fransaction data transmifted via the transaction request message may further include
the device authentication identifier associated with a user device 102. For example,
the user device 102 may include the device authentication identifier received during

authentication of the user device 102 with the transaction reqguest message. In such
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an exampla, the user device 102 may transmit the transaction request message to the
first merchant system 106 or the second merchant system 107 during the transaction.
[0148] As further Hustrated in FIG. 5, at step 506, process 500 may include
receiving a transaction request message. In some non-dimiting embodiments, a
payment gateway andfor a transaction processing system 112 may receive a
trangsaction request messages associated with a transaction from the first merchant
system 106 or the second merchant system 107. The transaction request message
may include the device authentication identifier and/or the transaction data associated
with the transaction. In some non-limiling embodiments, the transaction request
message may also include challenge response datz associaled with a challenge
response and/or a device authentication identifier. In some non-limiting embodiments,
the first merchant system 108 or the second merchant system 107 may transmit the
fransaction request message to the payment galeway andfor the tansaction
pracessing system 112 after receiving the transaction request message from the user
device 102, In some non-limiting embodiments, the first merchant system 106 or the
second merchant system 107 may include the device authentication identifier in the
fransaction request message before transmitting the transaction regquest message {0
the payment gateway and/or the transaction processing system 112

{01471 iIn some non-limiting embodiments, the payment gateway and/or the
fransaction processing system 112 may generate an authorization request message
based on the transaction request message. For example, the payment gateway
and/or the transaction processing system 112 may generate the authorization request
message based on the transaction requast massage and based on determining a
device score linked to the user device 102. In such an example, the payment gateway
andfor the transaction processing system 112 may query the authentication system
110 to determine the device score linked to the user device 102 by transmilling the
device authentication identifier to the authentication system 110, The authentication
system 110 may perform a lookup of the device score in a database associated with
the authentication system 110 and transmit the device score o the payment gateway
andfor the transaction processing system 112 generating the authorization request
message. The payment gateway andfor the fransaction processing system 112 may
include the device score in the authorization request message. For example, the
payment gateway and/or the transaction processing system 112 may generale the

authorization request message based on, among other features, the transaction data
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associated with the transaction, the challenge response data associated with the
challenge response, and/or the device score data associated with the device score.
[0148]  in some non-limiting embodiments, authentication of a user davice 102 may
gocur in response o receiving a transaction request messags or an authorization
request message. For example, in some non-imiting embodiments, the user device
102 may not be authenticated prior {0 generation of g fransaction reguest message.
in such examples, a device authentication identifier may not be included in the
fransaction request message and/or the authorization request message and, as such,
the payment gateway system, transaction processing system 112, andfor issuer
system 114 may query the authentication system 110 for device score data associated
with a device score of the user device 102. The authentication system 110 may look
up the device score data associated with the device score of the user device 102
based on a unique device identifier included in the transaction request message and/or
the authorization request messags, and returmn the device score data associated with
the device score and/or a device authentication identifier message including a device
authentication identifier to the payment gateway, fransaction processing system 112,
andfor issuer syslem 114 that transmitied the unique device identifier {0 the
authentication system 110 when querying the authentication system 110. In such
examples, the authentication system 110 may be included in the payment gateway,
the transaction processing system 112, and/or the issuer system 114 to reduce iatency
when performing a lookup o retrieve the device score data associated with the device
score of the user device 102.

(01481  In some nondimiting embodiments, the first merchant system 108, the
second merchant system 107, the pavment gsteway, andfor the ftransaction
processing system 112 may query the authentication system 110 to cause the
authentication system to authenticate the user device 102. For example, the first
merchant system 1086, the second merchant system 107, the payment gateway and/or
the transaction processing system 112 may transmit a request o the authentication
system 110 o cause the authentication system 110 o authenticate the user device
102. In such an example, the authentication system 110 may authenticate the user
device 102 by transmitting a device authentication request message to the user device
102 1o cause the user device 102 to generate and fransmit a device authentication
response message back {o the authentication system 110 indicating whether the user

device 102 is authentic. Where the authentication system 110 determines that the
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user device 102 is authentic, the authentication system 110 may fransmit a davice
authentication identifier message to the first merchant system 108 or the second
mearchant system 107 that requested authentication of the user device 102. In some
non-limiting embodiments, the authentication system 110 may transmit device
authentication identifiers that are different, the device authentication identifiers
assoclated with the user device 102 and sither the first merchant system 106 or the
second merchant systemn 107 to reduce the chances of either a merchant and/or a
third party using the device authentication identifier in a manner not intended.
Additionally or alternatively, the device authentication identifiers transmitted via device
authentication identifier messages to the first merchant system 108 or the second
merchant system 107 may be Tor one-fime use.

01881 As further Hlustrated in FIG. 5, at step 508, process 500 may include
fransmitling an authorization request message including a device scores. Insome non-
limiting embodiments, a payment gateway and/or a transaction processing system 112
may fransmit the authorization request message. For example, the payment gateway
andfor the transaction processing system 112 may transmit the authorization reguest
message to an issuer system 114. In some non-limiting embodiments, the
authorization request message may include {e.g., may attach therelo, may
incorporate, may provide, andfor the like) transaction data associated with a
transaction and/or device score data associated with a device score of user device
102. In some non-limiting embodiments, the issuer system 114 may generale an
authorization response message associated with disposition of the transaction
including an indication as to whether the transaction was approved or not approved,
whether the issuer system 114 recommends updating the device score data based on
disposition of the transaction, andfor the like. For example, the issuer system 114 may
generate an authorization response message based on the fransaction data andfor
the device score data included in the authorization request message. The device
score data may be inserted into the authorization request message by the payment
gateway and/or the transaction processing system 112 as a new field, using an
existing field, in combination with other data, and/or the like.

(01511  In some non-dimiting embodiments, an issuer system 114 may transmit
score adjustment data associated with an adjustment factor {e.g., an amount andfor a
proportion by which a device score is {0 be updated). For example, in somse non-

limiting embodimeants, an issuer system 114 may transmit score adjustment data
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associated with an adiustment factor to be applied to update a device scors
maintained by an authentication sysiem 110. In such examples, the issuer system
114 may determine the adjustment facior based on receiving and processing an
authorization request message. For example, the issuer system 114 may determine
an adjustment factor based on determining an authorization request message is
assuciated with a transaction that is approved or declined. Additionally or alternatively,
a device score may be updated based on the final disposition of a transaction. For
example, a payment gateway, a transaction processing system 112, and/or the issuer
system 114 may update a device score based on determining whether a chargeback
{e.g., a reversal of a transaction} was posted o the account within a period of time
after the transaction was initiated (e.g., within 45 days, 80 days, 80 days, and/or the
like). The payment gateway, transaction processing system 112, and/or issuer system
114 may transmit dala associated with the final disposition of the transaction to the
authentication system 110, In such an example, the authentication system 110 may
update the device score of the user device 102 based on the data associated with the
final disposition of the transaction. For eaxample, where a transaction is approved
andfor no chargeback is identified as having occurred within a period of time, the
authentication system 110 may updaie the device score by upgrading the device
score. in another example, where the transaction is not approved and/or a chargeback
is identified as having occurred within the period of time, the authentication system
110 may update the device score by degrading the device score.

[0182] In some non-imiting embodiments, device score data associated with the
device score may be updated at an authentication systemn 110 based on generation of
score adjustment data by the payment gateway and/or the fransaction processing
system 112. For example, the payment gateway and/or the transaction processing
system 112 may generate score adjustiment data based on receiving an authorization
response message at the payment gateway and/or a transaction processing system
112 indicating the transaction was approved or not approved. The payment gateway
and/or the transaction processing system 112 may then fransmit the score adjustment
data to the authentication system 110 to cause the authentication system 110 to
update the device score.

[0183] iIn some non-imiting embodiments, device score data associated with a
device score may be updated by the authentication system 110, For example, the

device score data associated with a device score may be updated by the
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authentication system 110 during 2 transaction {e.g., an initial transaction and/or ona
or more subsegquent transactions that are associated with a first merchant system 106
andfor a second merchant system 107), based on one or more factors determinad
during a transaction. Such factors may include, without limitation, whether the
fransaction was approved or not approved by an issuer system 114, the value of the
fransaction {e.g., the authentication system 110 may update the device score of the
user device 102 by a first amount that is greater than a sscond amount when
associated with a transaction that is for a higher value than a transaciion that is
associated with a lower value), the amount of transactions initiated by the user device
102 within a period of time, whether the user device 102 provided a cookie (e.g., a
web cookie, an Interneti cookie, andfor the like) o the authentication system 110 and/or
the merchant system 106 during the transaction, a time zone associated with the
fransaction {8.g., the time zone in which the user device 102 initiated the fransaction),
2 geolocation associated with the transaction {(e.q., an area in which the user device
102 initiated the transaction), the behavior of the user device 102 during one or more
transactions, a language associated with the transaction, metadata associated with
the transaction, the type of website visited during the transaction, a merchant category
associated with the merchant involved in the transaction, and/or the like).

[0184] In some non-limiting embodiments, the device data associated with the
device score of the user device 102 may be updated based on a transaction history of
a PAN associated with the user device 102 {e.g., an account issued by the issuer
system 114, an account issued by another issuer system, and/or the like). In such an
example, the authentication system 110 may determine that the device score of the
user device 102 should be incremented where aclivity associated with the PAN
indicates that the transaction history is positive {e.g., where no chargebacks are
associated with the PAN andior the like). in another example, the authentication
system 110 may determine that the device score of the user device 102 should be
decremented where activity associated with the PAN indicates that the transaction
history is negative (e.g., one or more chargebacks are associated with the PAN and/or
the like}. Additionally or alternatively, the device data associated with the device score
of the user device 102 may be updated based on device score data associated with
devices that have a similar history {e.g., where the device scores are associated with
fransactions involving the sale of one or more of the same items, one or more of the

same services, and/or the like) as user device 102, For example, the authentication
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system 110 may update the device data associated with the device score of the user
device 102 based on the device score data associated with devices that have a similar
history whare the history of the user device 102 and the devices that have the similar
history both include purchases of the same or similar goods and/or services.

[0188] in some nondimiting embodiments, device score data associated with the
user device 102 may be updated based on site score data associated with a site score
for the first merchant system 106 or the second merchant system 107. For example,
the authentication system 110 may mainigin sife score data associated with a site
score for the first merchant system 106 or the second merchant system 107. In such
an example, the authentication system 110 may determine that the device score dala
associated with the device score should be updated based on the user device 102
initiating & transaction with the first merchant system 106 or the second merchant
system 107. Authentication system 110 may then update the device score data
associated with the device score based on the site score dala associated with the site
score.

[0158] In some nondimiting embodiments, an issuer system 114 may transmit data
associated with the one or more factors o cause the authentication system 110 fo
update the device score based on processing andfor determining the authorization
request message. For example, in some non-limiting embodiments, the issuer system
114 may dstermine score adjustment data based on processing the authorization
request message and generate an authorization response message including data
associaled with the one or more faclors. In some non-limiting embodiments, the
device score data associated with the device score may be updated outside of the
context of a fransaction. For example, the device score may be updated based on a
determination {e.g., by the authentication system 110} that the user device 102 is
reported stolen, that the issuer system 114 declares a transaction bad after the
fransaction is processed {e.g., when a chargeback occurs), that one or more risk
models are exscuted in batch by the authentication system 110 o determing the
activity of the account associated with the user device 102 is or is not authentic, and/or
the fike.

[8157]  In some non-limiting embodiments, an algorithm developed in accordance
with a set of logical rules may be executed to update the device score data associated
with the device score fo identify possible fraudulent transactions. For example,

authentication system 110 may compare the logical rules to the one or more
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parameters {e.g., a fransaction time, a transaction date, a fransaction location, a
fransaction value, and/or the like) of one or more fransactions associated with the user
device 102. Additionally or alternatively, authentication system 110 may execule a
machine learning algorithm and provide, as input 1o the machine learning algorithm,
device score data and transaction data associated with transactions involving the user
device 102 to cause the machine learning algorithm to predict a device score that is
updated based on the transaction data for the user device 102. In some non-limiting
gmbodiments, a device score may not be updated when disposition of a transaction
was not based on aclivity associated with the transaction {e.g., when the transaction
is declined because of a timeout or inability of the payment gateway andfor the
fransaction processing system 112 to transmit andfor receive data from the issuer
system 114 during a transaction, and/or the like).

[0158] Referring now to FIGS. 8A and 6B, llustrated is an implementation 400 of a
non-limiting aspect or embodiment of a process for authenticating devices according
to some non-limiting embodiments of the present disclosure. As illustrated in FIGS.
8A and 6B, implementation 400 includes a user device 102, a first merchant system
106, a payment gateway, an authentication system 110, and an issuer system 114,
[01549] As shown by reference number 402 in FIG. 8A, a user device 102 may
register with an authentication system 110 of a payment gateway. For example, in
some non-imiting embodiments, the user device 102 may generate encryption dala
associated with a public key and/or a private key and/or the like. In such an example,
the user device 102 may include the encryption data in registration data associated
with registration of the user device 102. Additionally or alternatively, the user device
102 may include a unique device identifier in the registration data. The authentication
systermn 110 may associate the registration data with an account maintained by the
authentication system 110 based on receiving registration data. Additionally or
alternatively, the authentication system 110 may associate the registration data with
device score data associated with a device score of the user device 102,

[0160] As shown by reference number 404 in FIG. 8A, the user device 102 may
request first website data associated with a first website from the first merchant system
106. For example, the user device 102 may attempt {o login via a login page of a first
website,

[0181] As shown by reference number 408 in FIG. 8A, the user device 102 may
raceive first website data from a first merchant system 108, For example, the user
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device 102 may receive the first website data associated with the first website
fransmitted by the first merchant system 106, the first website data including a uniform
rasource locator (URL) to a second website maintained by the authentication system
110.

[01682] As shown by reference number 408 in FIG. 84, the user device 102 may
request second website data associated with 2 second website. For example, the
user device 102 may transmit & request for second website data associated with a
second website from the authentication system 110, the second website data
associated with the URL to the second website included in the first website data.
[0183] As shown by reference number 410 in FIG. 8A, the user device 102 may
receive second website data from the authentication system 110. For example, the
user device 102 may receive second website data from the authentication system 110
in response 1o requesting the second website data. The second website data may
include a device authentication request meassage including challenge data associated
with a challenge. In some non-limiting embodiments, the user device 102 may prompt
the user to respond to a local authentication request before generating challengs
rasponse data associated with a challenge. In such an example, the user operating
the user device may provide input to the user device 102 including identifying data
associated with the user’s identity.

[0164] As shown by reference number 412 in FIG. 8A, the user device 102 may
generate challenge response data associated with a challenge response.  For
example, the user device 102 may encrypt the challenge data and/for data derived from
the challenge data with a private key of the user device 102. In some non-limiting
embodiments, the user device 102 may also include a unigue device identifier of the
user device 102 with or in the challenge data.

[0165] As shown by reference number 414 in FIG. 6A, the user device 102 may
fransmit the challenge response data associated with the challenge response. For
example, the user device 102 may transmit the challenge response data o the
authentication system 110 via the second website. In ancther example, the user
device 102 may transmit the challenge response data o the authentication system
110 via a device authentication response message.

[0188] As shown by reference number 416 in FIG. 8A, the authentication system
110 may authenticate the user device 102. For example, the authentication system

110 may authenticate the user device 102 by decrypting the challenge response data
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associated with the challenge response transmifted via the device authentication
response message with a public key of the user device 102. The authentication
systemn 110 may compare the decrypted challenge response data 1o the challenge
data andior the registration data to determine that the user device 102 is authentic.
[0167] As shown by reference number 418 in FIG. 84, the authentication system
110 may transmit a device authentication identifler to the user device 102, For
example, the authentication system 110 may transmil the device authentication
identifier based on successful authentication of the user device 102. In such an
gxample, the device authentication identifier may be transmitted via a device
authentication identifier message {o the user device 102. In some non-limiting
embodiments, the authentication system 110 may generste a one-time use token and
fransmit the one-time use token as the device authentication identifier to the merchant
system 108 via a frame associated with the second website.

[0168] As shown by reference number 420 in FIG. 8A, the user device 102 may
fransmit fransaction data associated with a transaction and the device authentication
identifier to the first merchant system 108. For example, the user device 102 may
fransmit transaction data associated with a transaction and the device authentication
identifier to the first merchant system 106 based on receiving the device authentication
identifier from the authentication system 110, In such an example, the user device
may ftransmit fransaction data associated with a fransaction and the device
authentication identifier via a transaction request message {o the first merchant system
108.

[018%] As shown by reference number 422 in FIG. 8A, the first merchant system
106 may transmit a transaction request message to the payment gateway. For
example, the first merchant system 108 may generate a transaction request message
based on recelving fransaction data associated with the transaction and the device
authentication identifier. In some non-imiting embodiments, the first merchant system
106 may forward the transaction request message received from the user device 102
to the payment gateway.

31701  As shown by reference number 424 in FIG. 68, the payment gateway
system may determine a device score. For example, the payment gateway system
may query the authantication system 110 for the device score by fransmitting the
device authentication identifier to the authentication system 110. The authentication

system 110 may look up device score data associated with the device score in a
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database based on the device authentication identifier. The authentication sysiem
110 may then fransmit the device score data associated with the device score of the
user device 102 {0 the payment gateway.

[0171] As shown by reference number 426 in FIG. 68, the payment gateway
system may transmil an authorization request message. For example, the payment
gateway may generate an authorization request message based on the fransaction
data associated with the transaction and the device score data associated with the
device score. The payment gateway may then transmit the authorization request
message including the transaction data and the device score data to the issuer system
114.

[0172] As shown by reference number 428 in FIG. 88, the payment gateway
systarm may receive an authorization response massage from the issuer system 114,
For example, the issuer system 114 may determineg whether the transaction is
approved or not approved based on the transaction data and the device score dala
included In the authorization request message. The issuer system 114 may then
generate an authorization response message based on determining whether the
fransaction is approved or not approved, and transmit the authorization response
message to the payment gateway. In some non-limiting embodiments, the issuer
system 114 may also include data associated with one or more factors of the
fransaction and/or adjustment faclor data associated with an adjustment factor in the
authorization response meassage.

[0173] As shown by reference number 430 in FIG. 6B, the payment gateway
system may fransmit a transaction response message {0 the first merchant system
1068, For example, the payment galeway may generate a fransaction response
message indicating that the transaction is approved or declined based on the
authorization response message. In some non-imiting embodiments, the first
merchant system 106 may subsequently transmit data o the user device 102
indicating that the transaction is approved or declined.

[0174]  As shown by reference number 432 in FiG. 8B, the authentication system
110 may update the device score data associated with the device score. For example,
the payment gateway may ftransmit the authorization response message to the
authentication system 110 {o cause the authentication system 110 o update the

device score dals associated with the device score.
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[0178]  Although examples have been described in detall for the purpose of
Hlustration based on what is currently considered to be the most practical and preferred
aspects or embodiments, it is to be understood that such detall is solely for that
purpose and that the principles described by the present disclosure are not limited to
the disclosed aspects or embodiments, but, on the confrary, is intended o cover
modifications and equivalent arrangements that are within the spirit and scope of the
appended claims. For example, it is 1o be understood that the present disclosurs
contermplates that, o the extent possible, one or more features of any embodiment
can be combined with one or more features of any other embodiment.
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WHAT IS CLAIMED 1&:

1. A computer-implemented method for authenticating devices,
comprising:

generating, with a transaction processing sysiem comprising atleastone
processor, a virtual authenticator comprising at least one authentication input, at least
one account identifier associated with at least one payment account, and at least one
device identifier of al least one client device, the virtual authenticator associated with
a virtual authenticator identifier;

receiving, with the transaction processing system, a transaction request
message associated with a transaction between a user and a merchant made using
an authentication input of the at least one authentication input and a client device of
the at least one client device, the transaction request message comprising an account
identifier associated with a payment account;

linking, with the fransaction processing system, the account identifier to
the virtual authenticator;

communicating, with the transaclion processing system, an
authorization request message to an issuer sysiem, the authorization request
message comprising the virtual authenticator identifier;

receiving, with the at least one processor of the transaction processing
systerm, an authorization response message,; and

updating, with the at least one processor of the fransaction processing

system, the virtual authenticator based on the authorization response messags.

2. The computer-simplemented method of claim 1, wherein the
fransaction request message further comprises a merchant identifier, and wherein the
virtual authenticator further comprises the merchant identifier.

3. The computer-implemented method of claim 1, further
comprising:

receiving, with at least one processor of the transaction processing
system, a plurality of additional transaction regquests associated with a plurality of

subsequent transactions betwesn the user and the merchant, wherein at least one
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additional transaction request of the plurality of additional transaction requests
comprises a second account identifier and a second authentication inpuf;

updating the virtual authenticator based on the second authentication
input and a corresponding authorization response message associated with the
second authentication input; and

linking the second account identifier to the virtual authenticator, whersin
the second account identifier is associated with a second virtual authenticator
identifier.

4, The computer-implemented method of cdaim 1, further
comprising:

associating an authentication identifier with the virtual authenticator,
wherein the authentication identifier uniguely identifies the virtual authenticator and is

not communicated o the issuer systemn.

5. The computer-implemented method of cdaim 1, further
comprising:

generating, with the issuer system comprising at least one processor, a
registration code based on account data associated with the payment account;

receiving, with the issuer system, a confirmation message generated by
the client device basad on the registration code, the least one device identifler, and
the at least one authentication input;

communicating, with the issuer system, suthentication data to the
fransaction processing system, the authentication dsta comprigsing the account
identifier, at least one device identifier, and the at least one authentication input;

generating, with the at least one processor of a transaction processing
system, an authentication graph based on the authentication data;

raceiving, with the at least one processor of the transaction processing
system, a transaction request message associated with a transaction between the
user and the merchant, the transaction request message comprising the account
identifier;

determining, with at least one processor, an authentication result based

on the transaction request message and the authentication graph; and
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updating, with at least one processor, the authentication graph based on
the authentication resull.

8. A system for authenticating devices, the system comprising:
at least one processor programmed or configured to:
generate a virtual authenticator comprising at least one
authentication input, at least one account identifier associated with at least one
payment account, and at least one device identifier of at least one client device,
the virtual authenticator associated with a virtual authenticator identifier;
receive a transaction reguest message associated with a
iransaction belween a user and a merchant made using an authentication input
of the at least one authentication input and a client device of the at least ong
client device, the transaction request message comprising an account identifier
associated with a paymaent account;
link the account identifier to the virtual authenticator;
communicate an authorization request message o an issuser
system, the authorization request message comprising the virtual authenticator
identifier;
receive an authorization response message; and
update the virtual authenticator based on the authorization

response message.

7. The system of claim 8, wharein the fransaction reguest message
further comprises a merchani identifier, and wherein the virtual authenticator further

comprises the merchant identifier.

8. The system of claim 6, wherein the at least one processor is
further programmed or configured to:

receive a plurality of additional transaction requests associated with a
plurality of subsequent transactions belween the user and the merchant, wherein at
least one additional transaction request of the plurality of additional wansaction

requasts comprises a second account identifier and 2 second authentication input;
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update the virtual authenticator based on the second authentication input
and a corresponding authorization response message associated with the second
authentication input; and

fink the second account identifier to the virtual authenticator, wherein the
second account identifier is associated with a second virtual authenticator identifier.

8. The system of claim 6, wherein the at least one processor is
further programmed or configured fo:

associate an authentication identifier with the virtual authenticator,
wherein the authentication identifier unigquely identifies the virtual authenticator and is

not communicated o the issuer system.

10. The system of claim 6, further comprising the issuer system
configured to:
generate a regisiration code based on account data associated with the
payment account;
receive a confirmation message generated by the client device based on
the regisiration code, the least one device identifier, and the atleast one authentication
input;
communicate authentication data to a transaction processing system,
the authentication data comprising the account identifier, at least one device identifier,
and the at least one authentication input,
wherein the at least one processor is further programmed or configured
to:
generate an authentication graph based on the authentication
data;
receive a transaction reguest message associated with a
iransaction between the user and the merchant, the transaction reguest
message comprising the account identifier;
determine an authentication result based on the transaction
request message and the authentication graph; and
update the authentication graph based on the authentication

rasult.
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11. A computer program product for authenticating devices, the
computer program product comprising at least one non-transitory computer-readable
meadium comprising one or more program instructions that, when executed by at least
ong procassor cause the at least one processor {o:

generate a virtual authenticator comprising at least one authentication
input, at least one account identifier associaled with at least one payment account,
and at least one device identifier of at least one client device, the virtual authenticator
associated with a virtual authenticator identifier;

receive a fransaction reguest message associated with a transaction
betwesn a user and a merchant made using an authentication input of the at least one
authentication input and a client device of the at least one client device, the fransaction
raquest message comprising an account identifier assaciated with a payment account;

fink the account identifier to the virtual authenticator;

communicate an authorization request message to an issuer system, the
authorization request message comprising the virtual authenticator identifier;

receive an authorization response message; and

update the virtual authenticator based on the authorization response

message.

12. The computer program product of claim 11, wherein the
fransaction request message further comprises a merchant identifier, and wherein the

virtual authenticator further comprises the merchant identifier.

13.  The computer program product of claim 11, wherein the program
instructions further cause the at least one processor to:

receive a plurality of additional transaction requests associated with a
plurality of subsequent transactions befween the user and the merchant, wherein at
least one additional transaction request of the plurality of additional ransaction
requests comprises a second account identifier and a second authentication input;

update the virtual authenticator based on the second authentication input
and a corresponding authorization response message associated with the second
authentication input; and

link the second account identifier to the virtual authenticator, whersin the

sacond account identifier is associated with a second virtual authenticator identifier.
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14.  The computer program product of claim 11, wherein the program
instructions further cause the at least one processor to:

associate an authentication identifier with the virtual authenticator,
wherein the authentication identifier uniquely identifies the virtual authenticator and is

not communicated to the issuer system.

18.  The computer program product of claim 11, wherein the program
instructions further cause the issuer system in communication with the at least one
processor (o

generate a registration code based on account data associated with the
payment account;

receive a confirmation message generated by the client device based on
the registration code, the least one device identifier, and the at least one authentication
input;

communicate authentication data to a transaction processing system,
the authentication data comprising the account identifier, at least one device identifier,
and the at lsast one authentication input,

whaergin the program instructions further cause the at least one
processor (o)

generate an authentication graph based on the authentication
data;

receive a transaction reguest message associated with a
transaction between the user and the merchant, the transaction reguest
message comprising the account identifier;

determine an authentication resull based on the transaction
request message and the authentication graph; and

update the authentication graph based on the authentication

rasuif.
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