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5 Field of the invention

The present invention relates to the distribution and printing of travel
documents, particularly departure control system {DCS) documents
including but not limited to boarding passes and bag tags.

Background of the invention

10 A paperless environment in an airport is an ultimate goal for the air travel
industry as a whole. In reality, this is going to take many years to realize
due to the fact that every check-in desk, every passport station, every
security station, and every boarding gate must be updated to operate in a
paperless environment. This will take many years to realize and in some

15 airports may never be fully implemented due to cost implications and/or
other issues. Already many airlines are providing the ability for customers
to check-in and print off 2D-barcode boarding passes at home or in the
office. Others are sending such documents in digital form directly to the
passenger mobile phone using MMS (Multimedia Messaging Service).

20 The objective is eventually to store the boarding pass on a personal digital
assistant or equivalent and then have barcode readers at each point at
which the boarding pass will normally be shown to avoid the need for
paper copies thereof. Similar changes are anticipated with respect {o the
provision of bag tags and other travel documentations.

25
Referring to Figure 1, the current system for printing departure control
system documents is rigid and requires an extensive network
infrastructure at an airport or other locations where these documents may
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be used by the customer (in self service mode) to generally print boarding
passes, and is activated by a reference number, such as the passenger
frequent flyer identifier or e-ticket number. The current method can be
10 slow due to the fact that all communications are linked back to the same
DCS and only specific printers (both in terms of hardware and software)
are available to print such documents. In addition, due to these delays
and other issues, for example there are often queues of passengers
waiting to be processed either via the Kkiosk or by airline staff; this is not
15 aligned with the need for streamlined processes for customers.

There already exists a facility to check-in via the web and then print off
boarding passes at home or in the office. This has produced certain
security threats as false boarding passes can be generated with little effort

20 by a malicious third party to enter the boarding area in the airport. In
addition, since all the check-in process is carried out before the customer
sets out for his or her journey, cancellation and changes for the check-in
preferences may not be implemented easily or communicated to the
customers. Airports also provide the facility for kiosk check-in which

25 requires the use of a credit card or ticket number to access the boarding
pass which is then printed by the kiosk. Each kiosk is specific to a specific
airline and requires considerable space and is relatively cosily to
implement. If customers then wish to check-in a bag they must queue
again to do this by means of a manned desk.

30
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eposit bags at a manned desk. In addition, SMS is subject to roaming
issues and requires prior registration from customers. Also, establishment
10 of agreements with telecommunication providers is necessary to enable
messaging to occur in all locations. Finally, SMS check-in is not
particularly sophisticated and does not allow the customer to deal with
advanced check-in features such as seat selection, payment of excess
baggage charges, handling disruption, etc.
15
W02008/030814 discloses a method and system for providing an
authentication system in order to retrieve stored data. The data is
encrypted through specific keys which use biometric sources. The patent
application also discloses a method for printing a document from a hand-
20 held device. The application does not disclose any details of how to
manage the printing of a document from a hand-held device in order to
ensure that security issues are met and to provide the other advantages of
the present invention.

25 Obijects of the invention

One aspect of the present invention is to overcome at least some of the

problems associated with the prior art.
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Summary of the invention

10 The present invention provides a method and system as set out in the
accompanying claims.

According to one aspect of the present invention there is provided a
method for generating and printing travel documents for a customer

15 associated with a journey having one or more parts, the method
comprising: generating travel documentation for the customer at a travel
documentation distribution module and passing the documents for storage
on a customer device at the request of the customer; printing travel
documents at a printer located in the vicinity of a starting point of one of

20 the parts of the journey which is capable of responding to a short range
communication from the customer device to print the travel documents for

said part of the journey for the customer.

According to a second aspect of the present invention there is provided a
25 system for generating, storing and printing travel documents for a

customer associated with a journey having one or more parts, the system

comprising: a travel documentation distribution module capable of



One aspect of the present invention is to overcone at |east sone of
the problens associated with the prior art. 4 A further object of
t he preser&@0i200dA3€2Hn is to provide an inproved distri bRETERIOHNES392
printing facility for travel docunents, which does not rely on an
expensive centralized IT infrastructure. 5A final object of the

I nvention is to enabl e paperless air travel journey across

het er ogeneous airports with varying levels of IT infrastructure
sophi stication. Summary of the invention 10The present invention
provi des a nmethod and system as set out in the acconpanying clains.
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order to obtain travel documents related to the customer, wherein the
travel documents are stored on the customer device; a printer located in

5 the vicinity of a starting point of one of the parts of the journey which is
capable of responding to a short range communication from the customer
device to print travel documents for said part of the journey for the

customer.

10 Brief description of the drawings

Reference will now be made, by way of example, to the accompanying
drawings, in which:

Figure 1 is a simple representation of a system, in accordance with the
prior art,

15 Figure 2 is a simple representation of a system, in accordance with an
embodiment of the invention, given by way of example,

Figure 3 is a representation of a self-service printer and mobile check-in,
in accordance with an embodiment of the invention, given by way of

example,

20 Figure 4 is a flow chart showing the method steps, in accordance with an
embodiment of the invention, given by way of example,

Figure 5 is a self-service printer look up table, in accordance with an

embodiment of the invention, given by way of example.

25 Detailed description of the preferred embodiments

In accordance with the present invention, Figure 2 shows a new model to
handle DCS document distribution. The DCS document distribution
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for storage on a custoner device at the request of the custoner;
printing travel docunents at a printer ﬁated in the vicinity of a
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of responding to a short range communi cation fromthe custoner device
to print the travel docunents for said part of the journey for the
custoner. According to a second aspect of the present invention there

i s provided aMIskyE2@Gs e IgeREFAIaHEd E’tfbpi”ﬁf@r algtesd; Hie RgSt20808
oot e oy PURUSLANEE F15205 LS M o SUFELOA B 1
modul e capabl dewice may be a mobile telephone or any other personal digital assistant
(PDA). Check-in is effected by means of the PC 202 or normally the hand-
5 held device 204 and the appropriate documentation 206 is passed io the
PC 202 and/or hand-held device 204 and/or USB key (not shown) to be
stored there on. If the documentation is passed to the PC 202 a transfer
may be necessary to a hand-held device 204. Ultimately the relevant
documents for traveling such as boarding passes, bag tags and any other
10 appropriate documents will be stored on the hand-held device 204. The
details of how the documents are encrypted and security issues are

handled will be described in greater detail below.

At a certain time later a customer will use the hand-held device to print the

156 relevant documentation by means of self-service printers which may be
located in the airport or elsewhere. The documents are sent to the printer
by means of a Bluetooth or Near Field Communication (NFC) connection
from the hand-held device to the printer. It will be appreciated that this
means of communication between the printer and a hand-held device is

20 not be limited to Bluetooth or NFC, but may use any appropriate
connection, whether wired or wireless such as for example 2 DBC or use
of a USB key.

This new model makes use of existing, widely adopted and, from the

25 airport point of view, free IT infrastructure mostly provided by the
customers. By using a hand-held device one facility not provided for by
the customer is the printing facility which can be provided with stand-alone
self-service printers. There is no need for a costly and complex TCP/IP
link (WAN lines) between the DCS and specific printers or kiosks manned
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in a link such as SMS or internet link until they are printed "on-the-go" at

the airport before accessing a secured zone or checking in a bag.

As all check-in actions are carried out from a mobile phone or PC there is

10 no need to connect the self-service printer to the DCS using expensive
WAN (Wide Area Network) lines and routers. However, connectivity
through the airport LAN (Local Area Network) may be necessary to allow
for maintenance and troubleshooting.

15 As the model is effectively a seli-service model, IT and staff cost savings

are made.

A mobile phone includes a SIM card which uniguely identifies the user of
the phone. This may mean that systematic and tedious passenger

20 identification processes can be minimized. An initial mapping occurs
between the FQTV identifier (also known as the frequent flier identification
number}, for example, and a SIM card identifier on the phone during an
initial enrolment phase. Thereafter, the SIM card is sufficient identification
for the user when required. The risk of security and privacy issues due to

25 a stolen mobile phone is no more significant than the risks associated with
FQTV and credit cards. In fact, mobile phones are generally better
protected against theft through pin codes and remote deactivation
processes.
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t he means of the mobile phone.

The current wireless infrastructure throughout the world makes
connectivity to the Internet easier and enables a customer to manage a

10 booking for a flight from anywhere. This has great advantages and a
facility for printing travel documentation is still a further advantage
provided by the present invention.

By use of protocols such as Bluetooth and NFC, a hand-held device can
15 determine devices in their environment without requiring any configuration

pracesses. This not only enables connectivity to the self-service printers

according to the present invention, but also allows access to other

applications. For example this type of connectivity may be used for:

lounge access for business class passengers, self-service gate access,
20 self-service boarding gate, self-service baggage retrieval, etc.

All documents issued from the DCS are signed digitally by the issuing
airline making it almost impossible to forge documents or tamper
therewith. The self service printers are able to verify the signature as

25 described below as long as the signature has been issued by the issuing
airline. This means false boarding passes are less likely to be able to be
produced, which improves the security in the secured zones in the airport.

A digital signature typically consists of computing a checksum and
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The present invention provides a step towards the paperless environment
that is sought by so many. Providing the facility to have travel documents
on a hand-held device means that when barcode readers are introduced
at gates and security locations the travel documents are already on the
15 hand-held device. Until that time, the self-service printers can be used in
any environment which has not been upgraded to barcode readers. This
means that the progress towards paperless check-in and boarding has
started with the present invention offering an ideal interim sclution.

20 By adopting the present invention airports can consider modernization of
the infrastructure in a different light. Investment into extensive networks is
l[ess necessary and that investment can be directed towards the required
infrastructure for the paperless environment. In addition, by utilizing the
present invention for baggage check-in, there will be no need for

25 customers to queue at the check-in counter in order to pass over baggage.

This will speed up the process for any customers traveling with baggage.
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exanple, and a SIMcard identifier on the phone during an initial
enrol nent phase. Thereafter, the SIMcard is sufficient
identification for the user when required. The risk of security and
privacy issuefRedereingmow to Figure 3, a more detailed explanation of the present

invention will now be provided. A customer 300 can check-in from
anywhere, using a mobile hand-held device 302 or a PC (not shown).
Once the check-in process is completed, the DCS 304 generates and
downloads the digitally signed necessary travel documentation 306. This

10 travel documentation may include a boarding pass, bag tags and any
other appropriate documentation. When a customer has used a hand-held
device 302 to carry out the check-in process the documentation is stored
directly on the hand-held device. However, if the customer has used a PC
the documentation must be transferred onto the hand-held device in an

15 appropriate manner. Later, at the airport the customer locates an
appropriate self-service printer 308 and by means of any appropriate
short-range communication technology (for example Bluetooth; NFC;
2DBC; a USB key; memory cards etc) downloads the travel documents to
the printer for printing. Since the documents are digitally signed the printer

20 uses a check to determine whether the digital signature, attached to the
document to be printed, is correct. This guarantees the document origin

and integrity.

The printer includes a number of standard facilities and a number of

25 specific facilities associated with the present invention. The printer can
check the identity of the issuer of the document (that is the airline not the
passenger) in order to charge for printing the document when the printer is

owned by an airport and used as a community printing platform for



25a stol en nobile phone is no nore significant than the risks
associated wth FQTV and credit cards. In fact, nobile phones are
general | y Wet20w/13pirot ect ed agai nst theft through pin cOUSSERAW/ISEHIDL e
deactivation processes. 8 Another inportant feature of naking use of
the present nodel is that the connectivi and security features of
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a facility for printing tra curment at 1 on a further
advant age provi ded by the present invention. By use of protocols such
as Bluetooth and NFC, a hand-hel d device can

The method steps of the present invention will now be described with
5 reference to Figure 4. At the step 400 the check-in process is carried out

by means of either a computer or hand-held device. At step 402 the DCS
issues the signed documents to the customer. At step 404 the documents
are stored on a hand-held device either directly, or by transfer from the
computer. At some time in the future a customer wishes to print out the

10 signed documents and locates an appropriate seif-service printer, for
example in an airport location. Subsequently at step 406 the documents
are sent from the hand-held device to the self-service printer. The
documents are verified and checked at step 408 and finally printed at step
410.

15

The description has identified the three important elements for the present
invention, namely the travel documents, the mobile application on the
hand-held device that retrieves documents from the DCS and stores them
on the hand-held device and the self-service printer. The technical

20 specification of each of these blocks or elements will now be described in

greater detail.

The travel documents may relate to one or more parts, or legs, of a
journey. For example, where a customer is obtaining documents for a

25 specific journey, there may be one or more flights in either direction and
each part may require different documents. The different documents can
all be downloaded at the same time or at different times, depending on the
circumstance.



15determ ne devices in their environment w thout requiring any
configuration processes. This not only enables connectivity to the
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al l ows access to other applications. For exanple this type of
connectivity may be used for: |ounge accgss for business class
passengers, self-service gate access, 20sélf-service boarding gate,
sel f-service baggage retrieval, etc. Al docunents issued fromthe
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(i.e. in compliance with a public specification to allow the interoperability)
adaptable and structured (i.e. XML based) in order to allow the format to
be interchangeable with different organizations and airlines. Ideally, the
10 format may wrap the various existing graphic formats of current day
documents, such as SVG, PDF, postscript, JPEG etc. For example
standard MIME (Multipurpose Internet Mail Extensions) types can be used
to identify the format of the embedded data. In addition, the format may
support the digital signature of the document data and meta data (for
156 example date, author, etc) in order to guarantee the origin and integrity of
the documents and allow for the verification processes to be completed.
Ideally the document format may enable the documents to occupy the

minimum size in order to speed up the download over slower networks.

In order to accommodate the forthcoming paperless environments the

20 format may include, for example, a 2-D barcode that can be used for
paperless check-in if appropriate readers are available. In addition, the
format may include a mechanism to add additional meta-data to indicate
how the documents can be used by the customer. For example, this
meta-data may indicate the number of copies of the document to print and

25 also give information relating to the type of paper etc. ldeally the
document format will be open to all potential users and predefined by the
same in order to ensure interoperability and guarantee worldwide

deployment.



5 proposed in the present invention is based on the public key

I nfrastructure which allows distribution of the public key anongst
trusted organdasiins. In respect of the DCS these or garGTZER2IINSS392

i nclude DCS providers, airlines, ground handl ers, CUTE/ CUSS pl atform
providers, airport |IT adm nistrators, et 10 The present invention
provi des a step towards the paperless environnent that is sought by
so many. Providing the facility to have travel docunents on a

hand- hel d devi ce neans that when barcode readers are introduced at
gates and security |ocations the travel docunents are already on the
15hand- hel d dévsresifiqgeftware paplicatiag mayee E%IUFBQQNT‘@@HBW\@{%@%V'%n be

used in any egyld ¢y %& W?Lh“e"b&?ﬁ@t@@tm B%%Pt&%ﬂ%gcﬁiatsggs A'tFREF

readers. This nmeans t rogress towards pap check-in and
boar di ng has sloalumedtsvfmrhthm@Cﬁr dseadd|t|onventapprmpafafeemtenr@camnasdbal

consi der nodePRESS M 161 Soheorie ufe L iting MEFR it EbbdhiR fo

I nvest merd i nf@netiestandgrdiretMiickspplisatiesapeeqssadsd dpthdryadoftware
i nvestment can be directed t%mrds t he reqw red infrastru cgre for
the paperless PERWASTS RIS With HeRHRPErdA Pripythgss opeimgntsn ‘E"r

i nvention for sBRGEARS GHIREM: IR antdi@hfpldithe hQﬁdJPl%Id@ﬁﬂlcEﬁ’cEn mag et Omer s
to queue at the check-in counter in order to pass over baggage. This

wi || speed upimplementrcbasailava Mildlet aadddeally f't"f'&\ﬁﬁl'@ﬁf@ samerPTiRg gage.

following requirements. The application may be downloadable from the

10 Internet or other appropriate location. The application may be able to
operate in both pull and push modes in order to retrieve the appropriate
issued documents. A certain degree of storage may be required to store
the received DCS documents and the application should be able to identify
appropriate self-service printers. A facility to view the travel documents

15 may also be included within the application, for example using a specific
part of the document to view the data such as a 2-D barcode. The
application may further include the ability to verify the digital signature of
the document.

20 The self-service printer should also fulfill a set of technical requirements.
For example, the printer may include a dynamic look-up mechanism and
publish a list of supported organizations and document types. This will
enable the hand-held device to identify available printers which can
support the documents that are required to be printed. In addition, the

25 published list may include the status of the different organizations and

document types as set out in the table of Figure 5.

The printer may support wireless connectivity, such as Bluetooth, infrared

NFC and barcode options to communicate with the hand-held device. The



10 A self-service printer is a sinple device and can be easily shared
by different airlines as there is no airline specific business |ogic.
This w || weamoasigo space consunpti on and | ess physi cal PCRERZONINSS39E N
an airport. 5Referring nowto Figure 3, a nore detail ed explanation
of the present invention will now be provyi,ded. A customer 300 can
check-in from anywhere, using a nobile hand-held device 302 or a PC
(not shown). Once the check-in process is conpleted, the DCS 304
generates and downl oads the digitally signed necessary travel
docunentati on 306. This 10travel docunentation may include a boarding
pass, bag tag®riaied mawalse etudgpp verpidetior meskimwhichsugrorts\aenbEC key

customer has - @@éf : ; r =N
process the dﬁﬁ%@ﬁ?@?fgg]n&i%épgt or ggﬁ1§(§%§lctzéll%l onurt%k?gﬁl%ﬁgﬁh@%ggggi ce.
However, if thaiecimtyoorent régeestsEdmaldedmchés divle invahd aignefuresisThde

transferred ont.o, the hand-held device in an 15appropriate pmanner
Later, at the Panesdiy PRLAE asvsiiontle alalSenmdiharradt GuddieRon
sel f-ser\§ ce s bndiglpridfifg aoclryntaRaas tf cltymePiiipitl at edgitien-drange
comuni cati on technol og (for exanple Bluetooth; NFC 2DBC, a USB
key: menory c&FROWedg %6%9@45? siircess QU BiluggHdstoYged RS i nt er
for printing. & ﬁ{é Pkt | t ider
20 uses a cheg%tgg%drtg? grtﬁ?%g% et Hgé?ﬁ%eﬂgﬂgité:ctb gfézr%ﬁggtu%,rﬂgﬂatched
to the docunesnytigebel ig pintedmay Hecaire &xhandiaicengieaninequests fiem

g?ggg‘;pé ?;L?:dﬁe?é;@ ég%ﬁﬁ%%%ﬁ%ﬁ&&%dﬁ £ holiftGid &S dhaRIiPR) in8lcate

10 print success or failure. The printer may include a number of sensors
which detect whether a document has been retrieved or not. If printed
documents are not retrieved within a particular time period, the documents
may be locked within an internal holder so that nobody can then retrieve
them. The printer may include a visual display means to display

15 messages to the customer and the documents before they are printed.
The printer may include different trays holding different types of paper for
different organizations and document types. The processing associated
within the printer may require a valid payment token to be attached to the
document before it can be printed in order to ensure that payment of the

20 ticket has been effected before a boarding pass is issued.

In the event that the hand-held device does not support a wireless
connectivity the customer may store the documents on a USB key (or any
other memory device such as an iPod) which may then be inserted into a
25 USB slot on the printer in order for the printer to receive the relevant data.
In addition, other means of communication between the customer and the
printer may also be used assuming that the DCS documents are available
to the printer and appropriately digitally signed to enable verification.
Similarly, the hand-held device is not the only means by which a customer
30 can transport the DCS documents from the point of check-in to the point at



25specific facilities associated with the present invention. The
printer can check the identity of the issuer of the docunent (that is
t he ai rl i n&onoto/18%@0 passenger) in order to charge for EGIAER201H/055382
docunment when the printer is owned by an airport and used as a
comunity printing platformfor 11 exa e. The printer can al so
identify fromthe docunent, the types of docunent and therefore

sel ect the correct type of paper. The nethod steps of the present

i nvention will now be described with 5reference to Figure 4. At the
step 400 the check-in process is carried out by nmeans of either a
conput er or haiichabaawing eass iaissyedp lupdead, ey e appreryiate devicgned
docunents to hnglﬁygﬁgper. At step 404 the docunents are stored on a
hand- hel d device eifher directly, or by transfer fromthe conputer.
At some tinme in the future a custonmer wi shes to print out the

10si gned docunents and | ocates an appropriate self-service printer,

for With respect to other documentation for travel, such as baggage tags, in

5 the same printer may be used as for boarding passes. However, separate
self-service printers may be more appropriate. These may be located in
the proximity of a baggage desk, where bags can be handed over after the
tags have been applied. Alternatively, the custormer may generate the
printing of the bag tags and the bag tags may be applied by an appropriate

10 agent. Other travel documentation, for example entry into a business
lounge, may be printed as appropriate and use the most appropriately
located and configured self-service printer.

In the event of delay and cancellation of flights, the travel documents on
15 the hand-held device may be used for other functions, for example

generating vouchers for meals, or effecting the necessary refund. The

person skilled in the art would appreciate that the travel document on the

hand-held device have limitless other possibilities, such as providing the

information necessary for shops in the duty-free area and for ensuring that
20 special needs are catered for.

This invention has been described with reference to the purchase of
tickets in the travel environment and to the printing of boarding passes and
other travel documents. However, it will be appreciated that the invention
25 may apply to other environments, for example other selling and marketing
applications such as hotels; combinations of flight and hotel; etc as well as

other printing environment, such as train tickets etc.



exanple in an airport |ocation. Subsequently at step 406 the
docunents are sent fromthe hand-held device to the self-service
printer. Twedoaaments are verified and checked at st epecdSr2arvdss392
finally printed at step 410. 15 The description has identified the
three inportant el enents for the present 1i nvention, nanely the travel
docunents, the nobile application on the ﬁand- hel d devi ce that
retrieves docunents fromthe DCS and stores them on the hand-hel d
device and the self-service printer. The technical 20specification of
each of these blocks or elenents will now be described in greater
detail. The t rihediresridimiention may becineplemeotedrie softwats, &apdware or @ny
egs, of a | OWpRENatbRlinS%BIPHAne YK B NS imds 3P AlB88 1o as
docunents for "a Zbspeci fic Journey, ere may be onhe Or nore 1 ghts
in either dir eoftiere they nemcle raplementedrigan equidaiehehanivadoowneliat s.

The different docunents can all be downl paded at, the s ti or at
Gifforont. 1 mSURIRE Mrers: SegTents 8T fori T Riaar war modle is what
5 elements may be implemented by an equivalent software application or

program.

It will be appreciated that this invention may be varied in many different
way and still remain within the intended scope and spirit of the invention.
10



12 The travel docunent format used to convey the digitally signed
travel documents is essentially a wapper around existing graphical
formats to avoid the requirenent of redefining already existing
docunents. In 5 addition, the format perfornms and provi des ni ssing
features required by the invention, such as digital signature etc.
The format is ideally open, (i.e. in conpliance with a public
specification to allow the interoperalli’llity) adaptable and structured
(i.e. éYfL R@ied) in order to allow the format to be interchangeabl e
with diRVEht organi zations and airlines. ldeally, the 10format may
wrap the various existing graphic formats of current day docunents,
such ad-SVGA prxtempiestaanergting, stereoeand proking ieavel dostmaotsr for M Mistomer
(Mul ti purpose Internet Mail Extensions) types can be used to identify
the fornat ebstdiatednitda gmirdey havihg oadair mara partsethecsystdm mammpsigingor t
the digital signature of the docunent data and neta data (for

15exanpl e date, autiravel delcinentatiohdgistribatich diciile eapiisie Ofig@indraing travel
integrity of the docunents and allow for the verification processes

to be conpl gbeGmeh@ish lfyr thB&@RFHER Whetdlh @%hef&i)ﬁ?ﬁgﬁgioaﬁﬁe ST the

to occupy the mninmumsize in order to spéed up over

sl over net W%%t%renegg o8k %@;&{:@@ﬂﬁi@éﬁ S oF Y %%P@%@g@%ggggggag%ignm

envi ronnent s or nat or exanple,

t hat can be Q rl.ess..checksin.if appropriate readers ar
bl able - FiRBS & L BRB B Akl "yl AR I S GRS T reast
additional neta-data to.indicate w { he docupents can be use t he
cust orer . FBPeé%tih%ge?fdMﬁ Baﬁ%wghg & 4192, SIOREIUES 08 the, aa&%wtﬂé% digital
copi es of the docunent to print and ) ,

signature includes computing a first checksum and encrypting the first checksum

with a private key associated with the travel documentation distribution module;

- a hand-held customer device for wirelessly connecting to a printer and
capable of connecting to the travel documentation distribution module, obtaining
the at least one of the boarding pass with the digital signature or the bag tag with
the digital signature from the travel documentation distribution module, and
storing the at least one of the boarding pass with the digital signature or the bag
tag with the digital signature on the hand-held customer device; and

- a printer located in the vicinity of a starting point of one of the parts of the
journey which is capable of responding to a short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer, wherein responding to the short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer includes verifying at least one of the digital signature of the

boarding pass stored on the hand-held customer device or the digital signature of



25al so give information relating to the type of paper etc. ldeally

t he docunent format will be open to all potential users and

predefined by the sanme in order to ensure interoperability and

guar ant ee wor |l dwi de deploynment. 13 A specific software application
may be required on the hand-held device (and if necessary the
conputer) in order to receive the signed travel docunents fromthe
DCS. In addition, an appropriate interiRace may be needed with the
self-service printers. In the event that the docunment Sformat is

st andar di zedhe bpe tagpiteres e dherdangdigld gustasier evinen ywhaseinwegrdying the at
providers along with the support to print these docunents on

dedi cat ed sddast pevifctbepdigtalesignature ahthexbogrdeng paes bianeld bel the hand-held
application nay be inplenented as a Java MDliet and ideally fulfils

at | east sowrastefdrhizvicd botendigitalosignatuenbs theTbgy s bictéd iopntheeandeheld

downl oadabl e fromthe 10l nternet or other appropriate |ocation. The

applicationcigwnit® ddic itludes computing a second checksum, using a public key
associated with the travel documentation distribution module to decrypt the first
checksum, and verifying that the decrypted first checksum matches the
computed second checksum, and in response to verifying the at least one of the
digital signature of the boarding pass stored on the hand-held customer device or
the digital signature of the bag tag stored on the hand-held customer device,

printing the at least one of the boarding pass stored on the hand-held customer

device or the bag tag stored on the hand-held customer device.

2. The system as claimed in claim 1, wherein the travel documents include the

digital signature.

3. The system as claimed in claim 2, wherein the printer includes a verification

module for verifying the digital signature.

4. The system as claimed in claim 1, wherein the printer includes a module for

identifying meta-data associated with operational instructions.



operate in both pull and push nodes in order to retrieve the
appropriate i ssued docunents. A certain degree of storage may be
required to store the received DCS docunents and the application
shoul d be able to identify appropriate self-service printers. A
facility to view the travel docunents 15may al so be included wthin
the application, for exanple using a specific part of the docunment to
view the data such as a 2-0 barcode. The application may further
include the_ability to verify the digital signature of the docunent.
20The $el f - Jop\siysienpes stadned o gllaim 4, wihetein the tragel slocumientssiohluide dloarding
requi renents. For exanple, the printer may include a dynam c | ook-up
mechani sm apdsgash baghags landtanyf trawgb doctirednisr gguired foromse anchodke partesitthe
types. This will enable the hand-held device to identify avail able
printers whigin®an support the docunents that are required to be
printed. In addition, the 25published list may include the status of
the different organizations and docunent types as set out in the
table of Figure 5. 14 printer may al so include a verification nodule

whi ch BUPPOIThS o5 Hfh% Af@)éd n‘?f:f U WHYEiR th?tn%bgledochﬂze\ﬁ% 'a];é/fotrrt?]%#?g o

digital si gnat ocurren S and rejec requests
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7. The system as claimed in ¢laim 1, wherein the travel document is stored as a link

which can be retrieved later by access to a network connection.

8. The system as claimed in claim 1, wherein the stored travel documents are not
printed but processed by electronic readers capable of reading the stored travel

documents.

9. A system for generating and printing travel documents for a customer associated
with a journey having one or more parts, the system comprising:

- a travel documentation distribution module capable of generating travel
documentation for the customer and capable of passing the travel documentation
from the travel documentation distribution module to a hand-held customer
device capable of wirelessly connecting to a printer for storage on the hand-held
customer device at the request of the customer, wherein generating travel
documentation for the customer includes generating at least one of a boarding

pass with a digital signature or a bag tag with a digital signature, wherein



5to avoid printing docunents after the custonmer has left. In

addi tion, an acknow edgenent of either success or failure may be
provided to the custoner and the custoner nmay be able to cancel the
print operation at any tine. The printer may be able to handl e
concurrent requests fromdifferent custonmers and nay support a
notification nmechanismto indicate 10print success or failure. The
printer may include a nunber of sensopg which detect whether a
docunent has been retrieved or not. If printed docunents are not
retrieved woehemtiag pbe et tafshoneiaidhe doauting phes witbthe wigitatrsignbture or the
| ocked within an internal holder so that nobody can then retrieve
them The pbagtig wih thecHigitel signaturel indlugies ayompatirgg taofickt sgHeaisum and
15nessages to the custonmer and the docunents before they are printed.
The printer engypling | thdefidt fdhetraim t waly sa vt kel AdRicpnéd twiketheftravel
paper for different organi zati ons and docunent types. The processing

associ at ed ywhihw pr ki SRy Ll € Val, y 40k t
attached to%%@hgg%ﬂﬁgntalg{e@gpgﬁi tﬁhggﬁbbe E%]rdl nén,er%r?ﬁ g?%%r'ﬁq)oq@%satrrée%l

e et 1o
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i I tivi .t h t tore the cunent,s on a U
Key (orany CoRnle de¥ick RolRs S0 nd b ARl of e Aol B Wb the
inserted intp.a 25US ot on the printer in _order. for the printer to
| ooe ve t hodiPL SRR F th BARIAG OHIN domGHOI SHiENBETe GRne CRnddied

bet ween the custonmer and the printer may al so be used assum ng t hat

t he DCS docGHEAMEr dexicg,and abl e to the printer and appropriately
digitally signed to enable verification. Simlarly, the hand-held

devi ce i s not theaginieriecaied bythehvighithota stastieg point of one of the parts of the

journey which is capable of responding to a short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer, wherein responding to the short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer includes verifying at least one of the digital signature of the
boarding pass stored on the hand-held customer device or the digital signature of
the bag tag stored on the hand-held customer device, wherein verifying the at
least one of the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the hand-held
customer device includes computing a second checksum, using a public key
associated with the travel documentation distribution module to decrypt the first
checksﬁm, and verifying that the decrypted first checksum matches the
computed second checksum, and in response to verifying the at least one of the

digital signature of the boarding pass stored on the hand-held customer device or



30can transport the DCS docunents fromthe point of check-in to the
point at 15 which a boarding pass is issued. Instead, any other
appropriate device nmay be used. Wth respect to other docunentation
for travel, such as baggage tags, in 5the same printer may be used as
for boardi ng passes. However, separate self-service printers nmay be
nore appropriate. These may be located in the proximty of a baggage
desk, where bags can be handed over abter the tags have been appli ed.
Al ternatively, the custonmer nay generate the printing of the bag tags
and t he bagtheagigitahpignaturppdfi the byg dag sppedpn thee hadd-halibnustoMenatevice,
travel docunentation, for exanple entry into a business | ounge, may

be printed pantmptiapai kbet anel ofi e bbaErdims paspPbaRr batted Yahoeidkdustother
configured self-service printer. In the event of delay and

cancel | ati ofe@ite o tghbag tddstofdPMethedodRa Tusbrid dwideand- hel d

device may be used for other functions, for exanple generating
vouchers for nmeals, or effecting the necessary refund. The person
skilled in the art would appreciate that the travel docunent on the

provi di g+ REC et sRhed 3.l o Rk e er il STt dngpig the

and for ensyhag thalve

11. The system as claimed in claim 9, wherein the printer includes a verification

module for verifying the digital signature.

12. The system as claimed in claim 9, wherein the printer includes a module for

identifying meta-data associated with operational instructions.

13. A travel documentation distribution hardware module capable of generating travel
documentation for a customer associated with a journey having one or more
parts and capable of passing documents for storage on a hand-held customer
device at a request of the customer for use in a system for generating, storing
and printing travel documents for a customer associated with a journey having
one or more parts, the system comprising:

- a travel documentation distribution module capable of generating travel
documentation for the customer, wherein generating travel documentation for the
customer includes generating at least one of a boarding pass with a digital

signature or a bag tag with a digital signature, wherein generating the at least



20speci al needs are catered for. This invention has been descri bed
with reference to the purchase of tickets in the travel environnent
and to the printing of boarding passes and ot her travel docunents.
However, it will be appreciated that the invention 25 nay apply to

ot her environnents, for exanple other selling and marketing
applications such as hotels; combinations of flight and hotel; etc as
well as other printing environnent, sugh as train tickets etc. 16
The present invention may be inplenented in software, hardware or any
conbi nat i ononberf dlodé boardindg paske sithitpe idaitahkigneatuze emting Hagrtag méthethe edigital
to as software they may be inplenented by an equival ent hardware

nodul e.  Si nsigaatue indledes edrapettigsa dirg chetlksure dntierasygtiag dne fitst thebkRim
is what 5el enments may be inplenmented by an equival ent software

appl i cati onwfth ai%%tél%y b%scwslétbd Qﬂttﬁﬂ%@ﬁ%ﬁ&@&uﬁ&%tuéﬁu%trIHmYéﬁhhéH?Jle
may be varied in many different way and still remain wthi

Intended scope and sRid-hiidfdustdifiel BYGEL 18 wirdféssly connecting to a printer and

capable of connecting to the travel documentation distribution module, obtaining
the at least one of the boarding pass with the digital signature or the bag tag with
the digital signature from the travel documentation distribution module, and
storing the at least one of the boarding pass with the digital signature or the bag
tag with the digital signature on the hand-held customer device; and

- a printer located in the vicinity of a starting point of one of the parts of the
journey which is capable of responding to a short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer, wherein responding to the short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer includes verifying at least one of the digital signature of the
boarding pass stored on the hand-held customer device or the digital signature of
the bag tag stored on the hand-held customer device, wherein verifying the at
least one of the digital signature of the boarding pass stored on the hand-heid
customer device or the digital signature of the bag tag stored on the hand-held
customer device includes computing a second checksum, using a public key
associated with the travel documentation distribution module to decrypt the first
checksum, and verifying that the decrypted first checksum matches the

computed second checksum, and in response to verifying the at least one of the



17 CLAIMS 1. A system for generating, storing and printing travel
docunents for a custoner associated with a journey having one or nore
parts, the system conpri sing: - a travel docunentation

di stribution nodul e capabl e of generating travel docunentation for

the custoner, wherein generating travel docunentation for the

custoner includes generating at |east one of a boarding pass wth a
digital signature or a bag tag with asgigital signature, wherein
generating the at | east one of the boarding pass with the digital

si gnat ur e odiditaksigagtuteagf thictodrtiag piags stdred iopriaé haadihid betSmer device or
computing a first checksumand encrypting the first checksumwith a

private keytrﬂass@ptea%@ﬁawbmftﬂhe baRYR) senedNtRl haﬁdiﬁleﬁi buaume@ruewce

nodul e; - a hand-held custoner device for wirelessly
t
connect | 19, B HhCloaBoh CPRY Bodf RAPREFLR bR A REPLB cusimer

i gival st gnar i P M fed I tPtertod RE ARG DR R Rt on o o

and storing the at | east one of the boarding pass with the digital
signature or the bag tag with the digital signature on the hand-held
cust oner, devi ce; rinter located in the vicinity of a
starting- po#\rﬁmﬁer leﬁeteefmﬁm\%thwf G steriag;roint i wn@rarhof & jaskpibwiichs
responding to a short range communication fromthe hand-held custoner
device to peapabler el eespisingrios af shors alagpacematuni¢ationofroneya frandtiieid
custoner, wherein responding to the short range conmmuni cation from
the hand- hekdstomer atesicedty pdet traver dodunerds dbr deidupamtcf therjosmieg foarthe
of the journey for the customer includes verifying at |east one of

the digital castgnmtufor abet ine bagstbnhgfopagensarbrigd s@inghanbapenti®) dravel
custoner device or the digital signature of 18 the bag tag stored on

t he hand- heldc@HehiaBF ad@)stsiRer WEBSIPABI WA hYbiael MaviHg bﬁé‘%?n%}@ s,
the digital signature of the boardi ng pass stored on the hand- hel

custoner deW<£& BEm st al signature of the bag tag stored on the
hand- hel d cust%ymer TSﬂ'.la\ﬁqueﬁ-!grﬁcI udes conputing a second checksum using

B o TS T e el Pl 5[6% A

decrypt ed f| rst che t ches the conput ed ecksu an
Feapohse.  oJOBMPEAES FuhE cuSEiagr. BhETUR SPRErang Hee Aot aorb?or the
t he boarding pass stored on the hand-held custoner deV|ce or th

digital si gﬁ'é tgmer gpeluggs KEPer3l9s fbieast ina KE hhrardiey d’&?ﬁs‘t"&'ﬁeﬁ digital
device, printing the at |east one of the boarding pass stored on the
hand- hel d c8ignaivee aievpae tag witle apdigitaligratures dvitreinhgenerating el at least
custoner device. 2. The systemas clainmed in claim1, wherein the
travel docuneetf thenbbading pass with the digital signature or the bag tag with the digital

signature includes computing a first checksum and encrypting the first checksum
with a private key associated with the travel documentation distribution module;

- a hand-held customer device for wirelessly connecting to a printer and
capable of connecting to the travel documentation distribution module, obtaining
the at least one of the boarding pass with the digital signature or the bag tag with

the digital signature from the travel documentation distribution module, and



digital signature. 3. The systemas clainmed in claim2, wherein the
printer includes a verification nodule for verifying the digita
signature. 4. The systemas clained in claim1, wherein the printer

i ncludes a nodule for identifying neta-data associated with
operational instructions. 19 5. The systemas clainmed in claim1,
wherein the travel docunents include boardi ng passes, bag tags and
any travel docunents required for onesgr nore part of the journey. 6.
The systemas clainmed in claim1, wherein the travel docunents are
formatted t etozinguithe at htaest operaflihé bowrding passwitt dioe iiigital sighgiunaioethebag
docunent type. 7. The systemas clained in claim1l1l, wherein the

travel docugwith shesdigit@isigtatard dmthaarihslatuBdnigitddvieedntiat er by
access to a network connection. 8 The systemas clainmed in claiml1,
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journey which is capable of responding to a short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer, wherein responding to the short range communication from the
hand-held customer device to print travel documents for said part of the journey
for the customer includes verifying at least one of the digital signature of the
boarding pass stored on the hand-held customer device or the digital signature of
the bag tag stored on the hand-held customer device, wherein verifying the at
least one of the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the hand-held
customer device includes computing a second checksum, using a public key
associated with the travel documentation distribution module to decrypt the first
checksum, and verifying that the decrypted first checksum matches the
computed second checksum, and in response to verifying the at least one of the
digital signature of the boarding pass stored on the hand-held customer device or
the digital signature of the bag tag stored on the hand-held customer device,

printing the at least one of the boarding pass stored on the hand-held customer

device or the bag tag stored on the hand-held customer device.

15. A hand-held customer device capable of connecting to a travel documentation

distribution module in order to obtain travel documents related to a customer



9. A systemfor generating and printing travel docunents for a
custoner associated with a journey having one or nore parts, the
system conpri si ng: - a travel docunentation distribution

nodul e capabl e of generating travel docunentation for the custoner

and capabl e of passing the travel docunmentation fromthe travel
docunentation distribution nodule to a hand-held custoner device
capabl e of wirelessly connecting to aqgrinter for storage on the

hand- hel d cust oner device at the request of the custoner, wherein
gener ati ng essacdhtedowithent gdurney f leavind) eorvisérommorei pattsdeghageine tad | thgvel
at | east one of a boarding pass with a digital signature or a bag tag

W th a di gi HaturpbsRadreroredh@i e hakheRINRistdrh8gdéNee ahd \iaskinohe rﬁsfnd-
the boarding pass with the digital signature or the bag tag with the

digital sig I ,
0 SREERAG Hesee ROCRBROr et ilng i LB 78 CXpH e

docunent at i t

docurent at i oAb pRGH ey e%“nﬁr HESD 38 ?f%r@faéf?n Wrﬁé part of
hand- hel d cust oner device ncI e%s t Hg tt he eas ({

boar di ng pa8d°WitH WIHED dp 5??3*?9 SHe L 'tr}get Arqvgh B‘éﬂnf"{? tsﬁ' H%rt "of the
digital sigpature on the hand- heI d custoner device; and

printer | ockuEeey forihe cystonmarnior gse in gt ustemdonaetiraling. oriwing apfrinting
parts of the journey which is capable of responding to a short range
comuni cat i HAVElrdaumants ferda KesPmersassosiaterbwitbea jayrpey havingang or more
docunents for said part of the journey for the custonmer, wherein
respondi ng paris Hbe shistem eempesiogmmuni cati on from t he hand- hel d
custonmer device to print travel docunents for said part of the
journey for the castauetdocmelkedtitionvdisiibyiiotg nddulee aspalie ef @enthing travel
digital signature of the boarding pass stored on the hand-held

cust onmer dedbggmentatib féh ek laktophaN dhdFdin @%néanQ%vbagoﬁrr@érﬂan&wdrhﬁe
hand- hel d cust oner device, wherein verifying the at |east one of

digital si geaéteﬁr%r%cmeés hRAEMH aﬁﬁéas'itdéee%ﬁoé‘ggaﬁdug%%se% a digital

ﬁUSEjOEE:’ ddeVI ce or the di gl tal si gnat ure q store
apunl ¢ %%%%@%%.03?%?5%t%’ﬁ“*ﬁﬁﬂgf?@@%w%%ﬁm for %‘*?@@%ﬁ%@; e G108
decr ypt ed 1 Sﬁéﬁimeeﬂﬁgwﬁﬁqséﬁ%@@h7&%”%@#5%5%@% bihe BRG L n B gigie

response to verlfg he at | east one of the digital nat ur e of

the boar di n§'9pasLe & W@W@%ﬁﬁﬁtw@#ek%r&@a%&ncwﬂa3h%ﬁrst@beﬁwm
digital signature of the bag stored on the hand-hel d customner

devi ce, pri with@gperivate key a&matggé\n@f thefievebde@inentptiers distriugien eroduies
hand- hel d cust oner device or the bag tag stored on the hand-held

cust oner devi ce. - athanThkeld yaistomers deviad demdwireles$isi condectivie tearprirter and
travel docunents include the digital signature. 11. The system as
claimed i n capable 9f cohesating tohthepravet documentaties distisutioni madilen obtaining

nodul e for verifying the digital signature.
the at least one of the boarding pass with the digital signature or the bag tag with
the digital signature from the travel documentation distribution module, and
storing the at least one of the boarding pass with the digital signature or the bag
tag with the digital signature on the hand-held customer device; and

- a printer located in the vicinity of a starting point of one of the parts of the

journey which is capable of responding to a short range communication from the



12. The systemas clainmed in claim9, wherein the printer includes a
nodul e for identifying neta-data associated w th operational
instructions. 13. A travel docunentation distribution hardware nodul e
capabl e of generating travel docunmentation for a custoner associ ated
with a journey having one or nore parts and capabl e of passing
docunents for storage on a hand-hel d custonmer device at a request of
the customer for use in a systemfor ggnerating, storing and printing
travel docunents for a custoner associated with a journey having one
or nore parhandhieRl systbeer devigeitsipiiat travel documents f@v&lid pagUstRnE ddurfBy
di stribution nodul e capabl e of generating travel docunentation for

the cust onefgr thl RUSIoM&FERARAH ResJInURY to%é@ﬁ%ﬂtrﬁhbé"&oifrﬁ’rﬁuﬁi@&iontfrom the
a

custoner includes generating at | east one of a boafding pass w
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generating t east one 0 e boarding pass w

comput i ng a4 18 bRl idaks’ WV #Cloabl BRI PeBlcRinatira, of te
Todut e BB RO o MRRER A oS @l begigial snaturo of

connecting to a printer and capable of connecting to the travel
docunent at i 81¢ 829 ta9 Hieed P hand-bsthrustamer wievige, mégseinorasifing dipe at
boardi ng pass with the digital signature or the bag tag with the

di gi tal si gleastiosefafdhetdigital rsignatturgociuihentearding pHest stotad portheddndéeld
and storing the at | east one of the boarding pass with the digital

si gnat ur e ocusthmebalpvicagemihehdigite sigrattied oSihgnisdgitaey stordédentthe dhandbiceld
customer device; and - aprinter located in the vicinity of a
starting potirtosler afeic ind&lasacérdpating BesecundneNeoM3UE) using aPpbbi: Ry
responding to a short range conmunication fromthe hand-held custoner

devi ce to ppbsicidteav@th HRCUARN G cLRTentRidh MafibuBbn WO !ﬂ%ry%?ihé &t
custoner, wherein responding to the short range comruni cation’from
t he hand-h dey t [ d '

e hand- helfeqUahPMBhd deelifg! dndl 11k aég\gggepygﬁ%tn%apggkm AflcheR?the

of the journey e cust I'ncl udes east one o

the digital _sJ ture of r di tored.on the hand-held
cust omer - dednBUBH FeteRt: GiepsrE] ShEMRERERS: AL By Rel® v o8k we
hand- hel d cyst,oner devic wherein verifying the at |east one of the
ot ar o oHEitd Bonttoe o bediarsins pass sired Ba t6s haneeheuslamg: devics or
customer device or the digital signature of the bag tag stored on the
hand- hel d cthe digdal gigpatise didhadag saghstaredPrathee bandhelse sustamer wavieg,
a public key associated with the travel docunentation distribution
nmodul e to dpdning thehat iepstsene httheshegrdingdpasas: stbrdadhon thehandgdeld customer
decrypted first checksum nat ches the conputed second checksum and in
response t odedce byitheggbadagattioteelast theneamf-heldeusdnalidpvical. si gnat ure

of the boardi ng pass stored on the hand-held custoner device or the
digital signature of the bag tag stored on the hand-hel d custoner
device, printing the at | east one of the boarding pass stored on the

hand- hgbd CUsiRIRId fR\dFRrating ReoRRPYah@Brivting SFhven dbBEmBARK P Bustomer
custoner device.
associated with a journey having one or more parts, the method comprising:
- generating travel documentation for the customer at a travel
documentation distribution module, wherein generating travel documentation for

the customer includes generating at least one of a boarding pass with a digital

signature or a bag tag with a digital signature, wherein ‘generating the at least



14. A printer located in the vicinity of a starting point of one part
of a journey which is capable of responding to a short range

comuni cation froma hand-held custoner device to print travel
docunents for said part of the journey for the custoner for use in a
system for generating, storing and printing travel docunents for a
custoner associated with a journey having one or nore parts, the
system conpri si ng: - a travel ¢gecunentation distribution

nodul e capabl e of generating travel docunentation for the custoner,
wher ei n genenatdf tige boandihg gdassimithtthd idiital eignbhiee ousii®bag tagelithdas digital
generating at |east one of a boarding pass with a digital signature

or a bag t agighatute ndlidid @dmpiteiph GF chebRIEh Bnd MR ARG 3hé Mtstdhecksum
| east one of the boarding pass wth the digital signature or the bag

tag with thﬁ/itﬂiégfﬂr'i\?éte ﬁég@gﬁ&g@ghwmﬂ@%\%m&dn@ tatidr BRtrittiBA HTHT

. [
and encrypting the firs e umwth a private key assocliated wt

the travel docune i i i i e i = -he

cust oner device fgél%vécﬁﬁglpce{ls)?% t%&%L@@?ﬁ%ﬁo'&dE}ﬁlwt@P rﬁﬂglﬂggﬁ'ﬂb%ia@f:j"
connecting to, the travel .docunentation distributiopn dul e btaj nin
Che at | oasoErEiaiImEn BoyGs caPAG oRelodraiPE Y chBNer 1R & 2 Srigiescir ablpiniig
the bag tag wiith the digjtal signature fromthe travel docunentation
di st ri but i oANfoRioNRY traygl doguraedts; iglatedetogthe gustemere Whereim ohkaiaing; Agd
pass with the digital signature or the bag tag with the digital

si gnat ur e oftaring travell deelmenisstetated teldhe custoarar includes obtainng Aheat least
| ocated in the vicinity of a starting point of one of the parts of

t he j our neyonkiot the boamlrabpassowith else digiiah gighetuse hdnd baghag with the digital
communi cation fromthe hand-held custonmer device to print travel
docurent s f eignafird fipan ttheftraivBe dpeumastatibo rdisthisutines inoaele, andestering the at
responding to the short range communi cation fromthe hand-hel d

custoner delgeeoh® d?thé bobFdNE bad® WiRERESdiGies| s‘@iaiur@acsrtth@fbég[@ag with the
journey for the custoner includes verifying at Teast one of the

digital si gaﬁgﬁtéfégﬁ’étul'-é‘@n ?r?%‘g%ﬂdlﬂelﬂa&;%to%&r@&i%‘ dnge hand-hel d

custoner device or the digi signature of the'bag tag stored on the

hand-hel d cust On?bgﬁtﬁﬁég%el%géﬁﬁiéﬁté/ & b ordee l%gﬁte?hgltﬁga%qirﬁgﬁe%f)é stdMing

digital signature oar ding pass ored

custoner devic the digital si ure of the bag tag stored on the
hand- hel d cﬂg'tngrr@i Oﬁ'gviogel%ﬁngla[}aegpgtbﬁ‘plﬁq”ﬁ%y dnsé%%ﬁb‘s hg)ckas ort, JPRge
a public key associated with the travel docunentation distribution
modul e to dERTYBtNIGatiens freay the dapdhg!d aFHpimBET rdavieg: tWagretm @rinting travel
decrypted first checksum matches the conputed second checksum and in
response t odoeumentsmal theerigter|lecated anmthevicinity dithe starting gaint of enefof the
t he boardi ng pass stored on the hand-hel d customer device or the

di gi tal sigpattsiof thef jauneeybingludeg verifyirg ableashenbaridhé eligitat sgnhatae of the
device, printing the at | east one of the boarding pass stored on the
hand- hel d che#mwlirgy passvitoredosn theehdrrBhéldEustom@tdeicd drethBanigltah eigature of
cust oner device. 15. A hand-hel d custoner device capabl e of connecting

to a travel tiopsgeag atdred orthe hand-held customer device, wherein verifying the at

least one of the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the hand-held
customer device includes computing a second checksum, using a public key
associated with the travel documentation distribution module to decrypt the first

checksum, and verifying that the decrypted first checksum matches the



associated with a journey having one or nore parts, wherein the
travel documents are stored on the hand-held custoner device and
wherei n the handhel d custoner device is capable of transmtting the
docunents by a short range communication to a printer located in the
vicinity of a starting point of one part of a journey which is
capable of printing the travel docunents for said part of the journey
for the custoner for use in a system her generating, storing and
printing travel docunents for a customer associated with a journey

havi ng one ebmpRie $edongl, cHRs VS AT APbhSE R verifying the A& 1éds2\0Rk of the
docunent ati on di stribution nodul e capabl e of generating travel

document at | gpyitaPsighR@rs Beihe B arding Patt Rtd#8d dhaht 'Pl%nafr%;f’c?bustomer device or

docunent ation for~“the custoner I ncludes generating at | east one of a
boar di ng pa kL - di g 1.0 i el :
si gnat ur e, \?\}fﬁee\rﬁ‘eqt' t%[ gﬁﬂlég‘lé{e?érfgﬁ‘? h%?%;tg qeggisr?&o(ﬁg%oe% ﬂg ﬂ%mh%@agﬂlghg{etﬁgdsesv Ice,
with the digi.tal signature or e bag tag with the digital signpature
el udes coRpUiin i EArieRs ol ot R Rodrlitireds pelaihof ik hanehelh Ristofer
with a private key associated wth the travel docunmentation

di stribut i ofeHsa &e Bag tag S'f%e%%ﬁleﬁ@f&f-wgt%ﬁrwﬂ%r Vige-f or

W relessly connecting to a printer and capabl e of connecting to the
travel docunentation distribution nodule, obtaining the at |east one
of the boarding pass with the digital signature or the bag tag with

t he di gi't al Asingtiedfoegéneratingand paintihg trevelmacuatdndsfatisstustérner associated
nodul e, and storing the at | east one of the boarding pass with the

di gi tal si gméthur jounteythesrirapgnd agmaord pattéiethdingéthaed cemgwigingt e on t he
hand- hel d customer device; and a printer located in the vicinity of

a starting point.ogensiating taeePaddcun®dnthiieh | fr NBY Whstehdrs tapablsvel
of responding to a short range comruni cation fromthe 26 hand-held

custoner deyhegmbRtaRbh Misttib@wsl mdacie B gaéélﬁ? 374 doRafkn fof Rforage on a
journey for the custoner, wherein responding To the short range

conmuni cat i I d ~Oevi 1 t
docunent s fﬁrgnés"gi%@ %Lg%) H’%? Q{e&géej %afﬁréﬁlé;gm'%ﬁ%ﬁﬁﬁ‘ss oé%'}r]aitt?]c% gyﬁﬁgr at the
verifying at | east .one of the digjtal signature of the boardin as
stored on ¢ FeERh el kst B s Thedin SRHH siyel Ao LREtRR 157 the
the bag tag stored on the hand-hel d custoner device, wherein . ..
verifying t ReSiamer daeiudes gegeratifiy gt Eﬁq%mrﬁ anﬂ (eardingd thass il & digital
pass stored on the hand-hel d custoner device or the digital signature
of the bag f@patirerER 6AJttAE Wikha-dieltal daraturm rwhrreincaensialing e at least
conputing a second checksum wusing a public key associated with the
travel documsatddthehodidng pass with thediditel signdkee ypthe beg ftag with the digital
checksum and verifying that the decrypted first checksum natches the
conput ed sesigndturadodtsdey canputing a dsgichseksuon wadidngnypding ke &tstlobgsksum
one of the digital signature of the boarding pass stored on the

hand- hel d custhoarprivateWeseasoctdied diitel thaltraied Batumhentatioh RitstRB@idraghodule,
stored on the hand-hel d custoner device, printing the at |east one of

(R Sror ca SnEHRERLYenY Cbenfen ir HSHAR b RY i ShoktCubiter
gener ati ng, Qri L0t i r . t f S .
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conpri sing: . - .generating,travel. docunentation fqr t cust oner
S T avel siagetie ot 455 BROdpG IR 6B Sl eePanh kL FegiiRgTaon
travel docunentation for the custoper includes generating at | east
one of a bogefséﬁ‘%'oﬁé‘é Jp { the H@rgq-gglrﬂ st fevier and gigngdge @t laashone
digital signature, wherein generating the at |east

of the boarding pass with the digital signature or the bag tag with the digital

signature on the hand-held customer device; and



27 one of the boarding pass with the digital signature or the bag tag
with the digital signature includes conputing a first checksum and
encrypting the first checksumw th a private key associated wth the
travel docunentation distribution nodul e; - connecting to the
travel documentation distribution nodule with a handhel d custoner

devi ce capable of wirelessly connecting to a printer for obtaining
and storing travel docunents related po the custoner, wherein
obtaining and storing travel documents related to the custoner

i ncl udes obt ai ni ngrinting traveledsunends af atprintérdacatiedgn jhs yiamityhoft fnstarting
digital signature or the bag tag wwth the digital signature fromthe
travel docupeint af boa ofitisd pattsibf the joudidyeyhiems sheabile of rdupoatiingetasd short
one of the boarding pass with the digital signature or the bag tag

with the di gidgd cemafidisHtRnORoinhthefBAdheldd castehRifede WY t6 GrinkNle travel
- printing travel docunents at a printer located in the vicinity of a

starting poygtyREnRYer Shidt B?‘rtﬁéjrﬂfén%{‘ﬁ)er{tﬂérd“u@onﬁé'r, Rl\ﬁ??é’iﬂ irftAi’ﬁgatravel

short range conmunication Trom:t he n cust oner VI C€, rern

printing tr I at_t I; | t ' ] Lol ni
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verifying at | east, one of th i gital sigpature of .the,boardin a
stored on Rarthand B eiies Yafing of lehaRardy the il REnAReS 3 the
the bag tag, stored on the hand-hel d custoner device, wherein
verifying tRearding pass staredl o thenkang-beld susiomgraayice grthe kligitsb siopatwge of
pass stored on the hand-held custoner device or the digital signature
of the bag thegbag dagsteradidietheahandrbield cusiomeededieei vdereiol vigaeang the at
conputing a second checksum using a public key associated with the
travel doculemst anead tie tigitdh sigraatuneoafuthe haardiagrpgss stheed on she hand-held
checksum and verifying that the decrypted first checksum natches the
28 conput edcssionrd dehivekaruthe digitali gignatefeooiSthet tagy &g &tpre) oh ke &tand-held
| east one of the digital signature of the boarding pass stored on the

hand-hel d cygéiemes dteideC hcRidedshorfpatinla Sédumal shéckelint heimpa pallic key
stored on the hand-hel d custoner device, printing the at |east one of

the boar di ngsgassed il PhePhaldIdiRbIAIN GUTHOTES nRIE & BbofBe Rt

tag stored on the el d cust oner Vi ce.

generating éﬂ&lﬁhiﬂ‘t LAY Bé@?yﬂﬁoqg&ggﬁ?gée%rﬁéteﬁ G %ﬂ@&ks‘i‘&??ﬁ%ﬂ%ﬁ%@ the

with a journey havi’'ng one r net hod "conpri s

- generating travel doc ntation for the custoner. at trave
dosunentat | CRMAREEr SSGHATeRtIT cohin 36eHe [ Wb, e af BaBbpne of the
storage on a hand- hel d custoner device capabl e of wrel essl .
connecting f§1al PENRHEs Oéji%et%rq'aa@@§§ SB’F&? RE the SeBHde!d W‘Fég@?hde‘”ce or
generating travel docunentation for the custoner includes generating
at | east ondeofligiabsignatuig gidbs haa tem stared wal the jaad-tield ewstamendevigs,
with a digital signature, wherein generating the at |east one of the
boar di ng papsnting thet dtdedsigonabf Hiegbaardng passt $tordshgn ttag handmetcheustomer
digital signature includes conmputing a first checksum and encrypting
the first cHeviksomtivé bay tagastorsat en kryhassked auednvéridevidee travel
docunentation distribution nodul e, and wherein passing the docunments
for storage on the hand-held custoner device includes passing the at

| east one of the boarding pass with the digital signature or the bag
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documents for a customer associated with a journey having one or more parts,

the method comprising:



29 - printing travel docunments at a printer located in the
vicinity of a starting point of one of the parts of the journey which
is capable of responding to a short range comruni cation fromthe

hand- hel d custoner device to print the travel docunments for said part
of the journey for the customer, wherein printing travel documents at
the printer located in the vicinity of the starting point of one of
the parts of the journey includes verighying at | east one of the
digital signature of the boarding pass stored on the hand-held
custoner devi ce or geheratingi tiveki doatmoerdatidn t for libg tasgtostierr el @n trines
hand- hel d cust oner device, wherein verifying the at | east one of the
digital sigdatunentetiohhesthioatich M@dpRs wissréihegbrfatintetrhagldideehtentation for
custoner device or the digital signature of the bag tag stored on the

hand- hel d cys a@bw@e%&@dégﬂgéh@@ﬁn§métraﬁle%ﬁﬁ%%ﬁb. d@%@b&mh Hligl
a public key associated wth the travel docunentation stribution
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hand- hel d cust oner device or the bag tag stored on the hand-held

cust oner deWitb& Pri‘@t%kﬁbﬁS$Q%ﬁ§ﬂt%Wth§6P?d§{ decureentativre distriiutian module;
conprising conputer programinstructions for carrying out a nethod

for generating, sctomiegingrid the itravehdocuraerihticn distinitionfroodyecvith arhand-
associated with a journey having one or nore parts, the nethod

conpri si ng: heldOcustomer devigemapablengf wiralestly doaoeetitigato aprihter fohebtaining
custoner at a travel docunentation distribution nodule, wherein

gener ati ng bhavbristperaventiatimenisorel4ted eUiHeobBstomee| WHereid eirtaifingnand
at | east one of a boarding pass with a digital si gnature or a bag tag

with a di gi t@kingitenel ab@um%fyI%ua’tea%1%@fcugﬁn%é?qnahdé&%{a.mﬁg tﬁé ot st

boarding pass with the digital signature or bag tag wt
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and storing travel docunents related to the custoner includes

obt ai ni ng t Aigitak sigeature epthehardrbeldgaistimer ¢amdes;@dh t he digit al
signature or the bag tag with the digital signature fromthe travel
docunent ati on di sp¥inting iravelrispumentsiat asgerovtémigeated intthée edéginityonkea starting
the boarding pass with the digital signature or the bag tag with the
digital sigpaintref onet loé thangattel df cthet geneyddni eespoasd to a short range
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