
IMPROVEMENTS IN OR RELATING TO THE DISTRIBUTION AND PRINTING OF
TRAVEL DOCUMENTS Description 5Field of the invention  The present
invention relates to the distribution and printing of travel
documents, particularly departure control system (DCS) documents
including but not limited to boarding passes and bag tags. Background
of the invention  10A paperless environment in an airport is an
ultimate goal for the air travel industry as a whole. In reality,
this is going to take many years to realize due to the fact that
every check-in desk, every passport station, every security station,
and every boarding gate must be updated to operate in a paperless
environment. This will take many years to realize and in some
15airports may never be fully implemented due to cost implications
and/or other issues. Already many airlines are providing the ability
for customers to check-in and print off 2D-barcode boarding passes at
home or in the office. Others are sending such documents in digital
form directly to the passenger mobile phone using MMS (Multimedia
Messaging Service). 



20The objective is eventually to store the boarding pass on a
personal digital assistant or equivalent and then have barcode
readers at each point at which the boarding pass will normally be
shown to avoid the need for paper copies thereof. Similar changes are
anticipated with respect to the provision of bag tags and other
travel documentations. 25 Referring to Figure 1, the current system
for printing departure control system documents is rigid and requires
an extensive network infrastructure at an airport or other locations
where these documents may  2 be printed such as in hotels for
example. This requires an established end-to-end network connection
(i.e. TCP/IP link) between a departure control system (DCS) and a
Common Use Terminal Equipment (CUTE) workstation or a Common Use
Self-Service (CUSS) kiosk. The CUTE 5workstation is used by airport
or airline staff to print boarding passes and other travel documents
for example at a check-in desk. The CUSS kiosk is used by the
customer (in self service mode) to generally print boarding passes,
and is activated by a reference number, such as the passenger
frequent flyer identifier or e-ticket number. The current method can
be 



10slow due to the fact that all communications are linked back to the
same DCS and only specific printers (both in terms of hardware and
software) are available to print such documents. In addition, due to
these delays and other issues, for example there are often queues of
passengers waiting to be processed either via the kiosk or by airline
staff; this is not 15aligned with the need for streamlined processes
for customers. There already exists a facility to check-in via the
web and then print off boarding passes at home or in the office. This
has produced certain security threats as false boarding passes can be
generated with little effort 20by a malicious third party to enter
the boarding area in the airport. In addition, since all the check-in
process is carried out before the customer sets out for his or her
journey, cancellation and changes for the check-in preferences may
not be implemented easily or communicated to the customers. Airports
also provide the facility for kiosk check-in which 25requires the use
of a credit card or ticket number to access the boarding pass which
is then printed by the kiosk. Each kiosk is specific to a specific
airline and requires considerable space and is relatively costly to
implement. If customers then wish to check-in a bag they must queue
again to do this by means of a manned desk.  3 



A mobile check-in has been implemented in certain limited examples.
The DCS sends a check-in notification via SMS (Short Message Service)
to registered customers at a predetermined time limit before
departure. The customers can then reply by SMS to confirm the
check-in and receive 5detailed information such as seat number,
boarding time etc. However, the customer is still required to use
either a check-in counter or a self-service kiosk to print paper
boarding passes and bag tags and still has to deposit bags at a
manned desk. In addition, SMS is subject to roaming issues and
requires prior registration from customers. Also, establishment 10of
agreements with telecommunication providers is necessary to enable
messaging to occur in all locations. Finally, SMS check-in is not
particularly sophisticated and does not allow the customer to deal
with advanced check-in features such as seat selection, payment of
excess baggage charges, handling disruption, etc. 15 W02008/030814
discloses a method and system for providing an authentication system
in order to retrieve stored data. The data is encrypted through
specific keys which use biometric sources. The patent application
also discloses a method for printing a document from a hand- 20held
device. The application does not disclose any details of how to
manage the printing of a document from a hand-held device in order to
ensure that security issues are met and to provide the other
advantages of the present invention. 25Obiects of the invention 



One aspect of the present invention is to overcome at least some of
the problems associated with the prior art.  4 A further object of
the present invention is to provide an improved distribution and
printing facility for travel documents, which does not rely on an
expensive centralized IT infrastructure. 5A final object of the
invention is to enable paperless air travel journey across
heterogeneous airports with varying levels of IT infrastructure
sophistication. Summary of the invention 10The present invention
provides a method and system as set out in the accompanying claims.
According to one aspect of the present invention there is provided a
method for generating and printing travel documents for a customer 



15associated with a journey having one or more parts, the method
comprising: generating travel documentation for the customer at a
travel documentation distribution module and passing the documents
for storage on a customer device at the request of the customer;
printing travel documents at a printer located in the vicinity of a
starting point of one of 20the parts of the journey which is capable
of responding to a short range communication from the customer device
to print the travel documents for said part of the journey for the
customer. According to a second aspect of the present invention there
is provided a 25system for generating, storing and printing travel
documents for a customer associated with a journey having one or more
parts, the system comprising: a travel documentation distribution
module capable of  5 



generating travel documentation for the customer; a customer device
capable of connecting to the travel documentation distribution module
in order to obtain travel documents related to the customer, wherein
the travel documents are stored on the customer device; a printer
located in 5the vicinity of a starting point of one of the parts of
the journey which is capable of responding to a short range
communication from the customer device to print travel documents for
said part of the journey for the customer. 10Brief description of the
drawings Reference will now be made, by way of example, to the
accompanying drawings, in which: Figure 1 is a simple representation
of a system, in accordance with the prior art, 15Figure 2 is a simple
representation of a system, in accordance with an embodiment of the
invention, given by way of example, Figure 3 is a representation of a
self-service printer and mobile check-in, in accordance with an
embodiment of the invention, given by way of example, 20Figure 4 is a
flow chart showing the method steps, in accordance with an 



embodiment of the invention, given by way of example, Figure 5 is a
self-service printer look up table, in accordance with an embodiment
of the invention, given by way of example. 25Detailed description of
the preferred embodiments  6 module 200 is no longer connected to a
printer. Instead, the DCS 200 is connected to a PC 202 and/or a
hand-held device 204. The hand-held device may be a mobile telephone
or any other personal digital assistant (PDA). Check-in is effected
by means of the PC 202 or normally the hand- 5held device 204 and the
appropriate documentation 206 is passed to the PC 202 and/or
hand-held device 204 and/or USB key (not shown) to be stored there
on. If the documentation is passed to the PC 202 a transfer may be
necessary to a hand-held device 204. Ultimately the relevant
documents for traveling such as boarding passes, bag tags and any
other 10appropriate documents will be stored on the hand-held device
204. The details of how the documents are encrypted and security
issues are handled will be described in greater detail below. At a
certain time later a customer will use the hand-held device to print
the 



15relevant documentation by means of self-service printers which may
be located in the airport or elsewhere. The documents are sent to the
printer by means of a Bluetooth or Near Field Communication (NFC)
connection from the hand-held device to the printer. It will be
appreciated that this means of communication between the printer and
a hand-held device is 20not be limited to Bluetooth or NFC, but may
use any appropriate connection, whether wired or wireless such as for
example 2 DBC or use of a USB key. This new model makes use of
existing, widely adopted and, from the 25airport point of view, free
IT infrastructure mostly provided by the customers. By using a
hand-held device one facility not provided for by the customer is the
printing facility which can be provided with stand-alone self-service
printers. There is no need for a costly and complex TCP/IP link (WAN
lines) between the DCS and specific printers or kiosks manned  7 by
airport staff. In addition, by making the DCS services available to
customers by means of their mobile phone the customers have greater
flexibility in relation to the check-in process. For example, the
customer could check-in whilst on the bus, on the way to the airport.
All issued 5travel documents are saved in a memory location on the
mobile phone or 



in a link such as SMS or internet link until they are printed
"on-the-go" at the airport before accessing a secured zone or
checking in a bag. As all check-in actions are carried out from a
mobile phone or PC there is 10no need to connect the self-service
printer to the DCS using expensive WAN (Wide Area Network) lines and
routers. However, connectivity through the airport LAN (Local Area
Network) may be necessary to allow for maintenance and
troubleshooting. 15As the model is effectively a self-service model,
IT and staff cost savings are made. A mobile phone includes a SIM
card which uniquely identifies the user of the phone. This may mean
that systematic and tedious passenger 20identification processes can
be minimized. An initial mapping occurs between the FQTV identifier
(also known as the frequent flier identification number), for
example, and a SIM card identifier on the phone during an initial
enrolment phase. Thereafter, the SIM card is sufficient
identification for the user when required. The risk of security and
privacy issues due to 



25a stolen mobile phone is no more significant than the risks
associated with FQTV and credit cards. In fact, mobile phones are
generally better protected against theft through pin codes and remote
deactivation processes.  8 Another important feature of making use of
the present model is that the connectivity and security features of
the mobile phone make it a good payment terminal. Many mobile phones
include such applications as: 5SMS payments, touch to pay, etc. which
means tickets can be paid for by means of the mobile phone. The
current wireless infrastructure throughout the world makes
connectivity to the Internet easier and enables a customer to manage
a 10booking for a flight from anywhere. This has great advantages and
a facility for printing travel documentation is still a further
advantage provided by the present invention. By use of protocols such
as Bluetooth and NFC, a hand-held device can 



15determine devices in their environment without requiring any
configuration processes. This not only enables connectivity to the
self-service printers according to the present invention, but also
allows access to other applications. For example this type of
connectivity may be used for: lounge access for business class
passengers, self-service gate access, 20self-service boarding gate,
self-service baggage retrieval, etc. All documents issued from the
DCS are signed digitally by the issuing airline making it almost
impossible to forge documents or tamper therewith. The self service
printers are able to verify the signature as  25 described below as
long as the signature has been issued by the issuing airline. This
means false boarding passes are less likely to be able to be
produced, which improves the security in the secured zones in the
airport. A digital signature typically consists of computing a
checksum and  9 encrypting the same using the issuer's private key
which is kept secret. The public key of the issuer is then used by
the printer to check the integrity and origin of the document by
computing the same signature and comparing it with that attached to
the document. The security model 



5 proposed in the present invention is based on the public key
infrastructure which allows distribution of the public key amongst
trusted organizations. In respect of the DCS these organizations
include DCS providers, airlines, ground handlers, CUTE/CUSS platform
providers, airport IT administrators, etc. 10 The present invention
provides a step towards the paperless environment that is sought by
so many. Providing the facility to have travel documents on a
hand-held device means that when barcode readers are introduced at
gates and security locations the travel documents are already on the
15hand-held device. Until that time, the self-service printers can be
used in any environment which has not been upgraded to barcode
readers. This means that the progress towards paperless check-in and
boarding has started with the present invention offering an ideal
interim solution. 20By adopting the present invention airports can
consider modernization of the infrastructure in a different light.
Investment into extensive networks is less necessary and that
investment can be directed towards the required infrastructure for
the paperless environment. In addition, by utilizing the present
invention for baggage check-in, there will be no need for 25customers
to queue at the check-in counter in order to pass over baggage. This
will speed up the process for any customers traveling with baggage. 



10 A self-service printer is a simple device and can be easily shared
by different airlines as there is no airline specific business logic.
This will mean less space consumption and less physical resources in
an airport. 5Referring now to Figure 3, a more detailed explanation
of the present invention will now be provided. A customer 300 can
check-in from anywhere, using a mobile hand-held device 302 or a PC
(not shown). Once the check-in process is completed, the DCS 304
generates and downloads the digitally signed necessary travel
documentation 306. This 10travel documentation may include a boarding
pass, bag tags and any other appropriate documentation. When a
customer has used a hand-held device 302 to carry out the check-in
process the documentation is stored directly on the hand-held device.
However, if the customer has used a PC the documentation must be
transferred onto the hand-held device in an 15appropriate manner.
Later, at the airport the customer locates an appropriate
self-service printer 308 and by means of any appropriate shod-range
communication technology (for example Bluetooth; NFC; 2DBC; a USB
key; memory cards etc) downloads the travel documents to the printer
for printing. Since the documents are digitally signed the printer
20 uses a check to determine whether the digital signature, attached
to the document to be printed, is correct. This guarantees the
document origin and integrity. The printer includes a number of
standard facilities and a number of 



25specific facilities associated with the present invention. The
printer can check the identity of the issuer of the document (that is
the airline not the passenger) in order to charge for printing the
document when the printer is owned by an airport and used as a
community printing platform for  11 example. The printer can also
identify from the document, the types of document and therefore
select the correct type of paper. The method steps of the present
invention will now be described with 5reference to Figure 4. At the
step 400 the check-in process is carried out by means of either a
computer or hand-held device. At step 402 the DCS issues the signed
documents to the customer. At step 404 the documents are stored on a
hand-held device either directly, or by transfer from the computer.
At some time in the future a customer wishes to print out the
10signed documents and locates an appropriate self-service printer,
for 



example in an airport location. Subsequently at step 406 the
documents are sent from the hand-held device to the self-service
printer. The documents are verified and checked at step 408 and
finally printed at step 410. 15 The description has identified the
three important elements for the present invention, namely the travel
documents, the mobile application on the hand-held device that
retrieves documents from the DCS and stores them on the hand-held
device and the self-service printer. The technical 20specification of
each of these blocks or elements will now be described in greater
detail. The travel documents may relate to one or more parts, or
legs, of a journey. For example, where a customer is obtaining
documents for a 25specific journey, there may be one or more flights
in either direction and each part may require different documents.
The different documents can all be downloaded at the same time or at
different times, depending on the circumstance.  



12 The travel document format used to convey the digitally signed
travel documents is essentially a wrapper around existing graphical
formats to avoid the requirement of redefining already existing
documents. In  5 addition, the format performs and provides missing
features required by the invention, such as digital signature etc.
The format is ideally open, (i.e. in compliance with a public
specification to allow the interoperability) adaptable and structured
(i.e. XML based) in order to allow the format to be interchangeable
with different organizations and airlines. Ideally, the 10format may
wrap the various existing graphic formats of current day documents,
such as SVG, PDF, postscript, JPEG etc. For example standard MIME
(Multipurpose Internet Mail Extensions) types can be used to identify
the format of the embedded data. In addition, the format may support
the digital signature of the document data and meta data (for
15example date, author, etc) in order to guarantee the origin and
integrity of the documents and allow for the verification processes
to be completed. Ideally the document format may enable the documents
to occupy the minimum size in order to speed up the download over
slower networks. In order to accommodate the forthcoming paperless
environments the 20format may include, for example, a 2-0 barcode
that can be used for paperless check-in if appropriate readers are
available. In addition, the format may include a mechanism to add
additional meta-data to indicate how the documents can be used by the
customer. For example, this meta-data may indicate the number of
copies of the document to print and 



25also give information relating to the type of paper etc. Ideally
the document format will be open to all potential users and
predefined by the same in order to ensure interoperability and
guarantee worldwide deployment.  13 A specific software application
may be required on the hand-held device (and if necessary the
computer) in order to receive the signed travel documents from the
DCS. In addition, an appropriate interface may be needed with the
self-service printers. In the event that the document 5format is
standardized, the application may be provided by many software
providers along with the support to print these documents on
dedicated self-service printers. In an example, the hand-held
application may be implemented as a Java MIDIet and ideally fulfils
at least some of the following requirements. The application may be
downloadable from the 10Internet or other appropriate location. The
application may be able to 



operate in both pull and push modes in order to retrieve the
appropriate issued documents. A certain degree of storage may be
required to store the received DCS documents and the application
should be able to identify appropriate self-service printers. A
facility to view the travel documents 15may also be included within
the application, for example using a specific part of the document to
view the data such as a 2-0 barcode. The application may further
include the ability to verify the digital signature of the document.
20The self-service printer should also fulfill a set of technical
requirements. For example, the printer may include a dynamic look-up
mechanism and publish a list of supported organizations and document
types. This will enable the hand-held device to identify available
printers which can support the documents that are required to be
printed. In addition, the 25published list may include the status of
the different organizations and document types as set out in the
table of Figure 5.  14 printer may also include a verification module
which supports a public key infrastructure in order to verify the
digital signature of the documents and reject any print requests from
documents with invalid signatures. The printer may include a
synchronous print service with a short queue length 



5to avoid printing documents after the customer has left. In
addition, an acknowledgement of either success or failure may be
provided to the customer and the customer may be able to cancel the
print operation at any time. The printer may be able to handle
concurrent requests from different customers and may support a
notification mechanism to indicate 10print success or failure. The
printer may include a number of sensors which detect whether a
document has been retrieved or not. If printed documents are not
retrieved within a particular time period, the documents may be
locked within an internal holder so that nobody can then retrieve
them. The printer may include a visual display means to display
15messages to the customer and the documents before they are printed.
The printer may include different trays holding different types of
paper for different organizations and document types. The processing
associated within the printer may require a valid payment token to be
attached to the document before it can be printed in order to ensure
that payment of the 20ticket has been effected before a boarding pass
is issued. In the event that the hand-held device does not support a
wireless connectivity the customer may store the documents on a USB
key (or any other memory device such as an iPod) which may then be
inserted into a 25USB slot on the printer in order for the printer to
receive the relevant data. In addition, other means of communication
between the customer and the printer may also be used assuming that
the DCS documents are available to the printer and appropriately
digitally signed to enable verification. Similarly, the hand-held
device is not the only means by which a customer 



30can transport the DCS documents from the point of check-in to the
point at  15 which a boarding pass is issued. Instead, any other
appropriate device may be used. With respect to other documentation
for travel, such as baggage tags, in 5the same printer may be used as
for boarding passes. However, separate self-service printers may be
more appropriate. These may be located in the proximity of a baggage
desk, where bags can be handed over after the tags have been applied.
Alternatively, the customer may generate the printing of the bag tags
and the bag tags may be applied by an appropriate  10 agent. Other
travel documentation, for example entry into a business lounge, may
be printed as appropriate and use the most appropriately located and
configured self-service printer. In the event of delay and
cancellation of flights, the travel documents on 15the hand-held
device may be used for other functions, for example generating
vouchers for meals, or effecting the necessary refund. The person
skilled in the art would appreciate that the travel document on the
hand-held device have limitless other possibilities, such as
providing the information necessary for shops in the duty-free area
and for ensuring that 



20special needs are catered for. This invention has been described
with reference to the purchase of tickets in the travel environment
and to the printing of boarding passes and other travel documents.
However, it will be appreciated that the invention  25 may apply to
other environments, for example other selling and marketing
applications such as hotels; combinations of flight and hotel; etc as
well as other printing environment, such as train tickets etc.  16
The present invention may be implemented in software, hardware or any
combination thereof. In the description where elements are referred
to as software they may be implemented by an equivalent hardware
module. Similarly, where elements are referred to as hardware module
is what 5elements may be implemented by an equivalent software
application or program. It will be appreciated that this invention
may be varied in many different way and still remain within the
intended scope and spirit of the invention. 10  



17 CLAIMS 1.A system for generating, storing and printing travel
documents for a customer associated with a journey having one or more
parts, the system comprising:        - a travel documentation
distribution module capable of generating travel documentation for
the customer, wherein generating travel documentation for the
customer includes generating at least one of a boarding pass with a
digital signature or a bag tag with a digital signature, wherein
generating the at least one of the boarding pass with the digital
signature or the bag tag with the digital signature includes
computing a first checksum and encrypting the first checksum with a
private key associated with the travel documentation distribution
module;        - a hand-held customer device for wirelessly
connecting to a printer and capable of connecting to the travel
documentation distribution module, obtaining the at least one of the
boarding pass with the digital signature or the bag tag with the
digital signature from the travel documentation distribution module,
and storing the at least one of the boarding pass with the digital
signature or the bag tag with the digital signature on the hand-held
customer device; and        - a printer located in the vicinity of a
starting point of one of the parts of the journey which is capable of
responding to a short range communication from the hand-held customer
device to print travel documents for said part of the journey for the
customer, wherein responding to the short range communication from
the hand-held customer device to print travel documents for said part
of the journey for the customer includes verifying at least one of
the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of  18 the bag tag stored on
the hand-held customer device, wherein verifying the at least one of
the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device includes computing a second checksum, using
a public key associated with the travel documentation distribution
module to decrypt the first checksum, and verifying that the
decrypted first checksum matches the computed second checksum, and in
response to verifying the at least one of the digital signature of
the boarding pass stored on the hand-held customer device or the
digital signature of the bag tag stored on the hand-held customer
device, printing the at least one of the boarding pass stored on the
hand-held customer device or the bag tag stored on the hand-held
customer device. 2. The system as claimed in claim 1, wherein the
travel documents include the 



digital signature. 3. The system as claimed in claim 2, wherein the
printer includes a verification module for verifying the digital
signature. 4. The system as claimed in claim 1, wherein the printer
includes a module for identifying meta-data associated with
operational instructions.  19 5. The system as claimed in claim 1,
wherein the travel documents include boarding passes, bag tags and
any travel documents required for one or more part of the journey. 6.
The system as claimed in claim 1, wherein the travel documents are
formatted to ensure interoperability with any document originator or
document type. 7. The system as claimed in claim 1, wherein the
travel document is stored as a link which can be retrieved later by
access to a network connection. 8. The system as claimed in claim 1,
wherein the stored travel documents are not printed but processed by
electronic readers capable of reading the stored travel documents. 



9. A system for generating and printing travel documents for a
customer associated with a journey having one or more parts, the
system comprising:        - a travel documentation distribution
module capable of generating travel documentation for the customer
and capable of passing the travel documentation from the travel
documentation distribution module to a hand-held customer device
capable of wirelessly connecting to a printer for storage on the
hand-held customer device at the request of the customer, wherein
generating travel documentation for the customer includes generating
at least one of a boarding pass with a digital signature or a bag tag
with a digital signature, wherein  20 generating the at least one of
the boarding pass with the digital signature or the bag tag with the
digital signature includes computing a first checksum and encrypting
the first checksum with a private key associated with the travel
documentation distribution module, and wherein passing the travel
documentation to the hand-held customer device for storage on the
hand-held customer device includes storing the at least one of the
boarding pass with the digital signature or the bag tag with the
digital signature on the hand-held customer device; and        - a
printer located in the vicinity of a starting point of one of the
parts of the journey which is capable of responding to a short range
communication from the hand-held customer device to print travel
documents for said part of the journey for the customer, wherein
responding to the short range communication from the hand-held
customer device to print travel documents for said part of the
journey for the customer includes verifying at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device, wherein verifying the at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device includes computing a second checksum, using
a public key associated with the travel documentation distribution
module to decrypt the first checksum, and verifying that the
decrypted first checksum matches the computed second checksum, and in
response to verifying the at least one of the digital signature of
the boarding pass stored on the hand-held customer device or  21 the
digital signature of the bag tag stored on the hand-held customer
device, printing the at least one of the boarding pass stored on the
hand-held customer device or the bag tag stored on the hand-held
customer device. 10. The system as claimed in claim 9, wherein the
travel documents include the digital signature. 11. The system as
claimed in claim 9, wherein the printer includes a verification
module for verifying the digital signature. 



12. The system as claimed in claim 9, wherein the printer includes a
module for identifying meta-data associated with operational
instructions. 13. A travel documentation distribution hardware module
capable of generating travel documentation for a customer associated
with a journey having one or more parts and capable of passing
documents for storage on a hand-held customer device at a request of
the customer for use in a system for generating, storing and printing
travel documents for a customer associated with a journey having one
or more parts, the system comprising:        - a travel documentation
distribution module capable of generating travel documentation for
the customer, wherein generating travel documentation for the
customer includes generating at least one of a boarding pass with a
digital signature or a bag tag with a digital signature, wherein
generating the at least  22 one of the boarding pass with the digital
signature or the bag tag with the digital signature includes
computing a first checksum and encrypting the first checksum with a
private key associated with the travel documentation distribution
module;        - a hand-held customer device for wirelessly
connecting to a printer and capable of connecting to the travel
documentation distribution module, obtaining the at least one of the
boarding pass with the digital signature or the bag tag with the
digital signature from the travel documentation distribution module,
and storing the at least one of the boarding pass with the digital
signature or the bag tag with the digital signature on the hand-held
customer device; and        - a printer located in the vicinity of a
starting point of one of the parts of the journey which is capable of
responding to a short range communication from the hand-held customer
device to print travel documents for said part of the journey for the
customer, wherein responding to the short range communication from
the hand-held customer device to print travel documents for said part
of the journey for the customer includes verifying at least one of
the digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device, wherein verifying the at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device includes computing a second checksum, using
a public key associated with the travel documentation distribution
module to decrypt the first checksum, and verifying that the
decrypted first checksum matches the computed second checksum, and in
response to verifying the at least one of the  23 digital signature
of the boarding pass stored on the hand-held customer device or the
digital signature of the bag tag stored on the hand-held customer
device, printing the at least one of the boarding pass stored on the
hand-held customer device or the bag tag stored on the hand-held
customer device. 



14.A printer located in the vicinity of a starting point of one part
of a journey which is capable of responding to a short range
communication from a hand-held customer device to print travel
documents for said part of the journey for the customer for use in a
system for generating, storing and printing travel documents for a
customer associated with a journey having one or more parts, the
system comprising:        - a travel documentation distribution
module capable of generating travel documentation for the customer,
wherein generating travel documentation for the customer includes
generating at least one of a boarding pass with a digital signature
or a bag tag with a digital signature, wherein generating the at
least one of the boarding pass with the digital signature or the bag
tag with the digital signature includes computing a first checksum
and encrypting the first checksum with a private key associated with
the travel documentation distribution module;        - a hand-held
customer device for wirelessly connecting to a printer and capable of
connecting to the travel documentation distribution module, obtaining
the at least one of the boarding pass with the digital signature or
the bag tag with the digital signature from the travel documentation
distribution module, and  24 storing the at least one of the boarding
pass with the digital signature or the bag tag with the digital
signature on the hand-held customer device; and       - a printer
located in the vicinity of a starting point of one of the parts of
the journey which is capable of responding to a short range
communication from the hand-held customer device to print travel
documents for said part of the journey for the customer, wherein
responding to the short range communication from the hand-held
customer device to print travel documents for said part of the
journey for the customer includes verifying at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device, wherein verifying the at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device includes computing a second checksum, using
a public key associated with the travel documentation distribution
module to decrypt the first checksum, and verifying that the
decrypted first checksum matches the computed second checksum, and in
response to verifying the at least one of the digital signature of
the boarding pass stored on the hand-held customer device or the
digital signature of the bag tag stored on the hand-held customer
device, printing the at least one of the boarding pass stored on the
hand-held customer device or the bag tag stored on the hand-held
customer device. 15.A hand-held customer device capable of connecting
to a travel documentation  25 



associated with a journey having one or more parts, wherein the
travel documents are stored on the hand-held customer device and
wherein the handheld customer device is capable of transmitting the
documents by a short range communication to a printer located in the
vicinity of a starting point of one part of a journey which is
capable of printing the travel documents for said part of the journey
for the customer for use in a system for generating, storing and
printing travel documents for a customer associated with a journey
having one or more parts, the system comprising:         a travel
documentation distribution module capable of generating travel
documentation for the customer, wherein generating travel
documentation for the customer includes generating at least one of a
boarding pass with a digital signature or a bag tag with a digital
signature, wherein generating the at least one of the boarding pass
with the digital signature or the bag tag with the digital signature
includes computing a first checksum and encrypting the first checksum
with a private key associated with the travel documentation
distribution module;         a hand-held customer device for
wirelessly connecting to a printer and capable of connecting to the
travel documentation distribution module, obtaining the at least one
of the boarding pass with the digital signature or the bag tag with
the digital signature from the travel documentation distribution
module, and storing the at least one of the boarding pass with the
digital signature or the bag tag with the digital signature on the
hand-held customer device; and  a printer located in the vicinity of
a starting point of one of the parts of the journey which is capable
of responding to a short range communication from the  26 hand-held
customer device to print travel documents for said part of the
journey for the customer, wherein responding to the short range
communication from the hand-held customer device to print travel
documents for said part of the journey for the customer includes
verifying at least one of the digital signature of the boarding pass
stored on the hand-held customer device or the digital signature of
the bag tag stored on the hand-held customer device, wherein
verifying the at least one of the digital signature of the boarding
pass stored on the hand-held customer device or the digital signature
of the bag tag stored on the hand-held customer device includes
computing a second checksum, using a public key associated with the
travel documentation distribution module to decrypt the first
checksum, and verifying that the decrypted first checksum matches the
computed second checksum, and in response to verifying the at least
one of the digital signature of the boarding pass stored on the
hand-held customer device or the digital signature of the bag tag
stored on the hand-held customer device, printing the at least one of
the boarding pass stored on the hand-held customer device or the bag
tag stored on the hand-held customer device. 16.A method for
generating, storing and printing travel documents for a customer
associated with a journey having one or more parts, the method
comprising:        - generating travel documentation for the customer
at a travel documentation distribution module, wherein generating
travel documentation for the customer includes generating at least
one of a boarding pass with a digital signature or a bag tag with a
digital signature, wherein generating the at least  



27 one of the boarding pass with the digital signature or the bag tag
with the digital signature includes computing a first checksum and
encrypting the first checksum with a private key associated with the
travel documentation distribution module;        - connecting to the
travel documentation distribution module with a handheld customer
device capable of wirelessly connecting to a printer for obtaining
and storing travel documents related to the customer, wherein
obtaining and storing travel documents related to the customer
includes obtaining the at least one of the boarding pass with the
digital signature or the bag tag with the digital signature from the
travel documentation distribution module, and storing the at least
one of the boarding pass with the digital signature or the bag tag
with the digital signature on the hand-held customer device; and
- printing travel documents at a printer located in the vicinity of a
starting point of one of the parts of the journey in response to a
short range communication from the hand-held customer device, wherein
printing travel documents at the printer located in the vicinity of
the starting point of one of the parts of the journey includes
verifying at least one of the digital signature of the boarding pass
stored on the hand-held customer device or the digital signature of
the bag tag stored on the hand-held customer device, wherein
verifying the at least one of the digital signature of the boarding
pass stored on the hand-held customer device or the digital signature
of the bag tag stored on the hand-held customer device includes
computing a second checksum, using a public key associated with the
travel documentation distribution module to decrypt the first
checksum, and verifying that the decrypted first checksum matches the
28 computed second checksum, and in response to verifying the at
least one of the digital signature of the boarding pass stored on the
hand-held customer device or the digital signature of the bag tag
stored on the hand-held customer device, printing the at least one of
the boarding pass stored on the hand-held customer device or the bag
tag stored on the hand-held customer device. 17.A method for
generating and printing travel documents for a customer associated
with a journey having one or more parts, the method comprising:
- generating travel documentation for the customer at a travel
documentation distribution module and passing the documents for
storage on a hand-held customer device capable of wirelessly
connecting to a printer at the request of the customer, wherein
generating travel documentation for the customer includes generating
at least one of a boarding pass with a digital signature or a bag tag
with a digital signature, wherein generating the at least one of the
boarding pass with the digital signature or the bag tag with the
digital signature includes computing a first checksum and encrypting
the first checksum with a private key associated with the travel
documentation distribution module, and wherein passing the documents
for storage on the hand-held customer device includes passing the at
least one of the boarding pass with the digital signature or the bag
tag with the digital signature from the travel documentation
distribution module to the hand-held customer device and storing the
at least one of the boarding pass with the digital signature or the
bag tag with the digital signature on the hand-held customer device;
and  



29        - printing travel documents at a printer located in the
vicinity of a starting point of one of the parts of the journey which
is capable of responding to a short range communication from the
hand-held customer device to print the travel documents for said part
of the journey for the customer, wherein printing travel documents at
the printer located in the vicinity of the starting point of one of
the parts of the journey includes verifying at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device, wherein verifying the at least one of the
digital signature of the boarding pass stored on the hand-held
customer device or the digital signature of the bag tag stored on the
hand-held customer device includes computing a second checksum, using
a public key associated with the travel documentation distribution
module to decrypt the first checksum, and verifying that the
decrypted first checksum matches the computed second checksum, and in
response to verifying the at least one of the digital signature of
the boarding pass stored on the hand-held customer device or the
digital signature of the bag tag stored on the hand-held customer
device, printing the at least one of the boarding pass stored on the
hand-held customer device or the bag tag stored on the hand-held
customer device. 18.A non-transitory computer readable medium
comprising computer program instructions for carrying out a method
for generating, storing and printing travel documents for a customer
associated with a journey having one or more parts, the method
comprising:  30        - generating travel documentation for the
customer at a travel documentation distribution module, wherein
generating travel documentation for the customer includes generating
at least one of a boarding pass with a digital signature or a bag tag
with a digital signature, wherein generating the at least one of the
boarding pass with the digital signature or the bag tag with the
digital signature includes computing a first checksum and encrypting
the first checksum with a private key associated with the travel
documentation distribution module;        - connecting to the travel
documentation distribution module with a handheld customer device
capable of wirelessly connecting to a printer for obtaining and
storing travel documents related to the customer, wherein obtaining
and storing travel documents related to the customer includes
obtaining the at least one of the boarding pass with the digital
signature or the bag tag with the digital signature from the travel
documentation distribution module, and storing the at least one of
the boarding pass with the digital signature or the bag tag with the
digital signature on the hand-held customer device; and        -
printing travel documents at a printer located in the vicinity of a
starting point of one of the parts of the journey in response to a
short range communication from the hand-held customer device when
said computer program is executed on a programmable apparatus,
wherein printing travel documents at the printer located in the
vicinity of the starting point of one of the parts of the journey
includes verifying at least one of the digital signature of the
boarding pass stored on the hand-held customer device or the digital
signature of the bag tag stored on the hand-held customer device,
wherein verifying the at  31 



least one of the digital signature of the boarding pass stored on the
hand-held customer device or the digital signature of the bag tag
stored on the hand-held customer device includes computing a second
checksum, using a public key associated with the travel documentation
distribution module to decrypt the first checksum, and verifying that
the decrypted first checksum matches the computed second checksum,
and in response to verifying the at least one of the digital
signature of the boarding pass stored on the hand-held customer
device or the digital signature of the bag tag stored on the
hand-held customer device, printing the at least one of the boarding
pass stored on the hand-held customer device or the bag tag stored on
the hand-held customer device. 


