WD 2006/ 136001 PCT/ CA2005/ 001743 -1 Title: SYSTEM AND METHOD FOR
ASSQOCI ATI NG MESSAGE ADDRESSES W TH CERTI FI CATES Cross- Reference to Rel ated
Applications [0001] This application clains the benefit of U S. Provisional
Application No. 60/693,413, filed June 24, 2005, the contents of whi ch are
her ei n |ncor?orated by reference. 5 Field of the Inventlong{ 4

Enbodi ments of O EH& 13 ention relate generally to the pro@&d&AgYys8T4s
nmessages, such as e-nmil nmessages, and nore specifically to systens and

met hods for associating nessage addresses with certificates that may be
used in 10 the processing of encoded nmessages. Background of the Invention
[ 0003] Electronic mail ("e-mail") nessages- may be encoded using one of a
nunber of known protocols. Some of these protocols, such as Secure Miltiple
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key of the p 6‘?@3zfdt3hefﬁ??’ 011‘!'13 034 peAG: cthee ypontede of Whighe a8RcBaISHNY of
messages may iRGoraatdiptedratsh@g certificates. In particular, if a user of
a conputing device wshes to encrypt a nessage before the nessage is sent
to a partigular individual, the user will require a certificate for 25 that
i ndi vi dual . That certificate will typically conprise the public key of the
i ndi vidual , ggelEdflthadnydripn 1 dentification-related information. Simlarly,
if a user of VWD 2006/ 136001 PCT/ CA2005/ 001743

{0002] Embodiments of the invention relate generally to the processing of
messages, such as e-mail messages, and more specifically to systems and

methods for associating message addresses with certificates that may be used in

10 the processing of encoded messages.

Backaround of the Invention
[0003] Electronic mail (“e-mail”) messages may be encoded using one of a
number of known protocols. Some of these protocols, such as Secure Multiple
15 ' Internet Mail Extensions (“S/MIME") for example, rely on public and private
encryption keys to provide confidentiality and integrity, and on a Public Key
Infrastructure (PKI) to communicate information that provides authentication and
authorization. Data encoded using a private key of a private key/public key pair
can only be decoded using the corresponding public key of the pair, and data
20 encoded using a public key of a private key/public key pair can only be decoded
using the corresponding private key of the pair. The authenticity of public keys
used in the encoding of messages may be validated using certificates. In
particular, if a user of a computing device wishes to encrypt a message before
the message is sent to a particular individual, the user will require a-certificate for
25 that individual. That certificate will typically comprise the public key of the
individual, as well as other identification-related information. Similarly, if a user of



-2- a conputing device receives a nessage that has been digitally signed by
a particular individual, the user will require the proper certificate
(conprising a public key) for that individual if the user wishes to verify
the digital signature in the nessage. 5 [0004] Typically, in known e-mail
applications, if an attenpt is made to enploy a particular certificate to,
for exanpl e, WOREINIF0E nessage that the user intends toPSERAZIOEHIGHS

i ndividual, and that certificate contains an e-mail address, but the
e-mai | address contained in that certificate does not match the e-mail
address to which the nessage is to be sent, an error nmessage indicating an
10 address m smatch would normally be returned to the user. As a result of
the address m smatch, the nmessage woul d be neither encrypted nor sent.
Brief Description of the Draw ngs [0005] For a better understandi ng of
enbodi nent s dfCONHUIting sdeMine wMAgIvess wapsseds thet bes hagnhaighally, signed ty show
nore clearly ; b i Al f r C i oW be
made, by -vvayp%?@e]%(g%l\yematlbﬁﬁigégﬂc%[n{%ﬂylgn@ta @(rb \(/amr ﬁ%@m?ﬁ@ |omﬁdsEpGy | is
a bl ock di agrtdhbcdievaforobat mdividuiat & the usaewisheapb everifpptrentigitaltsignaturBlic. 2 is
a bl ock di aqagq}iggs ? conmmuni cati on subsystem conponent of the 20 nobile
devi ce of Fl ; E& 3 is a block diagramof a node of a wreless

net wor k; FEl IS a i i Ll | pQne f. t,.system
o one eanSPi L ont i qPEEIG AR it il R AR IR, a8 e Y P
of a certifiempleyechpamicuias catiaté tosfon ephimple, dinagphm inkbsegter thet thg user

peT) cazo05 Q0EDHs & Hiiodh AEREPHER iR MR A LR 2 et nod
of associ at imyg thessagd acailesesodainad tih toatr terfilicae epesmaaesict ahe ee-mizith at
| east one. erg);%ésrge{g which the message is to be seni, an error message indicating an
10 address mismatch would normally be returned to the user. As a result of the
' address mismatch, the message would be neither encrypted nor sent.

Brief Description of the Drawings

[0005] For a better understanding of embodiments of the systems and

15 methods described herein, and to show more clearly how they may be carried
into effect, reference will now be made, by way of example, to the accompanying
drawings in which:

FIG. 1 is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the
20  mobile device of FIG. 1; |

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a block diagram illustrating components of a host system in one
example configuration; ‘

FIG. 5 is a block diagram showing an example of a certificate chain;

256 Fl1G. 6 is a block diagram illustrating components of an example of an encoded
message; '



FIG 8 is an exanple dialog box illustrating a |list of nessage addresses
associated with a certificate; and 5 FIG 9 is a flowhart illustrating
steps in a nmethod of associating nmessage addresses with certificates in
accordance with at |east one other enbodinment. Detailed Description [0006]
Wth reference to the foregoing exanple, in the case where a 10 nessage is
to be encrypt¥@*WH&%8Y8nt to an individual, in certain siPGAGASHENTH npy
be desirable to permt the nessage to be encrypted using a certificate that
does not contain an e-mail address that matches the e-mail address of the
individual to which the nessage is to be sent. [0007] Enbodi nents of
systens and net hods are described herein3sere 15 nmessage addresses (e.g.
e-mai | addresses) are associated with certificates. More specifically,

t hese enbodi ts, may he enployed to faciljtate fhe ssoci ati on of one or
nor e seconda;@&msezsé%j’e%ﬂﬁ’?%é‘é@f‘rﬂ"i%S REhNof 'BR O8r Ofaﬁﬁ?%c’@@fg_t Meseadees

sel ected by thiriréses vath ceriREREtH BBcHENIdBWliPadeast JRRRIMBodifeNs; ce) . 20
[0008] Accordingly, in the exanple where a nessage is to be encrypted

using a partifigl a8 isesr iddafitle dd8g SR iluetratihg 2A1iY S8 ahesiyeadd8RESes

m smatch woul d not be detected so | ong as the nessage address to which the
message is tasSpedgdWthacemEstaANdhf the nessage addresses associated with

the certif] c?ﬁ The ssaqg_g.addresses that are consjidered to be
associ at ed® wilt- thé® @eflowehah lussating, siepacnanymaedagk agsrdgcmessRiani ned

wi thin the ceshiddseginithicesifichtedsn WBddrdditoe VANV atS8EQIRI oh SESHIEEmBRACY esses
t hat have been associated with the certificate. WO 2006/ 136001

PCT/ CA2005/ 001743 -4 [0009] In one broad aspect, there is provided a

met hod of associating nessage addresses with certificates identified by a
user of a compgailaDESYigen Wherein the nethod.conprising the steps of:
receiving first | nput ﬁﬁba Identifying a user-selected certificate, from

the user of 1¥P8onmput werepee Wuibe dorpaoiy example, in the case where a
10 message is to be encrypted and sent 10 an individual, in certain situations, it may

be desirable to permit the message to be encrypted using a certificate that does
not contain an e-mail address that matches the e-mail address of the individual to

which the message is to be sent.

[0007] Embodiments of systems and methods are described herein where
15 message addresses (e.g. e-mail addresses) are associated with certificates.
More specifically, these embodiments may be employed fo facilitate the
association of one or more secondary message addresses with each of one or
more cerlificates selected by the user of a computing device (e.g. a mabile

device).

20 [0008] Accordingly, in the example where a message is 1o be encrypted
using a particular certificate and sent to an individual, an address mismatch
would not be detected so long as the message address to which the meésagé is
to be sent matches any of the message addresses associated with the certificate.
The message addresses that are considered to be associated with the certiﬁcaté

25 include any message addresses contained within the cettificate itself as well as
any secondary message addresses fhat have been associated with the

certificate.



5 user-selected certificate contains zero or nore primary nessage addresses
associ ated therewith; receiving second i nput data identifying one or nore
secondary nessage addresses to be associated with the user-selected
certificate; and associating the one or nore secondary nessage addresses

with the user-selected certificate, by saving the one or nore secondary
nessage 10 ad§rWe¥BE0l h 3 data structure such that the ufEFCa0FEYIEH
certificate with which the one or nore secondary nessage addresses are

associated is identifiable; wherein the data structure resides in a secure
data store on the conmputing device. [0010] In another broad aspect, the
secondary nessage addresses are 15 storgd with the user-sel ected
certificate in the sane data structure, in the secure data store on the
conmputing device., [0011] In another broad aspect, the secure data store on

the conputi nffC08bvi ce InsONgabEREr ERSCHt et ik p[@mi@ﬂ a| metegt e psIncisting
aspect, the ﬁn%@?éﬁé Qﬂdr@@é’ésc\ﬁ:tﬁ Befifi ﬁﬂ@é 'l% A ‘Bg & dWPdeh éﬂ{lﬁegewce
es § Rerein “hak

enbodi ments of the systens and crib ererice to
a rmobile devWB@re"Ath@dﬁEﬂ@ddi@mpclélngsihaSt&n@ ofayecaiving first étpiud datadigeniifgingi t h
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provi ded 25 ] r ef dto a data messagi ng
device, a t\/\%% \?/g'a@cpa{h%re %K ggﬁ“ﬁf‘%?g‘%@&ngp gqrﬁ?? hIgaYENg 80 gPM ghore
capabiliti esﬁecanvlﬁnyelreassagat addmssesap’(ml i N cassooiaterl daita theMissr-sétbtiet

device (wit t el e WO 2006/ 136001, PCT/ CA2005/,001743 -5
Comant 11 11 eogelinge M o BLBRNS The R 50 e 2RPcncly sseads pEdEsees Bl o
net wor k of tthanmsve@ctai aemﬂam@ bsacsb@]ngTﬂaeabdetdwemb@@@éondarmﬁ@gsﬁbandl ng

the stru f a nobil owW. it ni cates with other
devi ces, ‘fé L3ses; 10 ahga’r@ cﬁir@ucg tngt ?hﬁr‘éﬁ?@ﬁ cled certificate with which

the one or more secondary message addresses are associated is identifiable;
wherein the data structure resides in a secure data store on the computing
device.

[0010] In another broad aspect, the secondary message addresses are
156 stored with the user-selected certificate in the same data structure, in the secure
data store on the computing device.

[0011} In another broad aspect, the secure data store on the computing
device is password-protected.

[0012]) In another broad aspect, the computing device is a mobile device.

20 [0013] Some embodiments of the systems and methods described herein
make reference to a mobile device. A mobile device is a two-way communication -
device with advanced data communication capabilities having the capability to
communicate with other computer systems. A mobile device may also include
the capability for voice communications. Depending on the functionality proQided ‘

25 by a mobile device, it may be referred to as a data messaging device, a two-way
pager, a celiular telephone with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or without telephony



[ 0015] Referring first to FIG 1, a block diagramof a nobile device in one
exanpl e inplenentation is shown generally as 100. Mbile device 100
conprises a nunber of conponents, the controlling conponent being

m croprocessor 102. M croprocessor 102 controls the overal |l operation of
nmobi l e 10 de%&ﬁ?m%ﬁ?b Conmuni cati on functions, including data and voice
comuni cat i ons; &%er f or med through conmuni cati on sub${SteATTHH 743
Communi cation subsystem 104 receives nessages from and sends nessages to a
wireless network 200. In this exanple inplenentation of nobile device 100,
comuni cati on subsystem 104 is configured in accordance with the d obal 15
System for Mbile Comuni cati on (GSM and -General Packet Radi o Services
(GPRS) standards. The GSM GPRS wirel ess network is used wor |l dwi de and it is

expected that_th t andar |l be su ers ded tua I y . En nced
Data GSM En\ﬁaﬁgﬁﬁ%ﬁ' (E %3\;1\%9 i5 gem o‘%ﬁ%ﬁﬁscglr?

Servi ce ( UMRSiworNeftrahsdedardgatione still being defl ned, but it is believed
that they will 20 have simlarities to the network behavi our descri bed

herein, and i[0014]l | al Foakktheussdsrsi Qﬁderbbénla&fgstﬂ8$tr$xl§idré oflaimotiRedeiide t hat
the invention |s i nt.ended toayﬁse %E Her swt&rl e standards that are
devel oped i n@Pfe" cf“ﬂttuf’%mmfﬁ‘ép o hf“r RVICRH MSERIENER) IS OPRARMIR &t Pen 1
subsyst em510hrpugih3anet work 200 represents one or nore different Radio
Frequency (RF) channels, operating according to defined 25 protocols

speci fied fo[0u3sy GDRS?@remngrﬁr&afolmcsS*e WHdknaugann 81 ¥OhMbileRIA@CRl he T hese
channel s are ca bI e of supportin bot h ci rcwt swi t ched voi ce

comuni cat i oﬁ’éa BARIRRENEHOP ¢ [fe hAYWD a 8RR 88t 108ns . Mpbia egevige H&¥gh t he
W rel ess net wohkrigssSosi agmﬁ v m Vi 5;{;%/5 S el ess
network in one ’é?(a le i Igrrezr)\?atl onér%fnﬁermﬂf@ &%g\r/?'@qe % Igﬂ}%gggf

PCT/ CA2005/ 0fHCeraRrocessen [ 02 o igorigoess@sd2ronitelsiibe myorall epsratioraefsoehilet ed
wi th mobibpe @’@Mecﬁodo@ohﬂﬂnun\(@étibﬁ%ndtﬁﬁé QH@Q{F ﬁ%'d% anddi E@E?i‘?}%&ﬁ&%ngf

wi rel ess networks that may be mpl oyed i n or exa ta-céntric
wirel ess net#8r efouped e tiyengl i @ommun@laém sichaystare, 184d d@ahmmjdwtmt wor ks

that can sung@fsysBRf oY HetivBd Mm&dhes from and sends messages to a wireless
network 200. In this example implementation of mobile device. 100,
communication subsystem 104 is configured in accordance with the Global
15 System for Mobile Communication (GSM) and General Packet Radio Services
(GPRS) standards. The GSM/GPRS wireless network is used worldwide and it is
expected that these standards will be superseded eventually by Enhanced Data
GSM Environment (EDGE) and Universal Mobile Telecommunications Service
(UMTS). New standards are still being defined, but it is believed that they will
20 have similarities to the network behaviour described herein, and it will also be
understood by persons skilled in the art that the invention is intended to use any
other suitable standards that are developed in the future. The wireless link
connecting communication subsystem 104 with network 200 represents one or
more different Radio Frequency (RF) channels, operating according to defined
25 protocols specified for GSM/GPRS communications. With newer network
protocols, these channels are capable of supporting both circuit switched voice
communications and packet switched data communications.

[0016] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device



5 communi cations over the sane physical base stations. Conbi ned dual - node
networ ks include, but are not limted to, Code Division Miultiple Access
(CDVA) or CDMA2000 networks, GSM GPRS networ ks (as nentioned above), and
future third-generation (3G networks |ike EDGE and UMIS. Sone ol der

exanpl es of wodaisasgentri c networks include the MbitexTiMRagioosdetssor k and
t he Dat aTACTM 10 Radi o Networ k. Exanpl es of ol der voice-centric data

net wor ks i nclude Personal Commrunication Systens (PCS) networks |i ke GSM
and Tinme Division Miultiple Access (TDMA) systens. [0017] M croprocessor
102 also interacts with additional subsystenms: such as .a Random Access
Menmory (RAM 106, flash nenory 108, di"s%[ay 110, 15 auxiliary input/output
(I/0O subsystem 112, serial port 114, keyboard 116, speaker 118, m crophone

120, ShOTt -} AR GONTHBLE AEMRIR, fidhisd Be1abedsiatat duitt rebileleleiices! 0078
[0)

[ 0018] Sone e subsystens of nobbile device 100 perform

communi cat i mﬂandeliamkn‘%miﬁ‘@@ﬂsonsl?iffwﬁ?@iéél%esoloﬁéwé?ﬁ?sy?{%‘?f%s nagt Spacyvpge. 20
"resident" or - deyi functi : \ IaEH eetwbrke] ayicékentied
keyboard 11%mﬁg’$(egemh@§8' 'ffé(}r E%%Pﬁeb?ém%@g%i on-rel a?ed functi ons, tsuch as
entering a wirekbs metvaalke dndrdusi-sodeinetwerks diasican sLRBP Tk botipvolgsand data

devi ce-resident functions uc Bhst inel. ddredaiel Ng
syst em s6f tW@uﬂ?@go%@ OVEh ﬁ}eog?@ggiggggﬁgé% gfﬂtgg?‘czﬁf?bgt ored in

persi stent géceksSehidas biil ashotdimiteg 25 Code, DiviniosrMptipleafecassdl be a

read-only memory. ( r sim I ~$ROM hnd Tlose
skilled in Fh@D&HwWEMB%P&%E@gﬁ%%ﬁ%ﬁéﬁo%er a%qt&geagyﬁgt%ﬂ] specific
devi ce appl jfalddnrsation (3T rctwbrike Mike fEDEEarieUMaBpobame| gld¢rozearries At o a
vol atil e store such as M 106. 6/ 136 . P (W / AC T [0019]
Mobi | e devi @éfaiwtfi%?e@gﬁp]&s Qﬁﬂ‘d?\é\gﬁm'@émr%?i@a@on rs%&ﬁéﬁgﬁéir net wor k
200 aftqg rﬁgHjorﬁQthb‘PkV‘@%mb%icﬁtdkﬁriWem tisiat naiworksdociide Rersai@le been
conpl et ed. twork access iS assogiated with ﬁémjbsgr.‘i.&%ro&r 'Jeﬁﬁult e @
mobi | e devi Eemroenication; gesiemey(PE S yrwpriselke PEdU e ™00 reqiites a

Access (TDMA) systems.

[0017] Mioroproces.sor 102 aiso interacts with additional subsystemsisuch

as a Random Access Memory (RAM) 106, flash memory 108, display 110,

15 auxiliary inputoutput (I/O) subsystem 112, serial port 114, keyboard 116,
speaker 118, microphone 120, short-range communications subsystem 122
and other -devices 124.

[0018] Some of the subsystems of mobile device 100 perform
communication-related functions, whereas other subsystems may provide
20 “resident” or on-device functions: By way of example, display 110 and keyboard
116 may be used for both communication-related functions, such as entering a
text message for transmission over network 200, and device-resident functions
such as a calculator or task list. ~ Operating system software used by
microprocessor 102 is typically stored in a persistent store such as flash memory
25 108, which may alternatively be a read-only memory (ROM) or similar storage
element (not shown). Those skilled in the art\wi!llappreciate that the operating
system, specific device applications, or parts thereof, may be temporarily ioaded

into a volatile store such as RAM 106.



5 Subscriber ldentity Module or "SIM card 126 to be inserted in a SIM
interface 128 in order to communicate with a network. SIM 126 is one type
of a conventional "smart card" used to identify a subscriber of nobile
device 100 and to personalize the nobile device 100, anbng ot her things.

Wt hout SIM lzﬁj?%ﬁgbl | e device 100 is not fully operational for

cormmuni cati on" @ork 200. 10 By inserting SIM 126 i HHCAPRYIORMEr f ace
128, a subscriber can access all subscribed services. Services could
i ncl ude: web browsi ng and nmessaging such as e-mail, voice mail, Short

Message Service (SM5), and Miultinmedia Messaging Services (MVB). Mre
advanced services nmay include: point of sdke, field service and sales
force automation. SIM 126 includes a processor and nmenory 15 for storing

i nformation. SIM126 s inserted in SIMinterface 128, it is  coupled
to mcropr oce@gg] 102. ]hﬁ?}"l?r geyicg abgdﬁ?ﬁf Peyd BRE 1B roprRunictian pignals

cont ai ns sonmeousenetp@riaTel e4fter SegHirat nafivdrk tregR Rk ' heger
Identity (I I\/Bé%] n advant age ofqugi nS S l\r/l 1r2%f 1 s!{c?ﬂ_gt éagﬁgél}{?gc%éguﬂeg not
necessarily bBARIPERP SHYPIsiEtgINetyRKICEES isrsspeiataswigea sgbearibeeonaseratior e
20 addi ti onal g shisiRr H&8Ee 1abOr PRGhHARS Qr il | £8,:8S I J.qcl udi ng
dat ebook éoracal endar ei.nforrratitloﬁﬁlyng ?Lg)ggﬁ%rbgﬁﬁ%n or'%ag%ﬁ%q‘f'%’%z%]_
Mobi | e devPceSdRRSTIPET identity: Mpgulgswe SHY” gergi £26 tnbiciinssriedeis @ SiMdbtecioye
interface 13214hin K86 Y4 ! : ea teries  130.

Battery int erfacclan ‘132@’:“ \s(d’ %ﬁ@ﬂ%@”@ﬁﬁ%u taR?‘éer' (t\%@ g%@v\ﬁ) ?n%wg% Oa(sgi sts
battery 25 13®NVENIANS i'dnag casiweed/io dentifyl subsdebéref roifile ddvideot@Mandr r ent

col 1's may pr ogl A3 FHEe 08 HssCidliod 1bY b S A8 PisBs .y WifelSsMcuor -
102, in addi tf_l?@?i'e_t devies 16pds aot fdly operationblifurtdoomaunicativmbivitis nexesutiomn of
pCT Cazoold o0 Rr Ty TS, e S Ryeritin, 6P 5 SHEsaber cEnopkres: ahs,
i ncl udi ng datsaibagribedoiereces ofenvities abiibiinalppé:i wet bawasing\bhd meEaFhY ¥uble
f[ RZ E akgsdbgnla(%ﬁgﬂbﬂcﬁ%é ﬁﬁa&lil ggort ﬁvr'ers'sgge 'Ste%vige‘51 ?éjl\]:‘lgﬁtaunrdem u@%%td%eﬂne‘é‘sp%ihg ation
Services (MMS). More advanced services may inciude: point of sale. field
service and sales force automation. SIM 126 includes a processor and memory
16 for storing information. Once SIM 126 is inserted in SIM interface 128, it is
coupled to microprocessor 102. In order to identify the subscriber, SIM 126
contains some user parameters such as an International Mobile Subscriber
Identity (IMSI). An advantage of using SIM 126 is that a subscriber is .not
necessarily bound by any single physical mobile device. SIM 126 may store
20  additional subscriber information for a mobile device as well, including datebook
(or calendar) information and recent call information.

[0020]} Mobile device 100 is a battery-powered device and includes a
battery interface 132 for receiving one or more rechargeable batteries 130.
Battery interface 132 is coupled to a regulator (not shown), which assists battery

25 130 in providing power V+ to mobile device 100, Although current technology
makes use of a battery, future technologies such as micro fuel cells may provide
the power to mobile device 100.

[0021] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile device 100. A set of



device 100 woul d be a personal information manager (PIM. A PIMhas 5
functionality to organi ze and manage data itens of interest to a
subscriber, such as, but not Iimted to, e-mail, calendar events, voice
mai | s, appointnments, and task itens. A PIMapplication has the ability to
send and rec%a gﬁ‘}e I|tems via wreless network 200. PIMdata itens may
be sean essly | Al&gialed, synchroni zed, and updated vi a RTFeA890H4 wor k
200 with the nobile device 10 subscriber's corresponding data itens stored
and/ or associated with a host conmputer system This functionality creates
a mrrored host conmputer on nobile device 100 with respect to such itens.
This can be particul arly advantageous wiefe the host conputer systemis

t he nmobi |l e device subscriber's office conputer system 15 [0022]

Addi tional ap n be | oaded onto nohil e device 100 through
net wor k 200, %t?)’('? |0:511(r§yt%l'?'}ﬂa (‘J)é’gﬁf}é?? Emdgyise QRegratgnsydpeiuding dalgopnd rygie
comuni cat i ommmwmmaﬁrﬂ&atu@’fs aﬂi‘ﬂ ey i GfhIRISHRSYEbRMdkIte 10U S

flexibility i |cat| i nst tlon|ncreasesthefunctlonallty of
nobi | e devi Céﬂ’“ﬂgd gt ?ovg’&@ ghRRAlEgoD balepy g Infsteopato mobile

conmuni cat i omewz:leaﬂ@f(d 28uld Lmé:td PR$sorl I%Frﬁat:d:rprmé??éggpl(@imjsecﬂr M h
communi catJ ?W};{R@PQ at| ons pay enable el ectroni mrer ce’ f unc |ons and
fi

ot her suc Y {9 aﬁséa@ﬁ%mﬁaa%daﬁ@ewﬁfeatwtﬁg anpbiscaberesice 100.
[0023] Seri alasp®lt ndtlimiesakd, %ﬁn’étiSHQF%ﬁHébe r&&\ﬁﬁé H{ éeéﬁ&ﬁ r{?éoé*r%l‘ an

ext ernal devi cxic'or sof t war e akp i cation an exXt ends e capa |I| i'eS “of
nobi l e 25 d&RFKIEMDO AN eepicating naérthenbtbtyn@tae@damdrgoewm demalvizads to

mobi | e devi CqirkRsohbBfork hado.t hromphg&aVikf oM P 64 aﬁﬂ%ésyﬁ € thrm%)% ‘O-VI‘_he

alternate downl oad path may, for exanpl e,
key onto nobPYREhRIZES e2nEb OPEREduh ‘alreleseclet\mrd 200 svithetticablabilangbvidaust ed

connecti gp t QN P¥LAE QMY t VO 2006/ 1360

PCT/ CA2005/ 001743 -9 10 ﬁgg‘!’{?@@e \qa%a{fr:?ge SR il 8?1%0%33%%%‘9%@ host

provi des f or COBBHIGHRAYHAM orhihéinetenalitp bidatesde miceretl M sandmpufer @nanbbify st ens
or devices, geyice 100 with respect to such items. This can be particularly advantageous
where the host computer system is the mobile device subscriber's .office

computer system.

15 [0022] Additional applications may also be loaded onto mobile device 100
through network 200, auxiliary O subsystem 112, serial port 114, short-range
communications subsystem 122, or any other suitable subsystem 124. This

flexibility in application instaliation increases the functionality of mobile device
100 and may provide enhanced on-device functions, communication-related
20 functions, or both. For example, secure communication applications may enable
electronic commerce functions and. other such financial transactions to be
performed using mobile device 100. |

[0023] Serial port 114 enables a subscriber to set preferences thrbugh an
external device or software application and extends the capabilities of mobile

25 device 100 by providing for information or software downloads to mobi[e device
100 other than through a wireless communication network. The alternate
download path may, for example, be used to load an encryption key onto mobile
device 100 through a direct and thus reliable and trusted connection to provide
secure device communication.



w t hout the use of network 200. For exanple, subsystem 122 may include an

i nfrared device and associated circuits and conponents for short-range 5
comuni cati on. Exanpl es of short range comruni cati on woul d i ncl ude

st andards devel oped by the Infrared Data Association (lIrDA), Bluetooth, and
the 802.11 fam |y of standards devel oped by I EEE. [0025] In us

recei ved si gﬁ‘éﬁ”%‘é@ﬁ s a text message, an e-rmil rressaé@chéF‘m%‘H”ﬁage
downl oad will be processed by communi cation 10 subsystem 104 and input to
m croprocessor 102. M croprocessor 102 will then process the received
signal for output to display 110 or alternatively to auxiliary 1/0
subsystem 112. A subscriber nmay al so corpese data itens, such as e-nail
nmessages, for exanple, using keyboard 116 in conjunction with display I

TO and possi auxiljpary I/0O subsystem 112. Auxiliary, subsystem 112 may -
i ncl ude 15 dé@%’%‘gs suc#Sih sTanget oE%’H%%‘ElC@B‘PPS mSHRYYSI ac ke alProvides r Hred

fingerprint @@hﬁhﬁir@éatlon%etﬁeél@'rﬁ&ﬁfeVWe oo hardy 8t b#‘éfe%!s BF @8%icas)
capability. ﬁ%boar 116 is an & anuneri c keyboard and/ or tel ephone-type
n

keypad. A conpBeEdtE: ksh Aapetuoe: £P éﬁwW@wp@/éﬁpbﬁﬁt%rkZZzU@ytlnel@@@ﬁn
conmuni cat i 0"hf§é#&§¥§é\ﬁé€ 1044 és%%é}ef%cm %&%ﬁwﬁﬂtﬁ Of3% shdteramggr al |

operation of nob devi ce is substantially sim except “t hat
the recei ed cgwﬂffﬂ!@t%m dEWfaias pgi shert g@maonmgmcaw swayﬂm inchuge
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audi o 1/ O subsyst ens a vol ce nessage re b “subsystem

al so be inplé ﬁﬂé@fnti)hOfrﬁibMafd%IéWei@@leEﬂﬁ hough voi ce or audl 0 si gnal
output is acconplished primarily through speaker 118, 25 display 110 may

al so be used[@@5pr ovi de ueRii & iteReived rfignateatchnas L& Hexs meseage,demtd-mailof  a

calling part g%ﬁat n i r 0t aI |
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/O subsystem 112. A subscriber may also compose data items, such as e-mail
messages, for example, using keyboard 118 in conjunction with display 110 and
possibly auxiliary /O subsystem 112. Auxiliary subsystem 112 may include
15 devices such as: a-touch screen, mouse, track ball, infrared fingerprint detector,

or a roller wheel with dynamic button pressing capability. Keyboard 116 is an
-alphanumeric keyboard and/or telephone-type keypad. A composed item may
be transmitted over network 200 through communication subsystem 104,

[0026] For voice communications, the overall operation of mobile device
20 100 is substantially similar, except that the received signals would be output to
speaker 118, and signals for transmission would be generated by microphone
120. Alternative voice or audio /O subsystems, such as a voice message
recording subsystem, may also be implemented on mobile device 100. Although
voice or audio signal output is accomplished primarily through speaker 118,
25 display 110 may also be used to provide additional information such as the
identity of a calling party, duration of a voice call, or other voice cél!‘reiated

information,

[0027] Referring now to FIG. 2, a block diagram of the communication
subsystem component 104 of FIG. 1 is shown. Communication subsystem 104



antenna el enents 154, 156, Local Gscillators (LGs) 158, and a processing
nodul e such as a Digital Signal Processor (DSP) 160. [0028] The particul ar
desi gn of conmuni cati on subsystem 104 is 5 dependent upon the network 200
in which nobile device 100 is intended to operate, thus it should be
under stood t sign illustrated in FIG 2 serves only as one

exanpl e. Signgbéhggggﬁbed by antenna 154 through netmnrk‘%ﬁﬂxggngVﬁbut to
recei ver 150, which nmay perform such common receiver functions as signal
anplification, frequency down conversion, filtering, channel selection, and
10 anal og-to-digital (A D) conversion. A/D conversion of a received signal
allows nore conpl ex conmuni cation functilons such as denodul ati on and
decoding to be performed in DSP 160. In a simlar manner, signals to be
transmtted are processed, including nodul ation and encodipg, hx DSP 160.
These DSP- proBwEses adpepinds1oh @ Tasatittero! 3% 2R A'Tee ‘i@%e‘#‘%% or mternal

di gi tal - t 0- analOGa( Dlelenkd 184486 S 96kl bEGMUGRCIOY ¢SBVaRGIDproddsingr i ng,
anplification and transm ssion over network 200 via antenna 156. DSP 160

not only procexkissudneimbDigiel Signaidtrgaaser (BRF) H&o provides for receiver
and transmtter control. For exanple, the gains a ;!;)I ied to conni;d:' cation
c

signals in rée8ler 150Maneertiewarsiesiat afs Camyunis O PISVERP rSl 1 ed
through ay O%E%ﬁd&ﬁ‘idboﬁoﬁn r ol Bhd2Dh Itmr@mbm@mna@ﬂce 2Q0i B PRRILE0

[0029] The wireless I1'nk between nobile device 100 and a network 200 may
contai n one operae dhds ftisbpeidtbectndengped thay the design diustratedrin . €P8RRSI s,

and  associ atag a%ra%@@gﬁp@ﬁ%g;rr}%féa@%szoe@%gialn?erﬁ%wszetngéel%hafguyiga&tmmzoo. A

RF channel 1s”alim resource that nust be conser . ically due to
linits in 25povdo abteivantil, ditticlambyl perfaredsueh cempnasolgeeivef fashione afevi ce

oo e by ke DR TREERT B i o REREE " P S g 22
ot her wi sel0t uanaldgdé-4idital (AD3 eoneesiesouhlie sonGirsiohanfl 3 recedessi sighal1HEWSs
per o cal |y % 29061 0000 REHOMIRIO IS0 chhoiR] P ey v
be performed in DSP 160. In a similar manner, signals fo be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digitalto-analog (D/A)
15 conversion, frequency up conversion, filtering, amplification and transmission
over network 200 via antenna 156. DSP 160 not only processes communication
signals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in receiver 150 and transmitter 152 may

be adaptively controlled through automatic gain control algorithms implemented
20 in DSP 160.

[0029] The wireless link between mobile device 100 and a network 200

may contain one or more different channels, typically different RF channels, and

associated protocols used between mobile device 100 and network 200. A RF

channel is a limited resource that must be conserved, typically due to limits in
25 overall bandwidth and limited battery power of mobile device 100.

[0030] When mobile device 100 is fully operational, fransmitter 152 is
typically keyed or turned on only when it is sending to network 200 and is
otherwise turned off to conserve resources. Similarly, receiver 150 is pericdically



at all) during designated tinme periods. [0031] Referring nowto FIG 3, a
bl ock di agram of a node of a wireless network is shown as 202. In
practice, network 200 conprises one or nore nodes 5 202. Mbbil e device 100
conmmuni cates with a node 202 within wireless network 200. In the exanple
i mpl erent atyw@ngosQisold G 3, node 202 is configured in ascoCARKCE®IWEL h
Ceneral Packet Radio Service (GPRS) and d obal Systens for Mobile (GSM
t echnol ogi es. Node 202 includes a base station controller (BSC) 204 with
an associ ated tower station 206, a Packet Control Unit (PCU) 208 10 added
for GPRS support in GSM a Mobile SwitWi ng Center (MSC) 210, a Hone
Location Register (HLR) 212, a Visitof 'Lécation Registry (VLR) 214, a
Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node ( GGSN)

218, and a t%@rﬂfﬂo'&%eﬁetrﬁc{vgéﬂg@ﬁi PR rfe’{]e‘abe‘i@Fe@ﬂé@?@na?@b}/ﬁﬁormmnﬂﬂi s |ist

of conponents is not neant t an exhaustive |ist of the conponents of
every 15 ncte@lipd@ing designateddine@RRSdsiet wor k, but rather a list of
conponents that are conmmonly used in conmuni cations through network 200.

[0032] In 008N net wheferingsoop® Fi&.cowblegk dipgsan ofoa ngAe of & Wireleshdl i ne
networ aqféé\ﬁgrg i@ Rk € 29 é'lﬁ$%ti§§,n@§@nmmrﬁe§ %%'\%ng&% ddessSati sty

circuit s requiremen rough PCU 208, SGSN 20 216
and GGSN5 21802t oMpbiée genité ¢ 08 rcopmiurtcates atitiar kode BB wilin wirgless setvyorkef err ed

to herein erglly.a ha My Skr r k it he data
path for dos angleredude biflafendlb, o tich HEto e IS RORRERES, hi° o
capabi | i t i escoBBaed MihaGsnerabRacict RaalidSekide (GIFREpEndIG ebg] Bygie2D®rt hat
connects t o,control se ati o radi o I ison and
to 25 sati 3\4&%2%6%\% i%h%ﬁgﬁ’sr Ji%c?%ngﬁr%mc&&?oa E?%ec E&E@E&%gtrghe%}ﬂ%e )ocati on
and avai | gipd Wity dromsbodifitedi foout tstatitint 20@,da aPatkpa Ceeitrod Wirtitc (ROUNR08gerent
HLR 212 is shar.ed ween N&C a 216. Acces 4 is
control f&d @GQW@g .3%0%66725}\86%%%@@5&68?7@#&- %Jgf[a(z)%%@]e
Station 206 dcstieh Reghtert (HUFSCR2{2/ e Viditar iLebationt Regietty 206Rp2d4BaG&0ikg

GPRS Support Node (SGSN) 218, a Gateway GPRS Support Node (GGSN)

. 218, and a Dynamic Host Configuration Protocol (DHCP) server 200. This list of
components is not meant to be an exhaustive list of the components of every
15 node 202 within a GSM/GPRS network, but rather a list of components that are
commonly used in communications through network 200.

- [0032} In a GSM network, MSC 210 is coupled to BSC 204 and to a

: jandiine network, such as a Public Switched Telephone Network (PSTN) 222 to

satisfy circqit switched requirements. The connection through PCU 208, SGSN

20 216 and GGSN 218 to the public or private network (Internet) 224 (aiso referred

to herein generally as a shared network infrastructure) represents the data path

for GPRS capable mobile devices. In a GSM network extended with GPRS

capabilities, BSC 204 also contains a Packet Control Unit (PCU} 208 that

connects to SGSN 216 to control segmentation, radio channel allocat_ion and {o

25 satisfy packet switched requirements. To track mobile device location and

availability for both circuit switched and packet switched management, HLR 212

is shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210.



together formthe fixed transceiver equi pnent. The fixed transceiver
equi pnent provides wireless network coverage for a particul ar coverage

area commonly referred to as a "bell". The fixed transceiver equi pnent
transmts com‘runi cati on 5 signals to and receives comunication signals
from nobile dgyi, aithinits cell via station 206. Thefixedtra?nsceiver

equi pnent normal y perlf ornms such functions as nodul ati orrcérfﬁfuf) ﬁy
encodi ng and/or encryption of signals to be transmtted to the nobile
device in accordance with particular, usually predeterm ned, conmmuni cation
protocol s and paraneters, under control of its 10 controller. The fixed
transcei ver equi pnent simlarly denodul at’®s and possibly decodes and
decrypts, if necessary, any communication signal s received from nobile

device 100 w its n rot | s ranmeters na

vary between EI f?ilﬂr ent C%éd%s%@gu ﬁ,&% 9@0&8?{3 %OE%S %Qﬁ’?ﬂ%r ent
modul ation sctegstheaiernother ficel Mnsﬁ'teikléaee@ﬂpmémeqﬂﬁ\ﬁk&ﬁ treRede il RBL s. 15
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devi ce. MG 279" Ad Frfvdves  sompraunication signaly remcapbilmderieasswithial its ol es

the data of t\he staimd 2080 dEv GREd CldinsRBIvEY daiy a W ity
in VLR 214. rt her VLR %‘iﬁ al so contains inf lcgjr[]tlrf?ttl ﬁﬁﬁ%ﬂﬁynéﬁﬁ dg\g{j{‘:es

that are visi {"P?ﬂf NSER<POR LRIt R PasRbly pReGsHNRERE AT PRCTYDIRIRASIgNES tades par t
of the permanemsnimd |© deyi gRbIE! evitd ameH FB:%%nEéOWIﬁ'—E)a?ﬁ'c%fatr?mQé Rz 14

for faster acceg ) é novi ng addi ti onal ormat | on ‘—KR 212
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vary between different nodes. For example, one node may employ a different
modulation scheme and operate at different frequencies than other nodes. |

15 [0034] . For all mobile devices 100 registered with a specific network,
permanent configuration data such as a user profile is stored in HLR 212. HLR
212 alse contains location information for each registered mobile device and can
“be queried to determine the current location of a mobile device. MSC 210 is
responsible for a group of location areas and stores the data of the mobile

20 devices currently in its area of responsibility in VLR 214. Further VLR 214 also
contains information on mobile devices that are visiting other networks. The
information in VLR 214 includes part of the permanent mobile device data
fransmitted from HLR 212 to VLR 214 for faster access. . By moving additional
information from a remote HLR 212 node to VLR 214, the amount of traffic

25 between these nodes can be reduced so that voice and data services can be
provided with faster response times and at the same time requiring less use of
computing resources.

[0035] SGSN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210



have simlar responsibilities within wirel ess network 200 by keeping track
of the |location of each nobile device 100. SGSN 216 al so perforns security
functions and access control for data traffic on network 200. GGSN 218
provi des internetworking connections with external packet swtched

net wor ks and to one or nore SGSN s 216 via an |nternet Protoco
(1P backbongﬁogggagﬁkéoperated within the network 200. dUFWHﬁmW6WHﬁ?
operations, a given nobile device 100 nust performa "GPRS Attach" to
acquire an | P address and to access data services. This requirenment is not
present in circuit switched voice channels as Integrated Services Digita
Net work (| SDN) addresses are used for 10 Mouting incom ng and out goi ng
calls. Currently, all GPRS capable networks use private, dynamcally

assigned I P agdre t hus requiring a DHCP server 220 connected to 'the
SN 218, Thep SRR oIS AR o AR AR B o208 6, hpeRBR a1 e ng
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208, and SGSNnRtfetweridng Asemastieiey 'ittNoglgeAPNacket NéwitdFEaN ekor sTQﬁgAF’N

represents.a | o ;SE%I end of an IP _tunnel that can either access direc
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device 20 100 rruFt be assigned to one Oor_nore es 100
cannot  exchdRB¥'IgeYCeH! PR Suitst prifeim peRRSAlgeh IBRRGuUKE tandlR adsirass ARN t hat

it has been tauichesd MSe, ; i.der im.lar to
b [nterner Gacusss 88 SR TR g DinERY s iot GRS B ey SR loicl,
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as in the c&WalE Wynawinally Bseigued IF agiRseey, thosmeqtiiions DEER sérvér %20t ual
Prot ocol (POD et et e a6 e &8 arled FreniniRy ReRhaernt Toh BSHISIT abl o
i n the net woERSINDVR2006NdBEIDO 1RGN 2 CARMMIBAIMILEH 3 Remote Authentication Dial-In
User Service (RADIUS) server and DHCP server. Once the GPRS Attach is
15 complete, a logical connection is established from a mobile device 100, through
PCU 208, and SGSN 216 to an Access Point Node (APN) within GGSN 218.
The APN represents a logical end of an IP tunnei that can either access -direct
Internet compatible services or private network connections. The APN also
represents a security mechanism for network 200, insofar as each mobile device

20 100 must be assigned to one or more APNs and mobile devices 100 cannot
exchange data without first performing a GPRS Attach to an APN that it has been
authorized to use. The APN may be considered to be similar to an Internet
domain name such as “myconnection.wireless.com”.

[0036] Once the GPRS Attach is complete, a tunnel is created and all
25 traffic is exchanged within standard P packets using any protocol that can be
supported in IP packets. This includes tunneling methods such as IR over P as
in the case with some 1PSecurity (IPsec) connections used with Virtual Private
Networks (VPN). These tunnels are also referred to as Packet Data Protocol
(PDP) Contexts and there are a limited number of these available in the network



-14 200. To maxim ze use of the PDP Contexts, network 200 will run an idle
timer for each PDP Context to determne if there is a lack of activity.
When a nobile device 100 is not using its POP Context, the PDP Context can
be deallocated and the IP address returned to the |IP address pool managed
by DHCP serv [0037] Referring nowto FIG 4, a _block diagram

il>ll ustrati ng%%%rzr@gﬁiﬁggls of a host systemin one exanpl epgafﬁﬁza’ﬁ@%gf%n IS
shown. Host system 250 will typically be a corporate office or other |ocal
area network (LAN), but may instead be a honme office conputer or sone
other private system for exanple, in variant 10 inplenentations. In this
exanpl e shown in FIG 4, host system 2501#s depicted as a LAN of an
organi zation to which a user of nobile device 100 bel ongs. [0038] LAN 250

conprises a of network ents _connected_to . each ather by LAN
connect i ons %@b e@omaf'ﬁg%eaﬁ%e?fgﬁg%g% Bgnt&é@kf'%tﬁ'o&'bﬁé)q.ﬁ“imrf&“ afddiedBgrfieskt op
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LAN 250, a%c)l (—;éach may or may not be equi pped with an aCconpanyi ng cradl e
264 for a #?le device. Cradle 264 facilitates the | oadi ng of information

(e.g. 20 PI-M , priyate symretric encryption keys to facilitate secure
communi cat i oﬁ&%ﬁet wee e}ﬁﬁm | ROWERT & 4 eoPlapadipgran? optratingsneaiseenesenplt er

262a to nobi laehodteyistein 19 dnedddhrBlY RAMPGLESE Y %ﬁ&%n.“sﬁ%éil seyfsgémbéﬁd< i
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i nformation updates often perfornmed in“initializing

use. The i nf &mieRlly b8 aieRiRPERIetice ©0p othsilecsl aes rewolO(Ltdy), buichaylinstead
certificates { o) .
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downl oadi ng information froma user's des e user's
nobi | e deé¥i cénnlowentajions.sdn tis exdrapiechown iad 1Sy v hosirystarh @A0 i§ 0epigled t
will be. undggst L el o 1 uters
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each other by LAN connections 260. For instance, a user's desktop computing
device (“deskiop computer”) 262a with an accompanying cradle 264 for the

15 user's mobile device 100 is situated on LAN 250. Cradle 264 for mobile device
100 may be coupled to computer 262a by a serial or a Universal Serial Bus
(USB) connection, for example. Other user computers 262b are also situated on
LAN 250, and each may or may not be equipped with an accompanying cradle
264 for a mobile device. Cradle 264 facllitates the loading of information (e.g.

20 PIM data, private symmetric encryption keys to facilitate secure communications
between mobile device 100 and LAN 250) from user computer 262a to mobile
device 100, and may be particularly useful for bulk information updates often
performed in initializing mobile device 100 for use. The information downloaded
to mobile device 100 may include certificates used in the exchange of messages.

25 The process of downloading information from a user's desktop computer 262a to
the user's mobile device 100 may also be referred to as synchronization.

[0039] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also connected to other peripheral devices
not explicitly shown in FIG. 4. Furthermore, only a subset of network



WO 2006/ 136001 PCT/ CA2005/ 001743 -15 conponents of LAN 250 are shown in
FIG 4 for ease of exposition, and it wll be wunderstood by persons
skilled in the art that LAN 250 will conprise additional conponents not
explicitly showm in FIG 4, for this exanple configuration. Mre

re resent a smaller part of a larger netwrk [not
e P EAERE g or

shown] 5 of organi zati on, and may conprise different

be arranged in different topol ogi es than that shown in the exanple of FIG
4. [0040] In this exanple, nobile device 100 communi cates with LAN 250

t hrough a node 202 of wireless network 200 and a shared network _
infrastructure 224 such as a service prdwi-der network or the public

| nt er net . Access to LAN 10 250 may be provided through one or nore routers
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This new protocol will provide enough | P addresses to dedicate an 1P

address to ev{enyopo mom tes @Qéiﬂn@ﬁa m&hﬁen@ew&e ﬁ@§$domrﬁuﬁ:9at%%b R{/gﬁﬁ' on

t bi I e devi ce n i me. An advantage of usin avmreess
rgug1 e?o is th rqug %%@9@1""6@:‘355‘& RetwaghgPe appr network iftastrequire i ng a

separate w r elzmssuddewsenod pRARR Aol S BSRIBTIRAMUUCALE L b, used.
A VPN conpection woul d referabl y be a Transm 'ssion ‘
(TCP) /1P ﬁq 65523 mb\étbég?faww droush orepm)mer mEiters inetcsticsvn]t endebmpeting he

messages dir gl/loks bPLﬂR@Sb%Q?Hb&%teWQm'b@BH&' asfa'\é%ﬁ gpkﬁaéyrgé&?%?at | on.

[0042] Messages intended for "a user o tally

received by goo®gsage mes\efiarOfRbmbAblisr Ot ANYED TESBASES o BeiR5d YHRRL €

"router [not shown] to facilitate data exchange between the LAN 250 and mobile.
device 100. The concept of a wireless VPN router is new in the wireless industry

15 and implies that a VPN connection can be established directly through a specific
wireless network to mobile device 100. The possibility of using a wireless VPN
router has only recently been available and could be used when the new Internet
Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks. This new
protocol will provide enough IP addresses to dedicate an IP address to every

20 mobile device, making it possible to push mformatron to a mobile device at any
time. An advantage of using a wireless VPN router is that it could be an off-the-
sheif VPN component, not requiring a separate wireless gateway and separate
wireless infrastructure to be used. A VPN connection would preferably be a
Transmission Control Protocol (TCPYIP or User Datagram Protocoi (UDPIP

25 connection to deliver the messages directly to mobile device 100 in this Varian.t
implementation.

[0042] Messages intended for a user of mobile device 106 are initially
received by a message server 288 of LAN 250. Such messages may originate
from any of a number of sources. For instance, a message may have been sent



fromany of a nunmber of sources. For instance, a nessage may have been sent
WO 2006/ 136001 PCT/ CA2005/ 001743 -16 by a sender from a conputer 262b

wi thin LAN 250, froma different nobile device [not shown] connected to
wirel ess network 200 or to a different wireless network, or froma

different co vi ce or other device capable of sendi ssages,
via the shar gsgi’io'o{) E infrastructure 224, and possibly Pﬁr@%&%g@@g
application service provider (ASP) or Internet service provider (I1SP), for
exanple. [0043] Message server 268 typically acts as the primary interface
for the exchange of nessages, particularly e-mail nessages, within the

organi zati'on and over the shared networt€+ nfrastructure 224. Each user in
t he organi zation that has been set up to send and receive nessages is

typically as$Ps user accaunt ed by pessa ver 268.

One exanpl e o?é @e@%gﬁ‘a PRpter gh'ﬁl-ﬁ%g H{% é‘ge@é 4 | n

some i npl errematshows] cd:mdﬁc%ﬁo Ivﬂ:setes@()mbm@omlﬂrttbral ﬁﬁ@f@?ﬁﬂfﬂ@lﬁfh&@\{o‘ﬁk 268.
di ti onal functjons

Message server ﬁlga ? R}g apted to provide ad

beyond nessad E aae REENt; SOMRIENE gdeYiFR: %Hﬁ& nedticicagabls 9t sepfiRged

wi th cal endansssanged, ask tthé Shaedfr@tw&k@ﬁﬁbﬁruc%ﬁe[@%@nd%& HIE§80&S oA ©

recei ved hy messa% server g@rthe are g pically stored i'n a nessage
6%

store [nof eZPPHGAIPT FEGRIPYi tHeimetseryiss pr@\aﬁerdé?%)ufﬁ@qamei y

retrieved ang{wg@il ver to users. For instance, an e-mail client

appl i cation ti ng RSSRUESEFVE 288niynically eeispniil prénarydnteriase domiiel
messages assexdiringd ofhidashdiat paﬁi@ufaﬁ?@%éﬂiﬁ{es%ﬁs‘%%tﬂm B PRz 28R Wl 268.

20 These nessage vvoul d then typical be retrieved from nessage server 268

and stored P¥ed P)Pr@ﬁe%ﬁ?m'%i”f%ﬁadu[%@%] Bagbrusspén dhe ﬁ@amm@ihbl@ thisvi ce

100, the use to
t he handqgl dﬁaé&ﬁé’zﬂ‘éﬁ%{hdt@ls}%g%?ngé%clﬁ%éam@gﬁég’&ﬁé t@%&ﬂlg%g&létgl I'e dée%{/%’:rg 100

may al so Peqd@UNhEvEaged by J8exsaas e taps: h@nesexawde of aduessagefseovar
nessage servggs %@MIJ@@O@E@‘IE{H&% EPFveFHYn Q&n%ﬁ&kﬁ%rﬁ&or&emﬂeﬁl})%a he

user or by an adm nistrator y 1 n accor ce w or'gani zation's
i nf or mat i on ewBpiRs oyiinle Ti)eqsagecwe)vere 2fitk e Méssmgeesprest 268 hbe also be

adapted to provide additional functions beyond message management, including
the management of data associated with calendars and task lists, for example,

15 [0044] When messages are received by message server 268, they are
typically stored in a message store [not explicitly shown], from which messages
can be subsequently retrieved and delivered to users. For instance, an e-mail
client application operating on a user's computer 262a may request the e-mail
messages associated with that user's account stored on message server 268,

20 These messages would then typically be retrieved from message server 268 and
stored locally on computer 262a.

[0045] When operating mobile device 100, the user may wish to have e-
mail messages retrieved for delivery to the handheld. An e-mail client application
operating on mobile device 100 may also request messages éssociated with the
25 user’s account from message server 268. The e-mail client may be configured
(either by the user or by an administrator, possibly in accordance with an
organization’s information technology (IT) policy) to make this request at the
direction of the user, at some pre-defined time interval, or upon the occurrence of



direction of the user, at some pre-defined tinme interval, or upon the
occurrence of WD 2006/ 136001 PCT/ CA2005/001743 -17 sone pre-defined event.
In sonme inplenentations, nobile device 100 is assigned its own e-mail
address, and nessages addressed specifically to nobile device 100 are

aut omati cal | xvd%g@{ﬁ@tled to nmobil e device 100 as they ar ESH#’S??\‘%%%gTe?“agyof

nessage server [0046] To facilitate the wirel ess

nmessages and nessage-rel ated data between nobil e device 100 and conponents
of LAN 250, a nunber of w reless conmunications support conponents 270 may
be provided. In this exanple inplenentation, wreless comunications
support conponents 270 conprise a nessadé-nmanagenent server 272, for
exanpl e. Message 10 managenent server 272 is used to specifically provide

support for t t_ of, mess , - such as .e-mail ssages,,  that are
topEe hand| edst& ‘éqye rmrr%gjlgﬁ'é@d;ee\ygetes. ﬁ‘egﬁfg'%alri‘@?mﬁﬂfﬁf*B“%E?Qge Sg%v?c@ s1tolbl s
stored on nessageedds\an 26l adirssaged MRRBgEIERdréSidaipedifida maepilesed to
control when, i ' Thow.  .nessages shou e sent to nobjle device 100.
Message rranaé’gkigﬁt ?Q Y& @ t@"‘?‘?%aqﬁl geéj?r]eg I Fo[ é‘?‘gglet H%V’%n@q R§ BeYnd¥sages
conposed on medBive demiceeagkldbrvendisch are sent to nessage server 268 for
subsequent delivery. [0047] For .exanple, nessage nmanagenent server 272

nﬁy: noni tfor [00¥6] userTs faviitdtboxie (wirggsé hfeo;ﬁﬁmagﬁozst_af emessAfdsat A W:th
the user's account o age, server, . for new e-mai|l nessages; apply
user - def | nabPEePRRe-EHateTals Drtnendaeubed s 4ol BPtHRBPRNCRRo TN ERG
messages W | b renbeglofyéralcss coM@unita@bns siEiYr Corf®Her s 289 maG a5 BsReand

an encryption technique such ‘as Data

encrypt new sa%es %ES . usi n€ . ec|

Encryption sr'gﬁ?:!% g2 &“RJ?W?P PP iERiEse sReMyitRlioRe rUppoEisMRengats ce
100 via the ghareethpiREVWRKeddabE ARhAMINESR 2ater Q‘gﬂ ) r%a‘?rgﬁe.nal\‘ﬁ@éé% 00;
and recei e nessages conposed_on nobile device 2 106_ e.d. encrypt usi ng
Triple Dé\é) , nﬁéégg'ﬂ?marﬁ?“t%c@ﬁ%r Bsdisefle te ovisedisdlly musvidgesuppat flor nte t he

T owine Gocyastbnconahose, Uilod B RECRD) o P OB g 7
mobile devices. Generally, while messages are still stored on message server
268, message management server 272 can be used to control when, if, and-how
messages should be sent to mobile device 100. Message management server
16 272 also facilitates the handling of messages composed on mobile device 100,

which are sent to message server 268 for subsequent delivery.

[0047] For example, message management server 272 may: monitor the
user's "mailbox” (e.g. the message store associated with the user's account on
message server 268) for new e-mail messages; apply user-definable filters to

20 new messages to determine if and how the messages will be relayed to the
user's mobile device 100; compress and encrypt new messages (e.g. using an
encryption technique such as Data Encryption Standard (DES) or Triple DES)
and push them to mobile device 100 via the shared network infrastructure 224
and wireless network 200; and receive messages composed on mobile device

25 100 (e.g. encrypted using Triple DES), decrypt and decompress the composed
messages, re-format the composed messages if desired so that they will appear
to have originated from the user's computer 282a, and re-route the composed
messages to message server 268 for delivery.



nmessages to nessage server 268 for delivery. W 2006/ 136001

PCT/ CA2005/ 001743 -18 [0048] Certain properties or restrictions associ ated
wi th nmessages that are to be sent fromand/or received by nobile device
100 can be defined (e. g by an adm nistrator in accordance with IT policy)

and enfor cedyhy. managenment server 272. These ma et her
nobi | e devi ce 1%’8§may 5 recei ve encrypted and/ or signed %g‘r@%@g&nmm nmum

encryption key sizes, whether outgoing nessages nust be encrypted and/ or
si gned, and whether copies of all secure nmessages sent from nobil e device
100 are to be sent to a pre-defined copy_ address, for exanple. [0049]
Message management server 272 may al so bé8adapted to provide 10 other
control functions, such as onIy pushi ng certain nessage i nformation or pre-

defi ned portl (e g. nessa ver 268
to nobile deV| cg 100. C?ﬁ%[ﬂg’k QFFQJ Oﬁmﬁgﬁ&g §5°8°f§‘??%wqﬁ|’??%ﬁaﬁ§ ﬁ]ﬁtlaireeved
by nobile déf?/b@éembﬂpmramfomssag@i bgmcémleZﬁ&r,cerﬂmsmebMBW tseqy er
272. is ada art 0 o, nobi | e device
100, with th%ﬁfi@“ét%t blﬂl %%%rfdtagg ’taef] n88'*f§528”?'3 &%’rge BPY #68S88&r can
t hen request rrmragemfant sdzmenﬁﬁag‘éhesbcmb? intelidey @hethar b H&Vics 1a@dnd) ocks
rver,, 272 to, nobil e device 100, OSSIb|y up to a

PT%.X Ime nﬁﬁ]ag%e%gg R{:ngtzegggnd@r z%gn?q)msa%%om'wm,er}%%'&@e P FEFENeNt

server 272 fabither aidgoibgthessag2® wast b@hrﬁ#ﬁﬁeg%dmp%z Edd%hé @ﬁ&hbhe .
e devi ce and can help to

anount of data.that js communicated t

ni ni ni ze pot éﬁ? %QF} aJééfﬁawsfmsamﬁsm?apm ”@P%Pe}/%o\ﬂ%@@ to(losant tpta wi | |
be under st oogrdiyfefpetizopg adlidsbefbr eRathpr. art that message managenent server
272 need not be inplenmented on a separate physical server 25 in LAN 250 or

ot her net wor K045pr ex&ﬂ@ﬂs@ge&ﬁﬁﬁagﬁmeﬂt'seﬁfer@hﬁ rﬁé@ﬁfe’o%a@éﬁ@&'t@?ﬁﬂnd@ th

n"essage na&%ment socﬁver] nﬁ be integrated wth nessage server
some dtheP SEFUYF Wclt_ﬂﬂﬁfé’(? PUnBYSIGECetaiN mesage information or pre-
defined portions (e.g. “blocks") of a message stored on message server 268 to
mobiie device 100. For example, when a message is initially retrieved by mobile
device 100 from message server 268, message management server 272 is
adapted to push only the first part of a message to mobile device 100, with the
16 part being of a pre-defined size (e.g. 2 KB). The user can then request more of
the message, to be delivered in similar-sized blocks by message management
server 272 to mobile device 100, possibly up to a maximum pre-defined message
size.

[0050] Accordingly, message management server 272 facilitates better
20 control over the type of data and the amount of data that is communicated to
mobile device 100, and can help to minimize potential waste of bandwidth or
other resources. |

[0061] It will be understood by persons skilled in the art that message
management server 272 need not be implemented on a separate physical server
25 in LAN 250 or other network. For example, some or all of the functions
associated with message management server 272 may be integrated with
message server 268, or some other server in LAN 250. Furthermbre, LAN 250
may comprise multiple message management servers 272, particularly in variant
implementations where a large number of mobile devices need to be supporied.



may conprise nultiple nessage nmanagenent servers 272, particularly in
variant inplenentations where a | arge nunber of nobile devices need to be
supported. WD 2006/ 136001 PCT/ CA2005/001743 -19 [0052] In the exenplary
enbodi ments of the systens described herein, certificates are used in the
processing o nmessages, such as e-mail nessages, .that are
encrypted ank%&ﬁgggﬂ%d Wiile Sinple Mail Transfer Pr otpg {ﬁm'foé’m
RFC822 headers, and Multipurpose Internet Mail Extensions 5 (M M) body
parts may be used to define the format of a typical e-mai|l nessage not
requiring encodi ng, Secure/ MME (S/M ME), a version of the M ME protocol,
may be used in the conmunication of encotitd nmessages (i.e. in secure
nmessagi ng applications): S/IM I\/E enabl es end-to-end aut hentication and

ot gi nator - 1812 e leCle St d BbEden. Bl thd ey Y otk iRad by
the nessage cewtiicqibentre L@ebem theq:mc@‘sa@dar éﬁc@mﬂ PRt a5y, ?suﬂmasb@nﬂm?' oyed
to facilitate secure ssage coqrr(lé{l "ﬁﬁgtl on, ch gﬁﬁpPr et Ggod Privacy'
(PGP), and gePades e é&‘! Simp (M%'t HEFsi®nown
inthe art. Phﬁe&a](sﬁemyr em&%mr@rmmit@u&y&e RAferbtMIME E’)&’ér)éld?@

public ang 1aﬂmvat encr pt| on ke?{s to provide confidentiality and
integrity; 31@9 Usgfl %eeﬁmih@rfermmf)a tygicebmmail assage

i nformation h@taxfeqmrmglé}eedagt Qé‘éﬂreMME) /me) aélwgfdr?@ftﬂhemﬂr@g?ot@&ﬁf ypted

using a private key of private P alr can onl e decrypted
usi ng the cofP¥sp8ndsaty “E)U"Bﬁl eorweyn@ﬁ (?Thé)fpaﬁ*QOdeéﬂnﬂ”'eWﬁ@%S W sm sepur,es

i ntended t hafeREAYAY eahﬂﬁéahms@r i e?%@’f% é@%% eﬁ‘\‘dbleiﬁhentlﬁgt d’r\Pee{

public key information is to be or exanple asen
wi shes to sewfﬁeﬁﬂ%)ghg@dtmo‘éideeéﬁﬁ@ll@mﬂtyrﬁncemm\mptf@mn ﬂ“cﬁrmnetaheprtgmatqa"l ent s

public key is asﬁsséage%rdxpg esSE58 ARt |t“‘%]'d83?d§oagn&'}8§%§% MSC.@XQ%%% only

using the recipient'§ private
t echni ques, F&JCW& i Ahes &oswo thfds agdneotateld maxd btesmiplnged?ﬁo daalityipt t he

Tri bl o DES) orRe eacdPoRthamibdich, ST E st O B PEET B At ubi i ¢

variants of PGP such as OpenPGP for example, and others known in the art.

[0053] Secure messaging protocols such as S/MIME rely on public and
16 private encryption keys to provide confidentiality and integrity, and on a Public
Key Infrastructure (PKI) to communicate information that provides authentication
-and authorization. Data encrypted using a private key of a private key/public key
pair can only be decrypted using the corresponding public key of the pair, and
vice-versa. It is intended that private key information never be made public,
20 whereas public key information is fo be shared, '

[0054] For example, if a sender wishes to send a message to a recipient in
encrypted form, the recipient's public key is used to encrypt a message, which
can then be decrypted only using the recipient's private key. Alternatively, in
some encoding techniques, a one-time session key is generated and used to
25 encrypt the body of a message, typically with a symmetric encryption technigue
(e.g. Triple DES). The session key is then encrypted using the recipient's public
key (e.g. with a public key encryption algorithm eubh as RSA), which can then be
decrypted only using the recipient’s private key. The decrypted session key can
then be used fo decrypt the message body. The message header may be used



key (e.g. with a public key encryption algorithmsuch as RSA), which can
then be decrypted only using the recipient's private key. The decrypted
session key can then be used to decrypt the nessage body. The nessage
header may be used WD 2006/ 136001 PCT/ CA2005/001743 -20 to specify the
particul ar e I schenme that nust be used to decryp e e.

O her encrypggé%&%%%;%iques based on public key cryptogr%ﬁh&mﬁggﬁaﬁggused
in variant inplenentations. However, in each of these cases, only the
recipient's private key may be used to facilitate successful decryption of
the 5 nessage, and in this way, the confidentiality of nessages can be

mai nt ai ned. [0055] As a further exanpl€20a sender may sign a nessage using
a digital signature. A digital signature is a digest of the nessage (e.g.

a hash of th nmessage) encoded using the sender's private key, which can
t hen be appeﬁ%legﬁec'gfoﬂ't%@a'@ﬁt"ﬁbieﬁﬁryﬂﬁ&éﬁl_é?m?éh%muls berigsedi i é%‘i"w%fi at ur e

of the nessageesshgsd IRheeeptryssbn febﬁnigﬁ@s BaSS ol SRMIiE ht@y%wmogragﬁmwye as

t he sender (g.g. usi ng the same standard hash algorithin) to obtalin a

di gest of th&erediidaranepipeentatens. rdewpydntn apdpoLdiese cRees aeihes
public key tgegeiende pliliie i Faly 5¢ $RAY YbSaciifhte RuESEssh RRI@HBNWRIheshoul d
be a matching digest for the recCeived nmessage. |f the digests-of the

recei ved fes&R583g0 andtin fis way. hriconEdriialy ©f Mussapes erit be mwintgingdssage
content was changed duri n% transport and/or the nmessage did not originate
from the sentf5Shhose puBliviharSyanple, Gssandebmaysign B eagsseae usingia digital

signature al | B AR ' Il 4S S Tégﬁe WAy
know edge of g@hgfugtﬁéerﬁd%? ?ggfégﬂgggﬁge Ifgﬁ asqﬁgﬁt?%fl\@eé g%?%aq)enokée(%bg e a gﬁl\gﬁat ure
that the. reblgsPagR) snceHed deipddhe sendaris| yriviads iy, twhichs eanlérersbpapbérsierdey .

of the sendet® S RabbY rscal Bto Borg HORMGER sldhall Hr R b e e
message Ay trsediedr st etivientgrres, thersabus keabniugpaethe aentlesi(grgedising! the
it hont i ci tyope SRR TR Ao B0 S3Ted ¢ i ReoaeliriGuebid” s ng
certifi cat estechiegralsd iusaes ehé seadeligpublic Bec toreietods sheedigital aigneturef incat e
' order to obtain what should be a matching digest for the received message. if
the digests of the received message do not match, this suggests that either the
15 message content was bhanged during transport and/or the message did not
criginate from the sender whose public key was used for verification. Digital
signature algorithms are designed in. such a way that only someone with
" knowledge of the sender’s private key should be able to encode a signature that
the recipient will decode correctly using the sender’s public key. Therefore, by
20 verifying a digital signature in this way, authentication of the sender and message

integrity can be maintained.

[0056] An encoded message may be encrypted, signed, or both encrypted |
and signed. With respect to certain secure messaging protocols such as
SIMIME, the authenticity of public keys used in these operations is validated
25 using certificates. A certificate is a digital document issued by a .certificate
authority (CA). Ceriificates are used to authenticate the association between
users and their public keys, and essentially, provides a level of trust in the
authenticity of the users’ public keys. Certificates contain information about the
certificate holder, with certificate contents typically formatted -i_n accordanbe with



authority (CA). Certificates are used to authenticate the association
between wusers and their public keys, and essentially, provides a |evel of
trust in the authenticity of the users' public keys. Certificates contain
information about the <certificate holder, wth certificate contents

typically for‘ggtzésogg%dgﬁ accordance with V\D 2006/ 136001 PCT/FgAC%g%}%%QUM

-21 an accepte ard (e.g. X.509). The certificates 3

digitally signed by the certificate authority. [0057] In PGP-based
systens, a PGP key is used, which is like an S/ MM certificate in that it
contains public information including a public key and 5 information on
the key holder or owner. Unlike SIMME eéfitificates, however, PGP keys are
not generally issued by a certificate authority, and the level of trust in

t he aut henticjt PGP key, t Y8 verifying that a .trusted
i ndi vi dual el 968 aﬁ%"ds’iﬂHF‘afﬁh@ %%i@ht &%%rlﬁfcaiesg??e‘ﬁgﬁéﬁ’ RigiRly 9882 For
the pur poses iof theteertifieatd! dutieaity.on and in the claims, the term 10
"certificate" is used generally to describe a construct used to provide

Eu:olju c keyz [bos7pnc8dnmg>d@ndagi@;clcs¢aﬂeg1\fhrr%ss‘r?(geskee}mt :u@é@rkmﬁdrpns O;Retdste key
ol der, an . to 1.nc e £ | nera nown as a "

key" and ot he&w %%ﬁqqrﬁfec”‘g%wstggug a'[‘@@ﬁ@] ‘ngﬁgﬁafi%’ﬁ "E“é’“%ﬁ pPHI’QAJFﬁVCW%n
exanpl e cest ijhicgabSort baithe 3@9 Hokder 1y Giemn. uﬁlwet Sivnemt @eaﬁa@aﬂegsmﬁew John
Smth" is an npl e of a certificat i ssued to an individ

be referred t’%egé‘e&%a%EPtW?fﬁuy é%ﬁ‘?gpy@a‘feét‘f'c@itﬁjau@ﬁf‘iyt ?n‘égﬁ 'ief’?'ccﬁtt'é'sé 10
typically idemtibi @@thbh@;n?emt bf PG e SREI fl@q&nreseved? BEttA tridhed hi s

exanpl e) and the issuer the certificate es a digital
signature of Mg¥dpaliasvoythedion thenautbenticity oEagivendi@RKke¥. publ i c key 318.
Certificate 20 310 wl] also typically include other information and
attributes t #8058dent i Fyr i"ﬁ?eprEBWﬁ o é& gperdicglipn @adgin theglpimsa dioe derén

or gani zat{Pn “8aifsate 9 k4 Jehonnl tdlaéécnbe%nét%@&émo ;%Gsd)e pubfiereldre

i ndi vi dual conposes_a nessage to be sent reci pi ent i's customary
to i nclude tMeft eN¢RIING Andldesoding tmesseaes amio'mrtrwtfph@n mg%@older and

may be deemed to include what is generally known as a “PGP key” and other
similar constructs.

[0059]‘ Consider FIG. 5, in which an example certificaie chain 3(50 is
16 shown. Certificate 310 issued to “John Smith” is an example of a ceriificate
issued to an individual, which may be referred to as an end entity certificate. End
entity certificate 310 typically identifies the certificate holder 312 (i.e. John Smith
in this example) and the issuer of the cerificate 314, and includes a digital
signature of the issuer 316 and the certificate holder's public key 318. Ceriificate
20 310 will also typically include other information and attributes that identify the
certificate holder (e.g. e-mail address, organization name, organizational unit
name, location, etc.). When the individual composes a message to be sentto a
recipient, it is customary to include that individual's certificate 310 with the

message.

25 [0060] For a public key to be trusted, its issuing organization must be
frusted. The relationship between a trusted CA and a user's public key can be
represented by a series of related certificates, also referred to as a certificate



25 [0060] For a public key to be trusted, its issuing organization nust be
trusted. The relationship between a trusted CA and a user's public key can
be represented by a series of related certificates, also referred to as a
certificate WO 2006/ 136001 PCT/ CA2005/001743 -22 chain. The certificate

chai n can. bef ,to determine the validity of a ce [ 0061]
WPoh@ %ﬁé&) bEL/ c&?x&%ﬂgﬁs

For |nstance Int exanpl e certificate chain 300 shown I'n

reci pient of a nessage purported to be sent by John Smith may wi sh to
verify 5. the trust status of certificate 310 attached to the received
nmessage. To verify the trust status of certificate 310 on a recipient's
computing device (e.g. conputer 262a of2#tG 4) for exanple, the
certificate 320 of issuer ABC is obtained, and used to verify that

certificate wa [ rtificat
al ready be sf%'%g]d ?%Heggggﬁfﬁk aﬁ%‘a%\s&{qoﬁg%@ OwAéhe 5 "ﬁeg%a%\)’a %QV gf%t 10
may need to legrifietie.eved froma certificate store or source (e.g. LDAP

server 284 of FIG 4 or sone other public or private LDAP server). If
certificate 30061ls al F@an:iyiast:@rledhe exarmhpleraecifisatnthsn QOGmhrbwngnCer@l ge and

the certific i qn r.us Lpient,
_certificate gﬁ% é@ﬁ%@ﬁog:é %g%tp% geac!ts’cpf?gtsgh?gy ﬁ%’éﬂ gf" ?Y]g‘”sthotoé’eé'g’or ed,
trusted cdrt itie bastestatts of Gékﬁﬁc}atéi@we\%a&ached”totth@ reuehrgdl reshen Ti‘véﬂfﬁhe?
certificate S to verify the trust status o certl i cate
510 Gorti 11 TEBLSEUR BLoolifce [ 4 Ehplahet Romning deyieeteds seppruter
certificate" 2628 b iENg) for exenipld,ithaicericfteren0 BRissti&f ABCEE JpRaiRsd, ahd
i cat.e chain 300; .any given certificate

int di at tif |
chai n Lo ar 870 et eerficelE iR Teeathibed Ri suir ARGt Ceriaets can
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one, [ ti %rmedlat certificates. If certificate 330 IS a root
certifi ce?{ag P'g’@ dB? 5 re{r}eﬁ@&@&”&%ﬁ‘?@g"fﬁ? SiiE QT Bavige (er LPAPereer@fdhor ity
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considered to, be trusted since it chains to a trusted certificate
i nplication PEeAdYaiomst I heesipinites compUting dewisepatshtheotertificatt dasdsaenge
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trusted since it chains 1o a stored, trusted certificaie.

15 [0062) However, in the example shown in FIG. 5, certificate 330 is also
required to verify the trust status of certificate 310. Certificate 330 is self-signed,
and is referred to as a “root certificate”. Accordingly, certificate 320 may be
referred to as an “intermediate certificate” in certificate chain 300; any given

~ certificate chain to a root certificate, assuming a chain to the root certificate can

20 be determined for a particular end entity certificate, may contain zero, one, or
multiple intermediate certificates. If certificate 330 is a root certificate issued by a
trusted source (from a large certificate authority such as Verisign or Entrust, for
example), then certificate 310 may be considered to be trusted since it chains to
a trusted certificate. The implication is that both the sender and the recipient of

256 the message trust the source of the root certificate 330. If a certificate .cannot be
chained to a trusted certificate, the certificate may be considered to be “not
trusted”.

J0063] Certificate servers store information about certificates and lists
identifying certificates that have been revoked. These certificate servers can be



chained to a trusted certificate, the certificate my be considered to be
"not trusted". [0063] Certificate servers store information about
certificates and lists identifying certificates that have been revoked.
These certificate servers can be W 2006/ 136001 PCT/ CA2005/ 001743 -23

accessed to Qb RhdMs6 délitl ficates and to verify certificatg %%5\90%%;!19 ,ty and

revocation status. For exanple, a Lightweight Drectory ccess ocol
(LDAP) server may be used to obtain certificates, and an Online
Certificate Status Protocol (OCSP) server may be used to verify
certificate revocation status. 5 [0064] Standard e-mail security protocols
typically facilitate secure nessage tr#&vwsm ssion between non-nobile
conmput i ng devi ces (e.g. conputers 262a, 262b of FIG 4; renpte desktop

devi ces). ;(gesg%oggag@ deflife @8 d th venﬁ/rc%‘?ﬂ‘fcra{@éutﬁéﬂﬂ;ﬂ? 2838 fsta%on

recei ved from sen ma rom no devi ce 100" and
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adapted to S%%g??ef?x%éfbco%ﬁﬁﬁﬁ R .o%%o%'natﬁﬁ’ AAHBLT Gk a? 0§taR{5hPFotocol

i ndi vi dual s. icates ored on a'user”s conputer typrcally
be downl oad@EuC$Ppsereamnpay be uéRto vgjifymelmrmtelequemme’tatw ough cradl e 264,
for exanple. [0065] Certificates stored on conputer 262a and downl oaded to
mobil e 15 d@¥6dE 100 Sharaiandt ehnail t seburity cinotacbisc aypisallys sfeeiliteie d Sepurg

i ndi vi dual-s but I | e.
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al so be expl28dd, I.’«_yiztiemr iGatde dermste Eiesldsm @té\ncby) t Refendeg agamci@oﬁﬁ glip, when
a user e devi

a certificate | s ce| i
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Zt ored on rmdiw:@ d@waﬁ@tﬁb@@na@dtedaaewd d)efaéent (¢/§1 edthoss semrleh?} \ni(ljcﬁaa'ele
etermn t i,ned t.o truste ertifi ile vice 100
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sign out gOI'nagownr%gasdaegdef?or%o&pn?&ﬁgr SErSIQg[t)c? Imoebﬂe év?c% ‘1’ (90 ’through cradle 264, for

example.

[0065] Certificates stored on computer 262a and downloaded to mobile

15 device 100 are not limited to certificates associated with individuals but may also
include certificates issued to CAs, for example. Certain certificates stored in
“computer 262a and/or mobile device 100 can also be explicitly designated as
“trusted” by the user. Accordingly, when a certificate is received by a user on
mobile device 100, it can be verified on mobile device 100 by matching the

20 certificate with one stored on mobile device 100 and designated as trusted, or
otherwise determined to be chained to a trusted certificate.

[0066] Mobile device 100 may also be adapted to store the private key of
the public key/private key pair associated with the user, so that the user of mobile

_ device 100 can sign outgoing messages composed on mobile device 100, and

25 decrypt-messages sent fo the user encrypted with the user's public key. The
private key may be downloaded to mobile device 100 from the user's computer
262a through cradle 264, for example. The private key is preferably exchanged
between the computer 262a and mobile device 100 so that the user may share
one identity and one method for accessing messages.



25 decrypt nmessages sent to the user encrypted with the user's public key.
The private key nay be downl oaded to nobile device 100 fromthe user's
conputer 262a through cradle 264, for exanple. The private key is

pref erably exchanged between the conputer 262a and nobile device 100 so

that the usegRYs;Shaie one identity and one nethod for
messages. WD 2006/ 136001 PCT/ CA2005/ 001743 - 24 [ 00671 Uggf’%gg%’%é“?s 262a,

262b can obtain certificates froma nunber of sources, for storage on
conputers 262a, 262b and/or nobil e devices (e.qg. nDbiIe device 100). These
certificate sources may be private (e.g. dedicated for wuse within an
organi zation) or public, may reside |ocad4y or remotely, and may be 5
accessible fromw thin an organi zation's private network or through t he

| nt t, f I [t
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air" in this cont %&)By nobi | e devi ce 100, and nobile 15 device 100 may
search for aﬁ%sqc b thﬁ@%%@“d@?'@?ﬂ“é&%%@@hr%ﬁge@'"éﬁfﬁtﬂﬁol 'éC‘U@%‘@a

server 288. Shnidrasd ¥82 FIbbs@ng dkRireslod€hn ABAFBYRE z@da@ée%dtot &?]a%rh R

nmobi | e device 100 to directly Query OCSP server 286 to verif
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allowing certificates to be dovvn roma user s conputer 262a,

262b, while mhbgpi ng U@tuﬁc@Y&C%dngesﬁeﬁ%&édoﬁro CEOAPTs6BLeash P G0G° o
from nobil e device 100). I'n variant inplenmentations, certain PKI
servers 280 FRIJPUEr Aedfs for example to be downloaded to mobile device 100 via cradle

264. However, in a variant implementation, LDAP server 284 may be accessed
Hirectly (i.e. “over the air” in this context) by mobile device 100, and mobile

16 device 100 may search for and refrieve individual certificates through a mobile
data server 288. Similarly, mobile data server 288 may be adapted to allow
mobile device 100 to directly query OCSP server 286 to verify the revocation
status of certificates.

[0069] In variant implementations, only selected PKI servers 280 may be

20 made accessible to mobile devices (e.g. allowing certificates to be downloaded
only from a user's computer 262a, 262b, while allowing the revocation status of
certificates to be checked from mobiie device 100).

[0070] In variant impilementations, certain PKI servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by
25 an IT administrator, possibly in accordance with an IT policy, for example.

[0071] Other sources of certificates [not shown] may include a- Windows
certificate store, another secure certificate store on or outside LAN 250, and
smart cards, for example.



accessible only to nobile devices registered to particular users, as
specified by 25 an IT adm nistrator, possibly in accordance with an IT
policy, for exanple. [0071] O her sources of certificates [not shown] may
include a Wndows certificate store, another secure certificate store on

per/ caz00s/ 0B 15BE | 00701 Ret erring now 1o FIG 6 albTbaR NG am

illustrating conmponents of an exanple of an encoded nessage, as may be
recei ved by a nessage server (e.g. nessage server 268 of FIG 4), is shown
generally as 350. Encoded nessage 350 typically includes one or nore of
the follow ng: a header portion 5 352, -@5-encoded body portion 354,
optionally one or nore encoded attachments 356, one or nore encrypted

sessi on keys and at ure and signature- related informati on 360. For
exanpl e, hea@?gbortl (ﬁs‘? SR NPK TGy 6 AdIrketiagradgiedeating SoRmanRaEiAn such

as "To", "Fraiexampl of&Ea eﬁ&fe@@%e@%@e% BafecalRY B MnbdteidRrrEssage

I ength i ndi cators, and sender enc%gél on and 10 signature schefre

i dentifiers, (:&r MEXAHA ESIVAE 1268] OhEizafe is ovhowt gﬂmrﬁlisr 1ag 35| epsied
message bodynagssll 850 i) iAo egn@%%%aleyofqﬂ@ ferovgngea (fHabigr BaRighs 326,

whi ch may be encry ted e sen using a session essi on key
was used, 9i t39% Mc@éﬁ‘@ ¥30éh@ﬁ>§fpneﬂf4ﬁ @pﬂ@mﬂh ohate maee erwodpd ettachsenty t he

respective I oY ni@k &%gmé&%eeglsmkege%g %yghgﬂafu s LG Shicans at

358. 15 If t rressa e was ture’an ure-r
i nformati on @@@eér:@forraam Bfiel ubed example, repden podibe Bﬁ% tgeinglr irgludes
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a session key was used, it is typically encrypted for each intended recipient-using

the respective public key for each recipient, and included in the message at 358.

15 If the message was sighed, a sighature and signature-related information 360 are
also included. This may include the sender's certificate, for example.

[0073] The format for an encoded message as shown in FIG. 6 is provided
by way of example only, and persons skilled ‘in the art will understand that
encoded messages may exist in other formats. Depending on the specific '
20 messaging scheme used, components of an encoded message may appear in a
different order than shown in FIG. 8, and an encoded message may include
fewer, additional, or different components, which may depend on whether the
~ encoded message is encrypted, signed or both. For example, the encrypted
session keys 358 may appear before the message body or data portion 354 and
25 message attachments 356,

[0074] Embodiments of systems and methods are described herein where
message addresses (e.g. e-mail addresses) are associated with certificates.
More specifically, these embodiments may be employed to facilitate the
association of one or more secondary message addresses with each of one or



session keys 358 may appear before the nessage body or data portion 354 and
25 message attachnents 356. [0074] Enbodi nents of systens and net hods are
descri bed herein where nessage addresses (e.g. e-mail addresses) are
associated with certificates. More specifically, these enbodi nents may be

enpl oyed to b the association of one or nore s sage
S ovces i TS WbABAE (Te 006, 136003 PCY Cho0os) BoTagdER) 202

certificates selected by the user of a conputing device (e.g. a nobile
device). [0075] Wen a user wishes to send an encrypted nessage (e.g. an
e-mail nmessage) to an individual, the certificate of that individual to
whom the message 5 is to be sent is geRBrally required. An e-mil
application or other nessaging appl i cation nust determine, in sone manner,

whet her the requisi certific \ b cal
certificate '§P ﬁlﬂf%?(ﬂekﬁecﬁ& tg %% ?(?1 ? cltqr?ne"g lﬁmgrdéwcelat(%g g mobile
certificat esd@ﬁ@ned | ocally, the application nust determ ne V\/ni ch of those

certificates is to be enployed to 10 encrypt the nessage. Since nost
certificat es[ooik] typIWtaérI ausennwhfshas tmsaemirmehcrauwde"sessaget(ﬁg eweemadf t he

tificat k t
Coqui S o comEriatE e SnynaiaRRe R cRicatd e oYk PR 0. PEOG fiedstte
certificate jktipepd suhifR g&%rﬁwduare:ﬂidrﬁaﬁssz -rhail \abpndatrbhmrntﬂheragmssaglﬂg be
sent: An e-nmail address to which the ness g t o, he sen rtff)fﬁel
i denti f.i ed |¢PH"ﬁ§t‘°r&§’UﬁE9@*§FmW8r t"i %Pr'i“%f“aﬂ’i'& ' Wfﬁ%b?r pf’r?s'?ga‘é ea er

portion 352 Qfaibbie(e®). in b MEaFderlifcatos®rd)nst ances, an e- nail appl ication may
not be able to locate a certificate for the individual to whomthe nessage

is to be senipp7epspit g ehd eibst thb@tﬂ@@air@ rAultislet ¢efiifates stoadd toatigithe t he

e-mai | address of the individua allabl c rtifjcates i arch.
| f a search #rPligalenHMKS] Qfﬁ@'"?iﬁe d@?'? f°i éé?%% C\‘Rﬂ fPag‘éh‘?'Ha'%égﬂztg
address gpe érﬁ}ﬁ%teﬂe BSs P! ishilel PBsTBYHRENSP twil hﬁm@ﬁl@rcdr@a&m tder@n‘taiion
The user oose to send the nmessage W t hout encr can t he
f'2bBhatons il

sendi ng of t&iitdfﬁ%f&é@fée opnet §f thfeﬁ%mf%ﬂ"% WREWH &g t’fFH?ﬂ
determine the requisite certificate by matching the e-mail address data on the
certificate itself with the e-mail address to which the message is to be sent:” An
e-mail address to which the message is to be sent is typically identified in the

15 . header portion of the e-mail message (e.g. header portion 352 of FIG. 6).

-[0077] In some instances, an e-mail application may not be able to locate
a certificate for the individual to whom the message is to be sent, despite efforts
to locate a cerificate that contains the e-mail address of the individual from
available certificates in a search. If a search is performed and no certificates with
20 a matching e-mail address are located, the application may prompt the user for
direction. The user may choose to send the message without encryption, to
cancel the sending of the message, or to identify a particular certificate that

should be used for the encryption.

[0078] However, with respect to some known e-mail applications, if a
25 particular certificate to be used for the encryption has been specified (e.g. by a
user or the application) and an attempt is made to employ that particular
certificate to encrypt a message that the user intends to send to an individual, but
that certificate contains an e-mail address that does not maich the e-mail



shoul d be used for the encryption. [0078] However, with respect to sone
known e-mail applications, if a 25 particular certificate to be used for
the encryption has been specified (e.g. by a wuser or the application) and
an attenpt is nade to enploy that particular certificate to encrypt a

nmessage t hat intends to send to an individual,
certificate c%&n?mafp}%g&én e-mai | address that does not mat cg{vcﬁ%a%o”‘“ WO

2006/ 136001 PCT/ CA2005/ 001743 27 address to ,which the nessage is to be
sent, an error nessage. indicating an address m smatch would normally be
returned to the user. Depending on the configuration settings of the
application, the rressage m ght be neitheg7encrypted nor sent if an address
m smatch i s detected. [0079] AI so in sone instances, an attenpt nay be

made to enpl 0y, reifi nay, not contain an mall resses at
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i ndicating an_a woul nei t her % t_nor send the
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permt a nmessRgentiPahad@ess wiKagicHd fdledtegertificate that does not contain
an e-mail address that matches the e-mail address of the individual to

which the srege0T® s ARob& seme. inkRN8A, zﬁﬁﬁaﬁ@mﬂ'@h@ béqmdé%térﬁﬁ)lﬁﬁtaﬁs may
not contain an\é”.e {mlﬁt 15 addresses within the certificate at al but may
ot herwi se be SFHCEIRG! PP L1t £opipn a'%?ﬁ@a*h%%eﬁﬁseﬁc@l&/‘ﬁtthiﬁéﬁ%&Q@gcat?hl s

si tuation m ghtthdde SRaWGRY, €hd Rﬁowﬁ@tmhﬂi appic@BoNe hWuRr hmblaysd ERthpt a
time when no e-mail address data to be associated wt he certificate

hol der was prebhr deepsage torie aisel dilicaling anmaddess niué@atq’ne@nﬁnwwidmentbaat t he

certificate %nggmewtﬁ@ﬁqésggggr for exanple. If 20 subsequently, 'the
certificate holder wishes to add"  new e-mai|l address data to the

certificafe, [06803 CannbwdRrPHPRIFak @l@ufb&:o'ax %' H%Wbms r¥bBYtd ?@rrﬁ@té‘ in

the certificate, as the digital signature of certificate | ssuer

316 of FIG g)es\ﬁpgqa to be encrypted using a certificate that does not contain an e- mall
address that matches the e-mail address of the individual to which the message

is 1o be sent.

[0081] For example, some certificates may not contain any e-mail
15 addresses within the certificate at ali, but may otherwise be valid and capab!é of
“being used to encrypt messages. This situation might arise where the
certificates were originally issued at a time when no e-mail address data to be
associated with the certificate holder was provided, or where such data was not
required in order that the certificate be issued by the issuer, for exampie. If
20 subsequently, the certificate holder wishes to add new e-mail address data {0 the
certificate, this cannot be properly done by simply modifying the data in the
certificate, as the digital signature of the certificate issuer (e.g. 316 of FIG. 5) will
not verify successfully when the certificate is validated. lssuance of a new
certificate that would contain the new e-mail address or addresses would
25 typically be required.

{00821 | As a further example, if an e-mail address of a certificate holder is
contained within his or her certificate, but that e-mail address has changed since
the certificate was issued, the e-mail address data in the certificate cannot simply



not verify successfully when the certificate is validated. |Issuance of a
new certificate that would contain the new e-mai| address or addresses
would 25 typically be required. [0082] As a further exanple, if an e-nail
address of a certificate holder is contained within his or her

certificate, Wioo%;ﬁ%&)ée' mai | address has changed since %E‘?/.cﬁ?[{()%}e%&at e was
a y

i ssued, the a=mal ress data in the certificate cannot "sinp

2006/ 136001 PCT/ CA2005/ 001743 -28 be nodified to reflect the change.
Simlarly, if the individual w shes to use the sane certificate for
nmessages received at nultiple e-nmail addresses, additional e-nai

addr esses cannot sinply be appended to tB8-e-mmil address data in the
original certificate for the reasons explai ned above. |ssuance of a new

certificate tQ i r.Rar h hanged .or, added.e-mmi |, address data woul d
typical |y be P8l @83?’%@&.89[3@‘%@?9 e Stﬂ“'ff‘,”yeﬁgﬁ%li'?f’éﬁ?%a‘d’f's?%*%%? &8s and
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so that the certificate can be
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addr ess c%nt ined within the certificate. A new certificate incorporating

the additibndl MERYGE Hriceered Readdsdie-paili addiess dateomsuld tvpicsle s oad
aspect, the aslliifddonal nmessage addresses are saved in a data structure
that resides in a secure data store on the conputing device. 15 Wen a

message is t{oda3)encr ydekdingly, 8@BbdiRra of Y YIRS Ahal REthBdR AkLGU AT
certificate, the C(ﬁrtlfl ate can be properly | ocated by the nmessagi ng
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certificate include any nessage addresses contained W _
as i ssued (af¥figaie drqogepratng the additional message addresses need not be issued.

[0084]) . In one broad aspect, the additional message addresses are saved
in a data structure that resides in a secure data store on the computing device.

16 When a message is to be encrypted and sent to an individual using a particular
certificate, the certificate can be properly located by the messaging application
based on the address to which the message is to be sent and an address
mismatch would not be detected by the messaging application so long as the
address to which the message is to be sent ‘matches any of the message

20 addresses associated with the certificate. The message addresses considered
by the messaging' application to be associated with the certificate inc]ude-any
message addresses contained within the certificate as issued (also referred to
herein in the specification and claims as “primary message addresses”), as well
as any additional message addresses subsequently saved in the data structure

25 and associated with the certificate (also referred to herein in the specification and
claims as “secondary message addresses”).

[0085] In one embodiment, the secure data store is a key store or
certificate store on the computing device. The data structure containing



herein in the specification and clainms as "primry nessage addresses"), as
well as any additional nessage addresses subsequently saved in the data

structure 25 and associated with the certificate (also referred to herein
in the specification and clainms as "secondary nessage addresses"). [0085]

In one emodW%Gﬁsgﬂﬁg secure data store is a key store ﬁ{:ﬁagar&&f%%%ate
|

store on the''co devi ce. The data structure contai /136001
PCT/ CA2005/ 001743 -29 secondary nessage addresses associated with a
certificate is stored in the key store along with the certificate. [0086]
The data structure is linked with or can otherwi se contain a reference to
the certificate, so that the certificat@%ith which the secondary 5
nmessage addresses are associated can be identified. Alternatively, in
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the certifi Crg{gep@%épft}le[m@éﬁ%hgﬂ g'&?:tuf}@ aﬁrﬁg&g? o‘g‘é'p&r"ﬁ@“erﬁ'?és%%ﬁgh? ri zed
access tost hgedadge asdiessst hlzesgiotiatdry camibecitiontifiesof Alemetivhp! in caotiers, f or
exanple. I'n one 15 enbodinent, the securcﬁjédata st {e S a.(%l g aiﬂg%‘ for
whi ch aut hor $PRe#HIBIENGthe Recopdary Messagg A4S h@rﬁ’s&p@-%{) &
operations of.i Be Gaka t84&nedin ter @4ta. strucllire ewdith| residebdn Ire weeu@atiatast or e
may be password-protected, such that the wuser of. the conputing device

must input t#er&orrect password(s) before operations such as (i) saving
new secondary nessage addresses in the data 20 structure g}dl% modi fn%i ng
t he secondarfb%ksage Ia dof BBQWE CASES: RECRAPG S@E’?”&{?Mrnée,ssagﬁ gresseF i3
del et i ng1geCRIM N RIS BRI 7S SRTe8 Y &b kScurbaial@istors tanthsusamputingy be
performed. Dependi ng on the specific inplenentation, ,chertal r?

device, the secondary message addresses associated with a certificate may be

considered to be an integral part of the certificate itself.

[0088] The secure data store prevents unauthorized access to the data
stored therein, by malicious software applications, for example. In one
15 embodiment, the secure data store is a data store for which authorization of the
user is required to perform pre-specified operations on the data stored therein.
- For example, the secure data store may be passw_ord-_protected, such that the
user of the computing device must input the correct password(s) before
operations such as (i) saving new secondary message addresses in the data
20 structure, (ii) modifying the secondary message addresses in the data structure,
and/or (i) deleting secondary message addresses saved in the data structure,
may be performed. Depending on the specific implementation, qertain
operations, such as viewing the secondary message addresses currently saved
in a data structure for example, may not require the user to first input the correct

25 password(s) in order to be performed.
[0089] ééme known systems allow users to bind certificates with a specific

contact record associated with an individual. When a message is {o be
encrypted and sent to that individual, such known systems, however, will still



operations, such as view ng the secondary nmessage addresses currently saved
in a data structure for exanple, may not require the user to first input
the correct 25 password(s) in order to be performed. [0089] Sone known
systens allow users to bind certificates with a specific contact record

associ at ed W, 0@&*&@ vidual . When a nessage is to be Pf/rco%;o% Z d sent
i1l sti Jér136001

to that individ such known systens, however, will

PCT/ CA2005/ 001743 -30 typically require that the bound certificate contain
an e-nmai|l address that matches the e-nail address to which the nmessage is
to be sent. Furthernore, in contrast to the enbodi nents described herein
wher e nessage addresses are associ ated -@#Pth certificates and not
vice-versa, the known systens may be relatively | ess 5 secure since contact

records are t Lpnst unaut hori ze nmodi f i on to
the sanme ext gg;%:c%l E@ﬂéér ha?:Ehgealfoghggﬁeggf%gpep?oﬁ%ﬁlﬁgﬁ'mﬁé6‘36‘]95?%@t %P‘Ié?ﬁl on
provi ded by tthe eemad)dddlreasm whichlibe sysbags istote wﬁh@@ﬁhdﬁﬁ@éi Eﬁ@?rﬁr@%ﬁl ][1
ensures that n_cannot ma es to the gst o]

secondary rress g‘%&ﬁ @2@83 % i‘teé‘ﬂn q}ﬁﬁea“eéa?%fﬂ&fér BES 316 FFSORBRY t he
consent of thmtmemlﬂcéteé hadwmlwkmﬂﬁﬁbqewmhmidmglﬁ%dbgﬁ@hﬁv&? L&

systens anoxsj nmet hods, descr gd herein. al sq germt users of the computing

devi ce to 5elPEEYCsPBEE? fCiOE aCE e 9% 2re 1ot dyricalysryetestad agaibst spawinpriead

addresses wi tiodifiction Wite saie sake thircdMiReesatafis pRACleg nessages nore
efficient fromthe user's perspective, which can be particularly 15

advant ageous [mmg t he H@prdféeﬂ@ﬂ%ﬁr@wﬂ@@ 5y Wbb@iﬁwe‘#@é’ bF%eSWé”teﬁe% FhdTobi | e
user becones aware that the e-nmail address of

devi ce. For %&5‘% , e the
a particul af 3 fj? lcb sh?f81”d€PSLH8§ thakagwalicips @ﬁﬁ“f‘sﬁt'ﬁﬁl ETE@H NOPkE new
e-mai | .addr @ﬁénge% tbhBe listr s8EorRREPHIIAL) ?é@m%@%@ﬁﬁéﬁ%ﬁwﬂ‘ﬁéc{ﬁa’dﬁk@% W th

the certificate der's original certificate. An e-nali

messagi ng® apﬁ’l‘tf"%ﬁttﬁﬁﬁoﬁ‘%ﬂﬁﬁf threiseb Apiliei segIdivg levisan then enpl oy t he

certifcate MAHET o FHRCHGEIE: e Bdmasend mavodp descdbeceiptaNes made
to use a parpéesit Béers @F tHd cARink USSR BRIt specific certificates, and associate
user-specified addresses with them. This may make the process of sending
messages more efficient from the user's perspective, which can be particularly
15 advantageous when the user is operating a computing device such as a mobile
device. For example, once the user becomes aware that the e-mail address of a
particular certificate’s holder has changed, he can simply add the new e-mail
address to the list of secondary message addresses associated with the
certificate holder's original certificate. An e-mail or other messaging application
20 on the computing device can then employ the original certificate for encrypting
messages that are to be sent to the certificate holder at the new e-mail address.

[0092] If an attempt is made to use a particular certificate to encrypt a
message to be sent to the certificate holder at the new e-mail address, but the
new e-mail address is not contained in or associated with that cerlificate, an
25 address mismatch would be detected. Some known systems may be adapted to
prompt the user to manually search through a list of certificates in a certificate
store for a different cedtificate that might contain the new e-mail address, every
time the address to which a message is io be sent does not match an address
contained in the certificate. This process may be tedious and time-consuming,



nmessage to be sent to the certificate holder at the new e-mail address, but
the new e-nail address is not contained in or associated wth that
certificate, an 25 address m smatch woul d be detected. Sonme known systens
may be adapted to pronpt the user to manually search through a |ist of

certificateswdmsegidi ficate store for a different certihjGaiRebhBat mM ght
contain the new e-nmail address, every tine the address to which a nessage

is to be sent does hot match an address contained in the certificate. This
process may be tedious and tine-consum ng, WO 2006/ 136001 PCT/ CA2005/ 001743
-31 particularly on a conputing device sych as a nobile device. By all ow ng
a secondary nessage address to be associd@ted with a certificate, an
address m snmatch woul d not be detected where it is acceptable to use that

certificate i \ e [ hatmssiRo pdacy. NBS SAB@imddr ess
is not act uakﬁglcggggnﬁa?ﬁ%ﬁﬁ%ﬁfﬁi ﬂe\?%%%ggﬁ te}Sfi crgt_e. Accor di ng%%/ tn%g need
to perform aseeondaly massagd dddress ti Peeasseciatast withi @ Lestificats can \ASdISss

otherw se berrﬁﬁégt% W‘%Id Hof ﬁ? RE{ktted \svﬂelrekifbsd@éc%ﬁfdb%‘t&ﬁsé"fha@%@ﬁ%ﬁte to

m smat ch, can avol ded rn those cases. 093] These and ot her features of
vari ous enboenowmpt 8 mebsageowevie if deafcsédopdaiynmgpeatce pddiwsai i Mitt #ctv@ler ence

to FIG 7.. 10 [.00 [ , | . I i [ i
2 et hod 3t CquSBRtviTy e ittt il RRERERH b T Rdnshieps 110
ermbodi nent i Sesr’;ab\fm aﬁ@gemggbdarﬁﬂweﬁwﬂich Mortchahedsabe peribtrhed Bsigerenseo
various ste t ho : ave bee i . I

speci :‘Ji cati g .R'nggﬁﬂ“"m? ﬁ’é@ﬂg'aes&d@?m%ﬁ\vé@y%?gg%@%%@h"tsﬁé‘%g‘%%ps descri bed

may be 15 p madblé]ake ) e.hr e | L.cati.on: SR and
resi des on afdJcsg'Erputi n eagv?%%.ott%refﬁ%é@\égt%rg& F%M%PBQ'%%AIWW |(sB%an
appl i cati on dps@ipedimecatar dditaiplvigly refblencetd Fid.dat es stored in a key store
or certificate store on the conputing device. However, in variant

enbodi menitos, [GOSBIM ndsfaginggto BRI 7 catfiowchadrillustiading appeps daei methagyobe

programmed to performthe steps of th ZQ% d. € pTolelinn:t be

i mpl enent ed I"aﬁ&?ﬁﬂﬁpppmgs%?@?o g‘%ﬁf“f?‘?gwﬁgp Ir[i%%é{égo’ﬁsg%e(gﬁl ng. an %@2@ di ng

on the conpupbh@aiieus @®@0. Further details with respect to various steps of method 400
have been discussed above, in this specification.

[0095] In method 400; by way of example, the steps described may be

15 performed by a key store browser application that executes and resides on a
computing device. The key store browser application is an app!icatién
programmed to diéplay all certificates stored in a key store or certificate store on
the computing device. However, in variant embodiments, a PIM, messaging
application, or other application may be programmed to perform the steps of the

20 method. The method may also be implemented in multiple co-operating
applications executing and residing on the computing device.

'[0096] The computing device upon which an application performing the
steps of an embodiment of a method described herein executes and resides may

be, for example, a mobile device.

25 [0697} At step 410, a list of certificates currently in a key store on the
computing device (e.g. mobile device 100 of FIG. 1) is displayed to the user. The
key store may be a ceniral key store, or may be one of multiple key stores on the



'[ 0096] The conputing device upon which an application performng the

steps of an enbodi nent of a nethod described herein executes and resides
may be, for exanple, a nobile device. 25 [0097] At step 410, a list of
certificates currently in a key store on the conputing device (e.g. nobile

devi ce 100 of, is displayed to the user. The key r e a
central key s“t/(g%egf”%%mnny be one of nultiple key stores gﬁlnt%ﬁgo{)g@}/”}%

2006/ 136001 PCT/ CA200 5/0 01 743 32 conmputing device as selected by the
user, or as identified as a default key store based on the configuration
of the key store browser application. [0098] At step 420, input data is
received fromthe. user that identifies-8-specific certificate, as selected
by the user fromthe list displayed at step 410, 5, with which at | east

one or nore secondary pessage addresses (e.g. e-nmail  addr [ be
associ at ed. WPLB@Ed{qV&eeasa ?@%‘géﬁh%?ﬁ(ﬁ 88?? W%?d B'g a ‘5%?@@ %?@%y t he
user to facijddegtds thBeoReIraticTrTaRe Réy tbishrvepr apRalen.A certificate
typically contains one e-nmail address within the certificate itself, and

in some casqpodBy € t hap see42o, Mplt @sldriessceivBresometheruder tidh idddifesses
contained within the certificate are ref errﬁd t h&:ﬁi'n Iafﬁfrjgn;gar Y4 fESsage
addr esses. Swesifieegarificatatasssaiggiet Sy o8 Hsar Oﬂ’nﬁ‘ee-' IPPIANRY BLRIE and in

that cases tfhg, %ﬁ{iérLfait fi%ésﬁ Md br Mre haBnaay PEbsRe atessege (agdeamais.

associ ated therew th. [00100] A secondary nessage addfess may be copsi dered

to be any IBidiesseslis tedkr assedated. i’“@“ﬁéswtﬁﬁgﬁsé?éd”\ﬁnf'r?pﬁ%é‘?ﬂ Fcate
aiter he cogidifahs s usdss4atiabing Befomediarant e key store brouser

application 1s rmt a nessage address to be associated
with a certijhhggf © as 2 3¢ WoicdlBS 8898irRdBres 8-rAal Yaddredshavitmrs sage
address is rrgtbgﬁreadﬁ é:%pﬁ]i%rr%?yyprires age address, in order to pr event
unnecessary chuiifidataitéelih angionesive capes Mere Hian e eyaiaddress. FfeT&ldr ess
may be pegni ! SRQCHRNRCkNY LdHifeate drb ek t@Shetemesonsim
message i@idrée&scigses\?gnpﬁtgft%%g d%@lg@gté‘g gﬂtgceags e|}rs al ready, contai ﬁd ?f% t he
certificat e.message addresses. Some ceriificates may not contain any e-mail addresses,

and in that case, the certificate will not have any primary message addresses.

associated therewith.

100100} A secondary message address may be considered to be any
15 meséage address that is to be associated with a certificate after the certificate is
issued. In this embodiment, the key store browser application is programimed to
permit a message address to be associated with a certificate as a secondary
message address only if the message address is not already a primary message
address, in order to prevent unnecessary duplication. However, in variant
20 systems, a message address may be permitted to be associated with a certificate
as a secondary message address even if the message address is already

contained in the certificate.

[00101] At step 430, optionally, a list of the primary message addresses
associated with the certificate seiected at step 420 (e.g. the e-mail addresses
25 contained in the selected certificate) is displayed to the user. It will be
| understood that these primary message addresses generally cannot be modified
in any way without invalidating the signature of the issuer on the certificate (e.g.

316 of FIG. 5). '



[00101] At step 430, optionally, a list of the primary nessage addresses
associated with the certificate selected at step 420 (e.g. the e-mail
addresses 25 contained in the selected certificate) is displayed to the
user. It will be understood that these prinmary nessage addresses generally

cannot be. noqjh bRez6hdl any way without invalidating the g t he
i ssuer on the certil3f6i cate (e.g. 316 of FIG 5). WO 2006??8@%&6‘16%01%3

PCT/ CA2005/ 001743 -33 [00102] At step 440, optionally, a list of the
secondary nessage addresses «currently associated with the certificate
selected at step 420 is displayed to the wuser. The |list of secondary
nmessage addresses will initially be enpt§3mhen the certificate is first
i nported onto the handhel d. The user can add nessage 5 addresses to this

list, as desgp¢ bel u nalk i I -
del ete rressagbeb%r essgié\étfe Eg?'ﬁot ﬁgﬁqn%@f’ %’h\%% f %??%%t% E{)} %‘ﬁg%#? a%gé%f?] At
step 450, i nputrediit asseiated aiithdble fcedificatheclmtad shatepi4Binisi dispsysshie ther nor e
new secondar S t i M th . the certifil e
el'cotod a Lpdh 3B MEBNERNRRy (PetRof AR R RN AN 18 SREVOHERE
fields in 10 cetiifichtet isefinss émpoded oatwdhd yhandhald. adibé tusanadanmeds agessager esses
to be associated with, the certificat an provided,to receive the input
data. A dor AAPCeRy o i i ShpoaubRibaiie e Usgtodtabbssiiny st

di spl ayed, f aodior dblethmbbsagisaddresyes Sehethe fmmagﬁplmdwrsmm% to be
associated wwth the certificate. The |ist my be conposed from nessage

addr esses cofuEiodkd i Mtlsieis dB0 ainputrdataideceived dom teduderanatiessifigednen t he
user's "inbox" or_other ssage folder, for. exanple. [001 At step 460,
Uhe anpl i oo Poehs BhecpBiary Hkksaln Aitiestos e Aewtiathd Sl the qerigosts
associ at e negelgeiad agetepMie sEaexehiple, HAanpRerindel @alRg GRS drrhbedids inl f the

correct ssword i.s not received fromthe uyser, the request to associ ate
the 20 n n’\é’\ghcggg“eadlfteés%?'bsr?awq!lﬁ 2l tiopa é@?%?f‘ggerafjfjfﬁséﬁﬁ el% $edeni ed

at step 462asdRRIA5]wi ARE Weitficald dheBe 4gRvidelie i 9664101 the "TRPEAIRILa.
address(es) Alternatively, a list of selectable message addresses can be displayed, from
which the user may select message addresses to be associated with the
certificate. The list may be composed from message addresses contained in
15 contact records, or derived from messages in the user’'s “inbox” or other

message folder, for example.

[00104] At step 460, the application prompts for a password from the user,
required to associate new message addresses with the user-selected certificate.
If the correct password is not received from the user, the request to associate the

20 new message address(és) with the user-selected certificate Is denied at step
462.

[00105] | Otherwise, at step 470, the secondary message address(es)

identified by the input data received at step 450 is stored in a data structure such

that the user-selected certificate with which the secondary méssage addresses
25 are to be associated can be identified.

[00106] For example, the user-selected certificate and the secondary
message addresses associated therewith may be saved together in & data
object. A separate list of primary message addresses associated with a



identified by the input data received at step 450 is stored in a data
structure such that the user-selected certificate with which the secondary
nmessage addresses 25 are to be associated can be identified. [00106] For
exanpl e, the user-selected certificate and the secondary nessage addresses

associ at ed t R a4/ id9078Y be saved together in a data ob{ggg&fé@a@@ggr ate

list of primary nessage addresses associated with a WD 2

PCT/ CA2005/ 001743 -34 certificate, conposed of nmessage address data
extracted fromthe certificate, nmay also be created and stored [steps not
shown] with user-selected certificate in the data object, if desired. As a
further exanple, the secondary nessage -a@ddresses may be saved as a list or
in a table or array, which can include a 5 pointer or reference to the

associ at ed us c rit ondar ssage
addr esses for%nﬁgs%m (%%g e():ffe'lrnt% Q%fgce Ita gd%gg%ﬁ?a?%%@%ﬁea hfE)Od‘%t ﬁ%r e\%i%ﬁ{étehe
secondary nesaydlsedol ceséad aind sturée [stess nof sttonth] eaiht iddraaleted tértificsg@mon
data structur; r ht a p nlsaleto etermne which
speci fic secoﬁc}argyd)a\r%%ggez g(ﬁ?ﬁ@%@ Jl \a/f@rtﬁ ﬁxao{gg %%éacwc(aw WiSSAIG 0
speci fi ¢ cer taddressessmay thevavedbss antse s tip edtable Qﬁbﬁr@gswﬁ}éw éa@ﬂldcgubd%g& art

I n one enbodi nent,

t hat ot her vV nfigurations ar ossi ble. [001

both the secoo%(ﬁag{/%%eg@rfa eé%lh?ee%%’sc’ag%‘g “s?rh?!%fgé)éﬁﬁ'ﬁ@%ﬁeuslér&% 62345

certificate ahe seewmdhry mddiags ardeeds 606/ a¥dticidied %en#icét%cégrﬁbé'%ta@eét ore.
cted fromunauthorized 15 nodification. The

Data in the tor r ot
key store i slﬁ?%)tﬁ tr}eeg%qf\?gawf'B?S%atggrqqﬁj@e%ﬁﬁyforc@h?i a9s0giaded cetificatps

accordance Wiit ta bdsrhmo@WMdléTﬁi&fure npwvle8anat ok ea%pﬁl@ﬁlo%eﬁ é‘rt¥ dBtemfige
addr esses. For e}ﬁ , the key store data may be protec a user
password, sudf¢ iFt BRAONSAD] BRSeAge ddragses hayet bass a@@@iav@%wqthmmugh t he

user  prow dlsp@cmdﬂeeﬁiﬂéété‘a‘t IWE%@U@W%B@W ﬁég%%({% QI?EMh ftﬁtﬂgpother

addresses can 20 be added (at e.g. step 460 ore o
pr e- def i ned 86@‘?‘%&‘%"8@”@3‘3@ aferﬁﬂ?ﬁlbjﬁ ng and/or del eting secondary nessage

addr esses pr@/ ﬁly saved in the g store) can be perfornmed. As noted
earlier, thi é)‘lro ecti anoqghgmb@glr@wg{ ath the secondary message addresses and

the associated user-selected certificate are saved in the same key store, which is
a secure data store. Data in the key store is protected fr.om unauthorized
16 modification. The key store is typically reserved for storing only certificates, but
in accordance with this embodiment, now also stores the secondary message
addresses. For example, the key store data may be protected by a user
password, such that authorization of the user must be received {through the user
providing the correct password) before new secondary message addresses can
20 be added (at e.g. step 460), and/or before other pre~-defined operations (e.g.
modifying and/or deleting secondary message addresses previously saved in the
key store) can be performed. As noted earlier, this protection ensures that a
malicious application cannot make changes to the secondary message
addresses associated with a given certificate without the user’s consent.

25 [00108]) It will be understood that the secondary message addrésses and
the associated user-selected certificate may be stored in separate physical
components that collectively comprise a secure data store.

[00109] At step 480, optionally, a list of primary message addresses and an
updated list of secondary message addresses associated with the certificate



mal i ci ous application cannot make changes to the secondary nessage
addresses associated with a given certificate without the user's consent.
25 [00108] It will be understood that the secondary nessage addresses and
the associated. user-selected certificate may be stored in separate

hysical co hat col l ectively conprise a secure  dala,st05:53
I[000109] At sﬁgﬂﬁggﬁﬂ%pti onally, a list of primary nessage a cziresses and an

updated |ist of secondary nmessage addresses associated with the certificate
WD 2006/ 136001 PCT/ CA2005/ 001743 -35 selected at step 420 is displayed to
the user, By way of illustration only, a dialog box illustrating a |ist of
primary and secondary nessage addresses” #&sociated with a certificate is
shown in FIG 8, in one exenplary inplenmentation. [00110] In the exanple
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wth a cggtific match is found, this application can then wuse the
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| ocat ed d8rt YA 2{[&583#@0@ S Bt SARBIYY P8I SRGe 88%. s that oeeseagedeingnal |y,

as shown at sdntplodih s8BoRddTRI heSdaget BEHreBE SEADINRI endRld ©@hGOMheTRYnfR! SO
attenpt to verr{',ft(’y the digital signature on a nessage
certificate, and messages received from the secondary message address can be

decoded using the same certificate.

[00111] Subsequént!y, at step 490, an e-mail or other messaging

156 application is employed by a user to send an encrypted message to an individual.
This application can search the secure data store for a matching e-mail address,
as either a primary message address or a secondary message address that has
been associated with a certificate. If a match is found, this application can then
use the located certificate to encrypt the outgoing message.

20 [00112] Optionally, as shown at step 492, an e-mail or other messaging
application may also attempt to verify the digital signature on a message
received from an individual. This application can search the secure data store for
a matching e-mail address, as either a primary message address or a secondary
message address that has been associated with a certifica{e. If a match is

25 found, this application can then use the located certificate to verify the signature
on the received message. However, in other systems, different criteria would be
used to locate the correct certificate to verify the digital signature on a received
message, such as the serial number and issuer of the signing certificate; typically
provided with the signature information in the received message. A check for an



received froman individual. This application can search the secure data
store for a matching e-nmail address, as either a primry nessage address
or a secondary nessage address that has been associated with a
certificate. If a match is 25 found, this application can then use the

| ocat ed certw(%]%,@jﬁﬁoq verify the signature on the receiye A?"ﬁ"?’?‘ﬁ%'
0

However, in other systens, different criteria would be use ocate the
correct certificate to verify the digital signature on a received nessage,
such as the serial nunmber and issuer of the signing certificate, typically
provided with the signature information in the received nessage. A check
for an WD 2006/ 136001 PCT/ CA2005/ 001743 3€36 address ni snatch may be
performed after the signature is verified as an additional safety neasure,
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conmput er. The 3es ‘op conputer can then be synchronized with the conputing

devi ce or noly evi Ge, ssu t the secondary message,addresses and the

associ at ed c&*ﬁfa ?cat gﬁatp é U ?‘itjér]r@tegfsyggﬁ(i;@ggi %b%/“r?e SE%Q?UPE ”&eatb%gﬁog’r 8'e An

exanpl e of péifermett atdhe cempatingreatice.s Hiesuer ed wsiraht sebedrnee, depdbe 9.
ilLlustrating steps in a method of

[00114] Refefr.l t Qv 9,.a flowhart y ]

15 associ at i ﬁqgeltﬁrfkgjss@é}e ag%d?%@@@?dw%hacgmﬁ?i B8y ARdaint MthenedeRent s

shown gener atinpodisnefBOht ¢4 1ddrhe Noft tred sM3D My BeNpbasrmidl Mt HogbAkD

except tqgt g{%ﬂq?@t fllﬁlht% 4 t0 are Eﬁ(}rfort%ed at a desktop conputing device,

with the éxc f'of NELERNIAR GOMPHIRS FESKED PecHmshtanmgdauth e erippuing

|b apt op gevi _cm\gu:e ot hesbile alEples| @acrdwdtqge%lgcwh&é}ywﬁéé‘é&gb%d?@@e'sea%emece can
€ synchroni gs%o’cia?gcp gen #k?a% %pe L{t]i%a@é;ll)r/tsgsgd ?nrthe secure data store. An example

of this variant embodiment is described with reference to FIG. 9.

[00114) Referring to FIG. 9, a flowchart fllustrating steps in a method of
15 associating message addresses with certificates in another embodiment is
shown generally as 400b.

[00115] Method 400b is similar to method 400, except that steps 410 to 480
are performed at a desktop computing device, with the exception of step 470.
The desktop computing device may be a iaptop device or other computing device

20 with which the mobile device can be synchronized, depending on the particular
system implementation. As shown as step 470b, the secondary messége
addresses are stored with the associated certificate in a secure data store (e.g. a
key store) on the desktop computing device. The desktop computing device can
then subsequently be synchronized with the mobile device (e.g. via cradle 264 of

25 FIG. 4) at step 482, such that the secondary message addresses and certificate
data in the secure data store on the deskiop computing device are copied or
moved to a secure data store on the nﬁobile device. Steps 490 and 492‘ may also
be performed in method 400b.



system i npl enentati on. As shown as step 470b, the secondary nessage
addresses are stored with the associated certificate in a secure data store
(e.g. a key store) on the desktop computing device. The desktop conputing
device can then subsequently be synchronized with the nobile device (e.qg.

via cradl e 2o fthis/ZR0dT! G 4) at step 482, such that the sggpAdakMPRsSsage
addresses and certificate data in the secure data store on the desktop

conputing device are copied or noved to a secure data store on the nobile
device. Steps 490 and 492 may also be perforned in nmethod 400b. WO

2006/ 136001 PCT/ CA2005/ 001743 - 37 [001%&] In a variant enbodi nent, an
application on the nobile device or on ‘deskt op conputing device may be
adapted to autonatically associate a secondary nessage address with a

certificate, agadoh Hrhapild-BaR §©w§ﬁr
(e.g. LDAP sEf 01381 550 TR EEht éﬁ'%@m{eﬁt t, SIOREiRaRaCon tRrinapile o e i

addr ess at t r a bdeskiay QOHQJUBWS\FU@W W&yetbﬁr pdaptey @héu@wca@eﬁﬁé?c’ﬁ@f fers
f th |
romthe e- ‘ %Aoé%%g[ Eﬁﬁés%%?é 5«9&}%&}[ %@r&é& éd?ﬁfic@@’m%ﬂéﬁeél n&ﬁrééﬁlf &beis IN

this case, €ssS 0 P entry, which fers from the
e-nei | addr eds@riphded ibai ardDAR s¢eere.y. E[D/@satS@fveif s?séxqfr%l@t 43 bR thee -

10 [B0117P | RoedratBed el aRTiEE bt APl ey SROT P IndEoy BRELEART 00,

ion an I nt ended t hat
the term"| s&ivér beitfénst énbm ethedebnaxaoﬁiqdremes)emn@r@d vhethe idevererttadon i s

d bed p s
described ec EL0g G L SISO D Sl i L S cophllcpainderbim <
i nformation presnatadacesdialcaytatheasn the catificate,dé ernactee fonbine endly and

alternatively be re nted,_.n. other dis f or nat [00118] The st eps
of the met hoﬁ%s%%‘? é %%?'@%'Wt‘?rﬁ?ab'?cﬁpg éré%?sgggaggreégt abl e software

tr ansm s4BonlAVRE] meaila 1h¢ Gp T8 eFRERA BN Mo endE i PniRRE e, s,

regard to a pyMdekt"de ingitbRtedTBiiagly. HPoEERIMple! wheld :riﬁce?mmlderrstd@ednthgd

ﬁgézo\?ft ﬁg{]'t égggh&c}.?@aﬁ%ﬁk{' ‘ﬁgt",stgg gsthgfrmailvr?ortlbae lm:teadnto antr'tlgbigﬂorR\%? of &Y be
data representation. In particular, the information need not be displayed as a
column of entries, but may alternatively be represented in other display formats.

15 [00118] The steps of the methods described herein may be provided as
executable software instructions stored on computer-readable media, which may

include transmission-type media.

[00119] The invention has been described with regard to a number of
embodiments. However, it will be understood by persons skilled in the art that

20 other varianis and modifications may be made without departing from the scope
of the invention as defined in the claims appended hereto.



of the invention as defined in the clains appended hereto, 38 Cains: 1. A
nmet hod of associ ating nessage addresses with digital certificates, the

nmet hod conprising the steps of: receiving (420) first input data
identifying a user-selected 5 certificate, wherein the user-selected
certificate contains zero or nore pri maré nmessage addresses associ at ed
therewi th; receiving (450) second input ddBa identifying one or nore
secondary nessage addresses to be associated with the user-selected
certificate;Claisi0 associating the one or nore secondary nessage addresses
with the user-selected certificate, by saving (470) the one or re
secondary nﬁss‘gg@e;'&‘?f?e%fs@§s‘?ﬂa%{’%amﬁg%q% ressess withn gigigl ap%‘g&?ﬁ%&dm%

store on a |R&RbdcRMHIMNIIHEEMLEE of100) such that the user-sel ected
certificate with Whirﬂ®1r trﬁ% one gr more secondary nmessage addresses are 15

associ ated is identifiabl eregeivifige (42@hdicstoinpal aiata lidehtifyirera csepseksictay
the step.of storing.the user-selected certjifjcate ipn the,secure data store
on the |Beal  comSariieg et e 166 UsspSelecth Caaiicale FONFIs 9° RhdPare,

the user-sel ect egrigdrlirhésige dfdroboELHsddtiatBa thedlwnst ructure. 4. The
met hod of any one of the preceding clains, further conprising the step of

encrypting a message (490) regeidinghetafhesecicedimd datet idenghtirg okige peimokehe

the primary or Seeendidy Meetdds TARPAG o 4R B5SFRle VR il Y- SERCL

user-sel ected ceettificetatadd 39 5. The nethod of any one of the preceding
cl ai ns, (iurt her conprising the step of wverifying (492) the digital
si gnat ut® on a nessage rec@svedating e Anenae MalEt $FOOREaNY SSS3EE 4B gSses

certificate, whepghn thhe dEssag8cadderiRat, bhessAREe47EPTHENLEE or more
secondary message addresses in a data structure residing in a secure data
store on a local computing device (100) such that the user-selected
certificate with which the one or more secondary message addresses are
15 associated is identifiable.

2. The method of claim 1, further comprising the step of storing the user-selected

certificate in the secure data store on the local computing device (100).

20 3. The method of claim 2, wherein the user-selected certificate is stored in the

data structure.

4. The method of any one of the preceding claims, further comprising the step of
encrypting a message (490) with the user-selected certificate, wherein the
25 message address to which the message is to be sent matches any one of the
primary or secondary message addresses associated with the user-selected

certificate.



the nessage is received matches any one of the primary or secondary nessage
5 addresses associated with the user-selected certificate. 6. The nmethod of
any one of the preceding clains, wherein the secure data store is a data
store for which a step of receiving authorization is required before any
one or nore of the steps selected fromthe follow ng group is perforned: 10
savi ng one or nore new secondary nessage &8dresses in the data structure;
nodi fyi ng one or nore secondary nessage addresses saved in the data

structure; @dTbe rdethetii dfargnenebf Y BrexeeMifabmMITEERASECANBISHEaRe SWSEf I N
15 the data structure. 7. The nethod of claim®6, wherein the secure data

store is pro€E&iRE (H9R)dhe|digitdl signmuisaer Ronassagrfeoeied Homhd sepaen with the

i ved wh » i Lnput .
ot hod of o beiegletted FaRcIRT MRTEHOAE oS aat BRitdds, oY ey Frond Mhicn
(480) a |i sthefmemsagedargceredagatchddrassese saved piimdrher datansganudesssge 9.

The net hpod of, any one of.th eding clains, further conprising the step
of 25 d$Sp|a§§iir$%’ie§@f(§530§tkp$gﬂ1§ﬁeé@ﬁ?—i&‘»ﬁle@gqr@ger{uﬁg@ﬁe,mi ch the user-sel ected
certificate is identified prior to the step of receiving first input data.

10. The method of any one of the preceding clains, further conprising the
step of di $pl Bye n@et%lad@f anyldret ofdhemresedjeg adalimss sweréindhewaicare tat stoee or

nore 30 se d sage resses s identified prior. to the, st of
focei ving sobrdpth TRES R Sy SR of Reds™ilo bt Gi2Enp s iBabiSe e ny
precedi ng clakend makesiths siéps sélctRel 56 PRRcllowing Tgﬁ'@&@@pé’ﬁ@mﬁ)@i:f ormed at
a nobile device (100). 12. The nethod of any one of clains 1 to 10, wherein

at | eastOsome of the steps Sagingf opdOMBBIIQY Sepenfannaessage arkiReess in

conput er (262a, 262b), andtﬁ@%ﬁ,j &tru&[]pe,mst hod further conprises the step
of synchroni zi ng the desktop” conputer ™
modifying one or more secondary message addresses saved

in the data structure; and/or
deleting one or more secondary message addresses saved in
15 the data structure.

7. The method of claim 6, wherein the secure data store is protected by at least
one password, such that authorization is received when the at least one password
is correctly input.

20
8. The method of claim 6 or claim 7, further comprising the step of displaying

(480) a list of secondary message addresses saved in the data structure.

9. The method of any one of the preceding claims, further comprising the step of
25 displaying (410) a list of certificates from which the user-selected certificate is

identified prior to the step of receiving first input data.

10.The method of any one of the preceding claims, further comprising the step of
displaying (440) a list of message addresses from which the one or more

30 secondary message addresses is identified prior to the step of receiving second
input data.



(262a, 262b) with a nobile device (100) so that the one or nore secondary
nmessage addresses is saved in the data structure residing in the secure
data store on the nobile device (100). 10 13. The nmethod of any one of the
precedi ng clains, wherein the second input data is provided as user input.
14. The method of any one of clains 1 to 12, wherein the second input data
is 15 extracted froman LDAP record. 15. 4B conputer-readabl e nedi um upon
which a plurality of instructions are stored, the instructions for causing

a conputing evirag rhetheer 60amy anBBdMed Heceqingl ABM, WiREheirPae dAfththReps of
preceding clains. 20 16. A nobile device (100) conprising processing nmeans
adapt ed to ithpiestbad argperforeedtad gsnebiledagichddOBs cl ai ned in any one of
claims 1 to 14. 17. A system for associating nessage addresses with digital
certificates 25 identified by a user of a nobile device, and wherein the

syst em conpriizse$ha metbsl tafpinyomruibeelagng 1t ve1 Oobhéiviayicest someesitiabl teps
t hereto, _and \ggerei n the desktop conputer conprises géocessi ng neans

adapt ed Po: o @irU@t_hPidr%fie PRPRAMe A 4 dentiPpyiargreenddpiact@tlegnd wherein
certificategpg Vméfh%'d”gfrm:érL&ﬁﬁbﬁé@&%@%ﬁ%ﬁs&hﬁﬁL&\iﬁﬂgttﬁbnée&%ﬁ mper

primary 30 nessage addresses associ at W recel ve second I nput
dat a identi {262a 862bpwithaemebiendaviye (1665 agettaddithesses dronuee assmeidaned

ith th -sel ect tificate; 4 late the .
message. addlSLSEOe I SRRES U SPVeR) Botiey 85T oLt dosBy s B i BR G r

nor e secondafdte drEGRAEBHACIEEREEEF00) a first data structure such that the
user-selected certificate wth which the one or nore secondary nessage

add_ressé% are 5 associated is identifiable; and synchronize with the
mobi | e devi 8. SPhd pﬁéthbgeofogﬁy he"® fre preceding claims, wherein the second input

data is provided as user input.

14. The method of any one of claims 1 to 12, wherein the second input data is
15  extracted from an LDAP record.

15. A computer-readable medium upon which a plurality of instructions are
stored, the instructions for causing a computing device to perform a methed as
claimed in any one of the preceding claims.

20
16. A mobile device (100) comprising processing means adapted to implement

all the steps of a method as claimed in any one of claims 1 to 14,

17. A system for associating message addresses with digital certificates
25 identified by a user of a mobile device, and wherein the system comprises a
desktop computer and the mobile device connectable thereto, and wherein the

desktop computer comprises processing means adapted to:
receive first input data identifying a user-selected certificate,
wherein the user-selected certificate contains zero or more primary

30 message addresses associated therewith;

receive second input data identifying one or more secondary

message addresses to be associated with the user-selected certificate;



secondary nessage addresses identified by the second input data is copied
fromthe first data structure and saved in a second data structure

residing in a secure data store on the nobile device. 10 18. The system of
claim17, wherein the processing nmeans is further adapted to store the
user-sel ected certificate in the secure data store on the nobil e device.

19. The system of claim 18, wherein the pfdcessing neans is further adapted
to 15 store the user-selected certificate in the second data structure. 20.
The system of claim 17, wheassoniatdeherooessi mgrasaesndanf mdssaye aaldgreedes o

Seour e dat a St o SVGh 1 &SREBE GO FPER PR | o S8Y RGN HBNPRPrY SIEB. SHOTSEry
ot 1o 15" oo SRR 058 SRTRILARNS St Shal g L BRten

deskt op conput ercertificate with which the one or more secondary message addresses are

5 associated is identifiable; and

synchronize with the mobile device so that the one or more

secondary message addresses identified by the second input data is

copied from the first data structure and saved in a second data structure

residing in a secure data store on the mobile device.
10
18. The system of claim 17, wherein the processing means is further adapted to

siore the user-selected certificate in the secure data store on the mobile device.

19. The system of claim 18, wherein the processing means is further adapted to

15  store the user-selected certificate in the second data structure.

20. The system of claim 17, wherein the processing means is further adapted to
copy the user-selected certificate from the desktop computing device to the
secure data store on the mobile device in the synchronizing step.

20
21. The method of claim 1, wherein the local computing device is a mobile device.

22. The method of claim 1, wherein the local computing device is a desktop

computer.



