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-1- - METHOD AND SYSTEM FOR PREVENTI N& fa 11
UNAUTHORI ZED ACCESS TO A COMPUTER PROGRAM oy £ 0 .
Backgr ound The present disclosure relates generatily ‘to*
conput ers and conput er prograns, and, nore specifically, to a
system and nethod for preventing prograns from being run under a
debugger utility program 5 A conputer programthat is

stored inside a conmputer often contains many prot ectabl e

intellectual properties. Certain ones of these properties are readily
protectabl e through copyright and/or patent |aws. However, others of these
properties are protectable as trade secrets, and therefore require the

ut nost | evel of security to prevent unauthorized use or access.
10 Preventing unaut hori zed use or access of a particular
pr ogram becones difficult once the programis attained by a user

who is not subject to softwaMETHODEANPSYSTEM FOR PREVENTENGf or ns  of

protection. For exanpl e UNAUWDHORIZED RICGRSSTEO & €OMPUTER RROGHA on
a conputer by the computer's manufacturer and contain many trade secrets of

t he manuf acturer. Typically, only the executable (.exe) portion
of the programis 15 install ed, thBaeksroeadpi ng the source code from

the user. Further, the .exe rti on of the programis often
encrypted. For oxanpl Lo S0P} S5 aies eRRE e PP ard Conputer e
I nc. of Brown Deerograihs, and)mpregeeafcallsto asysterpand method fortpheyeptinggiregrams

t hereby encrypti %mit in Brﬁgde?'ra%ﬁfs rd—tjﬁwever t hi s does not prevent a user
ni

from ru 6ngt € pro ramggﬁroug plé)gEPérbugger utility program The

debugger uSility 20 A computprmegramthatiesorell énsilermronputesoffrnaemgigomaoper at e
exeouti on or ) unb g ieRE e pronertes, CABLE SN BES0 IrdfeciEERAMy 0 1 0P
interval s. For t pestechddde thfoughaopytieht andéor patentdsws rHoveyer etharspEN®seUM
properties are protectable as trade secrets, and therefore require the utmost level of
security to prevent unauthorized use or access.
10 Preventing unauthorized use or access of a particular program becomes
difficult once the program is attained by a user who is not subject to software licenses
or other forms of protection. For example, diagnostic programs are often installed on
a computer by the computer’s manufacturer and contain many trade secrets of the
manufacturer. Typically, only the executable (.exe) portion of the program is
15 installed, thereby keeping the source code from the user. Further, the .exe portion of
the program is often encrypted. For example, a utility program PKLITE from
PKWARE, Inc. of Brown Deer, WI, compresses the .exe portion of the program,
thereby encrypting it in the process. However, this does not prevent a user from
running the program through a debugger utility program. The debugger utility
20 program makes the computer’s processor operate in a suspended execution mode
which causes the processor to stop execution or jump to another routine at certain,
predefined intervals. For the sake of example, the processor may be a PENTIUM
processor, as produced by Intel, Corp. of Santa Clara, CA, and examples of suspended
execution modes include a debug and a single-step operating mode, all of which are



| probeséor, as produced by Intel, Corp. of Santa Cara, CA, and exanples of

suspended execution nodes include a debug and a single-step
operating node, all of which are

- 2- ‘ described in greater detail in the | NTEL ARCH TECTURE
SOFTWARE DEVELOPER S MANUAL, Vols. 1.3, 1997, provided by Intel
Cor poration, which is hereby incorporated by reference. By using

t he debugger program the user can vvrongf'@i'ly access the
program thereby accessing the trade secrets stored therein. 5
Therefore, what i;s needed is a system and nethod that woul d&revent

unaut hori zed acc8esribed i gpategdaiail insthe ANIBL ABCRIRET URE BORTHARE BEVELPRER Spr ogr am

Sunmary MANUAL, Vols. 1.9, 199% RedVRR b ItaICRrpdRhtial #B%h ishefeb§ ¥ith
met hod for preve rogram from bei ng run under a debugger

ting a : p
utility program by Fﬁq%rﬁ%weﬁﬁaapmdsb%g&@mmm.ﬁhs&fqrﬁen BFeREaUIE ascesithe
program are st or @ebgfiin, dhétabychcesiiN@the krade SQFERItSed EHesdiRM - The

conmput er system has rocessor for ruynning both the software program and
t he rout i nng'E’ﬁ%Mesw%aéb‘a‘k?F@dd? a %gﬁ"hﬂ‘;r}@e&?fi éagﬁ%‘é%é‘ﬁ‘tex ecution

nmode. The routi N@nauthorized accef3loEY RS BRithRuLR & delRgeR WSilityprédtemsof t war e
program such as when the processor is running in the suspended

execution node under a debugger utility program Wen 15 t he processor
is running the software program the prcgumiaean initiate execution of

the routine. Once initiated he rout.ine checks certain predeterm ned
nenory Iocaﬁ“i%??"?%t Ft@rwvﬁ‘g&i‘?aF’Esgﬁ“%a’ia)dp’g?t&?ﬁ?’épﬁ%ﬁe e &suspended
execution node aptbgrdm fom being run under Stebpgget hélifyrpregsnoin dneembedinientiai Nng t o
run the sgétware nbodi nment menory

rogra | n_Qne th
[ ocation 18 an i FSPF GBY * FUGTECE RPFGP o oisd of o Bard s gt Elafpter it
i ndi cat es whet hefTharymputendgpiomritas a pressér farrencioghuthltye softedre program and the
debug oper ating (RYes ., A8 AldIoNeAhe 1T 0%, L0 A5 GRSCHSscl . AYLRET uPt
register to etermne 11 11T ~poln 0 any ot her program or
routine. If so, prezents heaythwizedanoess tosthe software progiaimk ehop as when thg provesiohisg
mode and the r oupife, ShepSsusHedil GEQTSH molid GiBef 2 LB ik brogram. When [ UN
the original pr og}r amgsil n ano er en‘{q)logl ment, t ﬁe el rr;/h%lh})ygpat%%n' i's a fl ag
15 e processor is running the software program, the program can initiate execution of
the routine. Once initiated, the routine checks a certain predetermined memory
location to determine if it is operating in the suspended execution mode and if so,
stops the processor from continuing to run the software program.
In one embodiment, the memory location is an interrupt register of the
20 processor, which indicates whether any breakpoints, which are commonly used in
debug operating modes, are being used. The routine checks the interrupt register to
determine if it points to any other program or routine. If so, then the processoris
likely running in debug mode and the routine stops the processor from continuing to
run the original program. In another embodiment, the memory location is a flag
25 register of the processor, which indicates whether other operating modes of the
processor. In this embodiment, the routine checks the flag register to determine if it
indicates a single-step mode of operation for the processor. If so, the routine stops

the processor from continuing to run the program.



25 . register of the processor, which indicates whether other
operati ng nodes of the processor. In this enbodi nent, the routine
checks the flag register to determne if it i ndicates a

si ngl e-step node of operation for the processor. If-so, the routine stops

t he processor fromcontinuing to run the program

- 3- Brieg-Description of the Draw ngs
Fig. 1 is a block diagramof a conputer for inplenmenting one enbodi nent.
Fig. 2 is a flowchart of a routine to be run by the conputer of Fig. 1.
Det ai | ed Description of the PrefBidfég b BEtHe ving Referring

to Fig. 1, the ref 10 desi gnates. a h
sgvelrgl conpoﬁe;?s?r?‘ﬁgﬁdaiaﬁg gfha?@a’s a&%g‘ﬁgg@g%pggg egmz\iﬂ\{’ib?i%mﬁn%ard

di sk drive Fig®, is afidwahdrt sfyxputinsts bd vy the codgntér of Pigphinent i s
capabl e of conmunication with t he processor 12, as graphically
represented by a general bus 20. In the present exanpl e, the

processor 12 is runni ng DDStdipeDdscriptionif eie Peeferred Auilmdidest by 10

M crosof t rp. of R nd .1, is.understood,. however, that the
computer 18 SRR 0% b P BT R ¢ obar bV
representative ofevesahyonsfiohémss, ém:ludﬁquﬂskeasf one processor 12, Baivpl4;, e bsrdalisit drive
conponents and that, e e

types of operati ng systé)!ﬁ%, I'nc u ?ngg"\%cgﬁg% uy%ﬁa‘{?@b%womqg‘%"&&? ?r om

M crosof t the pre@essor 12| Bs graphically representefiiy apenreldnis £0.11 thmmemes a
plurality of reg &S 2 and a
FLAG regi ster 24b }ﬁé thér‘g& Jeé’s?f' f%e?‘?he lflgt er gg }itmgﬂ'smg cg%erea%% lﬁhﬁa b;

PENTI UM ah® PENTMiswpsoft Gorm eEReslorond, Vb@t Itds wnderstgodrlemever @ab@emmméerrlﬁt ive of

simlar register r rs
The registers bt ﬂﬁﬁ?&tb&&“pﬁr}%ﬂ rm‘?éésxé P‘%é'gahg @EQE_‘( !% F)‘?'ECT URE

SOFTWARE DEVEL OPfRepgtergand componegiaaof that BRTis mezely aqpr@awhtfeé Waph @gprﬁgp at ed

by reference andiypbd éHapéritiddgEtems, including WHRRHE hREWiRRYE bt lalsd rbhavientoft
processor operatb ‘%Drmdes i ncl udi ng a hormal node, a debug node,

and a single-ste
15 The processor 12 includes a plurality of registers, including an INTERRUPT

register 22 and a FLAG register 24. The names of the registers 22, 24 relate to the
PENTIUM and PENTIUM II processors, but are only meant to be illustrative of
similar registers on practically all models and/or brands of processors. The registers
22, 24 are also described in the INTEL ARCHITECTURE SOFTWARE DEVELOPER'S

20 MANUAL, which has already been incorporated by reference and which further
describes several different processor operating modes, including a normal mode, a

debug mode, and a single-step mode.
Stored on the hard drive 16 is a program executable (.exe) file 26. The
program 26 is currently compressed and encrypted using a conventional utility such
25 as PKLITE, described in greater detail above. Since the program 26 is encrypted, a
user can not simply read the hard disk 16 to access and decompile the program.
Conventionally, however, the user would be able to load the program 26 into RAM 14
and run the program with the processor 12 using a debug utility program (not
shown). By so doing, the user could learn each line of code in the program 26 and
30 decompile the program, thereby attaining unauthorized access to the program.



Stored on the hard drive 16 is a program executable (.exe) file 26. The
program 26 is currently conpressed and encrypted using a conventi onal

utility such 25 as PKLITE, described in greater detail above. Since
the program 26 is encrypted, a user can not sinply read the hard
di sk 16 to access and deconpil e the prograt- Conventional ly,

however, the user would be able to | oad the program 26 into RAM 14

and run the programw th the processor 12 using a debug utility program
(not shown). By so doing, the user could |l earn each |line of code
in the program 26 andrafkring to Fig. 28 ¢AMRE 160, WARKRS A6Y RbRed bR BeYa &bt #,ni N9
unaut hori zed access to the program ] N

-4- prevents the yses feerp rysgingdhepiggram 26:nsingthe febug gblitygiemami s al so
stored on the hanmfediogkand 86 launches the routin i 6V &R ing ihi8) dpefitioh bOKe pHBRIY t he
program 26 usi nngthhe aegoug utility pr ogtr am .~ ... The program 26

| aunches the routlPpEPIBETdhe 2keoferrmplaltheuting 1¢0ds ar inifiglizg repjingsit being
Therefore, 5for t hadsasad, Bbwe¥a btk ehe rbitene 100 Hap e +0at shyditnd thé blogtah?®s is
routine, it being .5 under st ood, however, that the routine 100 may
be run at any ti %@“Fﬁ?cb%gr am 26 is bei ng execut ed.

At step 102, the routAngeplidd, thbenkiae L00cheadgitlsd repisters?22, 24, Utilsg thg Litee | nt el

PENTI UM pr ocesso e di scussed above, .specifi I PT regi ster
2 " RN oisPC e o oo o s BRI peie £ a
Regi ster. At st efs dDéhugRagister 7 atidihe FDAGI ragst&OR) id eh BFDAGRegisteet Atsted 104, tr ap
flag (TF) ,9f the EFLAG i,ster. 24 i ool | LS. set .

i ndicatin 8si ngl g-lesrt‘)g neﬁ@gg?tef%&esr‘ th%lf‘ﬁébefﬁ@ tillae% @E)t %ﬁ%%%glﬁ%%ﬁﬁs’?fﬁém
program 26 at st eg. IO iskét, ficatingeingterstepexeleythe ooutine 0@ balés dxecudipe pf thO 8,
where the ] Lne I i g (INT
3) of the | NTERRBES’T"M% ét@ﬁpﬁg&egﬁﬁ%&%&ﬁéﬁ&ﬁ?g?"t‘z%g"rsﬁ}%ﬁ%&%ﬁrg P% a
routi ne such as aoubinedRpdrtermines edpteitbsbreskpoint flag (INZPY bfthe ENTRRRIEET whi ch i s
often used by a M Aok -al : :
Tnstruct fon 1 RETEL o L RE i ipolRte RN, Rl af EbMRpintensepion o1 eq.
If INT 3 15 handlgrgppiing, vhichispftpmased bz & dehvecrosam: ¢ dhmpreoptaing ebwmi on

proceeds to stepigk@Q KRaSeREPShich means that no 3RY Broglah @ rohiBd is EXRBE U TNT 3
proceeds to step 110 where the routine 100 returns

! . cont r.ol
the program 26, RAPEHO ARTDFGELIR %é@&%%%@@t‘mp%ﬁwﬁﬁptlﬂ%g%’lbed
registers 22, 24ahdvBeOtipiikd)exet@ibnknerasiswhstbier0 wherdtHe rbitene 00 cRmmOr 12 is

to

OPErating o ier soutra bl HSBUE M0En HISLSPHoBLE SHAY B iGeRggham 26 from
20 registers 22, 24, the routine 100 knows whether or not the processor 12 is operating

in a debug mode, thereby preventing the program 26 from being run under a
debugger utility program.
Although illustrative embodiments have been shown and described, a latitude
of modification, change and substitution is intended in the foregoing disclosure, and
25 in certain instances, some features will be employed without a corresponding use of
other features. For examplé, the routine 100 may be called repeatedly by the
program 26, thereby further ensuring that the program is not being run by a
debugger. Furthermore, the program 26 and routine 100 may be stored at different
locations, additional or alternative registers, flags, or memory devices may be
30 checked and additional error handling routines may be added to the illustrative

embodiment without altering its scope. Accordingly, it is appropriate that the



debugger utility program Al t hough illustrative

enbodi nents have been shown and described, a |atitude of

nodi fication, change and substitution is intended in the foregoing

di scl osure, and 25 in certain instances, sonme features wll be

enpl oyed wi t hout a correspondi ng use of ot her features. For
exanpl e, the routine 100 nay be called repeatedly by the program
26, thereby further ensuring that the programis not being run by a
debugger. Furthernore, the program 26 and routine 100 nmay be stored at

di fferent | ocations, additional or alternative registers, flags,
or nmenory devices may be 30 checkegy_and addi tional error handling
routi nes nmay be added to the illustrative enbodi ment w t hout
altering its scope. Accordingly, it is appropriate that the

- 5- appended cl ai ns be construed broadly and in a manner consistent with
the scope of dppendedhirhs biconstrued broadly and in a manner consistent with the scope of

the invention.



Cl ai s WHAT IS CLAIMED IS: 1 1. A conput er
conprising: 2 at | east one processor for running a software
program the processor capable 3 of operating in a suspended
execution node and having a first nenory |ocation that 4 i ndi cat es
whet her the processor is currently operating in the suspended execution
node; 6 a storage device aggessi bl e by tl’l

a routine located in the storage device; 8 lﬂlmmmﬂﬂ"[mgmt he
processor is running the software program the programifs <9t " scapable
of initiating the routine; and 10 wherein, once initiated,
the routine checks the first nenory | ocabiagMSto 11 determ ne if the
processor is in the suspended execution node and if so, stops the 12
processor from contl I’IUI to run the software program 1 2.
The conput er of VG4 Bilf:the first nenory location is an 2

interrupt fregister Ojf thgc%ﬁ%ﬁ&&rpnsmg 3. The conmputer of
claiml1 wherein the first nmenory | ocation is_ a flag 2 regi ster of the

processor.? 1 at least one PBPCeSSWf%“&’é‘ﬁﬁ&?%‘f’aféﬂ“%raé’i‘ HPa PRRFRETOE £#PaPlge

processor 3 urt hefopef@nddeSs@pehded execut®BGRUAL aﬂ&mmb d ﬁ’t@ﬁinle&iﬂry l6cagord fhabt
menory | ocation, bein n |n errug regi ster and econd nenory
&3 A & D?\%g

| ocation being Pde st proc B °8‘?rﬁftﬂ’é5mcﬁ‘e THTReRGY exgeution

regi sters smy |ﬂﬁa§;ate whet her the processor is currently operating in the

o m T wibrein the STRPENURCETBEHI BIRBRESTHL " debug mode
7 a routine located in the storage device;
8 wherein, when the processor is running the software program, the program is
9 capable of initiating the routine; and
10 wherein, once initiated, the routine checks the first memory location to
11 determine if the processor is in the suspended execution mode and if so, stops the
12 processor from continuing to run the software program.
2. The computer of claim 1 wherein the first memory location is an
2 interrupt register of the processor.
1 3. The computer of claim 1 wherein the first memory location is a flag
2 register of the processor.
1 4, The computer of claim 1 wherein the processor further includes a
2 second memory location, the first memory location being an interrupt register and
3 the second memory location being a flag register, and wherein either of the two
4 registers may indicate whether the processor is currently operating in the suspended
5 execution mode.

I 5. The computer of claim 1 wherein the suspended execution mode is a

o

debug mode.



1 ' 6. The conputer of claim1 wherein the suspended
execution node is a 2 si ngl e- st ep node. 1 7. The
conputer of claim1l wherein, if the routine determ nes that the 2

processor is in not in the suspended execution node, the r
execution to 3 t he software program 1 ﬁ“‘ i“lm ”m\
conputer of claim1 wherein the storage device is a har

9. The conputer of claim 1l wherein the st'orage device |s a floppy disk.
1 10. The conputer of claim1l wherein the storage device is
random access 2 menory. 1 11. A nmet hod for preventing
a user fromrunning a programon a processor 2 operating in a
suspended éxecution fiode, Thetrempeethddlaio dpwhiessimthe shepended psecufion rode is a

checki ng azflrsguﬂﬁée ghdd ned nenory |ocation; 4 determ ni ng
if the first nmenory location calls another routine; and 5 i f

so, stopping the processor fromcontinuing to run the program

12. The gethod of gl ai m‘h:Ucox;lHﬁtEmrclaﬁf?Wﬂegiﬁlgﬁthgrouh e determines tha@ cking a
second predeterm ned nenory |ocation; 8e termning it the

second nenmdry | @é%{eﬁseﬁlsmmteaﬂessuapegmp@ean B0 Hg ronting returns exma@n tof

operation Bor thge HAXEESHS %.mmand 5 if so, stopping the
processor fromcontinuing to run the program

1 8. The computer of claim 1 wherein the storage device is a hard disk.

1 9. The computer of claim 1 wherein the storage device is a floppy disk.

10.  The computer of claim 1 wherein the storage device is random access

2 memory.

I 11. A method for preventing a user from running a program on a processor
2 operating in a suspended execution mode, the method comprising the steps of:

3 checking a first predetermined memory location;

4 determining if the first memory location calls another routine; and

5 if so, stopping the processor from continuing to run the program.

12.  The method of claim 11 further comprising:
checking a second predetermined memory location;
determining if the second memory location indicates a suspended execution

mode of operation for the processor; and

D AW N

if so, stopping the processor from continuing to run the program.

[y

13.  The method of claim 11 wherein the first memory location is an

2 interrupt register of the processor.



1 | 13. The nethod of claim 11l wherein the first nenory | ocation

Is an 2 interrupt register of the processor.
- 8- 1 14. The met hod of claim 12 vvher
| ocation is an 2 I nterrupt reglster of the proc Ml cII,HE Hm:’)l
menory location is a flag register gf t he proce
15. The nmethod of claim 11 wherein the stSpended execution m)de of
operation is a single-step node. 1 16. The net hod of cI aim
12 wherein the suspended execution node of 2 operation is a debug
node. 11 14.17.Themtmmrdanfmwmanamﬁmgnanmmmandmm unni ng a
programon @ prog.&gls[gt ) ne. d
conpri si ng: b regxster of thé)ﬁ)?ge"élstokﬁg% € ﬁgc%%‘ gﬁag&:&s E ﬁeégteﬁenory
| ocation; 2 Ofﬂwlﬂmwﬂmbans for determining if the first nmenory | ocation
indicates that the 5 processor is operating in a suspended execution
node; and 6 neans resPonS| ve to determning that the first
menory | ocalion i ndi cttes Thp@ethpd of claimslistherie thessuesrendedryequbidempderof st oppi ng
the processpr frgpar&Qét isa4in gﬁ st 4@, the 8 pr ogr am 1
18. The device of claim17 further conprising: 2 means for
checki ng a second predeterm ned nenory | ocation;

1 16.  The method of claim 12 wherein the suspended execution mode of

2 operation is a debug mode.

1 17. A device for preventing a user from running a program on a procesgor

2 operating in debug mode, the device comprising:

3 means for checking a first predetermined memory location;

4 means for determining if the first memory location indicates that the

5 processor is operating in a suspended execution mode; and

6 means responsive to determining that the first memory location indicates the

7 suspended execution mode for stopping the processor from continuing to run the

8 program.

18.  The device of claim 17 further comprising:

means for checking a second predetermined memory location;

means for determining if the second memory location points to another
routine; and

means responsive to determining that the second memory location points to

AN W pBWON e

another routine for stopping the processor from continuing to run the program.

oy

19.  The device of claim 17 wherein the first memory location is a flag

2 register of the processor.



3 ‘ means for determining if the second nenory |ocation points to
another 4 routine; and 5 nmeans responsive to determ ning
that the second nenory | ocation points to 6 anot her routine for
stoppi ng the processor fromcontinuing to run the proﬁlmm

19. The device of claim17 wherein the first nenory l’um”u"a{”"’ag 2
regi ster of the processor. O s

-9- 1 20. The device of chaim 18 wherein the first menory
| ocation is a flag 2 regi ster of the processor and the second nenory
| ocation is an interrupt register of 3 t he processor. 1
21. The device of claim 17 wherein the suspended execution node of 2
operation is one of either a single-step node or a debug node.

l 20.  The device of claim 18 wherein the first memory location is a flag

2 register of the processor and the second memory location is an interrupt register of

3 the processor.

21.  The device of claim 17 wherein the suspended execution mode of

2 operation is one of either a single-step mode or a debug mode.



