) ;.eSé\,v"GTexI. t s~aaaa~ ,s", DATA TRANSFER METHOD, DATA TRANSFER APPARATUS,
DATA TRANSM SSI ON DEVI CE, AND DATA RECEPTI ON DEVI CE Field of the Invention
This invention relates to a nethod of data transfer, data tr

data transm ssion device, and data reception device; this | mmmmmm
relates to a nethod of data encryption transfer, data transfer ﬁylsqe dat

transm ssi on device, and data recgpebi:fmcaiﬁ)ﬁ ce. Description of t rior
Art As is known, the conmon net hod of personal authentication is to use

monet ¢ card op faciRANSEER MBI BOLL AR REA FEREARMBIEULS, sona

aut hentication. The card reader reads out the keyword stored in nagnetic
card or | (DA, TREANSNIESSION WMEVICE; pAND | DATAkeREBCEPTION put
keyword, and then end up the personal authentication if the two keywords
are the s this tinme, this known magnetic card or | C card corresponds
to the kesﬁﬁi e to one with card reader's read-out. Neverthel ess,
because this known magnetic card or |IC card corresponds to the keyword in
one-t o- oneFiedl aifithe Imvémtioar d reader's read-out, the read-out can be purely
converted into ciphertext, and the 1 keyword can be easily recovered by

an anal yzer, ﬁg’ﬂ%rlf’l"ﬁﬁ 1§Qt ge%té{ CEa? &ﬁgﬂllg)lgis %(f'u&étlayuaﬁgferr?fdﬁl'tg’tréljfﬁemt hod

of safely tra

device, data transmission device, and data reception device; this invention
also relates to a method of data encryption transfer, data transfer device,
data transmission device, and data reception device.

Description of the Prior Art

As is known, the common method of personal‘ authentication is to
use magnetic card or IC card which stores the keyword. It need insert the
magnetic card or IC card into a card reader to apply the method to
personal authentication. The card reader reads out the keyword stored in
magnetic card or IC card, then compares it with the prior login keyword
or input keyword, and then end up the personal authentication if the two
keywords are the same.

At this time, this known magnetic card or IC card corresponds to the
keyword one to one with card reader’s read-out.

Nevertheless, because this known magnetic card or IC card
corresponds to the keyword in one-to-one relation with card reader’s

read-out, the read-out can be purely converted into ciphertext, and the

AT
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' devirce, data transm ssion device, and data reception device are w dely
expected. Summary -of the Invention This invention relates to a nethod of
data transfer which transmts data fromthe transm ssion side to the
reception side. It is an algorithmthat the reception side encrypts the
data received fromthe transm ssion side, and then transmts the encrypted
data back ;o the transm ssjon side. .Besides,.,in this i.nventian he

ol gor 1 hmRARILTLERR it o heFeshiieed &Y ah quialvim Fo TtiS HPPseliStastoy
transmtted fromthe reception side to the transm ssion side. Furthernore,
in this irneecurity. Therefbmythe nnethodof sifelyyrhnsfesngatata, datdecansered

t hrough executing multiple tines of encryption and decryption repeatedly.

the. dat a IGASaiteten MansRisd0n Yecb A B ecBolifore i 98 Wigkbr, " ' °°
different bit-strings. In addition, this invention relates to a data

transm ssiexpedtad.ce which transnits data to the reception side, including:
data encryption unit which encrypts the data transmtted to the reception

side with i I i and al gorithm decryption unit which decrypts
t he encryM%%sm tted fromthe reception side.
Furthernore, this invention relates to a data reception device which

recei ves the ddhia ihventioherelatandai s snethodi of datantdansfergwhiich rasdsnritept i on
unit which decrypts the data transmtted fromthe transm ssion side with
prior set hibah ; .t pid auni £ aahi o Fihihe
algorithmo Qg?%trnygﬁﬁ ﬁ%ﬁag{tlggakc%gﬁgp%%t %)éctgﬁltlgﬁl %I\C/lggftli)bnfaﬂno%eon y can the

data be engcrypted, but the al gorithm of_ encrypting_data can be encrypted,
t her ef or e,tﬁgéﬁys geeantian, sfde erglcrypts the data re%:/glvedgfrom the transmlssxonyIO

side, and then transmits the encrypted data back to the transmission side.

Besides, in this invention, the algorithm which decrypts the
encrypted algorithm is encrypted and transmitted from the reception side
to the transmission side.

Furthermore, in this invention, the algorithm which encrypts the data
is decrypted through executing multiple times of encryption and
decryption repeatedly.

Besides, the algorithm varies with the data at a time.

Furthermore, divide the data into multiple bit-strings, and make the
algorithm vary with different bit-strings.

In addition, this invention relates to a data transmission device which
transmits data to the reception side, including: data encryption unit which
encrypts the data transmitted to the reception side with prior set algorithm,

and algorithm decryption unit which decrypts the encrypted algorithm



“is i'mproved. Figures explanation Fig.l is the system structure of

i npl enent ation exanple 1 of this invention. Fig.2 is the block di agram of
critical part of an inplenentation exanple of this invention. Fig.3 is
variable arithmetic circuit structure of an inplenmentation exanple of this
invention. Fig.4 is the action explanatory diagram of the nodified exanple
of inple ' I Sqkhvention. Fig.5 is the block diagram
of criti ﬁ%ﬁ&gﬁﬁkge&%t@nﬁggaml e 2 of this invention. Fig.6 is
the bl ock diagramof critical part of inplenentation exanple 3 of this

i nvention. 3 Furthgrmore, this inyentéom gelates to @ data redeptiont devise whiclpl e 3 of
this invention. Fig.8 is the block diagramof servo of inplenentation
exanple 3 I SN SRt | ' | S ¢ diagram ersion
nitof | oFehas e E hof (b Jrahichishith R SnClRARETURa HBLBNRRIY DL

di agram of inplenentation exanple 4 of ;this invention. Fig.ll _ is the data
st ruct ur e Unithigh; desrypimthe date wanspitted from: thiestransmissiom sidg witle i s t he
bl ock di agram of inplenentation exanple 5 of this invention. Fig.13 is the

bl ock di i ekt mgbritiafl, anid BIEdrithnt SHGHpAbnlinit "WHESR By Pty Banpl e of

this invention.

algorithm of encrypting data.

According to this invention, not only can the data be encrypted, but
the algorithm of encrypting data can be encrypted; therefore, data security
is improved.

Figures explanation

Fig.1 is the system structure of implementation example 1 of this
invention.

Fig.2 is the block diagram of critical part of an implementation
example of this invention.

Fig.3 is variable arithmetic circuit structure of an implementation
example of this invention.

Fig.4 is the action explanatory diagram of the modified example of
implementation example 1 of this invention.

Fig.5 is the block diagram of critical part of implementation example
2 of this invention.

Fig.6 is the block diagram of critical part of implementation example

3 of this invention.



‘Preferabl e inplementation exanple of this invention Fig.l is the system
structure of inplenentation exanple 1 of this invention. System1 of this

i npl enent ati on exanple consists of 1C card 2, I1C card reader 3 and
processing device 4. IC card 2 stores information of authentication nunber,
etc. in advance. I1C card reader 3 is to read out information stored in IC

aut hen i cati oh §7 sl ArddHRT ofcirhierieeiol SEERRIER M thisy  °27
according to authentication result of IC card reader 3, executes control by

neans of piyentionng with authentication passing and no processing with
aut hentication no passing. At this time, when the information of IC card 2

i s being read I r e t n
co-operate bef\%g 1§ cﬁallro Eg&ﬁggdénr oc é@ongfﬁ‘@?éc’g‘@ﬁ{@%@i‘?“ 8flhe form
of dynami c_ci pher conver sion. Fig.2 is the block diagramof critical part

of an i rrpltbm%m\eetntmn exanple of this invention. I1C card 2 consists of
menory unit 11, ci phertext input unit 12, and variable arithmetic circuits

13 and 14. MEFP%E nl% l%écﬁ'&i‘a%x‘a?xg?{f{ﬁﬁ doﬂ%f‘mﬂﬁ L&Eé%f?ﬁl@)lg&%ﬂ% of ROM

I dentification I's st I'nnenory uni I'n"advance phert ext
is stored in ci herte Jnput, unit 12 in advance. In addition, fingerprint
i nput uni te&aéﬁp& lsl}éleYGnHQHencryptl on key input unit 12. Variable
arithmetic ci rcwts 13 and 14 consist of RAMw th address, data read and

data wite poFig30 MthéBlecr' diabahi Sf%gﬂkéh{er&&léﬂr@%h 1@3%?5&11@0” and

data wite port with IC card reader 3, and connects data port with
dat a vvrlte.ngl of varlable arithnetic circuit 14. That is, variable
ari t hmet | dDVERHQN}

Fig.11 is the data structure used in implementation example 4 of this
invention.

Fig.12 is the block diagram of implementation example 5 of this
invention.

Fig.13 is the block diagram of modified arithmetic device of an
implementation example of this invention.

Preferable implementation example of this invention

Fig.1 is the system structure of implementation example 1 of this
invention.

System 1 of this implementation example consists of IC card 2, IC
card reader 3 and processing device 4.

IC card 2 stores information of authentication number, etc. in
advance. IC card reader 3 is to read out information stored in IC card 2.

The read-out of IC card reader 3 is fed to processing unit 4, and



"13 prograns the arithmetic result of set algorithmof IC card reader 3, 5
inputs it as IC card reader 3 input, and then feeds the arithnetic result
corresponding to input to variable arithnmetic circuit 14. Variable
arithmetic circuit 14 connects address port with menory unit 11 and
ci phertext input unit 12, connects data wite port with data read port of

card o, oo hABLort if ekttt nABY oA RGBS, pebStsit it et 0 ' ©

result of algorithmof variable arithmetic circuit 13, inputs IDin nmenory
unit 11 oradcopding to phthenticatiohrresglt ofi [th eatderetaden By iexeoutes Kdnteolchyt hen
feeds the programmed arithnetic result corresponding to input to IC card

xchange iTFAES el RRRCRing, O FhiAfksdlh Blinerhhd g pRRESs U™

addition, 1C card reader 3 connects with processing device 4 through
interface,atﬁhebﬁcatgmn@passmg.ace of 1C card 2 and processing device 4.
Processing unit 4 consists of interface port 20, authentication unit 30, .

Var i abl e ar it heat. A, RREh O iBbrrifon HE1G Rl ZRTLRE it 6938 25 24

random nunber, generator, 25 and control circuit 26. Variable arithnetic
circuit 2rardagaderidrinsisnplementationexamplet hribican ceeoperatebetrweendiCe
arithnmetic circuit 14 of IC card 2, feeds data wite port with the

arithreti gargsy hhdqiro@bgghgtdmeé 4%&@33%&%@%’11&%@{ & hgg@ig gdgghér feeds

authentication unit 3 0O wth the arit tic result from port.

Variable arithmetic circuit inputs the arithnmetic result of the set
al gor i t hmeonversion.

Fig.2 is the block diagram of critical part of an implementation
example of this invention.

IC card 2 consists of memory unit 11, ciphertext input unit 12, and
variable arithmetic circuits 13 and 14. Memory unit 11 and ciphertext
input unit 12 are composed of ROM. Identification number ID is stored in
memory unit 11 in advance. Ciphertext is stored in ciphertext input unit
12 in advance. In addition, fingerprint input unit can also be used as
encryption key input unit 12.

Variable arithmetic circuits 13 and 14 consist of RAM with address,
data read and data write port 3.

Variable arithmetic circuit 13 connects address port and data write
port with IC card reader 3, and connects data read port with data write
port of variable arithmetic circuit 14. That is, variable arithmetic circuit

13 programs the arithmetic result of set algorithm of IC card reader 3,



"f of algorithmwite .circuit 22, and outputs to authentication unit 30 the
arithmetic result corresponding to the output of variable arithmetic

circuit 14 of IC card 2. Variable arithnetic circuit 22 feeds address port
with the input of the set algorithmf of algorithmwite circuit 23, feeds
data wite port with the arithmetic result of set algorithmg of algorithm

wite circl f S: r f I arithnetic cincuit 13
of 1 car dipts a8 SHRE RedHtc S oRPy bed uh¥Rdieads 38 SRS rralr o
arithmetic circuit 22 inputs the arithmetic result of the set algorithmg
of al gori t¢onrespansing tounputth varablewarthnsetiocirCuitak4 2 the arithnetic
result of algorithmf of algorithmwite circuit 23. Here, explain variable

arithmetic ci | . : 271 ' [ 9.3 ri

i thneti o of varepte ihAfbuc bR 1A bOnBE, addendaibst Sl btoey
invention. Variable arithmetic circuits 13, 14, 21 and 22 have the sane

st ruct ur e unit ddnand ciphedextiinputr unitehdncennentsrdata) wikitea pbrtl with dator di ng
to address A 1-An. Variable arithnmetic circuits 13, 14, 21 and 22 store the
arithmeti §?|ﬁ_hﬁ'1 ri: it ' i as
addr ess. &é}%é%%?ef%agg%??o I g. t‘g&@%wgi’ %ph%ag?%grglté?ﬁérﬂﬁm#%g%#rcui t 23
generates the arithmetic result, of algorithmgl of decrypting algorithmfl,
and writ eoytput ofd(; gard 3 elhati HShNQﬂﬂgl%arléhthElC,ITW&d\Ahpngramﬁtﬂlﬂs
algorithmfl as address of variable arithnetic circuit 22. Besides,

al gor i thmaithfetfd bestilt of hlESAMMASOVAISLR AMHIBLIE RN 130MnfligqD thM 12,

and wites it into variable arithnetic circui ., writes
al gorithm.g2 of decryptj algorithmf2 into variaghle arithnetic circuit
13. At thil memqryauéﬁrif%hlmpuﬁecmﬂemstflw&helmwr@@ mpyt winith 12andom

and then feeds the programmed arithmetic result corresponding to input

to IC card reader 3.

IC card reader 3 has a junction point with IC card 2 and may
exchange information with IC card 2 as soon as IC card 2 is inserted. In
addition, IC card reader 3 connects with processing device 4 through
interface, so being the interface of IC card 2 and processing device 4.

Processing unit 4 consists of interface port 20, authentication unit 30,
processing unit 40 and input/output unit 50.

Interface port 20 consists of variable arithmetic circuits 21 and 22,
algorithm write circuits 23 and 24, random number generator 25 and
control circuit 26.

Variable arithmetic circuit 21 feeds address port with the arithmetic
result of variable arithmetic circuit 14 of IC card 2, feeds data write port

with the arithmetic result of algorithm of algorithm write circuit 23, and



"nunbers generated by .random nunber generator 25, and determ ne al gorithns
f2 and gl according to the random nunbers, and then deternine algorithns fl
and gl according to f2 and gl. Therefore, algorithmwite circuits 23 and
24 can enact different algorithns to be variable arithnmetic circuits 13,
14, 21 and 22. Authentication unit 30 outputs authentication result

ot e AT ol APl UM AL R el Bt bR, 12

card reader 3. On being inserted into IC card reader 3, ICcard 2 is
checked byVatablexrithmetio girenit ioputs the arithmetic wasulhof thasebalgorithaer t ed
well. Control unit 27 will control random nunber generator 25 to generate

~random nunpgr A St twHd gmhﬁezzt Rl dutffy B auﬂgepd% ggn; @ﬁ@fgfﬁlw I

The random nu r generated by random nunbéer gener at or {o s
algorithmwite circuit 24, Algorithmwite circuit 24 then outputs the

ari t hnet i caritbagtic resulbeowesperding tothereutpuh of vaniable arithmetigdiirduwit,
arithnmetic result f2 itself can be the random nunber. Arithnmetic result f2
of al gorit?rrb it ifcuit 24 is wote into variable arithnetic circuit 22.
Besi des, a goﬂ?hc?nar\%ﬁzl'te circuit 24 generates and outputs the arithnetic
result g2 of crypting arithnetic result f2. Arithmetic result f2 of

al gorithmvvrig’gr %FQ:GU ticciguit 82 teeds pddress rors with the iiapus eEthe 13
through IC card reader 3. On the other hand, algorithmwite circuit 23

gener at es delhal@drithmelo falgepithin Whits Birlchitc23,r Reds ddid\girite Pde wilpfm nunber
and is wote into variablé arithnetic circuit 21. Besides, algorithmwite
circuit 23,.at this ti

ari et | ciri@ongte Jesullrf S6 pldatihe .8 alecrther wals st | o
circuit 22. Variable arithnmetic circuit 22 outputs the arithnetic result f2
feeds address port of variable arithmetic circuit 13 of IC card 2 with the
arithmetic result from data read port. Variable arithmetic circuit 22 inputs
the arithmetic result of the set algorithm g of algorithm write circuit 24,
and outputs to IC card 2 the arithmetic result of algorithm f of algorithm
write circuit 23.

Here, explain variable arithmetic circuits 13, 14, 21 and 22 in detail.

Fig.3 is variable arithmetic circuit structure of an implementation
example of this invention.

Variable arithmetic circuits 13, 14, 21 and 22 have the same
structure as common semiconductor mnemonic, storing data D1-Dn
according to address Al-An. Variable arithmetic circuits 13, 14, 21 and
22 store the arithmetic results of the set algorithm with the set algorithm

input as address.

Here, come back to Fig.2 to explain.



‘corresponding to-arithnetic result fl of algorithmwite circuit 23. If the
out put of variable arithmetic circuit 22 is expressed by function, it can
be expressed by F2(F1) when function of arithnetic result f2 is F2 and
function of arithnetic result fl is F1. The output of variable arithnetic
circuit 22 is fed to address port of variable arithrretic circuit 13 through
| C card reader, . i e arithmetie circuit out puts stored hrretlc
result g2 corﬂgggﬁﬁnﬁlgetﬁgcgﬁ?ﬁ 8?“%?%b #\Wr%tt‘? cr%qqlg

through algorithmwite circuit 9 24. That is, varlable arithnetic

circuit 22algem:tlmplt glt lnd dacryptimay dgorithmnfF, hnkiy writest itointo? vagialkld o
function F 1. Arithnetic result fl decrypted by variable arithnetic circuit

22 is wot | addre S

correspon nﬂh?l}al(%/aéelféﬁﬁ%e% @%‘éﬁ? Shm‘%h%&‘%rﬂhﬁi tasfa IEﬁelssfﬂfuction F
1. As soon as functlon F 1is stored in variable arlthrretlc circuit 14, ID
of menory \ariable1 axithmetie faiccuiv 22drBesides; talgbrithmi awrite acirchitet24
circuit 14. Variable arithmetic circuit 14 outputs the arithnetic result fl

of functi { of v-a able
arithrretl éfgétggth?ﬁrﬁhmgko ad F)él &S%’:n?q‘gf a@ gﬁ# R;{HQ Nﬁﬁl? circuit
21 through | C card reader 3. In varlable arithnetic circuit 21 is stored
the addr esyitbsetic pmireling22 meanwhile; erjtes algoritimhget iof desnfpiting 1 of
function C1 of algorithmwite circuit 23. Function Gl is to recover the

I nput x of | ; f“gﬁﬁﬂ and encryption key of
encrypti onalgggg?rﬁggtﬁﬁéma @Eﬂ)é anE‘iﬁ ﬂa‘?(t recovered by variable
arithmetic ci rc\lﬂit 21 ar cl_ppo aut hent | cat ion unit 30. Authentication
unit 30 checkAtvhts Hate,t gorat neite ifcaits| 43 andr24 are ded avidhirandem c
circuit 21 is the prior login ID and encryption key, and authentication

wi T be exaaubess iden¢rated b§! rhf@oPnumber generator 25, and determine

algorithms f2 and gl according to the random numbers, and then
determine algorithms fl and gl according to f2 and gl. Therefore,
algorithm write circuits 23 and 24 can enact different algorithms to be
variable arithmetic circuits 13, 14, 21 and 22. Authentication unit 30
outputs authentication result according to the arithmetic result of variable
arithmetic circuit 21.

Next, explain the actions of transmitting ID and ciphertext of IC card
2 to IC card reader 3.

On being inserted into IC card reader 3, IC card 2 is checked by
control unit 27 of IC card reader 3 whether has been inserted well.
Control unit 27 will control random number generator 25 to generate
random number after it determines that IC card 2 has been inserted well.

The random number generated by random number generator 25 is fed to



“and ‘encryption key. Authentication unit 30 feeds the authentication result

to processing unit 40. Processing unit 40 executes by itself the 10 '

i nput /out put of input/output unit 50 after 1D and encryption key of IC card
2 have been authenticated by authentication unit 30. In addition, each part
of interface port 20 is controlled by control circuit 26. At this tine,

accordi ng s e t4don y webph . L&l

transm ssi%g’oglg@bwfegﬁpﬁeg %4(; f(\gggﬁ% V@%tgn@#%@?%‘f t@é@ﬁ@Bﬁ*g gll%cessi ng
device 4 with the help of variable arithmetic circuits 13, 14, 21 and 22

f eedi ng | Drithmetipresukéxf2 sbriesponding to other raredmhngunider.c én additsndes,

ci pher conversion and transm ssion can be executed to inconstant function

transm ttegd; ' ' I s function inconstant at
2t TR U, he i BB, (7 Poad out by I C
card reader 3 can not be interpreted even if when they are being read out
because the | Arthmeatioresul b2eof algosithrad wiBles icisvit 2 daswretecrinta i on i s
executed by function inconstant at a tinme which is determ ned by random

nunber, Cincﬁfd X Shbhy 1 re : i 1 v if the
ci phertext asﬁlgetgﬁﬁﬁﬂ}eg%régtﬁcelg? t2 %é PE?@E’E? egtllggnlﬂlr]#lora‘%gfttlé ogﬂ'r% egzhno sense
because next authentication will use different encryption function,

Besi des, vEREratesoand i pxprtseihe grithmetigr tesuly g2pef decryptingiaritbmetite whol e
data string may not be encrypted with the same algorithm the whole data

string caryeBaltdf2viAlithmetie el f2! 6f BRIIrithd dvERC Birtait! 24 $s wrot€Nfifo/ Pt ed

with different algorithm

variable arithmetic circuit 13 through IC card reader 3.

On the other hand, algorithm write circuit 23 generates the arithmetic
result which is corresponding to the random number and is wrote into
variable arithmetic circuit 21. Besides, algorithm write circuit 23, at this
time, generates the arithmetic result of decrypting arithmetic result gl,
and outputs it as address of variable arithmetic circuit 22.

Variable arithmetic circuit 22 outputs the arithmetic result f2
corresponding to arithmetic result f1 of algorithm write circuit 23. If the
output of variable arithmetic circuit 22 is expressed by function, it can be
expressed by F2(F1) when function of arithmetic result f2 is F2 and
function of arithmetic result f1 is F1.

The output of variable arithmetic circuit 22 is fed to address port of
variable arithmetic circuit 13 through IC card reader 3. Variable
arithmetic circuit 13 outputs stored arithmetic result g2 corresponding to

the output of variable arithmetic circuit 22 through algorithm write circuit



"Fig. 4.is the action explanatory diagram of the nodified exanpl e of

i npl ementation exanple 1 of this invention. Divide the data string into
mul ti ple data segnments dl-dn as Fig.4 shows, encrypt data segnment dl with
algorithmfl and transmt the encrypted f1(dl), and then decrypt f 1 (d 1)
with algorithmg 1 to original data segnent dl at the reception side;

encrypt d n 1 [Fcialert !

Fo(dsy. arety host By varrably bt iRehit 22 eery BB RS dncraBIal RIS e
d2 at the reception side. Likew se, encrypt data segnent dn with algorithm
fn and tra‘ﬁki?ﬁ’tglﬁw&loﬁrﬁﬂbpﬁkdoffﬁohyf,lﬂnd then decrypt fn(dn) with

algorithmgn to original data segnent do at the reception side. It can be

sinply realizagdithdtid Teble! AMEBEANIEA By arm4b1L! et Q‘?fd&i{‘@kfié'fn and
gl ~gn can be easily wote. Theref'dre, to transmt data string makes it

difficult to execute cjpher, conversion. In addition, ,in this inplenmentation
exanpl e, iVWIrote nte varia Fﬁ athmatic cirquit 1 4nstere addressds opsrasppnding ta hret i ¢
circuit consists of two segnents; it may al so consist of nultiple segnents.

Fig.5 is tihe ilbagkqehl & Sithidtid FAICAN bf RindtigH Frent ation exanple 2 of
this invention. F.%. 4 includes only data transter part, |eaving out

expl anations qf peripheral .circuits. Thi,s i nplenmentation exanple is a
syst em whi ch gtﬁ &thg%g{‘(}‘é‘il?%ﬁ lelslﬁtore‘grmt‘f%ﬁh?% agjt ic elgcwigddh, dD of n
segnents to inprove privacy. Transfer system 100 of this inplenmentation
exanpl e canbinsémopy @iicr Mptwidh bl fediitbsad@fesé port 03f RrarRibl®rdrithemetd t e
circuits 102-1~ 102-n and random nunber generator 103. Encryption circuits
| 01-1 encré&%}étﬁge data x transmtted fromthe transm ssion side to the
reception . "Besides, encryption circuits 101-2~-10l-n encrypt the data
transmtted fromthe reception side to

Variable arithmetic circuit 14 outputs the arithmetic result fl of

function F1 with ID and ciphertext as input. The output of variable
arithmetic circuit 14 is fed to address port of variable arithmetic circuit 21
through IC card reader 3. In variable arithmetic circuit 21 is stored the
address corresponding to the input equal to arithmetic result gl of
function C1 of algorithm write circuit 23. Function Gl is to recover the
input x of function P1, ID of memory unit 11 and encryption key of
encryption key input unit 12.

ID and ciphertext recovered by variable arithmetic circuit 21 are fed
to authentication unit 30. Authentication unit 30 checks whether the
arithmetic result x of variable arithmetic circuit 21 is the prior login ID
and encryption key, and authentication will be executed if x is just the ID
and encryption key. Authentication unit 30 feeds the authentication result

to processing unit 40. Processing unit 40 executes by itself the

10



"the transm ssion side. Algorithmwite circuits 102-1 ~ 102-n determ ne the
encryption algorithns applied to encryption circuits 101-1 ~ 101-n.
Encryption circuits 101-1 ~ 101 n consist of respective encryption circuit
101la and decryption circuit 101b. Encryption circuit 10la is conmposed of
menoni ¢ which data nmay be repeatedly wote into, and stores encryption

To%b i s conpurdtBuORt BMAINR fhlicF) o iR Tad Melup(BiREL oI oo’

stores decryption algorithmset by algorithmwite circuits |102-1*" 102-n.
I n encrypt¢ard Zhageibeenaiuthenticated bypauthentication unit03®., al gorithm i nput are
set to be address, and arithnetic results are stored. Algorithmwite

circuits 102- {. ", =N t bye: t.d ri fon
algorithmin %réliardsd.:i aé{l’ teﬁ?%%ﬂ@&gﬁé%ﬁa?ﬂ?@%ﬂ ggcdlérdgftﬁl?&g&g’e?&\/iw&ﬁ es the
decryption ,algorithminto decryption circuit 13 101b of encryption
circuit 100rauit2fd then wites the encryption algorithminto encryption
circuit 10l1a of encryption circuit 101-1 through encryption circuits 10l -2.

Besi des, al gopjtt i | H 2048 1 A i tion
al gorithm of al gglﬂsmlrlr‘%ﬁ% %ngtqlpgu%g %g_ﬁﬁﬁ%ﬁeéﬁgiﬁ;lpteﬁgﬁﬂ@ﬁ géulpp}éﬁ O1l a
of encryption ciycuit 1 O 1-i,, and then wites the decryption algorithm
into decr y§RIeEsion, andl dransnpissionepan st executed doi function; Incenstagit aricr ypt i on

circuit 1 O1l-(i+1). Algorithmwite circuit 102 n wites the encryption

al gor i t hm fiieOo £ PESIRsIRN deviceitwiBltr REIPEHE VuPlab) aﬁitlﬁﬁiéitfbléi%éii?sb gpd

then wites the decryption algorithminto decryption circuit

enorYPUl on £ 1§58, Ao e MRl SRR T BoE bR o o

crreutts device 4. Besides, cipher conversion and transmission can be executed to
inconstant function transmitted from processing device 4 to IC card 2 as
function inconstant at a time.

Therefore, ID and ciphertext of IC card 2 which is read out by IC
card reader 3 can not be interpreted even if when they are being read out
because the information has been encrypted. Besides, because encryption
is executed by function inconstant at a time which is determined by
random number, ciphertext can not be easily interpreted. In addition, even
if the ciphertext has been interpreted, the interpreted information makes
no .sense because next authentication will use different encryption
function.

Besides, when ID or ciphertext of IC card 2 is being transmitted, the

whole data string may not be encrypted with the same algorithm; the

whole data string can be divided into multiple parts and each part is

11



*102-1 ~-102-n generate algorithnms according to the random nunbers gener at ed
by random nunber generator 103. Besides, the random nunber of random nunber
generator 103 can be directly used as ciphertext. According to this

i npl enentati on exanple, not only can the data transmtted fromthe

transm ssion side to the reception side be encrypted, but the encryption

al gorithm : t fromthe reception side to the
transm ssi%ﬁ%‘ﬁaﬁ{ @ﬁgr mfafgog]g@%se the encryption algorithmis to be
divided into n segnents to be encrypted respectively, the decryptlon IS
very difficul Fig.44is thenactioh teixpanatory yhsgram iof theemodifiedi exanepler g6t i on
circuits in n-segnent series in this inplenentation exanple, yet it is also
feasi bl e tj u . i nput of the segnent for n
times to a&mgﬁéﬁcﬁ§g%¥?@feﬂcéﬂﬁls%ﬁvg&gﬁ({)% t he bl ock diagramof critical
part of inplenmentation exanple 3 of this invention. System 200 of this

i mpl enent at i oPividenthe datmssteing uttovmultiple data segments ol I-doi as Eig¥ and
202, algorithmwite circuit 203, mmenonic 203 and path SWi tches 2057- 2009.
Vari abl e ajldunre r t ngi 2 1ol ich
data may be re|a5egit1 ;F &/rmc?t §eéﬁ1€e1ﬁ g}e%%mk\%/rlg?n gorl t]ﬂdm gener ate by
algorithmwite rcuits 203. Menonic 204 stqores the output of variable
arithneti (,eflﬁrb’@tﬁd fil1), padrhen decrapt f@éil)zmﬂbﬂlgqmémpglht@ Kiriginaly.  Waen
data x is transmtted fromthe transm ssion side to the reception side,

firstly, Sqthsqghéne dlt g0 he2RReptiBROside; daidegpt cgecryéégh'ieﬁth@“%ﬁ]m by

algorithmwite CII’CUIt 203. Secondly, wite ptth on al gori
variable arith circuit 201 through 06 en wite the
encrypti orplgp d ansme @%PP@W@@&&@%@ é’@" \(,i/gcrypt (3 2)

with algorithm g2 to original data segment d2 at the reception side.

Likewise, encrypt data segment dn with algorithm fn and transmit the
encrypted fn(dn), and then decrypt fn(dn) with algorithm gn to original
data segment dn at the reception side.

It can be simply realized in this implementation example because
algorithms fl1-fn and gl ~gn can be easily wrote. Therefore, to transmit
data string makes it difficult to execute cipher conversion.

In addition, in this implementation example, it is not a limitation to
this invention that variable arithmetic circuit consists of two segments; it
may also consist of multiple segments.

Fig.5 is the block diagram of critical part of implementation example
2 of this invention. Fig.4 includes only data transfer part, leaving out
explanations of peripheral circuits.

This implementation example is a system which stipulates variable



‘through algorithmwite circuit 203. In variable arithnetic circuits 20
and 202, algorithminput are as address and the above arithnetic results
are wote at the address corresponding to the input. is Algorithmwite
circuit 203 wites the algorithnms corresponding to variable arithnetic
circuit 201 and 202, then algorithmwite circuit 203 feeds the encrypted
addr ess by vg&haﬁle.arLtgﬁetic ciéﬁuit 20 ihrougnﬂ$ath switch 208.
Encrypt i on3EUBGHE GUICHIHD Gonsisteln $P ¥ I UBPFRYF PIYESY: and then is fed
to variable arithnetic circuit 202 through path switches 209 and 205.

Vari abl e ari t Arehsfercsystemt 1000 ofethiy pirapldigentationt exaatplet egndissmofari abl e
arithmetic circuit 202. Decrypted data are fed to mmenoni ¢ 204 through path

switch 207 . are. stared.4 n 4m ni c 2Q4. .Next i te int ariabl e
arithmeti ce%?&@gﬁw nguﬁﬁeﬁgﬁo]ri te]m_o'in’ &85?9%%8’%&%@#@& afa
transmtted fromalgorithmwite circuit 203 to menoni ¢ 204. Besi des,

shift pat h182+tnlaed randonvAaniberfgeneratond 03at h, and write the encrypted
data stored in mMmenonic 204 into variable arithnmetic circuit 20l. Next,

feed data x ] et syt r g ahl rithnetig circuit 201
addr ess. Dat ﬁ@@flgﬂﬁ{,ﬁ-ﬁ@éig@_\, ﬁt"’;g}’é&aﬁ\f\%t ﬁ%@t’?é@%‘&ﬁ é@in tﬁ‘ﬁd t hen
are fed to variable arithmetic circuit 202 through path sw tches 207 and
208. Vari ahnsmissiomeside ¢orthe treeeptiorcsiget sBesidesn enepyption acirchits
variable arithmetic circuit 201 to data x transmtted fromthe transm ssion

2he oo RIS oy Dy AN e BRI B T BRI . e

encrypti onthie,n ttrglilssmilsfssion side. Algorithm write circuits 102—I ~ 102—n
determine the encryption algorithms applied to encryption circuits
101—1~101—n.

Encryption circuits 101—1~101—n consist of respective encryption
circuit 10la and decryption circuit 10lb. Encryption circuit 10la is
composed of mnemonic which data may be repeatedly wrote into, and
stores encryption algorithm set by algorithm write circuits 102—I~
102—n. Decryption circuit 10Ib is composed of mnemonic which data
may be repeatedly wrote into, and stores decryption algorithm set by
algorithm write circuits 102—1~102—mn. In encryption circuit 10la and
decryption circuit 10lb, algorithm input are set to be address, and
arithmetic results are stored.

Algorithm write circuits 102—|~102—n output the encryption

algorithm and decryption algorithm in pairs. At this time, algorithm write

circuit 102—I writes the decryption algorithm into decryption circuit

13



i mplrenent ati on exanple, yet it is also feasible to transmt data x after n
tinmes of encryption with output as next input, which nay execute in-depth
encryption. In addition, in the above inplenentation exanples, |IC card

aut hentication systemis explained to adapt to this invention, yet this

aut hentication systemis not confined to this invention; it also adapts to
file reado bet ween user term nal, and servq. [Fig.7 is the systemstructure
of inpl enemg'?i Bﬁeg}(%ﬂfﬁﬁens CcLculty; 'T\}enﬁpan?h%'gsm% eoﬁ%PFDthlon

i mpl enent ati on exanpl e consists of servo 301, network 302 and user

term nal s #@drithhr 38k renc&iygt/lon%ircaitn Nédtas off eActigrion adiféuial FOBA3E 1 7

303-n through network 302. Files are transferred between servo 301 and user
termnals 303-1 7303-n.throu L{ r1 twor,k 302. Next, explain servo 301 in
detail. Figrg¥ gﬁf%‘&ﬁ“&ﬁ ﬁrm oF-servo of inplenentation exanple 3 of
this invention. Servo 301 consists of communication control unit 311, data
conver si on uniBesideg,- algorithtn nwrite |ciraudty 102—Ii~t102L3(nf--1p wibtdscehead14 and
control unit 315. Communi cation control unit 311 controls the communi cation

cor  espondrivgy paoRcHErRRY T st Mdfe cheuit Ma2 L ife RRCAipifan

conversion as explained below. File control unit 313 controls file device
314, and esiceuit dOliai oEenenption circulti 1@]-ddyiand thea wrivesshé deesyptioniser
termnals 303-1 ~-303-n. Next, explain data conversion units 312-1-~-312-n

ety 4 AL RGO of ' SRS T
through encryption circuit 101—(i+1). Algorithm write circuit 102—n
writes the encryption algorithm into encryﬁtion circuit 101a of encryption
circuit 101—n, and then writes the decryption algorithm into decryption
circuit 101b of encryption circuit 101—n.

Besides, random number generator 103 feeds random number to
algorithm write circuits 102—1 ~ 102—n. Algorithm write circuits
102—1~102—n generate algorithms according to the random numbers
generated by random number generator 103. Besides, the random number
of random number generator 103 can be directly used as ciphertext.

According to this implementation example, not only can the data
transmitted from the transmission side to the reception side be encrypted,
but the encryption algorithm can be encrypted to transmit from the
reception side to the transmission side. Furthermore, because the

encryption algorithm is to be divided into n segments to be encrypted

respectively, the decryption is very difficult.

14



+Data conversion units 312-1 ~-312-n are installed corresponding to user
terminals 303-1 ~303-n, and read out data fromrespective user termnal.
Anong data conversion units 312-1 ~312-n, data conversion unit 312-i
consists of input/output unit 321, variable arithnetic circuit 322, control
unit 323 and path switches 324 and 325. Input/output unit 321 controls file
i nput/out put pf user.termnal ,303-.i. Variable ithnmetic circuit 322

execut es encrﬁbt?@ﬁtwp’dge??'ﬂq% @c@&?ﬁ“ﬁg t‘ﬁﬁbhgnﬁwwq hEATGRIES elthy
control unit 323. Variable arithnetic circuit 322 is conposed of read-wite

nmenoni ¢, misegmeng GefibhﬁnithiSUihnﬂa\l@n@dﬁaﬁeﬁ,e)@n@lat geeit ishdsafeadible i

result. Control unit 323 controls the algorithmwote into variable
arithmetic_circuit s Path swtches 324.and 325 are control]led by control
ni t 325 dnakE ARl RRphA AGATRRIERT RIS scmeRL Frct Mih el Bk Noxt
explain the actions of data conversion unit 312-i. To begin with, explain

the fil es emowyptiontairduit.e device 314. is Wien file is wote into file
device 314, path switches 324 and 325 shift in the full |ine path. Next,

i nf [ | . ] . I i.th f inal 303-i js fed
contror unit B0 TAEHIROR HdgiEnTaf Reisicalipals & el g o’ S¥amald on™ '
nunmber of user termnal 303-i. Control unit 323 generates al gorithm gi

cor r espond afjthis inventiont i on of user terminal 303-i. Algorithmfi generated
by control unit 323 is wote into variable arithnmetic circuit 322. On being

wote into vagi j t {C L ' : It d ‘| of user
term nal 303-|Syf§’tl§h€a€(?(?ib+]g?girsl fm%éh@@ui%%et E&c}%‘éﬁg g)gfﬁa}sl&nb fech 324.
Variable arithnmetic circuit 322 encry[)ts.fi le with algorithmfi, and then
feeds to farithmasic eirceits 20 qngh202:s algonithen wdte circuix03; maemonice, file
x of user termnal 3 03-i is encrypted to fi(x) to

203 and path switches 205~209.

Variable arithmetic circuits 201 and 202 which consist of mnemonic
which data may be repeatedly wrote into, are to write algorithm generated
by algorithm write circuits 203.

Mnemonic 204 stores the output of variable arithmetic circuit 201.

Path switches 205~209 execute path shifting.

When data x is transmitted from the transmission side to the
reception side, firstly, shift path switches 205~209 in dotted line path
through algorithm write circuit 203. Secondly, write the decryption
algorithm by variable arithmetic circuit 201 through path switch 206
when write the encryption algorithm by variable arithmetic circuit 202
through algorithm write circuit 203. In variable arithmetic circuits 201

and 202, algorithm input are as address and the above arithmetic results

are wrote at the address corresponding to the input.
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‘store in file device 314. When file device 314 reads file x to user
termnal 303-i, path swtches 324 and 325 shift in the dotted |ine path.
Next, control unit 323 determ nes the algorithmgi of decrypting algorithm
fi. Control unit 323 rmanages the algorithmfl of witing files into user
termnals 303-1 ' 303-n, and reads out respective algorithmfi as
request ed by .ermn s .303- -303-n. For exapple, control,6 unit 323
reads out al gé‘jgf)ﬂ o?‘H‘F‘H&JZQ? é’Y‘M?ér?h@x@lgq{HH{n%POU%POﬂ@m Hal

303-i. Control unit 323 generates algorithmgi which decrypts original file
from al gorvdriubleiariheestié @ircuit 20 @mid DO2f therPhRrithiinveenreeatar 03 19

control unit 323 is wote into variable arithmetic circuit 322. On bei ng

of 1o adeERs Be.nGypifd Akdéesy byvainblcs pftiiRetispet i theaySiau ¢ ch

324. Variable arithmetic circuit 322 decrypts file with algorithmgi, and
then feedspdth swipch 208t Enicryption 32exéduted By vatidbrvirithiné2d cirbgitex0d,ai ned

above, file fi(x) of file devi ce 314 is decrypted to x to transm t to user
term nal ition,. verS|on |nteface
port. Accoqc’)'ﬁ h}belf 38 ?ﬁ& |W‘% n ﬁt %&Fﬁﬂlga%mzl ﬂ’égﬁgﬁd’%ﬁcﬂfﬁ? e to
store, so others can not refer to personal file. In addition, because the

actions of20thand@®3versi on 312-1 are irrel evant to user term' nal 303-i and
i ndependent, operation is nice. Besides, it is easily realized at servo

side to instaij.. nic control
ani't 511 and_ FRrEOlE AFRRNELE Qﬁﬁﬁi@%ﬁ%&ﬁ 4RE o8 ChBvRded TR
constructed by hardware to operate at high eed. In addition, data

conver si orvariablparithowattce dironity2 03, Bneryrpted atdiace fedyormabrrmwlzﬁal e
structure. In addltlon ci pher conversion data, cipher conversion table and

o1 Pher t extngadupBaliFSHith Z0T A5l and ebrdd i ifioBta 20" am o

i rrpl enent a hi's inventi

Next, write into variable arithmetic circuit 202 the algorithm of
decrypting the encrypted data transmitted from algorithm write circuit
203 to mnemonic 204. Besides, shift path switches 205~209 in full line
path, and write the encrypted data stored in mnemonic 204 into variable
arithmetic circuit 201.

Next, feed data x which are to be transmitted to variable arithmetic
circuit 201 address. Data x are encrypted by variable arithmetic circuit
201, and then are fed to variable arithmetic circuit 202 through path
switches 207 and 208. Variable arithmetic circuit 202 decrypts the
encrypted data by variable arithmetic circuit 201 to data x transmitted
from the transmission side. Decrypted data by variable arithmetic circuit
201 are exported through path switch 209.

In addition, data x are just transmitted after one encryption in this
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‘Fi g.'10 denonstrates servo structure of this inplenmentation exanple. 20
Servo 401 of this inplenentation exanple may be, for exanple, |ending
servo. Servo 401 consists of comuni cation device 402, encoder 403, decoder
404, arithnetic device 405, file processing unit 406 and fil e device 407.
Conmuni cati on devi ce 402 communi cates wth user term nals through network.

Encoder 4 encodes. .user term nal .data, i nLo t form Decqder 404 decodes

t he encode B%P&erﬁﬁugﬂcmpfg@?{etﬁfﬁ Akt fet?sggﬁt@e{rﬂmaﬁtﬁ »AdEH sane
structure as Fig.2, Fig.5 Fig.6, Fig.9 decrypts the data fromfile devices
through fitimesr ofeencryption twith6outpan abenegt dnpugmveiehdaiay! Gkdcaite
encrypted as above. File processing unit 406 stores the data from encoder
403 into fil Vi C 7. File device 407 is conmposed of hard disk, storing
t he data o‘ﬁ"ﬁ?ﬁ@ ‘%ﬂc%géggpng unit 406. At this tine, the data of user

term nal consist of data, cipher conversion table and ciphertext. Fig.ll is
the data strubnuadditieni iin ithpl eboveatimplementptien4 extiniples, i I@eshidn. User
term nal Data DO consist of data D1, cipher conversion table D2 and

ci phert ext

kg | ons. . [ r e .arithoeyi.c device
405 with cellp gf?ﬁg%fﬁ@%rs i (t)e;iﬂtg%Fg%ﬁsﬁd&)c?gﬁgfgéxﬁﬁ%éﬁvgﬁpﬁnem@; 2d by
arithmetic device 405 are stored in file device 407 through file processing
uni t 406. authentication system is gigtheonfined ¢o thisninvenitionoit mlso adaptsoto r andom
nunbers of arithnmetic device 405 to execute encryption. In addition, random
nunbers  file read/out between user terminal and servo.

Fig.7 is the system structure of implementation example 3 of this

invention.

System 300 of this implementation example consists of servo 301,
network 302 and user terminals 303—1~303-n.

Servo 301 connects with user terminals 303—1~303-n through
network 302. Files are transferred between servo 301 and user terminals
303—1~303-n through network 302.

Next, explain servo 301 in detail.

Fig.8 is the block diagram of servo of implementation example 3 of
this invention.

Servo 301 consists of communication control unit 311, data
conversion units 312—1~312-n, file control unit 313, file device 314
and control unit 315. Communication control unit 311 controls the
communication with network 302. Data conversion units 312—1~312-n

are installed corresponding to user terminals 303—1~~303-n, and execute
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‘are 'stored in arithnmetic device 405. Data stored in file device 407 are
read out by file processing unit 406. File processing unit 406 feeds data
to decryption arithnetic device 405. Arithnmetic device 405 decrypts
encrypted data to original data to transmt to encoder 404. Encoder 404
decodes encoded data to original data to transmt to user termnal through
conmmuni cat j 02. dj to this inplenentati on exanpl e, because
user term'lril%g Cg)g}wée?glpgl %sn%’méﬁgeéi Q%Iﬁw%tored in file device 407, original
data can not be recovered even if stored data in file device 407 are

referred to. Filer ebotrel dnita3 p3i oentrolsafiloedevicer 314, landadstetites, filé is
expl ai ned that encryption is executed at servo side in this inplenentation

Garaor e OPRCDREEHPRERRE SLARictEs TS SRR Mol el -t of T -

i mpl enent ation exanple 5 of this invention. System 500 of this
i npl emrent at i oiNextaexplain datd eonversiamsenits 812i-rd~302-mimidetilio 502 whi ch
connect each other through network 503. I C card 504 is attached to user

card 50a, ana"1PanereOIBk Berdl G045 RYeLfbh Wit sETbHIBRs I ° 0

term nal 501 consists of encryption/decryption unit 511, data processing
unit 512 aerrepledefdhis imvention. 51 3. Encryption/decryption unit 511 is fed
with data of data processing unit 512 and I C card 504.

Encrypti on/ degyatRtdodetdlbh wiits 9§9LVPLES3 P?—ttfj‘af? H%m&epg%ggpgag@é 512

wth data in | C card 504 as encrypts themwt ata In Dat a

processing unit 512 ex tes data processing at user termnal 501.

Encrypt ed ‘éﬁ&é'at%‘}lleﬂér gégmi?d%@}%tm read tous| datar frome gespeativarsetat i on
unit 513 through data processing unit 512. Comrunication unit 513

communi catesmihdlh servo 502. Servo 502 consists of conmunication unit 521,
data processing unit 522 and file device 523. Conmunication unit 521

conmmuni cates W th . . . .
\Kmong data conversion units 312—1~312-n, data conversion unit

312—i consists of input/output unit 321, variable arithmetic circuit 322,
control unit 323 and path switches 324 and 325.

Input/output unit 321 controls file input/output of user terminal
303—i. Variable arithmetic circuit 322 executes encryption or decryption
according to the algorithm wrote by control unit 323. Variable arithmetic
circuit 322 is composed of read-write mnemonic, with algorithm input as
address, and stores the arithmetic result.

Control unit 323 controls the algorithm wrote into variable arithmetic
circuit 322. Path switches 324 and 325 are controlled by control unit 323
and execute path shifting when files are being wrote/read. |

Next, explain the actions of data conversion unit 312—i.

To begin with, explain the files wrote into file device 314.
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‘user' termnal 501. Data processing unit executes data processing in servo
502. File device 523 stores the data of user termnal 501. At this tine,
make encryption/decryption unit 511 has the sane structure as arithnetic
devices in Fig.2; Fig.5 Fig.6 and Fig.9 to execute encryption/decryption.
Furthernore, nmake I C card 504 and encryption/decryption unit SéthavS thﬁ
sanme structur i thnetic deviges Jn. Fi , F,0.5,. Fiqg. n i , thus
comuni cat i on%?ﬂgﬁi PScVEQte 41%16‘38}?&%%1 Bﬁﬁgé&’ﬂﬁl@goﬁ‘ﬁﬁﬂfl ﬁ% has
privacy. According to this inplenentation exanple, encryption/decryption

can be exeshifiednatheisfill tleneri path. SNext,amifotataticn awhivh tdddetmimsr oe 502 23
can be encrypted by file device 523 and be directly stored. Therefore,

encrypt ed . ' e \Y i f ncr. d-dat a _are

ot erred « SRR of toeBashiri AR5 19 chifiof dfi 3235 TR B0RKS y pt ca
by different algorithmat a tine in encryption/decryption unit 511 which
has the saidosmationwan also deitheridentifidationesimberofuser terminal 303—4. and _
Fig.9, so decryption is very difficult. In addition, arithnetic devices in

Raki and Row - sl 325(kch PR alEOM I s PR p R0 Thed o
according to ciphertext or fingerprint, and then nmake RAM output data wth
ROM out putohiisexi emminal ,&’(03;11‘1'&; Aliggextl;mﬁesgcngmﬁgdidzg)a copttndiamearalsQBa/m .
arithnmetic devices in Fig.2, Fig.5 Fig.6 an ig.9 wite. Fig. IS e
bl ock di aWeq&lt@%hifabfé%aﬂg{thﬂE%E bﬁi@#ge of an inplenentation exanpl e of
this invention. Arithnmetic device % of this nodi fied exanple ?OESi Ets Sf

i nput unit 60 ROVB02 and RAMBO3., | nput unit 601 is conposed o eyboar

or fingerpri nbfl SHRE urete dato Vaﬁag&mi&ntbmetlmmtcwﬁqﬁtﬂ@oalgoslthm tonfi ned
to

feeds file of user terminal 303—i to variable arithmetic circuit 322
through path switch 324. Variable arithmetic circuit 322 encrypts file with
algorithm fi, and then feeds to file device 314 through path switch 325.
As explained above, file x of user terminal 303—i is encrypted to fi(x) to
store in file device 314.

When file device 314 reads file x to user terminal 303—i, path
switches 324 and 325 shift in the dotted line path. Next, control unit 323
determines the algorithm gi of decrypting algorithm fi. Control unit 323
manages the algorithm fl of writing files into user terminals 303—1~
~303—n, and reads out respective algorithm fi as requested by user
terminals 303—1~303—n. For example, control unit 323 reads out
algorithm fi according to ciphertext input of user terminal 303—i.

Control unit 323 generates algorithm gi which decrypts original file

from algorithm fi according to algorithm fi. Algorithm generated by
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'keyboard, fingerprint input unit, etc; it may be any device which can input
data. Input data by input unit 601 are fed to ROWO02 as address. ROV602
out puts data corresponding to data address of input unit 601. Qutput data
of ROVM602 are fed to RAMGO3 as address. 24 RAMG03 out puts data
correspondi ng to dada address of ROW02. At this time, RAMwites data in

t he sane ' I~C: i,cas,in kg2 .Fig.5 Fiag. d Fig.9 wite. To
apply ari %?ﬁgfcﬁ‘gfg?fjée‘% qtﬁilgt%aﬁ'lﬁ]é’daréﬁ’éﬁﬁweClrﬁg}t%@rd 2 and 1 C card
S04 can inprove data privacy. As shown above, this invention not only can
encrypt dat a, Qnitbeing wnotey mtot variabbs yapithoretid gircuith622p alduritian; gi

therefore, this invention has many advantages, for exanple, it can i nprove

Vari ety ofteeds i iR H) B yige 3 PN 3fiahle st BERRIS HEHF STwent on
scope can adapt to this invention. 25 CLAIMS 1. A nethod. of data
transfer Drongk pathaswitohe324.aVaviableeatithnstic chreuit32hdedryptofilsindth t o t he

reception side, wherein: it is an algorithmthat the reception side

ts t ' f t ] ' | { {. I t
the. encr yrh EQTIR BEEA Ben (R0 (GRnpROSRINRIAE 3% o BBl el s °
transfer according to claim1, wherein the algorithmwhich decrypts the
encrypt ed 3¥Jonsexplainedrhays; dilefi@)tofafilndeviee F1bis deerypted po ixoto si de to

the transm ssion side. 3. A nethod of data transfer according to claim 2,
wher ei n T Reansmit to user terminal 303—i.

In addition, data conversion 312—i may be as interface port.

According to this implementation example, files are encrypted to
store, so others can not refer to personal file. In addition, because the
actions of data conversion 312—1I are irrelevant to user terminal 303—i
and independent, operation is nice.

Besides, it is easily realized at servo side to install data conQersion
312—i only between communication control unit 311 and file device 314.
Furthermore, data conversion 312—i can be constructed by hardware to
operate at high speed. In addition, data conversion can be executed only
by mnemonic, which may realize simple structure.

In addition, cipher conversion data, cipher conversion table and
ciphertext can be used to encrypt.

Fig.10 is the block diagram of implementation example 4 of this
invention.

Fig.10 demonstrates servo structure of this implementation example.
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‘al gorithm which encrypts the above data is . decrypted through executing
multiple times of encryption and decryption repeatedly 4. A nethods of data
transfer according to claim1l-3, wherein the algorithmvaries with the data
at atime. 5. A nethod of data transfer according to claim1-4, wherein the
data is divided into nultiple bit-strings, and nakes the algorithmvary

with diff hi - .ngs. 6. A data transfer device which transpts data
fromthe 1(:9$ %ﬁ}fmgglioitn&ﬁ g@ptlgnf’ﬁ@%@cgﬁt‘m&ie g‘@é,%ec o eXample, g
encryption unit which is installed at the transm ssion side and encrypts

the data tserie. Seave @1 edrisists f cemepinieationddeviceh40De eRtb@ér 408,
algorithm data decryption unit which is installed at the reception side

and decryp r t i t h e prior set.algorjt al,gari thm
encrypti on&%crﬁ({é?mﬁgzg’hylﬁiﬁ&wg@aap%%ébg ’ efﬁet Hgoqeéélé’& ?’6“{ 342)?6 aQFld? crypts
the algorithmof data encryption unit and al gorithm decryption unit which

i s instal Ideviee 40fe transmi ssion side and decrypts the encrypted arithnetic
met hod. 7. A transfer device according to claim®6, wherein algorithm

ol gor |t ence TR HiTod HUGkicen A2 MhalBvDstts (wilh, SRR el and

encrypts the decrypted al gorithm by algorithmdecryption unit, and at | east
one al gor ithreugle neyworknEnaoder 408i ertcadesi user abtmihat ddthcinte 3o fomaj on si de
and decrypts the encrypted algorithm by algorithmencryption unit 2. 8. A

oL T peodABEcecoaLP ISl by ny A BB el 5
vt o5 14D 3iMtch Bias the same sthgaure a5 Fig.2, Fig 5, Fig o, Figd dectypts the
data from file devices through file processing unit 406 when the data
from encoder 403 is encrypted as above.
File processing unit 406 stores the data from encoder 403 into file
device 407. File device 407 is composed of hard disk, storing the data of
file processing unit 406.
At this time, the data of user terminal consist of data, cipher
conversion table and ciphertext.
Fig.11 is the data structure used in implementation example 4 of this
invention.
User terminal Data DO consist of data D1, cipher conversion table D2
and ciphertext D3 as Fig.11 shows.
Data D1 are encrypted by arithmetic device 405 with cipher

conversion table D2 and ciphertext D3. Data encrypted by arithmetic

device 405 are stored in file device 407 through file processing unit 406.
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'10. 'A data transmi ssion device which transmts data to the reception side,
conpri sing: data encryption unit which encrypts the data to be transmtted
to the reception side with the prior set algorithm and algorithm
decryption unit which decrypts the encrypted algorithmtransmtted fromthe
reception side. 11. A data reception device which receives the data from

the transnmy$si .si de.gonprising. d ryption upit I ch decrypts the
27 dara B S St orstFion-Gie L4 aatp! randamanmbertor
al gorithm and al gorithmencryption unit which encrypts the al gorithm of

encrypt i nganithmetid devive 40% tolexecetewtictiptibar ke adaition, aARGMShAGibers
encryption device which encrypts the data and stores the encrypted data,

and decr ' i_ce..whi CFk the encrypted data of encryption
devi ce. {%ﬁeﬁ?ﬁﬁi%gv%gﬁc&%yb&%ﬁ@o claim 12, wherein the data consi st
of stored data, cipher conversion table and ciphertext. Encryption device
encrypts the Blataetbredtin filetdevioe 467preread oue by’ file prafdessingrishit 466.

encrypts the ci pher conversion table with the ci phertext to'store in t he
o A8 A8RUSng g0t oy e @did dhdedos”
9AnugC W&kR{ val gb] W c”a] ca] ca] ca] ca] ca] cTa] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] ca] ca]Aridhmgticadevige 406 ddarpptsadmayplal datacte! original dRta/todtransmit
to encoder 404. Encoder 404 decodes encoded data to original data to
transmit to user terminal through communication device 402.
According to this implementation example, because user terminal
data are encrypted and stored in file device 407, original data can not be
recovered even if stored data in file device 407 are referred to. Therefore,
data privacy can be ensured.
In addition, it is explained that encryption is executed at servo side in
this implementation example, yet encryption can also be executed at user
terminal and encrypted data are stored in file device of servo.
Fig.12 is the block diagram of implementation example 5 of this
invention.
System 500 of this implementation example consists of user terminal
501 and servo 502 which connect each other through network 503.
IC card 504 is attached to user terminal 501. User terminal 501

executes encryption according to data in IC card 504, and transmits and

stores encrypted data in servo 502.
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devices in Fig.2, Fig.5, Fig.6 and Fig.9, thus communication between IC

card 504 and encryption/decryption unit 511 has privacy.
According to this implementation example, encryption/decryption

can be executed at user terminal 501, and data transmitted to servo 502
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47 109%0% ()-3210%08' ()-3/ 10%08: () 3L- 10%08 () - *109%0% ()-
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10908 () - 3D#0dEDC 10908 ()-3 10%0& ()-43 109%0& ()-F3 10%0& () - 43F
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For example, input ciphertext and fingerprint, search ROM according
to ciphertext or fingerprint, and then make RAM output data with ROM
output as address. At this time, RAM writes data in the same way
arithmetic devices in Fig.2, Fig.5, Fig.6 and Fig.9 writé.
Fig.13 is the block diagram of modified arithmetic device of an
implementation example of this invention.
Arithmetic device 600 of this modified example consists of input unit
601, ROM602 and RAM603. Input unit 601 is composed of keyboard or
fingerprint input unit, etc. In addition, input unit 601 is not confined to
keyboard, fingerprint input unit, etc; it may be any device which can
input data.
Input data by input unit 601 are fed to ROM602 as address. ROM602

outputs data corresponding to data address of input unit 601. Output data

of ROM602 are fed to RAM603 as address.
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10( This invention is not confined to the above examples; a variety of
modified examples and application examples within this invention scope

can adapt to this invention.
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4. A methods of data transfer according to claim 1-3, wherein the

-

algorithm varies with the data at a time.

5. A method of data transfer according to claim 1-4, wherein the data
is divided into multiple bit-strings, and makes the algorithm vary with
different bit-strings. |

6. A data transfer device which transmits data from the transmission
side to the reception side, comprising: data encryption unit which is
installed at the transmission side and encrypts the data to be transmitted
to the reception side with the prior set algorithm; data decryption unit
which is installed at the reception side and decrypts the encrypted data

with the prior set algorithm; algorithm encryption unit which is installed
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transmission side and decrypts the encrypted algorithm by algorithm

encryption unit 2.

8. A data transfer device according to claim 6-7, wherein the
algorithm varies with the data at a time.

9. A data transfer device according to claim 6-8, wherein the data is
divided into multiple bit-strings, and the algorithm varies with different
bit-strings.

10. A data transmission device which transmits data to the reception
side, comprising: data encryption unit which encrypts the data to be
transmitted to .the reception side with the prior set algorithm; and
algorithm decryption unit which decrypts the encrypted algorithm
transmitted from the reception side.

11. A data reception device which receives the data from the

transmission side comprising: data decryption unit which decrypts the
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