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= 	 Figure 1 	(57) Abstract: The present invention provides a new 

USER DESKTOP 	 method of site and user authentication that is achieved 
= 	 by 	 PC 	is creating a pop-up window on the user's 	that 

= POP-UP in communication with a security server, and where 
this communication channel is separate from the com-
munication between the user's browser and whichever 
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BROWSER 
web site they are at. A legitimate web site embeds 
code in the web page which communicates to the se-
curity server from the user's desktop. The security 
server checks the legitimacy of the web site and then 
signals both the web page on the user's browser, as 
well as the pop-up window to which it has a separate 

= channel. If user authentication is requested by the web 
site the user is first authenticated by the security serv-
er for instance by out of band authentication. 

= 

= 

1-1 

11 

C:7 

cc 
© 

© 

SECURITY 
SERVER 

WEBSITE 

ei ,-1 
© 
ei 

O 

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

11 W (10) International Publication Number 
(43) International Publication Date f .. ,_ ... ^ . 

10 May 2012 (10.05.2012) WO 2012/060891 A1 

(51) International Patent Classification: 
G06F 7/04 (2006.01) G06F15/16 (2006.01) 

(21) International Application Number: 

(22) International Filing Date: 

(25) Filing Language: 

(26) Publication Language: 

PCT/US2011/023528 

3 February 2011 (03.02.2011) 

English 

(30) Priority Data: 
12/938,161 2 November 2010 (02.11.2010) 
13/006,806 14 January 2011 (14.01.2011) 

English 

US 
US 

(71) Applicant (for all designated States except US): AU-
THENTIFY INC. [US/US]; 8745 W. Higgins Road, 
Suite 240, Chicago, Illinois 60631 (US). 

(72) Inventor; and 
(75) Inventor/Applicant for US only): GANESAN, Ravi 

[US/US]; 701 S. Olive #1814, West Palm Beach, FL 
33401 (US). 

(74) Agent: STADNICKI, Alfred, A.; Antonelli, Terry, Stout 
& Kraus, LLP, 1300 N 17th Street, Suite 1800, Arlington, 
VA 22209 (US). 

(81) Designated States (unless otherwise indicated, for every 
kind of national protection available): AE, AG, AL, AM, 
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, 
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, 
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, 
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, 
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, 
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, 
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, 
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, 
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, 
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, 

[Continued on next page] 

(54) Title: A NEW METHOD FOR SECURE USER AND SITE AUTHENTICATION 

USER DESKTOP Figure 1 

0\ 
00 o 
o 

(57) Abstract: The present invention provides a new 
method of site and user authentication that is achieved 
by creating a pop-up window on the user's PC that is 
in communication with a security server, and where 
this communication channel is separate from the com­
munication between the user's browser and whichever 
web site they are at. A legitimate web site embeds 
code in the web page which communicates to the se­
curity server from the user's desktop. The security 
server checks the legitimacy of the web site and then 
signals both the web page on the user's browser, as 
well as the pop-up window to which it has a separate 
channel. If user authentication is requested by the web 
site the user is first authenticated by the security serv­
er for instance by out of band authentication. 
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