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MULTIPLE PROTOCOL RECEIVER

FIELD OF THE SUBJECT MATTER

[0001])  The presently disclosed subject matter relates to a wireless network of
devices capable of exchanging information. More particularly, the presently
disclosed subject matter relates to a meshed network of metrology devices with
AMI capability.

BACKGROUND OF THE SUBJECT MATTER

[0002] In some instances of prior networks, a single protocol with a defined
modulation technigue has been used to provide communications among various
network nodes. In such exemplary networks, each node generally may be
configured to comply with a specific set of characteristics that make it interoperable
with the other nodes of the network.

[0003]  In order to transmit information among network nodes, RF packets may
be sent from one node to another. Such packets generally may typically be
considered to include two parts: a synchronization header and a payload that
contains the data to be sent. The synchronization header is typically used to make
the receiver aware that a packet is arriving and such as to let the receiver make
adjustments to properiy receive the data. In certain exemplary simple
implementations, a synchronization header may be made up of a preamble and a
synchronization word, sometimes referred to as a start of frame delimiter. For
purposes of the present disclosure, the term “preamble detection” may be
considered and used interchangeably with the term “synchronization header
detection.”

[0004] In certain of previously known networks, the receiving process can be
detailed as several steps, some of them being optional, but generally including
steps to detect the presence of the packet, distinguish the packet from noise or

interference to avoid false alarms, recover the carrier frequency, recover the data
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rate, adjust the amplifier gain according fo the incoming packet power, and
synchronize the receiver for the reception of the first data symbol.

[0005]  As a particular network evolves over time, it may be subject to occurring
that new nodes can be added that are equipped with newer (or otherwise different)
generation RF hardware. Such newly added nodes in some instances may be
able to communicate using more sophisticated modulation techniques and
protocols, resulting for example in better performance and/or data throughput. On
the other hand, it's desirable that such exemplary new devices be able to
communicate with the older (or preexisting) devices in order to be sure of the
overall connectivity of the network. Such situations naturally (or inherently) lead to
the coexistence of two or more different modulation techniques being used (or
needed) over the same network. It would be advantageous, therefore, to be able
to manage or otherwise handle such coexistence situations without otherwise
impairing the global network performance.

[0006] Additionally, in many real-life hetwork implementations, some nodes will
have a relatively more difficult time joining the network. In certain instances, such
nodes may tend to be located far away from the other nodes, thereby contributing
to their inability or difficulty in joining the network. Alternatively, such nodes may
be located in a basement, a shielded cabinet, or other area that may tend to
attenuate RF signals. In such exemplary cases, such signal attenuation may
prevent the nodes from joining the network, or may make it more difficult.

[0007] Radio links in general are known to be able to support a relatively large
dynamic range, allowing communication with close neighbor nodes as well as with
more relatively remote nodes. However, in a relatively larger network, some nodes
may tend to nearly always be out-of-reach. One technique for addressing issues
resulting in such communication problems is to use an adaptive modulation
technique that adapts the data rate according to the communication link quality.
Under such technique, a lower bit rate may be used to communicate with those
nodes that suffer from poor link quality. Such technique can be integrated into a
single protocol that uses the lowest data rate for the synchronization header and
then adapts the payload data rate according fo the situation per a handshake

mechanism. Such techniques are known to be practiced in modem and RF
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technology, but such approach generally has some limitations when relatively very
large data rate variations need to be spanned.

[0008] The following patent documents are examples of prior publications
relating to various aspects of communications: USP No. 7,953,190 by Patel et al.,
entitled “Parallel preamble search architectures and methods;” USP No. 7,460,621
by Lewis, entitled “Detection;” US Application Publication No. 2011/0110229 by
Himayat et al., entitled “Multi-radio communication between wireless devices;” US
Application Publication No. 20110044395 by Hansen et al., entitled “Mixed mode
preamble for MIMO wireless communications;” US Application Publication No.
20090310699 by Kodama et al., entitled “Communication apparatus,
communication method, and integrated circuit;” and US Application Publication No.
20070155423 by Carmody et al., entitled “Multiprotocol wireless communication
backbone.”

[0009] Generally it can be beneficial to use a specific modulation scheme
dedicated to low quality links, but such practices in general may again tend to bring
about a problem of operating a wireless network with completely different
modulation techniques. It would be generally advantageous, therefore, to develop
a system where multiple protocols may be employed in harmony with each other to

provide communications among variously located nodes within a network.

SUMMARY OF THE SUBJECT MATTER

[0010] In view of the recognized features encountered in the prior art and
addressed by the presently disclosed subject matter, improved methodology and
apparatus are provided for providing a multi-protocol receiver for use in radio
frequency networks.

[0011] One exemplary embodiment of the presently disclosed subject matter
relates to a method for receiving a packet transmission from sources using
different packet transmission protocols. In certain embodiments, such an
exemplary present method may comprise listening for a selected portion of
multiple types of packet transmissions, identifying occurrence of a selected portion
of one of the multiple types of packet transmissions, and demodulating the packet
transmission based on the identified portion.
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[0012] in selected further embodiments, such methodology may further involve
listening for the synchronization header of a packet and in particular methods may
listen for a preamble portion of a synchronization header of a packet.

[0013] In some alternative embodiments of the foregoing, present methodology
may further comprise associating a predetermined modulation technique with the
identified selected portion of the packet transmission.

[0014] Yet another exemplary embodiment of the presently disclosed subject
matter may relate to a method for exchanging information in a network formed
from multiple nodes. Such method may comprise transmitting a packet from a
node using one of multiple packet protocols, listening for a selected portion of the
transmitted packet, identifying occurrence of a selected portion of one of the
multiple packet protocols within the transmitted packet, and demodulating the
packet based on the identified portion.

[0015] In selected of such present methodology embodiments, packets may be
transmitted using a single radio frequency for each of the multiple packet protocols
and in some instances listening may be performed using a narrow bandwidth
receiver, the bandwidth of which is based on the widest bandwidth used by the
multiple packet protocols.

[0016] In further alternative present embodiments, packets may be transmitted
using a frequency hopping system wherein the same frequency hopping pattern is
used for each of the multiple packet protocols.

[0017] Those of ordinary skill in the art should understand that the presently
disclosed subject matter equally relates to both methodology and to corresponding
and related apparatus subject matter. For example, one further present exemplary
embodiment of the presently disclosed subject matter relates to a packet receiver
including a radio frequency front end, a baseband processor, and a
synchronization header detector. |n exemplary such receivers, the synchronization
header detector may be configured to listen for multiple packet protocols and to
identify occurrence of a selected portion of a packet transmitted under one of the
multiple packet protocols. In such exemplary receivers, the baseband processor
may also be configured to process a received packet based on a single modulation

technique at a time.
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[0018] In some present exemplary embodiments, the receiver’s front end may
be configured to receive transmissions on a single frequency while in other present
exemplary embodiments the front end may be a frequency hopping receiver.

[0019] In yet further present alternative embodiments, the foregoing exemplary
baseband processor may be configured to process with a modulation technique
determined based on packet protocol identification performed by the
synchronization header detector.

[0020] In some alternative uses of the present subject matter, at least some of
the nodes may be associated with metrology devices, and the presently disclosed
network subject matter may be implemented as a meshed network of metrology
devices. In other present alternatives, the presently disclosed packet receiver may
be used in a meshed network of metrology devices. In a utility industry setting, the
nodes may include endpoints, meters, cellular relays, routérs, transformers,
substations, servers and head offices, for example. While techniques are
described herein in the context of a utility network, the techniques are also
applicable to other types of networks as well, such as, for example,
telecommunications networks, sensor networks, and the like. In the context of
other networks, nodes may include servers, computers, routers, switches, sensors,
or any other device coupled to any type of network.

[0021]  Additional objects and advantages of the presently disclosed subject
matter are set forth in, or will be apparent to, those of ordinary skill in the art from
the detailed description herein. Also, it should be further appreciated that
modifications and variations to the specifically illustrated, referred and discussed
features, elements, and steps hereof may be practiced in various embodiments
and uses of the subject matter without departing from the spirit and scope of the
subject matter. Variations may include, but are not limited to, substitution of
equivalent means, features, or steps for those illustrated, referenced, or discussed,
and the functional, operational, or positional reversal of various parts, features,
steps, or the like.

[0022] Still further, it is to be understood that different embodiments, as well as
different presently preferred embodiments, of the presently disciosed subject
matter may include various combinations or configurations of presently disclosed

features, steps, or elements, or their equivalents (including combinations of
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features, parts, or steps or configurations thereof not expressly shown in the
figures or stated in the detailed description of such figures). Additional
embodiments of the presently disclosed subject matter, not necessarily expressed
in the summarized section, may include and incorporate various combinations of
aspects of features, components, or steps referenced in the summarized objects
above, and/or other features, components, or steps as otherwise discussed in this
application. Those of ordinary skill in the art will better appreciate the features and
aspects of such embodiments, and others, upon review of the remainder of the

specification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] A full and enabling disclosure of the presently disclosed subject matter,
including the best mode thereof, directed to one of ordinary skill in the art, is set
forth in the specification, which makes reference to the appended figures, in which:
[0024] Figure 1 is a block diagram illustrating an exemplary radio frequency
(RF) network constructed using certain embodiments of the presently disclosed
technology;

[0025] Figure 2 diagramatically illustrates an exemplary packet structure used
in certain embodiments of the presently disclosed technology;

[0026] Figure 3 diagrammatically presents an exemplary multiple protocol
receiver state machine as may be employed in the implementation of selected
embodiments of the presently disclosed technology;

[0027] Figure 4 is a block diagram of an exemplary multi-protocol receiver
constructed in accordance with an embodiment of the presently disclosed subject
matter; and

[0028] Figure 5 is a flow chart illustrating methodologies for demodulating
packets in accordance with embodiments of the presently disclosed subject matter.
[0029] Repeat use of reference characters throughout the present specification
and appended drawings is intended to represent same or analogous features,

elements, or steps of the presently disclosed subject matter.
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DETAILED DESCRIPTION OF THE SUBJECT MATTER

[0030]  As referenced in the above Summary section, the presently disclosed
subject matter is particularly concerned with providing in some embodiments
thereof a multiple protocol receiver. In an evolving network, for example an
evolving mesh network, with different generations of hardware, relatively newly
developed nodes are able to communicate using sophisticated modulation
techniques and protocols. Such nodes are able to provide better performance and
data throughput, while still communicating with older devices. Through the use of
embodiments of the presently disclosed subject matter, coexistence of different
types of node devices is managed without impairing the performance of the global
network.

[0031] Additionally, the presently disclosed subject matter permits the use of
adaptive modulation techniques to receive hard to reach nodes at low data rates,
while continuing to communicate at higher data rates with other easier to reach
nodes. Such techniques also allow very large data rate variations where one
modulation technique with a common preamble at the lowest data rate would not
be efficient.

[0032] In general, such benefits are achieved in accordance with embodiments
of the presently disclosed subject matter by providing a multi-protocol receiver that
is configured to share a single analog radio frequency (RF} and employ a digital
processor to provide parallel preamble detection, but which is configured to revert
to a single modulation technique once a particular modulation has been detected.
[0033] With initial reference to Figure 1, there is illustrated a block diagram of
an exemplary radio frequency (RF) network generally 100 constructed using
embodiments of the presently disclosed technology. Exemplary network 100 may
be inhomogeneous such that the nodes 102, 104, 106, 108, 110 of network 100
may have different radio transceivers with different performance characteristics,
while the RF links 112, 114, 116 between the nodes may also greatly vary in link
quality for each pair of nodes. In some present alternatives, at least some of the
nodes may be representative of nodes associated with metrology devices, and the
network may comprise a meshed network of metrology devices. Although the
presently disclosed material has application in Smart Grid and AMI networks and
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related, the concepts are equally applicable in more general communication
networks which can benefit in a similar fashion as presently disclosed.

[0034] With present reference to subject Figure 2, there is diagramatically
illustrated an exemplary packet structure generly 200 as may be used in
embodiments of the presently disclosed technology. As illustrated, packet
structure 200 corresponds to a synchronization header 202 and a data portion 204.
Synchronization header 202 in the exemplary embodiment shown is preferably
made up of a preamble and a synchronization word. As will be understood by
those of ordinary skill in the art from the complete disclosure herewith, the
preamble portion of synchronization header 202 is intended to be varied, based on
the various transmission protocols used by the various respective network nodes
102, 104, 106, 108, and 110.

[0035] In accordance with embodiments of the presently disclosed subject
matter, a receiver is provided that listens for multiple preambles to identify when
different types of such preambles, and correspondingly, different types of
synchronization headers 202, are detected.

[0036] With present reference to Figure 3, there is diagrammatically illustrated
an exemplary multiple protocol receiver state machine 300 as may be employed in
the implementation of selected embodiments of the presently disclosed
technology. While a brute force approach to the problem of listening for multiple
preambles might be to use several transceivers in each respective node (with one
transceiver for each modulation technique or protocol that one would want the
network to support), such an approach would lead to prohibitive cost and poor
integration of the different protocols.

[0037] In contrast, and in accordance with embodiments of the presently
disclosed subject matter, a multiple protocol receiver is provided. One exemplary
embodiment of a receiver constructed in accordance with the presently disclosed
subject matter may be described by a representative state machine generally 300
as illustrated in Figure 3. The basic operation of a multi-protocol receiver assumes
that each one of the modulation technigues or protocols to be supported uses a
specific preamble. [dentification of such specific preambles facilitates

distinguishing the modulation technique used.
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[0038] With further reference to Figure 3 and representative state machine
generally 300, it will be noticed that in its idle state the receiver is listening
simultaneously at state 302 for the different respective preambles of the supported
protocols. Once a known preamble is detected, the receiver switches to reception
of the corresponding modulation. After completion of the packet reception, or in
case of failure, the receiver switches back to simultaneous listening for preambles.
[0039] Thus, for example, while state machine 300 is in state 302, where it is
listening for multiple supported preambles, if for example a preamble of a first type
is detected, the state machine transitions to state 304 where the receiver switches
to reception of the first type packet. When a first type packet is received, the state
machine may transition back to the multiple preamble listen state 302.

[0040] In similar fashion, if s second type preamble is detected, state machine
300 may transition to reception of the second type packet at state 306, orif an N
type preamble is detected may transition to state 308 for reception of an N type
packet. It will be appreciated that any number of receptions of various type packet
states (as representatively shown as states 304, 306, and 308) many be provided.
[0041] With present reference to Figure 4 there is illustrated is a block diagram
of a representative exemplary multi-protocol receiver generally 400 constructed in
accordance with an exemplary embodiment of the presently disclosed subject
matter, Receiver 400 may include an RF Front End 402 coupled to antenna 404
and configured to receive radio frequency signals as may be transmitted within a
network from a node. In certain present exemplary embodiments, RF Front End
402 may be configured to receive a single frequency radio frequency signal that
may be common to each node within a network. In other embodiments,
representative RF Front End 402 may be configured as a frequency hopping
system but also may be designed to use the same frequency hopping pattern for
all transmission protocols.

[0042] Representative processor 406 is configured to listen for multiple different
headers transmitted as a portion of packets from multiple different devices using
multiple different packet protocol. In an exemplary configuration, processor 406
may employ a synchronization header detector process to detect the presence of
one of such multiple different headers. Upon detection of such header, such

information is passed to an exemplary representative baseband processor
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corresponding to an additional process performed by processor 406 in accordance
with the presently disclosed subject matter.

[0043] In some embodiments of the presently disclosed subject matter, the
synchronization header detector process performed by processor 406 may be
configured to listen for only a preamble portion of the synchronization header
transmitted by the various network nodes.

[0044] In accordance with the various packet protocols, the preamble portion of
the synchronization header may be configured to identify the type of modulation
technique being used by the particular node for the particular packet being
transmitted. The modulation technique may take into consideration various
transmission rates so as to provide, for example, a slower transmission rate for
hard to reach nodes, in order {0 maintain transmission link quality. In other
embodiments of the presently disclosed technology, the transmission rate may be
relatively higher so as to relatively increase the transmitted data rate when the
nodes are easier to reach due to their relatively close proximity to a receiving or
transmitting communication paired node or because of a relatively unobstructed
transmission path that has not significantly attenuated the signal between
communicating nodes.

[0045] Following detection of the synchronization header, or at [east the
preamble portion thereof (either of which are in accordance with the presently
disclosed subject matter), signals passed to the baseband processor may then be
demodulated and supplied to an output line 408 for use in network related
communications. Significantly, in accordance with the presently disclosed subject
matter, the baseband processing aspects of processor 406 requires less
processing capability than the synchronization header detector aspects. Such
advantageous characteristic flows from the fact that the synchronization header
detector process is tasked with listening for multiple protocols concurrently, that is,
in parallel, while baseband processing need only process signals based on a
single modulation technique at any one time.

[0046] Those of ordinary skill in the art will appreciate that the various
components of representative multi-protocol receiver 400 may be embodied in
hardware, software, and/or combinations thereof. For example, the representative

RF front end 402 may correspond to a hardware device while the synchronous
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header detection and baseband processing may both be provided via software
programming of a processor, or general purpose computer, or firmware controlled
controller or microprocessor, or any other device that may be used to implement
signal processing functions.

[0047] A number of significant benefits derive from embodiments of the
presenily disclosed subject matter, which include but are not limited to the
following examples. First, the RF analog front end 402 for the receiver 400 is
common to all modulation types. Secondly, the baseband processing function only
needs to handle one modulation at a time when a packet needs to be
demodulated. Such feature is especially beneficial for a software defined radio as
the maximum required computation power is drastically reduced. Thirdly,
detection of only the preamble portion of the various synchronization headers
actually needs to be performed in parallel. Such operation requires much less
processing power than the complete demodulation and decoding of monitored
packets.

[0048] The benefits of embodiments of the presently disclosed subject matter
are in many embodiments significantly enhanced if the different protocols use the
same channel center frequency. In such cases, the receiver bandwidth can be as
narrow as the widest bandwidth used in the different protocols. In a frequency
hopping system, similar enhancements may be achieved by using the same
frequency hopping pattern for all the protocols.

[0049] With present reference to Figure 5 there is illustrated a flow chart 500
illustrating methodologies for demodulating packets in accordance with
embodiments of the presently disclosed subject matter. As may be seen in Figure
5, a receiver may be configured to listen (step 502) for transmitted packets. If a
pabket is heard (step 504), a determination is made (step 506) as to whether at
least a portion of the packet can be identified. Primarily, as previously noted, an
examination of received packets is performed at step 506 by employing a multiple
protocol receiver to listen to and examine received packets based on such multiple
protocols in a parallel fashion. When a packet is identified (step 506), the entire
packet may then be demodulated (step 508) based on the identified packet. In
accordance with a further feature of the present methodology, packet identification
step 506 may be arranged to listen to only a portion, preferably the preamble
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portion, of the packet to effect identification of the packet transmission protocol.
Further still, once a portion of a packet is identified in step 506, further packets
may be automatically demodulated using the identified protocol at least for the
completion of the packet reception or until there is a failure in reception. In case of
such a failure, the methodology will revert {o a listen mode at step 502 and revert
to a multiple simultaneous protocol listening/identifying state.

[0050] While the presently disclosed subject matter has been described in
detail with respect to specific embodiments thereof, it will be appreciated that those
skilled in the art, upon attaining an understanding of the foregoing, may readily
produce alterations to, variations of, and equivalents to such embodiments.
Accordingly, the scope of the present disclosure is by way of example rather than
by way of limitation, and the subject disclosure does not preclude inclusion of such
modifications, variations, and/or additions to the presently disclosed subject matter
as would be readily apparent to one of ordinary skill in the art.
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WHAT IS CLAIMED IS:

1. A method for receiving a packet from sources using different packet
transmission protocols, comprising:

receiving packets until a packet having a known preamble is received, wherein the
receiving comprises parallel processing that concurrently seeks to detect each of a
plurality of different preambles associated with a plurality of known modulation
techniques, respectively, within each of the received packets;

identifying a modulation technique from among the plurality of known modulation
techniques, wherein the identifying is based at least in part on the known preamble of the
received packet; and

demodulating the received packet based on the identified modulation technique,
wherein the demodulating is performed within a state selected from among a plurality of
states, each of the plurality of states associated with a respective modulation technique;

wherein each of the plurality of known modulation techniques utilizes a same

frequency hopping pattern.

2. The method as in claim 1, wherein the known preamble is part of a

synchronization header of the received packet.

3. The method as in claim 1, wherein the packets received are received within an
inhomogeneous network, and wherein within the inhomogeneous network at least some
of the plurality of different preambles are sent by nodes associated with metrology devices
in a smart electrical grid and at least some of the plurality of different preambles are sent

by nodes not associated with metrology devices.
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4. The method as in claim 1, wherein:
the identifying comprises recognizing a transmission protocol; and

the demodulating uses the recognized transmission protocol.

5. The method as in claim 1, wherein:
the received packets are received on a single radio frequency used by all devices

onh a network.

6. The method as in claim 1, wherein:
the received plurality of packets are received on a plurality of frequencies

according to a single frequency hopping technique used by all devices on a network.

7. A method for receiving information, comprising:

receiving a plurality of packets from a plurality of different nodes operating within
an inhomogeneous network, the plurality of received packets each having one of a
plurality of different preambles indicating a plurality of different modulation techniques,
wherein the receiving comprises parallel processing that concurrently seeks to detect
each of the plurality of different preambles according to each of the plurality of different
modulation techniques, respectively, and wherein a same frequency hopping pattern is
used with each of the plurality of different modulation techniques;

identifying a modulation technique of a received preamble of a received packet
from among the plurality of received packets according to operation of a first state of a
state machine operated on a node, wherein the identified modulation technique is from

among the plurality of different modulation techniques; and
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demodulating, in a second state of the state machine, the received packet based

on the identified modulation technique.

8. The method as in claim 7, wherein receiving the plurality of packets comprises
use of a narrow bandwidth receiver whose bandwidth is based at least in part on

bandwidth used by the plurality of different modulation techniques.

9. The method as in claim 7, wherein the received preamble is at least part of a

synchronization header of the received packet.

10. The method as in claim 7, wherein the inhomogeneous network comprises a

mesh network of nodes associated with metrology devices.

11. A packet receiver, comprising:

a radio frequency front end configured for frequency hopping;

a baseband processor, in communication with the radio frequency front end; and

a synchronization header detector configured to detect a packet having a known
preamble, wherein the detecting comprises parallel processing that concurrently seeks to
detect each of a plurality of different preambles associated with each of a plurality of
different transmission protocols within each of a plurality of received packets, wherein a
single frequency hopping pattern is used by the radio frequency front end for each of the

plurality of different transmission protocols.

12. The receiver as in claim 11, wherein said baseband processor is configured to
process with a modulation technique determined based on packet protocol identification

performed by said synchronization header detector.
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13. The receiver as in claim 11, wherein said baseband processor and said

synchronization header detector comprise software running on a processor.

14. The receiver as in claim 11, wherein said synchronization header detector

comprises part of said baseband processor.

15. The receiver as in claim 11, combined with a meshed network for metrology

devices.

16. The receiver as in claim 11, wherein the radio frequency front end and the

baseband processor comprise a combination of hardware and software.



