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option to specify a device password on the nobile 15
deWesaintioner tlerRe¢lated datir e t he nobi |l e device and
prevent use of the device w thout know edge of the

devi ce S d. When the no evi.ce | nnec
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S a response tot
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Ve Gg degkipp sysigm apethempobilsisuice. to t he rmbl e
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T one A B BTG FBviet e i (LiGe S6yot hatout
da&kwnakgwﬂﬂmmgwuapgﬁw@g a connection is sent to the

device in response to the challenge by the nobile
device._|f the response matches the stored hash of the
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devi ce and
in order to determine if the desktop system is authorized to initiate a connection with

the mobile device. The desktop system then provides a response to the mobile device.
If the response provided by the desktop system matches the response expected by the
mobile device, then the desktop system is allowed to connect to the mobile device and

proceed to synchronize information.

Typically, the issued challenge is a request for the hash of the user password.
A hash function, such as SHA-1, is a one-way function that takes an input or varying
length and converts it into a unique output. The hash of the password provided by the
user of the desktop system initiating a connection is sent to the device in response to

the challenge by the mobile device. If the response matches the stored hash of the



proceed to synchronize information. The device
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with a hash of a password provided by a user of the
requesting device, and the conbination of the hash of
th%ﬂ%@d and the challenge is further hashed in
order to generate a requesting encryption key that is

used t qn%@@&rﬁ%cetvﬁﬁl {48 SacBHBP b edMREN Stemd BB methods are
encrypted user supplied password is sent to the

autrheided Gartai chgllehgeirewors swhempavithisybisha seereh fach assagsword,
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of an authenticating devi ce passwor
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devi ce password, then the requestj devi.ce has been .
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rnvention there i s provi a method for
ausshhatdspartse omthefissued depllenge. nfhelayhensicpijnggdpvice generates an
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authenticating device password, then the requesting device has been authenticated and

the authenticating device is in possession of the password.

According to an aspect of the invention there is provided a method for
authentication of a requesting device by an authenticating device, the requesting
device and the authenticating device each being operative to carry out a one-way hash
operation and to carry out a key-based encryption operation, the authenticating device

storing a hash of a defined password generated by applying the hash operation to the



defi ned password, the authenticating device being
further operative to carry out a key- based decryption

wopersan7ien for decrypting val ues obtai ned fronPCIAEA2004/002041

encryption operation, the nethod including the steps

of : the requesting device receiving a user password

andlefiaed passgonl)thet duthehéisdtinghleopebainedarther dpdfitivs & carry out a key-
paﬁﬁyg{$ to, obtain .a ?as of the user password, the
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password to authenticate the requesting device when
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.operations on the auythenticatin

passworg to.carry. out g
15 Gevi ce. &lﬁ\@egﬁcﬂ’il‘f%mg ge‘ﬂc TReERY LS the pesppnssrangd Jeliping anapthenticating

t hexdceyptdnike biy ‘égﬁlyfhﬁ QuPthe ¥&sh 5'&}1‘5‘(991 %ﬂ;ah %félfigatgg&eﬁf c;clée challenge

aut henticating device is a wrel ess
antidrthe hash ofithodefmed pass8er&CT/ CA2004/ 002041
requesting device is a desktop conputer and in which
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required to establ'Tsh a cormect
W deehygtion opadtied th decrypt the response to obtain a decrypted user password and

20  carrying out the one-way hash operation on the decrypted user password,
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the authenticating device comparing the hash of the decrypted user password
with the hash of the defined password to authenticate the requesting device when the

comparison indicates a match.

According to a further aspect of the invention there is provided the above
method further including the step of the authenticating device using the decrypted

user password to carry out operations on the authenticating device.

According to a further aspect of the invention there is provided the above

method in which the authenticating device is a wireless handheld device and the



devi ce and the requesting device, the nethod further

including the step of the requesting device sending a
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r equest AB&rPiagIva maienaspeet etthe sivegtien theerieptovided the a
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a | ?Sof the requesting password; 20 a hash
generator for generating an authenticating encryption
key by hashing a conbination of the challenge and a
hash of Aacqdiaget erfuithee dspreat oftbe dyveatioketheypis provided a system for an
decrypting the.encrypted requestin assword .using the
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enggﬁption qﬁe; ggcluding a hash of the random nunber

and the hash of the information, including the steps .
20 of : a hash generator for generating an authenticating encryption key by hashing a

combination of the challenge and a hash of a predetermined password,

a decryptor for decrypting the encrypted requesting password using the

authenticating encryption key to obtain a decrypted response; and

a comparator for comparing a hash of the decrypted response with the hash of
25  the predetermined password, whereby if the hash of the decrypted requesting
password matches the hash of the predetermined password, the requesting device is

authenticated.

According to a further aspect of the invention there is provided a method for

securely transmitting information to a receiving device, the receiving device being
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hash of the information; hashing the conbi ned random
nunber and hash of the information to produce a
t r prisidedtvittga Rashrofppiid inforkeyipn enanyqhinombehand a receiving encryption

i nformation usi the transmttin ncryptjon. key; 10, )
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to a further aspect of the invention there is provided
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key i ngbiBinfig the hdg@bmatunitie widitde haghluthid indiehatios;
hash of the predeterm ned password, including the
steps of the requesting device: rec

1 '
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us : . ce a hash of the user password;
ZOgggﬁnﬁﬁlﬁq%%ch&tlfBg%g%m nunber with the hash of the
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key. 5 WO 2005/ 107130 PCT/ 04/ 002041 According to
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encryptio

encoding the user password to produce a hash of the user password;
combining the random number with the hash of the user password;

hashing the combined random number and hash of the user password to

produce a transmitting encryption key;
encrypting the user password using the transmitting encryption key;

transmitting the encrypted user password to the authenticating device for
authentication by decryption by the authenticating device using the receiving

encryption key.
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response fromthe requesting device, the response
including a requesting encryption key determ ned by
carryi ngcauding Iea iatter agpeciadfi tbairvention thereds petviidad aghethod for
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n . .
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communi gatriadlfith&fichine Srryptied kebe caltying@dt the hakteoperation
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di fferent topol ogies, but the systemshown in FIG 1
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per haps the nost prevalent Internet e-nmail environment

wher e sqfiptridethé BashQF tRENRRIdduses BabswhidGvith tisdTeieh ofithe
e-mai'l sender 10, the Internet 20, a nmessage server,
sydefared passwoad i4 sushenticatg shasigayesting dgyice hgs the comparison indicates
inﬂn%%{ ucture 90, a wireless network 105 and a

As will be appreciated, the invention is capable of other and different
embodiments, and its several details are capable of modifications in various respects,
all without departing from the spirit of the invention. Accordingly, the drawings and
description of the preferred embodiments set forth below are to be regarded as

illustrative in nature and not restrictive.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a

wireless communication device may be used. One skilled in the art will appreciate



nobi | e conmuni cati on device 100. 10 An e-nmil sender
system 10 may, for exanple, be connected to an ISP
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system 10 has an account, |located wthin a conpany,
possi bly connected to a | ocal area network (LAN), and
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such as server 40 typically extend beyond just e-nal
gl;FlJOWIh]E!yFIé}- donay msleadibe dymmented to a wide area

d [ t hat defi ned dat ab
o AP AR, B, A Bl NG BB Fertiee 68 Baichny
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PCT/ CA2004/ 002041 The wi rel ess gateway 85 and

i nfrastructure 90 proyide a |ink between the |Internet
20 and 153?%‘8?%%%‘3 %?éf%ﬁ inapee implemepteds fetsexample, on a network
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products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate components are not shown in FIG. 1, as they do not directly
play arole in the secure message processing described below. Message servers such
as server 40 typically extend beyond just e-mail sending and receiving; they also
include dynamic database storage engines that have predefined database formats for

data like calendars, to-do lists, task lists, e-mail and documentation.
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version thereof, 1s sent to the wireless gateway 85. The wireless infrastructure 90
includes a series of connections to wireless network 105. These connections could be
Integrated Services Digital Network (ISDN), Frame Relay or T1 connections using
the TCP/IP protocol used throughout the Internet. As used herein, the term “wireless
network” is intended to include three different types of networks, those being (1) data-
centric wireless networks, (2) voice-centric wireless networks and (3) dual-mode

networks that can support both voice and data communications over the same physical
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& ]ff(g}o iS use 11n
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nforma Ices 1
install ation, the redi rection program 45 takes

20 conf i dehé edntmhbiosh syste:m 80 indB ypiedlly teor groperate office or other LAN,

| eigad B o BB Sk 2 DS fher S5Vt st Where mail
PCHeS:A2004L 8030 ¢hchahbéd® VWithir Be BB&IsY Se@B0l i6 €% heldage/Server 40,

nore detail ed gescrl ption of the redirection software
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Havi ng A Shared Electronic
40 to a mobile communication device 100. Although the redirection program 45 is

shown to reside on the same machine as the message server 40 for ease of
presentation, there is no requirement that it must reside on the message server. The
redirection program 45 and the message server 40 are designed to co-operate and
30 interact to allow the pushing of information to mobile devices 100. In this
installation, the redirection program 45 takes confidential and non-confidential

corporate information for a specific user and redirects it out through the corporate
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t hwirelessaetivorkp asﬁélbﬂeetﬂedn%nﬁblt_idrﬂfﬂi fmsgpm }:1@. 3, ﬂﬁgﬁh&;ebe
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ancdhbetiondssh %lﬁire\{gﬁl_gﬁf}mg@g%d atitHed gn sgrlu P90, as described

re less g g5 AN add

uire a separate wirele at eway TWire
i néboaiet The cancept®d atvoirdless 0N rovderVBNs aewrie ¢lid wiele@Uhdustry and

1 BEP Ve SR B I efy 55 e
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of , FIG, 2, a conposed e-mail nessage 1
dewlce 100 and thus glpake it possible to push information to a mobile device 100 at

any time. A principal advantage of using this wireless VPN router 75 is that it could
be an off-the-shelf VPN component, thus it would not require a separate wireless
gateway 85 and wireless infrastructure 90 to be used. A VPN connection would
preferably be a Transmission Control Protocol (TCP)/IP or User Datagram Protocol
(UDP)/IP connection to deliver the messages directly to the mobile device 100. Ifa
wireless VPN 75 is not available then a link 95 to the Internet 20 is the most common

connection mechanism available and has been described above.
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such a link because they represent a large amount of the data that is required by the

device for S/MIME, PGP and other public key security methods.

FIG. 3 shows a typical challenge response scheme used by an authenticating
device, such as mobile device 10 to authenticate a requesting device, such as desktop

system 35 that may be requesting a connection to the device 10. When device 10 is
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When the authenticating device detects a connection request, it generates a

Challenge ¢ to issue to the requesting device. The Challenge ¢ may be a group of bits
that have been randomly generated by the authenticating device. Alternatively, the

numbers of bits used in the Challenge ¢ may also be randomized. The authenticating
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not match, then the user did not provide the correct password, and the authenticating

device rejects the connection request from the requesting device, and thereby

disallows the connection.
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Hovever, the systens and net hods described herein are

in no way restricted to a particular type of antenna,

or evenlRotrafseavestlliocladesmrereiven UA, dtreismeitier e antennas 316
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commruni cati on avi ng =~ voi
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transceiver, 311 is used to conmuni cate W th t

ndRRbFopIgYrycaty gyer a voice network, such as any of the analog or digital cellular

networks, and may also communicate over a data network. The voice and data
networks are depicted in FIG. 5 by the communication tower 319. These voice and
data networks may be separate communication networks using separate infrastructure,
such as base stations, network controllers, etc., or they may be integrated into a single

wireless network.

The transceiver 311 is used to communicate with the network 319, and
includes the receiver 312, the transmitter 314, the one or more local oscillators 313

and the DSP 320. The DSP 320 is used to send and receive signals to and from the
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oper at e.

o pierwitieh the motler defricArt0 iiciarended kesperay. H dﬂ"ék&&ﬂﬁleaa moblle device
ﬁhscel er. 311 designed to operate with ana
LTiFEe %‘?Pc?@t%kﬂﬁﬁ ATt Arneatean atapknt pagy iBejafe agrensseiver 311
t hee it
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O dvafiginen @5 opdratdatith B @PKB &8&a B&hﬂﬁhﬁ%ﬂoxpﬂé@oﬁ@&?f @k &sMm
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and Dat aTAC data net wor ks, nobil e devices are
regi st dbq[d;ndmgiuben thettype & neswods i netwatkie319, the access requirements

2{5 ch?‘ltl gﬁ'Fer associ ated with each nobile
dew Pay A sporrs, Forrsaeplss in theMwhitex and DataTAC
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GPRS k
R R N M TR I N A N
rrmlt&dém@d @Eicauy Wiglledh stREriteh MEEW £8dulePuime ) nPRich &

device w Il be unab e to carry out any function
i AGIRp dgorder to operate a mobile device on a GPRS network. Local or non-

network communication functions (if any) may be operable, without the SIM device,

but a mobile device will be unable to carry out any functions involving
communications over the data network 319, other than any legally required

operations, such as ‘911’ emergency calling.

After any required network registration or activation procedures have been

completed, the mobile device 100 may the send and receive communication signals,
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communi cations over the data network 319, other than
any legally required 30 operations, such as 911
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f oFORYeEHqh filtering 5Dy caiEmandsTansmissiogda dircgprypunioation network
cogyga{,i%ltgg]amédﬂatﬁy ng, anplification and transm ssion

to the comrunication network 319 via the antenna 318.

In addltlon to processing the comruni cation signals,

t he DSPlmBRWitiingo prcpneeﬂmgiés cbonnum@m:en signels, the MIP0320 also

th t
o1 BioSIERS R emec i B D B St HE webleasls erieadas
Mayorheiuaidain sigla¥s ih3hé Rk 3152%&%9&%@%@5@ rhsdy Qéh&ptwely
control algorithms inplenented in the DSP

t r endiolpd Broughautasmatie gein porrired akg@uﬂnmsamgdemmted in the DSP 320.
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overall operation of the nobile device 100. Mny

types M croprocess 0 crocontrollers_could 20 )
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m croprocessor 338. Low | n| cati1on funct
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BT I R bt e B e e e ARG R Ghapsaicluding
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M SLARLACHRA 9b lg%ﬁpn 35% %Watg COrnalgmgatﬁ?ng?Pﬂhg@téqn 324B may

comuni cat'i on ATy pr ov
usberstored in the non-volatile memory 324 for execution by the microprocessor 338.

For example, the voice communication module 324A may provide a high-level user
interface operable to transmit and receive voice calls between the mobile device 100
and a plurality of other voice or dual-mode devices via the network 319. Similarly,
the data communication module 324B may provide a high-level user interface
operable for sending and receiving data, such as e-mail messages, files, organizer
information, short text messages, etc., between the mobile device 100 and a plurality

of other data devices via the networks 319. The microprocessor 338 also interacts
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|
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permanently writing them to a file system located in a persistent store such as the

Flash memory 324.

An exemplary application module 324N that may be loaded onto the mobile
device 100 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appointments, and task items. This module

324N may also interact with the voice communication module 324A. for managing
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mobile device 100 to the serial port of a computer system or device. The serial port
330 may also be used to enable a user to set preferences through an external device or
software application, or to download other application modules 324N for installation.
This wired download path may be used to load an encryption key onto the device,
which is a more secure method than exchanging encryption information via the
wireless network 319. Interfaces for other wired download paths may be provided in
the mobile device 100, in addition to or instead of the serial port 330. For example, a

USB port would provide an interface to a similarly equipped personal computer.
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devi ce, .a touchpad, a variety of sw tches, a rocker
| rt,rﬁmmwswn are generated by 2 microphone 336. Alternative voice or audio /O

subsystems, such as a voice message recording subsystem, may also be implemented
on the mobile device 100. Although voice or audio signal output is preferably
accomplished primarily through the speaker 334, the display 322 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or
other voice call related information. For example, the microprocessor 338, in

conjunction with the voice communication module and the operating system software,
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node that received signals are preferably

be toqfi‘ttﬁﬁfci E{Gylsﬁ speaker 334 and voice signals for

transm ssion are generated by a m crophone 336.

Al t er napi mn\&@hg@cdﬁﬁnamam)nk/sﬁ%@%ﬁm(ﬁwso%&J&ﬁuea%n he mobile
Voi ce rressgﬂ;e recordin subs stem may al so

i medeetle dlhegwbsyiste H@Yd@mdﬁeanlmﬁaremdemagnd avbcieted

or e Ry AR BED elshiot S omma Sy RS gy o

al Bmdﬁﬁ)tlu@/’e:ﬂo&tﬂe 3PaP86/1 Uodiilel fidliekah %l@%o%frmhb@for communication
|dent|ty of a calllng party the duration a voice

caMith sghilarpst-ppaplogsiysteme and d?‘éP%t dchopslahethinitbaart RoH appreciate

ex de » Ec plungt |

g JFiuehdf dha 88 PETRRS e RS ot e RN SRRl tonne

syhtsdttesof Eleetriesl ah BIMOtdARS/ELQIAESS, Rﬁﬁ‘n@ﬁ@ Q1 39884dnal area

% detect .the caller identification information of an

WO H6 ivsless fqeakgrga H?%Vﬁlﬂésyresp‘t’c'”dﬁlyt he displ ay

322. A short-range conmmuni cations subsystem 340 is

al so i n"PhéJQ%Eérﬂsﬂ aﬁ&‘ﬁ‘lefﬂé@s g cPata Hﬁy bE §to}%ﬂn ohB®r #HPS M%E St¥res.

340 may include an infrared device and associ at ed

CI Thedats stared cawohp ofieany differerd tyfes of stomaggeeEes and programmmg

g%%%u‘% h@b%ﬁw 3’&\2& E]r%aﬁ gien{o(%/ Y e%gfig%]glqe\l/l% Hgta S ructures,

“h% @Briabléd, BicS iIis |n@fddychﬁﬂﬁﬁ! SRICRYS! REE R rmats for use in
deV| ces. ose skllled inthe art will appreciate

t hefganiging 8pg storng dalg in databases, pregrams tmemerys opdther computer-
I | ti1tut f
Q&Jbﬁ&ﬂfa&g%gmﬁ?%?' AR pidr (&Erneers nstitute o

Electrlca fronies relating to
W rel ess personal area 10 networks and wi rel ess | ocal
area n eThtmyk’@ms rapd pethiddg ehay. befjrevidyd be miny differamttedo

dat a ored Ln. one nore data stores. = The
Bl e Rl Sl SRee PRI G ROM,
dedilens, RANL B9 iR Hdt) onmﬁ)ﬁfé?ts hdfd Frives E‘L‘Eg it c6Yi¥n iR®Mctions

Fl ash rrem)ry, progranm ng data structlre
pr@gumeﬁgcuhan bailbinsecesssrdo perfornstheanetbodsh aperatadig and implement
égé de cerl téeelfor mats for use in 15 organi zing
OF | n gl}ﬁ Yat abases, prograns, nenory, or
ot her corrputer- readabl e nedia for use by a conputer

pr ogr arTheldoenpayes icefpotents, SefhadsnshyesD finpfions hd@a®ktructures
mrfgﬁﬂgql ffer ent t pes of conputer- readabl e medi a
P conseied dinepidnanindirgctiyedo gach gtherRagrder to

allow the ﬂow of data needed for their operations. It is also noted that a module or
processor includes but is not limited to a unit of code that performs a software
operation, and can be implemented for example as a subroutine unit of code, or as a
software function unit of code, or as an object (as in an object-oriented paradigm), or

as an applet, or in a computer script language, or as another type of computer code.

20



di skette, RAM flash nmenory, conputer's hard drive,

etc.) that contain instructions 20 for use in

wexesun7ion by a processor to performthe net ho#6T/CA2004/002041
operations and i nplement the systens descri bed

herei n. The conputer conponents, software nodul es,

f uNCE(mSIMhd data structures described herein may be
connected directly or indirectly to each other in

order t | ow the fl,ow.of. data.needed,far their . .
opg'r at i g‘nssy.%ltelr? Vﬂl)rs 1 gle Brakigmy eé’fcea%nﬁlgtﬁ?lgucafe 3gequesting device,
pr esfpddfig:i ncl udes but is not limted to a unit of

code that perforns a software operation, and can be

i npl enented for exanple as a subroutine unit of code,

or as a2 chablengmecraierder seneaiing aggthallergs, or as an

object (as in an object-oriented paradign), or as an

appl et ' > ' i Dt r ) _
bt b ® Pombfinfbal QPMCHor 3ahiRiun R f BRen o s requesting device
PCGIIAOARGID %00 288dnseVk thk Ahdllenke fors ¢ esqubstingadevice, the response

aut henti.cati on %evi ce tgwgut hen%& cate a requesting .
deSAPURISING: B ACE P asIV i PIcEYRied YEIRE Aategrestigg enciyption key, the

ge&%&ﬁihg Snéy kSN ERnprRi LN GO ERSinhtidMof @E challenge and a
transm tting the challenge to the requesting device

antthsh o€ Hievequpsting gespuoisle t o t he chal | enge fromthe
requesting device, the response conprising a

request ] P rd encrypted using..a.requesti.n .
encry pt% g%hlg@%\gf gor geglaﬁa '0F iaﬁgaug}?gP%W C’W@bog key by hashing a
C coppbitdtiog of theadlall&fgeand Qriakinaf 4 predeferrhined EBJS%WO&I} ge

and a hash of the requesting password; a hash

generator_for ggper ting an _ authenticating encryption

key by h&EHVRET alor gi the ercrymied cRapesing epdatword using the
hagheaficAing RO baSMOLR ol | for
decryptlicngl%teﬁgﬁgncryg}t’ee reg\gggﬁyﬁgedgggﬁ)ﬁgﬁ%si ng the
authenticating encryption key to obtain a decrypted

r espongiecomrgater oo wpapaitiag a hash afthp dec¢rpipted réspehseowith te hash of

d Y. re nse with the, ha of he .pr edet er ed )
oA B e RE R SOt RN B bt oFy B efieorypled Teaquesting
r gRbeedrt igatciRa sbovRidh dBthe heedddimid@sphsofoldD éhe requesting device is
predet erm ned password, the requesting device is
auHsaticadet ed. 2. The systemof claim 1, wherein the

chal I enge generated by the challenge generator is a

r gndom-gy; raago f |

1, wher eieni%,t%ﬁe(&aJrij ggrmunl ? a?’?ﬁg%r%g{ Fl?eﬁﬁh%%ﬁg%ﬁ%{@?ieﬁ b}pl&?e E%allenge
c @ehérglor éch random or pseudo-random number.

3. The system of claim 1, wherein the communications link is further configured

to receive an authentication request from the requesting device.

4. The system of claim 1, further comprising an authentication flag for indicating

whether the requesting device has been secured with the defined password.

5. A method for authentication of a requesting device by an authenticating
device, the requesting device and the authenticating device each being operative to
carry out a one-way hash operation and to carry out a key-based encryption operation,
the authenticating device storing a hash of a defined password generated by applying
the hash operation to the defined password, the authenticating device being further
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to receive an authentication request fromthe

requesting device. 4. The systemof claim1, further
woanpriosizmg an aut hentication flag for indi cat PAG/CA2004/002041

whet her the requesting device has been secured with

t he defined password. 5. A nethod for authentication

of operatavplesaithgutiekécbased daeryptiothepdratiat fondecrgtitigoenlues obtained

t he requesting device and th ut henti cati ng deyi.ce L

calATEEF roBEPAE Py Eerh t oo o SR A(ph gk e authenticating

opgeatd:on and to carry out a key-based encryption

operation, the authenticating device storing a hash

of a defined password generated by applying the hash

oper at i gefergningeand denspiltings shadledge ‘tOHEe tequbsing deaiceng

devi ce being further 21 WO 2005/107130

PCT/ CA2 e [ key-based ..

decrypt %g#’g%é%g%&p 8I(rP1§éf %&hdtég rré‘g%e%ﬁ# ?g 1§‘Lé?st%8 6?%10%% comprising a

f r mueéshiag eereeyfpion okeyo [deteahined, by harfyiighoot S TRALSioPBration on a

t he st.eps ofA$he gythenticating devi ce: determ ning )

antPRYRHIGH ¢f the ghalleage prd A bash of ¢ Kecerved e pasgverdy thechash being

" a9 Al RIRONAR PhAPOR-AI GEME SRR 8 i Sow il

response conprising a requesting encryption‘key

determ ned by carrying out the hash operation on a

conbi nadéfmingén phtbentfratihg nyeypmeh keshby lkawing oue ded astl operation

Wor. d hash bei defined.b ' t
R R S R R
defining an authenticating encryption key by carrying

out t heudhgsthepeicati¢ding eﬁﬂryﬁti@@ﬁ@} fiedhe @Rc9btibh8peration to decrypt
cﬂtgl | enge and_the hash of the defined C{:iassv_vord; usi ng
t HEC ZeFPRRTS tocobiaing depPigdtusshPasY orthanthearres gwh the pne-way hash

0 e%foﬁg)nttﬂeﬂl B4 ysel: Bgssg;aﬁponse to obtain a

decrypted user pdssword and cdrryi ng out the one-way
hash operation on the decrypted user password;
conpar i segnnahieg the thasit of e diecryppidedsen gessvpad swith dtheiliakh of the

t he -hash of the ef .ned _passwor.d to .authenticate the . _.

- Q6887 Prsgwaish S autiEhbfTee B RGNl 66 W dhe GRmpgison indicates
med ®htch6. The nmethod of claim5 further conprising the

step of the authenticating device using the decrypted

user password to carry out operations on the o
aut hent Theanethed ofidging @ further Phpriging dlee wep of the authenticating device

whj e [ ' ' 1S L Ss D

v R GRS S b Sk o ELRE S s i
cakpigter and in which the authentication of the

requesting device is required to establish a

CO?':meCt’llh%nm%t to\éegfn claim 5 in which the authenticating device is a wireless
handheld device and the requesting device is a desktop computer and in which the
authentication of the requesting device is required to establish a connection between
the wireless handheld device and the requesting device, the method further
comprising the step of receiving from the requesting device a connection request prior
to the authenticating device determining and transmitting a challenge and in which the
step of comparing the hash of the decrypted user password with the hash of the
defined password comprises the step of refusing to authenticate the requesting device
when the hash of the decrypted user password does not match the hash of the defined

password.

22



the wirel ess handhel d device and the requesting
device, the nethod further conprising the step of
woeesi71i3g fromthe requesting device a connecPCOITA2004/002041
request prior to the authenticating device
determning and transmtting a challenge and in which
t h& st B afetlominpérdlaign tShdanhwhithofhet ftep dﬁct’ﬁﬁpmﬁﬂem&eﬁng device
swor.d MAtg_@he hash of ghe dgflned pass
FPdReg fcRallangs CERIPHEs [aS SgP 05 SRAHEIR & B4 %mtnﬁélbef to be used
rngg@&mﬂ@ng§V|ce when the hash of the decrypted user
password doées not match the hash of the defined
password. 22 WD 2005/ 107130 PCT/ CA2004/ 002041 8. The
me?-hod Bfe wethpdnobelaiom Swhiridir cdmpmul@th@ﬁmltllabstep of the authentication
enticatin determ.ning a cha
PR ERing obbieafas e AT R el and pasmiae out the
U%%enﬁ&adoh%ﬁtﬁ@'rbcﬁfé@t%g Qevidd & ATBEMAA B Gl Rt BhIhe anthenticating
further conprising the 1nitial step of ﬁ%

e
auenioste mqatmtha g idewice basdiogh sepuredbwith iee definad padswgrd.
devi ce a connection request and carrying out the
aut henti cation of the requesting device if a defined
flag is set on the authenticating device to indicate
that the device has been secured with the defined
password. 23
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