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Voiceprint information management method and apparatus, and identity 

authentication method and system 

Technical field 

[01] The present application relates to the technical field of voiceprint 

recognition, and in particular, to a voiceprint information management method and 

apparatus, and an identity authentication method and system. 

Background art 

[02] Voiceprint refers to a sound wave spectrum carrying verbal information 

displayed by an electro-acoustic instrument. The sound waves generated by different 

people speaking the same words are different, and the corresponding sound wave 

spectra, i.e., voiceprint information, are also different. Therefore, it can be determined 

by comparing voiceprint information whether the corresponding speakers are the 

same, i.e., identity authentication based on voiceprint recognition is implemented. The 

voiceprint recognition-based identity authentication method can be widely applied to 

various account management systems for ensuring the security of accounts. 

[03] In the related art, before identity authentication is implemented by 

utilizing the voiceprint recognition technique, firstly a user needs to read out pre-set 

text information, and a voice signal of the user at this moment is collected and 

analyzed to obtain corresponding voiceprint information which serves as reference 

voiceprint information of the user and is stored in a voiceprint library. When identity 

authentication is being implemented, a person to be authenticated is also required to 

read out the above pre-set text information, and a voice signal of the person to be 

authenticated is collected and analyzed to obtain corresponding voiceprint 

information. By comparing the voiceprint information with the reference voiceprint 

information in the voiceprint library, it can be determined whether the person to be 

authenticated is the user himself/herself. 

[04] In the art above, text information for identity authentication has been 

disclosed when the voiceprint library is established, and accordingly, the text 

information that the person to be authenticated is required to read out when identity 

authentication is performed is also known. If a voice file of the user himself/herself 

reading out the text information has been recorded in advance, then any person can be 

authenticated successfully by playing the voice file which is recorded in advance. It 

can be seen that the existing voiceprint recognition-based identity authentication 

method has a severe potential security hazard. 

Summary of the invention 

[05] In order to overcome the problem existing in the related art, the present 

application provides a voiceprint information management method and apparatus, and 

an identity authentication method and system.  

[06] A first aspect of the present application provides a voiceprint information 

management method, the method comprising the following steps:  
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[07] acquiring a historical voice file generated by a call between a first user 

and a second user; 

[08] executing filtering processing on the historical voice file to obtain voice 

information of the first user; 

[09] executing text recognition processing on the voice information to obtain 

text information corresponding to the voice information; and 

[10] editing the voice information and the corresponding text information into 

reference voiceprint information of the first user, and storing the reference voiceprint 

information and an identity identifier of the first user. 

[11] In conjunction with the first aspect, in a first feasible embodiment of the 

first aspect, the voiceprint information management method further comprises:  

[12] segmenting the text information into a plurality of pieces of sub-text 

information, and marking a start time and an end time of each piece of the sub-text 

information; and 

[13] respectively cutting out, according to the start time and the end time of 

the sub-text information, sub-voice information corresponding to each piece of the 

sub-text information from the voice information. 

[14] In conjunction with the first feasible embodiment of the first aspect, in a 

second feasible embodiment of the first aspect, the step of editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user comprises:  

[15] respectively editing each pair of sub-voice information and sub-text 

information into one piece of reference voiceprint information of the first user. 

[16] In conjunction with the first aspect, in a third feasible embodiment of the 

first aspect, the step of storing the reference voiceprint information and an identity 

identifier of the first user comprises: 

[17] determining whether second reference voiceprint information exists, 

which has corresponding second text information the same as first text information in 

first reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 

voiceprint information; 

[18] if the second reference voiceprint information does not exist, then 

directly storing the first reference voiceprint information and the first identity 

identifier; 

[19] if the second reference voiceprint information exists, then comparing the 

quality of first voice information in the first reference voiceprint information with that 

of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 



3 

 

information, then deleting the first reference voiceprint information; and 

[20] if the quality of the first voice information is higher than that of the 

second voice information, then deleting the second reference voiceprint information, 

and storing the first reference voiceprint information and the first identity identifier. 

[21] A second aspect of the present application provides a voiceprint 

information management apparatus, the apparatus comprising:  

[22] a voice filter, configured to acquire a historical voice file generated by a 

call between a first user and a second user, and execute filtering processing on the 

historical voice file to obtain voice information of the first user; 

[23] a text recognizer, configured to execute text recognition processing on 

the voice information to obtain text information corresponding to the voice 

information; and 

[24] a voiceprint generator, configured to edit the voice information and the 

corresponding text information into reference voiceprint information of the first user, 

and store the reference voiceprint information and an identity identifier of the first 

user.  

[25] In conjunction with the second aspect, in a first feasible embodiment of 

the second aspect, the voiceprint information management apparatus further 

comprises: 

[26] a text segmentor, configured to segment the text information into a 

plurality of pieces of sub-text information, and mark a start time and an end time of 

each piece of the sub-text information; and 

[27] a voiceprint segmentor, configured to respectively cut out, according to 

the start time and the end time of the sub-text information, sub-voice information 

corresponding to each piece of the sub-text information from the voice information. 

[28] In conjunction with the first feasible embodiment of the second aspect, 

in a second feasible embodiment of the second aspect, the voiceprint generator edits 

the voice information and the corresponding text information into reference voiceprint 

information of the first user, comprising: 

[29] respectively editing each pair of sub-voice information and sub-text 

information into one piece of reference voiceprint information of the first user. 

[30] In conjunction with the second aspect, in a third feasible embodiment of 

the second aspect, the voiceprint generator stores the reference voiceprint information 

and an identity identifier of the first user, comprising: 

[31] determining whether second reference voiceprint information exists, 

which has corresponding second text information the same as first text information in 

first reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 
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voiceprint information; 

[32] if the second reference voiceprint information does not exist, then 

directly storing the first reference voiceprint information and the first identity 

identifier; 

[33] if the second reference voiceprint information exists, then comparing the 

quality of first voice information in the first reference voiceprint information with that 

of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 

information, then deleting the first reference voiceprint information; and 

[34] if the quality of the first voice information is higher than that of the 

second voice information, then deleting the second reference voiceprint information, 

and storing the first reference voiceprint information and the first identity identifier. 

[35] A third aspect of the present application provides an identity 

authentication method, the method comprising the following steps: 

[36] acquiring a historical voice file generated by a call between a first user 

and a second user; 

[37] executing filtering processing on the historical voice file to obtain voice 

information of the first user;  

[38] executing text recognition processing on the voice information to obtain 

text information corresponding to the voice information;  

[39] editing the voice information and the corresponding text information into 

reference voiceprint information of the first user, and storing the reference voiceprint 

information and an identity identifier of the first user;  

[40] acquiring reference voiceprint information corresponding to an identity 

identifier of a user to be authenticated;  

[41] outputting text information in the acquired reference voiceprint 

information, and receiving corresponding voice information to be authenticated; and 

[42] matching voice information in the acquired reference voiceprint 

information with the voice information to be authenticated, if the matching succeeds, 

then determining that the authentication of the user to be authenticated succeeds, and 

if the matching fails, then determining that the authentication of the user to be 

authenticated fails. 

[43] In conjunction with the third aspect, in a first feasible embodiment of the 

third aspect, the identity authentication method further comprises: 

[44] segmenting the text information into a plurality of pieces of sub-text 

information, and marking a start time and an end time of each piece of the sub-text 

information; and 
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[45] respectively cutting out, according to the start time and the end time of 

the sub-text information, sub-voice information corresponding to each piece of the 

sub-text information from the voice information. 

[46] In conjunction with the first feasible embodiment of the third aspect, in a 

second feasible embodiment of the third aspect, the step of editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user comprises: 

[47] respectively editing each pair of sub-voice information and sub-text 

information into one piece of reference voiceprint information of the first user. 

[48] In conjunction with the third aspect, in a third feasible embodiment of 

the third aspect, the step of storing the reference voiceprint information and an 

identity identifier of the first user comprises: 

[49] determining whether second reference voiceprint information exists, 

which has corresponding second text information the same as first text information in 

first reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 

voiceprint information; 

[50] if the second reference voiceprint information does not exist, then 

directly storing the first reference voiceprint information and the first identity 

identifier; 

[51] if the second reference voiceprint information exists, then comparing the 

quality of first voice information in the first reference voiceprint information with that 

of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 

information, then deleting the first reference voiceprint information; and 

[52] if the quality of the first voice information is higher than that of the 

second voice information, then deleting the second reference voiceprint information, 

and storing the first reference voiceprint information and the first identity identifier. 

[53] A fourth aspect of the present application provides an identity 

authentication system, the system comprising:  

[54] a voice filter, configured to acquire a historical voice file generated by a 

call between a first user and a second user, and execute filtering processing on the 

historical voice file to obtain voice information of the first user; 

[55] a text recognizer, configured to execute text recognition processing on 

the voice information to obtain text information corresponding to the voice 

information; 

[56] a voiceprint generator, configured to edit the voice information and the 

corresponding text information into reference voiceprint information of the first user, 

and store the reference voiceprint information and an identity identifier of the first 
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user; 

[57] a voiceprint extractor, configured to acquire reference voiceprint 

information corresponding to an identity identifier of a user to be authenticated; 

[58] a recognition proximitor, configured to output text information in the 

acquired reference voiceprint information, and receive corresponding voice 

information to be authenticated; and 

[59] a voiceprint matcher, configured to match voice information in the 

acquired reference voiceprint information with the voice information to be 

authenticated, if the matching succeeds, then determine that the authentication of the 

user to be authenticated succeeds, and if the matching fails, then determine that the 

authentication of the user to be authenticated fails. 

[60]   In conjunction with the fourth aspect, in a first feasible embodiment of 

the fourth aspect, the identity authentication system further comprises: 

[61] a text segmentor, configured to segment the text information into a 

plurality of pieces of sub-text information, and mark a start time and an end time of 

each piece of the sub-text information; and 

[62] a voiceprint segmentor, configured to respectively cut out, according to 

the start time and the end time of the sub-text information, sub-voice information 

corresponding to each piece of the sub-text information from the voice information. 

[63] In conjunction with the first feasible embodiment of the fourth aspect, in 

a second feasible embodiment of the fourth aspect, the voiceprint generator edits the 

voice information and the corresponding text information into reference voiceprint 

information of the first user, comprising:  

[64] respectively editing each pair of sub-voice information and sub-text 

information into one piece of reference voiceprint information of the first user. 

[65] In conjunction with the fourth aspect, in a third feasible embodiment of 

the fourth aspect, the voiceprint generator stores the reference voiceprint information 

and an identity identifier of the first user, comprising: 

[66] determining whether second reference voiceprint information exists, 

which has corresponding second text information the same as first text information in 

first reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 

voiceprint information; 

[67] if the second reference voiceprint information does not exist, then 

directly storing the first reference voiceprint information and the first identity 

identifier; 

[68] if the second reference voiceprint information exists, then comparing the 

quality of first voice information in the first reference voiceprint information with that 
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of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 

information, then deleting the first reference voiceprint information; and 

[69] if the quality of the first voice information is higher than that of the 

second voice information, then deleting the second reference voiceprint information, 

and storing the first reference voiceprint information and the first identity identifier. 

[70] It can be seen from the above technical solution that the present 

application involves filtering a historical voice file stored in a relevant system to 

obtain voice information of a first user, obtaining text information corresponding to 

the voice information by means of text recognition processing, and editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user. Since the text information and the voice information in 

the reference voiceprint information are both obtained on the basis of the historical 

voice file mentioned above, rather than being pre-set by the relevant system, i.e., are 

not disclosed, neither the first user nor the second user nor any other user would 

foresee the specific content of text information which needs to be reread when 

identity authentication is executed, thereby being unable to record a corresponding 

voice file in advance, and thus being also unable to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

in comparison with the existing voiceprint recognition-based identity authentication 

method, identity authentication is performed based on the voiceprint information 

management method provided by the present application, the authentication result is 

more accurate, no potential security hazard exists, and the security of an account is 

higher. 

[71] It should be understood that the above general description and the 

following detailed description are merely illustrative and explanatory, and cannot 

limit the present application.  

Brief description of accompanying drawings 

[72] The drawings herein are incorporated into the description and constitute 

a part of the description, which show embodiments conforming to the present 

invention, and are used to explain the principles of the present invention together with 

the description. 

[73] Fig. 1 is a flow chart of a voiceprint information management method 

provided by an embodiment of the present application. 

[74] Fig. 2 is a flow chart of another voiceprint information management 

method provided by an embodiment of the present application. 

[75] Fig. 3 is a flow chart of a method for storing reference voiceprint 

information provided by an embodiment of the present application. 

[76] Fig. 4 is a structural block diagram of a voiceprint information 

management system provided by an embodiment of the present application. 
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[77] Fig. 5 is a structural block diagram of another voiceprint information 

management system provided by an embodiment of the present application. 

[78] Fig. 6 is a flow chart of an identity authentication method provided by an 

embodiment of the present application. 

[79] Fig. 7 is a flow chart of another identity authentication method provided 

by an embodiment of the present application. 

[80] Fig. 8 is a structural block diagram of an identity authentication system 

provided by an embodiment of the present application. 

[81] Fig. 9 is a structural block diagram of another identity authentication 

system provided by an embodiment of the present application. 

Detailed description 

[82] The exemplary embodiments will be described in detail herein, and the 

examples thereof are represented in the drawings. In the description below which 

relates to drawings, unless otherwise represented, the same number in different 

drawings represents the same or similar element. The embodiments described in the 

exemplary embodiments below do not represent all the embodiments consistent with 

the present invention. On the contrary, they are merely examples of the apparatus and 

method consistent to some aspects of the present invention which are described in 

detail in the appended claims. 

[83] Fig. 1 is a flow chart of a voiceprint information management method 

provided by an embodiment of the present application. The voiceprint information 

management method is applied to an account management system. As shown in Fig. 1, 

the voiceprint information management method comprises the following steps. 

[84] S11, acquire a historical voice file generated by a call between a first 

user and a second user. 

[85] The first user above may be a registered user who has a corresponding 

private account in the account management system, and accordingly, the second user 

may be a service staff of the account management system. 

[86] S12, execute filtering processing on the historical voice file to obtain 

voice information of the first user. 

[87] S13, execute text recognition processing on the voice information to 

obtain text information corresponding to the voice information.  

[88] S14, edit the voice information and the corresponding text information 

into reference voiceprint information of the first user, and store the reference 

voiceprint information and an identity identifier of the first user. 

[89] In general, in order to facilitate performance statistics, service quality 

evaluation, dispute handling, etc., the account management system may record the 
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voice call process between a registered user and a service staff and store the 

corresponding voice file. In view of this, the embodiments of the present application 

involve filtering out a machine prompt tone and service staff sound information in the 

historical voice file stored in the account management system to obtain voice 

information of the registered user, and performing text recognition processing on the 

voice information to obtain text information corresponding to the voice information, 

and thus the voice information and the corresponding text information can serve as a 

group of reference voiceprint information of the registered user. The steps above are 

executed with regard to each registered user respectively, and thus reference 

voiceprint information corresponding to each registered user can be obtained to 

achieve the creation of a voiceprint library. 

[90] It can be seen from the above method that the embodiments of the 

present application involve filtering a historical voice file stored in a relevant system 

to obtain voice information of a first user, obtaining text information corresponding to 

the voice information by means of text recognition processing, and editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user. Since the text information and the voice information in 

the reference voiceprint information are both obtained on the basis of the historical 

voice file mentioned above, rather than being pre-set by the relevant system, i.e., are 

not disclosed, neither the first user nor the second user nor any other user would 

foresee the specific content of text information which needs to be reread when 

identity authentication is executed, thereby being unable to record a corresponding 

voice file in advance, and thus being also unable to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

in comparison with the existing voiceprint recognition-based identity authentication 

method, identity authentication is performed based on the voiceprint information 

management method provided by the embodiments of the present application, the 

authentication result is more accurate, no potential security hazard exists, and the 

security of an account is higher. 

[91] In a feasible embodiment of the present application, a historical voice 

file corresponding to any call process between the first user and the second user can 

be acquired randomly, so that identity identifiers in the voiceprint library correspond 

to reference voiceprint information on a one-to-one basis. Since it cannot be foreseen 

to which call process the actually acquired historical voice file corresponds, the 

specific content of text information in the obtained reference voiceprint information 

cannot be foreseen, and thus executing identity authentication based on the present 

embodiment can ensure the accuracy of the authentication result, and improve the 

security of an account.  

[92] In another feasible embodiment of the present application, all the 

historical voice files corresponding to the first user may also be acquired, wherein 

each historical voice file may correspond to at least one group of reference voiceprint 

information, so that one identity identifier in the voiceprint library may correspond to 

a plurality of groups of reference voiceprint information (i.e., the first user has a 

plurality of groups of reference voiceprint information); and accordingly, any group of 

reference voiceprint information can be acquired randomly to execute identity 

authentication. Since text information in each group of reference voiceprint 

information is not disclosed, and the reference voiceprint information acquired when 
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identity authentication is executed cannot be foreseen either, the specific content of 

text information for executing identity authentication cannot be foreseen either, and 

therefore, it is impossible to record a corresponding voice file in advance, and to 

achieve the objective of successful authentication by playing a voice file which has 

been recorded in advance. Therefore, executing identity authentication based on the 

present embodiment can ensure the accuracy of the authentication result, and improve 

the security of an account. 

[93] Fig. 2 is a flow chart of a voiceprint information management method 

provided by another embodiment of the present application. The voiceprint 

information management method is applied to an account management system. As 

shown in Fig. 2, the voiceprint information management method comprises the 

following steps. 

[94] S21, acquire a historical voice file generated by a call between a first 

user and a second user. 

[95] S22, execute filtering processing on the historical voice file to obtain 

voice information of the first user. 

[96] S23, execute text recognition processing on the voice information to 

obtain text information corresponding to the voice information. 

[97] S24, segment the text information into a plurality of pieces of sub-text 

information, and mark a start time and an end time of each piece of the sub-text 

information. 

[98] S25, cut out, according to the start time and the end time of the sub-text 

information, sub-voice information corresponding to each piece of the sub-text 

information respectively from the voice information. 

[99] S26, edit each pair of sub-voice information and sub-text information 

into one piece of reference voiceprint information of the first user respectively, and 

store each piece of reference voiceprint information and an identity identifier of the 

first user. 

[100] Since the historical voice file is a call recording file between the first 

user and the second user within a period of time, the voice information obtained by 

filtering contains a plurality of segments of voice information of the first user, and 

accordingly, the text information obtained by text recognition contains a plurality of 

sentences or phrases. The embodiments of the present application involve segmenting 

text information into a plurality of pieces of sub-text information (each piece of 

sub-text information may be a sentence, a phrase or a word); and at the same time, the 

start time and the end time of each piece of sub-text information obtained by 

segmentation are marked, and sub-voice information corresponding to the sub-text 

information is cut out from the voice information according to the start time and the 

end time (that is, voice information is segmented according to the sub-text 

information). For example, the sentence “my account is locked” in text information is 

obtained by recognition from the time period of 00:03 to 00:05 of voice information, 

then the sentence “my account is locked” is segmented into one piece of sub-text 
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information, with the start time and the end time being 00:03 and 00:05, and 

accordingly, the voice information at the time period of 00:03 to 00:05 in the voice 

information is cut out, then sub-voice information corresponding to the sub-text 

information “my account is locked” is obtained. By segmenting text information and 

voice information, a plurality of pairs of sub-text information and sub-voice 

information can be obtained, and each pair is edited into reference voiceprint 

information respectively according to a pre-determined format, then a plurality of 

pieces of reference voiceprint information corresponding to the same user are 

obtained. 

[101] In the embodiments of the present invention, editing the sub-voice 

information and the corresponding sub-text information into reference voiceprint 

information may comprise: processing the sub-voice information into corresponding 

sub-voiceprint information, and setting a file name for the sub-voiceprint information, 

wherein the format of the file name can be “voiceprint number.file format postfix”, 

such as 0989X.WAV; and storing the sub-voiceprint information and information such 

as the identity identifier of the first user, and sub-text information corresponding to 

the sub-voiceprint information. The storage structure of the voiceprint library 

obtained on the basis of the above voiceprint information management method is as 

shown in Table 1. 

[102] Table 1 Example of storage structure of voiceprint library 

User ID 
User voiceprint 

number 
Sub-text information 

Sub-voiceprint 

information 

139XXXXXXXX 1 Very satisfied 0989X.WAV 

139XXXXXXXX 2 Why haven’t refunded yet 0389X.WAV 

189XXXXXXXX 1 I’m very angry 0687X.WAV 

189XXXXXXXX 2 Account is locked 0361X.WAV 

[103] In Table 1, each line corresponds to one piece of reference voiceprint 

information in the voiceprint library; the identity identifier (i.e., user ID) is used as the 

primary key for voiceprint information query and call; and the user voiceprint number 

is used for marking the number of pieces of reference voiceprint information 

corresponding to the same user ID. Taking the user ID “139XXXXXXXX” as an 

example, when an identity authentication request with regard to the user ID is 

received, reference voiceprint information corresponding to “139XXXXXXXX” is 

queried in the voiceprint library above, a plurality of query results can be obtained, 

and one piece is randomly extracted therefrom as reference voiceprint information of 

the present authentication. For example, reference voiceprint information No. 2 

corresponding to the user ID is extracted to serve as reference voiceprint information 

of the present authentication; sub-text information “why haven’t refunded yet” therein 

is output; voice information to be authenticated that is obtained by a user to be 

authenticated rereading the sub-file information is received, and the voice information 

to be authenticated is processed as voiceprint information to be authenticated; the 

voiceprint information to be authenticated is compared with sub-voiceprint 

information “0389X.WAV” extracted from the voiceprint library; and if the two match 

with each other, then it is determined that identity authentication succeeds, i.e., it is 
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considered that the user to be authenticated is the first user corresponding to 

“139XXXXXXXX”; otherwise, if the two do not match with each other, then it is 

determined that identity authentication fails. 

[104] It can be seen from the above technical solution that the embodiments of 

the present application involve filtering a historical voice file stored in a system to 

obtain voice information of a first user, obtaining corresponding text information by 

performing text recognition processing on the voice information, segmenting the 

recognized text information into a plurality of pieces of sub-text information, cutting 

out corresponding sub-voice information from the above voice information according 

to the start time and the end time of each piece of the sub-text information, editing 

each pair of sub-text information and sub-voice information into one piece of 

reference voiceprint information respectively, and storing the same in a voiceprint 

library, so that each first user has a plurality of pieces of reference voiceprint 

information; and when identity authentication needs to be executed, one piece is 

randomly selected from a plurality of pieces of reference voiceprint information 

corresponding to an identity identifier to be authenticated. Since the reference 

voiceprint information acquired when identity authentication is executed is random, 

the specific content of text information that the user to be authenticated needs to 

reread cannot be foreseen, and therefore executing identity authentication based on 

the voiceprint library obtained in the present embodiment can ensure the accuracy of 

the authentication result, and improve the security of an account. In addition, in the 

present embodiment, sub-text information in each piece of reference voiceprint 

information is simple and short, which can reduce the time required for rereading the 

text information, reduce the time consumed by voiceprint comparison, and improve 

the authentication efficiency. 

[105] The voiceprint information management method provided by the 

embodiments of the present application not only can create a new voiceprint library, 

but also can update the created voiceprint library, for example, adding reference 

voiceprint information corresponding to a new user, and adding new reference 

voiceprint information for an old user. With regard to a new user, only a historical 

voice file corresponding to the new user needs to be acquired, and the steps S12 to S4 

or steps S22 to S26 above are executed, then the reference voiceprint information 

corresponding to the new user can be obtained. With lapse of time, the historical voice 

files corresponding to the same user are continuously increasing; therefore, with 

regard to the old user, a corresponding newly-added historical voice file can be 

acquired and the steps above are executed, then new reference voiceprint information 

can be added for the old user. 

[106] Based on the voiceprint information management method provided by 

the embodiments of the present application, one or more pieces of reference 

voiceprint information can be set for a first user. When a plurality of pieces of 

reference voiceprint information is set for the same first user, it needs to ensure that 

text information in any two pieces of reference voiceprint information corresponding 

to the first user is different. However, in practical applications, the following cases 

would appear inevitably: text information of the same content is recognized from 

different historical voice files, or a plurality of pieces of sub-text information of the 

same content are segmented from the same text information, which makes the same 

sub-text information correspond to a plurality of pieces of sub-voice information. At 
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this moment, in the embodiments of the present application, the method as shown in 

Fig. 3 is adopted to achieve the storage of reference voiceprint information. For the 

convenience of description, it is assumed that reference voiceprint information to be 

stored is first reference voiceprint information constituted by first text information 

and first voice information. As shown in Fig. 3, the process for storing the first 

reference voiceprint information in an embodiment of the present application 

comprises the following steps: 

[107] S31, determine whether second reference voiceprint information 

satisfying a comparison condition exists, and if so, then execute step S32, otherwise, 

execute step S34. 

[108] wherein the comparison condition above comprises: second text 

information corresponding to the second reference voiceprint information being the 

same as the first text information in the first reference voiceprint information, and a 

second identity identifier corresponding to the second reference voiceprint 

information being the same as a first identity identifier corresponding to the first 

reference voiceprint information. 

[109] S32, determine whether the quality of first voice information in the first 

reference voiceprint information is higher than that of second voice information in the 

second reference voiceprint information, and if so, executed step S33, otherwise, 

execute step S35. 

[110] S33, delete the second reference voiceprint information, and execute step 

S34. 

[111] S34, store the first reference voiceprint information and the 

corresponding first identity identifier. 

[112] S35, delete the first reference voiceprint information. 

[113] In step S31 above, the search range for determining whether the second 

reference voiceprint information mentioned above exists at least comprises reference 

voiceprint information which has been stored in the voiceprint library, and may also 

comprise reference voiceprint information which is generated synchronously with the 

first reference voiceprint information and has not yet been stored. If the second 

reference voiceprint information mentioned above does not exist, then the first 

reference voiceprint information is stored directly. If the second reference voiceprint 

information mentioned above has been found, it indicates that at least two different 

pieces of voice information exist with regard to the same first user and the same text 

information, and at this moment, the quality of the first voice information in the first 

reference voiceprint information is compared with that of the second voice 

information in the second reference voiceprint information;  if the quality of the first 

voice information is higher than that of the second voice information, then the first 

reference voiceprint information is stored, and at the same time the second reference 

voiceprint information is deleted; and if the quality of the first voice information is 

lower than that of the second voice information, then the first reference voiceprint 

information is deleted directly. That is, with regard to the same text information, only 

the voice information with the highest quality is retained, so as to improve the 
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accuracy of the comparison result of voice information and reduce the comparison 

difficulty in an identity authentication process. 

[114] Based on the storage process mentioned above, the following three 

voiceprint library update methods can be implemented: 1) adding reference 

voiceprint information of a new user; 2) adding reference voiceprint information 

with different text information corresponding to an old user; and 3) replacing 

reference voiceprint information with a relatively low quality of voice information in 

the voiceprint library with reference voiceprint information with a higher quality of 

voice information. 

[115] It can be seen from the above technical solution that, in the embodiments 

of the present application, with regard to new reference voiceprint information 

obtained, the information is not directly stored in the voiceprint library, but firstly it is 

determined whether another reference voiceprint information in which the text 

information and the corresponding identity identifier are respectively the same as 

those in the reference voiceprint information has been stored, and if so, then the 

quality of voice information in the two pieces of reference voiceprint information is 

compared, the reference voiceprint information with the higher quality of voice 

information is retained, and the reference voiceprint information with the lower 

quality of voice information is deleted. Therefore, the embodiments of the present 

application not only can ensure that, in the stored reference voiceprint information, 

text information in any two pieces of reference voiceprint information corresponding 

to the same identity identifier (i.e., the same first user) is different, but also can ensure 

that the quality of voice information corresponding to each kind of text information is 

the highest; and when identity authentication is executed based on the embodiments 

of the present application, performing voiceprint comparison based on voice 

information with a higher quality can ensure the accuracy of authentication and 

improve the authentication efficiency. 

[116] Fig. 4 is a structural block diagram of a voiceprint information 

management system provided by an embodiment of the present application. The 

voiceprint information management system can be applied to an account management 

system. As shown in Fig. 4, the voiceprint information management system 100 

comprises: a voice filter 110, a text recognizer 120 and a voiceprint generator 130. 

[117] The voice filter 110 is configured to acquire a historical voice file 

generated by a call between a first user and a second user, and execute filtering 

processing on the historical voice file to obtain voice information of the first user. 

[118] The text recognizer 120 is configured to execute text recognition 

processing on the voice information to obtain text information corresponding to the 

voice information. 

[119] The voiceprint generator 130 is configured to edit the voice information 

and the corresponding text information into reference voiceprint information of the 

first user, and store the reference voiceprint information and an identity identifier of 

the first user. 

[120] It can be seen from the above structure that the embodiments of the 
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present application involve filtering a historical voice file stored in a relevant system 

to obtain voice information of a first user, obtaining text information corresponding to 

the voice information by means of text recognition processing, and editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user. Since the text information and the voice information in 

the reference voiceprint information are both obtained on the basis of the historical 

voice file mentioned above, rather than being pre-set by the relevant system, i.e., are 

not disclosed, neither the first user nor the second user nor any other user would 

foresee the specific content of text information which needs to be reread when 

identity authentication is executed, thereby being unable to record a corresponding 

voice file in advance, and thus being also unable to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

in comparison with the existing voiceprint recognition-based identity authentication 

method, identity authentication is performed based on the voiceprint information 

management method provided by the embodiments of the present application, the 

authentication result is more accurate,  no potential security hazard exists, and the 

security of an account is higher. 

[121] Fig. 5 is a structural block diagram of another voiceprint information 

management system provided by an embodiment of the present application. The 

voiceprint information management system can be applied to an account management 

system. As shown in Fig. 5, the voiceprint information management system 200 

comprises: a voice filter 210, a text recognizer 220, a text segmentor 240, a voiceprint 

segmentor 250 and a voiceprint generator 230. 

[122] The voice filter 210 is configured to acquire a historical voice file 

generated by a call between a first user and a second user, and execute filtering 

processing on the historical voice file to obtain voice information of the first user. 

[123] The text recognizer 220 is configured to execute text recognition 

processing on the voice information to obtain text information corresponding to the 

voice information. 

[124] The text segmentor 240 is configured to segment the text information 

into a plurality of pieces of sub-text information, and mark a start time and an end 

time of each piece of the sub-text information. 

[125] The voiceprint segmentor 250 is configured to respectively cut out, 

according to the start time and the end time of the sub-text information, sub-voice 

information corresponding to each piece of the sub-text information from the voice 

information. 

[126] The voiceprint generator 230 is configured to respectively edit each pair 

of sub-voice information and sub-text information into one piece of reference 

voiceprint information of the first user, and store each piece of reference voiceprint 

information and an identity identifier of the first user. 

[127] It can be seen from the above structure that the embodiments of the 

present application involve filtering a historical voice file stored in a system to obtain 

voice information of a first user, obtaining corresponding text information by 
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performing text recognition processing on the voice information, segmenting the 

recognized text information into a plurality of pieces of sub-text information, cutting 

out corresponding sub-voice information from the voice information above according 

to the start time and the end time of each piece of sub-text information, editing each 

pair of sub-text information and sub-voice information into one piece of reference 

voiceprint information respectively, and storing the same in a voiceprint library, so 

that each first user has a plurality of pieces of reference voiceprint information; and 

when identity authentication needs to be executed, one piece is randomly selected 

from a plurality of pieces of reference voiceprint information corresponding to an 

identity identifier to be authenticated. Since the reference voiceprint information 

acquired when identity authentication is executed is random, the specific content of 

text information that the user to be authenticated needs to reread cannot be foreseen, 

and it is impossible to record a corresponding voice file in advance, and to achieve the 

objective of successful authentication by playing a voice file which has been recorded 

in advance. Therefore, executing identity authentication based on the voiceprint 

library obtained by present embodiment can ensure the accuracy of the authentication 

result, and improve the security of an account. In addition, in the present embodiment, 

sub-text information in each piece of reference voiceprint information is simple and 

short, which can reduce the time required for rereading the text information, reduce 

the time consumed by voiceprint comparison, and improve the authentication 

efficiency. 

[128] In the voiceprint information management system provided by the 

embodiments of the present application, in order to implement the function of storing 

the reference voiceprint information and the identity identifier of the first user, the 

voiceprint generator 130 and the voiceprint generator 230 above can be configured to:  

[129] determine whether second reference voiceprint information exists, which 

has corresponding second text information the same as first text information in first 

reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 

voiceprint information; 

[130] if the second reference voiceprint information does not exist, then 

directly store the first reference voiceprint information and the first identity identifier; 

[131] if the second reference voiceprint information exists, then compare the 

quality of first voice information in the first reference voiceprint information with that 

of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 

information, then delete the first reference voiceprint information; and 

[132] if the quality of the first voice information is higher than that of the 

second voice information, then delete the second reference voiceprint information, 

and store the first reference voiceprint information and the first identity identifier. 

[133] Based on the voiceprint generators configured as above, the 

embodiments of the present application not only can ensure that, in the stored 

reference voiceprint information, text information in any two pieces of reference 

voiceprint information corresponding to the same user is different, but also can ensure 
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that the quality of voice information corresponding to each kind of text information is 

the highest; and thus when identity authentication is executed based on the 

embodiments of the present application, performing voiceprint comparison based on 

voice information with a higher quality can ensure the accuracy of authentication and 

improve the authentication efficiency. 

[134] Fig. 6 is a flow chart of an identity authentication method provided by an 

embodiment of the present application; and the identity authentication method can be 

applied to an account management system. Referring to Fig. 6, the identity 

authentication method comprises the following steps: 

[135] S41, acquire a historical voice file generated by a call between a first 

user and a second user. 

[136] wherein the first user above may be a registered user who has a 

corresponding private account in the account management system, and accordingly, 

the second user may be a service staff of the account management system. 

[137] 

[138] S42, execute filtering processing on the historical voice file to obtain 

voice information of the first user. 

[139] S43, execute text recognition processing on the voice information to 

obtain text information corresponding to the voice information. 

[140] S44, edit the text information and the corresponding voice information 

into reference voiceprint information of the first user, and store the reference 

voiceprint information and an identity identifier of the first user. 

[141] S45, acquire reference voiceprint information corresponding to an 

identity identifier of a user to be authenticated. 

[142] S46, output text information in the acquired reference voiceprint 

information, and receive corresponding voice information to be authenticated. 

[143] S47, match voice information in the acquired reference voiceprint 

information with the voice information to be authenticated; if the matching succeeds, 

then determine that the authentication of the user to be authenticated succeeds; and if 

the matching fails, then determine that the authentication of the user to be 

authenticated fails. 

[144] It can be seen from the above method that the embodiments of the 

present application involve filtering a historical voice file stored in a relevant system 

to obtain voice information of a first user, obtaining text information corresponding to 

the voice information by means of text recognition processing, and editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user. Since the text information and the voice information in 

the reference voiceprint information are both obtained on the basis of the historical 

voice file mentioned above, rather than being pre-set by the relevant system, i.e., are 
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not disclosed, neither the first user nor the second user nor any other user would 

foresee the specific content of text information which needs to be reread when 

identity authentication is executed, thereby being unable to record a corresponding 

voice file in advance, and thus being also unable to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

in comparison with the existing voiceprint recognition-based identity authentication 

method, identity authentication is performed based on the voiceprint information 

management method provided by the embodiments of the present application, the 

authentication result is more accurate, no potential security hazard exists, and the 

security of an account is higher. 

[145] Fig. 7 is a flow chart of another identity authentication method provided 

by an embodiment of the present application; and the identity authentication method 

can be applied to an account management system. Referring to Fig. 7, the identity 

authentication method comprises the following steps: 

[146] S51, acquire a historical voice file generated by a call between a first 

user and a second user. 

[147] S52, execute filtering processing on the historical voice file to obtain 

voice information of the first user. 

[148] S53, execute text recognition processing on the voice information to 

obtain text information corresponding to the voice information. 

[149] S54, segment the text information into a plurality of pieces of sub-text 

information, and mark a start time and an end time of each piece of the sub-text 

information. 

[150] S55, cut out, according to the start time and the end time of the sub-text 

information, sub-voice information corresponding to each piece of the sub-text 

information respectively from the voice information. 

[151] S56, edit each pair of sub-voice information and sub-text information 

into one piece of reference voiceprint information of the first user respectively, and 

store each piece of reference voiceprint information and an identity identifier of the 

first user. 

[152] S57, acquire reference voiceprint information corresponding to an 

identity identifier of a user to be authenticated. 

[153]  S58, output sub-text information in the acquired reference voiceprint 

information, and receive corresponding voice information to be authenticated. 

[154] S59, match sub-voice information in the acquired reference voiceprint 

information with the voice information to be authenticated; if the matching succeeds, 

then determine that the authentication of the user to be authenticated succeeds; and if 

the matching fails, then determine that the authentication of the user to be 

authenticated fails. 
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[155] It can be seen from the above method that the embodiments of the 

present application involve segmenting the text information obtained by recognition 

into a plurality of pieces of sub-text information, cutting out corresponding sub-voice 

information according to the start time and the end time thereof, and editing each 

piece of sub-text information and the corresponding sub-voice information into one 

piece of reference voiceprint information, so that the first user has a plurality of pieces 

of reference voiceprint information; and when identity authentication needs to be 

executed, randomly selecting one piece from a plurality of pieces of reference 

voiceprint information corresponding to an identity identifier to be authenticated. 

Since reference voiceprint information acquired when identity authentication is 

executed is random, the specific content of text information that a user to be 

authenticated needs to reread cannot be foreseen, and it is impossible to record a 

corresponding voice file in advance, and to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

the identity authentication method provided by the present embodiment can ensure the 

accuracy of the authentication result, and improve the security of an account. In 

addition, in the present embodiment, sub-text information in each piece of reference 

voiceprint information is simple and short, which can reduce the time required for 

rereading the text information, reduce the time consumed by voiceprint comparison, 

and improve the authentication efficiency. 

[156] The identity authentication method provided by the embodiments of the 

present application can also adopt the method as shown in Fig. 3 to implement the 

storage of reference voiceprint information, which not only can ensure that, in the 

stored reference voiceprint information, text information in any two pieces of 

reference voiceprint information corresponding to the same user is different, but also 

can ensure that the quality of voice information corresponding to each kind of text 

information is the highest; and when identity authentication is executed based on the 

embodiments of the present application, performing voiceprint comparison based on 

voice information with a higher quality can ensure the accuracy of authentication and 

improve the authentication efficiency. 

[157] Fig. 8 is a structural block diagram of an identity authentication system 

provided by an embodiment of the present application, wherein the identity 

authentication system can be applied to an account management system. Referring to 

Fig. 8, the identity authentication system 300 comprises: a voice filter 310, a text 

recognizer 320, a voiceprint generator 330, a voiceprint extractor 360, a recognition 

proximitor 370 and a voiceprint matcher 380. 

[158] The voice filter 310 is configured to acquire a historical voice file 

generated by a call between a first user and a second user, and execute filtering 

processing on the historical voice file to obtain voice information of the first user. 

[159] The text recognizer 320 is configured to execute text recognition 

processing on the voice information to obtain text information corresponding to the 

voice information. 

[160] The voiceprint generator 330 is configured to edit the voice information 

and the corresponding text information into reference voiceprint information of the 

first user, and store the reference voiceprint information and an identity identifier of 
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the first user. 

[161] The voiceprint extractor 360 is configured to acquire reference 

voiceprint information corresponding to an identity identifier of a user to be 

authenticated. 

[162] The recognition proximitor 370 is configured to output text information 

in the acquired reference voiceprint information, and receive corresponding voice 

information to be authenticated. 

[163] The voiceprint matcher 380 is configured to match voice information in 

the acquired reference voiceprint information with the voice information to be 

authenticated, if the matching succeeds, then determine that the authentication of the 

user to be authenticated succeeds, and if the matching fails, then determine that the 

authentication of the user to be authenticated fails. 

[164] In the above structure, the recognition proximitor 370 is used for 

implementing the interaction between the identity authentication system and the user 

to be authenticated; and in addition to being used for outputting the text information 

in the reference voiceprint information acquired by the voiceprint extractor 360 and 

receiving voice information to be authenticated which is input by the user to be 

authenticated, it can also receive an identity authentication request of the user to be 

authenticated, trigger the voiceprint extractor 360 after receiving the identity 

authentication request, and output an authentication result obtained by the voiceprint 

matcher 380 to the user to be authenticated. 

[165] It can be seen from the above structure that the embodiments of the 

present application involve filtering a historical voice file stored in a relevant system 

to obtain voice information of a first user, obtaining text information corresponding to 

the voice information by means of text recognition processing, and editing the voice 

information and the corresponding text information into reference voiceprint 

information of the first user. Since the text information and the voice information in 

the reference voiceprint information are both obtained on the basis of the historical 

voice file mentioned above, rather than being pre-set by the relevant system, i.e., are 

not disclosed, neither the first user nor the second user nor any other user would 

foresee the specific content of text information which needs to be reread when 

identity authentication is executed, thereby being unable to record a corresponding 

voice file in advance, and thus being also unable to achieve the objective of successful 

authentication by playing a voice file which has been recorded in advance. Therefore, 

in comparison with the existing voiceprint recognition-based identity authentication 

method, identity authentication is performed based on the voiceprint information 

management method provided by the embodiments of the present application, the 

authentication result is more accurate, no potential security hazard exists, and the 

security of an account is higher. 

[166] Fig. 9 is a structural block diagram of an identity authentication system 

provided by an embodiment of the present application, wherein the identity 

authentication system can be applied to an account management system. Referring to 

Fig. 9, the identity authentication system 400 comprises: a voice filter 410, a text 

recognizer 420, a text segmentor 440, a voiceprint segmentor 450, a voiceprint 
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generator 430, a voiceprint extractor 460, a recognition proximitor 470 and a 

voiceprint matcher 480. 

[167] The voice filter 410 is configured to acquire a historical voice file 

generated by a call between a first user and a second user, and execute filtering 

processing on the historical voice file to obtain voice information of the first user. 

[168] The text recognizer 420 is configured to execute text recognition 

processing on the voice information to obtain text information corresponding to the 

voice information. 

[169] The text segmentor 440 is configured to segment the text information 

into a plurality of pieces of sub-text information, and mark a start time and an end 

time of each piece of the sub-text information. 

[170] The voiceprint segmentor 450 is configured to respectively cut out, 

according to the start time and the end time of the sub-text information, sub-voice 

information corresponding to each piece of the sub-text information from the voice 

information. 

[171] The voiceprint generator 430 is configured to respectively edit each pair 

of sub-voice information and sub-text information into one piece of reference 

voiceprint information of the first user, and store each piece of reference voiceprint 

information and an identity identifier of the first user. 

[172] The voiceprint extractor 460 is configured to acquire reference 

voiceprint information corresponding to an identity identifier of a user to be 

authenticated. 

[173] The recognition proximitor 470 is configured to output sub-text 

information in the acquired reference voiceprint information, and receive 

corresponding voice information to be authenticated. 

[174] The voiceprint matcher 480 is configured to match sub-voice 

information in the acquired reference voiceprint information with the voice 

information to be authenticated, if the matching succeeds, then determine that the 

authentication of the user to be authenticated succeeds, and if the matching fails, then 

determine that the authentication of the user to be authenticated fails. 

[175] It can be seen from the above structure that the embodiments of the 

present application involve segmenting the text information obtained by recognition 

into a plurality of pieces of sub-text information, cutting out corresponding sub-voice 

information according to the start time and the end time thereof, and editing each 

piece of sub-text information and the corresponding sub-voice information into one 

piece of reference voiceprint information, so that the first user has a plurality of pieces 

of reference voiceprint information; and when identity authentication needs to be 

executed, determining a plurality of corresponding pieces of reference voiceprint 

information according to an identity identifier corresponding to a user to be 

authenticated, and randomly selecting one piece therefrom for the present identity 

authentication. Since reference voiceprint information acquired when identity 
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authentication is executed is random, the specific content of text information that a 

user to be authenticated needs to reread cannot be foreseen, and it is impossible to 

record a corresponding voice file in advance, and to achieve the objective of 

successful authentication by playing a voice file which has been recorded in advance. 

Therefore, the identity authentication system provided by the present embodiment can 

ensure the accuracy of the authentication result, and improve the security of an 

account. In addition, in the present embodiment, sub-text information in each piece of 

reference voiceprint information is simple and short, which can reduce the time 

required for rereading the text information, reduce the time consumed by voiceprint 

comparison, and improve the authentication efficiency. 

[176] In the identity authentication system provided by the embodiments of the 

present application, in order to implement the function of storing the reference 

voiceprint information and the corresponding user identity identifier, the voiceprint 

generator 330 and the voiceprint generator 430 above can be configured to: 

[177] determine whether second reference voiceprint information exists, which 

has corresponding second text information the same as first text information in first 

reference voiceprint information to be stored and a corresponding second identity 

identifier also the same as a first identity identifier corresponding to the first reference 

voiceprint information; 

[178] if the second reference voiceprint information does not exist, then 

directly store the first reference voiceprint information and the identity identifier of 

the first user; 

[179] if the second reference voiceprint information exists, then compare the 

quality of first voice information in the first reference voiceprint information with that 

of second voice information in the second reference voiceprint information, and if the 

quality of the first voice information is lower than that of the second voice 

information, then delete the first reference voiceprint information; and 

[180] if the quality of the first voice information is higher than that of the 

second voice information, then delete the second reference voiceprint information, 

and store the first reference voiceprint information and the corresponding user identity 

identifier. 

[181] Based on the voiceprint generators configured as above, the 

embodiments of the present application not only can ensure that, in the stored 

reference voiceprint information, text information in any two pieces of reference 

voiceprint information corresponding to the same identity identifier is different, but 

also can ensure that the quality of voice information corresponding to each kind of 

text information is the highest; and when identity authentication is executed based on 

the embodiments of the present application, performing voiceprint comparison based 

on voice information with a higher quality can ensure the accuracy of authentication 

and improve the authentication efficiency. 

[182] Those skilled in the art would readily conceive of other implementations 

of the present invention after taking the description into consideration and practicing 

the invention disclosed herein. The present application is intended to cover any 
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variants, usages or adaptive variations of the present invention, and these variants, 

usages or adaptive variations follow the general principles of the present invention 

and comprise common knowledge or customary technical means in the art which are 

not disclosed in the present application. The description and embodiments are merely 

deemed as illustrative, and the true scope and spirit of the present invention are 

pointed out by the claims hereinbelow. 

[183] It should be understood that the present invention is not limited to the 

precise structures which have been described above and shown in the drawings, and 

various modifications and changes can be made without departing from the scope 

thereof. The scope of the present invention is merely limited by the appended claims. 
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Claims 

 

 

1. A method for generating voiceprint information, comprising: 

acquiring a plurality of historical voice files generated by a plurality of calls between a first user 

and one or more second users; 

executing filtering processing on the plurality of historical voice files to obtain voice information 

of the first user, wherein the voice information includes a plurality of pieces of reference voiceprint 

information of the first user; 

executing text recognition processing on the plurality of pieces of reference voiceprint 

information to obtain text information corresponding to the plurality of pieces of reference 

voiceprint information; and 

storing an identifier of the first user and the plurality of pieces of reference voiceprint 

information and the corresponding text information; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

2. The method according to claim 1, further comprising: 

segmenting the text information into a plurality of pieces of sub-text information;  

marking a start time and an end time of each piece of the sub-text information; and  

acquiring, according to the start time and the end time of the sub-text information, sub-voice 

information corresponding to each piece of the sub-text information from the voice information. 

 

3. The method according to claim 2, wherein storing the plurality of pieces of reference 

voiceprint information and the corresponding text information comprises: 

storing each pair of sub-voice information and sub-text information as a piece of reference 

voiceprint information of the first user. 

 

4. The method according to claim 1, wherein storing the reference voiceprint information and the 

identifier of the first user comprises: 

determining whether second reference voiceprint information exists in a voiceprint library, 

wherein the second reference voiceprint information includes second text information and second 

identifier, the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 

in response to the second reference voiceprint information existing in the voiceprint library, 

comparing a quality of the voice information in the reference voiceprint information with a quality 
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of second voice information in the second reference voiceprint information; 

in response to the quality of the voice information being lower than the quality of the second 

voice information, deleting the reference voiceprint information; and 

in response to the quality of the voice information is higher than the quality of the second voice 

information, deleting the second reference voiceprint information. 

 

5. A system for generating voiceprint information, comprising: 

a voice filter configured to acquire a plurality of historical voice files generated by a plurality of 

calls between a first user and one or more second users and execute filtering processing on the 

plurality of historical voice files to obtain voice information of the first user, wherein the voice 

information includes a plurality of pieces of reference voiceprint information of the first user; 

a text recognizer configured to execute text recognition processing on the plurality of pieces of 

reference voiceprint information to obtain text information corresponding to the plurality of pieces 

of reference voiceprint information; and 

a voiceprint generator configured to store the plurality of pieces of reference voiceprint 

information and the corresponding text information; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

6. The system according to claim 5, further comprising: 

a text segmenter configured to segment the text information into a plurality of pieces of sub-text 

information, and mark a start time and an end time of each piece of the sub-text information; and 

a voiceprint segmenter configured to acquire, according to the start time and the end time of the 

sub-text information, sub-voice information corresponding to each piece of the sub-text 

information from the voice information. 

 

7. The system according to claim 6, wherein the voiceprint generator is further configured to 

store each pair of sub-voice information and sub-text information as a piece of reference voiceprint 

information of the first user. 

 

8. The system according to claim 5, wherein the voiceprint generator is further configured to: 

determine whether second reference voiceprint information exists in a voiceprint library, wherein 

the second reference voiceprint information includes second text information and second identifier, 

the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 
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in response to the second reference voiceprint information existing in the voiceprint library, 

comparing a quality of the voice information in the reference voiceprint information with a quality 

of second voice information in the second reference voiceprint information; 

in response to the quality of the voice information being lower than the quality of the second 

voice information, delete the reference voiceprint information; and 

in response to the quality of the voice information being higher than the quality of the second 

voice information, delete the second reference voiceprint information. 

 

9. An identity authentication method, comprising: 

acquiring a plurality of historical voice files generated by a call between a first user and one or 

more second users; 

filtering processing on the plurality of historical voice files to obtain voice information of the 

first user wherein the voice information includes a plurality of pieces of reference voiceprint 

information of the first user; 

text recognition processing on the plurality of pieces of reference voiceprint information of the 

first user to obtain text information corresponding to the plurality of pieces of reference voiceprint 

information of the first user; 

storing an identifier of the first user and the plurality of pieces of reference voiceprint 

information and the corresponding text information; 

acquiring one of the plurality of pieces of reference voiceprint information corresponding to an 

identifier of a user to be authenticated; 

outputting text information in the acquired reference voiceprint information, and receiving voice 

information to be authenticated; 

comparing voice information in the acquired reference voiceprint information with the voice 

information to be authenticated; 

in response to the voice information in the acquired reference voiceprint information matching 

with the voice information to be authenticated, determining that the authentication of the user 

succeeds; and 

in response to the voice information in the acquired reference voiceprint information not 

matching with the voice information to be authenticated, determining that the authentication of the 

user fails; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

10. The identity authentication method according to claim 9, further comprising: segmenting 

the text information into a plurality of pieces of sub-text information; marking a start time and an 
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end time of each piece of the sub-text information; and acquiring, according to the start time and 

the end time of the sub-text information, sub-voice information corresponding to each piece of the 

sub-text information from the voice information. 

 

11. The identity authentication method according to claim 10, wherein storing the plurality of 

pieces of reference voiceprint information and the corresponding text information comprises: 

storing each pair of sub-voice information and sub-text information as a piece of reference 

voiceprint information of the first user. 

 

12. The identity authentication method according to claim 9, wherein storing the reference 

voiceprint information and the identifier of the first user comprises: 

determining whether second reference voiceprint information exists in a voiceprint library, 

wherein the second reference voiceprint information includes second text information and second 

identifier, the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 

if the second reference voiceprint information exists in the voiceprint library, comparing a 

quality of the voice information in the reference voiceprint information with a quality of second 

voice information in the second reference voiceprint information; 

if the quality of the voice information is lower than the quality of the second voice information, 

deleting the reference voiceprint information; and 

if the quality of the voice information is higher than the quality of the second voice information, 

deleting the second reference voiceprint information. 

 

13. An identity authentication system, comprising: 

a voice filter configured to acquire a plurality of historical voice files generated by a plurality of 

calls between a first user and one or more second users, and execute filtering processing on the 

plurality of historical voice files to obtain voice information of the first user, wherein the voice 

information includes a plurality of pieces of reference voiceprint information of the first user; 

a text recognizer configured to execute text recognition processing on the plurality of pieces of 

reference voiceprint information to obtain text information corresponding to the plurality of pieces 

of reference voiceprint information; 

a voiceprint generator configured to store the plurality of pieces of reference voiceprint 

information and the corresponding text information, and store an identifier of the first user; 

a voiceprint extractor configured to acquire one of the plurality of pieces of reference voiceprint 

information corresponding to an identifier of a user to be authenticated; 

a user interface configured to output text information in the acquired reference voiceprint 
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information, and receive voice information to be authenticated; and 

a voiceprint matcher configured to compare voice information in the acquired reference 

voiceprint information with the voice information to be authenticated, the voiceprint matcher 

further configured to determine that the authentication of the user succeeds if the voice information 

in the acquired reference voiceprint information matches with the voice information to be 

authenticated, and determine that the authentication of the user fails if the voice information in the 

acquired reference voiceprint information does not match with the voice information to be 

authenticated; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

14. The identity authentication system according to claim 13, further comprising: 

a text segmenter configured to segment the text information into a plurality of pieces of sub-text 

information, and mark a start time and an end time of each piece of the sub-text information; and 

a voiceprint segmenter configured to acquire, according to the start time and the end time of the 

sub-text information, sub-voice information corresponding to each piece of the sub-text 

information from the voice information. 

 

15. The identity authentication system according to claim 14, wherein the voiceprint 

generator is further configured to store each pair of sub-voice information and sub-text information 

as a piece of reference voiceprint information of the first user. 

 

16. The identity authentication system according to claim 13, wherein the voiceprint 

generator is further configured to: 

determine whether second reference voiceprint information exists in a voiceprint library, wherein 

the second reference voiceprint information includes second text information and second identifier, 

the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 

if the second reference voiceprint information exists in the voiceprint library, compare a quality 

of the voice information in the reference voiceprint information with a quality of second voice 

information in the second reference voiceprint information; 

if the quality of the voice information is lower than the quality of the second voice information, 

delete the reference voiceprint information; and 

if the quality of the voice information is higher than the quality of the second voice information, 

delete the second reference voiceprint information. 
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17. A non-transitory computer readable medium that stores a set of instructions that is 

executable by at least one processor of a system to cause the system to perform a method for 

generating voiceprint information, the method comprising: 

acquiring a plurality of historical voice files generated by a plurality of calls between a first user 

and one or more second users; 

executing filtering processing on the plurality of historical voice files to obtain voice information 

of the first user, wherein the voice information includes a plurality of pieces of reference voiceprint 

information of the first user; 

executing text recognition processing on the plurality of pieces of reference voiceprint 

information to obtain text information corresponding to the plurality of pieces of reference 

voiceprint information; and 

storing an identifier of the first user and the plurality of pieces of reference voiceprint voice 

information and the corresponding text information; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

18. The non-transitory computer readable medium of claim 17, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 

segmenting the text information into a plurality of pieces of sub-text information;  

marking a start time and an end time of each piece of the sub-text information; and  

acquiring, according to the start time and the end time of the sub-text information, sub-voice 

information corresponding to each piece of the sub-text information from the voice information. 

 

19. The non-transitory computer readable medium of claim 18, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 

storing each pair of sub-voice information and sub-text information as a piece of reference 

voiceprint information of the first user. 

 

20. The non-transitory computer readable medium of claim 17, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 

determining whether second reference voiceprint information exists in a voiceprint library, 

wherein the second reference voiceprint information includes second text information and second 

identifier, the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 

in response to the second reference voiceprint information existing in the voiceprint library, 

comparing a quality of the voice information in the reference voiceprint information with a quality 
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of the second voice information in the second reference voiceprint information; 

in response to the quality of the voice information being lower than the quality of second voice 

information, deleting the reference voiceprint information; and 

in response to the quality of the voice information is higher than the quality of the second voice 

information, deleting the second reference voiceprint. 

 

21. A non-transitory computer readable medium that stores a set of instructions that is 

executable by at least one processor of a system to cause the system to perform a method  for 

identity authentication, the method comprising: 

acquiring a plurality of historical voice files generated by a plurality of calls between a first user 

and one or more second users; 

filtering processing on the plurality of historical voice files to obtain voice information of the 

first user, wherein the voice information includes a plurality of pieces of reference voiceprint 

information of the first user; 

text recognition processing on the plurality of pieces of reference voiceprint information of the 

first user to obtain text information corresponding to the plurality of pieces of reference voiceprint 

information of the first user; 

storing an identifier of the first user and the plurality of pieces of reference voiceprint 

information and the corresponding text information; 

acquiring one of the plurality of pieces of reference voiceprint information corresponding to an 

identifier of a user to be authenticated; 

outputting text information in the acquired reference voiceprint information, and receiving voice 

information to be authenticated; 

comparing voice information in the acquired reference voiceprint information with the voice 

information to be authenticated; 

in response to the voice information in the acquired reference voiceprint information matching 

with the voice information to be authenticated, determining that the authentication of the user 

succeeds; and 

in response to the voice information in the acquired reference voiceprint information not 

matching with the voice information to be authenticated, determining that the authentication of the 

user fails; 

wherein a randomly selected piece of the reference voiceprint information is sufficient for 

authenticating the first user. 

 

22. The non-transitory computer readable medium of claim 21, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 
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segmenting the text information into a plurality of pieces of sub-text information; marking a start 

time and an end time of each piece of the sub-text information; and acquiring, according to the start 

time and the end time of the sub-text information, 

sub-voice information corresponding to each piece of the sub-text information from the voice 

information. 

 

23. The non-transitory computer readable medium of claim 22, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 

storing each pair of sub-voice information and sub-text information as a piece of reference 

voiceprint information of the first user. 

 

24. The non-transitory computer readable medium of claim 21, wherein the set of instructions 

that is executable by the at least one processor of the system to cause the system to further perform: 

determining whether second reference voiceprint information exists in a voiceprint library, 

wherein the second reference voiceprint information includes second text information and second 

identifier, the second text information is the same as the text information in the reference voiceprint 

information, and the second identifier is the same as the identifier of the first user; 

if the second reference voiceprint information exists in the voiceprint library, comparing a 

quality of the voice information in the reference voiceprint information with a quality of second 

voice information in the second reference voiceprint information; 

if the quality of the voice information is lower than the quality of the second voice information, 

deleting the reference voiceprint information; and 

if the quality of the voice information is higher than the quality of the second voice information, 

deleting the second reference voiceprint information. 

 


