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Background of the Invention 1. RWQBMNHNWMNH | nventi on *@00002* The present
i nventi on goerasdy relates to 'on systens. Par tpcaatrihisge t he '
present invention relates to a metH#%nd system for controlling access

rights to digital content in a distributed information system (D'S), e.g.,
the Internet. 2. Description of the Related Art Content producers such as

filmand nusic producers are currently-desperately searchi et al
ri ghts managenent solutions which allow themto protect cM“mmnm‘mMm
unaut hori zed duplication. This includes the prevention of “uncontrollable
downl oads t hrough the net woPkEwEt®iR PZP T goiOnN to point) scefiarfos, such
as Napster, and al so unaut horized duplication of content on nedia, such as
CD or DVD. US 6, 141, 754 by David M Choy, assigned to International

Busi ness Machi ettt padaSyshemAfonikigitel( BSphtsi Nenkd@nenMovenber 1997,

i ssued 31 Cctober 2000, ~- rated. hod an t.em for controlling

I nformati on access agg %?‘é‘{gr“s%l?%sgﬁ*gﬂ P8¢ %glei?az:ifofxgrremr k for protecting
a distributed content entity, wherein the distributed content entity

I ncl udes a protection s gg'rj%é' o) d an infornmation entity. The
framewor k i ncludes an in@or %?’%élaugnfl ftq}eo%ngfegh?ﬁ the protected
information entity and a protection specification wunit for storing the

prot ectijon spechfi GALLQ0. tection 1 0 APR 2006 WO 03/036441
PCT/ EP03/ 112885 LR TR oA '

The present invention generally relates to information
systems. Particularly, the present invention relates to a
method and system for controlling access rights to digital
content in a distributed information system (DIS), e.g., the

Internet.
2. Description of the Related Art

Content producers such as film and music producers are
currently desperately searching for digital rights managemént
solutions which allow them to protect content from |
unauthorized duplication. This includes the prevention of
uncontrollable downloads through the network within P2P (point
to point) scenarios, such as Napster, and also unauthorized

duplication of content on media, such as CD or DVD.

US 6,141,754 by David M. Choy, assigned to International
Business Machines Corporation, Armonk, NY (US), filed 28
November 1997, issued 31 October 2000, “Integrated method and
system for cohtrolling information access and distribution”,
discloses a framework for protecting a distributed content
ehtity, wherein the distributed content entity includes a
protection specification and an information entity. The
framework includes an information unit for storing the
protected information entity and a protection specification

unit for storing the protection specification. The protection



2 specification unit includes an access control enforcenent manager and an
enhanced access control enforcenent manager. The franmework al so quhpﬂﬁg
an access checking unit connected to the protection specification unit %d
the informpiommsexdit. The access checking unit checks whigtigpoy@2sser has a
privilege to access the protected information entity based on the
protection specification and the access control manager, and checks

whet her the requested access neets conditions deternined based on the
protection specification and enforced -y the enhanced access contr ol
manager. An exanple of the enhanced access control manager is a terns and
conditions enforcenent manager for enforcing the terns and conditions of
an agr esibect fickstipngunbt pngiudesd ansescess tdrnprodt enfedcenefior mat i on
entity. an. 3Nk Qr | | i IOV | ncluding both an
“infor natm;g%lr%%gﬁt ?{1 9 éﬁd@%ﬁ%@%&%ggsgéﬁﬁé%a%%ﬁ%ehgggciln?%%%r]or otection
attri butlbe dframewpnkothse i brclaniest an acceswhiatedkiagpuot ectommestpsti fi cati on
i s attaghe 0 i r | s WLy re | | qwi rotection
Speci 1 oot 55 PeoEe b e it S0 AR phyphlV Y e THeBRRLPERLBLEE

6, 237, 0FheppcTaresahefuink ampit sheraecdhethdjd wserokasGe. privillegdokyo,
Japan, fol @lcldsehe Udrdtdctt sherfide fon Nt s 08hseaEbECLRON C docurment
managenment systent, an electronic ocurment management systemis known t hat
i s appl Pe@testaan spe®FRd oiPrprodesBe nirassst aentavilnyanagérasandne

aut hor i zaLERY aHELREY f e GRRAIISNGA RECHSEImddls RNkt Yn@nd aut hori zing
the user_ if the user is valid and storage neans for storing electronic

docunent§teTRéNef BRI dduRERtecRisGRRSHE iepsiom epdprrtarcetcess N
right | bgt tRESkIRaROE] Bt s TRht2681 Bk AN 2RACeREBPLLUNE hst setting an
aut hori Zabl on _system nane, ser nane, , and access type to an el ect.r oni c

docunenElBREESHeACESS ArPHTN Y EaPRERT shY B ™S 88dcEondtbifiessi on and
codi ng pAfSAScénEn € aEMiarsyt Mprokentodt Ny Gthe terms and conditions of

an agreement relating to permitted uses of the protected

information entity.

Thus, an information content entity is provided including both
an information entity and a protection Specification,
specifying protection attributes of an information entity, in
which the protection specification is attached to the
information entity thereby allowing the protection

specification to be distributed with the information entity.

From US 6,237,099 by Takeshi Kurokawa, assigned to Fuji Xerox
Co., Ltd., Tokyo, Japan, filed 13 February 1997, issued 22 May
2001, “Electronic document management system”, an electronic
document management system is known that is applied to an
information processing system having at least one
authorization system for checking the user for validity and
authorizing the user if the user is valid and storage means
for storing electronic documents. The electronic document
management system comprises access right list assignment means
for assigning an access right list setting an authorization
system name, user name, and access type to an electronic
document prepared by any application software product,

compression and coding means for compressing or coding or



1 0"APR 2006 WD 03/036441 PCT/ EP02/ 11289 3 conpressing and codi ng an

el ectroni c docunent with an access right list as required, deconpression
and decodi ng neans for deconpressing or decoding or deconpressing hAdAPR 2006
decodi ng awo ®lesesr oni ¢ docunent stored on the storage nagampeinese file
system access authorization nmeans for inquiring of the authorization
system specified by the user and gaining authorization of the user, access
right recognition neans for collating user information for authorization
with a given access right list for-r®cognizing the correspondi ng access
type, display and edit nmeans for perform ng el ectronic docunment processing
I n accordance with the recogni zed access type, and input neans for

accept i mpmpresséngsan@queding @rarleckronioniewentnedthsanr &ccéds t he
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aut hor i Zysiten, meansss Syithwugadiing neanhefomvieguionngt bé eoeess right to an
el ect r o ndQegUgeRN, %%%st ci%@léd“ﬁﬁt Y- 3R8' g%i{}%égsyﬁem can be

regi stered in the el ectronic docunent sel f and wh user accesses

the el e@Mtharézabtoment  thehdisazcegsceasthiality aecoanibios means riss of the
speci fi @@19RL AL 1fes Y& PmadtiohN€odSEht h S agthpriz S 6, 236, 971
by Mark J. Ste?%k et. al. ngggfgneayt§Ut%§;ﬁ%§#?83ayggﬁb?d?%g?? I nc.,

W | mi ng@GRESPEr {9y ki Xoroxecegrpaiag i e qgﬁﬁﬁﬁEPGQlEHiQQ%3§Sfil ed 10
Novenbertyiggs}?diggﬁagechn@%ﬂ&y méBR3, foSuShBrhgCanbELbALY the

distribytion and use of digital works using digital tickets", describes
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type, and input means for accepting an access request to an
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electronic document stored in the storage means from the user.
The input means is connected to the access right list
assignment means and the access authorization means and is
used by the user to set the authorization system name, user
name, and access right in the access right list assignment
means and specify the authorization system name, user name,

and password in the access authorization means.

So, according to the invention, the access right to an
electronic document allowed for any user of any operating
system can be registered in the electronic document itself and
when the user accesses the electronic document, the access
authorization means inquires of the specified operating system

if the user is to be authorized.

US 6,236,971 by Mark J. Stefik et. al., assigned to
Contentguard Holdings, Inc., Wilmington, DE (US) and Xerox
Corporation, Stamford, CT (US), filed 10 November 1997, issued
22 May 2001, “System for controlling the distribution and use
of digital works using digital tickets”, describes a'system
for controlling the distribution and use of digital works
using digital tickets. A ticket is an indicator that the

ticket holder has already paid for or is otherwise entitled to



using digital tickets. A ticket is an indicator that the ticket holder has
already paid for or is otherwise entitled to 10 APR 2006 WO 03/ 0364 éAPr@ 2006
PCT/ EP02/ 11289 4 sone specified right, product or service. In the present

i nventi on, wap 03tegi4i al ticket” is used to enable the tickeaicT/imbage to
exerci se usage rights specifying the requirenent of the digital ticket.
Usage rights are used to define howa digital work may be used or
distributed. Specific instances of wusage rights are used to indicate a
particul ar manner of use or distribugion. A usage right may specify a
digital ticket which nust be present before the right may be exerci sed.
For exanple, a digital ticket may be specified in a copy right of a

di gi t al sqowek spegifhed exehti ssacm‘uctthercspyvid:ghtlrremd peesehbe party that
desires f the I ,,be in 0g sessi t he pecessary

di gi tal Eh 91%'09 %l dgég%%j; of e *8i ﬁs?g ]?q"f 3’&‘80&%5 EFI y sent to

t he reqlle"éltderg tpaexyrmseeush@ txa.lghltsckpéciﬂy rmm:&h;ad qh@remdnea&oe that a

copy of e a een de \When et unched" a
pr edet er"In}ﬂ!né1 gjlgh elrzlo {'(l ﬁag% a y n%r?olh%ee rkt? 4.?&& bﬁ?’t ernore, a
met hod |dg9t13;@g\hworbrmcmnb¢ tha&lg:radCLGSSlbmtedh Bterdi Adar Kastaneesedfor K of

conmput e e e t e rights are attached to
a digi tasj%%% E ?Eﬁg gfeeqlgéléée;stocgﬁtd?%#ﬁ a%a(l:lgslsc ﬁ‘F% ﬁ‘an'ﬁSF 3h %¥=oci at ed
one of tedigtrabubdopl Ld alsage (ﬂlghSageyrssngémsﬁy iat digispécticleskthat a

di g1 ] WliehehuBshe N5 BOGSCIRAS Y e Ael PENES LI JeLRALERLLq A% condi L on
for performance of the corresponél ng usage ri ght Fant ed”
Subsequé&fefPleneadiygi el vivkakegnmaxt bactrerifissydny ﬁghPBYarmlst ofed in a

first repesgiesy. werﬂen,scs ftqqatdle%.tcehsy&fe&hé otk Pgﬂfapg foled ina

second r%ﬁgsmory whereby the digital ticket S a I nstance of a
di gi t al PthSuE]%%ELf%?ﬁJPSPS & CRPY dof e idigriradbwarksba topy of the

di gi t al polsekebibn OFF t tiee SREUIGaOPASHL QLY -t USRI WAEHSY, at E8py of
the digital work is succéssfully sent to the réquesting party,
the digital ticket is “punched” to indicate that a copy of the
digital work has been made. When the ticket is “punched" a

predetermined number of times, it may no longer be used.

Furthermore, a method is taught for controlling access to
digital works in a network of computer based systems. First, a
plurality of usage rights are attached to a digital work that
requires controlled access. Then, for an associated one of the
attached plurality of usage rights, it is specified.that a
digital ticket must be possessed by a requesting repository as
a condition for performance of the corresponding usage right
to be granted. Subsequently the digital work and attached
usage rights are stored in a first repository. Then, .the
digital ticket is created and stored in a second repository,
whereby the digital ticket itself is an instance of a digital
work. Subsequently, a third repository obtains a copy.of the
digital ticket from the second repository. Afterwards, the
third repository transmits a request to access the digital
work to the first repository and the request for access
specifies the associated one of the plurality of usage rights
that specifies the digital ticket. Later, the first repository
Queries the third repository for the digital ticket and the



third repository transmts a request to access the digital work to the
first repository and the request for access specifies the associ atfzﬁl @PZ 06
of the plurality of usage rights that specifies the digital ticket. L p
the first wemsmsadery queries the third repository for tpeTdirgi/iiage ti cket
and the 1 0 APR 2006 WD 03/036441 PCT/ EP02/ 11289 - 5 third repository
confirnms possession of the digital ticket to the first repository and,
finally, the first repository validates the third repository possesses the
digital ticket and transmts the digital work to the third repository. A
key feature of the invention is that usage rights are permanently
"attached" to the digital work. Copies nmade of a digital work wll also
have us&bérdi gapes tamc e fifmgsposbessimage thehtidganal aviclessani at ed f ees

assi gned, hy e . se ishrihutor will always remain with a
di gi tal q\lfxlgr Egr%%coﬁsnl}%}gt e’tgggﬁjﬁg %%@%@565',&83?5@%0hn S.
Eri cksomalidstegneie tthibdstepesibbrpardsamadesCaheedégi tihovisrketNH (US) ,

opor SApEEREindTnd SATLE JUBE. O RiskeaLaRds fELDOd. [oT TAnagi ng

copyrighted eléctroni ¢ nedirra” , cOopyri ectro N a are packaged
in a secure electronic format, and copyright managenent for that nedia.

Users ape n e. . . h . network or the
I nter ne%\, kgg gﬁﬁgﬁ% (fg?é:%t%r alﬁgﬁe{rgl%o%ﬁldgt%latttr gﬁgggt ?‘#]‘éﬁiﬁgﬁéto utilize the
medi a. Partragerthind atdgichest” e ioohhasdiatiitatleorkegfepies irads arfver, whi ch
serves | 10 R71l111N & 1lslC RS ) i hag ar pi,gal |y created
by an aﬁ? g{;:&l(;_rp&%erqvilvati\}esouggﬁ%g‘?s%{ée%r@g_%ﬁggg?ﬁ% p'lg:(l: %’(gé: %medi ais
regi st epeagB T it s ange vt REsaedrted fapmdasaianedbbe 4 orreadtior @ad use and

possi bl gubi&gia: tdidabuddrawt DO ABAYOFend@hVRL th THI §idd dhat gRbase 1S
specified wthin the mnimum permssions data set assigned to each
packaged nedia. Wthout a license, users are typically permtted to view

the packegegding to the teaching of US 5,765,152 by John S. Erickson,
assigned to Trustees of Dartmouth Collége, Hanover, NH (US),
filed 13 October 1995, issued 9 June 1998, “System and method
for managing copyrighted electronic media”, copyrighted
electronic media.are packaged in a secure electronic format,
and copyright management for that media. Users are connected
to the server, e.g., through a computer network or the
Internet, to enable data transfers and to transact licenses to
utilize the media. Packaged and registered on associated
registration server, which serves to provide on-line licensing
electronic media are typically created by an author or
. derivative user of the work. Once the packaged media is
registered on the server, the media is made available for
limited use and possible license through an authorization
server. This limited use is specified within the minimum
—permissions data set assigned to each packaged media. Without
a license, users are typically permitted to view the packaged
media, through a system which unpackages the media, but cannot
save or otherwise transfer the media without obtaining
auxiliary permissions to do so from the authorization server.
The electronic media is authenticated through digital

signatures and optional encryption.



medi a, through a system which unpackages the nedia, but cannot save or
otherwi se transfer the nedia w thout obtaining auxiliary perm ssi 0{;@ At@ﬁ ﬁjﬂ%
so fromthe authorization server. The electronic media is authentithtABA2

t hr ough di gid @lo36481 gnat ures and optional encryption. 10 ARR/EHN061290

03/ 036441 PCT/ EP02/ 11289 6 The subject matter described in US 5,920, 861 by
Edw n J. Hall, assigned to InterTrust Technol ogi es Corp., Sunnyvale, CA
(US) filed 25 February 1997, issued 6 July 1999, "Techni ques for defining
usi ng and mani pul ating rights management data structures”, relates to
techni ques for defining, creating, and nmanipulating rights nmanagenent data
structures. More specifically, this invention provides systens and
process&he tobjdefimatigeranidseridedcinbisgs 420,884t byomewdat &, Hall,

characteri sti Lthin secure electronic,rights, managenen ont ai ner.
The. pr ed8rabrROehr: The eI B8-BRETRERTH ol  SHIREPRTFG b FTEh s
managendgdfledad Eébuedmy 997, edsstipgd 6 fedy Middadt,y *Teshaigpesabotity, user
and syst.em.transparenc and_c atibility. One secure.container for
Sately Sha-Beldr BrYIS Y RERARH E PR cht TS JRGRTEF S OREN i S t he

Di gi Box'stroohtaestr relatesopedtbyhhireedrioy defddabogtesattip, aid
Sunnyva . D Mol nt ai. pe are tanper-resistant digital

cont ai nkenrgglgﬁé?%}% %@%é%ﬁépggslﬁ&%ﬁggég%%ys &G Y6 Sai ng3| i nformati on
such as speoifegabiy e, thisxtinvgnapbn csroekizutsyisitemss ehtivarecessel o and/ or

video. e BLelen RUANRIE bosc P ML AOUE Heddt Wakih Rl gl Box containers are

used allows comerce participants To associate rules with the digital
i nf or rafharactenierigs Wikdin ghsecwes sfenhimondey irightrenmanagementt | ows rul es

(herei nchbRebYding il &5 ARG PRLGORE B6n ARl A, F%@&aglss):eaﬁng&uég%xe' y
associated wiith other rights managenent information, such™as for exanple,
rul es, RgAViding rights management data structure integrity,

flexibility, interoperability, user and system transparency,

and compatibility.

One secure container for safely and securely storing and
transporting digital content is the DigiBox™ container
developed by InterTrust Technologies Corp. of Sunnyvale, CA
(US) . DigiBox containers are tamper-resistant digital
containers that can be used to package any kind of digital
information such as, for example, text, graphics, éxecutable
software, audio and/or video. The rights management
environment in which DigiBox containers are used allows
commerce participants to associate rules with the digital
information (content). The rights management environment also
allows rules (herein including rules and parameter data
controls) to be securély associated with other rights
management information, such as for éxample, rules, audit
records created during use of the digital information, and
administrative information associated with keeping the
environment working properly, including ensuring rights and
any agreements among parties. The DigiBox electronic container
can be used to store, transport and provide a rights:
management interface to digital information, related rules and
other rights management information, as well as to other

objects and/or data within a distributed, rights management



records created during use of the digital information, and admnistrative
informati on associated with keeping the environnment working properly '

i ncluding ensuring rights and any agreenents anong parties. The Di gi]ngAPR 2005
el ectroni cwoesd®isler can be used to store, transport andcpepoiidgsa rights’
managenent interface to digital information, related rules and other

ri ghts managenent information, as well as to other objects and/or data
within a distributed, rights managenent 1 0 APR 2006 WO 03/ 036441

PCT/ 9P02/ 11289 7 environnment. Thi s -arrangenent can be used to provide an
el ectronically enforced chain of handling and control wherein rights
managenent persists as a contai ner noves fromone entity to another. This
capabi | ehyihehpentsuiidst aaxrdngemaht cdrghtes usedagenpndvede hirt ect ure that

al | ows arti.es 0_.ha stem
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or evenrgghe$ rmanEgEmeat peristises)as ;a sentedhgr noneés of ranbrieanage content,
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dat a stautherizest drnitderesss apsatedtto rseyehe sent et onswfh aas |c@lmn-.5nm:anagerrent

data StyuGid firhich RS eFepSBEYE L] A aﬁﬂcholgelép HAdedusRngs ent ation may

descri be,” for exanple, the [ ayout the right nagerren
struct LFentTel @ ARE8TEr GOPH%n‘Fmt"%}fﬁitt@ désensathions. dufliasi ngd ot her

char act @Ea&d | Sondauien@BES TROBISIRN arat-aqht FEE ML FindtRE ard)dhOr processing.
For exanple, the descri t|ve data strdcture can provide integrity

const r a %thﬁﬂprﬁﬁﬁgl ésméscqqﬁsﬂqgﬁgol and management continues

persistently, protecting rights as content is delivered to,
used by, and passed among creators, distributors, repurposers,
users, payment disagregators, and'other value chain

participants.

A descriptive data structure provides an abstract
representation of a rights management data structure such as a
secure container. The abstract representation may describe,
for example, the layout of the rights management data
structure. It can also provide metadata describing or defining
other characteristics of rights management data structure use
and/or processing. For example, the descriptive data structure
can provide integrity constraints that provide a way to state
rules about associated information. The abstract
representation can be used to create rights management data
structures that are interoperable and compatible with one
another. This arrangement preserves flexibility and ease of

use without compromising security.

In US 6,098,056 by David J. Rusnak et. al., assigned to
International Business Machines Corporation, Armonk, 'NY (US),
filed 24 November 1997, issued 1 August 2000, “System and
method for controlling access rights to and security of

digital content in a distributed information system, e.g.,



rul es about associated information. The abstract representation can be
used to create rights nanagenent data structures that are interopequi PR 2008
and conpatible with one another. This arrangenent preserves fl exibilli § ’
and ease oWoO 03®ssd4wd t hout conprom sing security. In US 6, Q48yK¥é1i2y9 Davi d J.
Rusnak et. al., assigned to International Business Machines Corporation,
Arnonk, ' NY (US), filed 24 Novenber 1997, issued 1 August 2000, "System and
met hod for controlling access rights to and security of digital content in
a distributed informati on system e-gg,-1 0 APR 2006 WD 03/ 036441

PCT/ EPO2/ 11289 8 Internet", a systemand nethod is described for limting
access to and preventing unauthorized use of an owner's digital content
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transaction data descriptive of e purc nt b
and t hePolRér/pPrivate kaie Hrdadpdeonashnuan@miasacedn ehdigékadr decrypts
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handl er' s publlc key ensuring tha he 1 nformation can
pr ocess fh&h Fnll“%F?r'ﬁ%rPf(ﬂ?maH%@neH&l?Bt é‘él DEKC}F% container. The

client’s workstation is coupled to the server for acquiring
the limited access digital content under the authorized
condition. A trusted. information handler (TIH) is validated by
the server after the handler provides a data signature and
type of signing algorithm to transaction data descriptive of
the purchase agreement between the client and the owner. After
the handler has authenticated, the server decfypts the
encrypted DEK with its private key and reencrypts the DEK with
the handler’s public key ensuring that only the information
handler can process the information. The encrypted DEK is
further encrypted with the client’'s public key personalizing
the digital content to the client. The client’s program
decrypts the DEK with his private key and passes it along with
the encrypted content to the handler which decrypts the DEK
with his private key and proéeeds to decrypt the content for

displaying to the client.

Hence, it is ensured that only the TIH that has been verified
by the server is able to display the content previously
purchased by the client, whereby the TIH is protecting the

digital content from unauthorized use after decryption.

Hence, existing digital rights management (DRM) systems do not

allow users to freely move their content among their own



further encrypted with the client's public key personalizing the di gi t al
content to the client. The client's program decrypts the DEK with i
private key and passes it along with the encrypted content to the héd PR 2006
whi ch decr wii@/osése1 DEK with his private key and proceededrErdgenypt t he
content for displaying to the client. Hence, it is ensured that only the
TIH that has been verified by the server is able to display the content
previously purchased by the client, whereby the TIH is protecting the
digital content from unauthorized usesafter decryption. Hence, existing
digital rights managenent (DRM systens do not allow users to freely nove
their content anong their own 1 0 APR 2006 WD 03/ 036441 PCT/ EP02/ 11289 9
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was | ostehand ohlgmishi 6 heigh gl lékﬂe@'ia@@&"ftldrﬂr@ WRehaRWERBasgda I n order to
i ncrease the end ﬁser acceptancge in d| ital right managerrent systems t he

di gital %Hﬂgﬁfg RE §9%$ﬁ§ﬁ1 ViGRFenfu thermore, if a device with

stored content on it fails, the content is lost. A content
distributor may allow users to reacquire their content at no
charge, but the process for this will vary from distributor to
distributor, and the user is responsible for knowing exactly
what content was lost and from which distributor each item was

purchased.

In order to increase the end user acceptance in digital right
management  systems, the digital rights management environment,
e.g. rendering devices, has to allow users to freely move

their content among their own devices.
SUMMARY OF THE INVENTION

Starting from this, one object of the present invention is to
provide an efficient method and system for controlling access
rights to digital content in a distributed information system

(DIS), e.g., the Internet.

Another object of the present invention is to prevent
unauthorized copying of the content without significantly
restricting the end user. That means that the system must work

in such a way that the end user ideally does not realize that
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The forégoing objects are achieved by a method and a system as

laid out in the independent claims. Further advantageous

embodiments of the present invention are described in the sub

claims and are taught in the following description.

The invention describedlherein introduces a.system which binds
the content to a person or any other entity like a company. So
duplication of the content and rendering of content is only
allowed to a well-defined number of devices. The devices used
in a system according to the present invention are provided
for playing unencrypted content as well. Thus, users are
enabied to play their currently existing audio CDs with the

same device.

With this invention of a digital rights management system
according to the present invention it is possible to separate
digital content, i.e., any data that is subject of a
distribution, and content rights/keys, i.e., specified usage
rights and respective access keys. Therefore, the digital
rights management system according to the present invention is
a user-related DRM system having at least the following

advantages.
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significantly restricting the user. This will increase the

user acceptance remarkably. Therefore the content producing

and selling industry and the end user will both benefit from

this invention.

According to the present invention a secure repository is
provided to hold the content rights.and keys needed to encrypt
the distributed digital content. Such a secure repository will
be called a rights wallet. The rights wallet can reside on any
personal device, such as a PDA, a cell phone, a smart card or
even a storage device, such as a CD or DVD. A rights wallet

may also be located on a public network such as the Internet.

A content distribution portal functions as a framework or an
authority for distributing the digital content. In order to
enable a user to access digital content the content -
distribution portal sends the respective usage rights
associated with the digital content and a general key
necessary to decrypt the content in encrypted form to the
rights wallet. The content, which is encrypted by this general
key, can be downloaded from the content distribution portal or

acquired via any suitable storage device, such as CD, DVD.

Tables with content references, content rights and

(decryption) keys are needed together for rendering content.
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renderi Lee. | I ght | | et right llets.,gets
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t he usewithenénthe need steraeddnpecthen parthe tishtgsenlien. be downl oaded
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Thus, a rights wallet is able to synchronize their tables keeping the
i nf or naPEEHMERGr Elaa i the tURep o glegistered with the content

distribution portal and possesses a rights wallet and a
rendering device, after ordering content, the user has the
content rights and keys stored in his rights wallet and the
content is transferred to his rendering device. Therefore, the
user is enabled to render the acquired content using the
rendering device and his rights wallet. When a rights wallets
gets connected to the content distribution portal, content
rights and keys of the user currently registered for the
particular user can bhe downloaded from the portal or
synchronized with the data stored in the rights wallet. Thus,
a rights wallet is able to synchronize their tables keeping

the information stored with the portal.

When users register with the content distribution portal, they
get a unique ID assigned. They also can specify which
rendering devices they want to register and they may
subsequently charged accordingly when ordering content.
Initially there will be at least one (primary) rights wallet
registered at the content distribution portal for each
registered user. However, if the user needs more than one
rights wallet, he can register additional rights wallets with
the portal. If desired, the functionality of such additional
rights wallets may be restricted to predetermined access

rights, e.g., for playback only. A family, for example, may
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di stribution ﬁortal is able to mintain alis ering

can rend&PmcERecrentant tHissrikutben apertalondifeghe rendering device

is a dedicated player or printer, the device is provided for
having the functionality of the respective client digital

rights management software.

Each new rendering device of a user may be registered at the
portal. However, a registration is needed, if the user wants
to use the rendering devices without connection to a rights:
wallet. On registration, the rendering device is added to the
list of rendering devices per user. So the content
distribution portal is able to maintain a list of rendering
devices a user can render content on. This can be an automated
process which hooks the device on an appliance which is
capable of reading the portal user ID for example from the
rights wallet and register the rendering device to the content
distribution portal.

As aforementioned, each different content is encrypted with a
general key and only the general key is encrypted with respect
to the portal user. If users download encrypted content, the
rights associated with that content, the keys to decrypt the
content and the list of registered devices are downloaded to
the rights wallet. The encrypted content is downloaded to a
rendering device or transmitted via a storage device.

Alternatively, the actual list of registered devices is



process whi ch hooks the device on an appliance which is capable of
the portal user ID for exanple fromthe rights wallet and register tig APR 2005
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renderi
each di
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key is encrypted with respect to the portal user. If users

readi ng

downl oad encrypted content, the rights associated wth that content, the
keys to decrypt the content and the list of registered devices are
downl oaded to the rights wallet. Thegencrypted content is downl oaded to a
ng device or transmtted via a storage device. Alternatively, the

renderi
act ual

| ist of registered devices is 1 0 APR 2006, WO 03/036441

PCT/ EPOR£AA288r drit 1 rdvveialaeield yodona | oogiets twaltllee , r whgbheveal 4 eisemhenever

a user

h | ... Thi bl h I
Tost acPRRNSF It it aaq THes: SRDLoH e deerobBnt LERLECcR bo
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renderi
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rights

wavértioontains in the table of registered devices its own

identification. If it find its own identification, then it decrypts and
renders the content. Oherwise, it refuses to render unl ess one-of
next ca¥esthé sfixtmivamsfeul thet cbhtemyarsdiopnpwidedf pnsé sheeage he renderi ng

iﬁ;&_@é € wildh 48&S mlgte&*; Q?ié&%étfér%&rd%‘é%%ﬁagpghéeé‘&éépir@ with the

devi ce
gener al

Thi's gener a y 1S known the ren I ng device
evice initially checks if it is allowed to render that

content by looking up whether or not a rights wallet is stored
on the storage device as well. If ves, the rendering device
checks whether or not this rights wallet contains in the table
of registered devices its own identification. If it find its
own identification, then it decrypts and renders the content.
Otherwise, it refuses to render unless one of the next cases

is successful.

Still regarding the first case, the rendéring device is able
to decrypt the registered devices and keys tables with the
general key. This general key is known by the rendering device
and not stored on the storage device. The proposed solution
can benefit from cryptographic schemes, which uses a matrix of
keys that gives the effect of a single global key while in
fact every device type has a subset of keys different from

those used by other devices.

Rendering content on a public rendering device, e.g., in a
hotel room, may also be performed in accordance to an.aspect
of the present invention. Especially at public placés, like
hotel rooms, content is usually not stored on rendering
devices. Therefore these rendering devices have to be able to
access the content. This may be performed by storage device

readers, such as CD or DVD players, or over the Internet via

t he
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the appropriate access rlghts for rendering the particular

digital content. On success, the rendering device is allowed
to render the content. To do so, it gets the needed key from
the rights wallet. Otherwise, it refuses to render unless the

third case applies.

In the third case, the content rights and keys are bound to a
rendering device. When the user tries to render content, the
rendering device looks up respective tables stored in the
rendering device. If it is allowed to render the content, it

renders the content, otherwise it refuses.

The concept of the present invention also allows copyiﬁg
content to storage devices. Together with the encrypted
content, the tables containing the content reference, the
associated rights, the (encrypted) general keys and registered
devices may be written to a storage device. The tables with
registered devices and (encrypted) general keys are both
encrypted with a general key, which is known by registered
rendering devices. With that technigque content can be rendered
on any registered rendering device without the need of the

presence of a rights wallet.
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In order to bind digital content to -a rendering device, the rendering

devi ce hasokrdebetoclind eirrlitial thatpottad assinderiwer Vettioe, athenderi ng
in,touch with a.rights wallet.
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wal l et is_d ed sold by a.user, the.user.is_.request o, der egi ster
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still posghbscandrkexmeisodne whndesidrg tdrvidgHiescondihgt tot bheender all the

(old) cophesheWigphdys referenced in the rights wallet, but no new
content. If such a rights wallet is later connected to the portal, the

portal may clear all .
If a rights wallet is damaged or sold by a user, the user is

requested to deregister that device with the portal. He can do
this automatically by hooking up the rights wallet to the
portai and deregistering it. in that case all tables in the
rights wallet are cleared. If the rights wallet is damaged,
lost or stolen, he can manually deregister it at the portal.

"Then it is still possible for somebody, who uses the rights
wallet, to render all the (old) content which is referenced in
the rights wallet, but no new content. If such a rights wallet
is later connected‘to the portal, the portal may clear all

tables in it.

The deregistration of a rendering device is similar to the
deregistration of a rights wallet. Therefore the rendering
device is still able to render the (oid) content on storage
devices and all content that is bounded to it, but no new

content.

The renderers such as CD players are normally connected to a
home stereo equipment. Therefore the user always has the
possibility of recording the encrypted content and copying it
to a tape or conventional CD. As an additional hint for

sources of these types of unauthorized copies the content
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rendered. BRI EF DESCRI PTI ON OF THE DRAW NGS The above, as well as

addi t i onandeiredctovid, bé¢ e trmmrked waduabé hge dafridedpaagent i nventi on,
will be rLept in the follow ng detailed witten description. The novel
features of the'invention are set forth in the appended clainms. The
invention itself, however, as well as a preferred node of use, further

obj ectives, and advantag I under st ood by reference
to the follow ng detaiIgﬁlEeggéﬁg%Fgﬁ%gﬂmgﬁié ﬁbstratlve enbodi ment when

read 1in conjunction with the acconpanying dramnngs wherein: Fig. 1Ais a
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accordance with the prese invéntion generaI ock di agram
whi ch i ladyentages of stét&)mreaﬂn@wmﬁreatsgm emliln b@cwupdaane i tthd he present
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present invention; Is a ustrating a nethod of
regi stering dlgltal content in accordance with the present invention;

The novel features of the invention are set forth in the
appended claims. The invention itself, however, as well as a
preferred mode of use, further objectives, and advantages
thereof, will best be understood by reference to the following
detailed description of an illustrative embodiment when read

in conjunction with the accompanying drawings, wherein:

Fig. 1A is a general block diagram which illustrates a first

view of a system in accordance with the present invention;

Fig. 1B is a general block diagram which illustrates a second

view of a system in accordance with the present invention;

Fig. 2 is a more detailed block diagram of an embodiment of

the present invention;

Fig. 3 is a flowchart illustrating a method of registering

digital content in accordance with the present invention;

Fig. 4 is a flowchart illustrating a method of acquiring a

rights wallet in accordance with the present invention;

Fig. 5 is a flowchart illustrating a method of registering a
user with a content distribution portal (CDP) in accordance

with the present invention;



Fig. 4 is a flowhart illustrating a nethod of acquiring a rights wallet -
in accordance with the present invention; Fig. 5is a flowhart
“illustrating a nethod of registering a user with a content distributﬂgnAPRzmﬁ'
portal (CDRDom3agcordance with the present invention; Pcl/ediize§06 WO
03/ 036441 PCT/EP02/11289 - 18 Fig. 6 is a flowhart illustrating a nethod
of registering one or nore rendering devices with a content distribution

portal in accordance with the present invention; Fig. 7 is a flowhart
illustrating a nmethod of ordering Ltregma content distribution portal in
accordance with the present invention; Fig. 8Ais a flowhart illustrating

a nethod of rendering digital content in accordance with the present
inventi gig.F60is88 fHowclent iinlakkeatr Dig taenddiRe ke tregfisbegin@/ndig. 9 is
a flowchart iIIust%atjn ﬁﬁﬁﬁEthOd'o bi ndi n d%gjtaL' content to a
renderi R§ BRYFESTAE rEESWEh t?mf?ﬁ%éhﬁn SEREONETOR: PEYPL 10 is a

fl owchaih kbttosdandé nglth reidh@desbneopyvergriagh;gi tal content to a storage
device in accordance with the present invention; Fig. 11Ais a flowhart
illustrating a method of rendering digital content on a public rendering

devi ce FigactoigancElowdHdrt Helpses&bing nvendthmd® ofi grdéiBng Sfrom a
continuation of .the flaowchart of .Fig. 11A..Fiqg. 12.is.a flowhart

Clustr 2pPREnt abtvetP e mog et ot RecdFaarish X0 P58 PRESERE! dance wi th
t he predemtntiboention; and Fig. 13 is a flowhart illustrating a nethod of
deregistering a rendering device in accordance with the present invention.
DETAI LED DESCRI PTI ON OF THE I NVENTION 1 0 APR 2006 WO 03/ 036441

PCT/ EPOPA@1288 is a flowchart illustrating a method of rendering

digital content in accordance with the present invention;
Fig. 8B is a continuation of the flowchart of Fig. 8A;

Fig. 9 is a flowchart illustrating a method of binding digital
content to a rendering device in accordance with the present
invention;

Fig. 10 is a flowchart illustrating a method of copying
digital content to a storage device in accordance with the
present invention;

Fig. 11A is a flowchart illustrating a method of rendering
digital content on a public rendering device in accordance
with the present invention;

Fig. 11B is a continuation of the flowchart of Fig. 11A;

Fig. 12 is a flowchart illustrating a method of deregistering

a rights wallet in accordance with the present invention; and

Fig. 13 is a flowchart illustrating a method of deregistering

a rendering device in accordance with the present invention.

DETAILED DESCRIPTION OF THE INVENTION



- 19 In Fig. 1A a general block diagramis shown depicting a first view
of a system 100 in accordance with the present invention including an

aut hor 102, an user 104, a content distribution portal 106, a right$0 APR 2006
wal | et 108woesmasagier i ng devi ce 110 and a storage devi ce etiZroFessol i d

| i nes between the aforenentioned subjects depict comunication |inks which
may be needed for allow ng transm ssion of information between such

subj ects. Such comuni cation |inks nay be formed by a distributed
information system (DI'S), such as thegdnternet. The comunication |ink may
partly or entirely be forned by a wreless comuni cati on connection, such
as Bluetooth, GSM (d obal System for Mbile Communications), GPRS (CGeneral
Packet RadimigSerlai ae);eneraUl\BBoc(wrdl\agml ibbbhdwn deliecdmyuel €aksens

Systen)._.The t har be for d| vi dual . person or a group
of per so‘ﬁl'se"‘\'/\,h‘:’laf(L:lﬁ1 E‘P{e% V\i')]? kaccoﬁ:‘?%ngé 31% P95 APYFEE I8 wor k of
art, a stnajaidnr@danoaptharl boR pfardais@,r 404pi eceomfermusiictrdbuedondi ng, a
movi e or f qrym of h hor e _formed by
a | egal pe%‘: 1,40 h@él gi %@%g‘a‘% yerti g %f gguc d C%ch eflgb ?s?rl buti on
t he worsktcmaw cevihyet hd2 aurlhmrquSLdjllgnEszeltWeezf adid |a1f@hreménttlhaed di gi tal
pr ocessi h o] EIGI.Y, ti n SSi on a digital
comuni catl ofchtl(\sl rﬁ%ﬁl?E %%ﬁ%rp% olvﬂ%néqﬁﬁg ‘gh ]g%gagﬁ bv?otnl? tﬁg aut hor is

r ef er r edtlowing drrgnsmiss,mmaﬁ Jcrﬁms'matilbhnlgeEMmfa‘Lm sgbteche. di st ri but ed
and mar kefed..q ﬁ%ﬁ b 5{: oh 01106 3HNRE %Qgipe&rﬁ( Lés‘%{ls%%bﬁ% g2l so be forned

either by an i ua person, a-group persons or egal entity. The
user wantnformagienssyskenr (RLD arkdichr apurlhabrtaunet .cGheent of fered by the

cont ent cdjnﬁqwleaueﬁ pﬁ&ﬁ%ﬁ ga?aclwgr JH&E&N%H @ﬁk&l gtaon portal 106
is a "gateway to the  digital confent supplieéed the authors 102. Hence,
t he CDPWing ng ge@gunlcatlon connection, such as luetooth GSM

(Global System for Mobile Communications), GPRS (General
Packet Radio Service), or UMTS (Universal Mobile

Telecommunications System).

The author 102 may be formed by any individual person or a
group of persons which created a work, such-as a work of
literature, a work of art, a structured compilation of data, a
piece of music, a recording, a movie or any form of multimedia
data. The author 102 may also be formed by a legal entity
holding the copyrights of such a work. Before distribution the
work created by the author is digitized to facilitate further
digital processing, such as storing, encryption and
transmission over a digital communication line. In the
following the digitized work of the author is referred to as
digital content constituting the offering to be distributed

and marketed.

Similarly to the author 102, the user 104 may also be formed
either by an individual person, a group of persons or. a legal
entity. The user wants to access, retrieve and/or purchase the

content offered by the content distribution portal (CDP) 106.

The content distribution portal 106 is a “gateway” to the

digital content supplied by the authors 102. Hence, the CDP



WO 03/ 036441 PCT/ EPO2/ 11289 - 20 106 is the primary entry point for users
to participate in the system it may be forned by an Internet or i t@@@ﬁt
web site providing the infrastructure to search, find, access, retrf 2006
and/ or purgipasRsddee digital content. The CDP nmay conpri secaigpoz/oisdror e
server conmputers including sufficient storage devices for providing and
mai nt ai ni ng the content, additional content data and user data. Additional
content data includes the access and distribution rights and conditions of
the respective content as specifiedjpy_the author and/or the CDP
managenent. The user data conprises either personal data as a registered
user or a pseudonymrepresenting a particular user. Optionally the CDP

m ght offey id $0erphikney Nentond/gyidtl kg t8erdiSed WarAEpatsULh €lge NOIeE
detailed i nformation q?oE%Wthe aut hors, and possz%¥ news gr ot her
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is forme a secure digit I eposi tor or. storing tables holding lists
of accedd i°§hP§r8€‘§%@ci'§%‘%dﬁvﬁ%t}‘fﬂ éf'i°6itFéF' c@h‘f eéﬁgé‘f?g’ FEEBELEF VR Tecr ypt i on
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transm ssion_ of .the tables, gnd i.nformtion stored...Far _an i ement ation
of "t he A RESIGHPE A SRR S e Eh e ORI g Yol RARF e

Busi nessid¥ac hindeaséprdmrat i2afdittvwnd lbeonsent datea rirglivslewalkthet may be

stored ejther gn.a.co rcial  canputer gystem. suc per sonal

conput erafccgfsoﬁngnﬁl%%uct&od} tré%g: viaf:’é, éé%@htlaés%sg O%E)é:}r%onal digital

assi st amesplebA)veacomtdnti ars Epewd fdedabgnehe awzrak, amd/evrenhenCdP public

net wor k h t t Furt het e, r.ght | ur ni-shed
wtn o G adehink e Bldlan e KonpEt fBE Ce DI bchatolaBh 4 3
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I
a larger "nunpber of addresses. ] . .
useful pages, such as more detailed information about the

authors, and possibly news or other services. In short, it
holds all information regarding users, associated rights

wallets, rendering devices and digital content.

The rights wallet is formed by a secure digital repository for
storing tables holding lists of access rights associated with
digital content and respective decryption and/or encryption
keys. It further allows tamperproof storage and transmission
of the tables and information stored. For an implementation of
the rights wallet the Cryptolope® technology by International
Business Machines Corporation could be used. The rights wallet
may be stored either on a commercial computer system, such as
a personal computer, or on any other digital device, such as a
personal digital assistant (PDA), a cellular phone or a smart
card, or even on a public network such as the Internet.
Furthermore, the rights wallet is furnished with a unique
identification number that may be formed by a TCP/IP .
(Transmission Control Protocol / Internet Protocol) address,
preferably according to the IPv6é (Internet Protocol version 6)
standard, which offers a larger number of addresses.
Authorized access to the information stored in the rights

wallet is facilitated by an interface to a communication link



Aut hori zed access to the information stored in the rights wallet is
facilitated by an interface to a conmunication |ink WO 03/ 036441

PCT/ EP02/ 11289 - 21 as described above. The rights wallet is normally Apg 7006
associ at edwomstoBedar user, which may be represented by a urpeaero2/11289

I dentification nunber, e.g., an account nunber, a digital «certificate or a
pseudonym The rendering device (RD) is a device that is able to render
content, that is basically the conversion of the digital content into a
user-accessible form For exanple, -ifgithe digital content is fornmed by a
video clip being stored according to the MPEG 1, MPEG 2 or MPEG 4 (Movi ng
Picture Experts Goup) standard, the RD would recreate a video clip from
t he storeed ddacaibefl abevali gﬂnealrigmmtsewalnstfm erknay 1§ awebkiqtedii terature,

t he RD d_c se vi sual resent tban of the work or even a
print ou\teﬁoh paglgfgg Hvén%:céh matyhg Rﬁ?sﬁgg?%&%aa B E&%ari ety of devi ces,
each spede@ltuiedatﬁ.on mmﬂomn\eelgsl,oanohcdbmﬂ aluntent, eat dsgaced in a

speci fi I D nmay be able to render a wide variety of
differ e%t grf%%tel_‘?%mgs‘g edged that the RD nay be realized as a

separate device, such as a IVP3 (MPEG 1 audio layer 3) player, a CD

(conmpac | V| t t|Ie Dlsg ayer and a printer
or it nt}}‘h% §E}ldP£%§tde&lc’% [?Rb?o%u e?ie‘ﬁ%%?ta &r‘?n ‘ﬁ a’ to rcial
conput eﬁogjigném that bhdldsilpelimdehet convetmitort kné BBecdngatsb be reached

vi a OnecoﬁEehEelﬁEQré”ﬁggfiyy%gsgggygnf&fﬁ'cﬁbﬁ %EEglg f0£%g6V|Ces can

al so copy content onto storage devices such as Imlarly to the
rights RaPRERl epRrters Hfs forasdabying quided delit biedaui shonedber assi gned to

it and aécsgaiﬁaeeiovww pﬁogctaﬁpﬂbﬁéﬂﬁf §t1~9§ﬁ9% f(ﬂﬁvkﬁspbﬂat‘?ﬁ&ryp“on
and/ or encr Etlon n% lonally t J@?Ital content may be stored in
t he taﬁﬁ@?% Bo?r%‘f%)rﬁé rd. sEpar By é”%‘{ FFETFREGi AevidgotHeimRD it sel f

or the gesputRe sSySteMEAtawhirghth8ead R ¢5l IdoHtenE. is formed by a
work of literature, the RD would compose a visual
representation of the work or even a printout on paper. Hence,
the RD may be formed by a variety of devices, each specialized
for the conversion of digital content stored in a specific
format. However, one RD may be able to render a wide variety
of different formats. It is acknowledged that the RD may be
realized as a separate device, such as a MP3 (MPEG-1 audio
layer 3) player, a CD (compact disk) player, a DVD (Digital
Versatile Disc) player and a printer or it my be implemented
as a computer program running on a commercial computer system.
It shall be understood that the RD can also be reached via one
of the aforementioned communication links. Some of devices can
also copy content onto storage devices such as CD or DVD.
Similarly to the rights wallet, the RD has also a unique
identification number assigned to it and is equipped with a
tamperproof storage for keeping decryption and/or encryption
keys. Optionally the digital content may be stored in the
tamperproof storage or a separate storage provided by.the RD

itself or the computer system on which the RD is running.

The storage device (SD) is capable of storing the digital
content. It can either be realized by an optical device, such

as a CD or DVD, or by a flash erasable programmable read-only



The storage device (SD) is capable of storing the digital content

ei t her

be realized by an optical device, such as a CD or DVD, or

fl ash erasabl e programmbl e read-only 10 APR 2006 1 0 APR 2006 WO 0
PCT/ EPO2/ 1w#89/036422 nenory. The storage device is confi guratboi/o2éwol d

pr ot ect

provided for controlling the access to the protected content
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i nfrast
i nfrast
certifi

authorimbmsryhawheestdgagﬂuﬂemﬂcbemsicahéighﬁedVEdihﬁnﬁypmbteacédparty

ed content. Therefore, it is able to store different tables

ng device. The entire systemis enbedded in a public key
ructure (PKlI) as illustrated2in-Fig. 1B. The public key.
ructure is a systemof public key encryption using digital
cates fromcertificate authorities and other registration

|nvolved i nic transac an Public,k en r Lon is an
encrypt 8 ggcﬁénéﬁg ‘Wﬁﬁu&edlﬁya EFfF P Fet ﬁnin¥%b;%? wher e
per son gebgléedaforoéon&&g&ilngathedathespubb|mhé«grdﬂedthﬁec@ntymne key.
Each peE@ﬁghé rQHgé kqﬁﬂ,s published while the private key is kept

secret.
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and can only be decrypted using his private key. RSA encryption is an

exam! o1k Bnoubl ! Sekieny U AREARK £oyohal i e GRELLLLERLE AT NOTT LY 18

an enti

a Cco I SS cer

ty,

|ca es to other

ent|t|eéPKIbrgankamsmn&;eﬂuim ﬁdQV|aaalEhecpublxnmk@weanﬁua@tnmﬁtu#&nr

identit

deplcte

name aut a cont ent

19 Gbbesd of e Ky LHELe,21 6, Shon, Wigasage subl ects as

dlstrle?réhfp©@t%ﬁ ﬂyam qyntnénpstaaaUEhonéﬁneﬂuﬁnﬁ Péhéérlng devi ce 130.
However o0k c £ he; S2ka @foralakit y_hatnvgwf Jaﬁaa)ry@thewa@csem cation |inks

to a certificate authority 134 are

rat her than the communi

i nks b¥RWE8HtY nef @afty party 1nvolved 1n an electronic transaction.

Public key encryption is an encryption scheme, introduced by
Diffie and Hellman in 1976, where each person gets a pair of
keys, called the public key and the private key. Each person’s
public key is published while the private key is kept secret.
Messages are encrypted using the intended recipient’s public
key and can only be decrypted using his private key. RSA
encryption is an example of a public-key cryptographic system.
The certificate authority is an entity, typically a company,
that issues digital certificates to other entities, |
organizations and individuals to allow them to prove their

identity to others.

In Fig. 1B, there are shown the same subjects as depicted in
Fig. 1A, namely, an author 122, an user 124, a content
distribution portal 126, a rights wallet 128 and a rendering
device 130. However, for the sake of clarity, in Fig. 1B only
the communication links to a certificate authority 134 are
depicted rather than the communication links between the shown

subjects.

In Fig. 2 there is depicted a more detailed block diagram of
an embodiment of the present invention. The illustrated scheme
shows the components which interact in such a system. However,

it is acknowledged that again it is simplified to show only

cation



subjects. In Fig. 2 there is depicted a nore detail ed bl ock di agram
enbodi mrent of the present invention. The illustrated schenme shows t

conponents which interact in such a system However, it is acknow e

t hat agai nwito3ioss4si npl i fied to show only 1 0 APR 2006 WOPre3/Ep8Lituddo
PCT/ EPO2/ 11289 - 23 the relevant parts of the invention and reduced to one
user wth one rights wallet and one rendering device. Depicted are
content distribution portal 202, a rights wallet 204, a rendering device

206', a storage device 208 and

way of

of an

JetpR 2006

a

sore26oAMuNi cation links illustrated, by

exanple, by the Internet 210 and by wired or wirel ess connection
212, 213, 214 and 215. The content distribution portal 202 is the primary
entry pdihst reﬂ@lvansepsrts) qﬁr’dﬁeciip&reatﬁ.nntamdsx;edxmad Itto lbokdasarfirst table

220 keepj;ng E n in the flrst table 220 is
a5500|ate§ %Ph % %@&ééﬁ?nﬁe c?|%% rl%%%eev S'nformation about the
digital content |n a second tabl e 222 and a |ist of rights wallets in a

e ri

(11O, oS 2eA 200 g Lilen o LRIl 0gy B A 2l QLR 01 € 228

registere

or a art user.

ri ghts walllet BQAZS@ rendﬂrnng devied 286a a of tonenee devicke208gind wal | et

204 in
rights

e EBhﬁlQni@é)éfor?Zﬂn?{fs EE?F%QPAUS rq%notél}s)héf)fl %?a&ﬁiéal %02

wa Iet 204 i s assocl at ed

The

repr esefftedInhesngh ALUMNfLEY Pited19r wixpless scomestionudb?2r.21%h a nusic

di stri bygyopngysiem this person may be
Napster) where it

wal | et

part of a community (such as
regi sters once and gets a user |D assigned. The rights

further contains sonme fromof read/wite storage to store tables

hol di ngreententent | A 1 RRGHPLELAJENEI Al i ke dRdmheg sheredoffndering
devi ces gg deglcted by first, second and third

rs to participate in the system It holds a first table
220 keeping a list of user IDs. Each entry in the first table
220 is associated with related tables respectively keeping
information about the digital content in a second table 222
and a list of rights wallets in a third table 224 and a list
of rendering devices in a fourth table 226 registered for a

particular user.

The rights wallet 204 is identified by a rights wallet ID 230
that is stored as a reference to the rights wallet 204 in the
third table 224 of the content distribution portal 202. The
rights wallet 204 is associated with a user (not shown) which
is represented through a unique ID (231), e.g. an account
number. In a music distribution system, this person may be
part of a community (such as Napster) where it registers once
and gets a user ID assigned. The rights waliet further
contains some from of read/write storage to store tables
holding contents rights, encrypted general keys and registered
rendering devices as depicted by first, second and third
rights wallet lists 232, 234, 236. The rights wallet further
contains client digital rights management (DRM) software 238
which interacts with a digital processing device func¢tioning
as a platform for realizing the rights wallet, such as a PDA
(personal digital assistant), a cell phones or smart card or a

program running on a commercial computer. However, a rights



rights wallet lists 232, 234, 236. The rights wallet further contains
client digital rights management (DRM) software 238 which interacts with a
digital processing device functioning as a platformfor realizing th8 APR 2006
ri ghts wal wetosnsdsgh as a PDA (personal digital assistantpcr/erogelziy phones

or smart card or a programrunning on a comrercial conputer. However, a
rights 1 0 APR 2006 WD 03/ 036441 PCT/ EP02/ 11289 - 24 wallet may al so be

| ocated on a public network such as the Internet. A user may have multiple
rights wallets as already indicatedghy-the list of rights wallets 224
related to a user |ID stored in the first table 220 in the content
distribution portal 202. The rendering device 206 is identified through an

ulni que wia.]giﬂ%@tii&l&ﬁraﬂékg,bélm&ta&f‘edaoﬂi?/bﬁblﬁc g'laetv&di\k?)subﬁ. 3§helﬁ@ gre t wo
cl asses_of render evi ces 206 irst .cl ass renderin evi ces
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igita ent . Thi ass evigces, c al so copy t own| oade

cont ent T ored oiny éledet{/‘l %?@gesggﬁh% ‘? tERHER ol 9 second

cl ass oborem:iezomg deV| ces 206 are only able to render d| gi taI cont ent
which is stored on storage devices, i.e., devices conparable to

conventional CD/ DVD pl ayers. Both classes of rendering devices 206 may
have a mheei:eséeningrvideaddeﬂu@rsf deeideht tfied | thouighe ant anbg@ak up to the

read w R ELERTE G o T Thae & OCR(EF 't b e e aithy TRE erFpred
contenttes ¢lasmes aa%drdzyiehumgsdé#?ceﬁdzmi edihsd |femstDRII/&ssfcbeare 244
o1 Sohif ST ot s e IR M 00 B0R A utd 511
Furt her‘m-)?-]@ théecortigrdntdipRmidbutionreopizl 2% rtac downil pad acemicante pl ayer
246. via the Internet 210 and render such digital content. This
class of devices can also copy the downloaded content onto
storage devices 208 such as writeable CDs/DVDs. The second
class of rendering devices 206 are only able to render digital
content which is stored on storage devices, i.e., devices
comparable to conventional CD/DVD-players. Both classes of
rendering devices 206 may have a wireless or wired interface
which allows them to hook up to the rights wallet using the
connection 215. They may also contain some form of read/write
storage to be able to store tables holding the encrypted

content as illustrated by boxes 242.

Adapted client DRM software 244 controls the communication of
the rendering device 206 to the rights wallet and the content
distribution portal 202 via the Internet 210. Furthermore, the
client DRM software 244 interacts with a secure player 246,
The secure player 246 is adapted to render the encrypted
digital content by using the respective keys provided by the
rights wallet or the storage device itself without enabling

the user to copy decrypted digital content.

Finally, the storage device 208 is capable of storing the
digital content in encrypted form as illustrated by box 250.
The storage device 208 may be realized by either an optical



The secure player 246 is adapted to render the encrypted digital content
by using the respective keys provided by the rights wallet or the Stﬁ”@ﬁi
device itself without enabling the user to copy decrypted digital 006
Final ly, twe osossaaage device 208 is capable of storing thecrapgitizd content
in encrypted formas illustrated by box 250. The storage device 208 may be
realized by either an optical 1 0 APR 2006 WD 03/036441 PCT/ EP0O2/ 11289 - 25
devi ce such as CDO/DVD or flash RAM such as a smart nmedia card or a nenory
stick. Hence, it may be a wite onceggsead only device or a wite multiple
device. In the case of a CD, for exanple, the m xed node facility of
nodern CDs may be used to store the data. This would give rendering
devi cesdéhice capabids tp/D@DrendEIaQMCRAMHsmthcattanbmaﬂd médnalua&ﬁbrypted
content stored on tQﬁ ce in toda in a

S

dedi cat 88 ArtH"Vhe ® e88$r ctt %/IV?P fdéi’ﬁllgﬁ 98%%’6?%‘? Srypted |ists
of rendéevice d:&via:aa:mlel m\a&dlpmerwdafe Ig:elmreabalseysf £A erfort ef er ences

and associ at hts_a i Il ust ed b 252 sho flomchart
iIIustrgf?%%f A%@hg&xgﬁ F8 Fs?%?f% rBoﬁPﬁnﬁaY %uﬁ? ﬁce with
t he preseoteitheerdatan. ThAsswaeldr@ivarremcﬂtelrdng\AﬂaheGeatot}m otect a digital
work fo g ng. It al e stribu 0 e Ilnternet (block
302). Té 0 lﬂygﬁ:eo g& QE gﬁ%‘%@%‘? Ontéﬁjgl %‘%ﬁ c%% erll,IcSthDg Iaa docunent
encr ypt tontéwy (HOEED on ahél devuseelpl (HoldagyK s30B) fofmt pevdtiromaidy , r easons

the encyypfi ﬂfattﬁ'&ea%g' EEED%%&# eg}‘% thea%&é%@%ﬁéﬂ th acgyametric

encryption algorit may be random y
generat%@crmlik%%du@msl 9f rﬁedammmdwessptaélpwgdm« xeidry.a public key a

provi deged ou Qé:‘eizs(,blcgﬁléeﬁgfs}efm&st faﬁ?ldpa ¥bdeheb§ PagHe Pl the content

di strlbutlon por t al rovi der’ ey may be retrleved froma

publ i ¢ kb\patgarad sy éoﬁegﬁ?f i cate

Fig. 3 shows a flowchart illustrating a method of registering
digital content in accordance with the present invention.
Assume that an author wishes to protect a digital work forming
digital content to be distributed over the Internet (block
302). To do so, the author encrypts the digital content using
a document encryption key (DEK) in a first stép (block 304).
For performance reasons the encryption of the digital content
may be performed with a symmetric encryption algorithm, e.g.,
DES, whereby the DEK itself may be randomly generated.
Subséquently, the author encrypts the DEK using a public key a
provider provides (block 306), where the provider is part of
the content distribution portal. The provider'’s public key may
be retrieved from a public key server or a certificate
authority, cf. Fig. 1B. For the asymmetric encryption the RSA
algorithm may be used. Then the encrypted digital content, the
associated rights specified by the author and the encrypted
DEK are sent to the provider (block 308). In response, the
provider stores the encrypted DEK, the associated rights and
the encrypted digital content (block 310) and starts offering
the newly added digital content (block 312).

Fig. 4 shows a flowchart illustrating a method of acquiring a

rights wallet in accordance with the present invention. A user



authority, cf. Fig. 1B. For the asymetric encryption the RSA algorithm

may be used. Then the encrypted digital content, the associated riggts
specified by the author and the encrypted DEK are sent to the provi &r APR 2006
(bl ock 308Wo msi3gaesponse, the provider stores the encrypioatkpbidisd he
associated rights and the encrypted digital content (block 310) and starts
offering the newy added digital content (block 312). Fig. 4 shows a
flowchart illustrating a method of acquiring a rights wallet in accordance
with the present invention. A user _1,8 APR 2006 WO 03/036441 PCT/ EP02/ 11289

- 26 requests a rights wallet (block 402) by sending a request,

containing credentials referring to the user, to the content distribution

portal (ekhoektdO4)ridies cieriait | (@1scRBYODE bf WS By raqeest) ficate

i ssued by a cer,tificaci‘?gR aut horitfy, a uni qrte ID or a psgudon m of the user.
In respGRBEAIPHRY COMRIREIM S HATHIELBA POrtRf URsH f its tRReCORESNS

credent daksribhotén Fé¥paly(Hiceesaony. t1ige cefddddtaalle adywsity or any

other office at m ght have issued e respect,ive credentials and
checki n&OWﬁB?ﬁér % an(g?rtt crﬁt@déﬁf}‘ﬁégo%rae G 1CREERUBPHIILY at? t he same

ti lrrF th&n@QEen'__@.N @pé& q:ir}ﬁlddhbrqﬁh%@)lf thel(lijsé?ﬁ‘.! tllﬁ'f ir@spbakedl tlls)é\nf&ufhewh rights
wal lets to e, 1 Ssued. t he user Ceentllasare not .valla, .the user
cannot GeFELRIPREHTS ReHG: Verdities 5&%)?5?? § wFedenrtietadditodt s are valid,
a new rigb) shywaddedsimy itdsaletrkdfitite Uasthority. oraangvotindue ID is

Fef or onB62tEet P LIRSHDIMSE AZ2ooThEh THP S OHEs “RAFTEia1S %ht to the
user (bkbekkidd)whdtiledr themqposbessesdent idlghtasenaralléd (blok 4H));. _
thar | s2Eneisordic BN IR0 cob eyt bRl B kbeiey SN MTea
ri ghts feul felowinchoraw yigite wadépendendee dfssued.r ffhtkewesddet authority
fro”‘th@r@ﬁ@ﬁ@iﬁléﬁégéiJggid@iiQQrEﬁé Nggg(%annot get a rights wallet

(block 410). If the user credentials are valid, a new rights

wallet is issued for the user, i.e., a new unique ID is

created for the rights wallet and the ID is stored together

with a reference to the user (block 412). Then the rights

wallet is sent to the user (block 414) which then possesses a

rights wallet (block 416). However, it is acknowledged that

rights wallets may be issued by an entity that is independent

Erom the content distribution portal, a so called rights

wallet authority. The independence of the rights wallet -

authority from the content distribution portal would

advantageously-allow the user to collect music from multiple
CDPs.

Fig. 5 shows a flowchart illustrating a method of registering
a user with a content distribution portal (CDP) in accordance
with the present invention. Whenever a user wants to join the
community of users registered with the content distribution
portal (block 502) a request is formed (block 504). The
request may contain a certificate proving that the user
already possesses a rights wallet. This might be the case if
the content distribution portal offers different membership
schemes. Alternatively it is possible that the user gets a

rights wallet when registering with a content distribution



advant ageously allow the user to collect nusic fromnmultiple CDPs. Fig. 5
shows a flowchart illustrating a method of registering a user with 20 APR 2008
content distribution portal (CDP) in accordance wth the present

i nventi on.wadlweosver a user wants to join the comunity elcraperglgiegi stered
with the content distribution portal (block 502) a request is forned

(block 504) . The request may contain a certificate proving that the user

al ready possesses a rights wallet. This m ght be the' case if the content

di stribution portal offers differentqoffenbership schenmes. Alternatively it
I's possible that the user gets a rights wallet when registering with a
content distribution 1 0 APR 2006 WD 03/036441 PCT/ EPO2/ 11289 - 27 portal

(T:gg ?Elt patcaggimé ﬂédmmrﬂé@&f gsrhaibﬁb%@m. sbngsg.adhﬁgedtbﬁ g]tcre_&mge@t to the
5 . _The certific y i ssued by the certificate

aut hori ?5?(‘6‘?9&%‘?‘5.’5% € W@n%’;ﬁ@gﬁﬁﬁe’r e CETEAELFBRGB Y iRe val i dat es

t hedr i ghrssﬁwl bptthe:efetxitfiiﬁdahee(b{f@lﬁ&;ll-ﬁ@ﬁ)(,cfﬂ/wﬁqb.pnﬁyeswhfnlattﬂéﬂg user

sendi ng e request _.is _the actu er of the.rjghts et, by

checki n‘g’D&m’é?ﬂ%’?"%sr &5t rFHEeFth?s"e\ng‘%e‘iescetPFi Fights vallet | d (bl ock

510). |¢terheficaty s(blmicket08¢rt whichtréovedathatakhd, uséhesers®imgcannot j oin,

and the_request gets rejected b%og% 512)... If.tg ri gis || et
certifigé?er?gu ARk tﬁﬁeaﬁggﬁi REFSF PheS e %ﬁawg e%rgnﬁegistered
(bl ock &héykirmy neetheachrr nght sheatigtit< antldiens careefbcobeeid aallia user it
IS pos Bg gkf th%ECQE to.just ke a list..of all.rights |l ets
registe?e JDms%)j(:aoa)d of a i?ﬂgﬁg?lva %ﬁﬂ?ﬁfﬁ%ﬂlfg eo%saﬁ?t é¥%. Now, a
nessagethe weer -dapndte joder aski tige whefuest getsnotjactedd@vlauk device is to
be reg'§%§{ edr £ Qipek 13hEk wdDe0e LO6 USRS rigjsggmgg | sp@nplayzed (bl ock
518)-. 1 he ‘'user waris to register a rendéring deVice, the process is
cont i nud@d{@X hthe e ghtecwadlet argi sedidtayedenbdprkgStéeli cligiagi th the CDP
: each rights wallet contains a reference to the user it is

possible for the CDP to just keep a list of all rights wallets

registered instead of additionally keeping a list of all

users. Now, a message is sent to the user asking whether or

not a rendering device is to be registered (block 516). Then

the user’s response is analyzed (block 518): If the user wants

to register a rendering device, the process is continued with

the process of registering rendering devices with the CDP

(block 522; cf. Fig. 6). If the user does not want to register

a rendering device, there is no need to continue the process;

however, the user has joined as a registered customer (block
520).

Fig. 6 shows a flowchart illustrating a method of registering
one or more rendering devices with a content distribution
portal in accordance with the present invention. This process
has two entry points. The first is the continuation of the
process shown in Fig. 5. If the user wants to register
rendering devices (block 602), the user is asked for the

rendering devices to be registered (block 604).

Alternatively, the user can request the registration of a new
rendering device at any time (block 606). Then the content

distribution portal (CDP) checks whether or not the user is



(bl ock 522; cf. Fig. 6). If the user does not want to register a rendering
device, there is no need to continue the process; however, the user1qPi
joined as a registered customer (block 520). Fig. 6 shows a fl owchar't PR 2006 -
i 11 ustrativwgoswzggiihod of registering one or nore renderpogeEpRuimes With a
content distribution portal in accordance with the present invention. This
process has two entry points. The first is the continuation of the

process shown in Fig. 5. If the user wants to register rendering devices
(block 602), the user is asked for_the _rendering devices to be registered
(bl ock 604). Alternatively, the user can request the registration of a new
rendering device at any tinme (block 606). Then the content distribution

portal GHERRAG ghmm %etﬂteéb%cﬁosoéhe MS%tI Stl]le uAE’ 2006104 Q3/ 036441
PCT/ EPO2/ 1128 28 already known to it (block 608). If not, the user is

asked tBeg%%B?§t€&r?ql@9;°G$IééR)6JI$ the usee &§eﬁ1F§a§Yr@%ﬁV1Mﬁbmn to the

CDP, thenssebpi scraskad:f ks EEﬁe&ef@lerﬂH}Q r&oMeeeagt QePEced 8 Yered as for
the first entry(50|nt (bl ock 604% I n response t%e user returns a
Yag

certifiEggestered is fOfddhengiry QR?M(qu§tréEi§FEr@QﬁXblock 612) .
Subsequently, the CDP checks whet her or not the certificate of the
rendering device is valid (block 614). is_not, the rendering device
cannot bR TP ddiq BISEEK T EEBYDS 1§ Cted-”éltféﬁBEF| for dee ceenderip@ id, a

referengevi¢® tdhend andasicegedeybteck S12ddedubsethient Bgercisdeyd ic |ist of
reglstered re‘girln%_dev cgs éblock 618). A dlstlnct on is de if the
renderlﬁﬁ FERi Reh 0&qngs ¢ p%?ﬁQ%?ﬁqdﬁdePFnﬁ BebFRCHISD If this

is the tasealid heolroemlsrmmg gevieceid aadregichberendasimy pdtiice renderi ng
want ot SEPRE e PeBrE K aRaPTRg: dilicod ( BrBcteRasand TR s not the
case, th&udkKalnﬁﬁeneacenuedtheeiqnderlng device is added to the

user-specific list of registered rendering devices (block

618). A distinction is made if the rendering device is used as

a public rendering device (block 620). If this is the case,

the rendering device is registered as a public rendering

device (block 622) and the user is subsequently asked whether

or not he wants to register more rendering devices (block

624). If this is not the case, then the user is immediately

asked whether or not he wants to register more rendering

devices (block 624). If so, then the process continues at

block 612 as described above. If not, the process ends having

the rendering device(s) registered (block 626).

Fig. 7 shows a flowchart illustrating a method of ordering
from a content distribution portal in accordance with the
present invention. If a user wishes to order some content,
e.g., a music recording, from the content distribution portal
(block 702), he may use the environment provided by the CDP
for searching, selecting. Whenever the user has made uﬁ his
mind, he creates an order request to be sent to the CDP (block
704). This may be done by using an interactive web site as
commonly known and widely used in the art. The order request
contains a rights wallet certificate identifying the rights
wallet and ensuring that it is a valid one. Subsequently, the

order request is being transmitted to the CDP via a



asked whet her or not he wants to register nore rendering devices (bl ock
624). If so, then the process continues at block 612 as descri bed above.

If not, the process ends having the rendering device(s) registered GHIAB&ZWB
626). Fig.wO®hoess1 a flowhart illustrating a nethod of mcdmpongi2sd rom a
content distribution portal in accordance with the present invention. If a
user wi shes to order sone content, e.g., a nusic recording, fromthe

content distribution portal (block 702), he nay use the environment

provided by the CDP for searching,_sgl ecting. Wenever the user has nade

up his mnd, he creates an order request to be sent to the CDP (bl ock

704). This may be done by using an interactive web site as comonly known

and wi dedomrisAdatAohh®igk] - sJde £ d9fe TRGEeSEt OONUAE MDed .riights wal | et
certificate |den§}|f¥| ng the r| hts wallet and ensuring that it is a valid

one. Sub&E&nt e FRE “Redss t OFsPBE| M t¥ W teddetol®he CDP via a
1 0 APRIQ@& \AQdOSégﬁﬁééﬁecPCEB E@&?/rlalflégtlné%s&onm!w&abbgﬂ ltpk, such as
t he Inter et %PI k_706). ‘@#% g $ ecks whether or not the
rights W4 usGhI 9 %?fa "t]e]g? rté’d°{f oY RN ¢y F&SHeTGiU8er (bl ock 708).
If not extpllenuself:yl ﬁemgali@wectdmear der traduser e@dl%lld v€0) EXpf anat ory
nessage i S returged t ser bIock z %. | f purchase formalities
are per PSme& TSGRRC a °1f S RETFaERei (,arseéfﬁfzuﬁét"dn%unber

(bl ock &h?) rethéuing he ﬁatauemme@mwbet BIodk 7A) .althepyr eh@sepEriteria
I.f _not ain the user is not_permtted to

are nmet and. vali block 71
make a GEATREPhYRREICDRT 19 alﬁh@“éﬁba?%ffﬁﬁﬁ?ﬁa?'§§FImFﬁean?equested
di gital vedntiertblook t Ted us eTf (rta:ltoclagaiﬁ) thé useespecho\tepexmiamd Otrcy message

may be rge Il pu Jdderdaare the
docurrentin%te(%crgyg %gn‘}’rﬁéﬁ%ﬁ%ﬁ.g enér%%? %ﬂ% uftsu‘lsnegs §°pu

associ atrequasthd dheitdlgmantealt! o @bbockeﬂdfblodﬁhélpmblhc key associated
with respective explanatory message may be returned to the user.

If all purchase criteria are valid, the document encryption
key (DEK) is encrypted by using a public key associated with
the rights wallet (block 718). The public key associated with
‘the rights wallet may be transmitted to the CDP together with
the rights wallet certificate. Alternatively, the CDP may
request the respective public key from a certificate authority
or a public key authority. Afterwards, the encrypted DEK and
access rights associated with the purchased digital content
are transmitted to the user (block 720). The user forwards it
to the rights wallet (block 722) that, in response, stores the
DEK and the rights associated with the digital content (block
724). Alternatively, a primary communication link may be
established directly between the CDP and the respective rights
wallet. The rights wallet however is able to decrypt the DEK
with its own private key. Finally, the DEK is present in the
rights wallet for later use (block 726), i.e., whenever the

purchased digital content needs to be rendered.

Fig. 8A shows a flowchart illustrating a method of rendering
digital content in accordance with the present invention. When
a user wants to render some digital content (block 802), he

activates a rendering device. The rendering device checks



the rights wallet may be transmitted to the CDP together with the rights
wal l et certificate. Alternatively, the CDP may request the respective
public key froma certificate authority or a public key authority. 10 APR 2008
Af t er war ds ,wd bgosedagr ypt ed DEK and access rights associ at ggy/itbihRidshe
purchased digital content are transmtted to the user (block 720). The
user forwards it to the rights wallet (block 722) that, in response,
stores the DEK and the rights associated with the digital content (block
724). Alternatively, a primary commurd@ation |link may be established
directly between the CDP and the respective rights wallet. The rights
wal | et however is able to decrypt the DEK with its own private key.
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been fouss @fe haim@rshgr 88vied {hermendge Bgnééf’iﬁgﬁ ddwRld chle&sr endering
devi ce checks whether or not it is connected to the user's ri %hts wal | et

(bl ock g4%5the% of nefodk BHACPPRLTEAMES SHedeSPEes HelS et @@ld€Tt he digital .
(block 810).

If at block 804 the rendering device has detected the digital,
content requested to be rendered on the external storage
device, the rendering device decrypts a table of rendering
devices and a table of contents rights from. the storage device
with a general rendering device decryption key (block 812).
Alternatively, the rendering device may check a digital
signature applied on the aforementioned tables to prove their
validity. Subsequently, the rendering device examines whether
or not the table of rendering devices stored on the storage
device contains an identifier referring to the rendering
device itself (block 814). If not, the rendering device
continues by checking whether or not the rendering device is

connected to the user’s rights wallet at block 810.

If the table of rendering devices stored on the storage device
does contain an identifier referring to the rendering device
itself, the rendering device checks the access rights granted
(block 816). If the requested form of rendering, such as
copying, printing, converting in visible, auditible or
tangible form, is allowed by the graﬁted.access rights, the
method is continued in Fig. 8B (block 818). If not, again the

rendering device continues by checking whether or not the



content requested to be rendered on the external storage device, the
renderi ng device decrypts a table of rendering devices and a table of
contents rights fromthe storage device with a general rendering dev1ﬁeAH?HMB

decrypti onwigasosdaspck 812). Alternatively, the renderi ngpcadmpossfz§ry C
a digital signature applied on the aforenentioned tables to prove their

validity. Subsequently, the rendering device exam nes whether or not the
tabl e of rendering devices stored on the storage device contains an
identifier referring to the renderi-ng1 device itself (block 814). If not,
the rendering device continues by checki ng whether or not the rendering
device is connected to the user's rights wallet at block 810. If the table
of rendeendgrdeyi desice dredomeichedstor eige Wt 'Ge righes wahl&d man
identif er keéférlng to the rendering device itself, the rendering device
checks e ac $ rights. granted (block 816). If the requested form of
renderi ng, such as copying, printing converting in visible, auditible or

tangibl f the ted. access ri the nethod is
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renderi X e_user's .ri ht wal | bl ock 810. If
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at bl ock rendering device I's connec rights
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device itself (block 824) termnates by the rendering
devi ce FERERTHRF tWiGRdditsepd (Eéﬁ‘tﬂérﬁ?-‘{)bl ddk ng26) the fmetieodii gi t al cont ent

i's boundeiRithd¥ees by the rendering device refusing to render the
content (block 826). If the digital content is bound to the
rendering device, the rendering device checks the respective
access rights (block 828). If the digital content is bound to
the rendering device, but the requested rendering mode is not
allowed by the access rights granted, the method ends by the
rendering device refusing to render the content at block 826.
If the rendering rights allow the requested rendering mode,
the method is continued in Fig. 8B (block 830).

Fig. 8B is a continuation of the flowchart of Fig. 8A. After
the first entry point (block 840) the method is continued by
the step of the rendering device decrypting the document
encryption key (DEK) table, which contains the DEK(s)
encrypted for it, from the storage device with a general
rendering device decryption key (block 842). Then the
rendering device decrypts the document encryption key (DEK)
from the DEK table with its private key (block 844).
Subsequently, the rendering device decrypts the digital
content with the DEK (block 846).

From the second entry point (block 848) the method reaches the
step in which the rendering device decrypts the DEK from the
local storage with the rendering device private key (block



renderi ng device, the rendering device checks the respective access rights
(block 828). If the digital content is bound to the rendering deviCﬁ ‘Qﬂt
the requested rendering node is not allowed by the access rights gr BeAbd 2006
t he net hodweywdmsdayr t he rendering device refusing to rendgryidogieent ent at
bl ock 826. |If the rendering rights allow the requested rendering node,

the method is continued in Fig. 8B (block 830). Fig. 8Bis a continuation
of the flowhart of Fig. 8A After the first entry point (block 840) the
method is continued by the step of ghe-rendering device decrypting the
docunent encryption key (DEK) table, which contains the DEK(s) encrypted
for it, fromthe storage device with a general rendering device decryption
key (bl aeb)84zga1frheme tr&m:hddﬁridebbnglgleyaqw ﬁterﬁ:_r Me&ﬁﬁgddéﬁﬂ(?@b} y y.
encrypti.o e t he K.table with its e ock 844
Subsequgﬁgﬁ qﬁ?%gF yé%jﬁﬁe& Eeddatt yhrenuRR i thaFk ﬁ%eﬁ with the
DEK (bl btlkc846%6.Fromthe second entry point (block 848) the nmethod reaches
the step in which the rendering device decrypts the DEK fromthe | ocal

storage with the rendering device private key (block 10 APR 2006 1 0 APR
2006 WOr@3m08B44ih PET/drRG3/ pb289 {bBack&Eﬂa), Agﬁj righesnehbbel i s conti nued

the DekCEEEPREBCRAE REC i B3 FRbbls ST s aveth) beR' 88595% he 1 ght s
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conte DEK with its private key at block 850 and the digital content
with the obtained decrypted DEK at block 846. Finally, the
rendering device renders the content as reguested by the user -
(block 860).

Fig. 9 shows a flowchart illustrating a method of binding
digital content to a rendering device in accordance with the
present invention. If a user wants to bind digital content to
a rendering device (block 902), he has to ensure that the
fendering device and his rights wallet are able to establish a
communication connection between each other. A check is
therefore made of whether or not the rights wallet and the
rendering device are connected (block 904). If they are not,
the user 1is requested by a explanatory message issued by the
rendering device. or the rights wallet to make a connection
possible (block 906) and the method ends. If the rights wallet
and the rendering device are connected, the rights wallet
checks whether or not it is allowed by the granted access
rights to bind the respective digital content to a particular
rendering device (block 908). If this is not allowed the
method terminates by informing the user that the rights wallet
refuses to bind the digital content (block 910). If binding
the content is allowed, the rendering device sends its
identification to the rights wallet, preferably in form of a
digital certificate (block 912). Subsequently, the rights



wi th the obtained decrypted DEK at bl ock 846. Finally, the rendering

devi ce renders the content as requested by the user (block 860). q z
shows a flowchart illustrating a method of binding digital content t& PR 2006
renderi ng wemismes4sn accordance with the present inventi @oI/Epb2z/a2895€r wants
to bind digital content to a rendering device (block 902), he has to
ensure that the rendering device and his rights wallet are able to
establish a comrunication connection between each other. A check is

t herefore made of whether or not the3sights wallet and the rendering
device are connected (block 904). If they are not, the user is requested
by a expl anatory nessage issued by the rendering device-or the rights
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PCT/ EPO27igh289wallgt datiwptexde dosumkat hemcxyption ke ODER) neith
| denti il :90nkS whegbslSrAthd kle (bEBERTING daylge;bablepplock 914). 1T

not, the ren erlng evi ce nee get reglstere Fegi stered
render i fedSFKcwWit bFeeneﬁkﬁaq<kegeeseeea§EQﬁfwah theanan@hermmthod ends
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the ri gRe¥l¥aPREEYBERS REK |GRA (Ie0aRS 9B teT Reicase shg 9§t%° the

rendering device (block 922). In response the rendering device
stores the encrypted DEK and the associated rights (block
924). Finally, the DEK is present in the rendering device for

a later use (block 926).

Fig. 10 shows a flowchart illustrating a method of copying
digital content to a storage device in accordance with the
present invention. If a user wants to copy digital content to
a storage device, he has to ensure that the rendering device
and his rights wallet are able to establish a communication
connection between each other (block 1002). A check is
therefore made of whether or not the rights wallet and the
rendering device are connected (block 1004). If not, the user
is requested by a explanatory message issued by the rendering
device or the rights wallet to make a connection possible
(block 1006) and the method ends. If the two are connected,
the rights wallet checks whether or not it is allowed by the
granted access rights to copy the respective digital content
to the particulaf storage device (block 1008). If this is not
allowed, the method terminates by informing the user that the
rights wallet refuses to copy the digital content (block
1010) . If copying the content is allowed the rendering device
checks the availability of the content (block 1012). If the

content is not available the user is requested by a




the DEK with the public key associated with the rendering device (block
920) . Subsequently, the rights wallet sends the newly encrypted DEK and
t he associ ated access rights to the rendering device (block 922). ] 2%6'
response twe w@sdder i ng device stores the encrypted DEK a:@d/ﬁpbgua@som af\ Fi}l
rights (block 924). Finally, the DEK is present in the rendering device

for a later use (block 926). Fig. 10 shows a flowchart illustrating a

met hod of copying digital content to a storage device in accordance with
the present invention. If a user wanys _to copy digital content to a-
storage device, he has to ensure that the rendering device and his rights
wal |l et are able to establish a conmunication connection between each ot her -

(bl ock J&&a)a,naéo@beﬁ&sségettl@é@éd)r@ Fade rehquhehdedeiican @b hARerhghts
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or the rﬂe%tlsua\&@lsl ettft@h@na@gﬁtﬂowmtehenmogﬁabi@ole( bltpek rigR6y and the
net hod ends. he two are connected,, the r| malle%ﬁchecks whet her or

not it i"® ﬁ§8r59tfhEheg?%ﬁﬁ?ﬂf%%?cé?guW?ﬁﬁt ¥ (BEKbctive
di gi tal weiant ehle provabe wta@ﬂcaratauowagn dﬁdlﬁ:ﬁglr(thel waliléeo%lod:ﬁ this is

not all e od t n1nat i nfo t he .user ,t hat rights
wal | et ]gﬁgges&BSn %6 €t htd ?@l EEO%PEH¥P%%|€ ca FRIipFEEY %ylng t he
cont ent dendalliagedetbeer ehelepEngrideyvithe réh@@kﬁngfﬁbumum babiittyepf the
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by the rldmdepifngendéer tieg tdeniias &totrkd dng;he]respﬁaﬂﬂyeavaghable (bl ock
1014) a%%lﬁ@% @gBTQda ée{égrﬁgé%%lak Qgcgég' fbhéé”%f% t 8 ALA b'e the
wal I et T e Tespective E

rights .~ decryp ocunent encry W th
t he priv&mdekepgaés@t¢@1memwndlomhﬁeylgh1Q0kwﬂ@kﬁ)(tﬂubﬁhqueﬂﬂﬁy ﬂmen, t he

rights wahhet (RECEYPEPLEQE RAGD teUhS! PLffering device (block 1020) .
In response, the rendering device stores the encrypted data on
the storage device (block 1022) and also the encrypted content
{block 1024). Finally, the storage device is available for
later use (block 1026).

Fig. 11A shows a flowchart illustrating a method of rendering
digital content on a public rendering device in accordance
with the present invention. The shown method has two major
entry points. The first entry point is a continuation of the
method shown in Fig. 8 (block 1102), while the second entry
point is used whenever the user wants to render digital
content on a public rendering device, where the digital
content may not be provided on a storage device (block 1104).
In an initial step it is determined whether or not the user’s
rights wallet and the rendering device are connected so that
they can intercommunicate {(block 1106). If not, the user is
requested by a explanatory message issued by the rendering
device or the rights wallet to make a connection possible
(block 1108) and the method ends. If the rights wallet and the
rendering device are connected, the rendering device checks
whether or not it is able to connect to the content
distribution portal (block 1110). If it is not, i.e., the

rendering device is unable to connect, the method terminates



rendering device the DEK with the rendering device public key (block
1017). The rights wallet encrypts the list of DEKs, the |ist of rendering
devices stored in the respective rights wallet table and the associ dtledPR 206
access ri gWw0D93M364d1 a general rendering device encrypti opckepoz(ipisock 1018).
Subsequently, it sends the encrypted data to the rendering device (bl ock
1020). In response, the rendering device stores the encrypted data on the
storage device (block 1022) and al so the encrypted content (block 1024).
Finally, the storage device is available for later use (block 1026). Fig.
11A shows a flowchart illustrating a method of rendering digital content
on a public rendering device in accordance wth the present invention. The
shown metiltdd iBgsingwamexarlangtory pessage tthéehkei userehhay P nt is a

conti NugiigdRagf cbfifen I Al Debd fhod BlOGKe142) oyl © the second
entry pornt i1s Used whenever the user wants to render digrtal content on
a publi édldéndelEnghelesdrsierinigedevihe i$ giltlel tocestehlisimyanot be provi ded

" : 10d) . o~ waye i ned
whet her CSRARCEEERCEs (He Com TEhL: kRSl RhoBkERublohst &6 B,
connect édhesusehnats aheweshrko mesdeonthmidiaicalbbovkedtt0®lodd not, the user

is req d 0 i ed. h i evi ce or
R e T e A e
met hod é@n@esspget Hefqumymes thel heerakbitpt He redndesi hg vender thee connect ed,

t he rena@g&@gld@aﬁ@@ﬁ&%%%k whegher ol d},%trl %’Je_ehg e@'g&&;é‘s@r&%ﬁ] eto the

cont ent istribution portal (block 1110). it is not, 1.e.

render i A§SBEGFEES | RCGRRROILEINEScERRREL, the method terminates 10 APR 2006 10
APR 2006 WO 03/036441 PCT/EP02/11289 - 35 wth issuing an explanatory

nmessage_to the usgr t hat the digital content could not be received from
t he CDPHPHF88R’ 1f the user has already purchased the necessary

access rights, i.e., the user is allowed to render the digital
content, the rights wallet decrypts the DEK using the private
key associated with the rights wallet (block 1118). Then, the
it encrypts the DEK and the rights wallet’s identification
with the public key associated with the respective rendering
device (block 1120). Subsequently, the rights wallet sgends the
encrypted data to the rendering device (block 1122). In
response, the rendering device decrypts the DEK and the rights
wallet’s identification with the private key associated with
the rendering device (block 1124). Then the rendering device
encrypts the rendering device’s identification and the rights
wallet’'s identification with the public key associated with
the CDP (block 1126). Subsequently, it examines whether or not
it is able to establish a connection to the CDP (block 1128).
If not, i.e., the rendering device is unable to connect, the
method terminates with issuing an explanatory message (cf.
block 1112). If the rendering device is able to establish a
connection to the CDP, the method is continued in Fig. 11B
(block 1130).

Fig. 11B is a continuation of the flowchart of Fig. 11A.
Starting with the continuation of Fig. 11A (block 1140}, the
rendering device sends the encrypted rendering device’s

identification and the encrypted rights wallet’s



1112). If the rendering device is able to establish a connection to the
CDP, the rights wallet checks whether or not the user is allowed to render
the digital content (block 1114). If the user is not allowed, the rildghARR 2006
wal | et prewerniBs3sdar nessage informng the user that it refP@I@EPIT/O28%Nnder the
digital content (block 1116). The user needs to purchase the respective
access rights first. However, if the user has already purchased the
necessary access rights, i.e., the user is allowed to render the digital
content, the rights wallet decrypts t3ge -DEK using the private key
associated with the rights wallet (block 1118). Then, the it encrypts the
DEK and the rights wallet's identification wth the public key associ ated
W t h t heldergpeiiidardonendethagCDRlefhloek( Mildek. 112 Wesfmnzeqidert CPP t he

rights | et .se h epcrypted dat.a to.the,render.i evi ock
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publ i ¢ Kehe &¥¥oaieduseswtohstrdmm CBP dobhdokd1tRé) re@idsseguentnkgnti t exan nes
whet her t b Lies h i t bl ock
1128 440 Ao metpbd BR0F LOES! ALagl, 2 AORRELS Py o bafa Beck | 0

met hod ttr riheatrendeiringi devicy thatediplfamasotie messmgeqoedingbiock 1112). |If
the rendering device is able to establish a connection to the CDP, the
method is continued in Fig. 11B (block 1130). Fig. 11Bis a continuation
of the flfowdiearendering. device ist yecisgereehas he Rtliionggndering Fig. 11A

(bl ock HAlke,! ke EOBAEREAEs GRS 8RUBLE NEnEN YRGS @RGeERNY device's
identification and the encrypted rights wallet's 1 0 APR 2006 WD 03/ 036441
PCT/ EPOXoPLegd iszgllowed to be rendered on a public rendering device

(block 1150). If not, the CDP refuses to stream or download

the requested content and the method ends at block 1148. If }t

is allowed, the CDP initiates streaming or downloading of the

requested digital content in encrypted form (block 1152). In

response, the rendering device decrypts the content with the

DEK (block 1154). Finally, the rendering device renders the

requested content (block 1156).

Fig. 12 shows a flowchart illustrating a method of
deregistering a rights wallet in accordance with the present
invention. If a user wants to deregister a rights wallet
(block 1202), he has to ensure that his rights wallet and the
content distribution portal are able to establish a
communication connection between each other. Therefore, a
check is made of whether or not the rights wallet and the CDP
have established a connection (block 1204). If so, the rights
wallet sends a corresponding rights wallet certificate to the
CDP (block 1206). In responsé, the CDP checks whether or not
the rights wallet certificate is valid {(block 1208). If no
connection could be established between the rights wallet and
the CDP, the user is requested by an explanatory message
issued by the rights wallet to make a connection possible and
then it is checked whether or not the user has been successful

(block 1210). If the user failed to establish a connection,



identification to the CDP (block 1142). In response, the CDP decrypts the
encrypted information with its private key (block 1144) and checks whet her
or not the rendering device is registered as a public rendering devj@ePR 2006
(bl ock 114@®)o03loBesant, the CDP refuses to stream or downlpgagroha28equest ed
content and the nethod ends (bl ock 1148). A nessage may be send back to
the rendering device that inforns the user accordingly. If-the rendering
device is registered as a public rendering device, the CDP checks whet her
or not the requested digital contenB7is allowed to be rendered on a public
rendering device (block 1150). If not, the CDP refuses to stream or

downl oad the requested content and the nmet hod ends at block 1148. If it

i s all o rigbteDraligt canewts beedategi stre mmivandathegmef hodeendequest ed

digital GaRf&Nt2L ) eneswiisd fl%%%%?ﬁﬁ%@e S'lfgﬁ)eéng%é?"r t he rendering
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not the FiOhkEswabl¢ettahe ez egbpt ehed el isckbILi2d B d éncmmsa)n (bl ock

1204). |t\heSQse£h&ut‘fézﬂi“tn&nu\é@lk/e%héeﬂpg%@s wl&%%peegtgsl%[g a4 et

certificate to_the n response, cks whet her

or not 2R&)r 6‘1&?%‘3%4@{3"0@?19 FPBa‘?}éeq]%S vhettherbPECcRot 288 Tilghtso

connect wan 1eeutélr hief iesttabliiss hadi hes wasndkha 2bisght g M@U eéh@'lq Hce CDP, the
user is rﬁﬂggsted%% an expl anatory nessage issued he ri ts wal let to

make a &8 t FIP Yo Keseghgterse fnd the EﬁéE‘R@deW%t%rb ot the user
has been2snccessthd rl(gbitackraliéﬁ))ce:hflﬂﬁ%t@s&é {aried t1x egim@blish a

ConneCtlgﬂétes éﬁg(¥¥%4 CI Eogégﬁjgﬁe list of rights wallets
registered for the respective user (block 1222). Finally, the
rights wallet is deregistered (block 1224).

Fig. 13 shows a flowchart illustrating a method of
deregistering a rendering device in accordance with the
present invention. Whenever a user wishes to deregister a
rendering device (block 1302), he has to ensure that the
particular rendering device and the content distribution
portal are able to establish a communication connection
between each other. Therefore, a checked is made of whether or
not the rendering device and the CDP have established a
connection (block 1304). If they have, the rendering device
sends a corresponding rendering device certificate to the CDP
(block 1306). In response, the CDP checks whether or not the
rendering device certificate is valid (block 1308). If no
connection could be established between the rendering device
and the CDP, the user is requested by an explanatory message
issued by the rendering device to make a connection possible
and then it is checked whether or not the user has been
successful (block 1310). If the user failed to establish a
connection, the rendering device cannot be deregistered and

the method ends (block 1312). However, if the user succeeds,



- 37 the rights wallet cannot be deregistered and the nethod ends (bl ock
1212). However, if the user succeeds, the CDP checks whether or not the
user is known to it (block 1214). If not, the user has to register Ri&ﬁ?
(bl ock 121wp.o368622qp! anatory nessage nmay be issued to thecwseozikdo SZQQB
is known to the CDP, the CDP asks the user for the identification of the
rights wallet to be deregistered (block 1218). In response, the user
enters manual ly the rights wallet certificate (block 1220). Subsequently,

t he CDP checks whether or not the riglats wallet certificate is valid at

bl ock 1208. If not, the rights wallet cannot be deregi stered and the

met hod ends at block 1212. If the rights wallet certificate is valid, the

CDP deltﬂiees:utphehebg@twhaﬂhéletozf v the Lset 0 Kncg\hi gondlel ¢b$ocl’ceg| stered
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eregis er%) aFlnally, the rendering device is deregistered (block

1324).

The present invention can be realized in hardware, software,
or a combination of hardware and software. ‘Any kind of
computer system or other apparatus adapted for carrying out
the methods described herein is suited. A typical combination
of hardware and software could be a general purpose computer
system with a computer program that, when being loaded and
executed, controls the computer system such that it carries
out the methods described herein. The present invention can
also be embedded in a computer program product, which
comprises all the features enabling the implementation of the
methods described herein, and which when loaded in a computer

system 1s able to carry out these methods.

Computer program means or computer program in the present
context means any expression, in any language, code or
notation, of a set of instructions intended to cause a system
having an information processing capability to perform a
particular function either directly or after either or both of
the following a) conversion to another language, code or

notation; b) reproduction in a different material form.



t he met hod ends (bl ock 1312). However, if the user succeeds, 10 APR 2006 WO,
03/036441 - 38 PCT/EP02/11289 10 APR 2006 the CDP checks whether or not

the user is known to it (block 1314). If not, the user has to regi ber
first (block 1316). A explanatory message may be issued to the usett APRZME
the user is known to the CDP, the CDP gsks the user for the identification
of the rendering device to be deregisfé%%ﬁ (block 1318). In response, the
user enters manually the rendering device certificate (block 1320).
Subsequently, the CDP checks whether CIXIM®t the rendering device
certificate is valid (cf. block 1308). if not, the rendering device cannot
be deregistered and the nethod ends (cf. block 1312). If the certificate

is valid, tRei kehBfadehRnt SRAAT FRUABYIGE dEQNIME ol $ibitdf contpPdhi NI
devices re istégggﬁgi ttmf%%s%e%?ive user (blgck 135%). Flgally,_the
r ender i $girifiutel infommatign sesiens cempiibing| ock  1324). The present invention can

be realized 4 sef.t war onbj nati on.of hardwaye.and .
oot b oar o ook R R URR o 888 L AL A0Sl BT BP0 s
car r yi ngamagementsgstomf hods descri bed herein is suited. A typical conbination

of hardware and software could be a general purpose conputer systemw_th a
conput er pr o§FUM THAES MEASHOHYUPIRE ¢ BAFTERFeA Gﬁchéi dicatal cotsiit Ffiﬂséer?ch@ said
conput ejsesygd €m such that it carries out the methods described herein. The
present invention can also be enbedded in a conputer prqgran1product,.
whi ch  conprthiséstosage mesas faragterings witabice g atdigital seehEmepostororegster¢difor said

hod i i ich wh |l oaded ip a.conputer. systemis
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notation, of a set of ipstructions intended to cause a system .
stdrage means storing references to registered rendering devices for said digital content, wherein a

rendering device is identified by a device-specific ID and associated with a single, specific user.

2, The digital rights management system according to claim 1, further comprising:

fourth storage means for storing references to the rendering devices registered for said user.

3. The digital rights management system according to claim 1, further comprising:
a communication link for establishing communication to one or more of the set of said

secure repository and said rendering device.

4, The digital rights management system according to claim 1, wherein said secure repository

further comprises storage means for storing content rights for said encrypted digital content,

5. The digital rights management system according to claim 1, wherein said secure repository

further comprises storage means for storing a reference to said user.

6. The digital rights management system according to claim 1, wherein said secure repository
further comprises a communication link for establishing communication to one or more of the set of

said digital rights management system and said rendering device.

7. A digital rights management system according to claim 1, further comprising:

[RALibCC]04974a.doc:GVR



having an i nformati on processing capability to performa particular
function either directly or after either or both of the follow ng a#
conversion to another |anguage, code or notation; b) reproduction i 02APR 2006
different material form 1 0 APR 2006 -39 CLAIMS 1. Adigital rights
managenent system for controlling access rights to digital content in a
distributed information system conprisi#y: first storage means for storing

a reference & ctomgaesievice agpn@inng stofage swdads firgineadr moghinsrypted ndigiealeohtesty side m

second stora ns, f.or stori a reference encr ted digital .content
regi st eP'Hef gteagsaf‘l) StOUE%rencr&Wa‘? 8‘?19%“%?‘19?’35’&8“ ﬁf@éﬁg re&*ﬁrreage eriRg dedsfce

to a digi brller $6¢Q6drfpt! QRPShdrPPtéd dasHab cOit@H dn@ranS&ctyptds B oft RBistr@ fedlbering
secure repository containing storage neans for storing a uni que |dent|f|er

a docufi®itesencryption key for decrypting said encrypted digital content,
characterized by said third storage neans storing references to registered
rendering devices for said digital content, wherein a rendering device is
i dentifBed bVha d@ml cights peaiageedt Byaweoh assrkgtedlaith t1) the StorgeemesReithérc
user. 2. The di ? ts nang%enent system according to claim11, further
conpri sF‘?ﬂéa.m‘Pgﬁ‘%bﬁ %rt %”tlrﬁ%t‘ﬁ for storing references to the rendering
devices registered for said user. 3. The digital rights nmanagenent system
according to claim1, further conprising: a comunication |Iink for

est abl i 8hi ngTeodizital tightis onanagemoers wystemppeonting ke ckin bf whaeid the ebigitad rights

Gyt om DatesPARCSy Sl F R R8s oo ol UG b B PR SH R her

conpri ses storage neans for storrng content rights for said encrypted
di gi tal , cont drgr hts managemnent sgstentaccordrng to claim

1, wher & r&mset?h r%tﬁo%f etrtS'Sya rgerrt Hehts ERpgameat s¥sien dgk comitoliing ancess

stori NGright§ &f cﬁ%@«ﬂ'@@nt&tﬁ i® 8t ertbYRId: inBrmdi s%t&hta@éor(ﬁhgmﬁalﬁp agerrent system
accor di ng to clalm 1, wherein said secure repository furt CoerrI SeS a

connunrcatron | ink for establishing conmunication to one or nDre of the set
i gi tal i gn s SESAFRIDARIRRL SR CAP S £ Rt SR Ry rn ity
(R \Li bﬁﬁ}dﬁdgs?&ansiﬁﬁed% HidribWid R08natidf) system from a content server to said content

rendering device, and wherein the access to said digital content is controlled by said server,

characterized by

a) including a decryption key for a given content into a secure repository, wherein said
repository comprises:
access rights for content delivered by said content server;

said decryption key for decrypting encrypted content delivered by said

content server; and

rendering device IDs wherein said device IDs are registered at said content

server;

b) decrypting said delivered content by aid of said decryption key; and

c) rendering the decrypted content.
12. The method according to claim 11, wherein said repository resides on said rendering device.

13. The method according to claim 11, wherein said repository resides on a remote computer,

and said rendering device being able to communicate with said remote computer for downloading

said decryption key.
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a storage device containing storage neans for one or nore encrypted digital
content and storage nmeans for storing encrypted document encryption keys
for each registered rendering device in order to decrypt said encrypgq@Rzmﬁ
digital content and an encrypted list of registered rendering devices.
The digital rights nmanagenment system according to claim?7, the storage
means further containing rights for saft-digital content. 9. The digital
ri ghts nmanagenent systen1accord|ng to cIa|n11 wherein the digital rights
managengnt X;tenlls realized,as set of agg atlons form ng an

f %b#g
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(rjranagerreaaaatﬂe/@t@gﬂmﬁ Gfied®8 ¥ 4dsingda A6GESSr td b&mrﬁl 5 Onéh ac%'or %y of 1t
istributed information systemaccording to claim1. 11.
renderlH@m%ﬁéﬁw%méﬁléfgiial content at a content renderlng deV|ce wherein
said content is transferred in a distributed information systemfroma
content server to said content rendering device, and wherein the access to
said digital content is controlled by said server, characterized by a)
including a decryption key for a given content into a secure repository,
wherein said repository conprises: access rights for content delivered by
said content server; said decryption key for decrypting encrypted content
delivered by said content server; and rendering device |IDs wherein said
device IDs are registered at said content server; b) decrypting said
delivered content by aid of said decryption key; and c¢) rendering the
decrypted content. 12. The nethod according to claim 11, wherein said
repository resides on said rendering device. 13. The nethod according to
claim1l, wherein said repository resides on a renpte conputer, and said
rendering device being able to communicate with said renote conputer for
downl oadi ng said decryption key. [R\LibCC]04974a. doc: GV R 1 0 APR 2006
-41 14. A conputer program product stored on a conputer usable medi um
conprising conputer readable program neans for causing a conputer to
performa nethod according to any of the preceeding clains 11 to 13.
[ R\ Li bCC] 04974a. doc: GV R
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