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The present invention relates to the field of data processing, and in particular, to the prevention of unau-

thorized duplication of digital information on one storage medium to another. Furthermore, the present inven-

s  tion restricts the use of information on an original medium to one or more designated devices without intro-
ducing any key which is independent of the characteristics of the media.

2. Description of the Related Art

10 Prior art copy protection schemes rely principally on either software based methods, hardware keys or a
combination thereof. Software based methods use encryption techniques to prevent conventional copying pro-
grams from making unauthorized usable copies. Unless the appropriate decryption key is found on a storage
medium, the programs on the storage medium cease to function. By storage medium, the present invention
refers to all types of non-volatile storage medium. Examples of such media include floppy disks, hard disks,

15 . optical disks and other non-volatile semiconductor storage devices. Lately, new generation of copying pro-
grams are sufficiently sophisticated such that most software previously protected by copy protectlon schemes
are copied without the authorization of the information provider.

Hardware key methods employ an explicit key on the system hardware to enable the programs in the sys-
tem. One such method uses as key the hardware serial number or identification number. A second method .

. 20 requires the user to buy a special kind of hardware with every purchase of software. Thus whenever a new
software is requirea, the necessary hardware has to be plugged into the system hardware. As such, the number
of concurrent software that can be run on a particular system is limited by the number of such special hardware
that can be simultaneously connected to the system hardware.

An example of a combination of software based method and hardware key is U.S. Patent No. 4,903,296

25  which claims copy protection of software on magnetic medium with a special key having two marks made on
the surface of the medium. These marks are not producible by conventional disk drives and are in the form of
absence of material and in the form of domains which cannot be formed by conventional magnetic disk write
heads. Additionally, an encrypted key which is critical for running the application is built into a special purpose
hardware subsystem. Finally the hardware subsystem is required to decrypt the key.

30 Another patent is U.S. Patent No. 4,866,769 which claims a method of copy protection of personal com-
puter software distributed in diskettes through the use of an unique identification stored in read only memory
of a personal computer. A source ID is provided with every software distributed. The personal computer ID is
used with the source ID on the distribution diskette to produce an encoded check word, using any available
encryption method. This check word is then used to verify that the software is being used on the designated

35  personal computer. '

To prevent unauthorized copying and use of information, prior art copy protection schemes require either
introducing artificial indica as software keys or requiring special hardware subsystems. Not only are these sol-
utions more costly to both the information providers and the users as they require additional processing steps
but they are also incompatible with the trend of encouraging concurrent use of different types of information

40  in a network environment. Furthermore, the prior art copy protection schemes are restrictive in that they pre- -
vent unauthorized copying and use of only software in magnetic medium. '

Summary of the Invention

45 The present invention is a method for preventing unauthorized copying and use of information which is
stored on a storage medium and for restricting the use of such information to designated devices. Copy pro-
tection is achieved by generating a signature from a given storage medium. The signature is derived from an
arbitrarily selected list of nonuniformities, uniformities and their attributes. The selected list may contain non-
uniformities at any granularity level. As such, this signature is unique to a given storage medium in the same

50  way finger prints are unique to a human being. This signature is used to derive a key for encrypting the infor-
mation on the storage medium. Any copying of the distribution information from one storage medium to another
results in the mutation of the signature required to decrypt the information. Therefore, the present invention
obviates the need for introducing artificial indica or requiring a special hardware subsystem for achieving a

_ copy protection scheme. _

85 Restricting the usage of information on a distribution medium to a designated device is achieved by ver-
ifying the device ID (DID-D) of the device with the device ID (DID-S) stored in the distribution medium before
the decryption and transfer of information are undertaken. Decryption of the information is accomplished by
generating a key from both the signature of the distribution medium and the DID-S.
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FIG. 6A shows the steps an information provider prepares a distribution package in accordance to the
10 preferred embodiment of the present invention.
FIG. 6B illustrates the flow diagram of the list generating program (LGP) used in the preferred embodi-
ment of the present invention.
FIG. 6C illustrates the flow diagram of the signature generating program {SGP) used in the preferred em-
bodiment of the present invention.
15 FIG.7A itlustrates the steps an information consumer accesses and uses the information from the dis-
: tribution package prepared in FIGS. BA - 6C. .
FIG. 7B illustrates the flow diagram of the signature verification program (SVP) used in the preferred em-

bodiment of the present invention.

@ 20 Detailed Description of the Invention

-Amethod and apparatus for utilizing medium nonuniformities to.prevent the unauthorized duplication and
use of digital information is described. In the following description, numerous specific details are set forth such
as bit pattern and program steps, etc. in order to provide a thorough understanding of the present invention.

25 |t-will be obvious to one skilled in the art that the present invention may be practised without these specific
: details. In other instances, well-known steps such as those involved with encryption and decryption of data
are not shown in order not to abscure the present invention.

Notation and Nomenciature
30
The detailed description with respect to the copy protection scheme using medium signature is presented
partially in terms of algorithm and symbolic representation upon operation on data bits within the computer
memory. These algorithmic descriptions and representations are the means used by those skilled in the art
of data processing to most effectively convey the substance of their work to others skilled in the art.

35 An algorithm is here, and generally, conceived to be a self-consistent sequence of steps leading to a de-

sired result. These steps are those require physical manipulation of physical quantities. Usually, though not

. necessarily, these quantities take the form of electrical or magnetic signals capable of being stored, transfer-

£ red, combined, and otherwise manipulated. In this case, the physical quantities are voltage signals which cor-

respond to the information being distributed. It proves convenient at times, principally for reason of common

40  usage, to refer to these signals as bits, values, elements, symbols, characters, terms, numbers or the like. It

should be borne in mind, however, that all of these and similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied to these quantities.

Further, the manipulations performed are often referred to in terms such as adding or comparing, which
are commonly associated with the mental operations performed by a human operator. No such capability of

- 45  ahuman operator is necessary, or desirable. In most cases, in any of the operations described herein which
form part of the present invention, the operations are machine operations. Useful machines for performing the
operations of the present invention include general purpose digital computers or similar devices such as digital
signal processors. In all cases, it should be borne in mind that there is a distinction between the method op-
eration in operating a computer or other apparatus and the method of computation itself. The present invention

50 relates to method steps for preventing unauthorized use of distributed information via medium signature to gen-
erate other desired physical signals.

The present invention also relates to an apparatus for performing these operations. This apparatus may
be specially constructed for the required purpose or it may comprise a general purpose computer as selectively
activated or reconfigured by a computer program stored in the computer. The algorithms presented herein are

§5 notinherently related to any particular computer or ather apparatus. In particular, various general purpose ma-
chines may be used with programs written in accordance with the teachings herein, or it may prove more con-
venient to construct specialized apparatus such as digital signal processor to perform the required method
steps. The required structure for a variety of these machines would appear from the description given below.
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combination thereof. The transmission chan 0 rebresen the means and more speCI cally
through which information is delivered to the mformatnon consumer 30 over paths 15 and 25. The transmnssuon
channel 20 includes but is not limited to any communication links such as computer network, satellite links,
diskettes, optical disks or other storage medium. It should also be understood by one skulled in the art that the
term information consumer is interchangeable with any user of information.

10 Any storage medium such as magnetic disk or optical disk has physical nonuniformities due to imperfec-
tions in the fabrication of such medium. FIG. 2 illustrates sample nonuniformities 41 - 47 on a storage medium
such as a disk 40. That the nonuniformities shown in FIGS 2 - 5 are similarin pattern and size to each other
are for the sake of simplicity and should not be taken as a limitation upon the scope of the present invention.
Similarly the circular shape of the storage medium 40 is representative of a general class of storage media.

15 In general nonuniformities occur in all types of non-volatile storage media. As the manufacturing processes
achieve greater tolerances, these nonuniformities may be minimized but not likely to be eliminated entirely.
Referring again to FIG. 2, nonuniformities 41 - 47 are detected with a nonuniformities detection program (NDP).
The details of the NDP shall be elaborated further below.

FIG. 3 shows a selected list of nonunlformities 41, 42, 45 and 47 being generated by a list generating pro-

20 gram (LGP) after receiving the outputs from the NDP. By selected list, the present invention refers to a com-
bination of the nonuniformities and/or the uniform bits on the storage medium 40. As will be described in detail
below, the selected list will be used to generate a signature when the outputs of the LGP is fed into a signature
generating program (SGP). The details of the SGP shall be elaborated further below. By signature, the present
invention refers to the result of applying a function to the selected list. Such a function uses the attributes of

25  agroup of elements in the selected list. By attributes, this invention refers to the characteristics of bits on a
storage medium which includes but not restricted to the track number, sector number, length, readability and
writability.

FIG. 4 shows the nonuniformities 51 - 55 of a second storage medium 50. Just as the storage mediuin 40
in FIGS 2 and 3, the storage medium 50 is represented by a circular disk. For purpose of differentiating non- .

30  uniformities 41 - 47 in FIGS 2 and 3, nonuniformities 51 - 55 in FIG 4 are shown to be in circular in shape as
opposed to rectangular in shape. It should be understood by one skilled in the art that the nonuniformities on
storage media 40 and 50 may have the same attributes. However, the chances of the number of nonuniformities
and their attributes on the respective storage media are exactly the same are very remote. Moreover, the stor-
age 40 in FIGS 2 and 3 can be a magnetic disk while the storage medium 50 in FIG 4 can be an optical disk.

35 _FIG. & shows the overlapped nonuniformities pattern when a bit by bit copy of the storage medium 40 is
made onto the storage medium 50. Referring to FIG. 5, the resulting pattern represents a nonuniformities pat-
tern that is different from that in FIGS 3 and 4. It is this unique signature of storage medium which the present
invention takes advantage of. Hitherto, the data processing field has focused its efforts in masking the nonu-
niformities in order to store software and data reliably. Where there are single bit or 2 small number of bit non-

40  uniformities, schemes such as Reed Solomon coding techniques are used to store and retrieve data with rea-
sonable accuracy. In contrast, the present invention exploits the nonuniformities of storage medium to gener-
ate a signature which is unique for a given storage medium.

PREFERRED EMBODIMENT OF THE PRESENT INVENTION
45 :

1. Preparation of distribution package

FIG. 6 illustrates the manner in which a package of information is prepared by an information provider once

the information consumer agrees to the terms of an information distribution contract. Typically, a distribution

50  package contains the distributed information (DI) in an encrypted form together with supporting information

(S1). By Dl the present invention refers to information being distributed by the information provider. In general,

DI does not include software which assists in gaining access to the present invention. In contrast, SI refers to

all the enabling pragrams of the present invention along with other necessary software and data. The Di and

Si may reside on a single storage medium. Alternatively, they can be stored on different storage media. For

55  example, the Sl can reside-on more than one storage media. Normally only the Di is encrypted. However, en-
cryption, of all or part of S| may be done if necessary.

In FIG. 6A the information provider scans in step 60 a storage medium for nonuniformities using a nonu-

niformities detection program (NDP). The NDP scans the medium and determines the locations of the nonu-
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The output from the NDP in step 60 is provided as input to step 70 where a selected list is generated by
a list generating program (LGP). FIG. 6B is a flow diagram of the LGP used in the preferred embodiment of
the present invention. In step 65 an integer "k" is chosen based on the characteristics of the storage medium
10 e.g. type, capacity or otherwise. The LGP then examines the output from the NDP in step 66. Thereafter "k"
elements from the nonuniformities are selected at random. At the same time, "k" elements of the uniform bits
- - - which are not on the nonuniformities list are aiso selected at random in step 67. The two chosen lists are per-
muted randomly in step 69 before it is outputted as the selected list in step 71. The LGP also supplies the at-
tributes of the locations chosen. .
15 Referring again to FIG. 6A, the selected list from LGP in step 70 is furnished as input to step 80 where a
- signature generating program (SGP) applies a pre-determined function to the selected list to derive a signature
for the storage medium in question. FIG. 6C is a flow diagram of the SGP used in the preferred embodiment
of the present invention. As mentioned in the preceding paragraph, the output from the LGP, the selected list,
% is supplied as input to the SGP in step 81. Here, the SGP fetches some pre-determined attributes of the ele-
20 ments from the storage medium. Next, the SGP applies a pre-determined function to the list with the attributes
-in step 83. Finally, in step 85 the result of the manipulation by the pre-determined function in step 83, i.e. the
signature, is supplied as input to step 90 in FIG. 6A. It should be understood by one skilled in the art that the
function utilized by the SGP could be a mathematical or some other pre-determined manipulation.
In FIG 6A, together with the signature of the storage medium, the present invention reads the storage me-
25  dium’s identification (DID-S) in step 90 in order to generate a key for encrypting the DI and/or S in step 100.
Here, the encryption key is generated by a encryption key generation program (EKGP). The details of EKGP
depends on the particular encryption/decryption (EP/DP) scheme employed. In general, EKGP applies a pre-
determined function or manipulation to the medium signature to generate a string to the key specification of
the EP/DP scheme used. EP and DP will be described further below. Next, the D! is read in step 110 and en-
30 . crypted with the key generated in step 100 using a EP in step 120. The output of step 120 is the encrypted
distributed information (EDI). The EP/DP can be any of the known methods of encryption and decryption. One
such example is DES. See D.E.R. Denning, Crypfography and Data Security, Addision-Wesley, Reading, MA,
1983. In step 130, the information provider decides whether to put the EDI and SI in one or more distribution
medium. Furthermore, the information provider decides whether to encrypt any of the Sl. In step 140, the dis-
35  tribution package is then send out to the information consumer.

2. Access of information

@ : FIGS 7A-B illustrates the manner in which the information consumer accesses and uses the information
40 contained in the distribution package prepared in the section above. In FIG. 7 the information consumer reads
' in the file containing the selected list (SLF) from the distribution medium in step 150. The output from step

150 is used as an input to step 160 where the SGP is employed to generate the signature for the storage me-
dium. Next, in step 170 the signature of the distribution medium is verified. In particular, when a storage me-
dium is presented to a read/write peripheral, a program called signature verification program (SVP) is invoked.
45 The SVP checks whether the signature of the medium is identical to the signature indicated in the distribution
package. Referring to FIG. 7B, in step 171 the SVP reads the signature S,, from the distribution medium. The
SVP then relies on NDP, LDP and SGP to generate the signature S, of the distribution medium in step 173.
The outputs of step 171 and 173 are compared in step 175. If there is no match, then a condition of incorrect
_ signature is indicated in step 177, There are two possibilities for the incorrect signature: (1) a read/write per-
50 ipheral fails to transfer the nonuniformities from the distribution mediumto a copied medium, or (2) the storage
medium is a copied or unauthorized medium. Both outcomes are detected by the SVP in step 175. It follows

that an evade program is invoked in step 180 to halt the program altogether.
Assuming that there is a match of the signatures in step 175, then the present invention reads the device
ID (DID-R) from the information consumer's device and from the designated storage device (DID-S) as shown
55 in step 190 of FIG. 7A. Next, the ID of the designated device is authenticated in step 200 by the device veri-
fication program DVP. The DID-R from the information consumer’s device is compared with the stored DID-S
for the designated device. If there is no match, an evade program is enabled as an unauthorized device is found
in step 210. Otherwise, the positive matching of the device IDs in step 200 activates the decryption key gen-
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artificials dipfithtd ofﬁhesi ehR! 1§ addition, it is clear that the method of the present invention has utility in
many applications where copy protection of information is required. it is contemplated that many changes and
modifications may be made by one of ordinary Skl" in the art without departmg from the spirit and the scope
of the invention as described.
.15

. Claims

1. Inasystem for distributing information including at least a storage medium and at least an output device,
20 said information including both distributed information (DI) and supporting information (SI), a method for -
preventing unauthorized use of said information on said storage medium, said storage medium having
nonuniformities and uniformities, said method comprising the steps of:
generating a signature from the nonuniformities of said storage medium;
incorporating said signature into an encryption key and encrypting said information prior to dis- .
25 tributing said storage medium;
permitting access to said storage medium by said device in response to verification of said signa-
ture; and
generating a decryption key with said signature for decrypting said information and permitting ac-
cess to said information by said device,

.
2. The method as defined in claim 1, wherein said information comprises any digital information.
3. The method as defined in claim 1, wherein said information may be encrypted in part or in total.

5 4. Themethod as defined in claim 1, wherein said signature is function of a list which comprises of said non-

uniformities, uniformities and their attributes.

5. The method as defined in claim 4, wherein said list may be a subset of all of said nonuniformities, uni-
formities and their attributes.
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40 6. The method as defined in claim 5, wherein said subset may be arbitrarily.selected.

7. Inasystem for dlstnbutmg mformatlon mcludlng at least a storage medium and at least a designated de-
" vice, said device having an umque identification (ID) number, said information including both distributed
. . information (DI) and supporting information (S!), a method for preventing unauthorized use of said infor- -
45 mation on said storage medium, said storage medium having nonuniformities and uniformities, said meth-
od comprising the steps of: '
generating a signature from the nonuniformities of said storage medium;
incorporating said signature and said device ID into an encryption key and encrypting said infor-
mation prior to distributing said storage medium;
50 permitting access to said storage medium by said device in response to verification of said signa-
ture and said device ID; and
generating a decryption key with said signature and said device ID for decrypting said information
and permitting access to said information on said device.

55 8. The method as defined in claim 7, wherein said information comprises any digital information.

9. The method as defined in claim 7, wherein said inforn'iation may be encrypted in part or in total.
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protecti qpe Hﬁ?PIQIS Scheme employed. Referring again to FIG.7A, the signature of the distribution m&dium
and DID-S are inputs to the DKGP or other decryption key generating program. The DKGP generates the de-
cryption key (DK). With the decryption key from step 220, the present invention enables the information con-
5§  sumer to decrypt the encrypted information (EDI). it should be understood by one skilled in the art that the
output from DK is the distributed information (Df) in its natural or clear form. Finally, the distributed information
is transferred fo the designated device in step 240.
While the present invention has been described particularly with reference to FIGS. 1 to 7 with emphasis
on a method for utilizing medium nonuniformities to minimize unauthorized duplication of information in a dis-
10 tribution environment, it should be understood that the figures are for illustration only and should not be taken
as a limitation on the invention. In addition, it is clear that the method of the present invention has utility in
many applications where copy protection of information is required. It is contemplated that many changes and
modifications may be made by one of ordinary skill in the art without departmg from the spirit and the scope’
of the invention as described.
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Claims

1. In a system for distributing information including at least a storage medium and at least an output device,
20 said information including both distributed information (D) and supporting information (SI), a method for -
-preventing unauthorized use of said information on said storage medium, said storage medium having
nonuniformities and uniformities, said method comprising the steps of:
generating a signature from the nonuniformities of said storage medium;
~ incorporating said signature into an encryption key and encrypting said information prior to dis-
25 - tributing said storage medium;
permitting access to said storage medium by said device in response to verification of said signa-
ture; and
generating a decryption key with said signature for decrypting said information and permitting ac-
cess to said information by said device.

30
2. The method as defined in claim 1, wherein said information comprises any digital information.
3. The method as defined in claim 1, wherein said information may be encrypted in part or in total.
35 4. Themethod as defined in claim 1, wherein said signature is function of a list which comprises of sand non-

uniformities, uniformities and their attributes.

5. The method as defined in claim 4, wherein said list may be a subset of all of said nonumformltles uni-
formities and their attributes.

4 8. The method as defined in claim 5, wherein said subset may be arbitrarily-selected.

7. Inasystem for distributing information including at least a storage medium and at least a designated de-
vice, said device having an unique identification (ID) number, said information including both distributed
information (DI) and supporting information (S}, a method for preventing unauthorized use of said infor-

45 mation on said storage medium, said storage medium having nonuniformities and uniformities, said meth-
od comprising the steps of:
generating a signature from the nonuniformities of said storage medium;
incorporating said signature and said device ID into an encryption key and encrypting said infor-
mation prior to distributing said storage medium;
50 permitting access to said storage medium by said device in response to verification of said signa-
ture and said device ID; and
generating a decryption key with said signature and said device ID for decrypting said information
and permitting access to said information on said device.

s5 8. The method as defined in claim 7, wherein said information comprises any digital information.

9. The method as defined in claim 7, wherein said information may be encrypted in part orin total
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' 10. The method as defined in claim 7, wherein sard signature is a function of a list of said nonuniformities,
uniformities and their attributes. '

11. The method as defined in claim 10, wherein said list may be a subset of all of said nonuniformities, uni-
5 'formltles and their attributes.

12. The method as defined in claim 11, wherein said subset may be arbitrarily selected.
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@ A method for utilising medium nonuniformities to minimize unauthorized duplication of digital
information.

O The present invention is a method for pre-
venting unauthorized copying and use of infor-
mation which is stored on a storage medium
and for restricting the use of such information
to designated devices. Copy protection s
achieved by generating a signature from a given
storage medium. The signature is derived from
an erbifrarily selected list of nonuniformities,
uniformities and their attributes. The selected
list may contain nonuniformities at any granul-
arity level. As such, this signature is unique to a

s given storage medium in the same way finger
% prints are unique to a human being. This signat-
ure is used to derive a key for encrypting the
information on the storage medium. Any copy-
ing of the distribution information from one
storage medium to another results in the muta-
tion of the signature required to decrypt the
.information. Therefore, the present invention
obviates the need for introducing artificial indi-
ca or requiring a special hardware subsystem
for achieving a copy protection scheme.

Restricting the usage of information on a
distribution medium to a designated device is ]
achieved by verifying the device ID (DID-D) of
the device with the device ID (DID-S) stored in
the distribution medium before the decryption
and transfer of information are undertaken. De-
cryption of the information is accomplished by
generating a key from both the signature of the

distribution medium and the DID-S.
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A METHOD FOR UTILISING MEDIUM INONUN{FORMITIES ..TO 70
MINIMIZE UNAUTHORIZED DUPLICATION OF DIGITAL
INFORMATION

5 FIELD OF THE INVENTION
The present invention relates to the field of data processing, and in particular,
to the prevention of unauthorized duplication of digital information on one
storage medium to another. Furthermore, the present invention restricts the
use of information on an original medium to one or more designated devices
10  without introducing any key which is independent of the characteristics of the

media.

BACKGROUND OF THE INVENTION
Prior art copy protection schemes rely principally on either software based

15 methods, hardware keys or a combination thereof. Software based methods
use encryption techniques to prevent conventional copying programs from
making unauthorized usable copies. Unless the appropriate decryption key
is found on a storage medium, the programs on the storage medium cease to
function. By storage medium, the present invention refers to all types of non-

20 volatile storage medium. Examples of such media include floppy disks, hard
disks, optical disks and other non-volatile semiconductor storage devices.
Lately, new generation of copying programs are sufficiently sophisticated
such that most software previously protected by copy protection schemes are
copied without the authorization of the information provider.

25 Hardware key methods employ an explicit key on the system hardware to
enable the programs in the system. One such method uses as key the
hardware serial number or identification number. A second method requires
the user to buy a special kind of hardware with every purchase of software.

Thus whenever a new software is required, the necessary hardware has to
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"BRI EF DESCRI PTI ON OF THE DRAW NGS FIG 1 is a nodel of information

.di ssem nati on. FIG 2 illustrates sanple nonuniformties on a storage
medium 5 FIG 3 shows a selected list of nonuniformties on the storage
medi um as in FIG 2. Fl& 4 illustrates sanple
nonuni formties on anot her storage nmedi um FIG 5 shows the

nonuni formties pattern froma bit by bit copying of the

G 6 showd s R R e e e B o
software that can be run on a particular system is limited by the number of
such special hardware that can be simultaneously connected to the system
hardware.

5 An example of a combination of software based method and hardware key is
U.S. Patent No. 4,903,296 which claims copy protection of software on
magnetic medium with a special key having two marks made on the surface
of the medium. These marks are not producible by conventional disk drives
and are in the form of absence of material and in the form of domains which

10 cannot be formed by conventional magnetic disk write heads. Additionally,
an encrypted key which is critical for running the application is built into a
special purpose hardware subsystem. Finally the hardware subsystem is
required to decrypt the key.

Another patent is U.S. Patent No. 4,866,769 which claims a method of copy

15  protection of personal computer software distributed in diskettes through the
use of an unique identification stored in read only memory of a personal
computer. A source ID is provided with every software distributed. The
personal computer ID is used with the source ID on the distribution diskette to
produce an encoded check word, using any available encryption method.

20  This check word is then used to verify that the software is being used on the
designated personal computer.

To prevent unauthorized copying and use of information, prior art copy
protection schemes require either introducing artificial indica as software
keys or requiring special hardware subsystems. Not only are these solutions

25 more costly to both the information providers and the users as they require
additional processing steps but they are also incompatible with the trend of
encouraging concurrent use of different types of information in a network

environment. Furthermore, the prior art copy protection schemes are
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=package in accordance to the preferred enbodi nent of the present

Invention. FIG 6B illustrates the flow diagramof the I|ist
generating program (LGP) used in the preferred enbodi nent of
the present invention. 15 FIG 6C illustraes the flow diagram of the

si gnature generating program SGP) used in the preferred
enbodi nent of the present invention. FIG 7A illustrates the steps an

i nformation CRRiiRe IRGASE f ﬁgge#ﬁﬁﬁ@_@r%ﬁ? copying and h%%@ﬁ%%&ft%ﬁ%ﬂ

the distribution package pr
il lustrates tinemhbasticlnfstigim, of the signature verification program
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20 (SVP) used in the preferred enbodi nent of the present invention.
.6 DETAI LED DESCRI PTI ON OF THE | NVENTI ON A net hod and appar at us
for utilizing mediumnonuniformties to prevent the unaut hori zed
duplication and use of digital informationgis described. In the
foll owi ng description, numerous specific details are set forth such as bit
5 pattern and programsteps, etc. in order to provide a thorough

under st andi NgUMMARY OF THE INVENTION

The present invention is a method for preventing unauthorized copying and

use of information which is stored on a storage medium and for restricting the

use of such information to designated devices. Copy protection is achieved

5 by generating a signature from a given storage medium. The signature is
derived from an arbitrarily selected list of nonuniformities, uniformities and

their attributes. The selected list may contain nonuniformities at any
granularity level. As such, this signature is unique to a given storage medium

in the same way finger prints are unique to a human being. This signature is

10 used to derive a key for encrypting the information on the storage medium.
Any copying of the distribution information from one storage medium to
another results in the mutation of the signature required to decrypt the
information.  Therefore, the present invention obviates the need for
introducing artificial indica or requiring a special hardware subsystem for

15 achieving a copy protection scheme.

Restricting the usage of information on a distribution medium to a designated
device is achieved by verifying the device ID (DID-D) of the device with the
device ID (DID-8) stored in the distribution medium before the decryption and
20 transfer of information are undertaken. Decryption of the information is
accomplished by generating a key from both the signature of the distribution

medium and the DID-S.
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of the present invention. It will be obvious to one skilled in the art that
t he present invention nay be practised wthout these specific details.
I n ot her i nstances, well-known steps such as those involved with
encryption and decryption of data areﬁgot shown in order not to
obscure the present 10 invention. tation and Nomenclature _

The detailed description with respect to the copy protectlon schene using

nmedi um si gnat BFREFS ﬁggﬁ]pqqopprél:a#bﬁ ghttme al gorithm and synbolic

15 representation upon operation on |n t he conputer nenory.
These algorithm c descriptions and representations are the nmeans used by

those skilled in the art of data processing to nost effectively convey the
subst ance of FEl@it isamhodal oftififermatidn diseeniimatidre art . An algorithmis

here, and generally, conceived to be a self-consistent
FIG. 2 illustrates sample nonuniformities on a storage medium.
5 FIG. 3 shows a selected list of nonuniformities on the storage medium as in
FIG. 2.
FIG. 4 illustrates sample nonuniformities on another storage medium.
FIG. 5 shows the nonuniformities pattern from a bit by bit copying of the
nonuniformities from the storage medium in FIG. 2 to that in FIG. 4.
10  FIG. 6A shows the steps an information provider prepares a distribution
package in accordance to the preferred embodiment of the present
invention.
FIG. 6B illustrates the flow diagram of the list generating program (LGP)
used in the preferred embodiment of the present invention.
15 FIG. 6C illustrates the flow diagram of the signature generating program
(SGP) used in the preferred embodiment of the present invention.
FIG. 7A illustrates the steps an information consumer accesses and uses the
information from the distribution package prepared in FIGS. 6A - 6C.
FIG. 7B illustrates the flow diagram of the signature verification program

20 (SVP) used in the preferred embodiment of the present invention.
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20 sequence of steps leading to a desired result. These steps are those
require physi cal mani pul ati on of physical quantities. Usually, though
‘not necessarily, these quantities take the formof electrical or
magneti c signals capabl e of bei ng stored, transferred, conbined, and
ot herwi se mani pulated. In this case, the physical quantities are

vol tage signals which correspond to the 25 information being distributed.

It proves conlégq%ﬁ_ré[)%'%ébm‘s-gllq}gid‘r\s/g INVENTION reason of common usage,

to refer to these srgnals as ues, elenents, synbol s,

characters, tRIABhddERE sppairatu8Sol ikifizingtmebiRih tohanieriities torpravent the
however, that all of these and simlar terns are to be associated with the

unauthorized duplication and use of digital information is described. In the

following description, numerous specific details are set forth such as bit

5 pattern and program steps, etc. in order to provide a thorough understanding

of the present invention. It will be obvious to one skilled in the art that the

present invention may be practised without these specific details. In other

instances, well-known steps such as those involved with encryption and

decryption of data are not shown in order not to obscure the present

10 invention.

Notation and Nomenclature
The detailed description with respect to the copy protection scheme using
medium signature is presented partially in terms of algorithm and symbolic
15 representation upon operation on data bits within the computer memory.
These algorithmic descriptions and representations are the means used by
those skilled in the art of data processing to most effectively convey the
substance of their work to others skilled in the art.
An algorithm is here, and generally, conceived to be a self-consistent
20 sequence of steps leading to a desired result. These steps are those require
physical manipulation of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals capable of
being stored, transferred, combined, and otherwise manipulated. In this
case, the physical quantities are voltage signals which correspond to the
25 information being distributed. It proves convenient at times, principally for
reason of common usage, to refer to these signals as bits, values, elements,
symbols, characters, terms, numbers or the like. It should be borne in mind,
however, that all of these and similar terms are to be associated with the
This is the replacement sheet
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7 appropriate physical quantities and are nerely convenient |abels
applied to these quantities. Further, the manipul ations
performed are often referred to in terns such as addi ng or conpari ng,
whi ch are commonly associated with the nmentiaal 5 operations perfornmed by a
human operator. No such capability of a human operator is necessary,
or desirable. In nost cases, in any of the operations descri bed

herein which fo5@hRatd pRlsicAP qRAREISY ahl\dBtmarfely [ddhveRRIMUABEIE @bSlied to
these quantities.
Further, the manipulations performed are often referred to in terms such as
adding or comparing, which are commonly associated with the mental
5 operations performed by a human operator. No such capability of a human
operator is necessary, or desirable. In most cases, in any of the operations
described herein which form part of the present invention, the operations are
machine operations. Useful machines for performing the operations of the
present invention include general purpose digital computers or similar
10 devices such as digital signal processors. In all cases, it should be borne in
mind that there is a distinction between the method operation in operating a
computer or other apparatus and the method of computation itself. The
present invention relates to method steps for preventing unauthorized use of
distributed information via medium signature to generate other desired
15 physical signals.
The present invention also relates to an apparatus for performing these
operations. This apparatus may be specially constructed for the required
purpose or it may comprise a general purpose computer as selectively
activated or reconfigured by a computer program stored in the computer. The
20 algorithms presented herein are not inherently related to any particular
computer or other apparatus. In particular, various general purpose
machines may be used with programs written in accordance with the
teachings herein, or it may prove more convenient to construct specialized
apparatus such as digital signal processor to perform the required method
25 steps. The required structure for a variety of these machines would appear

from the description given below.
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‘machi ne operations. Useful machines for perfornming the operations of the
present invention include general purpose digital conputers or simlar 10
devi ces such as digital signal processors. In all cases, it should be borne

in mnd that there is a distinction tween the nethod operation in
operating a conput er or other apparatus and the nethod of conputation
Itself. The present invention relates to nethod steps for preventing

unaut hori zed GE‘NE—%AL §Y§§ﬂﬂ§§b%@ﬁ/"ﬁ%[ mation via nediumsignature to
generate oth ' S.

A general model of information dissemination is shown in FIG. 1. Here, the
information provider 10 refers to a supplier of all types of information
including but not restricted to software, video, audio, graphics or any
5 combination thereof. The transmission channel 20 represents the means and
more specifically the media through which information is delivered to the
information consumer 30 over paths 15 and 25. The transmission channel 20
includes but is not limited to any communication links such as computer
network, satellite links, diskettes, optical disks or other storage medium. It
10 should also be understood by one skilled in the art that the term information
consumer is interchangeable with any user of information.
Any storage medium such as magnetic disk or optical disk has physical
nonuniformities due to imperfections in the fabrication of such medium. FIG.
2 illustrates sample nonuniformities 41 - 47 on a storage medium such as a
15 disk 40. That the nonuniformities shown in FIGS 2 - 5 are similar in pattern
and size to each other are for the sake of simplicity and should not be taken
as a limitation upon the scope of the present invention. Similarly the circular
shape of the storage medium 40 is representative of a general class of
storage media. In general nonuniformities occur in all types of non-volatile
20 storage media. As the manufacturing processes achieve greater tolerances,
these nonuniformities may be minimized but not likely to be eliminated
entirely. Referring again to FIG. 2, nonuniformities 41 - 47 are detected with a
nonuniformities detection program (NDP). The details of the NDP shall be
elaborated further below.
25 FIG. 3 shows a selected list of nonuniformities 41, 42, 45 and 47 being
generated by a list generating program (LGP) after receiving the outputs from
the NDP. By selected list, the present invention refers to a combination of the

nonuniformities and/or the uniform bits on the storage medium 40. As will be

.
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"The present invention also relates to an apparatus for performng these
operations. This apparatus may be specially constructed for the required
“purpose or it may conprise a general purpose conputer as selectively
activated or reconfigured by a conputer prggran1stored in the conputer. The
20 algorithms presented herein are not erently related to any

parti cul ar conputer or other apparatus. |In particular, various

accor dance wipRcripgd in"BSRCERIERY 1HE SEBCeN 1St RIES A th Glnbfhte a,

to construct spReGiRd Whath the outputs of the LGP is fed into a signature generating
program (SGP). The details of the SGP shall be elaborated further below. By
signature, the present invention refers to the result of applying a function to
5 the selected list. Such a function uses the attributes of a group of elements in
the selected list. By attributes, this invention refers to the characteristics of
bits on a storage medium which includes but not restricted to the track

number, sector number, length, readability and writability.
FIG. 4 shows the nonuniformities 51 - 55 of a second storage medium 50.
10 Just as the storage medium 40 in FIGS 2 and 3, the storage medium 50 is
represented by a circular disk. For purpose of differentiating nonuniformities
41 - 47 in FIGS 2 and 3, nonuniformities 51 - 55 in FIG 4 are shown to be in
circular in shape as opposed to rectangular in shape. It should be
understood by one skilled in the art that the nonuniformities on storage media
15 40 and 50 may have the same attributes. However, the chances of the
number of nonuniformities and their attributes on the respective storage
media are exactly the same are very remote. Moreover, the storage 40 in
FIGS 2 and 3 can be a magnetic disk while the storage medium 50 in FIG 4

can be an optical disk.

20 FIG. 5 shows the overlapped nonuniformities pattern when a bit by bit copy of
the storage medium 40 is made onto the storage medium 50. Referring to
FIG. 5, the resulting pattern represents a nonuniformities pattern that is
different from that in FIGS 3 and 4. It is this unique signature of storage
medium which the present invention takes advantage of. Hitherto, the data
25 processing field has focused its efforts in masking the nonuniformities in
order to store software and data reliably. Where there are single bit or a
small number of bit nonuniformities, schemes such as Reed Solomon coding
techniques are used to store and retrieve data with reasonable accuracy. In

This is the replacement sheet
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'apparat us such as digital signal processor to performthe required method
25 steps. The required structure for a variety of these nmachines woul d
appear fromthe description given bel ow.

8 10

contrast, the present invention exploits the nonuniformities of storage medium

to generate a signature which is unique for a given storage medium.

PREFERRED EMBODIMENT OF THE PRESENT INVENTION
5 1. Preparation of distribution package
FIG. 6 illustrates the manner in which a package of information is prepared by
an information provider once the information consumer agrees to the terms of
an information distribution contract. Typically, a distribution package contains
the distributed information (DI) in an encrypted form together with supporting
10 information (Sl). By DI the present invention refers to information being
distributed by the information provider. In general, DI does not include
software which assists in gaining access to the present invention. In contrast,
Sl refers to all tHe enabling programs of the present invention along with
other necessary software and data. The DI and Sl may reside on a single
15 storage medium. Alternatively, they can be stored on different storage media.
For example, the Si can reside on more than one storage media. Normally
only the Dl is encrypted. However, encryption of all or part of S| may be done
if necessary.
In FIG. 6A the information provider scans in step 60 a storage medium for
20  nonuniformities using a nonuniformities detection program (NDP). The NDP
scans the medium and determines the locations of the nonuniformities of the
medium. Typically, an NDP reads a given location on a storage medium,
tests whether there are any nonuniformities due to the manufacturing
process. These nonuniformities manifest themselves in many ways. The
25 NDP returns a value of a location as either "good" or "bad". In general, a
"bad" location is one which cannot be used for storing a chosen bit of

information. Some form of NDP are used in MS-DOS® Format Command
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" GENERAL SYSTEM CONFI GURATI ON A general nodel of information

_dissem nation is shown in FIG 1. Here, the I nformati on provider 10
refers to a supplier of all types of information i ncl udi ng but not
restricted to software, video, audio, graghics or any 5 conbi nation

thereof. The transm ssion channel 20 represents the neans and nor e

specifically the media through which information is delivered to the
ncl udes but 18 ABran dREEN-DRGu: & deintered, IERERFHCr MRaHEer ™
netvor k, - sat eldhb Ui NHBH RS 9B iebRkerkudtha Sbetet Netih, Tedl um
The output from the NDP in step 60 is provided as input to step 70 where a
selected list is generated by a list generating program (LGP). FIG. 6B is a
5 flow diagram of the LGP used in the preferred embodiment of the present
invention. In step 65 an integer "k" is chosen based on the characteristics of
the storage medium e.g., type, capacity or otherwise. The LGP then
examines the output from the NDP in step 66. Thereafter "k" elements from
the nonuniformities are selected at random. At the same time, "k" elements of
10 the uniform bits which are not on the nonuniformities list are. also selected at
random in step 67. The two chosen lists are permuted randomly in step 69
before it is outputted as the selected list in step 71. The LGP also supplies
the attributes of the locations chosen.
Referring again to FIG. 6A, the selected list from LGP in step 70 is furnished
15 as input to step 80 where a signature generating program (SGP) applies a
pre-determined function to the selected list o derive a signature for the
storage medium in question. FIG. GC is a flow diagram of the SGP used in
the preferred embodiment of the present invention. As mentioned in the
preceding paragraph, the output from the LGP, the selected list, is supplied
20 as input to the SGP in step 81. Here, the SGP fetches some pre-determined
attributes of the elements from the storage medium. Next, the SGP applies a
pre-determined function to the list with the attributes in step 83. Finally, in
step 85 the result of the manipulation by the pre-determined function in step
83, i.e. the signature, is supplied as input to step 90 in FIG. 6A. It should be
25  understood by one skilled in the art that the function utilized by the SGP could
be a mathematical or some other pre-determined manipulation.
In FIG. 6A, together with the signature of the storage medium, the present
invention reads the storage medium's identification (DID-S) in step 90 in

L 3
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10 should al so be understood by one skilled in the art that the term
.information consuner is interchangeable with any user of information.
Any storage nedi um such as magnetic di sk or optical disk has physical
nonuni formties due to inperfections int fabrication of such nmedi um
FI G 2 illustrates sanple nonuniformties 41 - 47 on a storage nedi um
such as a 15 disk 40. That the nonuniformties show in FIGS 2 - 5 are

:: ?p: ?Ei It 9 gﬁf&iegﬁg Lﬁeé‘!err]%tlgaégge? gﬁ%ﬁ&yﬁﬂ?@tr@ Band/dt S19k &5 198K HEe, the
encryption key is generated by a encryption key generation program (EKGP).
The details of EKGP depends on the particular encryption/decryption (EP/DP)
scheme employed. In general, EKGP applies a pre-determined function or
5 manipulation to the medium signature to generate a string to the key
specification of the EP/DP scheme used. EP and DP will be described further
below. Next, the Dl is read in step 110 and encrypted with the key generated
in step 100 using a EP in step 120. The output of step 120 is the encrypted
distributed information (EDI). The EP/DP can be any of the known methods of
10 encryption and decryption. One such example is DES. See D.E.R. Denning,
Cryptography and Data Security, Addision-Wesley, Reading, MA, 1983. In
step 130, the information provider decides whether to put the EDI and Sl in
one or more distribution medium. Furthermore, the information provider
decides whether to encrypt any of the SI. In step 140, the distribution

15 package is then send out to the information consumer.

2. Access of information

FIGS 7A-B illustrates the manner in which the information consumer
accesses and uses the information contained in the distribution package
prepared in the section above. In FIG. 7 the information consumer reads in
20 the file containing the selected list (SLF) from the distribution medium in step
150. The output from step 150 is used as an input to step 160 where the SGP
is employed to generate the signature for the storage medium. Next, in step
170 the signature of the distribution medium is verified. In particular, when a
storage medium is presented to a read/write peripheral, a program cailed
25 signature verification program (SVP) is invoked. The SVP checks whether
the signature of the medium is identical to the signature indicated in the
distribution package. Referring to FIG. 7B, in step 171 the SVP reads the

signature Sy, from the distribution medium. The SVP then relies on NDP,
This is the replacement shest
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as a limtation upon the scope of the present invention. Simlarly the
.Circular shape of the storage nedium40 is representative of a
general. cl ass of storage nedia. In general nonuniformties occur in
all types of non-volatile 20 storage madl ? As the manufacturing processes
achi eve greater tolerances, t hese noruniformties may be m nim zed
but not likely to be elimnated entirely. Referring again to FIG 2,

o O B 58 B GerRRHE e ' of me SREHBUASY Fleian fdgp O
2‘;' g\évi ng235 MY The BaWutd of St&F 1 21 dridSi79hird €BHIPaYEd W St 178, Iftheréisand
no match, then a condition of incorrect signature is indicated in step 177.
There are two possibilities for the incorrect signature: (1) a read/write
5 peripheral fails to transfer the nonuniformities from the distribution medium to
a copied medium, or (2) the storage medium is a copied or unauthorized
medium. Both outcomes are detected by the SVP in step 175. It follows that
an evade program is invoked in step 180 to halt the program altogether.
Assuming that there is a match of the signatures in step 175, then the present
10 invention reads the device ID (DID-R) from the information consumer's device
and from the designated storage device (DID-S) as shown in step 190 of FIG.
7A. Next, the ID of the designated device is authenticated in step 200 by the
device verification program DVP. The DID-R from the information consumer's
device is compared with the stored DID-S for the designated device. If there
15 is no match, an evade program is enabled as an unauthorized device is
found in step 210. Otherwise, the positive matching of the device IDs in step
200 activates the decryption key generating program (DKGP) in step 220.
Just as the EKGP in FIG. 6A, the implementation of DKGP depends on the
particular EP/DP scheme employed. Referring again to FIG.7A, the signature
20 of the distribution medium and DID-S are inputs to the DKGP or other
decryption key generating program. The DKGP generates the decryption key
(DK). With the decryption key from step 220, the present invention enables
the information consumer to decrypt the encrypted information (EDI). It
should be understood by one skilled in the art that the output from DK is the
25 distributed information (D) in its natural or clear form. Finally, the distributed
information is transferred to the designated device in step 240.

While the present invention has been described particularly with reference to

FIGS. 1 to 7 with emphasis on a method for utilizing medium nonuniformities
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‘generat ed by a list generating program (LGP) after receiving the outputs

,from the NDP. By selected list, the present invention refers to a
conbi nati on of the nonuni formties and/or the uniformbits on the
storage nedium 40. As will be 14

9

to minimize unatithorized duplication of information in a distribution
environment, it should be understood that the figures are for illustration only
and should not be taken as a limitation on the invention. In addition, it is clear
that the method of the present invention has utility in many applications
5 where copy protection of information is required. It is contemplated that many
changes and modifications may be made by one of ordinary skill in the art

without departing from the spirit and the scope of the invention as described.

This is the reptacement sheet

Date: 81 0CT m



described in detail below, the selected Iist will be used to generate a
.signature when the outputs of the LGP is fed into a signhature generating
program (SGP). The details of the SGP shall be el aborated further bel ow. By
signature, the present invention refers tqé}he result of applying a
function to 5 the selected list. Such a f'0hction uses-the.attributes of a

group of elenents in the selected list. By attrib hi s inventi-on
refers to the,c cteristics of bits onastoragmﬁ&‘ﬂhwm

i ncl udes but Mﬁ%stri cted to the track nunber, se LT ”"I

| ength, readability and witability. FIG 4 shows the nonunifdrnfties
51 - 55 of a second storage nedium 50. 10 Just as the storage nedium40 in
FIGS 2 angd 3, the {stor §9e, At R} Histributing foRmaAbAdINRIUdING! AC st 41 SK.
For pur p_gge of di ffer entia{%gé{ﬁ]onun?forn%ltides 41 - 47 i% FIGS 2 and
3, nonunijor gtdragé mbdiurhSand dtlicadt ancoRparievice)ssdid informaﬁﬂohcmomdihg
shape as opposed to rectangular in shape. It should be under st ood by
one skill®d iboth distdisutet iaformation ¢Dijnarid supporting dnfosmatian € Sije di method for

4 preventing unauthorized use of said information on said storage medium,

5 said storage medium having nonuniformities and uniformities, said method

6 comprising the steps of:
7 generating a signature from the nonuniformities of said storage
8 medium;
9 incorporating said signature into an encryption key and
10 encrypting said information prior to distributing said storage
11 medium;
12 permitting access to said storage medium by said device in
13 response to verification of said signature; and
14 generating a decryption key with said signature for decrypting
15 said information and permitting access to said information by
16 said device.
1 2. The method as defined in claim 1, wherein said information
2 comprises any digital information.
1 3. The method as defined in claim 1, wherein said information may
2 be encrypted in part or in total.
1 4, The method as defined in claim 1, wherein said signature is
2 function of a list which comprises of said nonuniformities, uniformities and

3 their attributes.
1 5. The method as defined in claim 4, wherein said list may be a

2 subset of all of said nonuniformities, uniformities and their attributes.

This is the replacement shest



15 40 and 50 may have the sane attributes. However, the chances of the
.hunber of nonuniformties and their attributes on the respective-storage
nmedia are exactly the sane are very renote. Moreover

FIGS 2 and 3 can be a nagnetic disk whil e, he storage”"mnm(imﬁﬂ"ﬂ%l
can be an opti cal I es

pattern when a bit by bit copy of the storage nmedium 40 is nmade onto
t he storage nediu

represents a
FIGS 3 ar%
present i

nonuﬁ]r f or
ven tlmgﬁh@a%
field haslfocused its
to store software and

di sk. 20 FIG 5 shows 'Phe overl apped thomunmf Of

B Bethaifes definad i cims. WS 4i0 SHBsRE el Be .

ééte ni que signature of storage medi um whi ch t he
es a vant age of. Hitherto, the data 25 processing

g; fspr érﬂ f&‘sdﬁ fh@hi}%%hﬂeﬁ”‘hblﬁng Nat least &' der

|any ere are single bit or a

-smal | nu@ersﬂfraéetmedmﬂﬁlém At o8&, a&fémeatl@émaé Beieddgicenpaviagdang
techni ques are used to store and retrieve data with reasonabl e accuracy. In

unique identification (ID) number, said information including both distributed

3
4
5
6
7
8
9
10
11
12
i3
14
15
16
17
18
19

1
2
1
2
1
2

information (DI) and supporting information (Sl), a method for preventing

unauthorized use of said information on said storage medium, said storage

medium having nonuniformities and uniformities, said method comprising the

steps of:

8.

generating a signature from the nonuniformities of said storage
medium;

incorporating said signature and said device ID into an
encryption key and encrypting said information prior to
distributing said storage medium;

permitting access to said storage medium by said device in
response to verification of said signature and said device ID;
and

generating a decryption key with said signature and said
device ID for decrypting said information and permitting access

to said information on said device.

The method as defined in claim 7, wherein said information

comprises any digital information.

9.

The method as defined in claim 7, wherein said information may

be encrypted in part or in total.

10.

The method as defined in claim 7, wherein said signature is a

function of a list of said nonuniformities, uniformities and their attributes.

This is the replacement sheet
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10 contrast, the present invention exploits the nonuniformties of
.storage nedium  to generate a signature which is unique for a given

storage nedi um ”"l"l mlﬂlimﬁmilﬂﬂl MBCDI MENT OF THE PRESENT | NVENTI ON

11. The method as defined in claim 10, wherein said list may be a

1

2  subset of all of said nonuniformities, uniformities and their attributes.

1 12.  The method as defined in claim 11, wherein said subset may be
2

arbitrarily selected.
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5 1. Preparation of distribution package FIG 6 illustrates the
: manner in which a package of information is prepared by an
i nformati on provider once the information consunmer agrees to the terns of
an information distribution contract. Typigally, a distribution package

cont ai ns the distributed information (D) in an encrypted form
together with supporting 10 information (SI). By D the present invention
refers to information being di %éé‘f’ﬁk@q’ by the information provider.

I n general, DI does not include software whi ch assists in gaining

access to the PRESENOD FERNITIRISING MEBYUMNGONUNIFORMITIES TO MINIMIZE
UNAUTHORIZED DUPLICATION OF DIGITAL INFORMATION

5 The present invention is a method for preventing unauthorized copying and
use of information which is stored on a storage medium and for restricting the
use of such information to designated devices. Copy protection is achieved
by generating a signature from a given storage medium. The signature is
derived from an arbitrarily selected list of nonuniformities, uniformities and

10 their attributes. The selected list may contain nonuniformities at any
granularity level. As such, this signature is unique to a given storage medium
in the same way finger prints are unique to a human being. This signature is
used to derive a key for encrypting the information on the storage medium.
Any copying of the distribution information from one storage medium to

15 another results in the mutation of the signature required to decrypt the
information. Therefore, the present invention obviates the need for
introducing artificial indica or requiring a special hardware subsystem for
achieving a copy protection scheme.

Restricting the usage of information on a distribution medium to a designated

20 device is achieved by verifying the device ID (DID-D) of the device with the
device ID (DID-S) stored in the distribution medium before the decryption and
transfer of information are undertaken. Decryption of the information is
accomplished by generating a key from both the signature of the distribution
medium and the DID-S.

- 25

Figure 1.
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',31 refers to all the enabli ng prograns of the present |nvent|onﬂw”6“rﬁ’g Wt h
.. other necessary software and data. The DI and S| may reside on a single 15

storage nedium Alternatively, they can be stored on different storage

medi a. For exanple, the SI can reside on nore than one storage nedia.
Nor mal | y only the DI is encrypted. However, encryption of all or part
of SI may be done I f necessary. In FIG 6A the information

provider scans in step 60 a storage nedium for 20
nonu!fnl T OIEPA CPD OSER TS O pgggram (NDP) . The NppR---

nonuni formties using a

. CERMENT BHERTH
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scans the medi um and determines the locations of the nonunifornities of the
*medium Typically, an NDP reads a given location on a storage nedium
tests whether there are any nonunifornities due to the nmanufacturi-ng-—---

process. These nonuniformties mani fest thenselves in narmisn@eglsﬂasgge
NDP returns a value of a location as either "good" or "b

25
ad' laceda
"bad" location is one which cannot be use or storing ajm&ﬂ,ﬂﬁ ,I
‘information. Sonme formof NDP are used in - DOS For mat

Figure 5

sl
g
FRi

i

Figure 3

]
0
@
4
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_and Norton Utilities. M5-DOS is a registered trademark of M crosoft

COrporatlon and Norton Utilities is a registered trademark of Peter Norton.
The output fromthe NDP in step 60 is provided as input to step 70 where a
selected list is generated by a |list generating program (LGP). FIG 6B is a
5 flow diagramof the LGP used in the preferred enbodi nent of the present
invention. In step.-85-an’integer "k" is @f7sen based on the characteristics
of t-he st or age nedquﬁp g., type, capacity ¢ erwi se. The LGP then
exam nes thﬁ“ Qude \e NDP in step 66. Thefeahter] "k" elenents from

the nonuni f \“\\\“‘\\\%\\W ected at random At the 2and time, "k elements
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10 -the uniformbits which are not on the nonuniformities list are also
*sel ected at randomin step 67. The two chosen lists are pernuted
randomy in step 69 before it is outputted as the seleeted-lList in_ _
step 71. The LGP al so supplies the attributes of the Iocatl ons chosen,
Referring again to FIG 6A, the selected list fromLGP i Ab HmqusReplaced
furnished 15 as input to step 80 where aggygnature gener

(SGP) applies a pre-determ ned function to the selec m%Ilve
a signature for the storage nediumin question. FIG 6Cis a
di agram of the SGP used in the preferred enbodi nent of the present
i nvention. As nentioned in the precedi ng paragraph, the output from
the LGP, the se|lected list. is supplied 20 as input to the SGP in step
8l1. Here, the SP fetches sone pre- det erm ned attributek of the
el enents from t hhReosegn intagantk” Based arhthesclvamméristic of ’e‘( 65

83.

pre-determ ned | uthg mediam é@e@pétcégcé({lxt he attributes in s

Finally, in step 85 the resul't e _nmani pul ation by the
pre-determ ned function in step 83, i.e. the signature, is supplied as
input to step 90 in FIG 6A 1t shoyld be

Examine the List 66
output by NDP —

Pick "k" elements from this 67
Nonuniformities List at random —

| o

Pick "k* uniform bits, not in the 68
nonuniformities list, at random /

/

Randomly permute this 69
G picked list of elements —

Output this selected 71
List —

Figure 6B
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~

25 . understood by one skilled in the art that the function utilized by the
"SGR coul d be a mat hemati cal or sonme other pre-determ ned mani pul ation.
In FIG 6A, together with the signature of the storage nedium the present
i nvention reads the storage nmediumis identification (DID-S) in step 90 in

12 order to generate a key for encrypting the DI and/or SI in step
100. Here, the 5/7

For each element in the Selected List:

Fetch some pre-determined / 81
attribute of the element from
the medium

80

Apply a pre-determined - 83 —
function/manipulation to
the list with attributes

i

Qutput the outcome as the / 85
Signature
Figure 6C
This Sheet Has Bee

T
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.encryption key is generated by a encryption key generation program ( EKGP).
« The details of EKGP depends on the particular encryption/decryption (EP/ DP)
schene enployed. In general, EKGP applies a pre-determ ned function or

mani pul ation to the medium signature to generate a string to the key--.
specification of the EP/DP schene used. EP and DP will be msgge 2ed further

bel ow. Next, the DI is read in step 1106{@d encrypted vmth enR'Spkvtced
gener at ed in step 100 using a EP in step 120. The ou
is the encrypted di stributed information (EDI). The
of the known nethods of 10 encryption and decryption. One such exarrpl e |s
DES. See D.E.R Denni ng§ Crypepgr aphy and Qgta Security,
Addi si on-Wesl ey, Readi nf8 MA, 1983%N1n &
\ \
\ h N
> - -
- 5 & 3]
2q o c =D 2 5
@ pat— + 8 ES .87
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. step 130," the information provider decides whether to put the EDI and Sl in

. one or nore distribution nmedium Furthernore, the information provi der

deci des whether to encrypt any of the SI. In step 140, the distribution 15
package is then send out to the information consuner. 2. Access of

I nformation FIGS 7A-B il lustrates the manner in which the information
consuner accesses and uses the imr mat i on cont ai ned in the

di stribution package prepared in e section above. "tm-F-&—7--the

i nformati on consumer reads in 20 the file containi NG L Igg sel ect ed I | st
(SLF) fromthe distribution mediumin step cct Has Been R

LT

Read the signatqre, *Sm", from / 171
the distribution medium

173 170

Use NDP, LGP and SGP to |_—" . _—

obtain the signature, “Sg"

175 177

No

Incorrect Signature

179

Signature Correct

Figure 7B
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150.. The output fromstep 150 is used as an input to step 160 where the SGP
1s enployed to generate the signature for the storage nmedium Next, in step
170 the signature of the distribution mediumis verified. In particular,
when a storage nediumis presented to a read/ wite peripheral, a
programcalled 25 signature verification program (SVP) is invoked. The SVP
checks whet her the signature of the iumis identical to the
signature indicated in the di stribution package. Referring to FIG 7B,
in step 171 the SVP reads the signature Smfromthe distribution

medi um The SVP then relies on NDP,

o

ation
’LConsumer

25
/ flnform

}

Figure 1

/ 20
f Transmission 1

’L Channel

\\\\\

/-

J

/ 10
Information ‘]

{ Provider
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13 LDP and SGP to generate the signature Sg of the distribution
mediumin step 173. The outputs of step 171 and 173 are conpared in
step 175. If there is no match, then a condition of incorrect
signature is indicated in step 177. There are two possibilities for
the incorrect signature: (1) a read/wite 5 peripheral fails to transfer
the nonuniformties fromthe distribution lumto a copi ed nmedi um
or (2) the storage nediumis a copied or unauthorized

Figure 5

Figure 3

This is the replacement shest
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.medjum Both outcones are detected by the SVP in step 175. It follows that
an evade programis invoked in step 180 to halt the program al together.
Assum ng that there is a match of the signatures in step 175, then the
present 10 invention reads the device ID (DID-R) fromthe information

consuner's device and fromthe designated storage device (DID-S) as
shown in step 190 of FIG 7A. Next,3fne | D of the designated device
is authenticated in step 200 by the evi ce vertfrsati on program DVP.

The DID-R fromthe information consunmer's
stored DID-S for the designated device. If there

120
140

L~
130
Ve

-
7
/

Encrypt necessary
Prepare supporting
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o Part of information
Store them on

using EP
one or more

information
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110
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15 ., is*no match, an evade programis enabl ed as an unauthorized device is
+found in step 210. O herwi se, the positive matching of the device IDs in
step 200 activates the decryption key generating program (DKGP) in
step 220. Just as the EKGP in FIG 6A, the inplenentation of DKGP
depends on the particul ar EP/DP schene enpl oyed. Referring again to
FIG 7A, the signature 20 of the distrilgfon nediumand DID-S are inputs
to the DKGP or ot her decryption key generating program The DKGP
generates the decryption key (DK). Wth the decryption key from step
220, the present invention enables the information consuner to
decrypt the encrypted information (EDI). It

Choose an integer "k* based on the characteristic of | 65
the medium e.g. type, capacity.

1

Examine the List 66
output by NDP —

\_/ ‘

Pick "k" elements from this | 67
Nonuniformities List at random

' 70
1 /
Pick "k" uniform bits, not in the 68
nonuniformities list, at random "

\

~ Randomly permute this 69
g picked list of elements —

Output this selected 71
List "

Figure 6B
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.shoul d "be understood by one skilled in the art that the output fromDK is
the 25 distributed information (DI) in its natural or clear form

Finally, the distributed information is transferred to the designated
device in step 240. Whil e the present invention has been descri bed
particularly with reference to FIGS. 1 to 7 with enphasis on a nethod
for utilizing nmediumnonuniformties 5/7

For each element in the Selected List:

Fetch some pre-determined / 81
attribute of the element from
~ the medium

80

Apply a pre-determined / 83 /
function/manipulation to
the list with attributes

Output the outcome as the / 85
Signature
Figure 6C
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14 to minimze unauthorized duplication of information in a distribution
environnment, it should be understood that the figures are for illustration
only and should not be taken as a |limtation on the invention. In addition,
it is clear that the nethod of the present invention has utility in many
applications where copy protection of information is required. It is
contenpl ated that many changes and nodi@ffZati ons may be made by one of
ordinary skill in the art wi thout departing fromthe spirit and the scope
of the invention as descri bed.
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15 , " CLAI M5 1 1. In a systemfor distributing information
including at least a 2 storage nmedium and at |east an output device, said
information including 3 both distributed information (DI) and supporting
information (SI), a nmethod for 4 preventing unauthorized use of said
information on said storage nedium 5 said storage nedi um havi ng

nonuni formties and uniformties, sai ‘npthod 6 conprising the steps of:
7 generating a signature fromthe nonuniformties of said

st or age

Read the signatm_:re, *Sm", from / 171
the distribution medium

173 170

Use NDP, LGP and SGPto |_—" - —

obtain the signature, "Sg"

175 177

No

Incorrect Signature

179

Signature Correct

Figure 78
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o rgeevem—ni®

8~ medium 9 i ncorporating said signature into
‘an encryption key and 10 encrypting said information prior
to distributing said storage 11 medi um 12 fasw-o zfer

permtting access to said storage medium by said device in 13
response to verification of said signature, and 14

generating a decryption key with said si gnmre for decrypting 15
said i nforﬂam &nraﬁﬁi‘?‘pqrmLH My-access to said information by 16

..........

i'tal] information. - 3.7 Thenethod
4, d ;i nf ormati on may 2 bengsryﬁgey art

& i V)@ i__,,,_;_i,::he%netlhod as defined in clai ”m'”m mﬁ, cefl o

i nf orm
as def
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»

2 function of a list which conprises of said nonuniformties,
and 3 their -attributes. 1 5.

wherein said |ist may be a2 subset of all
uniformities a ﬁhetlHasBdeiRé : 6.

R s

uniformties
The nethod as defined in claim4,

of said nonuni formties,
The nmet hod as

Figure 4

Figure 2
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2 arbitrarily selected. 1 7. In a systemfor distributing
dinformation inctuding at |least a 2 storage nmediumand at |east a
desi gnat ed devi Chie sai d device having an 3 wunique identification (ID)

nunber, said i nfofpneet B gl udi ng both distributed 4 information (D)
and supporting i I}C,eda met hod for preventing 5 wunauthorized

use of said infor storage me@f@m said storage 6 nmedium

havi ng nonuniformties ormties, said nmethgd-—conprising the 7

steps of: 8 generating a signature] frgm tthe nonuniformties
o

of said storage
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9 medi um 10 I ncorporating said signature

and said device IDinto an 11 encryption key and encrypting
said information prior to 12 di stributing said storage

medi unmy 13 permtting access to said storage nedium by said
device in 14 response to verification of said signature and
said device ID, 15 and 17 Th@SRRF s B8G R3p

decryption key with said signature and said

Choose an integer "k" based on the characteristic of | 65
the medium e.g. type, capacity.

Y

Examine the List 66
output by NDP |—

Y

Pick "k" elements from this | 67
Nonuniformities List at random

1 /'70

Pick "k" uniform bits, not in the 68
nonuniformities list, at random |

|

Randomly permute this
a ) 69
picked list of elements —

|

Output this selected 71
List L

Figure 6B
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17 device ID for decrypting said information and permtting

access 18 to said informati on on sai d devi ce. 19 1
8. The nmethod as defined in claim7, wherein said information 2
conprises any digital information. 1 9. The nethod as defined in

claim7, wherein said information may 2 be encrypted in part or in total.

This Sheet Y.

/mm//m/m/nﬂ??’t?“d

For each element in the Selected List:

Fetch some pre-determined / 81
attribute of the element from
the medium

80

Apply a pre-determined 83
function/manipulation to /
the list with attributes

|

Output the outcome as the
Signature /

85

Figure 6C
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their

said subset may be arbitrarily sel ected. 6/7

10.

function of a list of said nonuniformties,

but es.

attri butes.

11.

uniformties and t

The nethod as defined in claim7, wherein said signhature is

heir

The nmethod as defined in clai m-10, ..wherein

Il

ies and ™

said |ist may be a subset of all of said nonuniformties, ypiformt
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Figure 7B



