MO 03/ 100686 PCT/ SG03/ 00124 A COMPUTER SYSTEM FOR AUTOMATI NG THE CONTROLLED
DI STRI BUTI ON OF DOCUMENTS FI ELD OF THE | NVENTI ON This invention relates to

a conpuirzgs oBivedsem for automating the distribution of dogtredizmefAaquUi ring
control of the parties who can view and print the docunents. SUWARY OF THE

document Ehe O R A sy a0y nt  ng Che
docunent thensel ves .anﬁ%@@@gﬁpﬁgﬁgﬁ%@%@%ﬁi nted copy to the party
requesting the docunent. As an exanple while an exporter can currently in
sone | GEESdD OOF TBEE INMENEIGH! i cation for a certificate of origin

electronically there is still the requirenent to physically _collect or
have del i vedip inventéen ralates tq @ compaiarisysigar for putmamgthepligtibptioe e6sed and

pri nt eg. US 2001/ Q013025 dféﬁ@ni bes . a rrgt hod of cocgt rolling the printing

pr oces SOBYMERZFPHYIBE LONHP e4BIHGRAN RO pA HicRaRREERIN thesdogumentst er . Thi s
met hod requires that the conputer that is to be used for printing have the
speci alised software installed. Qther software such as Adobe Acrobat all ows

the cr ' ' ﬁ?g; protected by limt printing but because
3¢ v or 0 ?ﬁﬁeIC?${}%ﬁ he

t he user has a ‘copy there is a security risk that the

Pr ot ect i on GamdRHOMEE ISP parBHWYARY (OFirkitE MBIV ikt B @odHres e the

i nvention may broadly be said to consist in a conput'er system for allow ng
t he separty wouddrégricoprinieg of e doaaneént bigpdsting the dbcwanemirthemetlvent i cat i on
froma certifying or authenticating authority in electronic formupon

appl i cand physipadbeflelivinngalpsimtédbeopy tmthef partye taquesting broydeaineenti ns such
docunents in copy-protected paper formto third, partiges conprising: neans
for as¥erA¥anpic wildlcranexportes spp cHEBIE H gomaissdictions f%ﬂ@em)hm@%) WO

03/ 100?0%'621 Ica:gl:[{ﬁ%%?e% (c)uj'izgﬁl eﬁactronicaliy there is still the requirement to physically
collect or have delivered the certificate once the certificate has been processed and

printed.

US 2001/0013025 describes a method of conirolling the printing process by
having specialised software print directly to a printer. This method requires that the

computer that is to be used for printing have the specialised software installed.

Other software such as Adobe Acrobat allows the creation of files that can be
protected by limit printing but because the user has a copy of the file the there is a

security risk that the protection can be overridden.

SUMMARY OF THE INVENTION

The present invention may broadly be said to consist in a computer system
for allowing the secure creation of documents requin'ﬁg certification or
authentication from a certifying or authenticating authority in electronic form upon
application therefor by subscribers and for controllably releasing such documents in
copy-protected paper form to third parties comprising: |

means for assembling the text of said documents;
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such ‘docurments in the description is for illustrative purposes only. The
generic trusted docunent repository is also suitable for distribution of
ot her cewbigbiieRs®©r secure docunents where it is desirablperisgos@eiii ct the
nunber of printed copies made by a gecipient. A Certificate of Oigin (CO
I's a docunent, required by foreign governnents, declaring that, goods in a
par t isgil Aochmbatsnial ikenddschpiigumin forailmstritive puzpases enbsburkhey BSIETH i gi n.
Referring to Figure 1 the secure ﬂocunent.regository 101 h n interface
for ieemdudbamiémarepbsitornis elgsoseitable fop utipn of pther; e 1§8 Por

communi cating with an _authorising authority..103, an inter or
commseduretdoogmentsiwherd dids desitable &@SVF%S{‘% gﬁ@eﬁ%ﬂprgﬂgd 50815% gﬁzgqé:) re 105.

* Communi cati on between the document repository and the exporter/agent 102,
t he awtahgeipiettg authority 103, and the document receiving party 104, is
made using secure comuni cation nmethods such as publie key encryption
Infrastructure to ensure that all comrunications are secure and trusted.

In additi np@gﬁifgﬁt@g { 86 Orikfh GQIIPNCH &duibnt hogirdd eby Freigrecur e

docunent assenbly engine 106 for assenbling the

doc“@ﬂ%&nﬁ%ﬁ QMirkng tHAYgBPE e alPtitekar antenatiogal Heppreogpes of ot t he
docu and ’comunicati on with the various parties follows a work flow

agre%%ﬁ&ﬁn&pq)f(mgqﬂori sing authority. The repository has .a data store
to store inforfration on the various parties. In the preferred enbodi nent
the communication interface is provided by a web server. The web server

provi des the comuni cation channel between t.he Al - epository.
The web s®&eferringds lagumﬂtfbﬁﬁafage?'ac'é‘ﬂﬁ’\éf@% ilgz&}aé%gglfe}%&awﬁgfregi st er

with the repository. In alternpatj oL Men{eh R gt onruni cat e
wi t h comsRIHeating with an porfer g2 %’ﬁgipaknom{egg%%rﬁg%é eﬂgt rlg?\?fgg dat a

oL G SN OEE "AfRodHe PoRS altifferfide e siiinAnichling With G3/db00MaG1

pCT/ 8803} ficdtion code and security code in association with
the ‘i’?ée?vlﬁghia?tgt £04 Bhe™ ddts staae 0S¢ aConmidinicationThetwegundhe decwmentni c
certifircatfon o6f documents froma particular, certjfyi ng103 i ih

repository and the exporter/agent 102, the authorising authofity , an e

document receiving party 104, is made using secure communication methods such
as public key encryption infrastructure to ensure that all communications are secure
and trusted. In addition to interfaces to communicate with the parties, the secure
document repository has a document assembly engine 106 for assembling the
documents and a work flow engine 107 for ensuring the progress of the dqcument
and communication with the various parties follows a work flow agreed to by the

anthorising authority. The repository has a data store to store information on the

various parties.

In the preferred embodiment the communication interface is provided by a
web server. The web server provides the communication channel between the
parties and the repbsitory. The web server has an interface to enable
applicants/agents to register with the repository. In alternative forms the repository
would communicate with some of the parties using other known secure electronic

data interchange methods such as MIME based secure EDL



authority a user will apply to the authority via an online formserved by
the repository web server. The repository wll process the user's request
and forwapdsdobss user' s request and details of the user poriskeshdentified
certifying authority for approval. $n the preferred enbodi nent the
repository would via electronic mail notify the certifyin%iauthority t hat
a US§leliBftafieNe6as 86d becbity @bienedssociatippiwitlf the dasecolle¢ted oghthenl i ne, the
authority would then log onto the repository via the web server and

aut happleationefortaer or rej ect- the application as the case may be. In an
alternative enbodi ment the repository would communicate with the
certifying authority using electronic data interchange nethods and the

repositor woul d receive the approyal back i e Sa . ce
oproval Thasersest clestmmaecriicantn ok dpampenis o B RRRIA R ing e, o
allowed to apply fof, centifigd : r QIM; r tdrl-yd hori t
t hat aﬁg’é’“&bpﬂP %éd@ﬂeaﬂfgglrmlsﬁlet 8‘(}@%}*%%%% Blgié{lé;qgtﬁgr %éri{(%d gjs?/ sbﬁ:l:l!'it ati l)nyvm' th
t he user.identifj i : : il tre foswagl t he
r epo§?ﬂ°§?t§’%@’l§bs§3?€égf ﬂgr% g%troggg’f’l“?@;océ\é\/seirhgngﬁgﬁorﬁ?im{uﬁg u_serag%seeks
certigd ﬁgerdsoféﬁﬁgﬁt snd HeEHs \iFahenilstne tier Mentified repfying eytheeity $er ver wi | |

0

al l ow users el egate authority to agents to enable agents tq apply for
cert iaggﬁﬁaﬁoﬂﬁﬁétﬁem&hﬁhbodimmt fihe rajositage sould wimElearaIG@Alat i on i s
made nust al so be an authorised user and authori S(ﬁjv@/ {Ohe regevant

cer t inbify thereertifying yautiorty dipbs juser haduasuseled &0 by allongdio-2PRIN e egat i on

I nf ti ' I ati Wth |pf ti kept . : / t
and_coiticaion griinenthe eyaprbt hould e fog g ek epayiots v Bl *) FOCT S

agent's del egatian 1,0 a appl ying.f : i fi ' _particul ar

cert iSPWﬁﬁn‘ig’fttlB’F‘F? ﬁse?rﬂggxﬁeg%gglép@%@ndsgﬁ !c%% l?%?r%peserved by the WO
03/ 100686 PCT/ SG03/00124 7 If the repository web server identifies that
it is an agent applying then, having authenticated the agent, the

r eposi t or Ya Wiyl AlterRateRe Binbodifent! thedepesitrgreould commamicate vwith the agent is
authorised to apply on behalf of, and require a selg&ii on front1thi s list
bef okertifying slithorityhasingeslectvirtin data: intershange matheds; and ithh SeRGPDI y f or .
When an application is nmade therﬁleposi tory not !éﬂ es thﬁg@sﬁ%’ gg ‘ﬁUt hority
202 wawd abesive dhe @ppeaval tagk 18 ﬁp‘iﬁmecﬁlaﬁﬂ?f"h WP He "Ahd“The i ssuing
aut h%i'zlmttgd \%el: Irepository will Tecord that the user is allowed to apply for certified

documents from the certifying authority that has approved the user 5o to doin1t’s

data store in association with the user identification code. The user will need to
apply using the repository web server for approval for every authority the user seeks

certified documents from.

Via online forms the repository web server will allow users to delegate
authority to agents to enable agents to apply for certified documents on their bebalf.
The agent to whom the delegation is made must also be an authorised user and
authorised by the relevant certifying authority. The repository web server will store
the defegation information in association with information kept on the

exporters/agents and certifying authority in the repository data store.

A user may limit an agent’s delegation to a applying for certification from

particular certifying authorities. This is done via an online form served by the



approve or reject the application using an online web interface or using
secure electronic data interchange nethods. |Issuing authorities nmay

del egat avo bg1mpgr oval of certification to the repositorycrgaesenps oval of
the repository may be limted to, for exanple, certifications below a
certain threshold value or a particular type of <certification. For quality
control delegation nmay require that a proportion of applications is sent

to the authority for checking. befare approval. Wien . the jssying authority
has appr oVicire TeROSHoRY M@§t$mrs$@t@6§m?gmls Al AZERLRRPIRIG th%ll, %RV l%gcr eate a
two certif.icates using,the data provided t pRLIL.C , certifying
aut h@Pﬂ"F?t“Eﬂ}E‘a ﬁlfs%gqnl}l Tepgsiiory ?‘ﬂ p&%@ﬁ?ﬁﬁﬁﬁgpggcﬁéﬁta:gét ({%Jeggrrseposi tory
> will store. i.n_the N t.a4S T, \;k4 cat es
U Sl bR TSSO bl U2 iy T RAc I BBt cates
docuRRALe hioViAHRUAS adt Pt a 2ot b elidifichlihctomppiyl fne version s creat ed
i ncorporating e officral indicia, repository docunment number and
repository security code. Once the docunment is assenbled the repository
electronically notifies the applicant 203 (and if requested the third
party 204Wiesuid apyslidation do made he repositoryl metifiesthe issuing authority P2docunment is
avai |l abl e for_ el ectronic collection. The notification will. include a web
page viideetsanioawdl that amepplisptien has heaomade and the wsamsmthoriy 398 opri at e
security code so that the party.is able to view a.copy of. the digital
docuBBRIOVG QT Feifect | the campdica Wtﬂ%mgdatbéiﬂi CsYE ‘BEer%‘CBa‘}(Fk“ﬂng%"F\kE?d t he
I nf or I an an oyerseas . - ' ires the
docurErrong A leR R D lo R Byl BhaI0RRs rifPadkeu I al ROV 2S00
prin e £ ' n JicFiRE rddshiobhi E,qﬁolsm' ited Yo,and be
aut h%??@égc%&?ﬁgﬂ%eﬁ? yi gegﬁt%rﬂ?‘t%if 0\%{10 g rti?ﬁ;da docunent sothey W sh

t 0 pdéxatignenekirfificiions BeloRod ictanmntheeshbld helueest a fpartienlaratyphoofi ty. The
application can be nade online via the repository web interface and is

pr oceatifidation] t Rer iqublityreontiol sielegation rmey gequire” Weh e preporiien (9fe party who
wi shes to print was a party, who w shed: tqg apply online. In order to print,
t he ﬂmdmm%lsiﬁﬂht%@@ﬂﬂlﬁlmf@'(ﬁhepg!"gél?%??&rﬂﬂﬁ‘,w he repository forwards a

data streamin a print control |anguage directly to a printer.

When the issuing authority has approved the application the document
assembly engine will create a two certificates using the data provided by the
applicant, the certifying authority business rules. After the documents are created
the repository will store in the documents in its data store. The stored certificates
will be in a form approved by the issuing authority.' One version of the document is
created without an official indicia and one version is created incorporating the

official indicia, repository document number and repository security code.

Once the document is assembled the repository electronically notifies the
applicant 203 (and if requested the third party 204 requiring the document) via
electronic mail that the document is available for electronic collection. The
nofification will include a web page address based on the repository document
number and an appropriate security code so that the party is able to view a c¢opy of
the digital document via the Internet. A third party such as a bank my forward the

information to an overseas bank or customs office 205 that requires the document.



The data stream corresponds with the fully certified document including
certifications (seals, stanps, signatures etc). Exanples of such printer
control woagpwseges i nclude pcl and postscript. In the pretescgsnaspodi ment
Sun M crosystens Java Print Service APl via a java applet is used to print
a data streamin_a printer control | anguage directly to pri.nter w thout
per mi t ti ngPagies whey &?%rﬁ)i ablade g qqﬁ‘eggcwapw r@%ﬁémeﬂﬁgé‘?ﬁ%ﬁﬁg usual | 'y

e, JWUB PG RER, AL RSt by B8 eroding, dufly V8 “Gied nce and 1 s
meanc RS, 07 8280 o iy Othohiuill bAuRTEblheHRESE B b S2 S0 by

atr ARAMRA, ardtichid j : k

Ty SR e AppRa bl g BE mddsorl B A R depofitond WD PR 0 o) casi ng
cer t iif ippdeested Bhd ahé iifR@Eof @Eot6R Th She RaRPHmARNE 8S i thdpaty Wi mto third
parties conprising: an approval interface for enabling a certifying

aut howishes toqrigt was\eepartycwho ivfisled toapphusdiére i cat ed docunent for rel ease;
third party display neans for allowng a third party to view a said
docunent approved for release without certification or authentication

indicia ingserted; and hird party .print nmeans, which allows said third
party to a'écﬂfégli te, IMtrtheodocments dRp seerser ansh ceagpggé JAmRpess g, g
docunent .incl.uding certificati.on or ., authentication indicia an a printer

| oo arciasitoRs forsyard & Slata oiréedh iR h iy, Ao e Moy 8. pRt |

i ncl ugli.ng;. i S i d Wm&?'ﬁ d jats ki cia; said
apprg?gl g1|an egrt_feggg {5%‘?@ éggs rr%’grhlsqg%rﬁg_ cer ﬁ‘g‘?ngag'?‘ﬁgf&tfﬁggt"%% ng

aut heestificationgs Fstats, IRSMPE néi%pémﬁ‘é% 8yl Ekivaplesi 85 bk thrirtek ebarrél be stored
in said repository; said third party display neans is programmed to

r et r langaagessiachhdd pecliamhpostscript.

In the preferred embodiment Sun Microsystems Java Print Service API via a
java applet is used to print a data stream in a printer control language directly to a
printer without permitting user intervention. Because the Java Virtnal Machine is
usually installed on a computer with a web browser it is only necessary to download
the Java Runtime Environment. Such a download need only be done once and is
available at no charge. In addition the security model built into Java means that the
receiving party can be sure that the applet was created by a trusted party, in this case
the repository.



without indicia for viewing by a third party; and said third party print
nmeans i s progranmed to retrieve a said docunent with indicia for printing
on sai dwoestwssd ocal to said third party. 3. A conputer peyscemamss cl ai ned
inclaiml for allowing the secure aneation of docunments requiring
certification or authentication froma certifying or authenticating
authority in electronic formincluding: nmeans for assenbling the text of a
sai d_docunent; a repository for storing assenbled docunents and

cer t CLAIMBon or authentication indicia appropriate to selected classes of
docunents. 4. A conputer systemas claimed in claiml for allow ng the

secure CrRbirpielsysERFRTeBA oA IR BEIFEH 7 bfHRnAba@Y! NeNt i Cat i on

fro ertifyin Xr aut.nent | atli .E%]P%OI’I ln.eﬁ[eécﬁr%nlcformu on
appquocgﬁ%# Wh%PgtPJPteBtfedﬁi‘BSEf% gmgﬁ&’art&s CO%’_ERHW: | ably rel easi ngps uch
docunent <0 apPEd) ijefacecios gnphling a certitying anthardy paappreve acenphiedi ng: a
subsyanthenticaicd dbewmehtofor relgasest i ng t he assenbly of a specific docunent and

for  suppleird gad dispiaemhiscior auwﬁiﬁ Bi#PH &fviea@%éﬁ?a ¥iobithent hat

docy %ed%%ea%gﬁﬂigﬁ%?g&ltffﬁgﬂ&@ﬁr lg Ft? ati Slﬁ('g)di géjrg%eﬁ:'hgﬂa. reposi tory
for ori asse I? OCUEEE?l@ala d OB P A *NeEmNt i cation

i ndi_ci a 5@8‘?8@3’(’8.?’83%}” alogy ik Py BcioreAvest aRsER ©fRor not i fyi ng
t he ligpprdompmbercofcopiasiopln gf srid docwanni inaluding eartificatianonf a request for a
doc amthenticatipn indivia o atprinterdocaino dhiatabird pattycat i on by that authority. WO
031100686 PCT/ SGX03/ 00124 13 assenbling said docunent with certification
or aut heﬁté&.ﬂ]%ﬁt?p .?é}ﬁ%@a&lr% ﬁlb . pl(rjﬁxﬁftfd . 11. A nethod for controllably
rel easi ng certl |%dc' Er.au% en?l cat e ocumme’s,.i.n copy-protected paper
form as BESHOTEOT IOTsforing dacymenty apd gsiasunted Bgicias verifying that said
docunent S&d gppe@vakint¢rfacednelndes meant for arqsatifyingior ahenticating or

aut frethoritato cayse dochients matht andiRithdutnmsdrted ibdicictorie stbteabinysaid! easi ng

cer tdpbkieskypr aut henti cated docunents in. copy protected paper formas

clai med &hq ahifd ParkP display YA ik Plogthiedb retrieve a said document
without indicia for viewing by a third party; and :
said third party print means is programmed to reirieve a said document with
indicia for printing on said printer local to said third party.

3. A computer system as claimed in claim 1 for alowing the secure creation of
documents requiring certification or authentjcation from a certifying or authenticating
authority in electronic form including:

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to sclected classes of documents.

4. A computer system as claimed in claim 1 for allowing the secure creation of
documents requiring certification or authentication from a certifying or authenticating
authority in electronic form upon application therefor by subscribers and for
controilably releasing such documents in copy-protected paper form to third parties
comprising: '

a subscriber interface for requesting the assembly of a specific document and
for supplying data specific to each request for assembly into that document;

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to selected classes of documents;

means for notifying the appropriate certifying or authenticating authority of a
request for a document requiring certification or authentication by that authority.



notifying an appropriate certifying or authenticating authority of a
request for a docunent requiring certification or authentication by that
aut hor i &y o5/fREIcvi Ng fromsaid authority approval to cerpiotycegadzdocunent;
and certifying or authenticating aisaid docunent. 13. A nethod for
controllably releasing certified or authenticated docunents in copy
protected paper formas clained in clains 10 to 12 including the step of
notifying said subscriber that an authenticated docunent is avail able. 14.
A met hod afsembding said dabimentelidneentidicaton of awttemticaionhsdicixfurediddocunents i n
copyyripfipgect ed paper formas clainmed in any of claims 10 to 13 including
the'step™of notifying at |east one third party that an authenticated
docunent -is available. 15. A nethod for controllably releasing certified or
authenticated docunents in copy protected paper form conprising the steps
of : leceidvingthoasufos contyelatdy releanng cetified or fagthentigated Segingnisiing speci fi c
dOC%B?ﬂbrotéét@ﬂmpsﬂﬂﬁﬁrdshﬂaimedenicﬂa&hﬂm inchidiag il stepsiofent can be certified
o aut NeOLiahe that ARl dcitlcAfofl bRl of AbiHiiriedbd, derument ;. and
noti fyi ng%‘_?i&tSl r @E‘ﬁgﬁ%’i e |caﬁ§ﬁd esdl d subscriber data that an
aut hent i ngfy CRUNERAG AQEIBeA 6  A method for control | ably
rel easing certified or authenticated docunents in copy-protected paper
f oriRas Almethed fon cohtzoliablp réleasingicertifiet er guthenticatad dotymeanisdai d
subgepy-pritedtbdpapbrcfopmt RMiedtis dldeclOhrludite theadtembd®. 17. A nethod for
cont o’ | ahNidEh apbRPriaR! dorlity itk Of aHERRMhE AL Pl ARiRest for o
copyé- r o etc e aper..£oLm as, ¢ ped. 1N chal &%_%16 whérein said step of
ver ?‘5‘\“?5’@’ rf’%'ﬁfj%gaﬁ glication i thentiggtion.by 8}{? t henti cated conpri ses:
not i fyi ngcarying foapsaid aathoslty apRroNal tercerifyrait decment: ad hority of a
request ¢atifidng aoauthenticatingn sdiddocement i cati on or authentication by that
authority; and receiving fromsaid authority approval to certify said
doCY4TeNt A method for controllably releasing certified or authenticated documents in

copy-protected paper form as claimed in claims 10 to 12 including the step of

notifying said subscriber that an authenticated document is available.

14. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 10 to 13 including the step of
notifying at least one third party that an authenticated document is available.

15. A method for controllably releasing certified or authenticated documents in
copy-protected paper form comprising the steps of:

receiving subscriber data and request for the assembly of a specific document
from a subscriber;

verifying that said document can be certified or authenticated;

certifying or authenticating said document; and

notifying a third party indicated by said subscriber data that an authenticated
document is available.

16. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 including the step of notifying said
subscriber that the authenticated document is available.

17. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 or 16 wherein said step of verifying
that said document can be certified or authenticated comprises: .

notifying an appropriate certifying or authenticating authority of a request for a
document requiring certification or authentication by that authority; and

receiving from said authority approval to certify said document.



