IDENTITY VERIFICATION AND ACCOUNT
INFORMATION UPDATING METHODS AND
APPARATUSES

TECHNICAL FIELD

[0001] The present specification relates to the field of risk control technologies,
and in particular, to identity verification and account information updating methods

and apparatuses.

BACKGROUND

[0002] In practice, identity verification usually needs to be performed on users. For
example, when a user makes an account information update, account information is
updated only after it is verified whether the current operator performing the account
information updating operation is an account owner, so that no loss is caused to a

user's account. Therefore, it is necessary to improve an identity verification method.

SUMMARY

[0003] On this basis, the present specification provides identity verification and
account information updating methods and apparatuses.

[0004] According to a first aspect of the embodiments of the present specification,
an identity verification method is provided, where the method includes the following:
obtaining personal information and network environment information of a current
operator after an account information updating request is received; separately
performing risk identification on the personal information and the network
environment information to correspondingly obtain a first risk identification result and
a second risk identification result, where the first risk identification result is used to
represent a risk that the current operator is inconsistent with an account owner, and
the second risk identification result is used to represent a risk that security of a
network environment in which the current operator is located is risky; and selecting an

identity verification method based on the first risk identification result and the second



risk identification result, and performing identity verification on the current operator
based on the identity verification method.

[0005] Optionally, the step of performing risk identification on the network
environment information includes the following: performing feature extraction on the
network environment information; and inputting an extracted feature to a risk control
model to perform risk identification on the network environment information.

[0006] Optionally, the personal information includes biological information of the
current operator and account information of a to-be-updated account.

[0007] Optionally, the account information includes historical transaction
information of the account, historical operation information of the account, and/or
network identity information bound to the account.

[0008] Optionally, the step of performing risk identification on the personal
information to obtain a first risk identification result includes the following: obtaining
historical transaction information input by the current operator, and if the input
historical transaction information is inconsistent with actual historical transaction
information, determining that the first risk identification result is "risky"; and/or
performing feature extraction on the historical operation information, and if a risky
feature is extracted, determining that the first risk identification result is "risky";
and/or obtaining network identity information input by the current operator, and if the
input network identity information is inconsistent with prestored network identity
information, determining that the first risk identification result is "risky".

[0009] Optionally, the step of performing risk identification on the personal
information to obtain a first risk identification result includes the following: obtaining
the biological information of the current operator; and if the input biological
information is inconsistent with prestored biological information, determining that the
first risk identification result is "risky".

[0010] Optionally, the step of selecting an identity verification method based on the
first risk identification result and the second risk identification result includes the
following: calculating a first risk score based on a risk identification result
corresponding to the account information in the first risk identification result;
calculating a second risk score based on a risk identification result corresponding to
the biological information in the first risk identification result; calculating a third risk

score based on the second risk identification result; and selecting the identity



verification method based on the first risk score, the second risk score, and the third
risk score.

[0011] Optionally, the biological information includes iris information, fingerprint
information, voiceprint information, and/or face feature information.

[0012] Optionally, the step of performing identity verification on the current
operator based on the identity verification method includes the following: inputting
the first risk identification result and the second risk identification result to a prestored
machine learning model to obtain an identity verification result of the current operator,
where the identity verification result is used to represent a probability that the current
operator is the same as the account owner.

[0013] According to a second aspect of the embodiments of the present
specification, an account information updating method is provided, where the method
includes the following: performing identity verification on a current operator
performing an account updating operation based on the identity verification method
according to some embodiments; and updating account information if the identity
verification succeeds.

[0014] According to a third aspect of the embodiments of the present specification,
an identity verification apparatus is provided, where the apparatus includes the
following: an acquisition unit, configured to obtain personal information and network
environment information of a current operator after an account information updating
request is received; a risk identification module, configured to separately perform risk
identification on the personal information and the network environment information
to correspondingly obtain a first risk identification result and a second risk
identification result, where the first risk identification result is used to represent a risk
that the current operator is inconsistent with an account owner, and the second risk
identification result is used to represent a risk that security of a network environment
in which the current operator is located is risky; and an identity verification module,
configured to select an identity verification method based on the first risk
identification result and the second risk identification result, and perform identity
verification on the current operator based on the identity verification method.

[0015] According to a fourth aspect of the embodiments of the present specification,
an account information updating apparatus is provided, where the apparatus includes

the following: the identity verification apparatus according to some embodiments; and



an information updating module, configured to update account information if an
identity verification result of the identity verification apparatus is "successful".

[0016] According to a fifth aspect of the embodiments of the present specification,
a computer-readable storage medium is provided, where the computer-readable
storage medium stores a computer program, and a processor executes the program to
perform the method according to some embodiments.

[0017] According to a sixth aspect of the embodiments of the present specification,
a computer device is provided, where the computer device includes a memory, a
processor, and a computer program that is stored in the memory and can run on the
processor, and the processor executes the program to perform the method according to
some embodiments.

[0018] According to the solutions in the embodiments of the present specification,
the personal information and the network environment information of the current
operator are obtained, so that the risk that the current operator is inconsistent with the
account owner can be identified, and the risk that the security of the network
environment in which the current operator is located is risky can be identified. The
two risk identification results are used together as the basis for determining an identity
of the current operator. As such, identification accuracy can be improved, an account
theft risk can be reduced, and security can be improved. In addition, the previously
described identification method is performed in real time, so that unnecessary
operations of the user can be reduced.

[0019] It should be understood that the previous general description and the
following detailed description are merely examples and explanations, and impose no

limitation on the present specification.

BRIEF DESCRIPTION OF DRAWINGS

[0020] The accompanying drawings, which are incorporated in and constitute a part
of the present specification, illustrate embodiments consistent with the present
specification and, together with the description, serve to explain the principles of the
present specification.

[0021] FIG. 1 is a flowchart illustrating identity verification, according to an

embodiment;



[0022] FIG. 2 is a flowchart illustrating an identity verification method, according
to an embodiment of the present specification;

[0023] FIG. 3 is a hierarchical architectural diagram illustrating an identity
verification system, according to an embodiment of the present specification;

[0024] FIG. 4 is an overall flowchart illustrating an identity verification method,
according to an embodiment of the present specification;

[0025] FIG. 5 is a flowchart illustrating an account information updating method,
according to an embodiment of the present specification;

[0026] FIG. 6 is a block diagram illustrating an identity verification apparatus,
according to an embodiment of the present specification;

[0027] FIG. 7 is a block diagram illustrating an account information updating
apparatus, according to an embodiment of the present specification;

[0028] FIG. 8 is a schematic diagram illustrating a computer device used to
perform the method in the embodiments of the present specification, according to an

embodiment of the present specification.

DESCRIPTION OF EMBODIMENTS

[0029] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, unless specified
otherwise, the same numbers in different accompanying drawings represent same or
similar elements. Embodiments described below do not represent all embodiments
consistent with the present specification. On the contrary, the embodiments are only
examples of apparatuses and methods that are described in the appended claims in
detail and consistent with some aspects of the present specification.

[0030] The terms used in the present specification are merely for illustrating
specific embodiments, and are not intended to limit the present specification. The
terms "a" and "the" of singular forms used in the present specification and the
appended claims are also intended to include plural forms, unless otherwise specified
in the context clearly. It should be further understood that the term "and/or" used in
the present specification indicates and includes any or all possible combinations of

one or more associated listed items.



[0031] It should be understood that although terms "first", "second", "third", etc.
may be used in the present specification to describe various types of information, the
information is not limited to the terms. These terms are only used to differentiate
between information of the same type. For example, without departing from the scope
of the present specification, first information can also be referred to as second
information, and similarly, the second information can be referred to as the first
information. Depending on the context, for example, the word "if" used here can be
explained as "while", "when", or "in response to determining".

[0032] FIG. 1 is a flowchart illustrating identity verification, according to an
embodiment. The identity verification process can be triggered by a client device. For
example, identity verification can be performed first when a user needs to perform an
account information updating operation. The account information updating refers to
operations of adding, deleting, and updating basic account information (e.g., a
password, a bound mobile number, and an email address) by the user. After a server
receives an account information updating request sent by the client device, the server
can request the client device to provide identity information used to prove an identity
of the current operator. The server can perform verification on the identity
information after the client device submits the identity information. The client device
is allowed to update account information if the verification succeeds. The client
device can send updated account information to the server.

[0033] On this basis, embodiments of the present specification provide an identity
verification method. As shown in FIG. 2, the method can include the following steps:
[0034] Step 202: Obtain personal information and network environment
information of a current operator after an account information updating request is
received.

[0035] Step 204: Separately perform risk identification on the personal information
and the network environment information to correspondingly obtain a first risk
identification result and a second risk identification result, where the first risk
identification result is used to represent a risk that the current operator is inconsistent
with an account owner, and the second risk identification result is used to represent a
risk that security of a network environment in which the current operator is located is

risky.



[0036] Step 206: Select an identity verification method based on the first risk
identification result and the second risk identification result, and perform identity
verification on the current operator based on the identity verification method.

[0037] Some embodiments can be performed by a server. In step 202, the current
operator is a user who currently sends the account information updating request to the
server. The personal information of the current operator can be used to determine an
identity of the current operator, and the network environment information of the
current operator can be used to represent the security of the network environment of
the current operator.

[0038] In step 204, the first risk identification result and the second risk
identification result can be represented by using Boolean values (1 or 0), where the
value 1 can indicate that there is a risk, and the value 0 indicates that there is no risk.
Or, the first risk identification result and the second risk identification result can be
represented by using scores. For example, a score greater than 80 indicates that there
is a high risk, a score greater than 60 and less than or equal to 80 indicates that there is
a certain risk, a score greater than 40 and less than or equal to 60 indicates that a risk
is relatively low, and a score less than 40 indicates that there is no risk.

[0039] In step 206, the identity verification method can be selected
comprehensively based on the first risk identification result and the second risk
identification result. For example, when both the first risk identification result and the
second risk identification result are "no risk, a relatively simple verification method
(e.g., sending an SMS verification code or an email verification code) is selected.
When both the first risk identification result and the second risk identification result
are '"risky", a relatively complex or reliable verification method (e.g., manual
verification) is used.

[0040] According to the solution in some embodiments of the present specification,
the personal information and the network environment information of the current
operator are obtained, so that the risk that the current operator is inconsistent with the
account owner can be identified, and the risk that the security of the network
environment in which the current operator is located is risky can be identified. The
two risk identification results are used together as the basis for determining the
identity of the current operator. As such, identification accuracy can be improved, an

account theft risk can be reduced, and security can be improved. In addition, the



previously described identification method is performed in real time, so that
unnecessary operations of the user can be reduced.

[0041] In some embodiments, the personal information includes biological
information of the current operator and account information of a to-be-updated
account. The biological information is information that includes an inherent
physiological feature of a person and is obtained by using a biometric identification
technology, for example, fingerprint information, face feature information, iris
information, and/or voiceprint information. The account information can include
historical transaction information of the account, historical operation information of
the account, and/or network identity information bound to the account. The historical
transaction information can be information such as a time and an order address of the
latest transaction. The historical operation information can be login information,
logout information, etc. in a historical time period. The network identity information
bound to the account can be an associated mobile number, an associated email address,
a password protection question, etc. of the account. The account information can be
used to determine whether an affiliation relationship between the operator and the
current account is strong or weak, and the biological information can be further used
to determine consistency between the operator and the account, so that determining
accuracy is improved.

[0042] Therefore, risk identification can be performed on the personal information
by using the following methods:

[0043] Method 1: If the account information includes the historical transaction
information of the account, historical transaction information input by the current
operator can be obtained. If the input historical transaction information is inconsistent
with actual historical transaction information, it is determined that the first risk
identification result is "risky". For example, it can be determined that the first risk
identification result is "risky" if the order time of the latest transaction of the account
recorded in a system database is July 1, 2018 and the order address of the latest
transaction is A, but in the historical transaction information provided by the current
operator, the order address is B, which is inconsistent with the record in the database.
[0044] Method 2: If the account information includes the historical operation
information of the account, feature extraction can be performed on the historical
operation information, and if a risky feature is extracted, it is determined that the first

risk identification result is "risky". Features can include the number of occurrences,
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timepoints of occurrences, places of occurrences, and durations of various operations
(e.g., logging in, logging out, and using an account asset). The risky feature is a
feature that is contrary to an operation habit of the user in a general situation. For
example, the user logs in to the account multiple times by using different IP addresses
in a short period of time, or hundreds of transactions are performed for the account in
a short period of time (e.g., in one day). If a risky feature is extracted, it indicates that
the account is likely to be hacked.

[0045] Method 3: If the account information includes the network identity
information bound to the account, network identity information input by the current
operator can be obtained. If the input network identity information is inconsistent with
prestored network identity information, it is determined that the first risk
identification result is "risky". The network identity information can include an
account name, an account nickname, an email address, a password and password
protection question and answer related to them, etc. An account authenticated by real
name can further include personal identity information bound to the account, for
example, an ID card, a passport number, or a driving license number.

[0046] When the account information includes multiple pieces of the previous
information, a corresponding risk identification method can be a combination of the
three methods previously described. For example, if the account information includes
the historical transaction information and the network identity information, both
Method 1 and Method 3 can be used to perform risk identification.

[0047] In addition, in an embodiment in which the personal information includes
the biological information, when risk identification is being performed on the personal
information, the biological information of the current operator can be obtained. If the
input biological information is inconsistent with prestored biological information, it is
determined that the first risk identification result is "risky". A corresponding module
on a user terminal device can be invoked through a client device (e.g., a mobile
phone), and then upload the obtained biological information to the server. For
example, when the face feature information needs to be obtained, the client device can
invoke a mobile phone camera to perform photographing, and upload a face photo of
the user to the server after photographing is completed. Alternatively, the client
device can extract a feature, and then return the extracted feature information to the

SCrver.



[0048] In some embodiments, the step of performing risk identification on the
network environment information includes the following: performing feature
extraction on the network environment information; and inputting an extracted feature
to a risk control model to perform risk identification on the network environment
information. The extracted feature can include network type information used to
indicate whether a network is a public network or a home network and/or information
used to indicate whether a network IP address has been reported, etc. The extracted
feature can be input to a pre-trained risk control model (e.g., a binary model), and an
output result of the risk control model is used as a result of performing risk
identification on the network environment information.

[0049] In some embodiments, during selection of an identity verification method
based on the first risk identification result and the second risk identification result, a
first risk score can be calculated based on a risk identification result corresponding to
the account information in the first risk identification result; a second risk score can
be calculated based on a risk identification result corresponding to the biological
information in the first risk identification result; a third risk score can be calculated
based on the second risk identification result; and the identity verification method can
be selected based on the first risk score, the second risk score, and the third risk score.
[0050] The level of the risk score can be used to represent a risk of performing the
account information updating operation. The higher the score, the greater the risk is.
In an embodiment in which the personal information includes the biological
information and the account information, the first risk score and the second risk score
can be obtained, and the identity verification method can be selected with reference to
the third risk score. Specifically, the identity verification method can be selected
based on a weighted average value of the risk scores, or another algorithm or model
can be used for comprehensive assessment, to finally select the identity verification
method. In an embodiment in which the personal information includes only the
biological information or the account information, only the first risk score or the
second risk score can be obtained, and then the identity verification method can be
selected with reference to the third risk score.

[0051] The previously described identity verification method can be an identity
verification policy, for example, manual verification, or verification using an email
verification code or an SMS verification code. Alternatively, verification can be

performed by using a machine learning model. For the latter, the first risk
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identification result and the second risk identification result can be input to a prestored
machine learning model to obtain an identity verification result of the current operator.
The identity verification result is used to represent a probability that the current
operator is the same as the account owner.

[0052] In some embodiments, multiple available verification methods can be sent
to the user, and the user can select one of them. It is considered that the identity of the
current operator is verified if one of the verification methods succeeds. As such,
autonomy of the user can be improved, thereby improving user experience.

[0053] The previously described identity verification method can be implemented
by using an identity verification system shown in FIG. 3. The system can include a
data layer, an identification layer, and a recommendation layer. The data layer can
include an account information collection unit, a biological information collection unit,
and an environment information collection unit, which are respectively configured to
collect account information and biological information and network environment
information of a current operator. The identification layer can include an account
information identification module, a biological information identification module, and
an environment risk identification module. The account information identification
module can obtain data sent by the account information collection module, and
perform risk identification through identity verification, transaction verification,
and/or behavior verification. The biological information identification module can
obtain data sent by the biological information collection unit, and perform biometric
identification such as face recognition, fingerprint recognition, and/or voiceprint
recognition. The environment risk identification module can obtain data sent by the
environment information collection module, and perform risk identification based on
a prestored risk policy or risk model. The recommendation layer collects data sent by
the identification layer, analyzes the data by using various recommendation policies
and recommendation models of the layer, and then presents different verification
methods to a user. Therefore, personalized verification methods can be sent to the user,
which more adapts to actual situations and also improves the difficulty in avoiding a
risk by a malicious user, so that system defense robustness is improved.

[0054] In some embodiments, as shown in FIG. 4, a user can first perform an
operation by using a common self-service identity verification method. If the
self-service identity verification can be performed, identity verification is performed

by using the common self-service identity verification method. If the self-service
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identity verification cannot be performed (e.g., a verification code cannot be obtained,
or a mobile phone or a mailbox cannot be used), identity verification can be
performed by using the identity verification system shown in FIG. 3. An account
information updating operation can be completed if the verification succeeds. In some
embodiments, the following problem is alleviated: In a conventional identity
verification method, when a user cannot perform self-service identity verification,
identity verification needs to be performed by using background manual verification
method, which causes poor timeliness.

[0055] The solution in some embodiments of the present specification has the
following advantages:

[0056] (1) A current operator is verified by using biometric identification and
intelligent risk policies, and gradient personalized verification methods are output.
This can not only increase a self-service operation success rate of the user and reduce
unnecessary incoming calls of the user but also reduce a theft risk. In addition,
compared with other solutions depending only on interaction services using faces and
certificates, the solution substantially improves experience and also improves system
defense robustness.

[0057] (2) The innovative service method combining biometric identification,
account information verification, online environment risk identification, and
intelligent recommendation can be used to identify an operator more accurately and
effectively, thereby improving user operation experience while preventing the theft.
[0058] (3) A system that alleviates problems for a user altogether is provided to
replace a system in which manual service-based processing is needed and processing
duration is not fixed. In terms of user operations, verification can be completed
through only three steps. This greatly reduces the original processing duration of one
to seven workdays, thereby improving user operation experience while ensuring user
security in multiple dimensions.

[0059] As shown in FIG. 5, an embodiment of the present specification further
provides an account information updating method. The method includes the following:
performing identity verification on a current operator based on the identity
verification method according to some embodiments; and updating account
information if the identity verification succeeds. Further, an error prompt can be

returned to a client device if the identity verification fails.
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[0060] As shown in FIG. 6, an embodiment of the present specification further
provides an identity verification apparatus 600, and the apparatus can include the
following: an acquisition unit 602, configured to obtain personal information and
network environment information of a current operator after an account information
updating request is received; a risk identification module 604, configured to
separately perform risk identification on the personal information and the network
environment information to correspondingly obtain a first risk identification result and
a second risk identification result, where the first risk identification result is used to
represent a risk that the current operator is inconsistent with an account owner, and
the second risk identification result is used to represent a risk that security of a
network environment in which the current operator is located is risky; and an identity
verification module 606, configured to select an identity verification method based on
the first risk identification result and the second risk identification result, and perform
identity verification on the current operator based on the identity verification method.
[0061] For an embodiment process of functions and roles of each module in the
apparatus, references can be made to an embodiment process of a corresponding step
in the previously described identity verification method. Details are omitted here for
simplicity.

[0062] As shown in FIG. 7, an embodiment of the present specification further
provides an account information updating apparatus 700, and the apparatus can
include the following: the identity verification apparatus 600 in any one of the
embodiments; and an information updating module 702, configured to update account
information if identity verification succeeds.

[0063] For an embodiment process of functions and roles of the information
updating module 702 in the apparatus, references can be made to an embodiment
process of a corresponding step in the previously described account information
updating method. Details are omitted here for simplicity.

[0064] The apparatus embodiments of the present specification can be applied to a
computer device, for example, a server or a terminal device. The apparatus
embodiments can be implemented by software, hardware, or a combination of
hardware and software. Software embodiment is used as an example. As a logical
apparatus, the apparatus is formed by reading a corresponding computer program
instruction in a non-volatile memory to a memory by a processor processing files of

the apparatus. In terms of hardware, FIG. 8 is a hardware structural diagram
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illustrating a computer device where the apparatus in the present specification is
located. In addition to a processor 802, a memory 804, a network interface 806, and a
non-volatile memory 808 shown in FIG. 8, the server or electronic device where the
apparatus in the embodiments is located can usually include other hardware based on
actual functions of the computer device. Details are omitted here for simplicity.

[0065] Because apparatus embodiments basically correspond to method
embodiments, for related parts, references can be made to related descriptions in the
method embodiments. The previously described apparatus embodiments are merely
examples. The modules described as separate parts can be or does not have to be
physically separate, and parts displayed as modules can be or does not have to be
physical modules, and can be located in one position, or can be distributed on a
plurality of network modules. Some or all of the modules can be selected based on
actual needs to achieve the objectives of the solutions of the present specification.
A person of ordinary skill in the art can understand and implement the embodiments
of the present specification without creative efforts.

[0066] Correspondingly, an embodiment of the present specification further
provides a computer storage medium. The storage medium stores a program, and a
processor executes the program to perform the method according to any one of the
embodiments.

[0067] Correspondingly, an embodiment of the present application further provides
a computer device. The computer device includes a memory, a processor, and a
computer program that is stored in the memory and can run on the processor, and the
processor executes the program to perform the method according to any one of the
embodiments.

[0068] The embodiments of the present specification can use a form of a computer
program product that is implemented on one or more storage media (including but not
limited to a disk memory, a CD-ROM, an optical memory, etc.) that include program
code. The computer-usable readable medium includes persistent, non-persistent,
movable, and unmovable media that can store information by using any method or
technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. Examples of the computer storage medium include
but are not limited to a phase change random access memory (PRAM), a static RAM
(SRAM), a dynamic RAM (DRAM), a RAM of another type, a read-only memory
(ROM), an electrically erasable programmable ROM (EEPROM), a flash memory or
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another memory technology, a compact disc ROM (CD-ROM), a digital versatile disc
(DVD), or another optical storage, a cassette, a cassette magnetic disk storage, or
another magnetic storage device or any other non-transmission medium. The
computer storage medium can be configured to store information that can be accessed
by a computing device.

[0069] A person skilled in the art can easily figure out another embodiment of the
present specification after thinking over the present specification and practicing the
present specification disclosed here. The present disclosure is intended to cover any
variations, uses, or adaptations of the present disclosure, and these variations, uses, or
adaptations follow the general principles of the present disclosure and include
common knowledge or conventional techniques that are not disclosed in the technical
field of the present disclosure. The present specification and the embodiments are
merely considered as examples, and the actual scope and the spirit of the present
disclosure are pointed out by the following claims.

[0070] It should be understood that the present disclosure is not limited to the
precise structures that have been described above and shown in the drawings, and
various modifications and changes can be made without departing from the scope of
the present disclosure. The scope of the present disclosure is limited by the appended
claims only.

[0071] The previous descriptions are merely preferred embodiments of the present
disclosure, but are not intended to limit the present disclosure. Any modification,
equivalent replacement, or improvement made without departing from the spirit and
principle of the present disclosure shall fall within the protection scope of the present

disclosure.
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CLAIMS

What is claimed is:

1. A computer-implemented method for identity verification, comprising:

receiving, from a client device, a request for updating an account;

in response to receiving the request, obtaining, by a server from the client
device, personal information of a user of the client device and information of a
network environment associated with client device, wherein the personal information
comprises biometric information and account information of the user;

performing, by the server, risk identification of the personal information to
obtain a first risk identification result, wherein the first risk identification result
identifies security risks associated with inconsistencies between the user and an owner
of the account;

performing, by the server, risk identification of the information of the network
environment to obtain a second risk identification result, wherein the second risk
identification result identifies security risks associated with the network environment;

calculating, by the server, a first risk score based on the account information;

calculating, by the server, a second risk score based on the biometric
information;

calculating, by the server, a third risk score based on the second risk
identification result;

selecting, by the server, an identity verification method based on the first risk
score, the second risk score, and the third risk score; and

performing, by the server, identity verification of the user based on the identity

verification method.

2. The computer-implemented method according to claim 1, wherein
performing risk identification of the information of the network environment
comprises:

performing feature extraction to extract at least one feature from the
information of the network environment; and

inputting the at least one feature to a risk control model to perform the risk

identification of the information of the network environment.
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3. The computer-implemented method according to claim 1, wherein the
account information comprises at least one of historical transaction information of the
account, historical operation information of the account, or network identity

information associated with the account.

4. The computer-implemented method according to claim 3, wherein
performing risk identification of the personal information to obtain the first risk
identification result comprises performing risk identification of the personal
information to obtain the first risk identification result in response to determining that

the account information is inconsistent with prestored account information.

5. The computer-implemented method according to claim 1, further
comprising:

determining the first risk identification result as risky in response to
determining that the biometric information is inconsistent with prestored biometric

information.

6. The computer-implemented method according to claim 1, wherein the
biometric information comprises one or more of iris information, fingerprint

information, voiceprint information, or facial feature information.

7. The computer-implemented method according to claim 1, wherein
performing identity verification of the user based on the identity verification method
comprises:

inputting the first risk identification result and the second risk identification
result to a prestored machine learning model to obtain an identity verification result of
the user, wherein the identity verification result identifies a probability that the user is

an owner of the account.
8. The computer-implemented method of claim 1, further comprising:

in response to determining that the identity verification of the user is

successful, updating the account based on the request.
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9. A non-transitory, computer-readable medium storing one or more
instructions executable by a computer system to perform operations comprising:

receiving, from a client device, a request for updating an account;

in response to receiving the request, obtaining, from the client device, personal
information of a user of the client device and information of a network environment
associated with client device, wherein the personal information comprises biometric
information and account information of the user;

performing risk identification of the personal information to obtain a first risk
identification result, wherein the first risk identification result identifies security risks
associated with inconsistencies between the user and an owner of the account;

performing risk identification of the information of the network environment
to obtain a second risk identification result, wherein the second risk identification
result identifies security risks associated with the network environment;

calculating a first risk score based on the account information;

calculating a second risk score based on the biometric information;

calculating a third risk score based on the second risk identification result;

selecting an identity verification method based on the first risk score, the
second risk score, and the third risk score; and

performing identity verification of the user based on the identity verification

method.

10. The non-transitory, computer-readable medium according to claim 9,
wherein performing risk identification of the information of the network environment
comprises:

performing feature extraction to extract at least one feature from the
information of the network environment; and

inputting the at least one feature to a risk control model to perform the risk

identification of the information of the network environment.

11. The non-transitory, computer-readable medium according to claim 9,
wherein the account information comprises at least one of historical transaction
information of the account, historical operation information of the account, or network

identity information associated with the account.
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12. The non-transitory, computer-readable medium according to claim 11,
wherein performing risk identification of the personal information to obtain the first
risk identification result comprises performing risk identification of the personal
information to obtain the first risk identification result in response to determining that

the account information is inconsistent with prestored account information.

13. The non-transitory, computer-readable medium according to claim 9,
further comprising:

determining the first risk identification result as risky in response to
determining that the biometric information is inconsistent with prestored biometric

information.

14. The non-transitory, computer-readable medium according to claim 9,
wherein the biometric information comprises one or more of iris information,

fingerprint information, voiceprint information, or facial feature information.

15. The non-transitory, computer-readable medium according to claim 9,
wherein performing identity verification of the user based on the identity verification
method comprises:

inputting the first risk identification result and the second risk identification
result to a prestored machine learning model to obtain an identity verification result of
the user, wherein the identity verification result identifies a probability that the user is

an owner of the account.

16. The non-transitory, computer-readable medium of claim 9, further
comprising:
in response to determining that the identity verification of the user is

successful, updating the account based on the request.

17. A computer-implemented system, comprising:
one or more computers; and
one or more computer memory devices interoperably coupled with the one or

more computers and having tangible, non-transitory, machine-readable media storing
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one or more instructions that, when executed by the one or more computers, perform
one or more operations comprising:

receiving, from a client device, a request for updating an account;

in response to receiving the request, obtaining, from the client device,
personal information of a user of the client device and information of a network
environment associated with client device, wherein the personal information
comprises biometric information and account information of the user;

performing risk identification of the personal information to obtain a
first risk identification result, wherein the first risk identification result identifies
security risks associated with inconsistencies between the user and an owner of the
account;

performing risk identification of the information of the network
environment to obtain a second risk identification result, wherein the second risk
identification result identifies security risks associated with the network environment;

calculating a first risk score based on the account information;

calculating a second risk score based on the biometric information;

calculating a third risk score based on the second risk identification
result;

selecting an identity verification method based on the first risk score,
the second risk score, and the third risk score; and

performing identity verification of the user based on the identity

verification method.

18. The computer-implemented system according to claim 17, wherein
performing risk identification of the information of the network environment
comprises:

performing feature extraction to extract at least one feature from the
information of the network environment; and

inputting the at least one feature to a risk control model to perform the risk

identification of the information of the network environment.

19. The computer-implemented system according to claim 17, wherein the

account information comprises at least one of historical transaction information of the
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account, historical operation information of the account, or network identity

information associated with the account.

20. The computer-implemented system according to claim 19, wherein
performing risk identification of the personal information to obtain the first risk
identification result comprises performing risk identification of the personal
information to obtain the first risk identification result in response to determining that

the account information is inconsistent with prestored account information.

21. The computer-implemented system according to claim 17, further
comprising:

determining the first risk identification result as risky in response to
determining that the biometric information is inconsistent with prestored biometric

information.

22. The computer-implemented system according to claim 17, wherein the
biometric information comprises one or more of iris information, fingerprint

information, voiceprint information, or facial feature information.

23. The computer-implemented system according to claim 17, wherein
performing identity verification of the user based on the identity verification method
comprises:

inputting the first risk identification result and the second risk identification
result to a prestored machine learning model to obtain an identity verification result of
the user, wherein the identity verification result identifies a probability that the user is

an owner of the account.
24. The computer-implemented system of claim 17, further comprising:

in response to determining that the identity verification of the user is

successful, updating the account based on the request.
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