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Send an application authorization request to a predetermined server by using a credit
authorization system application on a mobile terminal
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A 4

Receive an application public key certificate and an application private key that are
sent by the predetermined server
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Separately store the application public key certificate and the application private
key in a credit payment application on the mobile terminal

1-S130

Send a credit payment data acquisition request to the predetermined server
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Receive credit payment data sent by the predetermined server, and enable a credit
payment function of the mobile terminal based on the credit payment data

1-S150
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Send a request for obtaining predetermined installation files to a predetermined server
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Receive an application authorization request sent by a mobile terminal
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Separately generate an application public key and an application private key
based on the application authorization request
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Sign the application public key by using a locally stored authorization private key, to
generate an application public key certificate
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A 4

Separately send the application public key certificate and the application private key
to the mobile terminal
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Receive a credit payment data acquisition request sent by the mobile terminal
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A

Generate, based on the credit payment data acquisition request, credit payment data
that corresponds to the mobile terminal, and send the credit payment
data to the mobile terminal
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Receive device parameter information sent by a mobile terminal
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Receive a request sent by a mobile terminal for obtaining predetermined
installation files
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A

Separately send the predetermined installation files to the mobile terminal
based on the request for obtaining the predetermined installation files
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Receive transaction information sent by a transaction terminal

1-S310

A

Generate transaction response information based on the transaction information, and
send the transaction response information to the transaction terminal

1-S320

A 4

Receive deduction accept request information of the current payment transaction
thatis sent by the transaction terminal

1-S330

A 4

Generate an application-private-key-generated payment license in the mobile terminal
based on the deduction accept request information and the transaction
response information

1-S340

A

Send the payment license to the transaction terminal, so that the transaction terminal
completes the current payment transaction based on the received
payment license

1-S350
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Receive transaction information sent by a transaction terminal

1-S310

A

Generate transaction response information based on the transaction information, and
send the transaction response information to the transaction terminal

1-S320

A

Receive application public key certificate return request information sent by
the transaction terminal
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A 4

Generate application public key certificate response information for an application public
key certificate on a mobile terminal based on the application public key certificate return
request information, and send the application public key certificate response
information to the transaction terminal
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Receive deduction accept request information of the current payment transaction
thatis sent by the transaction terminal

1-S330

A 4

Generate an application-private-key-generated payment license in the mobile terminal
based on the deduction accept request information and the transaction
response information
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A

Send the payment license to the transaction terminal, so that the transaction terminal
completes the current payment transaction based on the received
payment license

1-S350
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Generate signature data based on deduction accept request information by using an
application private key stored in a mobile terminal

1-S361

A

Generate TAC based on the deduction accept request information and transaction
response information by using a TAC sub-key that is pre-generated in the mobile terminal

| -S362

Use the signature data and the TAC as a payment authorization license

1-S363
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Subtract a deduction amount from an available limit in transaction response information
based on the deduction amount in deduction accept request information, to obtain
acurrentavailable limit

1-S380

A 4

Use the current available limit as an available limit that corresponds to a user on a
mobile terminal

1-S390

FIG. 13



14 /30

Send transaction information to a mobile terminal
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Receive transaction response information sent by the mobile terminal

1-5420

A 4

Generate deduction accept request information of the current payment transaction
based on the transaction response information

1-5430

Send the deduction accept request information to the mobile terminal
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A

When a payment license is received, determine, based on the payment license, that
the current payment transaction can be completed

15450
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Send transaction information to a mobile terminal
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Receive transaction response information sent by the mobile terminal
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Send application public key certificate return request information to the
mobile terminal
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Receive application public key certificate response information sent by the
mobile terminal
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A 4

Generate deduction accept request information of the current payment transaction
based on the transaction response information
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Send the deduction accept request information to the mobile terminal
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When a payment license is received, determine, based on the payment license, that
the current payment transaction can be completed
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Verify signature data by using an application public key

15481

Generate a transaction log when the signature data is verified
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A 4

Send the transaction log to a predetermined server, so that the predetermined server
deducts a corresponding amount of fund from a user account that corresponds
to a mobile terminal based on the transaction log

15483

FIG. 18



credit payment application

1010. Activate the credit
payment application
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A
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Mobile phone

Bus gate § Credit authorization
: : system application

2001, SNEP-Request (Get[read card information])

2002. Read data
2003. SNEP-Response (return a payment card number, an available limit, tgztrgﬁ]igo
an entry/exit flag, and information about a last transaction)
[
2004. Perform blacklist determining; and if the payment card number
exists in the blacklist, provide a prompt of rejection information
|

2005. Check the available limit and the entry/exit flag; and if the
available limit or the entry/exit flag meets a predetermined
condition, provide a prompt of rejection information

2006. SNEP-Request (Get[read an application public key certificate])

\ 4

2007. SNEP-Response (the application public key certificate)

2008. Read a stored public key in a credit licensing system, and verify a
signature on the application public key certificate. If the signature
verification fails, provide a prompt or rejection information. If the

signature verification passes, obtain an application public
key through parsing

A

2009. Calculate a deduction amount

2010. SNEP-Request (Put (payment: the deduction amount, a transaction
time, the entry/exit flag, and transaction information (such as a stop)))

2011. Generate a

payment license,
. including
2012. Return the signature data and the TAC < signature data
2013. Verify the signature on the signature data by using the and TAC

application public key. IF the signature verification passes,
record a transaction log. If the signature verification fails,
provide a prompt of rejection information
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system system
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Application-private-key-generated payment authorization generation unit
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Blacklist determining unit
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Threshold determining unit
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