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20 service provider's core network using an IP-based link provided by a local access point, than lo
connect through a wide-coverage base station in the provider's celiular network.
The HNB would, in most cases, use the end user’s already existing broadband
connection (e.g. xDSL, Cable) to achieve connectivity to the mobile operator's HNB Gateway
(HNB GW). Over the broadband connection and other possible intermediate IP networks (e.g.
25 the internet), a HNB communicates with the HNB GW in the operator's network via an IPsec
tunnel {Internet Protocol security architecture according to RFC 4301). The IPsec¢ tunnel, which
is established between the HNB and a Security Gateway (SEGW), protects the border of the
operator's network and the communication between the HNB and the HNB GW.
Further, the E-UTRAN standards for 3GPP Release-8 introduce the concept of Closed
30 Subscriber Groups, referred to as CSGs. Later releases of the UTRAN standards also may
adopt the CSG concept. Also several 3GPP working groups ars currently conducting research
and discussions on approaches that can be adopted for access controls of CSGs. In any case,
with CSG, particular HNBs can be associated with certain mobile terminals, or other user
equipment (UE), meaning that only the associated terminals are allowed to access the HNB(s).
35 The allowed CSGs are stored in a given ‘erminal, in a so called CSG Whitelist (that Is also
known as Allowed CSG List). Each HNB broadcasts a “CSG
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disclosed herein, methods are provided to enable the simultaneous support for both legacy UEs

and non-legacy UEs. Example UEs include mobile terminals, also referred to as mobile stations,
30 such as cellular telephones.

In one or more embodiments, new behavior is defined for a femtocell base station that
supports CSGs, and for a network gateway providing Core Network (CN) access to such base
stations. For convenience, CSG-capable femtocell base stations are hereinafter referred to as
HNBs, and the associated base station gateways are referred to as HNB GWs, and this

35 terminology encompasses Home eNodeBs (HeNB) and HeNB GWs. According to the new
behavior, the HNB GW does not perform access control for a mobile terminal attempting to
connect through the HNB, if the mobile terminal is indicated as supporting CSGs. In such cases,
the HNB GW defers to the CN for access control, including CSG authorization of the mobile
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HNB as indicating CSG support.
If the message indicates that the mobile terminal is CSG-capable, the HNB implicitly or
30 explicitly signals that capability to the base station gateway as part of initiating connection
signaling with the base station gateway. For example, the HNB includes the terminal’s capability
indicator or other such indicator in a registration message sent to the base station gateway. In
another example, the HNB alters, e.g. slightly, the registration/connection signaling sent to the
HNB GW in dependence on whether the terminal does or does not support CSGs. In such
35 embodiments, the HNB GW is configured to recognize whether the terminal does or does not
support CSGs based on the differentiated connection signaling from the HNB.
Further, in at least one such embodiment, the HNB is configured to obtain a (permanent)

mobile terminal identifier from the terminal, if the terminal’s initial connection messages did not
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i ncl uded dr ayiBgsse, ﬁ@'pEé%e@Eﬁ@BﬁtB-ﬁh%t%lfgb‘Eo PRAYONSSUMmarization! @ sefbcled 2

bl ock di agram of an enbodi nent of and associ ated base station

gat ewayeatjiies @ge @QY@Haﬁl% vsieeexhosa qkﬁleg 'W@rN@@'WQ”F@Wdﬁﬁ@?'éemﬁ pad

terp n%dvarltégb:éé}rorﬂtHeSfoﬁth?%taﬂécﬁ&éé’JQs% ahd tﬁ@ﬁ@@b@@ﬂ?avm%sa HNB and
associ at ed base station gateway, configured as a fentocell access node and

network gateway, illustrated in context with a wireless comunication

system that includes a GBRIEF DESCRIPTOONDF $HE DRAWENGBOW di agram of one
enbodi nent of Honme NodeB (HNB) processing as contenplated herein. 20Fig. 4

is a logic MG iBRANCKAIIAB 0 2R R/BHAA o3 HNRpaes pesesiRiqd-rgsegigtion

Pr 0Ces YaRava7SillGRA: TR dhRst W 8idbre RefivorR (G19) ahd @&b@lléﬂeﬂWnQI agr am
|IIustrat|n%further HNB OW pr ocessi ng deta| s a
f

pr deessi ng fDW BRI AINAH 0k 2 ABBAAMAH 0 HN@gﬁ@t%Séf"F'Bﬁgy?laé%é@ﬁ?rhg for a

UE t hatgagQRsy, feHiigateRRRrd refraseel a@éé:ésgwodz an8 n@tvﬂfr@gs@wguljsln@wcjdh @Qﬁt@i@ﬂvﬂfh one
enbodi ment of regl stration processing for a at does support

Fig. 83WreiesseorEauioayion sysled agliasv @S &R0t her enbodi nent of regi stratlon
processing fry. 3s Hhodid Adw dRGFas BPHRY dmiboefifent of Home NodeB (HNB) processing as

contemplated herein.
20 Fig. 4 is a logic flow diagram of one embodiment of HNB Gateway (HNB GW)
processing as contemplated herein.
Fig. 5 is a logic flow diagram illustrating further HNB GW processing details.
Fig. 6 is a processing flow diagram of one embodiment of registration processing for a
UE that does not support CSGs.
25 Fig. 7 is a processing flow diagram of one embodiment of registration processing for a
UE that does support CSGs.
Fig. 8 is a processing flow diagram of another embodiment of registration processing for
a UE that does support CSGs.

30 DETAILED DESCRIPTION
According to this detailed discussion, a HNB supports CSGs, wherein UE access to the

HNB is restricted according to a CSG white list. The HNB is communicatively coupled to a CN
through a HNB GW and, according to the teachings herein, the HNB and/or HNB GW determine
whether a given mobile terminal attempting access through the HNB supports CSGs. In one

35 embodiment, the HNB makes the determination and explicitly or implicitly signals that
determination to the HNB GW. In another embodiment, the HNB provides information to the
HNB GW—e.g. a capability indicator for the terminal—that allows the HNB GW to make the

determination.



30DETAI LED DESCRI PTI ON According to this detailed discussion, a HNB
supports CSGs, wherein UE access to the HNB is restricted according to a
CSG white list. The HNB is conmmunicatively coupled to a ON through a HNB OV
and, according to the teachings herein, the HNB and/or HNB OW determ ne

whet her a gilv 8ihensese.dhe BNG G 'SﬁP'ﬂf&bﬂfﬁqtﬁ@e%@é%sstqs?f‘ﬁﬁ'dﬁtﬁ%@Nl-fIQBtesmm%ﬁ'ts

CSGs. |tlﬁ‘at%’ﬁ@c§>@eéﬂbfagﬁenﬁﬂttanoftm WdVﬂhWGWQul@ﬁiaﬁéé’ﬂy%&é&Q and explicitly

or inplicitly gnal s that determnation to t | n anot her
enmbodi metratpﬁeommtls? ERAUGESS FPTEBRIRRIE it af%'”?ﬁéteﬂl‘@ W@t'@e C8Ceapahidlaysy

i ndi Cato‘?baééers AR th@EHﬁrﬂ;@hoﬁ F&be@'s'l@\é(ﬁn%i&he@ﬁl Plystrelymalom thEEN to perform

determ natio er case OWis configured to defer
accéss 3@6%3&9”@'60& the tQW'”%' dPC'kJ@P%%%GrWéPd@P@O@S@O@éMm termipgk anot her

vay, thnkiBeMYha HNEBEIW patbihsakessy &nﬁr@gﬂoﬁfernﬂtria%%&tod?@%i ih@iBate@@gest s for
termnals that are indicated as_supporting CSGs, and aa(gYs or passes al ong

the corfHBRAMRMCPESUBIUCE Ca%as Aiyenderieal eRtemRLe 36PSH tha threughctie HY'B

per f or RiiPBE ffScted P e tBImihAMfaild k&S FBrd| probésindthynge #MB GG based
aut hori zation of the termnal, Conversely, the HNB GW perforns access

control for H&rakPKaPehavipss Prvidersrtainriicienciss besadsf 86 RIACAGAOBEROS N such
cases, GeEkYSdbld RloBIRImMaRivif Bt atlehRESCESE abbtds oligh 8'9aBn HMB [iEsdhkie be

rejected if the termnal fails access control proceSS| ng by the HNB OWN The
above BeRiitaHst rﬁ?"@*\‘fﬁd’é‘séf@r e micETinaLationntieg cpwestioR thredahaa @'é%HB‘IB is

pr oposiidicled d95RipormRatt Gs, TR it & dob BfibidhSand ddordipiateboldRftto e @kdt access

through a given HNB unless there is a white |list match. Thus if a given
t ermi néHO”‘a%QCéﬁi)Wm@' RORATIIG: Siven oubis raady FERSHAELPSs hile fgltasd S&QSC”ber

SUPPOT tHyfHbricafan infoRatidnt Hb@e\b&t for Riobil€ tepiinaNHaBRe hePhbidhiddla8 sdgddiing 0 t he
CN for both access control processing, given the ON s ready access to CSGs

whilPe 1G3FS, drieiMor8iEsIPRIdP PELIPTHO AFLSS F%’htrq| At Wﬁrﬁfﬂﬁ; &Y. hasesAAoing & avrit | e

ter m nalesdiebay m%l@n@@6nrie@ﬁ'(brpﬁ?ﬁ*éiln%%vltﬁlilﬁ’@gNtfbf‘@rrﬂrﬁ%(t?ﬁat mdy Wéll ierbe ef fici ent
to perform access control at because doing so avoi ds needl essly

i nvoki RYthosRekigarhacqeghiirovd) etiNB-he ON for ternminals that may wel | not

be aut hori ZEh@s&ébo@%gﬂh@%@@\ﬁesprbbéééu%htﬁehﬂ\@%ﬂﬁd the HNB GWItagHRiRIdkidng drhe
above processing, the H\NB and the HNB OWeach i ncl ude one or nore

pr oces $IHE PEIGEEEING SIreUiR crgfiguerf oeagy oy g NG Aad HNB @WIPTPRESSW pr ocessi ng,

20pgspeeddettlaly, th1d pﬂe§erﬁé&ﬁ@t@trﬁ¢ ’g“i?ﬁlﬁjsﬁ‘ateE'agwon]hrmilHgl@@ahﬂil@& the BBBVE-i M ti ng
exanpl e of the above- describ and their respectively

associ &PEHsAGEES MG G(\,’V’r?lﬂﬁtf‘%'r respectlvelyﬁsgoqletpggchgggag FkEE18:0 i ncl udes
supporting phaGIREEh2E HNE ¢0idcRudds su@wmg&@obédsu@tdr@&m d1Ba GW ilidstiadied udes

supporti ng ;\),yocessl ng circuits 16 rovi des access for one or
nor e & HCHES SPRPQINGPTORESSNIFHICHItSA] §- ahstééﬁ%ﬁmwd@a@pe@ﬁs@rsqr&ﬁr

Those skdrk Inesbile Iferme@@@fota WN' d2 @RPkieSE R R nirhdicdtiof systbms ThedeaskilRE@EResi Ng

circuits 12 and 16 each nprise one or nore associ ated

mi éPopriict dBRIEEgiRinakEhe H'i“?%ﬁ?@ SrOCEBHNGLIERMT 42 2P d 6 |9REN 813y ICEEWESS ARE O

Ci I Ui trford AsEBYatE® AkrbiSrBcEY3Br/E8mBINE il 0E) o Bx MSiE &AE HNEY pdtessifydilcaig ed
to execute stored programinstructions On the formof one or nore computer

pr ogr arE/BOMFATBRISCIATREY MARS FOMRHE" RIEMDINGF 3§ GRRlUTaE [UACCHIEHRN I BFo%tRer
stor ag@nsfﬂt@\éll&w%s(m theforfrt &onBGr H&dt&h@uﬂbﬂﬂobﬁﬁn@dﬂiﬁﬂ% f&r'ib%n%oﬂih'@HN'Bt o HN\B
operations. Likew se, the HNB GN's processing circuits 16 may conprise one
or also may include memory or other storage devices, for storing provisioning information that
30 supports HNB operations. Likewise, the HNB GW'’s processing circuits 16 may comprise one or
more microprocessor/computer systems, and the HNB GW 14 generally includes or is
associated with storage devices or circuits containing a variety of provisioning information, such
as information needed for access control processing.
Fig. 2 provides a more detailed example illustration for the HNB 10 and HNB GW 14
35 introduced in Fig. 1. The previously described processing circuits 12 of the HNB 10 are
generally referred to herein as an access controller 12, and the HNB 10 is shown as providing
radio coverage over a femtocell coverage area 24. It will be understood that the HNB 10 is

configured to interface a number of mobile terminals 20—only one is shown for convenience—
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nore m croprocessor/conputer systens, and the HNB OW 14 general ly includes
or is associated with storage devices or circuits containing a variety of
provi si oning information, such as information needed for access control

processmg Fig. 2 provides a nore detailed exanple illustration for the
HNB 10 YERdNeIN BI%@WI - 3% iR ribRl OEICY\h1 4pigvides aqaess i tigi (N SPyHeIeshrided2 is

pr oces shbgn & (Ed?\‘t'é)@t %/Itﬂ}% \Mf’eléﬁ%oh‘h‘\%rﬂ&tleﬁ %yﬁémeéfeabhd'lt "r%flﬁfeéecﬂnérg; HREGKMGES an
access controller 12 i s shown as provid %QQ | 0 coverage
t

over aaﬂe‘}ﬁtwgatlor&wéwﬁ@a@p@wtm A'M\ §ArYe" %e'ﬂﬁﬂfe‘?@'ﬂ?f@& manie hBARD i s

confi guerdr bo pbﬁérﬂfsf&%é‘w&\é@Sﬁor%fcﬂ%bé&aé&%%&ﬁlo? fof Pndbik YerRiald S0.SBrOWN
for _convenience- wth the HNB ON14. In turn, the HNB OWN 14 provi des

accéss Pyrsehi@e Gl 22 maydpciuda yyargly Qf?th@ asiiBemnat gernaeiRtninicistuesion. sefies s

conmuNizaldehe SwWithRECHteraMSCE) driicsetdies GFA®BGpEINeEddsNBtENs).an
Aut hori zati on/ Adm_sSi on/ Account| ng (AAA) server 28. In one or nore

enbodi nent s Witthie Alalrgled \peiang@merdr 2 gV mndilg igiainal 3e has ppmeshanienaived

access a@@égsn@l thé ON PB I dnfoly, ehdichfingl ZPacdebs@CRE ICAE22 tHiGLdAN diderTBNB ﬂ)C lo|ude a
variety of other entities nhot ger mane to this discussion, such as Mbil

Swi t ChilhGUEEeBHes SNBig wikha RediovAcces TRty od (AN 30hga oV dsaiudfe wireless
Wb t %Mddrﬂlﬁa’ftlbﬁ"s@ﬁerﬂ@%fiﬂggr@éﬁéral @roﬁjaéﬁﬁ’d’h ’fﬂébF-INB 1oefilh B a é9mhasichiéh link

mechani snms for accessi ng the term nal 20 accesses the CN
22 thr é’@dﬂ the "g'N§@1WHrQBe 40, a QfPa‘ﬁtPﬁ”Sd'@tﬁ”@éfl Gﬂfﬁ.‘rec*éqf’g ARY FW@ Mt RTOWARIESS o

Access ghstskadcBANb 1RO CNes2, I%%hﬂéﬁﬂedttb! cblhﬂar%c&@és&ﬁéth%qﬂ@mm cation system
26. As a general proposition, the HNB have a conmuni cation |ink 32

to the HNB dMpAucase gie H'}iBBPo‘ﬁEI'ES'&HG'HdﬁF MPWW”BW?%COWQHe&%és may

provi d%ohﬁt;ﬁﬁe&?bﬂ@@&{/é/ 8 coRfRE8N Féhub@ﬁrcfﬁmaé&enaﬁodﬂ@ 'Té}ﬂ’ﬁ@él 2b@e§|ﬂhé HE(%SSQ&CGSS
via the In any case, the whi i ncl udes

af dPendhf gb‘r?é’dTH%é@%r!secﬁ‘éfhﬁ'%ﬁ‘ﬂlnéFroﬂtheltgmb'@ﬂ‘{@pd%Fr@d‘”}‘% 1060 '0%'“@9 é'@)nnect i on

requestmd‘.é@.eh@s% Wﬁethept%lt@mwilrzb%abp&% d@@s rpdﬁgxaﬁg@smh%@rémh@@v 22. The
connection signaling fromthe term nal 20 ncl ude an

i ndi catMfe /f“épex%éttrﬁém rele@se Eiripa) or2oUi &Blﬁﬁﬁ”ﬁ@S MfeatorF@P”%?Pé?Hﬁ'I”G'y such

si gnal iditemBrbotH iRk Wi %‘aﬁ@ﬂféSIS’rNETGWHWBaWeQ;%ﬁﬁ‘gdr@&ltcﬁr@h@g{nlz@\ﬁ/h&hé}% given
capabilities indicator. Correspond m&jle ., either or both the HNB 10 and the

HNB Owiarmningd ROSEPRYHH ¢ 9P @asqdoorr e yghied swrbamBricatien. YARMBEY S 7a Splict

suppor ics d?ﬁﬁ&@at@ﬂmh@ﬁe\b?dw&d@y tﬁé'fé?m%l poidi cation. Alternatively, an
explicit 20CSG support indi cator provi ded by the term nal 20.

In one or nof 8N@RHBAIRAPAIIMERE, tHRIBYNLEbW?QS’GHQW@GF%@W@“?%@%&PE@W rom such

an i ndijgidR6r &S0 WheMrh enQer@rMH&@Ots%bHér'f@d)SéQ I theREifal G8Gves | the HMB 10
term nal 20 does, the HNB 10 sends a connect nessage to the HNB GW 14

wi t houtSepds gpowamﬁasa@ertea?eswﬁt@\@rﬂ e ipuktirst ﬁndmg@ "teS}SFf\aWHI regpestiortthe HNB
OW 14. ididddal 8 to te LB dWB41@ha1¢§ @rthé PRB 1d'@dtetnhifed BBNNBA MR WBSvA3GHot

25i ndi cat ed as support ﬁsq , it would first send a registration request
mes3agdqicRiehas SIgROLiNg G%rﬁh"’%@ﬂrs&@ﬁﬁd 3 oistrapersteadesianessaee it AN ef or e

sendi ngzwhe, QW%ﬁMJﬁ&ﬁ@@%tra@M&c@ﬁﬁﬁéé Béloﬁe"%e%d%ftﬁ@é@rmeb%égsa‘gbgnm i ng by
the HNB 10, in a correspondin OW enbodi nent, the HNB OW

confi g&%‘ép'%erﬂté@db'ﬁ|dtff@“ifﬁ'éterde%@ab'ﬂg By the RNRA&CH %@é@@OFQQrH%!Br%Wl le
ter m naimtRinhdrtthe PNEHA 1Dis cbntidlaed td iebsgniZHRIr¥iIS of alc8fhed: rilsb&dk fopguest

fromthe HNB 3010 for that nobile term a? 20, as an inplicit indication
t hat t Feekilg termingl 29@0%?95 B, 1@;qyithout fII‘St receiving a registration request from the HNB

30 10 for that mobile terminal 20, as an implicit indication that the terminal 20 supports CSGs.
In such embodiments, the HNB GW 14 defers access control to the CN 22 for terminals

20 (implicitly) indicated by the HNB 10 as supporting CSGs. On the other hand, the HNB GW 14
performs access control for mobile terminals 20 not indicated as supporting CSGs. Note, too,
that in at least one such embodiment, the HNB 10 is configured to request a (permanent) mobile

35 terminal identifier from a given mobile terminal 20 attempting connection through the HNB 10, if
the terminal 20 is not indicated as supporting CSGs and if the terminal 20 did not provide such
an identifier in its initial connection signaling toward the HNB 10. The HNB 10 provides the
terminal identifier to the HNB GW 14, e.g., in a registration request message, so that the HNB

7



I n such enbodi nents, the HNB OWN 14 defers access control to the CN 22 for
termnals 20 (inplicitly) indicated by the HNB 10 as supporting CSGs. On

t he other hand, the HNB OWN 14 perforns access control for nobile termnals
20 not i ndi cat ed as supporting CSGs. Note, too, that in at |east one such
embodi BNt 4 qaRddemily tmet‘?@“%ﬁgl“‘ﬁtﬁa&i'”g@ulﬁ@Qj‘@é%?orﬁrod PaFIEIEARES ORI | e

35t er mp@orikakpt i fier froma given nobile termnal 20 attenpting connecti on
through the HNB 10, if the terminal 20 is not indicated as supporti

and i f the tePRe ﬁ@moaeootaeroerﬂmd"ﬁe%ta@ HNR-GVa i isdelifd lmO@rt0|r¢pqgﬂgeuwheﬂ1
connecty gkersteehiRbi %tie%hg cbﬁ#‘?ec't‘NBt%&jgh'ﬁhé HNEB1 d Sudpyonts ichRss. TFB?e%aﬁ‘ﬁ;ﬂé naI

identifier to the regi stration request nessag

t haP t Kee HNB G\Wi+max g CP'&f&‘#f@‘*t? "f‘?H@ tf‘%trqﬁtﬁfﬁl'”ai'gnpéﬁe%% WP&@Z'BQﬁNhﬁﬁ@éss

cont r olanheess QPd'ilﬁ‘rﬁ%lesEb ALichRF 28k 'cQﬂS‘abllltles indicaktdt, &ftﬁh&rsuﬁﬁ’ﬁ’rﬁilcﬁﬁd?eﬁas a
enbodi nents, the B GN14 is relied upon to recogni ze whether a given

t er ni ndﬁ'uﬁ@oﬁﬁﬁwqgﬂe ad@WH%t"YR%“@‘Iﬁ”@Q@'ﬁS CRESHNB 10 supports CSGs. For
exanpl e, 5k BRe bNRofMYUEA e'f'fﬂibdt?ﬁ‘erﬁé)aifthQWl\ﬁSjGV\MMK@ HiNREL0 .@%ﬁééﬂdﬁ@h@@n

based on recogni zi ng whet her an Access stratum r'el ease i ndi cator,
capabi Icopiiguse Wd?E%IY%FUChcﬁ” ipeigaler Ko ‘iorﬁ‘ﬂP‘étH‘Lng“Ob"ﬁd%mH”@)glou@“d:@rﬁaﬁHondl ng

to1s teidAghaknd MNB G\NaM eﬁs%&?pcﬁfttﬁe @raton/connecﬂdhé? liRG sERTRNPHeMHNB 10
enbodi nedrﬂgs of the Qw'14, the% I IS corlres%}?nld?ngly configured to

recei vaoOWERn %HNﬁr@Wc% 5P EXa5TRIS, t%h‘ﬁ@blq rRgeiNBHAN ACeasHIrAMM icasg ¢ pass

it 10 rhyEciguptings iHiBatYrdth @éorﬁ@f:ﬁngot%rrﬁlhgl Z(ﬁﬁhébé@ée's@ﬁét%dm&rtdl% to
signal i ng sent fromthe HNB 10 toward the HNB OW 14

10 r ecdi/BYBAWAA 88 a5 Of A %ﬂﬁtFaé'PBé%%leﬁh’BP%S&QSrseBtrtoéhQENge@\é[nﬁ‘l byt ‘ihéé"NB

i ndi cat1@rfofftherf@rmw@oemljsnlwmpder@mksta& thahsh m&aﬁokaddnﬁlérﬁ@t@ﬁmaleong to
the HNB OW 14, as part of a registration request nessage sent to the HNB OW

14 1By tier@ninNB0 phemprng W@%%ﬁ?ﬁﬁ?ﬁ!ionzf@ thqﬁb‘sﬂ hrougn 3 givsa 'ﬁHEéPQ’ﬂ%‘%@WHét in

one or .m@s%b@&emﬂtms &m@t.drﬁs.gﬂaﬁngmﬂﬁ%ea tA¢ HRMPLJ Ave/6rQh8 MIBN
connection to the ON 22 throu iven HNB 10/ HNB OW 14 i ncl udes an

i ndi cat®y¥4itA dPteémtE‘@er@é'iqrérﬂﬁ %T'QW&F FheprrrEe GSEsused by the HNB 10 and/ or

the HBN GW }4ahpcatet ﬁ/'l’t!‘fb&ﬂm\M?@trEférrer{c@Qo FRY. 9 RBIHNID GV PR Y donfiGsres 1o I'n
any case, W th continui nt reference to Fig. 2, the HNB OW 14 is confl gur ed

Lo i nt GHIPHR% BNWTRBEN MBS e CRo?a RAENiTess FTTRLNGHID FEETL IR cat | on
SYQbemﬁ&ndlﬁdﬁH&:e%QEH @eich g RS térﬁuﬁah@z&&bra%cﬁﬁg thF&@h'a@lyto@fH@ IMIBS 180

connectlngt rou any of the Bs 10. Therefore, the context of Fig. 2,

t he HNBhERIA'g; @H P%nt% %ﬁ@e?s%di@*%@%ﬂ‘éﬁ'ﬂ?ﬂ'%@eHBWE@P?@FP{PV{CB”Q he CN 22
for anwoghé@o.tmm@cr@z foNBgy difen aunﬂbaa& mm& olgna lRatd ANBer gHdIgo0d as

provi di na port for any given nunber of le termnals 20. Supporting
this caP %”SFQOP')FS RrPNJiRg SR8t fRGAY He’n @‘ﬁ“kﬁ’ O(Bfnopﬂ%tquE?‘a@/@QM operate as a

25r egi strat Isuppsmﬁ%; itfd baganlig e ;sra&és%rngr&%@.w f8lofitRe #NE GO $4 bEdrhRbs a
controller 16) that i s configured to perform access control for nobile

t ePRi nAPFSHAIONIERRTQlles ( W%?'”?fﬁdlr%fﬁfr%@itoa%s BasHaHaN FRIteRES!6) iRl s NHeHTed tuccess

cont r olpekBrn B@ce@é'c&gtrolff&rmémlbltéﬁlﬁﬁé b Bth Sre2ibtitidatd & supdoRMYETE@S and
supporting CSGs. In at |east one enbodiment, the registration control ler 16

s conft? aeEACHESS PEEN IRPPAJY SEria MRS EETIE3E SOMRRIAY MASAIESASSUBPORAG. HNBS
10, forcgmdi gt Ib@ét'@n@%hﬂ)oa%@{tttﬁ&%dlé‘i&tlb@c&ﬂfdﬂeﬁ@@%%ﬁﬁ?dr@d fH@Beitdlose HNBs
10, and is configured to determ ne wheth a given nobile term nal 20
suppor tregigiegtion requests from given ones of the HNBs 10, for moblle terminals 20 attempting to gain
30 access through those HNBs 10, and is configured to determine whether a given mobile terminal
20 supports CSGs.
In another embodiment, the HNB 10 includes a CSG identifier (ID) in
registration/connection signaling to the HNB GW 14, for a CSG-capable terminal, and the HNB
GW 14 is configured to recognize the terminal 20 as being CSG capable, based on that
35 inclusion. In another embodiment, the HNB 10 receives a UE capabilities indicator or an Access
stratum release indicator from a terminal 20 attempting connection through the HNB 10, and the
HNB 10 passes that indication along the connection signaling towards the HNB GW 14.

Correspondingly, the HNB GW 14 is determined to recognize from the indicator(s) whether the
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I n anot her enbodi nent, the HNB 10 includes a CSGidentifier (ID) in

regi stration/connection signaling to the HNB OV 14, for a CSG capable
termnal, and the HNB GW 14 is configured to recognize the termnal 20 as
bei ng CSG capabl e, based on that 35inclusion. In another enbodi nent, the
HNB 10 teravesl @8§UBI0QJI§ capadnisiii plesr rbeEREBIE; samepthat bdisatos tsringlvRd Bltehs e

i ndi Catc@ﬁnédtu@ﬁ‘s@nhlﬁfgﬁh@@ére@ﬂor?qtth@F"INB TWtoRRPNERE IHNB GV P44y 4 hspildNBrmliAal and
the HNB 10 passés that 1 ndication al ong_lt he connection signaling towards

t he HN@OGKPHIUP’“”@FSW%‘@B@HGW?Q%’ throhgh iRBINE\VI®4 i s determined to recogni ze
from the i ndhgaf 84deSin oMeedrdre tehfodin®dii Hathe HNBSERP A tige feafdtratidMcdtiolibr

ot her enbodi ments, some other indicator is included in the connectlon
Si gﬁal |1ﬁgs F?’?f@@@detﬁ PEFeIM BERESHIRRNTIRD fqrmmlaéerwlmtf@wfmotwl%t
t er m nalpgéhing E£60RtENEY0 H@fe?géﬁb%§boﬁtﬂ)ltté1@1e@#\l Ef”fd?th%bllb fﬂ@mﬁﬂ\ﬁs 3@ thak Qreany

case, in _one or nore enbodi nents of the HNB OW r ?lstratlon

cont r olindigaten gs ?@R?Hﬁ‘ﬂl%%cﬁst@t%tdﬁﬂ”ﬂﬁga%@é%c%rﬁﬂ Fod-he 2B CSG-eIhal s

20 t hatie@igal§186 chmphiscat ﬁ%n@%r%&ﬂ@@ﬁibbﬂ%éﬁ%@n@miBtGWdI@ffﬁftorﬁEﬁ%%ﬁ)?ac%égs Gggl to
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th assistance fromone or nore other entities/databases) whether a
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gi ven tHNBhd OE |§1$qana@rféeﬁﬁ5¢|9nérfoorbr FERYtRRoPBEEREs &rﬁtﬁaéé%cﬂa?@'s@ﬁﬂn? he HNB

ID, and for registration %roce ures and associ at ed 8na| in H&qes one

may refeé?‘mpl?stoﬁé mayppler i RGP Spewicatapedifatioy T52a457, IR Wecture

for 30 fW@HU%W&e(B"WBl\) St ez Zand RBBCRPETSS6R6d SIARMERIN intblFRAN1bHE
i nterface Hone B) [ication Par t (HNBAP) signaling". Thus, in

one or NAseS @ﬂ%@d‘?‘%?@t@” Ffaﬁte( SINAHng”REE <RreRe 8F MorReRBeRINRBIeNg | t :

(1por eGmpy &3V i £ &hSibmahisImERaY dhkrein %ﬁ) Qz'céﬁ@s %}ﬁﬁraih@n re‘q‘aéstalﬁ*am Gvérer mnal s
20 atte”pt'ﬁgf%nﬁﬁl n access to the 22 throu one of the given HNBs

10; (2)HN&s letieBrNFIe a0 alemPting tprsy@'rtwcs%%vw 22 [hequahrany iRje £ thes s

cont rolgiah HNs W@z@%@écoﬂa@%ﬂ@mﬁéq\aest&@o A1 bp Akttt b@r‘fb#ﬁ*ﬁgsadc@%d:d&ﬂr@l for
nobi | e term nals 20 that are indicated as supporting and (3) sends

connectdt B¢ NG G4, fesPpemnsivedR r@@st@@mrwesw%mfpbmWH@feé@@@éssZ Batagl  at

t he HNEhddAiddtas ERSRAMY OSGE;AnH]Y) Senbid bbb e HRBESts rt@ﬁ@lmedzf%Jé@w l e
terminals 20 that are not indicated as supporti ng

CSGs
CoPPes RSHAIMGY FoCqsh caniee! Gf thedihB &Whdai rﬁéﬂ?@'vettﬁ éeQFN@t'QN qests reeRiYeyifed to

i ndi catr@oiil térinH9\E@ thatBRL it indRGERSSs Q%bfti‘ﬁ?d@ésor has not been perfornmed
at the HNB OW 14 for a given nobile termnal 20 that is attenpting to gain

access to t KeOrERPIHIRAY. GugRe PHECINGRSATONR. thB&NﬁgG%Véﬁs‘@P&“r?%éﬁ%mﬁ'ﬁ@eO\l
22 i's ayReeCK PatwRAR? a8caRbhMb! HaBohes het ReRTRFBmsed &thd ARB GW 14 for a

given mobile terminal 20 that is attempting to gain access to the CN 22 through the HNB GW
30 14. Doing so ensures that the CN 22 is aware that access control should be performed for the
given mobile terminal 20.
The above configurations, and variations of them, should be understood as broadly
providing for a method of interfacing femtocells through a network gateway to a core network of
a wireless communication system, to provide access to the core network for mobile terminals
35 connecting through the femtocells. Such a method includes performing access control in the
network gateway, for mobile terminals that are not indicated as supporting CSGs, and deferring
access control to the core network, for mobile terminals that are indicated as supporting CSGs.
For example, the registration controller 16 in the HNB GW 14 is configured to perform access
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gi ven nobile term nal 20. The above configurations, and variations
of them should be understood as broadly providing for a nmethod of
interfacing femocells through a network gateway to a core network of a
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and 4 illustrate exa@r’;ip processing for a HNB 10 and a HNB GW 14,
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pr 0025 %bﬁf@;uféfr deg@am @nat hhllf&?"é@%uteb%‘? thé&ldr@&béésrs@ﬁbé%dcd?r@&lf & theFeglfiraiibna HNB

ow1l corrprl se | east include a m crogr ocessor-based circuit that
| i kew §en'ir9i@r u@é@p{ﬂmqrgs hgdlbsiraicd droaeshng O bigptit er - r eadabl e medi um st ori ng

a conput er Wigdhase nidémeMafsh @e%nése.ﬂ rid,the H'NB%r@@éééﬁ@SO‘i@‘g BapEgIngiigul t
of the registration controller 16, inplenents | ustra &rocesm ng of

Fi §5 4.reqRiYing 2 ReRnRectipplesikgsitiam a@IV@Qmﬁh"eéermm%’zﬂ&BIO%%O%Nﬁﬂ%H Beldsi ng of

Fig. 3dehegims' wH@tﬁeh tHeOMB iR t\éw.aalezocwfbps% C8Gis( s%@%bzf é@cﬂn.@sogn\éeﬁug@bl l e
term nal 20 (Bl ock 300). The HNB 1 ermneswh her’ the nobile terninal

20 suppdisteatiosRayest BErsages thedAlyB GW 14dBlack 39@08@ the P&‘@r sanchifitpracetygdst
nmessageohfed:iBh rddi¥s@Welhot Rorate B%he nfobilt Reniianes sﬁ\@db@ts ddad, e HRBeioved

connection request does not indicate that the nobile ternmi nal 20 supports
CSGs, tdglermiass yiether é’?erﬁeﬁ@ﬁraW‘brteﬁé‘?Stﬂqué@l'B?t?"étt?rﬁﬂnﬁ"éla&%@?k PERI hﬁ@s a
Mobo| € b@siieind B (B 9&deiv@@dbihe HNB 10 1 tal (hfd F&E%gyad mbBlld/@mingCei ved,

the HNB 10 requests (and receives) a nobile term nal BI ock 308 and
then sdBWsk 308)egnd theaspads @&ﬂfé@ilorﬂr&%@@nwagﬂ@ ihﬂéﬁ 1¢ gplgei3

where tyfirte ﬂﬁ%ﬁ@g@ag@adanumud@hﬂemnmmm ieron kRl oyl the HNG GUS £4.bY the HNB
ow 14 Referring now to Fig. 4, one sees an exanpl e counter part

process at {HRCTERBNENATIY. W%S@H@XPNB'WTT@W%E@P% Aiq HYPGEWi g of

CSG suppRidin iy HRBZEWER rer@a\l/éseart ekl off&éég@o@mr 400bn nbile RirAHaALS
di fferentlated handling for nobile term nals that are indicated as

suppor t(Plegk &Qﬁsa%P@Mgeﬁ Abseentipted hapdingder meble tewaiRis €0 that ass BdkatadHse

enbodi reppsring 868 GINBrMittdkertRa&IrY Ast. $Uﬁé’ka@rﬂblé nelbeebi MBredemBRirheME, thBe
registration request nmessage sent to the B'ON14 fromthe HNB 10, for a

gi ven B P&V { &reReiae sgen ak inciastiohas pat ebtﬁﬁé%Q'Stfarﬁ'Pau%Wth@essage sent to the
HNB GW 14 from the HNB 10, for a given mobile terminal 20 attempting to connect through the

HNB 10. The HNB GW 14 uses the indication to recognize whether the mobile terminal 20
30 supports CSGs (Block 402). If so, the HNB GW 14 defers access control for the mobile terminal
20 to the associated CN (Block 404). On the other hand, if the HNB GW 14 does not recognize
the mobile terminal 20 as supporting CSGs, the HNB GW 14 performs access control for the
mobile terminal 20 at the HNB GW (Block 406).
Fig. 5 illustrates further HNB GW processing details, for at least one embodiment of the
35 processing depicted in Fig. 4. In more detail, the HNB GW 14 receives registration requests
from femtocells 24 for mobile terminals 20 (Block 500). For mobile terminals 20 indicated as
supporting CSGs, connection requests are sent to the CN 22, without performing access control
at the HNB GW 14 (Block 502). For example, the HNB GW 14 automatically sends a
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HNB 10. The HNB GW 14 uses the indication to recogni ze whether the nobile
termnal 20 30supports CSGs (Block 402). If so, the HNB OW 14 defers access
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control prOQﬁﬁﬁmﬂgt@FurthQﬁndﬁNﬁm%éﬁarﬂﬁé@ﬁiﬁbﬂﬂﬁan@"ﬂg %hlmsmblaecés@rcﬁhﬂal 20
is authorized, the HNB OW 14 sends a connection request to the for

the nolPPEIPRS A FRNdUSiSd BMAEVE0 anp SoNRGF W e 2cs AT tpdhe Eﬁ@hw@wm does
not sengriichifr, 16 @51esénto8 chRSigR&Holdof dswe EbaimbAY of theHRBDI0 hdiigmiawg!  20.

In turning to further non-limting exanpl e embodi ments, Fig. 6 illustrates
access ¢ofitiP@ragspeheieiagnebilgderyng té’é B?e"ﬁpmﬁoﬂé'”é??(ﬂ'”ﬁdlqﬂll?ﬁ et/indicated

acegr d'd@%uf)ﬁorhﬁ@CS@%C i t08S FIRE 7 RiuRtrated OXG-bhsad ftesdtdhiroPoitr PR twhefe the
cal |l /si gna | ow for one enbodi mnent of the HNB 10 and HNB OV 14, in the

case wWHRFHEN3 2Rdbinfisated asisyaPoried EEES: at t enpting to gain connection is not

i ndi cat ed 2Qagigs ep@ﬁfobn@g;rr%aszo inn.atéérmbd.&ﬂesou?cé Ebutrd| (RRES conrtectias ed
access control operations where the termnal 20 is |nd| cated as supporting

CSGs.  Procedurespyvigithe HAB 10 wigp Fbe‘éltfPﬁWﬂﬁ' 29 duriner MayrEUARARIUBPEEHARIr ce

Cont r olprddRBe, 6 QYN Mk 9@0@&%@%@@ \A)NbFé"thbh‘rﬂtléﬂlNﬁyé% h&&@@eﬁe Jheot&iow nal
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Requestind mitafennketidrthiesddBingMnaisihaidadiRe tBiha@GAD, 8RS BRRAL T dndt?bnete - | N

any a3 edlcators as to UE capabilities. In particular, the presence or absence (or value) of one or more
indicators provide the HNB 10 and/or HNB GW 14 with an indication as to whether the terminal
20 supports CSGs.

30 In the illustrated call flow, the HNB 10 recognizes that the terminal 20 does not support
CSGs. Given that lack of CSG capability, the HNB 10 requests the terminal’s ID (Step 3), or at
least does so if no such ID was included in the initial RRC messaging. Then, the HNB 10 sends
a registration request message to the HNB GW 14 (Step 4). That message includes UE ID, and
one or more capability indicators that allow the HNB GW 14 to recognize that the terminal 20

35 does not support CSGs.

Based on that recognition, the HNB GW 14 performs access control for the terminal 20
(Step 5), rather than deferring CSG authorization to the CN 22. For example, the HNB GW 14

may use the terminal’s IMSI, HNB IDs, and/or other information to verify that the terminal 20 is
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successf uI rocessi ng conti nues bet ween t term na

(Step 10)" the HNB GW 1@difers7In;narticylas, theHNEGW; registition{aauest F‘G%%a%feég'veé’d’yé%rrpl e
flow for Iﬂmm%fomhemmtdaezumducdtes thatriive tedinal Suppors CSGParsucH ieHNBI Ui ng

ahead to ng fl ow of
o6, BRI foufh cRakPAdRE, dhbd ] iRE B2, ity S BHEETAI 00 | ¢

20r ecogni ‘BHemath é?CeFﬁ@"ﬁre\f whera terpipals 28 et ere ”EEQ&B'ZECJ%S APPQTinaHeSCSH f er ence,
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act ual CSGPB@%‘@CPCQQ?@GQ@%MQWS@IHQ fas thetterm@gl 2(Stephlig., CaBneglionbétwean the Chin
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oo e oAl B QLSOOI o B S e el o ops
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assum ng diventteranmalst 2DpOthemdde, thebesie tHelrisk that neither the HNB GW 14 nor the CN 22

performs access control for a glven terminal 20, or that both nodes perform access control,

35 resulting in unnecessarily high resource utilization. There are different ways for the HNB GW 14
to indicate to the CN 22 as to whether it needs to perform access control for a given terminal 20.
Non-limiting examples include adding a new information element (IE) to the Radio Access
Network Application Part (RANAP) signaling in the lu interface. The new IE indicates to the CN
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need for th perform access contro ., I n those cases 5where
t he HNB“WT@SOFP@ bﬁ%ﬁ fqgéj,efe(gmmlrgjwlhetg%rdbggougbtpﬁrfo@m)access control-Qagesdp its an

' ndbcatkﬂbwieaéé tffé@[heh@rv&h‘i@iﬂg HNE @Q0 e bERradiRh hgfhoRz&tionas tH@@N'Z? fbﬁéi%uﬁél% 20
supports CSGs "Access stratumrel ease i ndicator” "UE capability

i ndi cat28rthatc?(5%!"t§’ qgéedpr@amg &Gt Inppchrases (394r pragiicalipdn F‘hc‘"fl%?csér‘tf'éé@

si gnal ivagiabiEher bl HAB GWIHﬂtdﬁéﬁf;ﬁiﬁ‘éﬁthé%ahﬁ%@@éﬁ&bllﬁy‘slnbﬁﬁtld?%%r%tﬁéi?K/alues are
det er m ni n whet her it should perform access control, based in its

know edi§ed faverds the HNE @YY dfgd a2y Sueh ¥erdigatorhandidsy ing QPﬁ%tPi“tV(y‘act he ON

22 for digrenthalugs 2 Gi@%ltto@él@is'tﬁBjHNBt@N ASarRUON D! i Lagpt td Bypads Bcdages
(and, practically, in all S), is also valuable for the HNB GW 14 to

verPf y CORER! Merbagisme %@%’BQQWN“W”F’W €ations or other values are used
towards the digufd/ .Mnladyhﬁo@w&sthg\{hamssgv@waé tht@ﬁqbla@é&j l?éf@uh%‘ﬁsotéh% be

possibility that different values are used towards th B GW 14 and ON 22,
in an &CPiGH5Rd IoPrBYPR EIiEERR 3nd BCAESRCPRIIO! RERSREFINS P8 "Q{Bst"r%thP‘N@ Y 14 and

ON 22. sypport CSEk, §RAEDY reboghiiding B8t é»b&@%rnétc@ﬂ?m@ *&@f-thb*b?odé%@n@év Rid. &s
contenpl ated herein al so can be configured to provide registration and

access IESREFHIE ¢ MACHSE RRgNRRKtINGIERPIE tETRING! 20 0R%e" dABS It EURBSECSGRdINallY, by

r eegnitzd ASoviehtisciGRRR iPAgo Basdddr e AdturhRPBNRAAARS BINBIGAH 14 b&orfs the CSG-
|rrespect|ve of whether a connecting nobile termnal 20 does or does not

suppor toagesaccess RANYQ) ThE(aserRASIVEICHESGANAISORF #eeddl WEhFesess ORtreHe
assurrptdeqamﬁémh thdaNENB. GW 14 perforns the CSG based access control. The

descri bed r|nC|FIes can al so be used if such access control is perforned
in the HNB 16! fusther.|it wag stRisd earlier igeinsinat difereaiated piondingitetwepat the HNB 10

di f f er epbitad BRBSGANR] ddhDODRIHES Inbilkely i ald e I—FN'B3G|VW54 WAeiér 8aiveRe used

to implicitly indicate to the HN 14 whet her a given 25nobile term nal
2023uppnkile teranal 2 supprstsser@s-drBBaSHEheMPedBeRiNEIeINE d 058FA90Z8S WHSHRER a

mobile terminal 20 attempting connection supports CSGs and the registration/connection
signaling triggered by the HNB 10 towards the HNB GW 14 is differentiated in a manner that
indicates such support (or lack thereof) to the HNB GW 14.
For example, a given mobile terminal 20 initiates connection with a HNB 10 and the HNB
30 10 recognizes whether the given mobile terminal 20 supports CSGs, from an indication included
in the initial connection signaling from the mobile terminal 20 towards the HNB 10. If HNB 10
recognizes the terminal 20 as supporting CSGs, it sends a connect message to the HNB GW
14, without first sending a registration request message for the terminal 20. On the other hand, if
the HNB 10 does not recognize the terminal 20 as supporting CSGs, the HNB 10 first sends a
35 registration request message to the HNB GW 14, and does not send the connect message to
the HNB GW 14 for the terminal unless the HNB GW 14 returns a registration accept message.
The HNB GW 14 thus can be configured to recognize the receipt of a connection
message without first receiving a registration request as an implicit indication that the given

13



nobil e termnal 20 attenpting connection supports CSGs and the
regi stration/connection signaling triggered by the HNB 10 towards the HNB
OV 14 is differentiated in a nmanner that indicates such support (or | ack
thereof) to the HNB ON14. For exa gi ven nmobil e term nal

i niti ateDilgderAweal P8 quﬁogspmrtl@snéﬁdiqrwgrquBtr@dil‘@}B@gddmoyggrem@y;%ﬁhet he

gi ven ek |$t%f h@égﬁT!stPa%u'on29ql§épll91@§§a°geq§céglvérﬁ HinfHal Q@Qé ﬁﬁ%ﬁll&lt'lrﬂﬁédﬁgﬁﬂwdt the he
initial connection signal |% romt he bile termnal 20 towards the HNB

10. |If tﬂﬁ@@@owé%ﬁﬁﬁ%@ﬁoﬁt GSer i nal 20 as supporting CSGs, it sends a
connect nessgge ifl@taka 4 oW rddsuch dnbodirhémt In&ﬁé‘ﬂl’u%t@d bﬁﬁbgnﬁ tiheOn

request message for the terminal 20. On the ot her hand, th 10 does
not °r ed‘B‘éﬁlﬂQé ?GHE ONBORMPAE Indisalpss Wgtingyhetkesa ”‘loﬁﬁe HNB'”@bZQ ?tlt%‘f‘ptg‘énds a
35r egi ghhRddiion sﬁW@%SG@W@%rﬁﬂet |h6né‘NBmQé/|ﬂdﬁcat§&C1n @féﬂﬁltlﬂmRé%‘b@aﬁﬁbe

connect nessage to the HNB OWN 14 for the termnal unless the B OWN 14

r et ur ndrog Wéd?rﬂ'?%@pdﬁt%@%ﬂOr‘f%‘éaé%@at ﬂWéeﬁNBa@ﬂ/SlJ@p?%@S@einthB@”l?o'ﬂ‘f“'Bgur ed

t 0 recognief8s hitdnhe&hddsagd, iftI G BetRANAPRHFEAIE Hbd gettofthé BINBIG@Rei4i Ng a
registration request as an inplicit indication that t iven nobile

t er m naptepa) 1(H”%]E%%Stth%tﬁh@%%f‘ld'f@%om%W@f%@t"gﬂ regH@sthsggq sent\ibaieg 4
rqugmozgzgt he receipt of a registration request nmessage for a given

terminal 20 as an inplicit indication that the term nal 20 does not support
CSGs. Fig. 8nppiigdar fedNg @414 for §is rrecessing iemiediniit i ¢REYigUred fo tnigspret

i '] ust nadeqst dp b @oRmEEtHEesshbE from thENRINED1 @fb@‘él@%e‘ﬁﬁ@mﬁﬁal@r@nhd?ﬂ'h%@l&éééﬁnrbch
determ ne whether a nobile termnal 20 atte connecti on supports CSGs.

For ex&§fedingiRegii@tion Regvest Megsaas b thehH[\lﬁéor tﬁﬁttt?m"nﬂ@ 3% gRAMPIY from
t he t enfdicaibn 2t ke t‘éhﬁmﬁ'\@ dfppbRsceaiseBh&R orf Jé@oérﬁflﬁ%ﬂﬁ’é imici® MBI%QﬁérﬁofCSGS

then the HNB 10 sends a Connect nessage, includin RANAP | niti al

med8ag&; S SURRREL IRENHAM 1¢stedgss 4?‘393@‘?8”%& tt‘%?ﬁrmﬂﬁ‘i O ixteg N ffers f rom

the regist r%’e%eie%ﬂlh@éﬁtuoﬁﬂﬁéﬁ@ﬁc&ﬁ&! Uerbaﬁié%ilfbu‘ﬂml&ﬁér WAy& than those I'n
particular, the HNB OV 14 for this processin odi nent is configured to

| nt er pregecifiisptioBh haremifaut oAt O eSRAN LA YA §IVGBYPT GHNf nal

20, w t EibSdimeRGRIrY td W8 BorRiREEHINHY rEQBICE! Al Mt REAMESSt rERBGRE Carfd OM
the HNB for that terminal 20, as an inplicit indication that the term nal

20 suppdrchangesEoMinayiEin dit PeRYH A9 AGUIYHERCYITATIS ¢fithe ARRENCEHICBIMDAre15CSG
suggortmte,ﬁcﬂg@tbﬂ}g@mra&mg@;rﬁ access control for the termnal 20 to the ON

he present invention may, of course, be carried out in other
vvays t han those specifically set forth herein without departing from
essential characteristics of the invention. The present enbodinents are to
be considered in all respects as illustrative and not restrictive, and all
changes com ng within the neani ng and equi val ency range of the appended
clains are 20i ntended to be enbraced therein.
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CLAIMS What is clainmed is: 1. A home NodeB gateway (14) configured to
interface fentocells (24) to a core network 5 (22) of a wireless

comuni cation system (26), to provide access to the core network (22) for
mobi l e termi nals (20) connecting thrQugfyst he fentocells (24), said hone
NodeB gateway (14) characterized by a registration controller (16) that is
config tistatpimed fsor m access control for nobile ternminals (20) that are not
i ndi cated as supporting closed subscriber groups, and defer access control
to the core network §22), for nmobile termnals (20) that are indicated as
10suppdr t i nfy hemesed ewahidrt) eprdiggredyy inderfanedemtagells (24¢ tep e9ragretwork

Cend St . . . o b
suéﬁpor{2?259%f“ﬁ%‘%ﬁﬂh@@?‘?ﬁ‘?ﬁ’ﬁ%@“@gﬁ8‘%@&"&?‘{%2‘5 B R et

|

si gnal mabile terminalsdaMeconeestivaithional) thedemiuselinGry sristhame NodeRgatenay (W) cl ai m
1, f Ur&Hb?éct&%ﬁ%?;a?r&g%?rgtidr{‘c&rm‘?ﬁert(wg) t&@ﬂk Shhful to beFBh Beéésg;coéﬁg)foﬂ S

configured tore registration requests fromgiven ones o

f emt ocwibie temainalsi@9) thelisre eot indientedias supmorting elesgst subgcriter gaaupsaatchaefer

thr OUQQCCEIQf’E&EtFo‘FfH tﬂs;ab}(egrbs§1@aﬁ<1(zﬁpfbrin§b%etf%%se&os afisteahdtaeq uhet her a

given nobiTe termnal ( supports ose scriber groups based on one
or10or suppadingslased shbgoribeiegrotps pheutpwgtieally geeanting segistertiopisernassian fesiuesise
gi ven fIpRiralsethdi 418 ind ingos38 L ORHER,3abE WAY réidfing He Cl ai m 2,
furthegp(%@r. gcs?é?i:éggwclﬁ%q%%%%gf émc? e or nore ?n'c?? ca%ors irnc?‘lu%lede in the
r egi st eaneolipryrequess signaling todle ease networlgidZen nobil e termnal (20) conprise
an Access stratumrel ease indicator or a User Equi pnent capabilities

i ndi cagor . AAch e NGO LHRWEGE BJTRIIAT, RORbF SlalRiiedAB) irit HRACLRHERS L0

recogni ze from such an indicator’ whet the given nobi (20)
sutpor eantrollerd46) is gbrfiguraskio rgealvpregisiratiomisguagaioNaive® enasafdie femigceds cl ai m
1, fur I ; iy 1 : - egl J ) At Bi

sont | o L RBHRRARASE R B Apld DSl AL Bt SO LA SIe (06) ok

f ent oceanfiggred o fetermingiwhetheralgives mehilei teringl 280) spppeidglosed sHbSERRAEIOIAURg a

regi st E%Ie%igzgﬁ)cfn%;&'%e AR IrE hRdbETh ffl%frg b4t reﬁﬁ% rdcBlvell G tHé éﬁ@n mobi | e

term nal as an indication that the given no termnal (20) supports
cl osedmebitsstermibel(29k oups. 5. The hone NodeB gateway (14) of claim1 or 2,
fuyg her characterized in that the registration controller (16) is

configured to performaccess control for nobile termnals (20) that 35 are
not i ndi cat Bk keme bioged urieyay I bhled claim Sciurtber charatigrized i thae therongcy erare
Con”%gifs%réﬁﬂabbé‘d @%éﬂ tr%ti§@@qu%£'@rhc&6é‘d oPﬁefq?&é?ﬁnéﬁilest Hﬂ?élt(ﬁﬂp cl osed
subscriber groups, based on, for a given nobile Termnal (20) the

r egi steamprise andincess steatu relpasreindigaton af & Yseedawipmenteappbibties indigater, @adi on

requesindbAThé rdist@ioh BSRRSE! (164 RbbnfiQired BEreBbyiifk fFBRILEN bR iHGiICRr ieMer

25  the given mobile terminal (20) supports closed subscriber groups.

4, The home NodeB gateway (14) of claim 1, further characterized in that the registration

controller (16) is configured to interpret the receipt of a connect message from a given femtocell

(24) for a given mobile terminal (20) without first receiving a registration request from the given
30 femtocell (24) for the given mobile terminal (20) as an indication that the given mobile terminal

(20) supports closed subscriber groups.

5. The home NodeB gateway (14) of claim 1 or 2, further characterized in that the

registration controller (16) is configured to perform access control for mobile terminals (20) that
35 are not indicated as supporting closed subscriber groups and defer access control for mobile

terminals (20) that are indicated as supporting closed subscriber groups, based on, for a given

mobile terminal (20) the registration controller (16) being configured to:

receive a registration request from a given femtocell (24) for the given mobile terminal
(20);
15



determne fromthe registration request whether the given nobile term nal
(20) is indicated as supporting closed subscriber groups; if the given
nmobil e termnal (20) is indicated as supporting closed subscriber groups,

return ar egétéFrﬁlﬁé 'freﬁr tﬁ&?%t%@ﬁ rétﬁre&hﬁh&hé’ﬁﬂe HREh afodlid tdrdfhal [) id he gi ven

nobi | e 5t erm nal 2evvrt out perform ng access control, receive a
cor r espondi ng cotﬁ‘ﬁl@é dr?és%‘ﬁ@@'“f‘gélﬁﬁ?qt@t&m@fw%ﬁ%celI (24) for the given

nobi | e ter m g |\§&pr}10brmgrrﬁrﬁﬁ'lq29) |§Q{U't%‘féd st‘sdp%@Hfﬁétclds@d st@s&rﬁéregrﬂﬁﬁé/\/or K

(22) for the o] ven nobile termnal (20) in response he connect nessage
fromthe gi ven f @Wro@gepistratipn acgaptapge HBGQIVQQFF’WBB‘F“ @4i@fFﬁerﬂYe"(’?9§P'|q S not

ndj cated as SUPRAhINAN@OFWRFEA péH@r‘ﬁﬁﬁg Q&fesQEQMFb‘f reé&peat;err@a;ﬁinamgctonnect
subscrl ber group authorization o iven nobile termnal (20) ‘at the

home NodeB gat ewspssans)frosmthe QIYefbfPG%Cé‘&ﬂé%ﬂdé%rrth%sWe@ﬂmﬂeéﬁEW( t3%h is
not successful, E&iELLEoHHRBAGELA8te tHe%rQhé’t%rH@b) 1of tHeRgivambbile@iminand,

if closed subscrr ber authorization is successf ul return a re&r stration
acceptance to t h@0yinearansatiedid onpoohmessage fremghe givendantoselt @Aviandl (20 ,

recei ve a CpiLsRMNAbRR t@ﬁﬁrﬂé‘ﬂ?@}rs mefinaiestel aRRubpHiIY ¥8Sed QiBsefsdrlgrdugs) for

the given nobil®e termnal (20), and send a connection request to the core

networ k (22) f or Perfsmyilesed swbsiriber groppiagiorizaton of ihe givgiometile igrminal @8hnect
message from theyg ﬁemte‘?\fgo‘éBedaltev&a%gh 4) @rthg%ld%@H%uM@@r %B@E@tﬁo(rﬂé}bn@é any

of claims 1-5, furt‘ﬁer characteri z deB gat eway (14)
i s configured tonetrgressstl, tréleﬁlrfé’nfi@‘rt@”rﬁ%fhﬁcﬁlkef(’225’"%6?'!‘?@“2%@@@8” QB’Fﬂdr ol

has or has not b%t?d% Fﬂ%lfa‘&[ﬂyﬁgatﬂ)tn i§ e@cdaeérﬁr NAGB: @RiseuRdh 4dbbtanes téthgl ven

nobi |l e term nal IS attenpting ain access to the core network

(22) through thteM@Pr@mt@@%lEﬁzﬂrHPemtg'\(eDWOb'@ grmindl (BOntecriya esogeeedndny 14)
ofygany of cl ai s ntggt ﬁté’é%@@ﬁroﬁhﬁé@%ﬁ%%ﬁﬂeﬂ (24t)|ﬂﬁftthé Qr@e@ﬁ%rl@@ﬁﬁraﬂ@fo?my

(14 i's confrgure rovide a cl osed subscrib rouP to the core
network (22), asanthsg @@tﬁe@rprtneaveséé@@sc%n@twerk (7243 Oﬁthe ¢t PRl at the

home NodeB gat evaymihfiho) r?ﬂqgsp%n'g'@tt@% BhnéAsdskagd ﬂgmftﬁérbﬂéﬁkén&oéél“(b@

through a home NodeB gat eway ( to a core network a wreless
communi cation system (26), to pr ovr de access to the core network (22) for

mobi | egt er ”Tﬁ@h&né &%esggft%rawm@) 439 Be8aiher %emhﬁ&edﬂasa&e%&)ed i fadltn@et hod

char act ‘erized ormn | osed subscri ber egr oup aut horization in

t R0 hohemebigded gateemw ft)myonfrgyred:;s istitate ta e ePFean W("Zd?ZMaﬂth%rr%CCﬂ%%
I ndi Ca&ﬁﬁroﬂﬁassémrﬁo't BSerf bRsthed YPRHe HoAR! Ngééwgﬁewﬁﬁgléﬁ%r%rdri/é]‘gmBBi%s ed

subscri roup authorization to the core network f or nobi l

t erni nt@rrgmeQ(@p) thlﬁlhlﬁ astemplingiiocaainacaess suihsiors riwerkd2ahthausbdhe hemediaseBs by
gateway (14).

25 7. The home NodeB gateway (14) of any of claims 1-6, further characterized in that the
home NodeB gateway (14) is configured to provide a closed subscriber group ID to the core
network (22), as an indication that access control was not performed at the home NodeB

gateway (14).

30 8. A method of interfacing femtocells (24) through a home NodeB gateway (14) to a core
network (22) of a wireless communication system (26), to provide access to the core network
(22) for mobile terminals (20) connecting through the femtocells (24), said method characterized
by:
performing closed subscriber group authorization in the home NodeB gateway (14), for
35 mobile terminals (20) that are not indicated as supporting closed subscriber
groups; and
deferring closed subscriber group authorization to the core network (22), for mobile

terminals (20) that are indicated as supporting closed subscriber groups by
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automatically accepting registration/connection requests for termnals that
are indicated as supporting closed subscriber groups, and relaying the
connection request signaling to the core network (22). 9. The nethod of
claim 8, wherei ng[tBR@a BN a %lﬂﬁﬁ? gég}lﬁ?’ﬁﬁnkér@ecﬁ@ﬁ?éq%@&sﬁ&ﬁbﬁﬁﬁﬁ& kKYR afLquUest s
fromgiven ones of the ferntocells (24), for nobile termnals (20)
attenpting to gamﬁlca@éééssum%n@ﬁl0§%§@9p@bﬂr@wn%a'cdz@awmemm%@en
characterized i ngyhadt s |,,h§){5qhglgg,@%egﬁ(;rﬁg@% (14) determi nes whether a

gi ven nobil e term nal supports close ubscri ber groups based on one
or nore indicators incl uded in the registration request received for the

10gj veg m)lel]@mtaﬁ{oH‘dF@iamﬁ 80Whereitdhe -Il;Bﬁleq\in%Q déftev@ya(ﬂm l%celf/ég Fé@%’tratlon

characterized in he one or nore indicators incl

regi st ieaHEHR frp@cm@a Oﬂeéééihﬁefémlt%e”ﬁ (24) g’pw@ﬁbliﬁotsrmlealﬁé?% aﬁf&mpélmjo gdfpri se
an ACCQ&%sﬂHréﬁg%B% @ﬁﬁ@céilé‘@m%ﬂ fuRﬁerachQ?a%EerEGa'irPtﬂ‘é‘%e%%h%detB es

i ndi cat or, wherel n the ateway (14) recognizes from such an
i ndi casaiewah@ﬁhéetefm@egMneweﬁwvlee m@"m qrfmmad syppRstsralased|sybedibelibscri ber

groups rouﬂslbas-ga%nmqné}fe irfdi@itdrs Hbiudedlin el reGRAARM BHIEL Fedeiictil@itht he hone

Nodee gat ewa Interprets the receipt of a connect message froma given
f eth oce@iven (@ﬁ'}e tefmmal @Pven nobile 20 term nal (20) without first receiving
a registration request fromthe given ferntocell (24) for the given nobile
termnal (20) as an indication that the given nobile termnal (20) supports
cl osed!Gubsthe methogobalgin 9, fupthermsharanigrized inthatihgiaRe®r giore indiggtars écluded

char ac,qihd Fegﬁ%tﬂaﬂorli Rﬁﬁheéth@c oM@%e@ﬂﬁ@c‘/@%eHﬁal (%%Hd?i%g%n Acessd

subscri ber group authorizati on bile term nal's that are not
i ndi ca@t@ﬂuragelg@qﬂdadlpatﬁgom bsercEeiprgentdaeabilfies ipdicaterd aa@w@e@'rttf@st@me

SURSCT\95dB gétQ\HF% gu;& Eﬁi%é BmfsRih BRRdi térwatmltﬁe §i9En rioBd te"i%ﬁ\al msr)cat ed

as suppori i scriber groups, based fof a given nobi |
term rﬁlppeﬂﬁ)ﬂosed SUbSC”ber groypscei vi ng a regi st ratl on request froma g| ven
femtocell (24) for the given nobile termnal 30(20); determning fromthe

regi stration request whether the given nobile termnal (20) is indicated as
suppor t1.ng Eheomethod @hsleim ﬂ)@,rfuﬁhQﬂﬂ%gFaCIquZ@%é‘ thettba heolsi NedeBegateway (1¢20) i s

i ndi cahed, a8 tﬁé‘ﬁ&%fpttbf‘gc A&%ﬁmeﬁag%qr%nbgg.@m&%cer 2?&'3’@v&1 MmBGilest rati on

acceptance to t iven fentoce he gi ven e termnal (20)
w&%od@rrpleak(aehw'ﬁg:uéfl@s egelingLcieniseatiqy wapestionbine gitendamtagati (24) for the

f
]‘jg; Lfi@‘?‘f’f*"?g"'%yte rﬁﬁSF bPQs &h Em@fc%ﬁ&rfﬁagih@%n}éﬂr}ﬂ@&ﬂe tERERAY50) SR 8o €N

e gl ven no e termnal (20) and sending a connection
reques&ubﬁeﬂhelﬁér%tpﬁe network (22) for the given nobile terninal (20) in
response to the connect nessage fromthe given ferntocell (24); and if the
given nobile termnal (20) is not indicated as supporting cl osed subscri ber

gr oups12. per Ths methgd of eleise 8 ouBsitrtherghagactrrized in thet thedromsmNedeR aaieywpy €t
m)%scr Igg'f%rrm‘. RRke®E@kriBr b BRRE 2GS Br $HRURY il (2 that bfe St Avfichted

group
as supporting closed subscriber groups and defers closed subscriber group authorization for

mobile terminals (20) that are indicated as supporting closed subscriber groups, based on, for a
given mobile terminal (20):
receiving a registration request from a given femtocell (24) for the given mobile terminal
30 (20);
determining from the registration request whether the given mobile terminal (20) is
indicated as supporting closed subscriber groups;
if the given mobile terminal (20) is indicated as supporting closed subscriber groups,
returning a registration acceptance to the given femtocell (24) for the given
35 mobile terminal (20) without performing closed subscriber group authorization,
and correspondingly receiving a corresponding connect message from the given

femtocell (24) for the given mobile terminal (20) and sending a connection
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aut hori zation is not successful, rejecting connection of the given nobile
termnal (20), and, if closed subscriber authorization is successful,
returning a registration acceptance to the given fentocell (24) for the

gi ven nobile ter W (29) for @ @éﬂ%ﬁheﬁa RiRBNGES in¥BsHAes td r om
t he given fernt Or?g}]?ét( 24 (%ocr)é ﬁ%ﬁ}g %gl)vén dl | e terrr{nla r'(( 2%)|)n, and sendi ng

a connection reqliesonnest essags oM dregivgn (92’29’0611 d#4% fed gi ven nobi | e terninal
(20) inr eslpg{ésﬁvénomoﬂ% t@r‘?ﬁ]ﬁﬁ%%ﬂ?ﬁ@ﬁgﬁcétég%Eb&pcﬁilﬁ@a&oiéf‘?;l}%@ﬁﬂer@?db)ps

13. The net ho any of clalns her characterized in that the hone
Nodee 15gat eway reqrb/mmcnkcs@ﬁéybwb@h@méouaétmézaftpm@f thegivegaehils teenipaled

subscri ber group g)éy%ﬂﬂé'héﬁre'r\@%eﬁ Qe 33) 0, RR8IREBSPBERGoah t he home

Nodee gateway (1 or a given no etermnal (20) that is attenptln to
gain access to tﬁéh@fdﬂaéomﬁﬂ%ﬁk@@?g}“ faie@ing sonnrstind pbthriGiNen rpeltilevennipals) .

2014. A fent ocel '(2693:%8.? @IB‘séH“sdbstQibé?%ﬂfHoﬁ%t%ﬂ is Sudcb &L AGEIMRR feRistratioh nal s

(20) with a hone B gat ewa provid &access to a core network (22)
of a wirel ess cofgpiacee tmﬁheoy@néﬁmmgl} 24%8“ g given tekile teraisial @it i on (10)

characterized by..2g\R Cae&?regﬁ Jlr% J:cﬁ{ne&t]rgéssragétfrohﬁthé@%h%ﬁ)@eﬁ @4) for the

receive a connectlion equest gl ven nobile termnal (20) deSiri nﬁ
actess to the 25@geremabilansrring20), as |SGn@6@1ﬁé>€ﬂnQﬁti°?é?ﬂk’@?fttolthQfGl”ﬁ v

i ndi cation of V‘*‘g&ﬂ%& trfe'@véFPRbbfe treﬁﬁlﬂlalr@b) .6299@99&9&&%0%&&%& ﬁ’érhber

groups; request term nal Identifier if the given nobile
term nal (20) doe aiven feminsel (240 osed subscri ber groups and if one was not
received as part of the connection request; and 30send a registration

requesis f or rf g e HoU &R aﬁPQﬁh 1SmisS 1B Rgkndr 2RArabRritdeinhrsmndRERE NReaway (14)

responsive to recelvin e connection request, and include in the
reéd st gaate\ivom(h%q\d@stesan thenefire aetwerik (22) whethee eloserbsifispabengnpin autherization)

(20) SI’TH%O Had riot B iﬁp%@%brﬁﬂe HOh e R g?‘akéwé%/ (ﬁp]fﬂr%%?\lén rhé&% t8kdhaon (10)

conf|gure to int ace no etermnas dee gat eway
(14) p(r2@9/that tsgalttgms@tqgalraa@@ﬁé tmtheworeknthgyk @p) %erghéhoasmem i cation
systen%l \ﬁé h,entocel | base station (10) characterized by an access

contro ?er 2? that is configured to: receive a connection request froma
given nmobile termnal (20) desiring access to the core network (22), said

i | |
( %ecu on A% Eéll b %ﬂo’ﬂ%@ﬁcdnﬂgur%@tto Pﬁlzr%fcemlg?émﬁﬂﬁs (E@Phﬁtﬁ atr%’h'gﬂ |na

supports ose Scriber nmobi | e term nal
not i nltslbdﬁ gatewsy (suppmwdlmggaqqe@séua §Q@§@ﬁWijK2%jroéap‘Qfele§éﬁ§"WW<@@P%t ration

requesdydf {éé)esa% ¥efloBYakE sfa‘ﬁ&ﬁ&ﬂf}lch&%@er&& B@Qn Q@é@%s NeA@SHes pf weat i 14)

responsi o'receiving the connecti'on request;
conflgured to:

receive a connection request from a given mobile terminal (20) desiring access to the
25 core network (22), said connection request including an indication of whether the
mobile terminal (20) supports closed subscriber groups;
request a mobile terminal (20) identifier if the given mobile terminal (20) does not
support closed subscriber groups and if one was not received as part of the
connection request; and
30 send a registration request for the given mobile terminal (20) to the home NodeB
gateway (14) responsive to receiving the connection request, and include in the
registration request an indication of whether the given mobile terminal (20)

supports closed subscriber groups.

35 15. A femtocell base station (10) configured to interface mobile terminals (20) with a home
NodeB gateway (14) providing access to a core network (22) of a wireless communication
system, said femtocell base station (10) characterized by an access controller (12) that is

configured to:
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if the nobile termnal (20) is indicated as supporting closed subscri ber
groups, send a connection request for the given nobile termnal (20) to the
hone NodeB gateway (14), without first sending a registration request to

the home Node&d Q9B8heYNGYn fddtlest & aldienGhyiSiR t8RRhaI26)ReRirRglacteRto the

core network (22), said connection request including an indication of whether the
mobile terminal (20) supports closed subscriber groups;

if the mobile terminal (20) is not indicated as supporting closed subscriber groups, send

5 a registration request for the given mobile terminal (20) to the home NodeB

gateway (14) responsive to receiving the connection request; and

if the mobile terminal (20) is indicated as supporting closed subscriber groups, send a
connection request for the given mobile terminal (20) to the home NodeB
gateway (14), without first sending a registration request to the home NodeB

10 gateway (14), for the given mobile terminal (20).
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