CONFIGURATION AND VERIFICATION BY TRUSTED PROVIDER

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Patent Application No. 13/784,276, filed

March 4, 2013, the disclosure of which is incorporated herein by reference in its entirety.

BACKGROUND

[6002] A data center is a facility that houses computer systems and various networking,
storage, and other related components. Data centers may, for example, provide computing services to
businesses and individuals as a remote computing service or to provide “software as a service” (e.g.,
cloud computing). The computing resources provided by a data center may include various types of
resources, such as data processing resources, data storage resources, data communication resources,
and the like.

[00603] To facilitate increased utilization of data center resources, virtualization
technologies may allow a single physical computing machine to host one or more instances of virtual
machines that appear and operate as independent computer machines to a connected computer user.
With virtualization, the single physical computing device can create, maintain, or delete virtual
machines in a dynamic manner. When a customer of a data center requests a new virtual machine
instance, the data center may provide a virtual machine management service that identifies a “slot”
for executing the new instance. Customers may sometimes request a virtual machine instance with a
particular configuration. In some cases, the configuration may include software and data that is
provided by the customer or by a third party supplier.

SUMMARY OF INVENTION

[0003a]According to a first aspect of the present invention, there is provided a computing
system configured to manage virtual machine instances on behalf of a plurality of users, the
computing system comprising: at least one computing device; and at least one memory in
communication with the at least one computing device, the at least one memory having stored
thereon computer readable instructions that, when executed by the computing system, cause the
computing system to at least: receive a request for one or more virtual machine instances; in response
to receiving the request for the one or more virtual machine instances, instantiate a virtual machine
instance, wherein instantiating the virtual machine instance includes loading software or data
associated with a configuration for the virtual machine instance; audit the instantiated virtual
machine instance to generate a record of the loaded software or data; compute a configuration
integrity verifier based on the record of the software or data and the configuration for the instantiated

virtual machine instance; and in



response to a request for verification of the software or data, provide the configuration integrity
verifier, information regarding the audited instantiated virtual machine instance, and the record
of loaded software or data as a trusted third party verification that the software or data were used

to instantiate the instance.

[0003b]According to a second aspect of the present invention, there is provided a method
for verifying a computing configuration by a provider network providing virtualized computing
resources to a plurality of users, the method comprising: receiving a request for one or more
virtualized computing resources, wherein providing the one or more virtualized computing
resources includes loading of code and data; in response to receiving the request for one or more
virtualized computing resources, instantiating a virtualized computing resource including loading
code and data associated with the instantiated virtualized computing resource; auditing said
loaded code and data associated with the instantiated virtualized computing resource to generate
a record of the loaded code and data associated with the instantiated virtualized computing
resource; computing a configuration integrity verifier based on the record of the loaded code and
data associated with the instantiated virtualized computing resource; and sending the
configuration integrity verifier in response to a request for verification of the loaded code and
data associated with the instantiated virtualized computing resource, the configuration integrity
verifier being usable as a trusted verification of the loaded code and data associated with the

instantiated virtualized computing resource.

BRIEF DESCRIPTION OF DRAWINGS

[0064] Throughout the drawings, reference numbers may be reused to indicate
correspondence between referenced elements. The drawings are provided to illustrate example
embodiments described herein and are not intended to limit the scope of the disclosure.

[0005] Figure 1 is a diagram illustrating a mechanism for providing a configuration
verification service in accordance with the present disclosure;

[0006] Figure 2 is a diagram illustrating an example computer system that may be used
in some embodiments.

[0607] Figure 3 is a diagram illustrating a mechanism for providing a configuration

verification service in accordance with the present disclosure;
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[OBOBY Figure 4 is s diagram illustrating an sedit record in secordance with the prasent
gisclosure;

[000%  TFigure 5 ix o diagram Hlustrating & mechanism for providing a configuration
verification service in accordance with the present disclosars;

{8810] Figure & is a flowchart depicting an example provsdure for providing a
gonfigaration verification service in sccordance with the present disclosure; and

{60111 Figure 7 is a flowchart depicting an example procedure for providing a

configuration verification service tn acoordance with the present disclosure,

DETAILED DESCRIPTION

[6613] Hardware and seftwars sechnologies for stilization and verification of tusted
platforms are generally described hersin, Embodiments of systems and methods are described for
validating by a comynuting resource service provider that a computing resource is in 3 knowsn oF
desired configuration, For example, a confirmation may be provided that a virtual machine has
booted into 2 known configuration. In various embodiments, 2 computing resource service
provider, such as a data center, may act as 3 wrusted third party that interscts with load and
configuration processes io provide a trusted thivd party validation of a configuration. In some
embodiments, the third party validation may be provided by a process sxecuting in the data
center, For example, a load verification service or a configuration verification service may be
implemended that interacts with the boot process and can be queried out-of-band. The lpad
verification service or configuration verification service may be responsibie for provisioning &
vequesied virtual resource, setting up a boot-loader, and interacting with the virtwal resource, The
boot-loader mey conununicate with the load verification service oy configuration verification
service o record or audit the detected configuration. The values provided by the boot-loader are
typivally write-once and are only fo be reset by rebooting the systern, The load verification
ssrvice or configuration verification service may also generate and provide cryptographic
checksums of loaded files. The load verification service or configuration verification service may
provide the checksum values and the boot configuration 1o an authorized parly, allowing the
suthorized party to determing the integrity of the boo configaration of the virteal resource
without depending on their own verification methods,

100331 Figure 1 is o disgram illostrating o system 100 including a mechanism for
providing o load verification service or configuration verification service in accordance with the
present disclosure. In the present disclosure, a load verification service may also be referred to as

a third-party verification service or a configuration verification service, The terms may be used
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interchangeably, Referring o Figure 1, sysiem 100 may include virtoal machine instances 110
and 120 that may execute, for example, on one or more server computers 130 and 140, It will be
appreciated that some embodiments may involve additional vinual machine instances that may
be instantiated on additional server computers in system 100,

{88141 Figure 1 also ilusirates a public network 150 that may include one or more
computing devices such as compaters 160 and 170, According to one embodiment, virual
machine instance 110 may be configured (o provide computing services (0 2 compuer user (oot
shown} of public network 150 via 5 gateway 190 and computers 160 and 170, For example,
virtual machine instance 110 may provide 5 set of remote access enterprise applications tva
group of wsers who may, for example, be emuplovees of an enterprise customen

{68151 A customer, user, administratoy or any computing resource in system 100 may
reguest & resousce instance with 8 particular software configuration. In one evbodinent, 2
configuration verification service 180 may be provided that interscis with the boot and load
process. The requested virtual resource can be provisioned by system 100 and configuration
verification service 180 may be configured fo interact with the virual resource, For example, an
insiance manager {e.g., 2 hypervisor of 3 Dom() can identify the files loaded onto the virteal
machine during boot, rack the detected configuration and report a Hist of files or send the fles
themselves 1o the configuraton verification service 180, Similarly, the boot loader used 1o
tsunch the nstance may be configured fo communicate with configuration verification service
E88 to track and report the detected configuration. In an embodimeny, the inslance manager or
configoration verification service 180 may provide an audit of loaded files and gencrate a
checksum. Configuration verification service 180 may provide the aodit results and checksum
vatues 1o an asthorized pasty, allowing the authorized party to verify the integrity of the boot
configuration of the virtual resourse, By providing the configuration verification, system {0 can
efficientdy provide s vusted confirmation of & particular configuration, The trusted confirmation
may be requested divectly by 2 customer of the dats center, by an administrator of the data
center, a provider or vendor of 2 particular softwars product, or any computing resource within
the data center such as server 1300 Berver 130 may also send 2 request on behalf of itsell or on
behall of other servers.

{0016  Various aspects of the disclosure are described with regasd 10 certaln examples
and embodiments, which are intended 1o illustrate but not 1o himit the disclosure.

18017] A data center may provide one oF more services accessible via the Intemnest such
as various types of closd-based computing or storage to a distributed set of clients. The data

cemter may host various resourcs pools, such as colleciions of physical and vinualized computer
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servers, storage devices, networking equipment and the Hke, nesded to implement and diswribuie
the services offered by the data center. The data center may alse provide private and isolated
sections of its data services in which a cestomer may launch computing resources in s virtoal
network defined by the user. In some embodiments, different parts of the functionality of the
network interface virtualization service may be incorporated within several different cooperating
software components and/or devices, such as modules of hypervisor or operating system
software running on various hardware platforms of the provider network, router software on edge
devices, and the fike.

(802181 In one embodiment, the data center may provide customers with ons or more
instances of virtuatized computer resources and/or storage resources, each of which may require
petwork addressability to allow the customers 1o intoract with the resources.

(80191 Figure 2 ilustrates an example computing savironment in which the
embodiments described herein may be implemented. Figure 2 {s a dingram schematically
itlustrating an example of 8 data center 210 that can provide compuiing respurces to nsers 200a
and 200b {which may be referred heveln singularly as s user 2007 or in the plural 35 “the users
2007} via user computers 202a and 202h (which may be referred herein singelarly as “a
compaier 2027 or ju the plural as “the computers 2027} via & communications network 230, Data
center 210 may be configured (o provide computing resources for executing applications on a
permanent or an as-needed basis, The computing resovrces provided by data center 218 may
include various types of resources, such as data processing resources, data storage resources, data
commusnication resources, and the like. Eack type of computing resource may be gensral-purpose
or may be available in a number of specific configurations. For example, dats processing
resources may be available as virtual machine nstances. The inslances may be configured o
execuie applications, including Web servers, application servers, media servers, database servers,
and the like. Data storage resources may include file storage devices, block storage devices, and
the like.

(60281 Each type or configuration of computing resource may be available in differemt
sizes, such as large resources—consisting of mamy processors, largs amoonts of memory, andfor
targe storage capacity-—and small resources—consisting of fower provessors, smatler amsunis of
memory, snd/or smaller storage capacity. Customers may choose o allocate 3 number of small
processing resources as Web servers andfor one large processing resouree as » databuse server,
for example,

[B0Z1] Data center 210 may include servers 2162 and 216b (which may be referred

hereln singolarly as *a server 2167 or in the plural 23 “the servers 2187 that provide competing
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resources available as virtual machine instances 218a and 218b {which may be referred herein
singularly a5 “a viral machine instance 2187 or in the plural as “the virpal machine instances
Z18™). The virual machine instances 218 may be configured 10 execute applications, inchuding
Wed servers, application servers, media servers, database servers, and the ke, Other respurces
that may be provided include data storage resources (not shown), and may include file storage
devices, biock storage devices, and the like.

(88221 The availability of virtualization technologics for computing hardware has
provided benefis for providing large scale computing resowrces for customers and allowing
commputing resources to be efficiently and secorely shared betwesn multdple customers. For
gxample, virtualizaton technologies such as those provided by Viiware or other virtualization
systems may allow a physical computing device w be shared among mubiiple users by providing
each user with one or wore virtual machine instances hosted by the physical computing device,
A virtual machine instance may be a software emulation of 2 particnlar physics! compating
systern that acts as » distinet logical compating system. Such a virtsal machine instance provides
isolation among multiple operating systems sharing a given physical computing resource.
Furthermors, some virualization technologies may provide virtual resources that span one or
more physical resources, such a5 a single virua! machine instance with multiple virtual
processors that spans multiple distinet physical computing systems.

[8023] Refemring to Figure 2, communications network 230 may, for example, bea
publicly acczssible network of linked networks and possibly operated by various distinet parties,
such as the Internet, In other embodiments, communications aptwork 230 may be 4 privaie
network, such as, for example, a corporate or university network that is wholly or partially
iraccessible 1o non-privileged vsers. In still other embodiments, cooumunications network 230
may include one or more private notworks with access to anddor from the Intemnet,

16824} Communication network 230 may provide scress 0 compmters 2082, User
computers 202 may be computers utilized by users 200 or other users of data center 210, For
instance, wser computer 2028 or 207 may be a server, a deskiop or Iaplop personal computer, a
tablet computer, & wireless ielephone, a personal digital assistant (PDIA), apy e-book reader, 3
game console, 2 set-top box, or any other computing device capable of acoessing data center 21
User computer 202a or 202b may conneet divectly to the Intemet {g.g., via 2 cable modem or a
Prigital Subscriber Line {DSL)). Although ondy two user computers 202a and 202 are depicted,
it should be apprecinted that there may be maltiple user compuers,

JBO25Y  User computers 202 may also be atilized 1o configure aspects of the computing

resources provided by data center 210, Yo this regard, data center 210 might provide a Web
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interfuce through which aspects of its operation may be configured through the use of 3 Web
browser application program executing on user computer 202, Akiematively, a stand-alone
spplication program executing on user compuier 202 might aceess an appleation programsing
interface {APT) exposed by data center 210 for parforming the configuration operations. Other
mechanismas for configering the operatior of the dota center 210, including deploving vpdates 1o
an application, might also be utilizsd.

[0026] Servers 216 shown in Figure I may be standard servers configured approprintely
for providing the compoting resources described above and muy provide computing resources for
executing one or more applications. In one embediment, the computing resowrmes may be virtual
machine insiances 218, In the example of virual machine instances, each of the servers 216 may
he configured o execnte an instance manager 2204 or 220b (which may be referred herein
singularly as “an instance manager 220" or in the plural as “the instance managers 2307) capable
of executing the virtual machine instances 218, The instance managers 220 may be 2 virual
machine montor (VMBM) or another type of program configured 1o enable the sxecution of
virtpal machine instances 218 on server 216, for example, As discussed above, each of the virtual
seachine instanves 218 may be configured to execuie all or a portion of an application,

(80277 It should be appreciated that although the emnbodimenss disclosed sbove discuss
the context of virtual maching instances, other types of implementations con be aiilized with the
coneepts and technologies disclosed herein. For sxample, the embodiments disclosed herein
mught also be utilized with computing sysiems that do not siilize virual machine instances.

{BO281  In the example dmta center 210 shown in Figure 2, 2 vouter 214 may be wtilized
to interconnect the servers 2163 and 216b, Router 214 may also be conngcied 1o gatewsy 220,
which is connecied (0 commugnications network 230, Router 214 may manage communications
within nebworks in date center 210, for example by forwarding packets or other datg
communications as appropiiate based on characierisiics of such communications {e.g., header
information including source andior destination addresses, protocel identifiers, ete.} andfor the
characteristics of the private network {e.g., routes based on network topology, et0.). 1t will be
sppreciated that, for the sake of simplicity, various aspects of the computing systems and other
devices of this example are iHostrated withouwt showing certain conventionad detalls, Additional
computing systems and other devices may be interconnected in other embodiments and may be
intercommected in different ways,

{68257  ©i chouwld be apprecisted that the network topology Hostrated in Figure 2 has

Been greatly simplified and that many more sstworks and networking devices may be utilized
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interconnect the various computing systems disclosed hersin. These network topologies and
devices should be apparent to those skilled in the st

[O830] It should glso be appreciated that data center 210 deseribed in Figure 2 is mersly
itlustrative and that other implementations might be utifized. Addiionally, it should be
appreciated that the functonality disclosed herein might be mplemented in software, hardware,
or a combination of software and hardware, Other implementations shovld be apparent 1o those
skilled in the art ¥t should slso be appreciated that s server, gateway, or oiher computing device
may comprise any combination of hardware or software that can interagt snd perform the
describied types of functionality, including without limiiation desiiop or other computers,
database servers, network storage devices and other network devices, PDAs, tablets, collphonas,
wireless phones, pagers, electronic organizers, Internet appHances, television-based systems
{e.g., nsing set lop boxes and/or personal/digital video recorders), and various other consumer
products that include appropriate communication capabilitics. In additon, the functonality
provided by the iflustrated modules may in some embodiments be combined in fower modules or
distributed in additional modules. Smilarly, in some smbodiments the functionalty of somwe of
the itlustrated modules may not be provided and/or other additional funciionalily may be
available.

{B031]  The copacity of purchased computing resources provided by data center 210 can
be scaled in response to demand. In this regard, scaling refers to the provess of Instantiating
{whick may also be referred o herein as “launching” or “creating”™} or terminating {which may
also be referred (o hereln as “de-sealing”™) Instances of computing resources In responss 1o
dernard. In this manner, the capacity of resources purchased by a customer of data center 210
can be sealed oa-demand,

{8321  Auto sealing is one mechanism for scaling computing resources in response o
increases or lulls in demand for these resources.  Auto scaling sllows costomers of data center
210 to configure data center 210 to seale thelr purchased computing resources according 16
conditions defined by the custorner. For insiance, rules may be defined for scaling up capacity in
a particuiar manner in response o the occurrence of specified conditions, such as o spike in
demand. Similarly, rules might also be defined to scale down capeeity in a particular manner in
response to the ccourrence of pther conditions, such as a jull in demund. The mechanisms
disclosed herein for lavnching virlual machine instances might be vtilized when instances are
manvally launched by a customer or when instances are Iaunched by gn auto sealing component

in dalg center 210,
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{84331  Data center 210 may alse be configured with a deployment component 10 assist
customers in the deployment of new instances of computing rescurces. The deplovment
component may receive a conhigaration from a cestomer that includes daia desoribing how new
instances shoulbd be configured. For example, the configuration might specify one or more
spphications or software components that should be installed in new instances, provide scripts
andfor other types of code 10 be sxecuted in new lnstances, provide cachs warming logic
specifying how an application cache should be prepared, and other types of information. The
deployment component uiilizes the cusiemer-provided configuration and cache warming logic 1o
taunch, configure, and prime new instances of computing resources.

{8834]  In many cases, s customer of o data center, or a softwars or data supplier toa
data center, may request verification that a specified computing configuration has not been
modified or tampered with. For example, 2 customer may wam o receive assurances that a
specified operation system has been loaded, In some embodiments, 2 customer may want to
receive assurances that a partonlar software application has been loaded and has not been
tampered with. A data center providing, for exanple, cloud computing services, may be inan
advaniageous position to provide such assuranves. The service provider or data center typically
owas and operates the computing infrastructure whils the content provider may only provide
software andfor data to the service provider or data center. Many software/data suppliers such as
costtent providers who distribute software and content to dat centers and cloud-based services
may request assurances that computing services provided by the data centers and cloud-based
services meet certain criteria such as data-load integrily, ability 10 handle certain data, and the
Hike,

{BO35]  In a cloud-based service that provides vinualized services, the position of the
service provider with respect the software/datn loading process places the provider in 2 position
1oy provide trusted services by and for 2 client. Many organizations and businesses rely on the
compting rescurces provided by a service provider to provide computing and information
services (o support their day-to-day operations. The computing services provided by service
providers are extremely kaporiant o busineszes as the continued and retisble availability of the
computing servioes are imponast to the business’s ongoing operations. Security is an important
concern not ondy for service reliability but also for the protection of 5 customer’s valuable and
proprictary information. It is thus necessary that customers be able to trust the reliabibity and
security of the romputing services provided by the daia center. For example, if a customer
requents installation of a specified operating svsiem, the cloud-based service is trusted 1o lavnch

& virtsal machine with the specified operating system. The trust that is assumed when a cusiomer
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signs up for cloud-based services may thus be leveraged w allow for tansfer of that gust, by
fevering the reprtation of the servics provider, to third parties via the trusted servicss provided
by the service provider. For example, the service provider can audit sad verify 2 customer’s
suftware configuration and provide 2 unigue identifier for the configuration thatcan be wsedas a
credential 10 3 third party verifying the integrity of the configuration. The service provider thus
takes on the role of an auditor with respect (o the services provided by customers who host their
software on the service provider's resources,

{836} In ope embediment, 3 customer may reguest an instance and reguest that a
particular software configuration and data be deployed. A server operator in the data center may
be tasked with loading a customer's reguested softwars snd dala on the instence. Furthermore,
the customer can reguest that the daia center provide an audit certificats. The audis cartificate
mmay in some embodiments be a digital cortificate, but It can he appracinted thal any type of
certificate, electronic or otherwise, may be provided. The audit centificate may then be presented
10 @ thivd party o verify what was deployed. Since the third party trusts the sepvice provider, the
audit certificate may be sccepied as confirmation of the deployed software andfor data,

{60371 Thus in various embodiments, the service provider may a0t as @ trusied party
that verifies what was deploved and provide a means for providing trusted verification of the
deployment. In some embodiments, a customer that uses resources operated as a service by 3
service provider may use the above described audit centificate mechanism to confinm o its users
that the instance is utilizing software that is loaded and verified by the service provider. For
example, a customer who provides digital video or music services may provide specialized
medis player seftwers 1o its users for rendering the video or music files while praventing
unauthorized copving of the files. In order to provide assurances 1o the video or music provider
that the users are using legitimate rendering software that has not been tampered with, the service
provider may provide audit cerpificates 1o the video or music provider to stiest that instances of
the rendering software that are hosted on the service provider's computing resources have been
londed and verified to 2 known configuration.

{8838] Thus, as the owner/operator of the computing hardware that deploys the
software ard data, the service provider can audit e deployed software and data using
vertfication twthodologies such as computing o configuration integrity verifier. In one
gmbodiment, a checksum of the loaded sofiware and data may be computed. A checksum is a
valne computed from 2 block of data that can be ssed (o detect changes or errors in the dota
during transmission or storsge. The integrity of the transmitted or stored data is checked by

recomputing the checksum and compating it with a stored checksum that represents a checksom
N
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of a known or expected state of the files used o launch the instance. In sther embodimenis, other
verification methodologies can be used such as hash functions and fngerprin,

{60337 Since the customers of the service provider may only be willing to download
data 1o or otherwise interact with Gusted users, the configuration integrity verifisr provided by
the service provider can provide such trust by providing a relisble data integrity mechanism. In
this way, a rust moded as deseribed berein may provide a trust mechanism between thres
parties—the service provider (the trust provider), a customer of the service provider (the trust
requestor), and an snd user of products or services of the customer of the service provider, In one
embodiment, the service provider, who typleally owns and operates the computing hardware,
muay recetve 3 software configuration that 2 customner provides. The service provider may record
or andit what Is loaded on a virtual resource reguesied by the customer using 2 dala integrity
mechanism such as a checksum. The checksum may be provided by the service provider 1o the
custormer when the software configuration is loaded or otherwise when requested by the
customer, such as befors the end user interscts with the virtual resource. The service provider
may alse provide other information such as templates and an audit Jog Including names of loaded
files. The customer who requesied the instance with the software configuration does not nesd (@
provide any additional verification 1o any third-puarty requestors since the service provider can
provide all the verification nseded by the third-party requestor.

(00481 In an embodiment, the andit information can be seat from the service provider (o
the third-party requestor, thus silowing the thicd-party requestor to rely on the audit and
checksum information directly from the service provider. The third-party requestor may verify
that the checksum and other information received from the servioe provider matches what the
thind-party requestor expecis. In some embodiments, the third-party requestor may provide a
detailed set of information for instantsiing & vivtaal machine, such as the bard disk image, boot-
{oader, boot-loader configuration, hardware configuration (2.g., processor and memory), and the
fike.

(68411 A checksum is one exarple of 8 data integrity mechanism that may be used in
the embodiments disclosed berein. &5 mentioned, any mechanism for verifying data integrity
can be used, such as a hash function or 2 fingerprinting algorithm. In one embodiment, a public-
key infrastrocture (PRI} may be used. In some embodiments, a trusted platform module fonction
may be included with a computing device. The trusted platform module may include an
endorsement privaie ey that uniguely ideniifies the wusted platform module and thus the
physical host. The trusted platform module may also include cryplographic functions. The

hardware manufacturer may sign the corresponding public key to guarantee the integrity of the
- 10
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trusted platform module snd validity of the key. Trusied platforms may leverage the features of 2
trusted platforem module to snable verification. For example, &t boot time, the host (e.g., the
mstance manager may compuie s measurement Hst consisting of hashes of the software
involved in the boot sequence (e.g., the BIOS, the boot-loader, and the softwars implementing
the platform), The measurement list may be seourely stored inside the host's trusted platform
moduie, To provide confirmation to configuration verification service 180, the service may
chatlenge the host with a nonce {e.g., & sequence used (0 sign & crypiographic communication).
The configuration verification service 180 may reguest the local trusted platform moduls to
creale 8 message containing both the measurement st and the nonce, The message may be
encrypied with the wusted platform module's private key. The host may then sead the message
the configuration verification service 180 who may then decrypt the message using the private
key's corresponding public key, thereby authenticating the host. The configuration verification
service 180 can then store the verified st and send the verified st or information based a1 least
in part on the verified Hst to third-party requestors. By checking that the nonces match and that
the measurement Hat comresponds 0 a configuration that is deemed to be trusted, a third-pasty
requestor can idemsify the platfonm on an potrusted host. By using a trusted platform module, &
provider of contert may be assured that content is only dovwnloaded 1o trusied devices that have
nat been tampered with or altered,

i0042] In some embodiments, an additional or fourth party may be used as a
verification service o provide an optional or additional level of verification, For sxample, 2
founh-party verifier may audi and verify that the service provider is employing reliable load and
verification processes and is to be fusted,

[8843] Figwe 3 Hlustrates one embodiment in which a configuration verification
service §s provided, Figure 3 includes virtual machine instances 302, 304, 306, and 308, In the
figurs, virual meching instance 302 includes fles A, B, G, and M and 3 checksum, YVirtual
machive instance 304 lnchades files A, B, O 1y, B, snd F and & checksum, Vintual maching
instance 306 includes files A and B and a checksum, Virteal machine instance 308 includes files
3, H. M, and N and 3 checksum. Each of the virtval machine instances 302, 304, 308, and 308
may be associsted with respective software configorations 312, 314, 316, and 318, As an
example, suftware configuration 312 may include a particular operating system.

80441 Figure 4 {Hustrales an example of an sudit record 400, 4 subset of the elements
or ficlds shown in Figure 4 may be implemented i some embdodiments, and not all the
implemented fields may be populated, When an audil record 400 s created, 2 new andit 1D 401

may be created that may be used © uniguely idensify the audit record 400, In some
211
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embodiments, 8 description field 402 may be provided by a user or administrator, A data center
network In which the audit record Is to be used may comprise a plurality of computing resowrees
such as virival machine instances in some embodiments. Audit record 400 may contain resource
15 403 in such cases. For example, the operator of 2 provider network mav establish a logical
partition for g particular customer by setting aside 2 set of service platforms, a set of patwork
address ranges, cther eouipnent or resourees, and network adminisiation capabilites for
exclusive use by that customer.

106845]  Customer ID 404 may be usad to identify 2 customer that requested a resource,
Third Party 1D 203 may identify one or more thivd parties who may be suthorized to reguest
some of all or the contents of audit record 400, In one embodiment, a policy suthorizing a third
party 10 reguest and receive audit record 400 may be created by a customer. The configuration
verification service 180 may receive requests for andit records and cheek the policy 1o desermine
if the policy authorizes the requesting thind party to view or receive the record.

{0846 Andit record 400 may include a digital signature 310 of the configaration
verification servioe 180, File list 440 may include 2 st of data such as file names that were
loaded on the resonree identified by resource 1D 403, For example, file list 440 may include fBles
450, 451, 432, and 433, Integrity verifier type 460 may identify the type of data integnity
methodology used 1o verify the contents of file list 440, Integrity verifier data 470 may store the
value of the integrity verifier.

{6471 In one embodiment, some of the fields shown in Figure 4 may be replaced by
references or pointers 1o other objects. For example, data for audit record 400 may be stored in
separate datz object, and the aundit record 400 may store 3 reference o the daw object.

{B048]  Figure 5 iHusteates an sxample computing envivonment in which the
embadiments described herein may be implemented. Referring (© the figure, server computers
502, 510, 520, and 5330 may commaunicate with a configeration verification service 504 so that
software and data information can be audited, The sudit information may be siored in a daia
stors on one of the server computers 502, 510, 520, and 530 or in a data storve that §s part of the
configeration verification servies 504 (not shown). Configuration verification service 504 may in
some embodiments comespond to configeration verification service 180 as depicted in Figurs 1.
Server computer 502 may host virteal machine instances 506 and 508, Similarly, server
compuier 510 may host virtes! machine instance 512; server computer 520 may host virtual
machine instances 322, 524, and 526; and scrver computer 530 may host virtual maching

instance §33,
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{68451 Server computer 502 may send sn indication w configuration verification
service 504 that virtesl machine 532 will be launched, and in rasponse configeration verification
service 504 may initiate g configuration verification process. Configuration verification service
504 may mteract with server computer 302°s load and configuration processes to generate a
record of fites and data used to haunch the instance. Purthermore, configuration verification
service 504 may generate a configuration intogrity verifier based on the instalied files and data.
I ancther configuration, server 502 may generate a record of stalled files and data for viruad
machine 506 or 508 and send the record 1o configuration verification service 504 for storage.
The configuraton verification service 504 can vend the records, or information based on the
records, 1o thizd parties. In an embodiment, the instance manager can be configured 1 generate
recnrds in response (0 g request from the customer. For example, the costomer can submit a
request s the servies provider (via a console or an APT) to indicate a prefevence that the
configuration verification service 304 generate records for certain instances, Similarly, when
faunching an instance the customer can add a paramsier 1 the APY call indicating that record
generation s enabled. When the instance is launched by the service provider, the regesst 1o
generate records can be propagated ©o the host, which in tum can enable the configuration
verification procags,

188561  In some embodiments, the reguest for the configuration verification may be sent
to configuration verification service 304 from server computer 302 on behalf of one of the other
server compaters 51, 520, and 530, In other embodiments, a third party such as a service
executing on one of the ssrver computers 302, 510, 520, and 539, or sxecuting on another
computing device, may send the request on behalf of one or more of the server computers 502,
S10, 520, and 330,

(00511 Configuration verification service 504 may be implemented as a distributed
syster and can reside on one or more server compulers andfor other computiag resources in ong
or more dala centers, Configuration verification service 504 may in some embodiments be
managed by 3 VMM or other management software exscuting in the data center. Configuration
verification service 304 may also execnts on one or more virmal machines,

(88521 Figure 6 illustrates an example operational procedure for providing a
configaration verification service. In an embodiment, 8 data center may provide cestomers with
one of more instances of virkebized computer resources andfor stovage resonrees. In operation
600, a cusiomer may request a computing resource such as 2 virmal instance and request that a
particular software configuration and dats be deployed. For example, & customer may submit an

AP call to a compute service that indicates an action {o perform (e.g., Runlnstances) and an
13
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trage to launch. A customer may also reguest venifieation of the configuration for the image. In
one embodiment, the cestosser may create a pelicy 1o sllow the configuration verification
information to be provided to a third party. The policy can also specify whether the third-party
will be allowed aceess to the configuration andi records or just the result of the configuration
verification. The reguest for verification configuration andfor the policy may be stored as
metadata attached 1o the nstance mage. A configeration verification service as described above,
for example, cormesponding to the net configuration verification service 180 depicted in Figure
andfor the configuration venification service 504 depicted in Figurs 3, may be invoked. In
operation 610, 2 placement service ronning in the data center {not iBusirated) may identify »
resource that may provide the requested computing resource such as a computer server in the
data conter,

{0053] In operation 620, the reguested compudng resource may be brought enline, If
the requested compating resource is a virtual machine, then the virtual machine may be
instantiated on the identified server computer. In operadon 622, the configuration verification
metadaiz may be read and a reguest o enable configuration verification functionality may be
pushed to the bost as part of the faunch request. In operation 624 the requested software and data
may be loaded. In one embodiment, the successful lavnch of the instance may include sending 1o
the customer an instancelD or some other token that maps 1o the instancellr. In some
embodiments, the (oken may be an encrypied version of the instancelD.

{68341 In operation 623, the software and data being loaded by the host can be sudited,
For example, the insiance manager can track the software files and data Joaded by the instance
and penerate & record using the information. In operation 630, an integrlty verifier, such asa
checksum can be genersted. For example, the instance manager can generate g checksum for
each file that was loaded and/or for the collection of files there were Inaded by the instance as
part of & boot procedure.  Alternatively, the configuration integrity verifier can be generated by
the configuration verification service. For sxample, the files that were used to boot during the
boot aperation can be sent to the configuration verification service, which can generate one or
move checksums. As noted herein, the seguence of these operations need not be sequential and
can be performed in paratlel. For example, the configuration verification service may audit the
loaded software and dats and generate the configuration imegrity verifier while the software and
data are heing loaded, '

[8055] o operation 6335, it is deicrmined whether a verification request has been
received, If & verification reguest hos been received, then in operation $40 the instancelD or

token may be provided o the third-party requesting the verification. In some embodiments, the
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third party may query an API for verification and pass the instancelD or token via the APL The
policy created by the customer may be checked to determine if the third ;}af:ty is authorized to
receive the verification information, Depending on the policy, the results of the sudit andfor the
configurstion integrity verifier may be provided.

FOd36]  Figure 7 ilustrates an example operational procedure for verifying a computing
configuration. Referring to Figure 7, operation 700 begins the operational procedure. Qpesation
TG0 may be followsed by operation 702, Operation 702 Hlustrates receiving s reguest for g virlual
resoprce and a configuration for the virtual resource. In an embodiment, the reguest may be
seceived in o computing environment comprising a plorality of computing devices providing
computing resources. Additionally and optionally, the configuration may include at least one
software configuration for which integrity verification has been requested by a provider of the st
least one software configuration,

{38571 Operation 72 may be followed by aperation 704, Operation 704 illusirates
instantiating the requested virual resource in sccordance with the requesied configuration in
response 1o recelving the request for the virteal resource. Operation 704 may be followed by
operation 706, Operation 706 illustrates auditing the instantisted virtual rescurce {0 generate a
record of loaded software and data, Operativn 706 may be followed by operation 708, Operation
708 ilustrates computing 2 configurstion integrity verifier hased on the record of Joaded
software and data and the requested configuration.

{0058) Operation 708 may be followed by operation 710, Operation 710 illustrates
determining if a request for verification of the loaded configurating has been received.  no
reguest has been received, then operation 710 may be followed by operation 702

{08587 I a request for verification of loaded configuration has been received, then
operation 710 may be followed by operation 712, Operation 712 illustrates providing the
configeration integrity verifier. In an embodiment, the service provider may sxpose an AP for
querying the integrity of a given instance and third parties, such as 8 company that uses the
functionality provided by the instance, can subm¥t queries to the AP before interacting with the
instance. When interacting with the AP, » thisd party can specify an action such as
VenfvinstanceConfiguration and pass the Instanceld of the instance, 2 public IP address of the
instance, andfor a token as a pwrameter. After the request is received, a reguest 1o verify the
instance configuration can be rowted o the configuration verification service. The configuration
vegification service can authenticate the request from the third party and determine whether the
third party is authorized 10 receive configeration information for the instance. For example, the

configuration verification service can communicate with an identity service 1o check whether the
-15-
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third-party has sufficient privileges. ¥ the third-party has sufficient privileges, the configuration
verification service can send the record to the thind party, Alternatively, the configuration
verification servios can retwrn 2 “irue” or “verified” response back to the third party. This
configuration can be used o kesp the details of what software was actually Joaded from being
distributed o the third-purty and can be specified in a policy. The configuration integrity verifier
may be psed as a gusted third-party verification that the loaded software and data provides the
requested configuration. For exumple, in response o a request for verification by the provider of
the at Jeast one software configuration o in response 0 a request by a user of the instantiated
virmal resource for vanificstion of the at leest one software configuration, the configuration
integrity verifier and information regarding the andited instantizted virnsal resource and the
record of loaded software and data is sent to the provider of the at least one software
configuration.

{8868] Embodiments of the disclosure can be described in view of the following
clauses:

i. A computing system comprising:

st least one computing device; and

at least one memory in communication with the at Jeast one computing device, the at least
one menory having stored thereon computer seadable instructions that, when executed by the
computing systent, cause the compuiing sysiem o & least:

racetve a requsst for an fostance;

i response 10 receiving the reguest for the instance, instantinting the requested instance,
whereln instantiating the requested instance inclodes loading operaling system software or data;

sitditing the instance o generate a record of the loaded operating system software or data;

computing a configuration integrity verifier based on the record of loaded operating
system software or data and 8 configoration for the instance; and

in response o a reguest for verification of the operating svstem software or daa,
providing the configuration integrity verifier, information regarding the sudited instantinted
instance, and the record of loaded operating systew software or date as & vusted third party

verification that the operating svstem software or data were used o instantiate the instance |

2. 12 system according to clause 1, whersin the configuration integrity verifier

comprises & checksam,
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3 The system according 1o clause |, wherein the request for verification of the
pperating system sofiware or data is received from a provider of the configuration or a aser of

the instance,

4, The system according to clause 1, wherein 2 provider of the configuration

integrity verifier Is validated by a verification service,

3 The system according to clause 1, wherein the configuration integrity verifler

is validated by g digits] centificate in a public-key infrastruciore.

&, The system according o clause 1, wherein permission o provide verification

of operating system or data is authorized by a requestor of the instance,

7. A method for verifying 2 computing configuration, the method comprising:

receiving a request for 8 computing resource, whereln providing the computing resourcss
inchudes Ioading of code or data;

in response 1o receiving the request for the computing resource, instatisting the
requested computing resowrce by loading said code or data;

auditing sald loaded code or data o gensrate a revord of the loaded code or data;

computing a configuration inisgrity verifier based on the record of the loaded code or
data; and

sending the configuration integrity verifier in response to 2 reguest for verification of the
loaded code or data, the configuration integrity verifier being vsable as 3 trusted verification of

ihe loaded code or data,

8. The method of clause 7, wherein the request is received it a computing environment

comprising a plurality of computing devices providing compsting resources.

9. The method of clause 7, whereln the computing resousce s & virtual machine,

13 The method of clause 7, wherein the configuration integrity verifler i5 sent to a
provider of the code or data In response a request from the provider of the code or dats for

verification of the code or daga,

-17-
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11, The method of clause 7, wherein the configuration integrity verifier is sent 10 a user
of the code or data in response a reguest by the wser of the computing resource for verification of
the code or data.

ay
H

12. The method of clause 7, wherein the configuration integrity verificr &= sent 1o 8
provider of the code or data prior 1o 2 user of the computing resource accessing the computing
FERDBICE.

13, The method of clause 7, wherein the configoration integeity verifier comprises a

checkswss,

14, The method of clavse 7, wherein the counfiguration integrity verifier is validated by a

digtial certificate in a public-key infrastructure.

15, A non-trancitory computer-readable storage medium baving stored thereon compaier
repdable instructions, the compuier-readable instructions comprising Instructions that wpon
exscution on 2 computing node, 2t least cause:

in reaponse o receiving a reguest for a computing resource, wherein the request includes
a configuration requiring loading of code or dats, providing the requested computing resource in
accordance with the reguested configuration including said code or datg;

auditing the compiting resource (o generate a record of the loaded code or data;

computing a configuration inteprity verifisr based on the record of the loaded code or
data; and

prasenting the configuration integrity verifier as 2 trusted vesification of the Joaded vode

or data.

16, The non-transitory computer-readable mediom of clavse 15 wherein sald presenting is
in response to 2 reguest by the computing resource 10 gocess functionality provided by said code

or data,

17. The non-transitory computer-readable medium of clanse 18 wherein said presenting

comprises sending the configurmngon integrity verifier to & provider of the code or duta.

{8, The non-transiiory computersreadable medium of clause 16 whersin sald presenting
comprises sending the configuration integrity verifier o a service provider authorized by =

provider of the code or data.
-8
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9. The non-transitory compuler-readable medium of clavse 16 wherein the computing

resource s g virtpal instancs,

20.  The non-transitory computer-readable medium of clauss 16 wherein the
configuration inlegrity verifize comprises a checksum,

2L One or more non-ransiiory computer-resdable storage media having
cotiectively stored therson execatable instructions that, when executed by ome or more
processors of a compuler system, cause the compuier system to at least implement:

an appiication programming interface sub-system configured {o:

receive first electronic messages that encode idemtifiers indicative of requests for
computing rescurces, wherein providing the computing resources includes loading of code or
daty; and

in response o receiving one of the electronic messages, sending second elerironic
messages indicative of instructions to cause:

ioading of the reguested computing resource including said code or data;

audidng sald loading to generate a record of the loaded code or data; and

computing 8 configuration integeity verifier based o the record of the loaded code or

data.

22. The non-transitory computer-readable medivm of clanse 21 whersln the
second elecironic messages are indicative of instructions to cause sending the configuration
integrity verifier in response to third elecironic messages that encode identifiers indicative of
requests for verification of the loaded code or data, the configuration integrity verifier being
usable as & trusied verification of the loaded code or duta.

{8661} Each of the processes, methods, and algorithms described in the preceding
sections may be embodied in, and fully or partially avtomated by, code modules expcuted by one
Or MOre COMPBIErS or compuier processors. The code modules may be stored on any typs of non-
fransitory computer-readable medium or computer storags devics, such as hard drives, solid state
memary, optical dise, andfor the fike. The processes and algorithms may be implemented
partially or wholly in application-specific circuitry. The results of the disclosed processes and
process sieps may be stored, persistently or otherwise, In any type of non-transitory computer

stoszge such as, s.g., volatile or aon-velatile storage.
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{8062] The various features and processes deseribed above may be used independently
of one another or may be combined In varions ways. All possible combinagions and
subcombinations are imtended 1o fall within the scope of this disclosure. In addition, centain
method or process blecks may be omitted in some implementations, The methods and processes
described herein ave also not limited to any particular sequence, and the blocks or states relfating
thersio can be performed in other seguences that are appropriaie. For example, described blocks
or states muy be performed o an order other than that specifically disclosed, or multiple blocks
or states may be combined in 2 single block or state. The example blocks or states may be
performed in serial, in paraliel, or in some other manner. Blocks or states may be added to or
removed from the diselosed example embodiments, The exemple systers and components
described herein may be configured differemtly than described, For example, elements may be
added 10, removed from, or rearvanged comparsd to the disclosed example embodiments,

{6063] It will also be appreciated that various items are ilustrated us being stored in
memory or on storage while being used, and that thess items or portions of thereof may be
sransferred between memory and other storage devices for purposes of memory management and
data injegrity, Alternatively, in other smbodiments some or all of the sofiware modules and/or
sysiems may execute in memory on another device and communicate with the lustrated
compuiing systemns via inter-compater conwnpnication. Furthormare, in some embodiments,
zone or all of the systems andéor modules may be implemented or provided in other ways, such
as ut least partially in frraware andfor hardware, including, but not limited o, one or more
application-specific integrated circults (ASIS), standard integrated cireuits, controlizrs {2.g., by
executing apprepriate instructions, and including microconiroliers andfor embedded controliers),
field-programmable gate arrays (FPGAs), complex programmable logic devices (CPLD), ete.
Some or all of the modules, systems and data strectures may slso be stored (e.g.. as sofiware
instructions or structured data) on a computer-readable medium, suck as & bard disk, a memory. a
network, or a poriable media anticle to be read by an appropriate drive or via an appropriate
connection. The sysiems, modules and data structures may also be transmitied as gensrated data
sipnads (e.g., s part of 8 carrier wave or other anslog or dightal propagated signel) on o varlety of
compuier-readable transmission medin, including wireless-based and wired/cable-based madia,
and may take a variety of forms (8.5, as pant of a single or multiplexed analog signal, or a3
multiple discrete digital packets or frames). Such computer program products may also take
other forms in other embodiments. Accordingly. the present invention may be practiced with

other computer system configurations.
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{6664l Conditional language used hereln, such as, among others, "can,” "oould,”
Traight,” "may,” “e.g.” and the ke, unless specifically stated otherwise, or atherwise undersiood
within the contexi as vsed, is generally intended lo convey that ceriain embodiments include,
while other embodiments do not include, certain features, slements, andfor sieps. Thus, such
conditional language is not generally intended to imply that features, elements and/or steps are in
any way required for one or more smbediments or that one or more smbodimenis necessarily
include logic for deciding, with or without author input or prompting, whether these faatures,
slements anddéor steps are included or are 1o be performed in any particular embuodiment. The

9 s}

terrs “comprising,” “including,” “having,” and the ke are synonymous and are used
inclusively, in an opsn-ended fashion, and do aot exclude additionsl elements, features, acts,
opsrations, and so forth, Also, the term “or” is used i #s Inclusive sense (and not in iis exclusive
sense} 5o that when used, for example, 1o connect a list of elements, the term “o” means one,
some, or ail of the slements o the list.

(80651 While ceriain example embodiments have been desoribed, these embodiments
have been presented by way of example only, and are not intended io fimit the scope of the
inventions disclosed herein, Thus, nothing in the foregoing descripiion is intended (o imply that
any particulnr feature, characteristic, siep, moduls, or block s necessary or indispensable.
Indeed. the novel methods and systems described herein may be embodied in 2 variety of other
forms; furthermore, various omissions, substitutions and changes in the form of the metheds and
sysiems deseribed hetein may be made without depasting from the spirht of the nventions
disclosed herein. The accompanying claims and thelr squivalents are intended to cover such
forms or modifications as would fall within the scope and spisit of certain of the inventions

dischosed herein,



CLAIMS

WHAT IS CLAIMED IS:
1. A computing system configured to manage virtual machine instances on behalf of a
plurality of users, the computing system comprising:

at least one computing device; and

at least one memory in communication with the at least one computing device, the at least
one memory having stored thereon computer readable instructions that, when executed by the
computing system, cause the computing system to at least:

receive a request for one or more virtual machine instances;

in response to receiving the request for the one or more virtual machine instances,
instantiate a virtual machine instance, wherein instantiating the virtual machine instance includes
loading software or data associated with a configuration for the virtual machine instance;

audit the instantiated virtual machine instance to generate a record of the loaded software
or data;

compute a configuration integrity verifier based on the record of the software or data and
the configuration for the instantiated virtual machine instance; and

in response to a request for verification of the software or data, provide the configuration
integrity verifier, information regarding the audited instantiated virtual machine instance, and the
record of loaded software or data as a trusted third party verification that the software or data

were used to instantiate the instance .

2. The system according to claim 1, wherein the configuration integrity verifier comprises a
checksum.
3. The system according to claim 1, wherein the request for verification of the software is

received from a provider of the configuration or a user of the instance.

4, The system according to claim 1, wherein a provider of the configuration integrity

verifier is validated by a verification service.

5. The system according to claim 1, wherein the configuration integrity verifier is validated

by a digital certificate in a public-key infrastructure.

6. The system according to claim 1, wherein permission to provide verification of the

software is authorized by a requestor of the instance.
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7. A method for verifying a computing configuration by a provider network providing virtualized
computing resources to a plurality of users, the method comprising:

receiving a request for one or more virtualized computing resources, wherein providing the one or
more virtualized computing resources includes loading of code and data;

in response to receiving the request for the one or more virtualized computing resources,
instantiating a virtualized computing resource including loading code and data associated with the
instantiated virtualized computing resource;

auditing said loaded code and data associated with the instantiated virtnalized computing resource
to generate a record of the loaded code and data associated with the instantiated virtualized computing
resource;

computing a configuration integrity verifier based on the record of the loaded code and data
associated with the instantiated virtualized computing resource; and

sending the configuration integrity verifier in response to a request for verification of the loaded
code and data associated with the instantiated virtualized computing resource, the configuration integrity
verifier being usable as a trusted verification of the loaded code and data associated with the instantiated

virtualized computing resource.

8. The method of claim 7, wherein the request is received in a computing environment comprising a

plurality of computing devices providing computing resources.

9. The method of claim 7, wherein the virtuatized computing resource is a virtual machine.

10. The method of claim 7, wherein the configuration integrity verifier is sent to a provider of the code

and data in response a request from the provider of the code and data for verification of the code and data.

11. The method of claim 7, wherein the configuration integrity verifier is sent to a user of the code and

data in response a request by the user of the computing resource for verification of the code and data.

12. The method of claim 7, wherein the configuration integrity verifier is sent to a provider of the code

and data prior to a user of the computing resource accessing the computing resource.

13. The method of claim 7, wherein the configuration integrity verifier comprises a checksum.

14. The method of claim 7, wherein the configuration integrity verifier is validated by a digital certificate

in a public-key infrastructure.
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15. The method of claim 7, wherein the configuration integrity verifier is sent to a service

provider authorized by a provider of the code and data.
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