1 METHOD FOR LOCKI NG FUNCTI ON AND MOBI LE COVMUNI CATI ON TERM NAL  TECHNI CAL
FI ELD [ 0001] The present invention relates to a nmethod for |ocking and
stopping function and a nobile conmunication termnal, and in nore detai
“relates to a nmethod for locking function for a contactless type

conmmuni cation device, in the nobile comunication termnal fitted with the
contactless type communication device capable of function lock control via
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recent years. Wth ceIIuI ar phones, for exanple, that have seen renarkable
i nprovenents in the functions and performance of these type of nobile
comuni cREGHNECAInHIELBevi ces are being introduced that are provided

W th Cqpbatt | ess type comuni cati on devices that perform contactless type

comuni cation in addition to necessary functions such as a call function
and an e-mail thhgmsesenyinygntion selaiesto agrpthed fuy lpekingjand gtopyingafuneton and ar d

functi on, WahAE cHRABIRGGPIR t¥ifiRhY and§e nidte dEF‘affler'alaté’set%réme{h%deHP &g actl ess
type conmmuni cation devices, there are those that are card shaped, such as
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fixedly built _into a nobile comminjcation termnal (refer to patent

docurrentcomrol yBooRjred semEynjprtionpathanddeta webile Sﬁwmﬂné%ioaﬁela@v%‘é%ng

cont ai N thEnhRP o USRS fithetioU (central processing unit) chip or a nenory

chip. Such contactless type comunication devices have a high degree of

security, and as a result, are gradually being used for functions that are

I mpor t arng ACKGYROUNDIART such as storing financial transaction type

|nformat| &Jt hat shoul d not easily be made available to others, for

exanpl e paid rail card usage history and el ectronic noney. [0004] Wth
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remarkable improvements in the functions and performance of these type of mobile

communication terminals, devices are being introduced that are provided with
contactless type communication devices that perform contactless type communication in
addition to necessary functions such as a call function and an e-mail transceiving
function, and also fulfill a so-called IC-card function which has become widely used in
recent years. As such contactless type communication devices, there are those that are
card shaped, such as a so-called IC card, that are capable of being inserted into a mobile
communication terminal (refer to patent document 1), and those that are fixedly built
into a mobile communication terminal (refer to patent document 2).
[0003]

These types of contactless communication devices contain IC chips such as a
CPU (central processing unit) chip or a memory chip. Such contactless type
communication devices have a high degree of security, and as a result, are gradually
being used for functions that are important to an individual, such as storing financial
transaction type information that should not easily be made available to others, for
example, prepaid rail card usage history and electronic money.
[0004]

With mobile communication terminals fitted with a contactless type

communication device, it is generally possible for a user to arbitrarily lock a function of



"the contactl ess type conmuni cati on device by issuing a command from an
operating section of the nobile communication termnal. Technol ogy has
al so been inplenmented where, in Iocking the function of the contactless
~type communi cation device, in the event< that a portable information
termnal fitted with the contactless type comunication device is |ost,
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Problems to be solved by the invention
[0006]

The above-described remote function lock technology using a call originating
operation satisfying specified conditions is excellent for handling situations such as loss
of the mobile communication terminal. However, conventionally, it is not possible to
perform a remote function lock using the call origination operation in the event that a
person coming across a mobile communication terminal that has been lost by a user has
set incoming call reject using an incoming call reject function that is normally
implemented in recent cellular phones.

[0007]

Therefore, with the conventional remote function lock technology, there are
cases where it is not possible to prevent use of the contactless type communication
device function by a person finding the terminal acting in bad faith. This means that
there is a possibility of the user of the mobile communication terminal sustaining heavy
losses.

[0008]

The present invention has been made in view of the aforementioned situation,



=and it is the object of the present invention to provide a nmethod for

| ocking function capable of carrying out a function |ock of a contactless
type comuni cation device contained in a nobile comunication term nal
~with high reliability. [0009] Another obj ect of the present inventionis to
provide a nobile communication term nal capable of carrying out function
|l ock of a fitted contactless type device with high reliability. Means for
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communication device is in a function lock state, and a function lock state for, when the
decision result in the function lock decision step is negative, locking the fanction of the
contactless type communication device in the mobile communication terminal via the
wired communication path.

[0011]

With this method for locking function, first of all, in the lock request electronic
mail content registration step, the user of the mobile communication terminal registers,
inside the mobile communication terminal, content that at least one of a title field and a
text body should have as a lock request electronic mail for causing a remote function
lock. Ifa lock request electronic mail having this registered content is received, the
mobile communication terminal decided whether or not the contactless type
communication device is in a function locked state in the function lock decision step.

In the event that the decision result is negative, namely that the contactless type
communication device is in a usable state, then in the function lock step, the function of

the contactless type communication device is locked via the wired communication path.



-[0012] Therefore, function of contactless type comruni cati on device can be
| ocked by a renpte operation even if incomng call reject is set in the
nobi | e conmuni cation termnal that has been lost. Therefore, according to
" the nethod for |ocking function capabl® of the present invention, it is
possible to carry out a function |l ock of a contactless type conmuni cati on
device contained in a nobile comunication termnal wth high reliability
when thﬁggfﬁr of the nobile conmmunication termnal intends to. [0013] Wth
t he net or | ocking function of the present invention, it is possible to
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function lock notified %prty Is registered, It 1S possib faor the user of
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term nal has heen |locked by referring to the Conmunication term nal of the

funct i ofCMERDIGRHOFMEEWOHarty. [0015] In this case, the function |ock
notifiedogpanty is made a termnal capable of receiving electronic mail,

and the functi ock in or tion.can gt fl hled fro (3 ; mobi Ile
communi cati on f”e’ihr‘ﬁ 1z e ‘?% R B FdE k0 qcf“ioﬁdo‘gga SPIUL G Bl ectroni ¢
mai | . affirmative, or when the function lock step has been executed, it is decided in the
notified party registration decision step whether or not a function notified party who
should be notified of function lock information to the effect that the contactless type
communication device is in a function locked state, is registered in the mobile
communication terminal. If this decision result is affirmative, then in the function lock
notification step the mobile communication terminal notifies the function lock
information to the function lock notified party via a mobile communication network.
As a result, if the function lock notified party is registered, it is possible for the user of
the mobile communication terminal to know that the function of the contactless type
communication device provided in the mobile communication terminal has been locked
by referring to the communication terminal of the function lock notified party.
[0015]
~ In this case, the function lock notified party is made a terminal capable of
receiving electronic mail, and the function lock information can be notified from the

mobile communication terminal to the function lock notified party using electronic mail.



5 In this case, since the function lock information is notified to the
function lock notified party using electronic mail, the function |ock
information can be reliably sent to the function lock notified party.
[0016] Also, with the nethod for Iockin@ function of the present invention,
it is possible to further conprise a |ock confirmation request step for
carrying out, in the nobile communication termnal, a confirmation request
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information wth content th function of contactl ess type
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"eSpons%ohﬁnﬁﬂ]@atﬁﬁﬁﬂéxﬁ&@fs'l@éké’deWﬁﬁtconfﬁmﬂtléﬁ%ﬁﬂmalqmr@d'poﬁkmﬁ)tt'h@n | ock of
the contactl ess type communicafion device, the user of the .nobil

communi canfipRatiqnsFaguash wheh theofinrtion ofi the ¢omaqtisnt biPs FoBrmYHeatis ASYieq igss
type coqpyn&ali@sedevice is locked in the confirmation term nal used for
t he conflé&ﬁmjon request. [0018] In this case, the confirmation term nal
can be a nication termnal having an identifier for a confirmation

(rj equest lloostSIh blieti¢ taseat e 1@@16?{1&"94@%&1&@@@ '&ﬂétp, D therr]n(ﬁﬁ)m’mlni Cﬁt i on
evi ce. n .S case U e u e i.n a 0 e ep one,
ol o et iRl A yAn staiest B doQe oF Ao P ot s on

| ock t ercohnaallessitppé b@mﬂmmdaemﬁommnalcﬁbnmsmfhhmmaIteumnaﬂma:me@temdla a
identifiers su | ectroni c nail addresses

registeri S f {
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whi | e appmopmicdt enydevist isiletkedgin the coafifmation irformeqresingpussobtep the
term nalmoblle communication terminal transmits confirmation information with content that the
function of the contactless type communication terminal is locked to the confirmation
terminal as a response to the confirmation request.  As a result, after function lock of
the contactless type communication device, the user of the mobile communication
terminal can confirm that the function of the contactless type communication device 1s
locked in the confirmation terminal used for the confirmation request.

[0018]

In this case, the confirmation terminal can be a communication terminal having
an identifier for a confirmation request possible originator pre-registered in the mobile
communication device. In this case, as a result of the user setting a home telephone,
public telephone, home personal computer, and so forth as a confirmation lock terminal
in the mobile communications terminal in advance and registering identifiers such as
phone numbers or electronic mail addresses of these devices, it is possible to ensure the
convenience to the user while appropriately restricting the confirmation request possible
terminal.

[0019]



[0019] 6 It is also possible for the confirmation termnal to have at

| east one calling tel ephone unit, and for the nobile comrunication term nal
to recognize that the confirmation request has been received upon
detection of generation of a calling tofe nore than a specified nunber of
times after a call is received fromthe at |east one calling tel ephone
unit. In this case, it is possible to confirmthat function of a
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functi on[06201 he contactl ess type comuni cation device, in response to an
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been recwessage.vi bn thiswsise,| the confitmatien indermationois kiotifé it dhe amingrtiphe
contact| : e gm b Cald ' | Sy fginction lock state, and
functi ont%ﬁglgtl?y%e%ﬁéé or?isvﬁtgk?ﬁgl%\ﬂggﬁds?%h Pgeéu 't by the function |ock
deci si onfOfiRkhs i s negative, |ocking the function of the contactless type
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lock request electronslc mall%r Iock?ng function o?‘ the contactless type communication

device, in response to an instruction from a user of the mobile communication terminal,
function lock decision means for deciding, when the lock request electronic mail has
been received via a mobile communication network, whether or not the contactless type
communication device is in a function lock state, and function lock means for, when the
decision result by the function lock decision means is negative, locking the function of
the contactless type communication device via the wired communication path.

[0022]

With this mobile communication terminal, the lock request electronic mail
content registration means registers content that at least one of a title field and a text
body should have as a lock request electronic mail for causing a remote function lock in
a function lock control information area within the storage section, in response to an
instruction from the user. If a lock request electronic mail having this registered
content is received, the function lock decision means decides whether or not the
contactless type communication device is in a function locked state. In the event that

this decision result is negative, the function lock means locks the function of the



contactl ess type comruni cation device is in a function |ocked state. In the
event that this decision result is negative, the function |ock neans | ocks
the function of the 7 contactless type comunication device via the wired
comuni cation path. [0023] Nanely, with the nobile conmunication terninal
of the present invention it is possible to performfunction |ock control
for a contactless type comuni cation device wusing the nethod for | ocking
functio e Welal with the
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carry oUf023hction lock of a fitted contactless type device with high
rellablllty [ ' L ent

i nvention, ?\gd%lg% \s& E)}Pteﬁerlﬁ?)g?%r“{"ﬁe ﬁg}%@ hga&élﬁﬁlcé i on pP&JeEP%gtgﬁﬁllggﬁ |§on
means f cp:o,s‘SIbh: torpeer fovmrfune thert lqr:k@onughfqr apfontatglesstype doynmirecdtioncddvage | ock

deci si Omsg{ga{ﬁﬁ hénéd Edrﬁgahhg fon'(ﬂ"ﬂhﬁg Eﬂhvf:&?c{( %&grlb%ﬁ%:# veon of the

contactle e conmmuni cat eV| ce een unction |ock
means, v”\ﬁwmefar&, ovitht the mldtumqmumcet:lom termmaltod t@mbdltbevmﬁmmﬂt schoasible
functi 0y cgﬂglﬁ 'tm&hgﬁtlécq{"ofé) ﬁitgc? cgﬁifagﬁ ssttglgé dévt]ge mtlﬁgﬁ k@l?&%lﬁér

conmuni cati o evice 1sin a unctlon dstate i1s egi ster din the
functi oddtk control information area, notifying the function |ock

i nformation t 0W1'E!?tlfeqﬂ&lf !)é)%gil&]ﬁﬁcrﬁﬁ[)hftéﬁgnﬂatﬁttﬁe )ﬁ&]pﬁpﬁvgﬂﬂﬂ p0331b

comuni cati on network case, when unction not | |ed
party who fertbar provide dendtiondgcketificatintemeans foock thepvenidhatdhe muith)é ef f ect
that th t ocked
State | oA I n e MRl B SR TR|VE, of I e o e O e
event tFfa@Ct!Cri?eOf?tééGPlﬁta@)‘ﬂeSééEP%¢an‘l§§llqaﬁénfdﬁﬁ@P|héﬁbﬁ@}tl@°h@‘éb§ﬁ1%ﬂ1ﬁ%§ﬁ% is
af fi r mydMemehs, WH@ntarﬁn@tY&mock%ttlffeﬂ%aWﬁd bd bt BB rified wald fudeEioh Y Pe

communi cat i on dévice has been | ocked é the function | ock neans, the
funct i ofegloormtion;te 4k sHeqhihpithe soptrrHessitiRe CamMAEPICGHON JEKICE AT B #mt i on t o

the fungia@ipn 1@6&5\9&@1& xﬁéfeﬁ)dn\fh@ﬁiﬂ&@mmld &ntﬁﬂfﬁméﬂhﬁﬁéﬂ %anﬁsmrﬂg As

aresult, Lf the |on ock ified party. is registe
possi bl &h¢ Binctipg | Qflsf‘e’P Pmatins t ctig ifli“?ﬁirp"trg‘f Wiaﬁ[i nlo(li?‘lﬁnow that the

f unct i ogon@hudiERicaaftt@eid. ess type communi cation device provided in the
nmobi | e I@gﬁﬂnlcatlon term nal has been | ocked by referring to the
communi n termnal of the function lock notified party. [0026] Al so,
W th the nobil & thisease) @hén o dukction 1bak nofifitd papy ededhouVienhatdficd withi s

function lock information to the effect that the contactless type communication device is

in a function locked state is registered in the function lock control information area, in
the event that the result of decision by the function lock decision means is affirmative, or
in the event that the function of the contactless type communication device has been
locked by the function lock means, the function lock notification means notifies the
function lock information to the function lock notified party via the mobile
communication network. As a result, if the function lock notified party is registered, it
is possible for the user of the mobile communication terminal to know that the function
of the contactless type communication device provided in the mobile communication
terminal has been locked by referring to the communication terminal of the function lock
notified party.
[0026]

Also, with the mobile communication terminal of the present invention, it is
possible to further provide lock confirmation request detection means for detecting
receipt of a confirmation request for lock of the function from a confirmation terminal

via the mobile communications network, and confirmation information transmission



possible to further provide |lock confirmation request detection nmeans for
detecting receipt of a confirmation request for |ock of the function from
a confirmation termnal via the nobile comunications network, and

" confirmation information transmission & neans for transmtting
confirmation information, with content that the function of the
contactl ess type comuni cation device is |ocked, to the confirmation

term nal__ | £ I ' r l.ess
type coris SEHERATE QIR naREh R Al OIER ek HEF ul B0 Bt 25
case, i fcoatacteds typmrommunerptiestdeime i lovked oto the cknbfmative onimt i ess t ype
communi GaLi Q. Al GEnHLAMISL Feqi@l! WHIR LAODLAELD A VdAh i MR hice is
comruni cation neétwork 1's carried’ out in e nobi € comuni cation term nal,
t he | ocknednfdtramalocked stateguest det ecti on neans detects the confirnmation
request .ty tinuing on, in the event that function of the contactless type
communi cation device is |locked, the confirmation information transm ssion
means transm t & Honéasenifta eomiirmbtio raequest fortthnaomt ook of i cantectlesitypei on of

the CONtAGLLEESIMESAHHAI RELLARHRNI Behhal UK hebild\BoEANRICLARL 0N

termnal 1n response ) contrrmation request. a result, ar
funct i ometwark iptatried out dmtheombbids compraingationricuaingb thaloek senfithatiarser  of
the mobil g SORTHRIGAHMEA dFEd n%l cqn(fi"ilﬂlaﬁf?{l‘fréil{@af. haéoﬁtﬁﬁliﬁ%ﬂlfct,?ih(?ﬂe hedihe
contactless type communication device 1's locked in the confirmation

t er mi nalthatdeecticarof the centatilessdyporo meyaistion[deors]is laskedi the saslirmation s
possi bl ?nfo?mfit%ﬂ Pﬁﬁixﬁ&%ﬁtnﬁnfanﬁfﬂrah%ﬂ% ebhffmiRdn m&nﬁﬂfbfd WRChRnt {BE Hen2l

in the function [ock control Information area. In thi's case, as a result of
the usdindivntqiibe gomigpiless syppemsnaunisatipn devise dplosked thihecopsirmatien

conput hernf4l 8 Qedfntd iPthe AnfiRRkis net. | 0CKa tQLIN 8%¢r fuBchidiPlodRRirk e
communi cations term nal 1 n advance an registeri n,% I dentifiers such as

phone n§APBFLesSIYRS ermpyRicatian devigadihe dsesobtheypelile cofapupisation erminal

possi bl @ah Goreien Fifit tREAMRAYE BF BRC Nt leBe1ypeon¥ihiBatdRPIQREd RlISEREd in
restricting the confirmatjon request possible termnal. [0029] It is also

possi bl &P GIfrRRties AeTiARk Y6 R SRRMrPatioR 1RAUSE. | east one cal | i ng

tel ephog@oggr]uit, and for the lock confirmation request detection nmeans to be
provided wth calling tone confirpation request. detection nmeaps for

Cont i 1 mi gt halt EHs5¢: 1 PO 14 FRites Aedisinan fsmdRT G e CPoR pgion

gener at it@rmigd] iA tiafinctign leukecoiirod idfbanatdorns peal f £ this bavEhas a eésulti oftheafter a
call has bee fromth east gne calling tel ephone, un in a

; i t h it
Cout o e S Riret Bane BotCoimRer BRI el B8 he. IR Brnsom chBBR Rt kol 45

| ocked. alconfirmation lock terminal in the mobile communications terminal in advance and

registering identifiers such as phone numbers or electronic mail addresses of these
devices, it is possible to ensure the convenience to the user while appropriately
restricting the confirmation request possible terminal.

{0029]

It is also possible for the confirmation terminal to have at least one calling
telephone unit, and for the lock confirmation request detection means to be provided
with calling tone confirmation request detection means for confirming that there is a
confirmation request upon detection of generation of a calling tone more than a specified
number of times after a call has been received from the at least one calling telephone unit
in a state where function of the contactless type communication device is locked. In
this case, it is possibie to confirm that function of a contactiess type communication
device provided in 2 mobile communication terminal that has been lost has been locked
by the simple operation of generating a calling tone more than a specified number of

times using a calling telephone unit such as a home telephone or a public telephone.



this case, it is possible to confirmthat function of a contactless type
communi cation device provided in a nobile comunication term nal that has
been | ost has been | ocked by the sinple operation of generating a calling
tone nore than a specified nunmber of t94mes using a calling tel ephone unit
such as a hone tel ephone or a public telephone. 9 [0030] In this case, it
is possible to have a configuration where voice guidance is transmtted by
t he confj tion information transm ssion nmeans as the confirmation
inforrrat[b In this case, the confirmation information is notified to the
confirmation frethid cask, ithis podsitilentd hate 4 sofigyrafion wihieee usiee ghlancepr ehend.

Ef fects ,of t l.nventio 0031]. As has en. descrl bed ove ding to
Che e et pafed SRR s Pemotied tppan S g FEdatBR HipS b BR U rcaiphc, P
achi evednfoimhtdomg hbthés dase cthercynﬁnhateinrf mfonnzumd Baotifitd do tlmocwﬁxrmaeea type
conmuni at| on]i devj ce gont al ne{alr Q em% 0 rq}]e n| cation termnal wth

hi gh reI oI ]P)? of% %t]ls,&laﬁyoo AT ﬂé {ng? &%obi | e comuni cati on

term nal of the present invention, the effect is achieved of making it
possi bl unctlon Iock of a fitted contactless type device
with hi “r“é? Pg{ﬁ/ ]io"t"ﬁ" B EF DESCRI PTI ON OF THE DRAWNGS [0033] Fig. 1A is
a front [00®W schematically showing the external structure of a cellular
phone unit of qn f i on: ki rear
0 ow schermat | 4 9 CRG TS PrE oadotE pRETOER ol Bt B Ror [ofhing Ak nBet 0L,
of one ehbpeisere nnvanﬂtlohhﬁaemfése:smchmwed toif baingribde t@dartsoitmitinc o IIOC&I ook

di agram f RORRg; uni t
of B g cpntecey mctphifaliBh F0RL oShighicd i Bpubombfiniedidh BARREL L
st or age vadchlgbneliainhw t he functl onal bl ock d| agram for describing the

i nter nal[ 17 ]ucture of the cellular phone unit of Fig. 1 A and Fig. 113;
Fig. 3 s a'drawing for describing the structure of software executed in
the control sadwoi aecogflingity tthOb%ﬁ gommymnicatiody teviningl pbtheduesant Brvsgtippe

Struct Urfe Offe@ i§ SIALAR of BALAL B3 s8b1E AP Sry 8hit finBriord ARMYE affitfed 3
contactless type device with high reliability.

BRIEF DESCRIPTION OF THE DRAWINGS
[0033]

Fig. 1A is a front view schematically showing the external structure of a
cellular phone unit of one embodiment of the present invention;

Fig. 1B is a rear view schematically showing the external structure of a cellular
phone unit of one embodiment of the present invention;

Fig. 2A is functional block diagram for describing the internal structure of the
cellular phone unit of Fig. 1A and Fig. 1B;

Fig. 2B is a drawing showing the structure of a storage section 23 in the
functional block diagram for describing the internal structure of the cellular phone unit
of Fig. 1A and Fig. 1B;

Fig. 3 is a drawing for describing the structure of software executed in the
control section of Fig. 2A;

Fig. 4 is a drawing for describing the structure of a terminal registration table
of Fig. 2A and Fig. 3;

Fig. 5 is a functional block diagram showing the structure of an IC card
function section of Fig. 2A;

Fig. 6 is the first screen transition diagram for explaining an operation of



"Fig. 5is a functional block diagramshow ng the structure of an I C card
function section of Fig. 2A;, Fig. 6 is the first screen transition diagram
for explaining an operation of 10 registering to the |ock control
information area of Fig 4; Fig. 7 is tH& second screen transition diagram
for explaining an operation of registering to the termnal registration
table of Fig 4; Fig. 8 is the third screen transition diagramfor

expl ai ni ng. an..oper.ation of egistering to.the,term nal registration table
of Fig A{f:gl,gfe&nétoitge h?g QPBHP[ %%?%é% %Fgﬁ’g' & di agram for expl ai ning an
operation of regi dtiethengecond tshesenetransitddn degrahrfat iewplaimibg enodpdratgpm pf Fi g.

10 is the fifth screen transi.tion djagram.for. explaining an operation of

r egi sterrleﬁlﬁietrﬂjgttﬂgﬁ? g"f?ﬁ“ﬁ‘glreglgé?té‘fl} Lat% o?ﬂ:gb ‘e of Fig 4; Fig. 11 is a
sequence di agr &ig.f ®ris dbs ¢hirdi seeeem trensitien fdimgrinoforl exkaiming aft operdtam bbck
confirmatiop operation for the | C card f tj.on section of Fig. 2A; Fig.
12A is gegxtsgeﬁyp Pg&? %('EWé%lr?%laﬁr?’}l/o%Eag% %gﬂt:gh‘ié external structure of a

cel lul ar phone Rigi ¢ iothen foxoth kéreen exansfilos; diagrpm f@Bekplamingan opesstion of
schemati cal | y. show ng t he.ext.er nal ucture,.of a cellular phone unit of a
nodi fi ecfe%%g%ﬂgg?%%%rﬁlr&l ri%’sﬁrql%n ?%’i\%?f%ﬁaﬁ’ bl ock di agram showi ng the
structure of aFig.Cl&as theofififi gpreer tranBEST MEPENFOR CAMNRNMIINGa@SpeTHPN of

| NVENTI ON . [ 003 : ' . e sgnt invention will be described
in the fI‘Sg]ISE)%nﬁél) t%] F%ﬁgﬁgéégﬁélf%tak?%gpﬁﬁﬁ_ Fig. 11. In these draw ngs,
el ements that &g 1hdssasequance edjagiaa dnt deauebingea gamete dhrgtionc dockuned al s
assi gne ] . cr pt i ! i aF t er nal

ot uar e GReh [EREBhHRRR Shiraholker B e, EEHon kil ofiiE, B 2 101
ternminal of on&ignbdbAliisenfront yview heshamiatiodlly showing thegextemad rgruchge of 13

In this i ] ne external appearance of the cellular
phone unc%pﬁ%gpﬂ?gég%%&;ﬁ?%ﬁdﬁﬁg?%%p%gd-a rear view of the external

appear ance of Fig t¥|iglarephuiew sahematillysshovoing the wtgmal sgucgp9d]2 A
shown cQuRRRORShY hiY of B fiddified Ax@APicEhdd 1B, the cellular phone unit 10

Fig. 13 is a functional block diagram showing the structure of an IC card of Fig.
11.

BEST MODE FOR CARRYING OUT THE INVENTION

[0034]
One embodiment of the present invention will be described in the following

with reference to Fig. 1A - Fig. 11. In these drawings, elements that are the same or
equivalent have the same reference numerals assigned, and repeat description will be
omitted.

[0035]
The external structure of the cellular phone unit 10, being a mobile

communication terminal of one embodiment, is schematically shown Fig. 1A and Fig. 1B.
In this embodiment, a front view of the external appearance of the cellular phone unit 10

is shown in Fig. 1A, and a rear view of the external appearance of the cellular phone unit
10 is shown in Fig. 1B.

{0036]
As shown comprebensively in Fig. 1A and Fig. 1B, the cellular phone unit 10

comprises (a) a cellular phone body 11, (b) an operation section 12 having a numerical
key pad for inputting telephone numbers and function keys for inputting various

commands such as operational mode switching to a control section 21, (¢) a screen



conprises (a) a cellular phone body 11, (b) an operation section 12 having
a nunerical key pad for inputting tel ephone nunbers and function keys for
i nputting various commands such as operational node switching to a control
section 21, (c) a screen 11 display sé¢tion 13 having a liquid crystal

di spl ay f or di spl ayi ng operating guidance, operation conditions, received
messages, and so forth, (d) a speaker for conversation 14 for reproducing

calt e (< RIS E § SIS AT BbES, L PR S lind i of @
i nputti n:g:erm:omesoaﬂltlomls,erebemd ariessageaJ :Imd {d Jorth, ¢d) @l sprnkesfrezkpyerd@ionol4
gener at 1,00, SHH 10 L S0ESI AN GHLHAREE hohoR S mnRflat hs PR AN S2PHHE drdl

sendi ng angrr ecei Fess81g e ‘and ase
stati on. ca[lp(i::)i]mﬁsolﬂtwm Sifor Elpglttuﬂgﬂscanld Wwhepn cdBctingsound buhmltlttpigdm;ctb@Uy 11
i's inter r [ t t g
Cooral | Ig}g elp%aétqua coa\ﬂr ?ﬁda egm&%c(e sgeﬁ(e?‘q% fof geﬁ%ﬁ%@@zﬂ%ﬁ% t8ﬁes%?lﬂ ugclia\'x/lgé'sec ‘ion
22 for tomessewd (g)ry antergiaelssfos |ngdihg abétrmwng tveircless| wt&imbetmdn thebase
station (iii) a storage area 23, having read only
menory 6&8@;“5’@ aen?\enatn ﬁgastaé?o;nandom access nmenory (RAM elenents for storing
various [0@3¥4, and provided with a lock control information area 23R, (iV)

an 1€ card. TURShORaSES4EO0h A k. O WhOGeiflld ShorRalUGh ifiBmally) 2 card

comruni cati on SEC 1 on ontr SEC | Ol’l OI‘ m¢cC
type compmenidedwiithn(iw conttdlseti®real dor chmmtlimmowetlloonrawn ofribe Q@lhylaran

antenna g%@né Bhit tlhe(lgc:i 4 eiva'%EEt'ld}{'%%‘f %@%g%@ﬁ@vﬂ%fe@% al‘é%fﬁ@én' tﬁés type

conmuni tion with er witer [j contro secti on

conpris é%leB\thrﬂndaﬁ base @t@ém vig thmanteymeplj,, (i) aistgrasg|areas %rtwvnm@@‘és@bfr
(DSP), n([i)wm elefn‘férntscﬁ{cf ﬂéhﬂgm%tceé’saxﬁbﬁ’i%l?y ARARDRISRERS fOWOstbhg

i npl errentl ng gener al | 'ul ar phone functions, and for carr i ng out
control Véflouﬁ)%ﬁafmd(ﬂfswtﬁedd’flﬁé? lag gantrpl dnfogmation ercaddde (i) @ 1§ . Anong

the sof th\?Jt%n%éEﬁo@@O fIAGE 28R 1€ %8FHERRLBR, () GpltsBnuneGtibRRecdtion 241e
structure of software groups related to renot e functlon I ck of d;he | C

card fufieh i foBKEl $esHOB G P POHBTBIFORFACH AR qmugunicaiery Vithdhe 1§ cay

sof t war %ﬂﬁ%&e&ﬁé@% nzgldt @iy £Eitenda s tdrahe 1O Chrdfunctien b&tmrsi) tof petirhon
section 30 H}cl udes a, l'ock reh guest, det ectgé)n section 51 for detecting a
renmote CPRAEY Sérm?f'o gisasen Fot # FRdPEWEEF Y unct i on section 30 recei ved

via the[oo3g)scei ve section 22 while appropri at eI y referenci ng the storage

section 25, "1 Dl e, USLLOn, boekpsSel L 00,28 oL LogNLAN s, Laighion
signal processor (DSP), and so forth, for carrying out various data processing for
implementing mobile general celtular phone functions, and for carrying out control of
operations of other structural elements described above. Among the software such as
programs executed on the control section 21, the structure of software groups related to
remote function lock of the IC card function section 30 are as shown in Fig. 3.
[0039]

Namely, the software group relating to remote function lock of the IC card
function section 30 includes (i) a lock request detection section 51 for detecting a remote
function lock request for the IC card function section 30 received via the transceive
section 22 while appropriately referencing the storage section 23, (ii) a function lock
section 52 for locking the function of the IC card function section 30 via the card -
communication section 24 when notification to the effect that a remote function lock
request has been detected is received from the lock request detection section 51 during
operation of the IC card function section 30, and (iii) a function lock notification section

53 for transmitting function lock information via the transceive section 22 while



conmmuni cation section 24 when notification to the effect that a renote
function lock request has been detected is received fromthe | ock request
detection section 51 during operation of the IC card function section 30,
and (iii) a function lock notification!3ection 53 for transnitting
function lock information via the transceive section 22 while 12
appropriately accessing the storage section 23 when notification to the

effect t f j s | ocked in
accor dar??glto\_}alntahlsrigtalr:(g"@rns){tl)‘l th%str?(%%eg# %Igzglr e%e&g}soﬁﬁ&%g%ﬁtuﬁgmﬁeg? ;ﬁﬁ | ock
sect i on famtignogf4bg IC warchfuncinh selitinani( haseeendokadeiussorddatewithanregwde i on

51 reCOQ{?ﬁ@tﬁﬁllf)aﬁgﬁuﬁglrﬁomitﬁe%ﬂcﬁ%ﬁtlﬁ%%%}%foh%.' ock request by receiving en

el ectroni c nai content that een registered in the | ock
control [Ped8rmati on area 23R Incidentally with this enbodinent, having a

title register I | | | : LS: iLLion
of the elgect roﬁ?tcﬂlspr%%l 8%111)1%? lg’nt"tfl Qfm%ﬁﬂeg{éigt%g%gg@e‘ﬁg@?lf@ﬁgﬁggsnghtﬁfg%% ock
noti fi cag # evmetedvngirclpck reqiast by ressiving en elastronicinpil b vingrosntand thet heel

cont ent pLOYWA, b i hC L; f\'zrﬂ havi ng a
mai | adé’%ess_g?%%‘fegﬁne?%ﬁ“ﬁ%ﬁgﬁ%&%ﬂﬁ%?2 or %1%1%1%9% ea 2%%? Ingt hi s
embodi membodimend, haing e dhleasgistesed in thedrekeentreldatarontips azeact Riish an area

of LS SORIAGE oF B J8Br o HEPASALA! i diReblir] OCk control fnformati on

area 23R. [ 0042] The software group relating to renote function |ock for
the I1C ¢ Ifunction section 30 al so includes (iv) a confirmation request

detection sect {RSaRkbANToHELEEH RGNS HAREIAY 2h SHaBhid Bhillynct i on
| ock of the IC card function section 30 that has been received via the

t r anscePiRdletarinescopent ipvrdsdpp laskrodificpiion elestionid mail to@ineldiayde asect i on
23, (V) nihilcidkéssTBsisRbed Hf BENEIK &htitinfolrmtibRArsaeLIR. ONinIRisf @hbddiaRa tti ng
confirmation_infor tlrag]?) I{or ? function |l ock via trgtg transcei ve section 22,
whil e WE}WBBFP%‘FQT TAlOEk AREIAY QIS Sé?fSFié’@énsaé"@t‘? e SraghestinBds i cati on

to the edfaembly i the |Gt infOfmisHIa%h 3@ function |ock has been

det ect eﬂ%d received fromthe confirmation request detection section 54

while t nction of the 1C card function section 30 is |ocked, and (vi)

a | ock contr ol Theodtwarei @oup eatiid Rt fe@idt aidtidn 106k fdrthe 1€ Ghst Rinlctign | ock
control infor gat ion

ot O T U0 5B BN ST %4 SPEE A 38 S s °

cont r ol confirtretivatrequesa ferafuddiion [de@43]the IC card function section 30 that has been
received via the transceive section 22, while appropriately referencing the storage
section 23, (v) a confirmation information notification section 55 for transmitting
confirmation information for a function lock via the transceive section 22, while
appropriately referencing the storage section 23, when notification to the effect that a
confirmation request for function lock has been detected is received from the
confirmation request detection section 54 while the function of the IC card function
section 30 is locked, and (vi) a lock control information registration section 56 for
registering lock control information, input as a command from the operation section 12
by a user while looking at the screen of the display section 13, in the lock control
information area 23R,
[0043]

The confirmation request detection section 54 confirm that there is a
confirmation request for the fact that function of the IC card function section 30 is
locked upon generation of a calling tone more than a designated call tone number of
times that is registered in the lock control information area 23R, after a call has been

received from the confirming telephone unit having a telephone number registered in the



The confirmation request detection section 54 confirmthat there is a
confirmati on request for the fact that function of the I1C card function
section 30 is |ocked upon generation of a calling tone nore than a
designated call tone number of tines tlBat is registered in the |ock
control information area 23R, after a call has been received fromthe
confirm ng telephone unit havi ng a tel ephone nunber registered in the 13

| ock co nare R .Al's he. .f uncti on. k notifigcation
sect i on B ol pREHn Bt ool e R AR GRTineRGEn AT g £5r Che
fact tharamshetsfuonat giodamafke dshenfib@ation thfbrmatiorforsbe faco |tha’£@he funlcaok ed the

t owar ds nfirmng.te it that naki The cont ent
of "t he G g8 SculoM 8ok 3 B BiRed Riory Bl i Ploehod® o PG 25
separatehyﬂﬁganmﬂhe?hambnmmnbfdk:wnt@gmﬂhn@nmauﬁadasahaﬁﬁaﬁﬁheéﬁmaynmn in
Fig. 4, 0 title that at a function | ock
request S%cu?l%? Ha”ﬁﬁ%fy mrtgefl‘iﬂ%‘fqn(%’lé%%f O%Bregﬁzéltﬁ]d have can be

regi st er[6644]n the lock control information area 23R It is also possi bl e
to register a I t f i il dr , 1.PEl ntifier t he
L ock not 1 cat roroehBdb FifL DR HdnesR il SR8 ofr bafe Ao B Rttty [ ¥keq "
party, iraqudsemaddkr deniC cArdifnhaioratdactnn éﬂeshoﬁtdﬂlavletcahéaeabgletepﬁsm ﬂhbéo&k)
further reqi t f 0 e . on
nunber s Cﬁﬁggﬁ%l%?%@g #g‘rgg%lﬁf i tétr sea?%r OCS(S)’n;ll '?tr)orrlxra |1 Sgér)lﬂ{ &Cﬁ%hglﬁga%% ﬁ{?ﬂ and a
desi gnataddress,| Heimgan ivatifienferthe dbck natEjcation ehetionikmed rtelmnihai gvfnstinmingon
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for sto 9%5 data of the I C card function section 30 [ 0046] The reader
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descri b%lda the antenna 25, as well as overall control of the IC card function section 30, such as
reading from and writing to the storage section 34, which will be described later, and (b)
a storage section 34 for storing data of the IC card function section 30.
[0046]

The reader writer 50 shown in Fig. 2A, Fig. 2B and Fig. 5 is a proximity
wireless transceiver for carrying out contactless type communication with the IC card
function section 30 via the antenna 25.

[0047]

A registration operation in to the lock control information area 23R will now be
described. |
[0048]

When the power supply of the cellular phone unit 10 is turned on, an
Initialization operation takes place in the cellular phone unit 10, and after that a standby
screen as shown by the display F6A is displayed on the display section 13. When the
user then inputs menu display commands from the operation section 12 in this state, the

menu screen shown in the display F6B is displayed on the display section 13.  When the



[ 0048] When the power supply of the cellular phone unit 10 is turned on, an
initialization operation takes place in the cellular phone unit 10, and
after that a standby screen as shown by the display F6A is displayed on
the display section 13. Wen the user I¢hen i nputs nenu di splay commands
fromthe operation section 12 in this state, the nenu screen shown in the
display F6B is displayed on the display section 13. Wien the 14 "3. IC

card | 06k ethidBRic btind®! SGbRAdYbY 11 WSPHrobl A8 hbhas ARPMS sdicepl ay screen,
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el apsed.itiehe above-descri bed rermte | ock setting screen is displayed, as
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has the lock control information area 23R, and the lock request title setting completion
screen shown in display F7D is displayed.

[0051]

After this, if a set time has elapsed, the above-described remote lock setting
screen is displayed, as shown by display F8A. When the user selects "2. lock notified
party setting” from this remote lock setting screen, the lock notified party setting screen
shown by F8B is displayed. Continuing on, a lock notification mail address, that is
mail address of a lock notification mail communication terminal of a lock notifted party
who should be notified of the fact that the function of the IC card function section 30 has
been locked, is input by the user in the lock notified party setting screen. An example
of inputting a lock notification mail address in this way is shown in the display F8C. In
the display F8C, "mn@pqr.com" is shown as an example input as the lock notification
mail address.

[0052]
After the lock notification mail address has been input in the above-described

manner, designation of the lock notification mail address is completed upon confirmation



been | ocked, is input by the user in the lock notified party setting
screen. An exanple of inputting a lock notification nail address in this
way is shown in the display 178C. In the display F8C, "mm@gr.cont is
shown as an exanple input as the lock Adtification mail address. [0052]
After the lock notification mail address has been input in the
above-descri bed nmanner, designation of the |lock notification mail address
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shown ifgostijspl ay FOD is displayed. [0055]
After the notification telephone number and the designated calling tone number
of times have been input in the above-described manner, designation of the mail address
of the lock notification mail communication terminal is coﬁlpleted upon confirmation by
the user. 'When the lock notification telephone number and designated calling tone
number of times designation is completed in this way, they are registered in the lock
control information area 23R, and the lock notification setting completion screen shown
in display F9D is displayed.
[0055]
After this, if a set time has elapsed, the above-described remote lock request
setting screen is displayed, as shown by display FI0A. When a clear key, functioning
also as a reset key for returning to the étandby screen display state is then pressed,
operation of the lock control information registration section 56 is completed and the
standby screen is returned to as shown by display F10B.
[0056}
Incidentally, description has been given for a setting sequence in a case where

there is no remote lock setting, but a case where some or all current remote lock request



After this, if a set time has el apsed, the above-described renote |ock
request setting screen is displayed, as shown by display F10A. Wen a

cl ear key, functioning also as a reset key for returning to the standby
screen display state is then pressed, 16peration of the |l ock control
information registration section 56 is conpleted and the standby screen is
returned to as shown by display FI OB. [0056] Incidentally, description has
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i nf or ralP@¥Blarea 23R [0059] When a user realizes that they have m spl aced
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request mail title regist ‘WSGPPH he cel | ul ar ﬁge unit. 10. [0060] The

remot e [LiERge aF%Eﬁﬁé%‘?refié%Gh? uviepmatinn aea nic mil is detected by
the | ockogsguest detection section 51 of the cellular phone unit 10. At the
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10, a function lock request electronic mail is sent to the cellular phone unit 10 from a
locking mail communication terminal such as a nearby personal computer, as shown in
Fig. 11. The title of the lock request electronic mail is made the lock request mail title
registered in the cellular phone unit.10.

[0060]

The remote lock request resulting from such ann electronic mail is detected by
the lock request detection section 51 of the cellular phone unit 10. At the time of
detection, the lock request detection section 51 refers to the lock request mail title
registered in the lock control information area 23R, and if the lock request mail title and
the title of the received mail match decided that a function lock request mail has been
received.

[0061]

When the remote lock request is detected in this manner, the lock request
detection section 51 notifies to this effect to the function lock section 52. The function
lock section 52 that has received this notification transmits a function lock instruction to

the IC card function section 30 via the card communication section 24 in the event that

the IC card function section 30 is operating. The control section 33 receives the



registered in the lock control information area 23R, and if the | ock
request mail title and the title of the received mail match decided that a
function |l ock request mail has been received. [0061] Wen the renote | ock
request is detected in this manner, t h&71 ock request detection section 51
notifies to this effect to the function |lock section 52. The function |ock
section 52 that has received this notification transmts a function |ock
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[0063]

In this embodiment, when a lock notification mail address is not registered in
the lock control information area 23R, the function lock notification section 53 does not
send the lock notification mail, and only executes function lock of the IC card function
section 30.

[0064]

Incidentally, in the event that the function of the IC card function section 30 is
already locked when the remote lock request is received, the function lock section 52
does not execute the function lock command to the IC card function section 30, but sends
indication of the fact that the function of the IC card function section 30 is locked to the
function lock notification section 53. .The function lock notification section 53
receiving this indication reads out a lock notification mail address from the lock control
mformation area 23R, and also reads out the lock notification mail from the storage
section 23. The function lock notification section 53 then sends the lock notification

- mail via the transceive section 22 and the mobile communication network to the lock



[0064] Incidentally, in the event that the function of the I C card function
section 30 is already |ocked when the renote | ock request is received, the
function | ock section 52 does not execute the function |ock command to the
| C card function section 30, but sends 1§ ndi cation of the fact that the
function of the I1C card function section 30 is |ocked to the function |ock
notification section 53. The function |lock notification section 53
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When the confirmation request is detected, the confirmation request detection
section 54 notifies to this effect to the confirmation information notification section 55.
The confirmation information notification section 55 receiving this notification reads out
voice guidance data for notifying the fact that the function of the IC card function
section 30 is locked using voice from the storage section 23. The confirmation
information notification section 55 then sends the voice guidance as confirmation
information via the transceive section 22 and the mobile communication network to the
lock/confirmation telephone unit that is making a call.
{0068]
As a result of this, the user who making a call to the cellular phone unit 10
using the confirmation telephone unit can confirm that the function of the IC card
function section 30 is locked.
[0069]
As has been described above, with this embodiment first of all a user of the

cellular phone unit 10 registers a title that a lock request electronic mail should have in



section 30 is | ocked using voice fromthe storage section 23. The
confirmation information notification section 55 then sends the voice

gui dance as confirmation information via the transceive section 22 and the
nobi | e comuni cation network to the |é8k/confirmation tel ephone unit that
Is making a call. [0068] As a result of this, the user who making a call to
the cellular phone unit 10 wusing the confirnmation tel ephone unit can

f t I . I |
o060 Ruheg 0 BHEAR BF pfta e thnitlitcl iR S 08 (BTG i BftSE
user of mﬂoemab@h hagia g3 Rotithe caHular pbomeynie tl@r s Adter ithat cifiaHack sequestk r equest

el ectroni . Bl mﬁgglgl/ﬁgr{ﬁ%( ?‘%élg‘e‘?‘ﬁ%e qu’%%%}lge# Aienl tHOGE I ?ﬂi Rinctibfi sbdtignar d

function Section In-a | contro OI'I’TB.'[IOI'] ar ea
23R of BRds veh hedtde sphoincthg mbllulaﬂphma enit tlAathe ﬁuﬁctmnl loek S¢(émeiﬁ within

el oot OREedIBld) DAY 08 YRORSERE P U 1Cedd AR ELhiol DN B g

function sec e state i n the ceI ul ar one unit 10,

t he funcomomidieationgmth.i on 52 within the control section 21 | ocks the
functlog%(gj the 1C card function section 30 via the wired comruni cation
pat h (9]] Therefore, according to this enbodinent, it is possible to
carry out a fulbetckre, acseording taithis embadimeninittis pesside 14 emrgouCHAMSHARI in a

cel 11Ul 2o dd e RO indidH kectibh @9%!1 %avihea{/lfémﬁar%&wu@t@mﬁl wo, even if

the cellular p one een , I'n the event That the
funct i oreliabdlityselan e vser ingends dekegnfifiHr ¢k lastphone 10 has beelostinct i on
sectlon[(?d); or that a function Iock request mail has been received but the
| C card étlon section 30 is already in a function | ocked state, vvhen a

| ock notifi cat A9, il evaatithat tei fynetien lnckrssetiomS? hes losked Buetiog|of the

i nf or may QB PHRRLISS BectidAS3 () W0 dt AFuh&idn 1&9&&@&@%9%@ 86 RARRcRBdDANER 2
| ock notification mail to the lock notification

I.catl
t er mi nalCratd Rgetipg seion 3r{bts| alieady ina Targtionglegk %atewianm@%%h ?Otlfggatnosng
as the hﬁ@lkadm@éssfls Qt%dniﬁ'the R Rnsrol ﬁlfbﬁﬁatsaﬂresizsn tHeeruheGdn kert 1 ol
informatiQp area sible for th er tkf gl abl y bf made
awar e onovaéatf%%ectlﬂaﬁtS%de ek noditigetiop gaatl te (Be Jork At EiSabAN Sl on 30
provi dedomﬁlﬂnf@ti%ﬂhleﬁhxﬁ&l]iﬁ\ﬂﬁ@tﬂb?bbk J;tanﬁasn&eﬁfaﬂlaaa&@@l bys arreéiet, rasn@ngo t he
caltlLon term.mna

ok ok 2t SR s ST A3, Lol SRR i b0 b i 0
23R, it is possible for the user to reliably be made aware of the fact that the function of
the IC card function section 30 provided in the cellular phone unit 10 has been locked by
referring to the lock notification mail communication terminal.

[0072]

Also, with this embodiment if a confirmation request for the fact that function
of the IC card function section 30 is locked is executed from the confirmation terminal to
the cellular phone unit 10 via the mobile communication network, the confirmation
request detection section 54 detects the confirmation request. When the confirmation
request is detected in this way, the confirmation information notification section 55
transmits confirmation information with content to the effect that the function of the IC
card function section 30 is locked to the confirmation terminal. Therefore, after
function lock of the IC card function section 30, the user of the cellular phone unit 10
can confirm that the function of the IC card function section 30 is locked in the
confirmation terminal used for the confirmation request.

[0073]
Also, with this embodiment, a telephone number that is an identifier for a

confirmation terminal is pre-registered in the lock control information area 23R. This



~of the I1C card function section 30 is |locked is executed fromthe
confirmation termnal to the cellular phone unit 10 via the nobile
comuni cati on network, the confirmation request detection section 54
detects the confirmation request. Wien2Phe confirmation request is
detected in this way, the confirmation information notification section 55
transmts confirmation information with content to the effect that the

functi onglecl i f s pli LHAGE LORARSHESR i80udd ARKRE pbst B SRR ™2t i 0

term nal”. erefor ter 1 ONn car I on ectlon
30, the mesteictsofonfinmatieh redeest péssitde ongina@s. can confirmthat the function
of the I d function section 30 is locked in the confirmtion term nal

used for-the confirmation request. [0073] Also, with this enbodi nent, a

t el ephone nunbevlse,heith ilss ambodimentf iféhe Eanfirmatvonkinest deteatioesaritinal 54 s
pre-T eg'cfettgct§gede ?tﬁclhe f’&ﬁﬁn%%}ferr%re tﬂ!n?% 'E%%i;gﬁgteércﬁﬂ\'l{ﬁﬁ%e Iﬂx‘nﬁe%’fﬁﬁ%é‘”s
that it 1S ensur e tonveni ence

appropri dt@lawallnssaqenmdsfr@mrthc comfiingtionctglepbonpusit ividien fondtiginnafitbe 4C daod)74]
2,50 W ARSI ScRBRAY IR Nked) The! RS HANHLLRY Qe s&&effn& LighempRat | On
54 detects generation of cal t one nore e5| I'ng tone
nunber ot ig theeedoregfossibleatocednifirmsthaefiwictionl of tltmIGE h@dcfgmtncmmml@lm 3Peifdbtone
uni t whe I fact
that 1 herubBEbAENR 10 1fae s tREE e WEkLOT b7 O LBIERplrAb PEE Etherkiif

possi bl ethcoalbogﬂommmmthanmsumt@fcadm tcmeamrmbefrmfém%‘rvsm ¢aJhing0 of the
cel lul ary o @%ﬁﬁ by the sinple operation
of genera{ép {Euélﬁlﬁng&?gﬁile re t%?um& ?’gﬁ%@ ed calling tone nunber
of ti mss[OO%ﬂng a calling telephone unit such as a home tel ephone or a

public tel ephonge, AO His é!n%ednﬂuntt ha {bics nfi¥basl 9RBAL todhd BbfRnIRRDRAgE | S
sent to the confirmation telephone unit as confjrnation infaormatjion to the

ef fect ttRisphensaumitaceoil matiopHaiormatign do the gfggat shatdbe funsHonof the 1(ead .
Ther ef orfgnctidisce8h BOMRIdRRA] nfrﬁé%ﬂeoﬂae'o%nﬁ%bﬁbﬁ’%fbﬁnéﬁtﬁl isGRMFicH B then

t el ephone ynit |naformthat % E for the ser to conprehend. [0076] In
addi t i orPORYiFPAiQhEslenhope vadsE 3 I9ER tRHYS Grheter ! he Hger g cpme cat i on
t er m naljpbrat can issue a lock request mail is not particularly limted,

SRR T AL AR, SO
in the lieginglohbt €dn isaifeod IRkirequest @nilds not paﬁti&u&r@aﬁlﬁued idndiisisgassibbd e
i oMY eSS Rail REarSE LW ot et PO RRLh AL ELY uhF hdrié b hshE

a lock request mail to be registered in the lock control information area 23. In this case,

it is possible ensure convenience to the user while the appropriately restricting lock mail

communication units.

[0077]

Also, with the above-described embodiment, decision as to whether or not there
is a lock request mail has been carried out by deciding whether or not there is an exact
match between the electronic mail title and the lock request electronic mail title
registered in the lock control information area 23R, but it is also possible to perform this
decision according to whether or not the lock request mail title is included in the
electronic mail title.

[0078]

Also, with the above-described embodiment, the decision as to whether or not
there is a lock request mail is carried out based on an electronic mail title, but it can also
be carried out based on the text body of the electronic mail. " The decision can also be

carried out based on the title and text body of the electronic mail.



- communi cation units. [0077] Also, wth the above-descri bed enbodi nent,
decision as to whether or not there 1is a lock request mail has been
carried out by deciding whether or not there is an exact natch between the
electronic mail title and the | ock regllest electronic mail title

registered in the lock control information area 23R, but it is also
possible to performthis decision according to whether or not the | ock
request ioh title is included in the electronic mail title. [0078] Also,
W th thgﬂgg ve-descri bed enbodi ment, the decision as to whether or not
there is a | ocklsoeuitle e atmive-descrilsadr ¢relbbdimentydberd ivankyrons| leek nofificatioay |

tiele, Pbildl GATLEISRay BEa GRiA1RA Pl RBRAL N [hfatax! body of the

el ectro I'sion ca 0 be "carri out based on the title
and tex{0dsddly of the electronlc mail. 21 [0079] Also with the

above- descri be %l %@ggur X o’ve- r?bédi rﬁl%%&ip%ﬂ? th@ggnﬁi%dt{orﬁct@;ﬂu?ﬂl is 11%({9 nal

but there may Ity O catiron termn 0080] Al so
with the calbmgetehl:phmne wit] beridtoidiaterpossibhetocmakes itrrempid somepunicaiion wipda  a

cal 11 N9l SRNORL B maif W udel ab SRR it atlch. make 11 a mal

conmuni 'on” uni IS case, ronic mall is used as confirmation
i nf or mafG0ad ] [0081] Al so with the above-descri bed enbodl ment, the IC card

function secti g 30 S dotelokeitd bmblifiehNISnE Rt LikPRBAOR EockiBalz0lg:  and

can not be |nser or t
conpr ehéinedlydiylt |1nt0 Fhgycelhdir piraneringt 10.2Bd can nog ballmrtsé@s takea oy, QR |1 C

card 304, J{ﬁér g# ﬁ'ﬁ)v{f cd ﬁr&éﬂﬁX%QXn%%tI% 4fd FPg’ 48U BQE hRB p‘é@ﬁbleotﬁ 30,

and to useace one unit rrpare tOt e cellular hone
uni t 10anfiCchrl 3%1@1%@@,@& inydel sam Geynsrthe (€ st funstipp gection Hhanditg. 1B)

is furt] ' r AREE aghotdrant C card 30
can be |§i%?%1§%hpﬁ%g\éﬂo¢dﬂtt g‘)kégﬁoggﬂgmagﬁow !u%d}tpﬁrl%g@@hse as Sho&ﬂel n Fig.

13, t heabayecdgsaribed embodimspt desderfotiig( ht D) 1s Tgther Brpvidedrgith g, yi ng

out contfflhoRkingQRRLAGE 19 YECIE AN 3 B00iniePindert QD ind6 br ta)!d@ﬁ oug®fMunNi cation
termnal 31 and control of contactless type comrunication via a

cont act [Qé)sgg]type comuni cation termnal 32, and for carrying out overall
control of ther, thiz %aé ths shUGR iaFig.erd the OYcaac OMid pioveddow#h s4)or @gerodect i on

34, andse(clf?x)ontﬁefo? E:grrr%%eg osu?%g)rln:?’ol of contact type communication via a contact type
communication terminal 31 and control of contactless type communication via a
contactless type communication terminal 32, and for carrying out overall control of the
IC card, such as read from and writing to a storage section 34, and (b) the storage section
34. In addition, it is possible to adopt a terminal that conforms to the SDIO (Secure
Digital Input/Output) card standard as the contact type communication terminal of the IC
card 30'. It is also possible for the IC card 30 to adopt an RFID (Radioc Frequency-
Identification) card from the point of view of contactless type communication.

[0083]

The control section 33 comprises (i) a contactless type communication section
35 for controlling contactless type communication operation with the reader writer 50,
(ii) a contact type communication section 36 for controlling contact type communication
with the cellular phone unit 10", and (iii) a data processing section 37 for carrying out
data processing, including reading and writing data from and to the storage section 34.
[0084]

When the IC card 30" is housed in the card housing section 19, the contact type
communication terminal 31 is electrically connected to the card communication section

24, and the contactless type communication terminal 32 is electrically connected to the



"34. In addition, it is possible to adopt a termnal that confornms to the
SDIO (Secure Digital Input/Qutput) card standard as the contact type
comuni cation termnal of the IC card 30'. It is also possible for the IC
card 30" to adopt an RFID (Radio Fr eque%*?cy- Identification) card fromthe
poi nt of view of contactless type conmunication. [0083] The control section
33 conprises (i) a contactless type conmuni cation section 35 for

control | ifign09H achl §§§sutlty%eﬁm'cgﬁf3(p sH(plf'Sre éﬁ?fﬂf é’ﬂrarﬁoﬁg\ﬁ At g i ter
50, (ii) a contact type comunication section or “control Fi ng cont’act
type conianisgaiardyto wetahovhée@éxhed|I§rcq@da£wt19msect1@ 30 gporquni¢ation dat a
processi mo%%@tpbeﬁbWme el arqgmaemmtdm JiaPthe ?&f &Qnmhr & Wﬁ perh | ng
and witing data from and e storage sectlion [0 the 1C
card 30' cqEMH{Bigaden F&wm@%p@?éﬂﬂe mﬂsﬁhﬁge@@étwrdnr 1) usuna@ mﬁacak;ss t¥ppe
comuni c@nh@inictigh.nal 31 is electrically connected to the card

communi cation section 24, and the contactless type comruni cation t er mi nal
32 is ell888?] cally connected to the 22 antenna 25. As a result, when the
IC card 30" is IH%@Q@A Fig " dFOUs] @gn&%tﬂhgnaré%e séxﬁser %hlﬁﬁ%;@ﬁﬂ% to

t he abOVﬁ described I C'card function section communi cation” becones
possi bl &hgfe W the abeys-fdegcabed gmbediment hage the s@mm@fwen%n%@mwtﬂnﬁ@n pat h,
and corgﬂéme?@gtldagbﬂpildWm POsHidle W th the reader witer 50 using a
contactl ess type comunication. [0085] In Fig. 12A, Fig. 12B and Fig. 13,
el ement OPR&k " are the same or equivalent to those in the above-described

enbodi nent havwqu%%d@f&rs@ﬁs&i EBBA Bheht AHS 'pgé!i%ﬂt invéiior RRCRIen
descrlptlop(\ﬁ\n ﬁ ted {%88LAI50 in the above-descri bed

enbodi néRPled fRa ¢ ‘éléﬁP -i°9h OR¥OuSkYhe PEgsERY BYCRtEPTRAY A5 ke anphisAe
unit, bub pedbiietsshiuhidetich fe@iMals BYEAES HBellENr Phone . applied to nobile
comuni cation termnals besides a cellular phone unit. | NDUSTRI AL

APPLI CABI LI TY [0087] As has been described above, the nethod for | ocking
functi oINDUSTERIAEAPPLICVABIIITFYan be applied to control of function
| ock of [8 ﬁ]m actl ess type comruni cation device of a nobile information
term nal ? ted wwth the contactless type conmuni cation device. Further,
t he nobi | e comAusrtias deewdedceibed laad)v@fthé hetiydefoe néckifiy ariction ofake peserdppl i ed
t?pg mo nve%tl%g canryeca%tplig (;[851{{}0’] of 8 R&?ornaltocl% ra%\c/)}l%%ﬂegg ttyge %o&%}}n?g ttfoxelss

device of a mobile information terminal fitted with the contactless type communication
device. Further, the mobile communication terminal of the present invention can be
applied to a mobile communication terminal apparatus provided with a contactless type

communication device.



communi cation device. 23 CLAIMS 1. A nmethod for |ocking function for a
contactl ess type communi cati on device of a nobile communication term nal
fitted with the contactl ess type comruni cation device that is capable of

" function lock control via a wired conmddi cation pat h, conprising: a |ock
request electronic nmail content registration step in which a user of the
nobi | e conmuni cati on term nal registers i nsi de the nobile comrunication
terminal, content that at l|least o rhqﬁgtle field and a text body
shoul d have as a | ock request elec ronl for | ocking function of the
contactl ess type conmuni cation device; a function |ock decision step for
dect di NGy A el PRI £RIRHBA 3 4 Ohal BT AR e Ao REALYBHAL Ne | OCK
request el ectronic mai I'a a nobile conmmunication networ et her or not
t he contmebileesmmypiationterminalifitted withitbe cprtaptiess tyneeamminicaikn dgvigee; and
a functi I | ock
Geci oi orttRsiiaaraat 8F Bulcflon MERRRA PR Rk ARt ealif baf, FURBHEEE: | o
communi cat i on @eloitltéequnsttqi@trqmbma coptanl AESISTation step i whichvd wser & the r ed
communi GaLkiale A tnlﬁp Hoﬂ_ lﬂ@rn{fﬁﬁlr}@gls{e% ihQak éﬁ%m@ﬂﬂ@%b%@ca@ﬁﬁ't@hﬁma%ur ther

conprising: a not part strdtion I SIon

deci si orFongsngthatiap lqﬂhfeonef‘?ﬁrﬂ:‘élﬂg eldoand @ltxt Hody skewdp hl'dS'G a$ pilogkeieavest or when
the funcetlé&fbﬂl@ﬁﬁﬂ%?lbcﬂ\;i\% R{ﬁ@ﬂon Sl‘ﬁfé%o‘?l%ctﬂﬁa?{)gﬂe%nﬂﬁ%ﬂ?@c'iorp&e\ﬂ@é a
function notified % shoul d be notified function

information to atfh@ctémf ek deeigiontsher fodlegiding 48 the pbile sRMMUEEAI device i s

inaf U'}Efrdnﬁal !h‘ﬂ@ﬁé‘sdreéél%@ the' Bck ?Q#@E@él@gtrbﬂctnﬁﬁl VRN hBhAS B MRIEAHRE
term nal; and function ication step in which, when the decision

resul t iNStVORK “ﬂxeiher Péaobﬁwetcynw@&%&%@ CORIpEF Ao leiceysiia 2 fpretioplorke
t he nobigkfecqgmuni cation terminal notifies the function |ock information
to the function ] ock qg%%fled par y via, the S\%}‘{Ie CO ni cation networKk.

3. The method #dpngt statffar W, elbfhecde&lwzre dp ghe, funsiop GOk

noti fi eGtdpistngghtive, TodkdigiieAuniaiodf the QontRelQEVIYPE cOmBRIniEitiod d¥ide indhel t he
function Iofk |nfornat ion is qotlfled fromthe . mobil e _comruni cation

t er mi nal™YRle FERHRCETion terEuRel va? e RHed SPPPHTA Y i t roni ¢ mail. 4. The

functlon Iock i nfornmati on notlflcatlon met hod of claim 1, further
nf.i.r for carrying out, in the

Ol & o et BSd a5k Byaetibar TSR 1P b st PomSRERELEY Tor’ 1 bok o ¢ he

function from a mooificd rpantyi mglsltﬂzltiﬂhrﬂflciwmm step for, when the decision result in the
function lock decision step is affirmative, or when the function lock step has been
executed, deciding whether or not a function notified party who should be notified of
function lock information to the effect that the contactless type communication device is
in a function locked state, is registered in the mobile communication terminal; and
a function lock notification step in which, when the decision result in the
notified party registration decision step is affirmative, the mobile communication
terminal notifies the function lock information to the function lock notified party via the

mobile communication network.

3. The method for locking function of claim 2, wherein the function lock notified party is
a terminal capable of receiving electronic mail, and
the function lock information is notified from the mobile communication

terminal to the function lock notified party using electronic mail.

4. The function lock information notification method of claim 1, further comprising:

a lock confirmation request step for carrying out, in the mobile communication



a nobile comuni cati ons network; and a confirmation information

transm ssion step in which the nobile conmunication term nal sends
confirmation information, with content that the function of the

contactl ess type commruni cati on device 24 | ocked, to the confirmation
termnal in response to the confirmation request, when the function of the
contactless type communication device is in a |locked state. 5. The

functi ol gkl 2 RRFRLGG b b M HERRGioR " thdl Bufirmifi! Reidd1ia
confirnation erm ommuni cat1on term na aving an identitier for
a conf iamabilopomeguestioppyeimsirk; ard gi nat or pre-registered in the nobile
communi cati on raecr H}-%LUOD ﬁl’f TI%IOH% S'l‘l‘HE'Sltl.)I?gé% HfVﬂ{lg?HL%O&%I fication

met hod of clai m4 The ConfIrmation rermnal has at | east one

cal | i ng dosireyticationterminad sehdsivenfiobation sdmmatiomtwish contert that the ifanciion at e
wher e trb%tﬂ%’ﬁ&]ﬁtﬁ@gbslsftyﬁehc%mrﬁﬁﬂlkﬁﬁéﬂ gevict YSOI%CE&{“{H%&% Jﬂ’ﬁm@i@i{'t&‘?mhﬂ inocked,
recogni zes ere’ls a confrrnmation request 1? tection of
generat|rosp0@fsewtiald0mﬁqn@mief@1u§§iemhﬁnéhb funsbler odfthe ¢erdactlsss typsre after a
call is I]ﬁ'&li.! it e calling tel ephone unit. 7. The
functi oncro' i (Ll{rﬁr;%vtl%%ﬁ lﬁ%tlé) |cat?"l§n met hod of claim6, wherein the
confirmation i nformati on is a voice nessage. 8. A nobile comunication
term nals, 7hbshfidliol lobk hiGABAAA heicd iAmERRTWIEAR SWhdlEiRe Ccapabl e of
functi on ‘I'ock control via a wred communication path, conprising: |ock
request conBomatden terminal ivosemmunicaiostterminghhavaaanndentiicgifat &ring, in a
Functi on.ok 86KaGODeREst Jofs Qb IS i SiRa Rk $oe- M difibRddin ThO hBfle 26 Rinhificat it ent

t hat at Ioeastaone q%s Sigt | e f@e?d g’nd agtlt ext It;ody shoﬁ | d have as a | ock
request temgigek oni c mail for |ocking function of the contactless type
comuni cation device, in response to an instruction froma user of the

nobi | e conmuni cation termnal; function | o%k g&cisl 0 ans Lor deci di ng,
when t heé- (I unciinpelock dfarmpatinn potifigationpethgd “rdhe nobile

conmuni Gahfiffatied V@ﬁalfnalWﬂ@hh@ﬁst@ne%lhri@leﬁ@ﬂéQﬁit' @@ds type comuni cation

deV|ce|S|nafunCJonIock state function. | oc ans f. when t he
deci si on resul thegpo %C?W‘PF"@HOP(SEW“B L p Shte wbg tli‘leg%ﬁcé{fé’tlg%‘? | ocki ng

the fungbheetleds t @c@ﬁﬂiu%ﬁdah@%ﬁje%bl@ﬂs Coveteeaghiaes ﬂﬁklt}ﬁ:ﬁe isiaa(|:02ﬁ"1rniahenwi red
comuni cati on pat The nobil e tion term ai m

further TR G\?tFWI%‘?%anWUIOS&%%%F ?‘H’e?ﬁ %H?CH? ]%ﬁr O%ﬁll’?er?e event

t hat t hendrefilet a@hlldesdcsived fivm tieatl lama tonerallakiclgpponsiini neans i s
affirmative, or in the event that the function of the contactless type

7. The function lock information notification method of claim 6, wherein the

confirmation information is a voice message.

8. A mobile communication terminal, fitted with a contactless type communication
device capable of function lock control via a wired communication path, comprising:

lock request electronic mail content registration means for registering, in a
function lock control information area within a storage section, content that at least one
of a title field and a text body should have as a lock request electronic mail for locking
function of the contactless type communication device, in response to an instruction
from a user of the mobile communication terminal;

function lock decision means for deciding, when the lock request electronic
mail has been received via a mobile communication network, whether or not the
contactless type communication device is in a function lock state; and

function lock means for, when the decision result by the function lock decision

means is negative, locking the function of the contactless type communication device via



communi cati on device has been | ocked by the function | ock neans, when a
function lock notified party who should be notified with function |ock
information to the effect that the tactl ess type comuni cati on device
is in a function | ocked state is reglst red in the function |lock control

i nformati on area, notifying the function lock information to-the function -
| ock notified party via the nobile communi cati on network. 10. The nobile

comuni caeivAafed &JiindAicalbn ph@dl m 8, further conprising: |ock confirmation
request detection neans for detecting receipt of a confirmation request

for lock of the function froma confirmation termnal via the nobile

comuni CAtTIRNAo KRS ¥ihihunRAtiof @é}frﬂlﬁﬂ%ﬂ Qi Bf ﬁrrmeié bRIViddPRAA IR 19BRNS T or
transmtti ng confirmation _information, wth content that the function of

the contBRiificatian meges &omimihe g¥ent shatdhe reslt ofdecisiombly theoﬁmwéma; &¢Ki r mat i on

t er mi nal ddciidLRRANSR HArhiey &£ orld fHPédeﬁf‘tHa?@li&eﬁlhcuMGf‘tﬁe%nté%?f'éésa@b!:ess
type communi cation device is'in a function | ocked state. 11. The nbbile

comuni cCATBRNIERoR dayicehachesnrpaked Binthecupction lagkmsamsewhenp f@r#‘élon lock

conf i r meddtiedipRed \ﬂl@&. shcﬁﬂai (113 tn'ﬂﬁﬂeﬂ St 1S Rl B8 n 6Lkt Mo rintiifohi t8Mhd @H&tqgﬁtthéﬂ
i nf ormati on he npbi] e communi cation term nal of claim 10,

wher ei n ﬂt%aczls?ﬁ GYPFrﬁf’mPrtlwmnrf%ﬂm%agn atfupetion logked statq is Kegisteresondhe unit

and t he fuaetorcpokiconBbi ﬁﬂ’or&ﬁﬂmsatreﬂ%@ﬁ“&m@qwﬁﬁﬁmhqoéwmfaﬁﬁatwn%ltﬁ@d Wi th
calling _tone co fIF?BtIOﬂ request detection neans for recogni zing that

there i SUBCHYNIOCK RRE ﬂpaﬁgdﬁbgF‘HB BRAERHHOBMEGEr at i on of a cal | ing

tone a specified nunber of times or nore after a call is received fromthe
at | east cal l. t el ephone uni t e where . the function of the
cont act 1454 Fe bt SRR R B O B o BT oS TR o | o

communi cati on wkmomﬁh-maﬁo@ i‘@lﬂébtld’eteéﬁlﬂf @kind foe derofihg irweipttrbf al nformation

I SSi C ce as the confirnati
}[ L? gf mi,[sc?)éﬁpmgt?&{] rseqtugs?tr}gmoci of(%he Iew%'fllon om a con 1rmat(ion termrlrr?al via the mobile

communications network; and

confirmation information transmission means for transmitting confirmation
information, with content that the function of the contactless type communication device
i locked, to the confirmation terminal in response to the confirmation request, when the

contactless type communication device is in a function locked state.

11. The mobile communication terminal of claim 10, wherein an identifier for the

confirmation terminal is further registered in the function lock control information area.

12. The mobile communication terminal of claim 10, wherein the confirmation terminal
has at least one calling telephone unit, and

. the lock confirmation request detecting means is further provided with calling
tone confirmation request detection means for recognizing that there is a confirmation
request upon detection of generation of a calling tone a specified number of times or
more after a call is received from the at least one calling telephone unit, in a state where

the function of the contactless type communication device is locked.

13. The mobile communication terminal of claim 12, wherein the confirmation
information transmission means transmits voice guidance as the confirmation

information.



