10

16

- 20

25

30

30 March 2007 WO 2004/ 032452 PCT/ JP2003/ 012054
DESCRI PTI ON  APPARATUSES, METHOD AND COMPUTER SOFTWARE

PRODUCTS FOR CONTROLLI NG A HOVE TERM NAL Technig@@hrch 2007

Field 5 The present invention relates to a hone
term nal apparatus for sending and receiving packet
wohabssdsse and from a router connected to mmIebITEd
networ k, the home term nal apparatus being connected
to the router via a hone network, and a communi cation
system usi ng said hone term nal apparatus. 10
Background Art Recently, access networks such as ADSL
(Asymetric Digital E\%@ﬁ ' Line), optical fiber
network and the |i kle) |cﬁpz?gw br oadband capabl e of
abaRfiveR] @rh@r §® PR DFTAOITFRueRt FNcokbrdlat® ARtz
TEMIM are accessible at all times have been w despread
an accelerated rate even anong ordi nary hones. At
Tth@'@ﬁlrE"#'idme many ki nds of hone networks for
Or g§ipjeC t}és\én"“c%(}@ﬁhbﬂgréw t@%phbﬁfé‘??érrﬁind?%aﬁfatﬁh
one ano are under standardi zation. , Under these
forcjgeneiag anbeds receivirg eszp@leqtediattﬁato a@DdedTon @hgoater
coRREEteel té‘pé}} 'e@&%?ﬁal"‘hbkw@% a{%@ HorRe PRIt iRl hﬂjﬁérb@ur@
an outside [ocation remotely operating his/
beifthi Fennegtarindp \k,hnecrroelaﬁr belac ghnBefed Neldveitke a2
n L it 134 nto
oo bl B B R e
net wor k. V\hen a connection is nade between external
Ba‘ﬁ% networks in a conventional nethod: ( i )
ura |ty of hone internet termnals assigned with
| oc Recgaliveaseesanetwerkrsuel as\hSh (ﬁéﬁfmmﬁglﬂwlwtﬁ'

Sub2cAbeP _ULI?IEP),n Wée AbkP ABtGHE IIRE thR! WK whikh) atde

router is c to the Internet network via an
broadlaméicapable of hppelindey 13naSPRMANHgOR COFMMUNIERH DN

daHx gg.)d RAREH Afd )ac{:é"%sa‘al?eta f BAtirR8s %rarve 5&eRvAiedBFead at

asmgns a glo dress to the router. en_ an
angacelerated ratsr evp/pamans ordiRasy Bomss. r dit thasride timg,

| meﬁg\a' K1has ”&; Hdth&' Retwatkd 38 dRyahiiGIls @oPineRtigO Pime

ress,

- appliances at home-with one another are under standardization.
“Under these circumstances, it is expected that a user of these home

appliances will be able to operate them from an outside location by
remotely operatmg his/her mobile terminal which can be connected
to the Internetand by transmnttmg control information to such home
appliances via the Internet and a home network.

“When a connection is:made between external and home
networks in-a conventional method: (i ) a plurality of home internet

. terminalis assigned with local addresses are connected, via a home

network, to a router connected to an internet network; (ii) the

“router is connected to the internet network via an internet service
~provider (ISP) using a communication iine; and (iii) the internet
“service provider (ISP) assigns a global address to the router.

When an external-server apparatus makes a control request
to an internet terminal at home by the use of a global address, the
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follow ng conventional nethods are used: a router is

set to perform static IP masquerading (e.g. Japgngsth 2007

Lai d- Open Pat ent Application No.2000- 341337) and an
internet termnal perfornms polling (e.g. Japanese
wol2as4@32@pen Pat ent Applicati on No. 08- 2047 @éranchsdapanese
5 Lai d-OQpen Patent Application No.2000-183923). In
static I P masqueradi ng, a router, when receiving
packet data in which a specific port nunber is
described as a destination port nunber, converts the

folfti7 rg”@éﬁﬁhtﬂﬂﬁl‘?ﬁétﬂcﬂisoﬁl@ﬁséﬁsﬁlro@gglr E:.s§(?(t l{g 8§ﬁorm

I nternet term nal en routes the

| Stattﬁ‘eIFr‘ masqmraétnq te.g dapanese haid @m»awat&nﬂrﬁmwah@n

|
(o SRR ot dBe tRE, SARUREL pRr AR BBIME ters,
Ja%&%ﬁ%l—@'drﬂpgﬂﬁat@nt Applicgtiendin.fg-264ZBrmatkiapanese
LaREBPN P ASht AU NBE2b G A8 Rty bul. al so Trom the

| obal side thod I n an internet
terﬁnrﬁatptlséﬁ oI pRdingy, a rositen Whénotﬂ@iwﬁﬂnﬂad&ﬁt
datity %hi&ﬁcae'sb@érﬂcf b8 ﬁ{]niﬂ?etre‘“s”@ésérﬂ:{éﬂ Bala g%stmgﬁ%'

packet be sen

0O a serve par at us,
| pomwbaak@nvetrﬁs tm@dgﬁwéwoam&gsamt@f&m logaheddrgssy

of tah‘xe iHRPHEE tén%‘?ﬁié IeSand ithehUpsst ntﬁé‘ﬁ:&@%@daeant@ ghiae

| obal addres t e router an
'ntgéweter@!ﬁéht witiBeglobat pddeess ﬁnﬂHQCpbéﬁdfeS&ﬂSob@@O

redi@iéreﬂulﬂ’ear c‘ﬁﬂkr‘él’snﬁﬁ”¥£ﬂeuﬁ§¢l %b‘%jd‘éggé@m oca?éé“ S

done, a ormation inc ing the
Thﬁiﬁfpé%rslto'ﬁ RPESible B sEatic dRrmaRaveradiag dicobammexes 8s
sesdioh HOt-dAYIREmM EH‘@I&?“}.‘?&e %uﬂ?? 0 PHEMShe glfobtam%l
I nternet term nal he sender”s ‘port n
r oulRtheimethpdyin whigheaniintemet @@ﬁvmashnﬂff@rm @oi!mg,a
on StIH@CéIfHeEF%M' 8% oitet rBEeivés, ffA: arV"ﬂ?t'élrﬁ P?éM‘h

fromthe server apparafus, a response glo t
IOC@ha@Ck%ma%eabﬁ@ BcierVAT apparatsis, |amde&am; Sl-tﬂh ph@ket

to I theCsBfYer taeﬁﬂHrB@us dfee ré&H\Féftﬁn@thé' §§n3£‘ﬁs addlhess

destination on the | ocal network convert

inciidad datfhen péﬁlﬂ?’éé@t(hﬁhetﬁébéésﬂddﬁaﬁ of e trontmb@nd

colviitiiethd BehAgrLasHeNRaBEPIALIRREKR! hETARKEL 1Rld o

Into e | ocal ress o e I nt erne term na
poRtHumber Which sandes Usad Myckheoroutene Whes this is dpmen a|

setMdfN idRkRIRRAE. thelddifg CoRY SlothPad @RS ofNthe internet

terminal, the global address of the router, the sender’s port number
of the internet terminal, and the sender’s port number of the router

- is to be stored in the convérsion table for a Specified period of time.

Then, when receiving, from the server apparatus, a response global

packet that includes control information intended for the internet

terminal, the router specifies the destination on the local network by
converting the destination address and the destination port number

“included in the response global packet respectively into the locatl

address of the internet terminal and the destination port number of

~the internet terminal with reference to the conversion table, and
" routes the packet to the internet terminal.

2
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routes the packet to the internet termnal. 2 30 March
2007 In the static |IP masquerading and the polling
nmet hod, TCP, which is a connection protocol, i
general ly used as a communi cation protocol. 30 March 2007
I\/banvvhl le, there is disclosed another polling nmethod

5 Japanese Laid-Open Patent Application

(e
No. ﬁ@%é%@%éhﬂmaa u'e'FE"d‘?H SaAdt ﬂ@@s;s%nmgnrmethod TCP,

I:]ICIenC aractelstlcs In case
whighds& Fenhestinn profacoliisrasrac bused Shposammunication

prouauMatlon in traffic between conmnuni cation

oM R VRS s, et odad EhothehrSoiid FRERY (o0
Japanesedd dide@pjam RatemheApplicatéon Na.2i0) 03328y which
|mp5-85ﬁg‘38“?|‘§r'i%’iﬁﬁ$ﬁb‘?ﬁ AB é‘ﬁéyséﬁklr HbYafrhéﬁ%ascﬂéﬁétlcs in a

occur el it ernet.
casegwyheredbergiipd S@T'g'&ar\m&ge%ﬁ‘ﬂ%ﬁ péﬁtQ@nQrm v@fiatipn in

trafﬁ@:nﬂétW@'é@f éohﬁ‘nf[ﬁ‘ﬁ)tahﬁil’ﬁ%% é\*dtu%fesonce it is

ass, e that, such atta cause el e tr|C| 15.
ShadBWeNel S 9, B5eF Withes € PGt " dhtror Ris/ner
-honheetleagema‘l @pamtrm-l frcrmqaasoumdtd‘ntocaﬁmnnena the internet,

e IsTRACLSY, (0 LR iy 2RS0TSR for Qe it that
coutcbmqw oaptiae dnternet.g. FRsrexapiplieanyberf fomaliciosts third
perddhn %ﬁa%éssbﬁeatt%% &9%' ntha.freébha&@oﬁerMn%ﬁ%w Pouses

such tar hone ter appara

all AbRNGE, s PSEIM at B ALAGR gl s aleptricity
shotR. a ﬁﬁéﬁ@’brépﬁﬁiﬁ?éﬁu&@@tdl pillge\t@nathermla&a@ oif reg control

reaBhi T ShEoAREENEYY fputifus SRRl AGRTTE Shoafing and

othetsat there is a polling interval. 25 Also, there is
anoAI@%:, W‘Fa?ll?bfé“ EBf\thﬂ Slﬁi‘éh?l%t &h %%)atﬂep égnt to a home
adln% ndj ng on
termrrbaqk §pease usr(@ gmhczcm@naapnll@rm@) Enﬁxmra;wtw in an outside
locaBise! @ur@qefreldwt@tbensé%t&@m&wm@é@rﬁén@ téveminal

ent |nvent vi de a,

3PP FSE el Ml i ap WS ar shen gyl IET et tatnafal makes

an Usquiryends ¢ serviemappardtus according to a simple polling

method, the immediacy of the control request to control a home
appliance is lost because of the fact that there is a polling interval.
Also, there. is another problem that a setting for static IP
masquerading cannot be made to a router depending on the type or
the implementation of the router.

Disclosure of Invention

Example embodiments of the present invention seek to
provide a home terminal apparatus that enables control information
which a user sends to a home terminal
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-3 30 March 2007 apparatus such as a hone appliance

and the like froman outside |ocation, to be

i medi ately sent to a terminal apparatus to be

control led by utilizing an existing router, witRo&March2007
secure conmuni cation being realized in

sendi ng/ recei ving such control 5 information. The

app%ﬁﬁﬁl:esx%w(&g %eﬂ eégﬁhﬁnw&in@ﬁtﬁehﬁg? framrA é‘ﬂ' outside

arat us that en e user to renpt contr ol

locat s t 1 RGiam élrtﬁ \oss$"r\%niicbbﬁ sefEn e .npaer %Uéhl%? be
consesllsd nnoneummmg%;ﬁ stiag errmutelr, deyvithe, ssowecure

confuiigtion A B 1 g BBV  Such pontrol

lnfohrmtloerm nal appar at us and a router. In accordance

W tHng di ﬁfpl@séﬁpdeé’lmbplf? psf@él?% BP(‘:‘?fHé PhorhBe&rminal

rovli erm na

app@éﬂﬁ@ﬁéhﬁé@é’lﬁb]% theaurer taan%mo&ebsﬁ@omahh a hanesterminal
apphkatus Srepnastistdet Roate aut ar ﬁ?%hl% saetyer #ha*rmehlmﬂn@ its

t
moli e aER Aot sootbaTter AR BD the' Bofigterminal
appaeates k withonti séeding teachekegeorplicated ettings do such

hon{%tg?gﬁhgﬁ%a{np?&? gﬂtdagtrcb'_pt% Sent to the server

ternination unit operable to
detIeTr raooerdammtbaau Bnspragpee] ofothe dyrasantednvension,

ther*@li@ VI B8l a ARt EEARY | td]:?pé:%ft‘t%*’ foﬁ@@ﬁcﬁh??reé@ﬂnng

cation unit operable to,.send/recei
paolgs% taibe ARQ THAM 13 JRURE Tt is %oﬁﬁo. an; gxternal

netwevkerto Morcoi na teever oapyalradeseﬁsn oehheretad|t the home

cerrd AT A 4 BobBLEbAzbe, BBBSERLE TPRY! g home

network; coonprisirt@t imopapket apmie rdtiontueitcoperab leatd generate
paclk'@fct H%%Hdsclgefﬁgr S8Rt ffrFé‘t §8fv8f'h'é%tspaq‘%ttﬁsge%ef E*Sffiocol

eneration rver 8
detoremwl@m moltaoaerélpl@todiqfcqmme Br CRRVBHRIGRE 0N protocol

-useée'lﬁéﬂ%f@eeﬁt &hel honde! rt%rh@iﬁaﬁr appdratus AnIECEne server

ni cat r ot ocol en cation
aPPSEARLS » 806 9ceORUnEIasat RTINS CHE TP I8P FROAYTREeTVe the
packet data teppaddrom the server apparatus via the router, wherein
the protocol determination unit determines that the home terminal

apparatus should communicate with the server apparatus using (i) a

first communication protocol when the communication unit sends

address notification packet data generated by the packet generation
unit to the server apparatus periodically and repeatedly at a
predetermined sending interval via the router, and (ii) a second
communication protocol when the communication unit
sends/receives contro! information to. and from the server
apparatus.
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30 March 2007 Accordingly, since packet data is
periodically sent to the router, it nmay be possible

for the router to always hold a corresponding

rel ati onshi p between gl obal and | ocal addresse%opdq¥P2007
may all ow renote control information to be sent to a
target 5 term nal apparatus at hone at any tine froma

”DbAJ:@oFcﬁhl[ﬁo?msn Rellha QS idiitd %ﬁ:)b?fb%l%‘é’lltwejéﬁ{r &0 the

sl nce, cont thﬂ to contro

routely theMaxe g aHQﬁ'ﬁ leg Tkt faut %’ér%‘g?ea i IaF‘Qid a

cormsbdrlﬂ@nfg)m&ilberdnml amefme.ens glsbaenghtedecsdbdadfitesses.
. d 0] | cal l 0] e e

Thig g alovE Tert e it BFLERIEio RE PERRR 1BA target

terminakappbrgtys atdrame abiany bened?nom‘ agmoibile termynal in an

out§i‘a§ d’ééﬂl@ﬁ trﬁjﬁ%ﬂ@‘?’pﬁf@ orn&?éﬁnf‘?&”ﬁ]fef'n{ rtd'8ontrol

plng he  cont on or ? %
a hares, applidncencdt R Héﬂe dppaealitited t he he server

a%g%%ltawm tﬁém%:?fé vélﬁmﬁasewyiammrsmnreeewm@ after a
[ e

comRGieafionopEstase  etwasn s pfpatatises S Syifh¥to
secydre procobel, semayde¢ poswibie temeliadly gomerentiua third person

rontNEH, EBRER AR SRECH G EEMACE Hho8FRCh perig

andttappriog the cwrfredtinfeomaivn or t‘ﬁl@oaﬂm ter m nal
appﬁlrs%t U tMBERo AT q:e“rﬁﬁ"‘rfd}' abEﬂFSﬁﬁs 20nhacssrved dpbaratus

Ver appar at us, and ecqond ni.cati .
ma&um@ U§éhd% SE4OM spmﬂwihcéﬁl%élm opgra Wﬁeﬁ&w%en /receive
packet ntlagh; aandr at Lecond phekeeugenerdtion diinitl Yopétable to

genBBi HENE Hata’ 0 ?ﬁ%f’ﬁ%ﬁsrﬂfé’ﬂi%ﬁ%%ﬁrﬁﬁn%ﬂ ARBALALUS,

whereimi nidie ZEcppdr gpaskét ongeheralbbnl eundt migahetidse the
noti?ﬂ:ta%f&ﬁiﬁé&éﬂqﬁcﬁz%lﬁ@rt'ﬁe{‘ﬁlccﬁPPé’ﬁ@é‘b% thie control request

1 on an occurrence
to ce@trobtherimmﬁesmm@ﬂ @@@@fd-lﬁlgwf'@h sabdtgntrol request

occuﬂ'fe%[ TRL éé?vér‘“ép'?ﬁf%th%r ”&rﬁ‘é' tlf’é)%c%ﬁ@ c@n‘ﬁrﬁ&n‘i@atlon

Uit S GR 081 S OReRACKRE S0riS STyt CRFg! dpbaratus

via Endaagersecuri ty i n comuni catl ons Note t hat not
only.is j. S
ST R T P, e PSP, fol U Uk, debafarus
whichhseegivadicontrol information for controlling the home terminal
apparatus from the mobile terminal device to send, to the home
terminal apparatus, a notification packet indicating an occurrence of

-the control information before sending such control information to
_the home terminal apparatus, so as to send a control request after a
- secure communication protocol is established. This may result in

enhanced security in communications.
Note that not only is it possible for the example embodiments
to be embodied as a home terminal apparatus as described above,

‘but
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-5 30 March 2007 also as a conmuni cation system
conposed of such hone term nal apparatus, the router

and the server apparatus, and as a conmunicati

met hod that includes, as its steps, the units 3®qgﬁth2007
honme term nal apparatus. 5 In accordance with a second
aspect of the present invention, there is provided a

€ t
.alscf%@@%&%tmgﬁlédﬁbﬁms?gf@rﬂe ﬁiﬁaoéea 6F%rucrﬁhl%?ﬁé t&rminal

connecteghto an extern hone term nal

appgpai et ush@ordiitiEsd 30 Sﬁé‘l’%rl@P%'&P%ﬁ:oﬁ%ﬁj as a
com/vhmhcat?l@lﬂnméﬁ'\@dﬁétlwft ﬁ*ﬁﬂauetseta/mliﬁfsI snépsmphomauts of the

e 0 one erm nal apparat us

hon{‘%&ﬁ?hﬁga\{\g’éﬁéaﬁ deneration unit operable to
genldr aceopdahkee wilthnat sedendaspect vhidheeprvesent invention,

r i r I r u l eyt

then?)%‘ %PHénded‘Cgm%ﬁf@aﬂrﬂgﬁﬁg:ﬁo%ﬁ} msggmﬁﬁgfﬁ 9% server
apPRGRELS cFRNAgCtadphPaflls ©XiRT NEthe NEEWRAIK /afhadhiames; teemamal

appérémn@m%ﬁﬁblc@édu'tbt @pﬁbﬁ% enb@wb’ikseraﬂcg eQE"rb@ltéhewhlch
us,Vvi a

conREEISnE bRt mATBebvdne S8AHE HokhAEEWE ) ulhghef the
honmemienmiaal oa ppartatoger indlaedes: semdpa@ketveg@aekaetnon unit

opePabit t r%ra%?ﬁ%’ﬁ&@f‘ﬁ%f% é:%eﬁ‘é %th{qqm%tse‘?‘%r aa?éﬁa lfé)cus

genera acke sent” t
a gppheedus, dat@rmn@abo@t oddNit20 ape@enatticon da@termine a

comdB LRI FANEH éF@é%éd]%é@@%étWé@:ﬁ‘%heaﬁBﬁﬁé‘ttH?m[ﬁ%‘i’lé'pfbaratus

and Tha SeriaanRaATatUs: Bt ceotomIBuN Fat@m Lt sabegable to

sendhrettcaeedﬁwke mmsdtaoalﬁd aald ﬁmmtatlkets@iaxa- gpparated via
a ner | nl S a ra

the Dol i&rPoGHA (AL Ud ey, VBpbalBsil® fflifes P’ “5é2ong

COn’HHUGIEO@tI()nt enmalowelaahnllee tmsead/remelw(e ipacketedata; and a

secqif PLER, BeR et A Aot ieldRe R BEhERM P Patet data to

be s&nferto aﬁbﬁraﬁ@@‘elﬁeéﬂ’ﬁﬂﬁbamabﬁ&wsa tand d thepeprotocol

deté]*‘mm@n@he&?ﬁt d EReaith | rids thﬂ tﬁéfﬁ?'nfiepfé]*rhﬁ?éil %pparatus
an ext ernal

t
sho Rl GemrEunietS i, the erueinapiaiotng ¥Siedolh ‘& first
communication whrestocolhowbdrer thealcampauatiostion unit sends

addFORGLARTLAiEn packet data generated by the packet generation
unit to the server apparatus periodically and repeatedly at a
predetermined sending interval via the router, and (ii) a second
communication protocol when the communication unit
sends/receives control information to and from the server

apparatus.

In accordance with a third aspect of the present invention,
there is provided a communication method in which an external
network to which a server apparatus is connected and a home

‘network to which a home terminal apparatus is connected are

connected via a router, the communication method comprising steps
A executed by the home terminal apparatus and steps B executed by
the server apparatus, wherein the steps A include: a packet

- generation step of generating packet data to be sent to the server
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connected via a router, the conmunication nethod
conprising steps A executed by the hone term nal
apparatus and steps B executed by 35 the serveggMarch 2007
apparatus, wherein the steps A include: a packet
generation step of generating packet data to be sent

to the server 6 30 March 2007 apparatus; a protocol

opoHPAEAR, %, BRcRhERL SHIELAIEEY, Secfp B eteiining o

commendeation ppptocaludsed ety eemihe bem@rtegnuaaéfapparatus

'andseﬁﬁlén<91éé.€\%?:L V'a’wpémlﬁackahddataa tc%rﬁﬁﬁjﬁrc@ﬁéﬁe step of

senaer , epgar afgg,edp%ke& %Eg[q%gtﬁ%rg g’tlphrgfa'le gerver apparatus
via §I¢ed1dut/err,eclaewte®aolqlneﬂudet & secdnal senamdinigakietn step of

send {12 edfutd BhekEn P55 Fhi R SEeaE pREIGE erifratiph step

of geesratingpackestdata to besselt tohebomeaterminah@pparatus
and! fif 'E‘h'@lpr%‘EBéthdJéte?mﬁ‘iéjc “?E%C% ‘?s"\tlé'fteﬁrhﬁ'léérﬂ%t the

atus u mmun| catl on

hometﬁeadméksapﬁarawsz;ash@HE%a@mﬂuﬂwaéenéfv'&geé €n Server
appbh&t@@%ﬁhg@ﬁ(n)efaatﬂr@m 86 ATMiuhicaeitin tprdtbeoﬂsewhem address

notigfaRs Rt Sote s eflted IRGIE Hae®e Benerptiqn,ster is

sentotmruttneaseovlersapparahds(ple)'ledm@dbndandmmnmecaiedd)yi at a
preEfiRifed N BN [fierval Vio M HoRer i R8I CORRLKRCation
stemt @nd Fiiithea nﬁeéondhs:cmmnecéﬁrmadmmtpg%r wh#%ocontrol
mfo?ﬁ'Pa?tt?bﬁ |§fser‘i’@/‘r€9em%%é‘?rrénptﬁéré?éﬁﬁéﬁépﬁékﬂéﬁ?s #n the

ter. and t ke to execute the above
CO”HBM%WE’QH §F1"3Pret hod It should be al so 20 under st ood

t haty ernRo pE) BRecerahpld ehibbdigdkiisaarec@isdi ogpable of
medi a such as DVDs and ROV as well as via

being gmbpdicdpsededramihad causpsantemngemapddhe like to
exe&ﬂ en[.:l%d%'l?)‘b‘?/é"" é@nﬁnﬁﬂ‘r‘éé@o@s%@thﬁfd thqtp%ﬁ%‘iﬂﬁ be also

re i s provi ram for
undeestomd c th abnsueh hpdognammlccﬂn abe msmbetedl viet pecarding

e A DTS SRR S 48 SRSV B 19 meaia

suclk Y ACESF AUhicaBivEpeedotia a router, the program
causing a conputer to function as the units in the
horim aecordanceppathtugourth mspesdvef the present invention,
there is provided a program for a communication method in which an
external network to which a server apparatus is connected and a

home network to which a home terminal apparatus is connected are

connected via a router, the program causing a computer to function

as the units in the home terminal apparatus of the above.

As described above, since the home terminal apparatus sends
address notification packet data periodically and repeatedly to the
router using a connectionless UDP protocol, it may be poSsibIe for
the router to always hold a corresponding relationship table that

lists a corresponding reiatlonshlp between global and local

addresses. This may solve

. -6a-




.10

15

As descri bed above, since the hone term nal apparatus
sends so address notification packet data

periodically and repeatedly to the router using a
connectionl ess UDP protocol, it my be possibléﬂk%@“hZOUT
the router to always hold a corresponding relationship
table that |lists a corresponding relationship between

chegh IRy Bnshb PSR BEEES5pof on B, £/ dpPAress i

stocmnireid atlbeabhdbaésadxfraadesttnatsmnrl'asmmt@'mlma)lcappa ratus,
dress of, a desti on hone rm na ar.at us
enaBlliig FRg e s OR LB it T AL R ETS Bh & MU tesTinal device

to bteeéIWBZF S@W&?thé‘iap cfhBPYANSER ?ga}atth% ter@?éover, since

termn appar at us. reover SN
UDPR whbicheénwo 3) amajhtamoumnerﬂﬁomm LUhIC@z!it@ |Cbail§?6!£j used

as B RrATTE SR Bl Omidy oBE  PRsSIBR, tprlihten the

. proéesyigig dpadr & Use ﬁlheedouhethe %Wéh@ﬁmtﬁsr ni@lrouter,

apparatus. \Wiat is nore, since control information to

andcghe hame Fn%'ffﬁm@baﬁ}ﬁ‘@rﬁ&H(Se and the like transmtted
bet 19 50iRER SIRE eBntraPRAFGIMBLAS (RoMYP'a home

appar a us i's seht™ after belng perforne
apphaﬂmtam@t tibe like d¢hanspiitbadr bptweemfthe hame terminal

app&FPTUnad b8 air SRhapet S 8 skl PR g B&Prdrined of
autiﬁéﬁwattmqt Bhdd dreimeal fapamiptinar afte@nthd Scd@rpiumdcation
control informati on and sEoofln to I||ICII|* contr ol

protocinbetwesn dhese appararugey,ist switehad doatkifetly may be

posyis 0, GBI BEeyERCELERDE [RAshRRhbEg, Sribeag anc

tappielg Hoited! Mesiadore avad spmoftregtﬂmllﬂi«zlitllyr@ma’cdioai home

s used for the, uter, the wuyser is po
apPHaRteny AEChIIANVk iR cdgers soxiehe Wil SSiinfinated
APOFRGtfShto the router,
conéﬁ?ﬁﬁ‘[ﬁ'ﬂﬁ'e ghgbﬂrﬁggg?ﬁﬂr%gr{e@er%nal appar atus can
renotely 5 operate hone appliances from an outside
| ocation using a nobile termnal device. This allows
a dramatic inprovenent in the- :

':'Gb'
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conveni ence of such user. For further information
about the technical background to this application,

Japanese Patent Application No. 2002-286753 fi | fighv@Rh 2007

1o Septenmber 30 2002, is incorporated herein by
reference. Brief Description of Drawi ngs These and
woabhms24bj ect s, advant ages and f eat ures efrahesni2oss

invention will beconme apparent fromthe foll ow ng
description 15 thereof taken in conjunction with the
acconpanying drawings that illustrate a specific

enbodi nent of the invention. In the Drawings: Fig.1

| S MAEBIERIdiACE RO TOMAD MG PR R f7 tHRIYd UM, Ao
of a connunlcatlon systen1acco |n first
US%%%onq{Eeh@qu'Fﬁ:@ tp. hévana'é&etﬁﬁh@tqauquwﬁdgebt%@@t the
rowtiergr AHI:@FHM%WQ Hy $GstY @Ettlﬁ& m&éaﬁo E]‘ﬂe rBhEér”ecth
termna t'erm nal apparatus an 'l ke’ suc
usels W ﬁoﬁﬁr%fmﬂqdar?cé‘%ﬂéort@'rﬂglﬂloapﬁérﬁtvﬁsﬁaénﬁ@@pﬁ@m
opErate3hbmela sﬁalﬁegsefﬁarﬁgmm&em@ Retatifm. 88y agmwhe

recei ving, of |ocal packets of the internet t'erm nal

terpingy gfe¥iceo ¢ BBis fq“pews eMbBERMBHE. IMEroygmant sing the

comvéieRas tof iR (geran operating procedure to be
f ol lomg‘ﬂﬁ y the internet term nal according to the
Bar

fir&er Rfar magips 2 Rewthegtashnier haskoprund te dbison
apb@@ﬂiorﬁ)a%ﬁ%nés% bARtOAD I'“caﬂi’c% 'I\Rﬂ'z’?@éi-ﬁBdﬁﬁugLéd an

ram_show ng. an exanp data structure of
SeRiRTBEE 30209 Pois 5T BArALed WRrein Sontererana.he
|nternet termnal to the server apparatus according
o the first enbodinent. Fig.6 is a reference diagram
Brt‘-’?foRFﬁ&"'d’té%Pr‘éfsBﬁﬁW'ﬁgs 7 30 March 2007 WD

200411@3845&% Féthet F’Eg)fé;cigl%%énw@éé 'rﬁlﬁ*’fbﬂtd@?' Sf Rplkd

y the router accor tO the fTrst enbodi nment

mvgnglorl iwilly mcemawpm fepran thp efallawipgap desetinkion
thdrebf ¥REN lﬁycdrﬁﬁnéﬁbﬁ%ltﬁpb‘h@ QEé’cﬁ‘nBﬁﬁWr@ B%Wﬁldshﬁhat

first-.enbodinent when r

ece n
ﬁl%s'fatﬁ.acawaﬁcmh@@Ir@%mbof Flzﬁﬁr%/ ' gcncm erlmethe Pé@\fﬁﬂ% .

Fig.1 is a schematic diagram showing an entire configuration
of a communication system according to a first embodiment.

Fig.2 is an example functional block diagram showing a server
apparatus, an internet terminal, and a terminal apparatus and the
like such as a home appliance according to the first embodiment.

- Fig.3 is .a sequence - diagram shoWing the sending and

. receiving-of-local packets of the internet terminal accordlng to the

25

230

first embodiment. ‘
- Fig.4 is a flowchart showing an operating procedure to be
followed by the internet terminal according to the first embodiment

.-when sending: an -address notification local packet to the router

periodically. .
‘Fig.5.is a diagram showing an example data structure of UDP

address notification packet data sent from the internet terminal to _
the server apparatus according to the first embodiment.

Fig.6 is a reference diagram showing a- corresponding

7,
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Fig.8 is a flowhart show ng an operating procedure
followed by the server apparatus according to the

first enmbodinent until it sends the control r eQU&sch 2007

to the internet termnal. 10 Fig.9 is a diagram

showi ng an exanpl e data structure of packet data sent
wol20@/midze server apparatus according to pbesRiese:

invention. Fig.10 isa flowhart show ng an operating

procedure followed by the internet term nal according

to the first enbodinent from 15 when it receives a

control request occurrence notification packet from

e p u r t t

m’ﬁaE?u%@EFV g N By Gl corartfto B B0 Rk,
emhodimaite of packet data for sending a client

Cer trd '701§t§flfoWﬁ‘atr9%thﬁ§§ gﬁ&fa‘ﬂ roééhdr@erofﬂ%Wé%rr

apparat us an entire

bycBie isguivelt ABRAGALUS ACCITAING ¢atrhﬁqfr§§ts1e@nb<a@l@mm wdeno

re@er%ﬁﬁf’@ﬂe eé@@r‘ésgeﬂbtrﬂ%bﬁppphék& Aae9" G8hT AW MieAfht

exa data structure control request occurrence
te'ﬂﬁtﬂaﬂr cati on packet data sent by the server appar at us
:8! L2 FIBRICHAPE EhBWind &% fhradindofoldy il foflBwed
Iment. Fig. I's an exa furct1 onal bl ock
bvdf@gmmegrﬁmargtw@ccgéwart% figsuembedimenteyntt it
seh@é rrh@%bnt.tcrrereh%gt realthérmgéﬁrerrr el erMinal@Ppl i cation

server appara us, and an a ISt notlflcatlon
ser -9 pFadiagrana cewing ano expmplai data ot tof

. pa@@eﬂ:diéta]s%rﬁt fPoih B Wﬁ?ﬁﬂﬁgrﬁl@ddr esskﬁ]g’ the present,

app i cation server or nat’i on.
invemtig.ch 2007 WO 2004/ 032452 PCT/ JP2003/ 012054 Best

Moded, qr) 163" fl A EBFa L h iR 'awspnérqgnqd*ar@e&&@%%rreweds

grven of a conmmuni catl on ste |ncorporates an
by; Fheerlh@rne‘értﬁrmmalaaémrdim@ toothe, dinst eyehedimank fremn,

wh\@nt rt r@ée@r@@%ecbﬁw c?fq'u%'é,f eo?ccuﬁre(r%er ﬁbt.ﬁfé‘a%'nwsawet

I's a schematic di'agram sh oW ng an en

‘frq;'@,rg;hrags@rger gRpparatus to when it receives the control request

Fig.11 is a diagram showrng an example data structure of
packet data for sending-a client certificate from the internet terminal
to the server apparatus. '

Fig.12 is a diagram showing an entire configuration of a
communication system' according to a second embodiment.

Fig:13 is a diagram showing an example data structure of
control request. occurrence . notification packet data sent by the

‘server apparatus to the internet terminal according to a third

embodiment.

Fig.14 is an example functional block diagram showing the
server apparatus, the internet terminal, the terminal apparatus, an
application server apparatus, and an address list notification server

-apparatus according to the third embodiment.

- Fig.15.is a diagram showmg an example of appllcatron server.
|dent|frer/address mformatron ' '
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of a conmuni cation system according to the first
enbodi ment. The communication systemaccording to the

first enmbodinment is characterized by that it 'ﬁ)March2007

possible to receive control information 1o from

nobil e term nal device 130 in an outside Iocatlon and
wd00402sNSmMt, to an internet term nal 1¥oraénd3omes: a

control request that has occurred in a server

apparatus 200 in real time and in a secure manner.

Note that the networks according to. the first

enbodi nent are on an al ways-on state using ADSL,
Bt Mode %wﬁar@pﬁadl'@fui t#ﬁ Inkertiph Note that the

I nternet termnal ome accordin t he

pr eS¥hteXHIBAHPBnISUGIVENy f ﬂhéomuatqagmnstswégemf that
indotpbfatesdn |Hﬂé?ﬂe@té‘rﬁf]ﬂﬁ%t@dﬂcﬁﬁ%@@@hb}r@%@ﬁt fhveftion,

co cure

conmuni cation_proto
With, ReiaRER S it8thenfdgweas. r eal i zed by hi gher pr ot ocol

Iaygpﬁ-sgmb@&ﬂgﬁ yand SSL, and therefore there is no
need to add a 20 hew functionality to the router 101

i t séi9-1 53 gchemalic ¢iagram shRowWhasaitie soHigyatignp
of BIc@hPRUnicatién s?@ﬂﬂn@%cé@ﬂd:ﬁ?'tgsth@ L PSR, The

rel atij onshl ween a |l oca dress and a gl obal
coggyeication yssfsésﬁrra egording pka i Hee ofirst remhediment t jsme

chQIfacftéﬂQéﬂ%\i eR8L V1t 19 pRRelRE 1¥RFEceivk"hitdl Irﬁ’oHW&Bi%\H”

whet her 25 or not, there will be a response fromth

frogarg ynehile Heratinak déHtFeofl39hlé'l afoRHtFIHeocationTaRd to
tratn|§ﬁ1|t hwmnl.me&hegtertrﬁm A3l m@t ‘éscdlfﬁpol reGEesELNR

resent i nvention util | Zes { he aracterlstlcs
hasOCEHEed Bub dervon aiRAEILUSFOq f segktimepnd in a secure

meAHERINNGAE A8t Uhé MetwieFks ac@&raﬂﬁg %b%etm@k%nels@d.ﬁ%tbe

also referred to as "correspondi ng relationsh

arg, oNchh A Way$-9ms StriRine LA Dpknoptisahfiber ieas the like.
est alpdd ABEd that URStehiE: MHuhSF 1&9@&' ﬁt%beé&bvamg to

data,” and a correspondi rc

the 5 8PeRbABYe TN JPBGER BRe cthe IPENIS AR RF 17 (bR 01
whiefCalconneceibahals @ﬁlﬂr@%%%ﬁ éssad(%rﬁhﬁ.ﬁu%‘ﬁ@n p“rH&Ebol as

connection i s broken. SO a sessi on needs
wel35:8|SesHER copamyRisatianechanreaalizedihy hisherpratacehe

1ay@Ps LAEhAPRC RN 80, aﬁ&ftﬁéﬁer%réqmiSCﬁb'r@édgt%t &dd a

started. Accordl ngly | oad is placed 5 on the server

newfnctional 'iﬁGoﬁé@d'@Ee'éﬁoécﬁ%W edgenment shoul d

In a communication using a connectionless UDP protocol, the
router 101 holds a corresponding relationship between ‘a local

-address and a global address only for a certain period of time at the

time of sending/receiving packet data, since it is unknown whether
or not there will be a response from the party on the other end of the
communication.. Thus, the home internet terminal apparatus 110
according to the present invention utilizes the characteristics of the
router 101 under UDP.

- In ageneral communication using TCP, a conversion table (to

be also referred to as. “corresponding relationship table”"

hereinafter) is generated when a connection is established between --
two parties sending/receiving data, and 'a corresponding

j




be made every tine packet data is sent/received, while
at the sane tine a highly secure comunication can be
achi eved because of the reason that TCP has h'ﬁf‘MarchZOO’/
affinity with the encryption of a comrunication
channel as well as authentication processing. On 1o

wol2b@eksrer hand, a connectionl ess UDP pr etpnbosaizbsanws a

' hi gh- speed comruni cation since packet data is sent

unilaterally without a receipt acknow edgnent on the
receiver's side, while providing a |ess accurate
comruni cati on because it is not intended for various

rel'éitféﬁ"r“sh% HeWEEN feal OéthQ_:ﬂBBé’i adfr8esdRafk el dRb3when

recei pt 15 acknowl edgnent™ and error correction) which
sugh coppeckande diseker. TAISO, arfessieimandsdo; s estahlished

bet\hééﬁtﬂh@t fAttetAet t8rrinat fmmfcﬁ%efserbaﬁ aﬁﬁp’a‘gﬁfus 200

paratus 200, an internet network 120,

| bef‘é‘ﬁﬁ‘ sammEpicationeets stariaslt ehceardinaliida ferd isplacest
5 nt@féméﬁ}erléébara@% QOQT b%‘é@i\e AnCa SIORBRERR M éht08Rould

anot her via or wreless 20 communi cation

-bejmade qvery t!"ﬁ@eﬂacﬁé’fﬂéﬁ i3 gent/raecived: whilgpat tha same
tnmélaqngng/ 88€Uretd M UHIcRA6K bndsd achirvabhddatRkidiehe

house in an integrated manner, _and the router 101 and

regsqic Yyt ICPhdagehighy dfiibs Witk dder rencryptige sfea
coﬁﬁnnﬁmaei@nt Bh &GN 88 eIl \é'saad;rﬂl\élﬂﬂfiatkhﬁ p'rbi‘@ssn?d] S00n

the 2 router 101 is connected to hone appliances such

10 th%gtlaﬁr hepd; @o@fam%mﬂea%yDPaprqﬁep@oéaHre@!.s a hugh-speed
cofvRLicagRn’ %ﬁﬂfed%fackgﬁ data is aHft (WAWBterall9TWiifout a

intern ttrm nal 110, using_a conmunication protocol

recgipk, ENFIQN 1tBALRACIGS SIdmpHBIle BrOVIBING Ag
Ieﬁ@é@ﬁra@@h@dmaﬁmmﬂec%é’&t “ée;%’c iMen8&H SHParNG

hone netvvorks converti ngq an | P address described in

kings | pf hcomMUNiGHHon greBiol add-8ss Paskat | sedp J@gels,

15 acl&ﬁ'&mléﬁgﬁﬁéh@@ﬁh |eYrcﬂﬁ§drF@dﬂl% %ﬁ?%gééﬁ%@éé@pé@?@ﬁs

paﬂbpmmm%%ﬂwemmat%mm biis coptinsedef

thé Oséﬁv@rl 8 sémhsnzbworﬁn 12RcPi& trf&wml hzo t&£r Mobille
vice 130 such as a nobile phone hy h the user

ter@yﬁ'al geNirec 30 the F‘P\‘F'@rn?'aQLoﬁW rtbﬁw'ﬁﬁa"@@t §eaainaic1§tq,on

ea@fvisiche4réSonnected to one another via a cable or wireless
20 communication line, ,
In a.local network 100, the router 101 routes incoming and
outgoing packet-data to and fromthe house in an integrated mannet,
~and the router 101 and.a PC 102, a PC 106 and others inside the
house are connected to each other via LAN and the like. Also, the

-5 router 101 is ‘connected to home appliances such as an air
:conditioner 103, a rice cooker 104, and a DVD video recorder 105 via
-radio waves from the internet terminal 110, using a communication

protocol such as ECHONET.
The router 101 is capable of routing packet data transmitted

- 30 .between the external and home networks, converting an IP address
~described in:an IP header from a global address to a local address,
and intentionally . destroying packet data that matches - a

10
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5 apparatus 200 dedicated to receiving contro

informati on sent by the wuser and sending it to the

internet termnal 110 at honme, so as to renot

control a hone appliance and the |like. Dotted ﬁh%%%thOU?

shown in Fig.1l indicate the flow of renote control
wol20fs@98298t i on. Control information sent byct@ossrsssof

the nmobile' to termnal device 130 is sent to the

server apparatus 200, which then specifies the globa

address of the router 101 on the home network, using

a user ID, a tel ephone nunber, a password, and the

rédd@rmiNed teon! [SEerver appar atus 200 sends to the
P I nt er net termtdn 110 to be controlled, gl obal

pacmnrma@di ta tihea Hetejinsialneswarks320t nee nfmtm’ﬁlmal
texjnﬂ]r%n‘?je‘?ﬁ&eﬁﬂ a% I%aFnc}tﬁEe qggﬁ {Nlh thed WeRtdn

ers ont oca net wor essly

sepdmmdreldinfermatioinnfremmean tﬂélrtﬁiidﬁ!alocﬂl@n abdtthawéerver

ap@éﬁeft‘il@tzddqagﬂ‘fcb‘é’éb t& rﬁc%w%ﬁod"?:émd Afbthation sent bgf thr?

uration, and I s al so possi bl
Usébﬁﬂﬂoﬂ;eﬂdiﬂﬂrlﬁﬁﬂlm tdarnet terminghd it @*‘eBOWPthSQ @e to

E,a‘ﬁp,{ connect ed
re@?‘?@ iﬂr@ﬁ&ﬁnﬁ%g}fb‘iwﬁc&%ﬁd bfic Imkf is an exanpl e
f un&qtbﬁ?ﬂélinﬁﬁ sBRWd iadriam mfbwtﬁgthqqﬂowﬁrr@mot@rfmtﬁ@bs

‘|nfgpr9vatfd?le '(fgr?rﬁﬁnfo‘?ﬁ‘mtﬂﬂ{o 5%319 b @He et EF 'fh@ahoblie

ap para us such as a |ance e server
tersminal deyicedd0iis seaphpthe @ﬁrv«érc@pparraéuwm dvhich then
spéaﬁ‘ébftﬁb'gﬂﬂbér L0ULS SO RUteF T071%n @'ﬁ?”h‘b‘?’nélﬁgtwﬁﬁk,
otifying the internet termn O that a
usigeh@r Ueer dRucs ttelephonst awmber darasswosdn AN thgclike.
Ne E’nfﬁé)EeNHroéﬁﬁ‘él‘a‘EGs Y d E@ndié"ttﬁfﬂ?é intePh&t fHmihk?- 110

server apparatus 200 I's characterized 30 .

to b@ qur()'ﬁ@d,g%ﬁéﬂmld%a%l@éim withethq glodabpddaesshgthe

teidRsE 1t HR8 otﬁgpg ess information to the control
information and sends it to the target internet

t er Notgl thetothsh hoee (adudianest W82 kandifatBers ofetlye dogal
nel#bAD 188%e MPegé%i{{ <0 ﬁﬁ%%tégpqé 1hé Qﬁ%rﬁ%% Q@fminal 110,

comuni cation i I shed between the server

‘bubsparprasentGovantiontisenehiiaiited todihis senfigugatigneend

thét%‘FHPé r}pﬁ’é‘rﬂ‘sk}sg%‘%glﬂlé ‘EHEPrdzcﬁﬂ%me?oﬁﬁ Al gﬁh'

tion processing unit 202, acket

.tra@@ﬁyttﬁd owlth the home appliance 103 and others eing
‘connected directly to the local network.

Fig.2 is an example functional b[ock'diagra-m showing the
server apparatus 200, the internet terminaj 110, and the terminal

- apparatus 103 such as a home appliance.

The ‘server apparatus 200 is capable of receiving controi
information from the mobile terminal device 130, as well as
notifying the internet terminal 110 that a control request has
occurred, before sending such control information to the internet
terminal 110. Moreover, the server apparatus 200 is characterized

- by that it generates packet data resulted by adding destination

address. information to-the .control information and sends it to the

‘target internet terminal 110 on the local network, after a secure

1n
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5 unit 203, a reading unit; 204, a control request
occurrence notification unit 205, a server certificate
managenment unit 206, a client certificate
aut hentication unit 207, and a term nal |nformaiz’?]ovhamhzo07
storage unit 208. The communication unit 201 sends, to
wol2bRos2044t er 101, packet 1.0 data gener abeflihsoi2be
packet generation unit 203 via the internet network
120, and receives packet data sent fromthe nobile
term nal device 130 and the router 10.1. The
encryption processing unit 202 encrypts and decrypts
coﬁﬁ‘ﬁﬁﬁfegﬁ%hals %%Fiﬁl‘i% ¥edydbh &naes gp%z? 26’6 bhd
et generation uni
th%a@@éﬂeﬁﬁemmﬁidl%p of a header part and a data part
‘to lgchesy b PG
i nt er net trg%fn gal? tg-2lp s o p')gédtp%fﬁagp @%ﬁmat'on
unjtn28t mani eRCREIPmPracessing dinit &ﬁlzesa m&q@t r@@nsyation
unROtZ(ﬁ Caf | I '
Dadid, un‘ﬁﬂdit‘ﬂg,oud] Lot ' l%‘?:?%r%'nce

reg uest to cont |nternet term na

- n°¥'F'6ﬁ‘F'PﬂeUm§kﬁqfe ? efvancetificate mRmagemenie upir 106, a

cl@%r@#f&t@%thé_ﬁﬁ%@@ﬁ Wit 36AUSSE a%‘?HﬂES{‘ﬁﬁormatmn

notification unit instruct’s  the pac generat i on
stayage wniB 208. generate a control request occurrence

not frhb%%mnfi&i%m? WRiCs e sehls RS tr§€ rbfiter! I‘(Sf P&dket

t erm nal an occurrence o cont
dategaasratethy $beviackelgenaratigneunénie vattheninteres

nefPHIkS BEERN ree8iVds! inaakst dd%t‘ée gmf Frldn Vahd dnbilgf
8 sen

the server 5 ar at us S such server
tergdpgi deviaeel ﬂfbth%f@\dtﬂé‘tﬂ@brm nal 110. The client

Cefﬂ'hé'éﬁé&p@i&gﬁ?%i:éﬁuh@%hﬁﬂ'%oz?@n E 'a;doca%%ﬁyéatéo

the validit lent“certificate omt
packteliaia sewh*?%veqm thmgorqgnanq@abﬂomcumymhd t he

|1 kengfp a’tk‘é@sg{érfér‘éﬁbﬁ it S bnerHites FIRAYara mads

|n ormat 1 on ora unit tores a't
upf Ruheadenpeart \mdzaodatﬂamstz tpdre JerdoBom dhe4server

apyma@hstzfm@ {dﬁtﬂ@ t@gnwie%ﬁﬁ | 99ol Sm%f@q%eﬁa&%nau%@s

term na ormat | on: e termna
1"f§'€'ﬁ§EPn§%?%§sC0'&fﬁQ| fW@érﬁf&WéenCpﬁ)flﬂtlﬂl@ﬁbéﬂ

| NcTHE&%althd %lﬂlzmal'e%léeéor?t%‘lt réuddited RUh&ol e

internet terminal 110 sent from the mobile terminal device 130 to
the server apparatus 200.

‘The control request occurrence notification unit 205 instructs
the packet generation unit 203 to generate a control request

. occurrence notification frame in order to notify the internet terminal

110 of an occurrence of a control request.

- The server:certificate management unit 206 holds a server -
certificate to verify the validity of the server apparatus 200, and
sends such server certificate to the internet terminal 110.

- The client certificate authentication unit 207 authenticates
the validity of a client certificate sent from the internet terminal 110
using a public key and the like of a certificate authority.

The terminal information storage unit 208 stores a table 208a

12




10

- 16,

- 20

25

-~ 80
unit 113, a protocol determination unit 114, a -control request
‘reading unit 115, a control unit 116, a  server certificate

The router 101 is a routing device for routing packet
data on 5 the external and | ocal networks, and the
internet termnal 110 and others inside the ho
are' connected to the external network via theyﬁﬁ%HQ§2007
101 in an integrated manner. The router 101 is
wodduibgmed W th a unique gl obal address bycrififshiéser net
service provider (ISP) 140, and a | ocal packet sent by
10 the router 101 is delivered to a router of such
internet service provider. The | ocal packet is then
sent to the server apparatus 200 as a destination
. ' -net. d i nal
i GHER B S-G85 o RFRG B 18 Bec i Bl Sot 85 ehina
infpnnatiost itbe teswmdnalblp, thkessanster’s addnessuasdd:helem@teinsn
I t he
pof puriberiREReh A BIE bRl BALREE SRR RE rdbb PlbL.
" st dhe nowger iLOd iscokeuting dsai\o'tce fordrourting packet dataon

 enERIELRNE 1UEEPHShEH . ol EndThid:fct SEFIE 1 Ui

al' so capabl rece
othergi inaidenthe HT@USﬁe%IIﬂ cophecient tmtm extemlhetwork via
|y The internet term nal
th%%ﬁt&"f@% é?%n ﬂ-\‘i' gr%ggarﬁ‘%s égpabl e of managing the
honﬂ“haplrﬂutandénli}saaaai@n@dhwr@ atumigoe g¢lebah address by

| t.hé Mt]%gﬁé{ ggrﬂé@%gldq}egg?’) A3 S8 Rcal feb%cngf@ent by

ance 1 i'n"dn"integrat

appi 1

- the aodtery 10dnis alelivered nka |aomoutar pﬁuwdmulet‘remeet tS@rrvﬁcnal

orcer ot b3 B B SLnfid g SR i B 200
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The mternet terminal 110 is a terminal apparatus capabie of

managing the home appliance 103 and others at home ‘in an
integrated manner. The.user can control the home appliance 103
and others in an integrated:manner by sending control information

- to. this internet. terminal- 110. Note that an example of a

communication protocol used for a communication between the
internet terminal 110 -and:the home appliance 103 and the like is
ECHONET. A unique local address is assigned by the router 101

respectively to the internet terminal 110, the PC 102, and others.

- The internet terminal-110 is comprised of a communication
unit 111, an encryption processing unit 112, a packet generation
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The communi cation unit 111 sends and recei ves packet

data to and fromthe router 101 via the | ocal

network. 5 The encryption processing unit 112 e

the data part of packet data to be sent to theﬁgé%séehfzom
apparatus 200 and decrypts packet data sent by the

wosBehs,appar at us 200. The packet gener atpcofezbidjofzosh13
generates packet data to be sent to the server

apparatus 200. Packet data to be used is a UDP io0
packet, a TCP packet and the |ike. The protocol
determ nation unit 114 determ nes which comunication

|

GRS, R i, i

angrastemsge deitek¥f.nation unit 114 | nstructs t he packet
genefiad LORnMita Wﬁ&ﬁ difl ]15.19§é‘ﬁ&§‘%ﬁdare-EQ?véso?é‘§ﬁ

request acke en ITB. a reques
to aod &@mébeur@uten\@ﬂé wauetheslpnabnemodat a structure of

a TR @R&%‘Efd Brdc%%ﬁ‘ﬁ Hﬂ?ccffi e'n%n? Id §&kd Baﬁgﬁ

and | P, an anatlo ereof I's no gl Ven 1 n

packel dabatiedbadant thEne server apogtets PR d8erYPiELS
paﬁﬁt‘g\ﬂaati‘s@ﬁﬁ%?ttglgfgé}?ep)éﬁgé}ah@mgrver appar atus 200

a control guest
not Jﬂ\ecaaq:l@ﬁt gereratioonupil 11%@mratﬁ&paﬁk¢h fttade

seﬁPﬁS kRk seﬁ‘?@#ﬁﬁﬁarﬁ?%ﬁ' fIb rH’ataplf'oobé’Q@;'ecl1|i6a gPP

fermnati on control unit
Paﬁlh%trraagﬁlptp@ﬁkqteﬁtﬂ Hie diken packet data. The control

uni trpel 16-Jt6ES Vd?e?tei"m?r%‘&éﬁ' {ﬁﬂuﬁ& fd"e‘EE%ﬂFe 2\ﬁhich

control request reading unit and contro
coinipehicationerpfiotasol shoubt bﬁeuﬁ@dnbﬁ’éweaﬁp&fﬂ%lt ingend
ten%ﬁféfl Q11005 Xd th@ts%rwfﬂaég?&%%gioo dgstd | I%gokﬂe“pntdﬁcol

nati on of the ment | nc

detayrmnation Hnitet 14 nestrugksathe packehaegeration ummaacto
gedetate a ﬂ“&P%n‘f@%t%ﬁtreggE acR&t %@nﬂgﬁmrﬁya r8q 8t to

I nstructl on ram vatlon fa trans SSi1 on

establighod &P @@mﬁ Bn. amb@tieamas‘. singe éheglcaéaus’crwurg of a
TCPORbRAkCH] Hﬁoi-r%ﬁﬁéét” aékepfaggéggl;*fé?e‘a @P{Dﬂt %ﬂﬁf ¢6,05er

to recor am at sev er the
explasiation theresf radn @iwen dn tﬂeo‘rrstwmbgdnnecmsz -

PCTAHB - Ol Rfb sk $ehdindtanRi 115 AEslsSHh HREkdEs sent by

the server apparatus 200 such as packet data for making a control
request notification and a control request packet including a control
request; and notifies the:protocol determination unit 114 and the
control unit 116 of the result of reading such packet data.

The controi unit - 116 receives a control request from the
control request reading unit 114, and controls the internet terminal
110 or the terminal apparatus 103 accordingly. - Note that “control”
described in the explanation of the first embodiment includes:
power ON/OFF of a terminal apparatus, change in a numeric value
which was set before, screen display, print instruction, program
activation, data transmission {o another terminal apparatus.. More

. specifically, control information is “program the DVD-video recorder |
- to record a TV program at seven”, “check whether the cooking stove

14
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The server certificate authentication unit 117
authenticates the validity of a server certificate
sent by the server apparatus 200, wusing a publj
and the. like included in a root CA certificat 30\%41&%%2007
5it holds. The client, certificate managenent unit
wolkdidohe:ds a client certificate to. verpéirbdgoizoss
validity of the internet termnal 110, and sends such
client certificate to the server apparatus 200. The
storage unit 119 holds information such as a term nal
ID 10 and the |like used to identify the internet
" g.2, hone appliances connected to
Is E'ﬁm@oﬂ?ﬁr #i-'t% de?omljf:hal 110 include the air conditioner
103 Thehsemiet ecartificate Eathentidatine UMDV detheridcattsr

. whi [ s

the alialt b S e REtFRALFSLAE bRk Kerldf SBBAfatus 200,

ushighe publigikeli b the likg in¢ludebén coraed e dedificatel whtcb a

it Wbfagl ess network, an electric wire, LAN and ot her
netvvorks The term nal apparatus 103, which is a hone -
applTingneienth geridficatemmanageinent umit 18 heldd anclient

n I Tk u |
cofPRARI6E Ve (he VALY Hipthe iterfiG U ARY' £10. 800
serdaisteh qhﬁn@rqeatifl@mtet to &hel sfarven appatainSrZDO unit 116

ani :Trﬁ% O%t‘gpér@% DRk if‘.[) Hias 1%9ma“lﬁ1 dia# 'aerécfehr‘ﬁ‘?ﬂtarl b

1 el ves control
anﬂrtb@rlﬂiee used ﬁbndenmi\ﬂtbﬁdnwﬁletdegmﬂﬁ 1Hbre appl i ance

1034 % ?{H%é a??“‘,gn%g%r&@ed %o tﬁéa}é{errnlé? teFinfal

cooker a sequencé di agram show ng
11Phiachdritheg aand:ondé:mem d§3eftheoded coakretlddfantdhe

1
DVEASEE ekt s it el 8 finghi b 1R premner.
termigal nd 8P nin ther firatl embmhmnthe hHoweeer, 10hese shomée

,apgggﬁéeg H’%f%@geﬂe %%%Hc@rn&%wg%lré% (R drRaGhon

ress estln sender’'s
eleglideavice, bAN amdseﬂw ngt\porks nunber, and of the data

- par rpahierhhih c] Sena@f&ﬂi’:pgﬁ‘w&ﬁ@ ’hotrﬁ‘gaﬁgggﬁf:éghgsgo

address and th I NC
compdhication uniD193a42 03 245appltancPeondod uniis103b. The

communication unit 103a.is a processing unit for sending and

receiving control information to and from the control unit 116 of the
internet terminal 110. The appliance control unit 103b receives a
control command from the internet terminal 110 and controls the
home ‘appliance 103. An example control command is “start the

. rice cooker at ten.”

" Fig.3 \is a-sequence diagram showing the sending and

.. receiving of local packets of the internet terminal 110 according to

- 80
" and a sender’s port number; and of the data part which includes data.
Further, the sender’s address and the sender’s port number include

the first embodiment.
The local packet 301, which is sent from the internet terminal
110 to the router 101, is made up of the header part which includes
a destination address, a destination port number, a sender’s address, o

.15 :
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the local IP address and the |ocal port nunber of the
internet termnal 110, and the destination address
and the destination port nunber include the global |P

address and the gl obal port nunmber of the ser\AMarch2007

apparatus 200. 5 The gl obal packet 302 is sent from
wobiohedt er 101 to the server appar at usp@ffpeodiBoss

sender's address and the sender's port numnber

i ncluded in the gl obal packet 302 are converted by the

router 101 into a gl obal address and a global port

nunber uni que to the router 101. The sender's address

thé‘ggcélh?Psg ss aﬁ&r{ g@? Haﬁ%er o de dfeng! inb@indtP

ress an the “server
terapipal dtl0s ambthe desheaboewﬂr%ﬁm thm destinationepordt
h t |

nubfiel iREhyde thd Glotp3p BfPEss 8fid el aWBhs! boRChanthr ¥
the pecveti apppotus @®0.nt erval . Under UDP, the 15 router

101Tﬁ[e°gﬁ>%a§‘ N GRLL O Aoty B ‘P@& r kﬂ@lgk@tiﬂé

and s in the correspondi ng tlons
senvghlapasatus 0Pt aiThe srRNday acldw&ﬁeantdghalseyldeé S port

h

nuffic R A" e OB PRCREL B oD eorifed A RES
routentlérl inde aiglobepeddsess apd aaglnbﬁapﬁg‘t pembsy uniguere

-thé’ﬁc%ft%?tm%o | qeé‘éhci’élﬂ’ ha ran&%b@ﬁ&ér"??o&eﬁw

eriodi ca sen pac data at eve

-lnqlwiesrthm gwinaéﬂp addrrast apdt W glokeal ﬁ@l’tdnHQ‘tpﬁ'r Df)dihe
se,»%‘égv\éjgjd}ghys s§jghce a corresponding rel ationship

'ocal and gl obal addresses is al ways
st oledthe presendutayentan, |ithei sintemeiodsrminalf drlﬂs,uléh

ch% ?r‘:z%tg]bﬁ FhaPY &S CfimoélEQ ogg%l I@&q’rﬁéﬁégot@ the

ress, t he St na ress and
rowt@m 104t abrevmw spexifiedr polhmgud@tﬁrwal a Hoder oUDPedbest

roif ?%df@f@ré&oﬁu rfdn‘?ﬁnttfng%ot%rpgﬁé%uspﬁéﬁﬁéeﬁ’%esﬁ%ﬁf BAd -

e server appar at us i/
Iocgl sides dndthe ferrespondjng rrietipnshin gableder & wertaip)

pefiff RS URLAIRE M E6ttesBDRaliy FOtnSHflLRRFLER the
locak pidginess end theyiolehaloaddnessdonmlarelpaokets sgikefedhels

rorter Mo ¢NdidPhears after a holding period. In the present
invention, however, the internet terminal 110 periodically sends
packet data at every polling interval which is shorter than the
holding period. ‘

Accordingly, since a corresponding relationship between the
local and global addresses is always stored in the router 101, it is
possible for such router 101 to convert, from a global address to a
local address, the destination address and the destination port
number inciuded in a control request occurrence notification global

. packet 306 sent from the server apparatus 200, which is always on

the global side, for making a notification that a control request has
occurred, and to route such packet to the internet terminal 110 to be
controlled.- | .

Next, an explanatlon is glven of the communication sequence
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WO 2004/ 032452 PCT/ JP2003/ 012054 in a case where the
control request 305 is nmade by the user fromthe

nobil e term nal device 130. In order to notify §d‘l@larc 2007

internet termnal 110 of an occurrence of the contro
request 305, the server apparatus 200 sends the

woCRRkER4, request occurrence notificati onperggeaalzess
packet 306 to the internet termnal 110 via the router
101. Then, the router 101 converts the gl obal address
i ncl uded in such received packet into a | ocal address
as descri bed above. On the receipt of the contro

in AR RnTB A RIoRE R 18Rl 0B e mach Bl GRERISRL Al ane ™

mabdipuEsmipakcdetic8038 Q.o Inherdeertoarotifyfdrednter@@@eminénalhe

110l ohn cderdsReRE cbrche’ Bhirdt PRI AP 1884 et

appakatle calo asirhds ¢hencdnitel regnesituoccramricee dofificktibn

o1 BB B (R h R e b, REE 6Bl Y

Thawn, tlsemeteraibﬁarmnmrﬁsmhe@dbalaaddre@omwa:ded)mn such

reAIVERLARKE: L) cé%aé:d‘cﬁles%% §8sd %QBB% 101. The

COMVar T sTch oo 6Cet Vo connect i on
acc Ot threc eeqgipball thactmitrallteduesh coayirvdrate npti€iication

iOC;th I‘ ne‘%to er’ m%etq?i%][}%& %%Eﬁ‘é%ﬂﬁe%ﬁ?ugélggﬁ H?e t ?&P

commeciin séauedicpaeiat 30R taGheesarver awaratuﬂszamnartbe

rolfaf 103 Gffor el LGS NCe LUCPLORARLTLAR

recelves a onnec I on acce tance
praotol. Subresy Udvet rquter il comvares theﬂmaiaadcﬂrees rmtklesiedn

in S0P BRletkQq ERIEPUAGI YR BIRGRN 3ROSR RECHBED JHlSve.
firém m&)ceﬁeiphnf tise M conmettion rduguestpagiket G009, the

serfSy AGERHES A Lo e, SR bBpR, lobe

pamlmtm3r1@| talﬂ"se;em&er alGkr vahecaotitdn ddile quayeest sugbal

redAF TCB DR AR § ARAndOion Backl'sab A8 {gusAI S
paclkatuiedo alatal| pauket eandlsEndmthe casigltant to thednernatr

t 2 C t. 0 r
terBARRY A1t RCrcp BardRubfeSoR!isCLsEtifnel Ketween the
sempaaapamtaeozeénasd thet Mernﬂtertaanmadr ﬁﬁﬁammm) tha
intéfnet terminal 110 receives a TCP connection acceptance local
packet 311.

Subsequently, the internet terminal 110 makes an attempt to

- establish a secure channel between the server apparatus 200 and

itself. Note that the first embodiment is explained on the

. assumption that SSL (Secure Sockets Layer) is employed for the

purpose of ensuring s_ec'urity.' First, the internet terminal 110 sends

- a server certificate request local packet 312 to the router 101. The

router 101 converts the received packet into a server certificate

. request global packet 313, and sends it to the server apparatus 200.
-.0n the receipt of such server certificate request global packet 313,

the server apparatus 200 sends, to the internet terminal 110, a

17
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30 March 2007 WD 2004/032452 PCT/ JP2003/ 012054 server

certificate 314 held by the server certificate

management unit 206 in order that it will be 30bdmmh2007

aut henticated by the internet termnal 110. In.

internet termnal 110, when the conmunication unlt
wo;&gmhgﬁelves a server certificate 315 Vparihfsméseut er

101, the server certificate authentication unit 117

perfornms authentication on the server apparatus 200

to verify if it is an authorized conmunication

partner. Next, a tenporary key exchange 322 is carried

sl b 50395 Rubebl skl kgl chob i

unjtui0i6e ik egrderc koaedt iwilit Ibe aethentlcaeirad foycahe Bitérnet

e, oI, chaitbednkoyBeatietcribrifehg 190 densf sy
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rod REVB S el byt SRRt mEhenpe o il Tnibe el

- aubwnticatipppaoratthe 200vesndppamtust 20fAeto tvarifynHl it kl@n

| e type of a key standard
a“m{; %&Ec?ﬂ‘lrﬁyhpﬁaﬁ% éé\"nﬂ"ggpport. When the tenporary
‘key I\I@Mhmgtempnparwt dwy iexchbagemd2pdsscatréad ovuit He

o8 43 40 S Ry U RLRAR BEbAERRs 8

alraady possessebavithtamseevert publindteyl Idcledadsin the sbever

oD 8yt AL Bk AT i 518 oDt

managenmnen
uss smbrexcamm;reﬁ key26or; enble/ptbmnnidcded:rmptimgi date2td be

et Gisctprifbblcelehic ¢ el BrbpbiaRy, 5%
staeddrdrissD BS BOMES aadlod:heun Tline aboverewthamge isatartitd

ouél H-l ﬁf—&i&r tl'foact e dd el fy ¢ Pbﬁ%ﬂé@i 00 %'hldtt‘ﬁ mn?%&netjtépmzﬁaian

ori zed comuni Ca
1iawilkebeiaddeitogsalachtine igpe af aakelatanddrd ediinhihiothtofon

th R R It W Bt dbob kT it Bl e

becames. pdssibled forgklye hath ﬁ@llti&ﬂ tapparyptisiaz exabadgedt o

.be{ Eet P m&rknﬁgtlﬁ"%gtegfgobrl[ggﬁgﬁf Jragk & sB b nnciahch

e control reéequ
323.

Then, the internetj‘terminal 110 sends, to the router 101, a
client certificate-316 which the client certificate management unit
118 holds.  In the server apparatus 200, the communication unit
201 receives a client certificate 317 via the router 101, and the
client certificate authentication unit 207 performs authentitatidn on
the internet terminal 110 in order to verify if the internet terminal
110 is an authorized communication partner.

-~ It is after . authenticating each other _as authorized

- communication partners-that the internet terminal 110 and the
- server apparatus-. 200 .start communicating with each other.
-Accordingly, the server apparatus 200 sends, to the router 101, a
control request packet 318 in which the control request is stored,
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18 30 March 2007 WO 2004/ 032452 PCTI JP2003/ 012054 and
the internet termnal 110 receives, via the router

101, the a control request packet 319 in a secyf®farch 2007

manner. After this, an optional data transm ssion 320
is carried out between the server apparatus 200 and
woldd@obaber net termnal 110 5 accordi ng perneedw120N
exanpl e of such optional data transm ssion 320 is a
notification and the |ike of a "control result" from
the internet termnal 110 to the server apparatus
200. Finally, a TCP conmuni cation di sconnection 324 is

el ARRHBE TSRS AN 1, e o

COanOel requeastrpaskein3 Lfdnea shatre manrter. first enbodi ment ,

. ALACHTER LOURSY ke ArghOhiiBS 312 cotARR a0t

betweenntte servemappareiusx20@rae thei mtemettl farcanes 110

f
acéﬁﬁw}e{ﬁt i grg%%d'eg&cﬁte%tam 1‘? %@% or EE'Fhél gg’l lence?r%'ﬁtsm&
328 wmmnkifisation. apdsthediked of ca Beonbrgp! resedi”f Brom hehe
intEPhEt FARHAT 11 I EnE'SERGEY aBPRAMLEDIQ MY De BTt her
certificate format, or
an dﬁm@Maa TCBr ﬁammunmmm elisdameckdbisino 3iarid tryactdwe
befRELRINBRAFLEH ippatitusifio oA 4l Fedfer Erifa! 138as,
th%ﬁ@ny:ﬂetlcn ofsthsedatn hlmamnsag)rt enporary keys which

ot 1 R syt eI TR e o R -

e cer
thigd $sirpor’st’ §ppo’éog endhethtes oy aviog mleeserarea afplpcanatus

zobe'araa %ﬁepﬁﬂerﬁa@&efﬁﬁgafgg@wa ' g HEﬁ' %%Phﬂgates

being tra Al SO no

[0)

- (S@‘N@fﬁgt’ﬁlﬂﬁafﬁamﬁl\r@ﬁt centificate}and (aul,thehtleate each other

beftfer 8% cafimEfeeABAe 4.4 chRMBhiICHRIT X 4afBiig 5o, b
empdpyedifoy thie sertifiatesnianthe gresent @mbamiimemtg iy bea
eltfllef‘ﬁﬁ ‘3{‘58§h IB]? ;%E l@?@a{l%&rﬂﬁc?f{ﬁﬂéﬁﬁr‘) lp%r%g:frq?he
formatsto tarﬁebﬁmmimedv\heforpbanddb\pathEyses'e’amam:aratus 200
anBIHESHtANe! L&D 1962 Regarding the transmission of
packet data, since encryption is performed using temporary keys
which have been exchanged by following a secure procedure after
the exchange of the certificates, it is possiblé to prevent the details
of the data from being tapped, even when the packet data is copied
while being transmitted.

. Also note that the encryption of server authentication, client

-authentication, and data is not mandatory, and therefore at least

one of these may not be -.e'n,crypted depending of a reguirement
specification.
Fig.4 is a flowchart -showing the operating procedure to be

. followed by the internet :terminal 110 according to the first
- -embodiment when periodically sending.an address notification local
_packet to the router 101. ' '

19




packet to the router 101. 19 30 March 2007 WO

2004/ 032452 PCT/ JP2003/ 012054 The storage unit 119 in

the internet termnal 110 holds termnal IDs

passwords, and the packet generation unit 113 %BQAMCh2007

generates a frame 1 incorporating a termnal ID and a
wobRasanehd obtained fromthe storage uni pogdieQoosanehs

passes it to the 5 comunjcation unit 111 (S401). The

comuni cation unit 111 adds, to the franme 1 which is

a data part 502, a header part 501 that includes a

destination address 503, a destination port nunber
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ication acke sen er net
the @lenﬂaalpamemzmd therdataeparkSGhpar at us. 200

accapdi @ {‘,f]c {.f)IJTI "uﬁ t fﬁgﬁ%g%&hht%ﬁér Qgﬁ@ﬁ&@%‘iwed

501. inclu
poHiddr urttervsajsha& paksedddrrets (9402he Whenetheappsulitafsthe

Judiifent Mhaie thal ¥ 1P poRt Hierygh trah SRR e

‘corendeicatioaddnit dd 1598nds thaaddajdmssetiﬁtaﬁant!beaI naeketet

to RS Fhiedr 1dP &c,apgg Rﬂe?@@sd t?taﬁ’r?ﬁ% dbﬂfg& :r%‘?@ai"ﬁvhte*ﬁe

port nunber [ nterne erm nal
thepa!retSUBOZ)f tine | uitgment eshdwsl thad B07s f shhortdenthdryi thg

password 508 and the
pr%d%e?ﬂkﬁ%@ tolﬁ %{éz&gﬁélqén?z}?%ﬁ'structure of a gl obal
packig.5i &s tahdlmmn ashawiang eh exhoyde @akskstrigdure of

| ad%jté%éﬁgé@ﬁiﬁ%ﬂ&ﬁ‘pgi:ﬁetsda@Eeﬁ@ﬁ'om thETRRrRe LR MRRRI LaR™

to the server apparatus: 200 according to the first embodiment.

The header part 501 includes the following data: the destination

address 503 as-the address of the server apparatus 200; the
destination: port -address: 504 as a port number which the server
apparatus. 200 can use; the sender’s address 505 as the address of
the internet terminal 110; and the sender’s port number 506 as the

- port number of the internet terminal 110. The data part 502

includes a terminal ID 507 for identifying the internet terminal 110
and-a password 508 and the like. Note that an exampie data

structure of a global packet is the same as that of a local packet
. illustrated in- Fig.5, but. the difference between them is that the

sender’s address and port number in a global packet are converted
by the router 101 from a local address to a global address.

20




10

15

.20

2b

30

sender's address and port nunber in a gl obal packet
are converted by the router 101 froma | ocal address
to a gl obal address. 20 30 March 2007 WD 2004/ 5§ 007
PCT/ JP2003/ 012054 Fig.6 is a reference diagram

a corresponding relationship table 600 held by the

wo' b5, 101 according to the first: enbogbﬂmg(}sm{gggg

corresponding relationship table 600 lists, in a

pai red manner, |ocal addresses and port nunbers of the

| ocal 5 netmork side and a gl obal address and port

nunbers of the external network side. The router 101

mak conversi.on between | ocal, and ob SSes
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‘relabionship bableh@08ender' s  port nunber 506 |ncI uded in
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sehdlithe réSMitant totlnd satverrappfaraties 200al VWitken esceining ithee

o S5k P, BB e o BrasBes o i b AT matiel B

cofvdriay thdkenderf’'s addiressn505 Sictukedlip thewheal padet intog

o8 g R S ST 18 A A5 AP ¥ sencers

poconuasipEm 806gindeded iinndle [wdablackedUntare peenasingber
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of ale pdsisalaadt reiske apdrﬂendsrﬁbmrgmﬁeﬂahed igiobahpackedtrtoi the

| selg\}eq aagwallagﬁs 200.

Moreover, the router 101 stores, in the corresponding
relationship table 600, a-combination of the local address and the
sender’s port number of the internet terminal 110 and the global
address and the port number of the router 101 as table information.
Similarly, when receiving a UDP response local packet from: the
server apparatus 200, the router 101 updates the corresponding
relationship table 600, and sends a response local packet to the
internet terminal 110. '

When UDP is used, the router 101 deletes a pair of the
address and-the port number of the internet terminal 110 and the
address and the: port number of the router 101 stored in the
conversion table as a corresponding relationship, when there wasno

- local packet or.global packet received during a certain period of time.
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30 address and the port nunber of the router 101
stored in the conversion table as a correspondi ng
rel ati onshi p, when there was no | ocal packet
gl obal packet received during a certain periodg{))Mamhzoo7
time. 21 30 March 2007 WO 2004/ 032452

woPbok$:52003/ 012054 Meanwhi | e, when the copyahsbmMioshabl e
éoes not list a pair of the above addresses and port
nunbers included in received packet data, such packet
data received by the router 101 shall be destroyed.
Simlarly, when the router 101 receives a TCP gl oba
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in duch p&ckeat into adocaimddriesaicoardingttodbe chvehsiopdabbs,

anfRBE RTCD dnedPakeTipnt® PUBFERCtthibal310° \en”

t he Fopinisre flawicbartustiawia@lthrecoperatingl prauschurglfobawed

oy BB S by AR g A P BB R AR

rededvinigndhe| &d&ss nbficadodepaskeaiddats Sr606 thandtetret

ry'4$, port nunber 506 included in the gl obal
teﬁ?‘%itl,ﬁ)and generates and stores the table 208a, with

t he Firabpkle obmaiurddaden unit 201 ofrtheisenversappaminal00

petfBflsnEng Higkedcifb: of raYERag, bfe AABER bafker from the

roytacke0 1 ({6761 5700heni theaorommnicakion aswit 20 receives

R

20p aaiMaingl at seti of infierrhatish inehdubidgrbbettergbnél ID $07% the
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theeglodetil ipadketnand generatesdmd skoresthe dbblec2@8s,t with thiee
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Meanwhile, -when the communication unit 201 does not

receive the global paéket (N in S701), it performs the receiving

processing agdain..' Note.that the encryption processing unit 202
does not encrypt the address notification packet data In the first
embodiment. |

Fig.8 is a flowchart showing the operating procedure followed
by the server apparatus 200 according to the first embodiment until

- it sends the control request to the internet terminal 110.

When it.is judged that there is a control request from the

. mobile terminal device 130 or when a controi request occurs in the

server apparatus 200-(Y in S801), the control request occurrence
notification unit 205 instructs the packet generation unit 203 to

-generate a control request occurrence notification packet in which a - -
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nobil e term nal device 130 or when a control request
occurs in the 30 server apparatus 200 (Y in S801),

the control request occurrence notification uni

instructs the packet generation unit 203 to ge%%rﬁga?%hzow
a control request occurrence notification packet in

wohi 22 30 March 2007 WO 2004/ 032452p5pm03/0120s4
WOW%%OO

3/ 012054 control request occurrence
notification is stored in the data type field in a
frame 2. Subsequently, the packet generation unit 203
generates a control request occurrence notification

coBoL oo Bct othudeol ufineRuBick HCER ol 6t 418
fienbin _ﬁiﬂrlam'fpig, and the termnal ID of the internet
term na o

t enuBSeatpftiyadhe thes et GR0FTEEL 'unlf F EREIAES: o
com\tritot _frqu%emf:ﬁan’eat edefmgl?ﬂcitdiwo? ?rjaa{ﬁkgﬁl n;'tadéom predfi z_a)'rdatag

r i ne |
pabh Bl oMot Gne it el dh e RinERL R UG S lterieas
notificatiehrand the tefminat iD cotite viterrehesmioattdOgaad of
a (hdan BoH FRuGT N Glioss, BeBRE one Uskhindslh abRbESRRC

and port aumberseshicharewrteactedrfod i theattararinphitifermebionhe

 retgitedbvethis KL i, STaGLON R or i pCEo lab "

the derrdhabniDr €§6862). pabdtet thais theedata esteustentef obrauche

internet termnal 110 .or not (S804). . 1 t
copftof FEetictnehT St e tom bt Rais S s A ey
refeasncaédd Aigdd.ved the TCP connection request packet (N

in Q4),. .1t 20 term.nates..t cont r

oo Newthsns cofambRiRe, Gt 261 ket nd €0tKTa) request
ocommanoe aaittifioation paliodt tashe eoetaretil {SSUGH.

conpgctiqQn request backet (Y in. S th

condfign, dhe, fotiTlaRaG8R. nalt 20, Woble shlel 3phEratus
200c hepdemn aehgtheked TOP wiorotectibdP requasie qlaicket has been

cQ enent natification' i tored j e t.ype
reGAVRR aram tetasneh Ream el f1sh ol it gho4iE dBhep ot
regdtef ahedudghertosinmgs ithat dhe epthamaaigettdkeunito20hdas

L nt ernet rngpnal 110 (S805).° rdi . .
“Otd'r?r%l:‘ﬁdoﬁiﬁ?rsq@@t%%q%c&@i réqueﬁ %%cﬂef]gel\y |naS§6:E), it
terminates the control request receiving processing. On the other
hand, when the communication unit 201 ‘has received the TCP
connection request packet (Y in S804), the packet generation unit
203 generates a TCP connection acceptance packet in which “TCP

- corinection commencement notification” is stored in the data type

field, and the communication unit 201 sends such generated TCP
connection: acceptance packet to the internet terminal 110 (5805).

~ Accordingly, a TCP connection is established.

When the communication unit 201 of the server apparatus
200 receives a server certificate request packet from the internet

~terminal 110 (5806), the server certificate management unit 206

- .. sends, to the internet terminal 110, a server certificate to verify that

the server apparatus 200 is an authorized communication partner,
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When the communication unit 201 of the server

apparatus 200 receives a server certificate request

packet fromthe internet ao termnal 110 (580

server certificate managenent unit 206 sends, Séhglc 2007

internet termnal 110, a server certificate to verify
wolh@hsadbne server apparatus 200 is an au;@ghh@@@mﬁ4

comuni cation partner, 23 30 March 2007

2004/ 032452 PCT/ JP2003/ 012054 vi a the connunlcatlon

unit 201 (S807). Here, the server certificate may be

in the X. 509 format, an original format or others.
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co IO R HIL LSS, chRRELORTNAnaasiag
Meaowhdlet, wdern oot teceiving the sgrivencedificatie reguest packely
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the rodienit egntificater semtalbyl the cimtametbéenminali 40 ((6888).n

e vall
certifiqate abuthieh thcagidreamit V207 f ofedhe Ysénvegsepparaths 200

pe AR AR R 7MY SEPA el Rlent | SRRLLO KR

whspdﬂ:uef valjdityn oﬁtuennterng@rtermmaalanbﬂ sandot beorarified (N

: f

in S5987IPR5HE  ReC PR e BT Ll
requémn thlaevphdltet ogd)in@r mmvnet:mamﬂnal delierase been

D o e

reqlesti petkiedrtoatie eetemw teporinahddPe(S809 br nEa ibenmarke

oS Whecir iy O AL rEESUERIr SRCEIUA BoRIAGRROIAE difent

 spfEY 1 bPRePEOTRTE Bt Ml sAR? 220 RGT KBl Ce YA

usi n on unit
corppliapeasdth MEPJetendead tbrovetifying the internphtaminal 110

about the control request: the packet generation unit 203 generates
a data part that.includes the control request command and adds a
header part which describes sender and destination address and
port number information; the encryption processing unit 202
encrypts .such data part -using the public key; and the
communication unit 201 sends the generated control request packet
to the router 101. . Note that Fig.9D illustrates an example of the
TCP control request packet indicating the control request. This is

_ ~.the end of a series of processing performed by the server apparatus
'. request. -

200 according to the first:embodiment when sending the control

- Note that, instead- of;'sending the controi request packet
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to the router 101. Note that Fig.9D illustrates an
exanple of the TCP control request packet indicating
the control request. This is the end of a seri f
processi ng performed by the server apparatus 30§@5@“h2007
according to the first enbodi nent when sending the
wo‘“zﬂﬂMzQ:iz request. Note that, instead of ;gendifigizbdie
control request packet 24 --- - ------- 30 March 2007
WD 2004/ 032452 PCT/ JP2003/ 012054 automatically to the
internet termnal 110 after authentications on the
server certificate and the client certificate conplete
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wefRBRALED, Y BRERY hESkety O BrgBiiRd "apo SRk, Sl

reqmestudi ng a control request comrand 902 generated in

' oqfIge" B A RAAE R sugRind,orl FRERRR, Haed BrHi e
padket datd 3@ntTiom [the ketrventappianatusi@90aactmaling te the
pr%%dpr@ﬁeghi!gn%l of the internet termnal 110 to be

and 1s the control request conmand 902 in
whi ¢lig.Sdnillustrates dhewatastiiurtgre of paaket dakr imciuding lze

cofirio)&4ekb e Bccoseb Bubr R 7€ scifl Hppatatts

200eijuesspocsairtoetive coatrdli tajuest ad kbt HR8 santt bfridme

mdiife il ARAEL 3400 ol P e TRl PRS2

teadihrad 4O 9086, ofatlie sntienaet dermindl TiOrberbOadntrofled; and

thg SARFlod FoHESE S S0 FREN CordiBlinio fHB8h ¢y

“stant lopeeating theeaitr idonditidoer at éayfiti”) ys mgeodttedcont r ol

*cotig e R4 AR ET ShbubE hE bt BonliR &, B forsPor

request occurrence notification packet 903 sent from the server

| apparatus 200 to the internet terminal 110. Its header part 904

contains: a destination address 906, a destination port number 907, -

. a sender’s addréss 908 and a sender’s port number 909, and its data

part 905 contains: a data type 910 that includes an identifier for
identifying . the control  request occurrence  notification (to be
referred .to as .“control request occurrence notification identifier”
hereinafter), and a-terminal ID 911 unique to the internet terminal
110. o ' .

Fig.9C illustrates the data structure of a packet 912 for
sending the server . certificate held by the server certificate
managemenf unit 206 of the server apparatus 200. Such packet
912 is made up of a header part 913 that includes: a destination
address 914, a destination port number 915, a sender’s address 916, |

~and a sender’s port humber 917, as well as of a certificate serial
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. matches the control -request occurrence notification identifier; (i)

30

25 hereinafter), and a termnal 1D 911 unique to the
internet termnal 110. Fig.9Cillustrates the data
structure of a packet 912 for sending the ser
certificate held by the server certificate na%gégﬁg%%007
unit 206 of the server apparatus 200. Such packet 30
wodddubsismade up of a header part 913 thabcf/RaliypieR: 2
ges?%ﬁgtlon address 914, a destination port nunber
915, a sender's address 916, and a sender's port -
nunber 917, as well as of a certificate serial 25 30
March 2007 WD 2004/ 032452 PCT/ JP2003/ 012054 nunber .
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d der's. 92 N t 22
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pab8 T2 B st dite e dfae b1 TS o bERER Phadddt
infs_&nrm&'rdrapp‘aﬁaftisnﬁiﬂ@ntiﬁﬁc,l aoﬁemtgagaabbmtg? unégquee o .the
. Flg.,10 is.a art, show.n e _oper.atin ro e
intptfletosarmifal 1LEfr did of *£oRfrnfe e atfulhd el n.
geheratied ihSthenbardiemenparatus 200p indludingea \cesttdiaequest.ol
R 80y SRR SeRbgr sBE°ERbraaRd, brecesine
foliewedsby fhﬁ temet lclzdz"minahnllOlhitcmaling t@r_tl;u_e fi{st
r e gontro requ occur,rence notification
e e h By, el e e R R schriice
notiﬁcﬁtimas {(jahket iﬁgg?vlth{eﬁwsei m:prpamém e%mt t% ! WHEhojtt
aCKe A e contro reques readl n uni
re‘%fggﬁipéﬁoﬁﬁroj&eﬂé')ﬁﬂ:'cati on on suchqrecei ved pagket
dat Thgbt@dMunicatiencomit rbl 1 vesjuesor reeeivivgg thetcdritbol
re RO SR PP UhBRRELEBR Fhce (51001).  When the

- communication unit 111 receives the control request occurrence

notification packet (Y in-51001), the control request reading unit
115 performs authentication on such receivéd packet data {S1002).
The control request reading unit 115 performs this authentication by |
making a judgment, for example, on the following points: (i)
whether or not the data type 910 included in the data part' 905

whether or not the terminal ID 911 matches the terminal ID
possessed by the internet terminal 110; (iii) whether or not the port
number matches the local port number used when the frame 1 is
generated; (iv) whether or: not the IP address matches the IP

- address of the server apparatus 200 registered as a communication
_partner; and (v ) whether or not the packet data is received within . -

26




Lo 10

.18

- 20

25

.51006), the client certificate management unit 118 sends, to the
- server apparatus 200, the client certificate attached with a digital

meking a judgnment, for exanple, on the follow ng

points: ( i. ) 25 whether or not the data type 910

included in the data part 905 natches the cont 5§March2007

request occurrence notification identifier; (ii

whet her or not the termnal ID 911 matches the
wobthingl | D possessed by the internet p@lr,jpz@g]nzgslo (

|fﬁ]|r) whet her or not the port nunber natches the | ocal

port nunber used when the frame 1 is 30 generated;

(iv) whether or not the I P address matches the IP

address of the server appar atus 200 registered as a

2 o SRR e BBl o Flne by e e hatt oS

sat2€fed, 081l 6amPalin LI:BE@GSIB it 2064 rattp'lneolmt Hrenwatt state for

recelifly 7 U B doBR ikeR £BR cARPUE AU, oEclffarce
notmﬁcatlena(cNa ifh B100Hc eiNotegtiatUbRe Icoaahupbmatian Lot 111

waligr o0 e BRER AR Crocifit ' 60l bgRa®R

pacleteinhian it hascoot rretenmquebe cmwuolr ¢ageesivbictuoEnican

nofAEeFbu Rl (NP BPAN Tocker (N in S100n)

- MeaMaainvehileyhehenhhec aohiial reemess treadaty npitrit hbs

veifad AMFbE IhERRBYE Rint 0 3 0020s hi abkel oo epdion

unlckdmrﬁageneratestaa‘ﬁCPsjmmettzpacdmzabhahmaﬂhmankﬁhpand dheon

coriipjitoR U8R, st dehel, I T nS0RRRL Galoiprygp200

(SHabdect Tha indeoeit bewarinackt0 femivésha JE@Pveonnection

acitahG} Backeirol Sh 2Pty Aderelue 200, EPAFReRBRes s,

TCB oohectiohe(Si004Brnet term nal 110 requests the server

or adirh %, Ak ArRERDeh T GRBRENES Ly Jhr8iBpaly shs.

intefetaderminahiblinirequésts thar sareer @pabiis 200 thsend the

seryBF plRart i SRYEE B 3Ry B v AR ) B server

appardiaat 20at asnaonosumbniaticsy partaerf i (SA0H5)S1008) .the

. reckip o P SN eh Tl ot R SR VR el Sifinghp o

unigilgriaperferms@utbgatiphdonwn sichaserver certificate (S1006).

* This authentication is performed by the use of an SSL public key and
- a certificate authority’s digital signature, for example, which are

generally used.
When the validity of the received server certificate cannot be

verified (N-in S1006), the server certificate authentication unit 117

terminates a series of processing and waits for a control request
occurrence notification packet again, regarding the internet
terminal 110:is communicating with an unauthorized apparatus. .
‘Meanwhile, when the server certificate authentication. unit
117 has verified the validity of the received server certificate (Y in
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general ly used. Wen the validity of the received

server certificate cannot be 25 verified (N in

S1006), the server certificate authentication ugﬂﬁdar]d&om
term nates as series of processing and waits for a
control request occurrence ~ notification packet

- woRBdlesr €0arding the internet termnal pddfpbiSn12054

comuni cating with an unaut hori zed appar at us.
Meanwhi | e, when the server certificate authentication
unit 30 117 has verified the validity of the received
server certificate (Y in 51006), the client
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thdi gprmeiuni@ati®® uvet dhil D 0osgardidd @hdi @Ra4btver apparatus
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cogenuaicajpauattusl R basoecebted B0 08htroWequesiepacket (Y
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regeast wgmmand 1889 risatsdaslitintie dota rpert 16F thqueseived

cof P AuPRE pRketaclibeR hSeOiPhRunBhbiofwiif A Bl

reddivefthiel contool reeueist packet Cdrin ISAI008) g tks copamkiaicatdn n

unfoREL; wAtEs CRTTHRLERANED tndllehnirbf, P8hGSS! Soqurrence

nofifide¢iorapadciet(ad401)S1A® )Then, the control unit 116

ol Wiz ShBGATHST Ot L% BRR8aIL e iierhBE Rl 11

orribgulesmecampiiante8 00 3i orcicodadciion t hecatating [fartheo€ontrel

refiigts SomvbFlcRbalAIftsh tholle 4o, parh b, tRE gontrol

request packet S0t ernet termnal 110 and the server

ﬁ‘/gPgﬁoﬁtgﬁa&%ﬂ;@eﬁﬁé\%-@e@griﬁgdtﬁﬁvg LHknEARRSEBE Thay be

omitted in the.internet terminal 110 and the server apparatus 200 -

—according to. the ‘first - embodiment. Moreover, the client

authentication may also be.omitted accordihg to need. When both
the  server authentication: and the client  authentication are
performed, any one.of them can be performed ahead of the other.

- Fig.11 is a diagram showing an example data structure of
packet data 1101 for sending the client certificate from the internet
terminal 110 to the server apparatus 200.

- This packet data 1101 for sending the client certificate has a
general data structure which is made up of a header part 1102
'including- a destination address 1103, a destination port number

- 1104, a sender’s address 1105, and a sender’s port number 1106, as
‘well as of a client certificate 1107. . |
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aut hentication may al so be omtted according to need.
When both the server authentication and the client
authentication are performed, any one. of themgpn 8007
performed ahead of the other. 25 Fig.11 is a diagram
showi ng an exanpl e data structure of packet data 1101

wol0a0edi ng the client certificate frompbigpiilphdet
termnal 110 to the server apparatus 200. This packet

data 1101 for sending the client certificate has a
general data structure which is nade up of a header
part 1102 30 including adestination address 1103, a
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thefirgnemberdimient & eorhpbisedaff the fvotobol2iérmiation unit
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widtntlodseevdr appaaips 266 thé mm;mrlmmmet rekediegnamiatlilén

: . . T
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2l ICRIATT oy e ESmAusBRBy ToRRERI T b T SErver
cerptiﬁdatepsanchmntiéntatdeptfgiﬁoattti mgggg?m: ?giri]:{omliBn’d'rat .
ma@?@&f%%ﬁ@ﬁ#&ﬁgggﬁgﬁ:l ulnicf1 1,18 that manages a client

cer Bictoodingly, 18 ciommctiomigss UD R qmoéedolotilatsinvioDRes a

s S T T
oy e B o B0 WGP ol
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appkante andrther ketiesiconifrot nesulonand welatedénfdronatéar,i ine

ordbr g Pt BB DR S RC R B n SHERRY L 157 perfor e

aut Fentheratoren since tiee server ceppficattelsuitintasation 2Git
112?@%@#’&? 'ﬁ&ﬁlpgﬁ%é@%n oh e %%?%lblaeppta%ﬁﬂ '2’% Yas a
communication partner, it is possible to reliably prevent a malicious
third person from illicitly controlling the internet terminal 110 by
means of “spoofing” and the like. | o
What is more, since the internet terminal 110 according to the
first embodiment sends a local packet to the server apparatus 200
periodically at a communication interval via the router 101, it is
possible for the router 101 to always hold a corresponding
relationship table that shows a relationship between global and local
addresses and port numbers when the polling method is used. This
allows control information te be sent from the global side to the local
side at any-time, making:it-possible for the user in an outside

- location to remotely operate the internet terminal 110 inside the

house in real time by the use of the mobile terminal device 130.
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21 aB1&eSPRE FRseningoE the hiieSahf Vet aRingg Tt
no pussd Boie nfaking |’EESE§‘.BI!g ifnr ahecmmedeou by aheansd of the

enot el pe ate th et termnal 110 jnside the
- pofifiRechopedt % haskyer Tl Be Usrii Frebtl PReFficr
. hoprvepplidivte frd9n 30 dustde Bﬂﬁhor\/ﬂ/mﬁ%ﬁﬂﬂgaﬁe internet

terfiiah  h ScePRG, REr B Brend® Shdkiion ol Big "SRG

rowertlidlg for the router 101 by the use of the polling

sihhe for the user to renotely
opelrag?%méé Eﬂi‘?@&)aﬁﬂ%ance froman outside |ocation by
coniext; ngnt hexphahatumat s t giveamalof 1ldhatbeor dinefertred

ermiplEueR e IfEh £ *Fos. bredinE ThPahdPpon < Flg stkope

ermdoati memtpcuaimfot iedorraatiodiissent bo tloe ihtegnebtarmeingl 220nt

* rrop e onsich, SR S mstR 12BE BRCR AR Bblov o,

an &ppliizca isodizgmaver slapphrgtars eh2iré tonfigutpdraiofed.

colniisararishter alordile P e By RS (Jhe,

coinimeusieatiod syshenh aecdrdidiné¢o thensaounckhéembodimenémewly

incREBRFER drieCabRica AR e hlratyS 3204, Y agditien to,

theadxdalmﬁmmatlon d)meheou:tfmgwmtabnnoéysﬂam @aourdingato cme

| abgﬁ%éeﬁ{ﬂ@ﬁ% lrﬁgt t?g}geogﬁmﬁ&oéﬁ%eé%% ngld %htgacat i Peq

chimactédted btyabiadz a §dXl2 1203 1ostarednint the stovaggeininill 9
in $3 hRrbRE GBI I AL Y, NP thé"same
constituent elements as those illustrated in Fig.2 are assigned with
the same numbers, and detailed explanations thereof are omitted.

This application server apparatus 1201 is a server which

- handles, for example, an .application dedicated to remotely

: 25

- operating a home appliance at home from an outside location.

. The table 1202 stored in the recording unit 119 holds
application server identifier/address information made up of at least
a set of: an application server identifier for identifying the
application server apparatus 1201; and a pair of the IP address and

- . the port number of the application server apparatus 1201.

30

- Next, an explanation-.is given of the operation in the

~communication system according to the second embodiment.
When the user makes a control request from an outside location

30
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20 constituent elenents as those illustrated in Fig.2
are assigned with the sane nunbers, and detail ed
expl anations thereof are omtted. Thi s appl i caf,i
server apparatus 1201 is a server which handle?bl’?lg]thoo7
exanpl e, an application dedicated to renotely
ORGldhd,ng a hone appliance at home fromyanssei6e

WO océt gn 25 The table 1202 stored in ?he recordi ng
un|t 119 holds application server identifier/address
informati on made up of at least a set of: an
application server identifier for identifying the

o5 R L ABBRE S PR BBt e

theapsicaappasabvsr 4pparatd@ hNestl, dn thelsenaér @ppasatus

208, 458 ot O 2R R o ERATOR BB RS o

. thewkiesnat a:en'nrmii Inayuesbntrod mequestibscuieehoe ot ificatidt
_ ﬁ tl\/arc 7 WO 200|4/ O€>2452 PCT/JPH:Feé_‘gﬁI 012054 ug}nrg
PatRet nbi 'F r AafPREGAEN 1567 VGl 501 5r SYhEST

mdm-psemtedt intot thee ajatl| pmétcl):bormcs:ermt El‘p:-pdlaaa Lssrulé}mﬂ:e afn
t ) tr t

subflceffst ceABRET Bekfrrshicnnblfis iBhy, Rackety 1€ Srpleined
Ianentvelltne'emmnm:erml Figl03. a. control request occurrence

oL bR R BBl Ty D SR AP LA G g e
115aréxtrbotse tiham ttie dapplisationt weevelf idantifiegatdodss
infoE Y T PRIEER (28], 123, 28 afdetRaridhe BORL RuMer
thaiecmmaboﬁnda;o tthfappﬁtilntibnrmuesude;elaﬂemmaludw ihGchEl5

t t t

daffcRart ot ) BT BBEvERRChRd PHRREPY Thenysst, ircpapnee
nomi@:atloanpadcbtesﬁ‘lmrd tthepgommunioationt bait tddressposdst o

vidgfaE pEDEH B I abbRCRUG et FParalubri 201

'conmpbndh'@ toothd | extracredaadartess Thaewd, pdre number to

% glzﬁfon unlt 111 requests, 15 via the router
A pﬁ??'&%‘f 1Yk server apparatus 1201
cor m&rtpohhmtnmet prddessing pacstediraditiomedaby. ther iInteomdter

el R SR bhS R LR RSO0 2 0P ey LR Bnection

020

25

request packet is sent is the same as that of the above-explained
first embodiment.
Fig.13 shows an example data structure of a control request

-~ occurrence notification packet 1300 sent by the server apparatus

200 to the internet terminal 110, Its header part 1301 contains a

~destination address 1303, a destination port number 1304, a
- sender’s address 1305, and a sender’s port number 1306, and its.

- data part 1302 contains. a data type 1307 that includes a control

. request occurrence notification identifier, a terminal ID 1308 unique

:to the ‘internet terminal 110, and an identifier 1309 of the

30.

application server apparatus 1201. _ _
As explained. above, since the communication system

- according to the second embodiment incorporates the application

31




termnal 110 and the server apparatus 200 after a TCP
connection 20 request packet is sent is the sane as

that of the above-explained first enbodi nent. 35'1\9& 2007

shows an exanple data structure of a control réques
occurrence notification packet 1300 sent by the server
‘quaﬁﬁggﬁus 200 to the internet term nal pdgkfgokhSoss
header part 1301 contains a 25 destination address
1303, a destination port nunber 1304, a sender's
address 1305, and a sender's port nunber 1306, and
its, data part 1302 contains. a data type 1307 that

so b ghoS FTL pATUESS sOSRHEEEDS SoBER A O,
inteened teximinad 1 18fér arnmateht operatingehwhetappliad@@e, it is

poBBH 1 488 S 200EA0S o WLoe Byl anesic

m accor

regeedncecaibiodi senver, m:\tﬂrpomlmresmlnaiea appl swtﬂnmnnvame:so

m%r&%nZQngfﬁﬁcggﬁﬁ/ 032452 PCT/ JP2003/ 012054 server

appar at us I ¢h uses a dedicated application for
't heMdraoeeneeverr ifi malcagseowhere ramdinéegneipserming tor

ordBHRERIrERER, ki SE5erRERY B UOh LNRCRCH R possible

appara ar e

- to reeyud vaddyeser vatificatiam vﬁﬁﬂke\hhdaba tte Hist@menservears
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20

oS S0TRaRGEORSEAY, g GBI G4 Resh, 28RS

ere an| fferent

th&iapplichtieasgrees apparatusel 20 bwirdbe, senvearapparatus @00t o

thac-teé]gr %Qgﬂgﬁ.eﬁgwggzﬁﬁggt packet data to the sane

dppropriatel y using,
dep€hlirdg=rohodbeeantki t her io the appl i cati on server

app us 20 efyve
per?do |Eca ?1 Ié‘:llr{/aggonz él ('Ph ?az-'@oodl men? red
emtiodiment asmgartéma ontersnegu tearmmal ahbl heccwdmwtcedhe

BT Bl The i hSEAFhe A BRSOt

incotpoeates rameddbqss liat notificationpservessapperatids d4£1 fat

noﬂﬁphp lﬁfet {r%rﬁSE ek é’laii‘b“c?f %4%]': B?rapéﬂaﬁ:%'t{ow Qgrdie

erm nal a set i on server
identifier/address mformatlon stored in the table 1202 of the

storage unit 119 via the router 101.
" .Fig.14 is an example functional block diagram showing the

. server apparatus -200, the. internet terminal 110, the terminal
-apparatus 103, the application server apparatus 1201, and the

.. address list notification server apparatus 1401 according to the third

25

30;

embodiment.
- In Fig.14, the address list notification server apparatus 1401
for notifying the internet terminal 110 of a set of application server

- Identifier/address information, is newly added to the configuration

illustrated in Fig.12.  Note-that, in Fig.14, the same constituent
elements as those illustrated in Fig.12 are assigned with the same
numbers, and detailed explanations thereof are omitted.

- The address-list notification server apparatus 1401 has an

- information notification unit 1402 that sends a set of application

32




10

15

20

. 95

seBF < R B AR AN ET AL, SH4eHISEy

o LSRN Mool SRPETe ofaad SHICELYT AR i

is possible to identify an application server apparatus most currently
~ involved. - Furthermore, it is easy to support a change in the
..address of the application server apparatus.

sidentifier/address information stored in the table

1202 of the storage unit 119 via the router 101. 20

Fig.1l4 is an exanple functional block diagram i N

the server apparatus 200, the internet term n%la%%rﬁgzom

the term nal apparatus 103, the application server

MERhLaLUs 1201, and the address |ist nptjfphfdbbBR
WOservér apparatus 1401 according to the third

enbodi ment. 25 In Fig.14,.the address |i st

notification server apparatus 1401 for notifying the

internet termnal 110 of a set of application server

sl AT 0532 A 1B BB s Mt BHO E14

Fi gThé, inté&metdeemdaast 10 aenordialcmeiitestiasd ehdsaliment

4T A L B R IR DB e

applidatienl.sefuer adiehtif$er/bddtessoinfoirnatioon froen whe address

: : inf ' Lfi [ i
st BARERLn ol BPedfays T o ofBhad B SRR cH o,
senwerideatitieps4siiresy infepd@siodl 2t eddnrthertable 1202 of the
[ t,i f;k qr4/@ddress infornmation to the internet :
stotrgg%dnrg'ﬂffg_ The internet termnal 110 according to .
t he Nexity @n exblatiation is dineh uddbegprocefioreraf updatipgdhe

apiiftdrdn’ Sarhoedi i Eda R3O hefiln. £ 1B FRYHRiPRs
updatie enitnbt03 of e intespet ternainadldiusreptles/ upuhtepdhees

oo P P Bl T O

1200f tharstergd aneitild® whepireenivngteheewrset edapeliobtion

notifieationczarver @ppaiatals 1401 poepdras Fepsairns atiew set of

so PG SRR B AN A5 PITAR e
requaséi whinh it hew meteofo dhel ddditdssnlists aotification server
apﬂﬂ%@ﬁlgfﬂ {address information fromthe address Iist

notifircation server apparatus 1401, or when receiving
a nAw ettiafedisbayyl incthid comppunbatictesystemeatadtings

terminal 110 always stores updated application server identifier and

- the address and port number of such application server apparatus, it

- Note thatit is also conceivable that the URL of the application
server apparatus 1201 is stored in the table 1202 of the storage unit

- 119.in the internet.terminal-110, instead of the address and port

number of the application server apparatus 1201. Fig.15 shows an

.. example of such set of application server identifier/address

30

information 1500. _ _
- The communication unit 111 extracts, from the application
server identifier/address information 1500 stored in the table 1202

33
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apparatus 1401. As expl ai ned above, in the
comruni cati on system according to the third
enbodi ment, since the storage unit 119 in the ig(ilc\e/f n%t
20 terminal 110 al ways stores updated applicati arch 2007
server identifier and the address and port nunber of
W @Jﬂ]sﬁ?aol ication server apparatus, it igrRPiniths tO
Identity an applicati-on server apparatus nost
currently involved. Furthernore, it is easy to
support a change in the address of the application
server apparatus. 25 Note that it is also conceivable

t.hat URL .of .t.)h ljcati tus 1201
of B, stoP gl Inif 5 BB b 1tendShdSragdbliricatic
serveit entifiear 1209 tiechuidedl inlthe dates basd 1802 tdfechades @igsl

Q0838 BACE oy 1k, BB pERLLPR B Y0 GFRIEE'H

adgppss @atd portseumeren dénhief daréspishidiag agplicatior merven

ol TR o 088 Too il A

Syst00) 3§ @neeixa mpid enethivideofleR@acBfg i dibaddra28hd Yort

T T T e T

the deovidri ef01,300ei rapplitedidm $dreedatapppestusl 3020 Df thde

cof bRl £oL e Sn /Rt RER CRlOaE ok Blur BT e

estalylishs poRAP noprengekionat i Actosdingly, B Bppeinat usossilbientora

enBLEHTRGPER T5E 6 1EORR hoFeq 08 ed P

nuntiate Ehdts eqmaritiley phiome tomsadi aat then wobile tkEminal

ek 185 4o e A g0 hnolef bt eSSt
imeendicn é throdclimdteat tio ddss anddpdhdrefumbenatt ani equivalent

AR oA TR CaRRIARRL: (6h hathO3 1 btaey , JEERRSL,

- devines/apparagused inaclddingTPR. and\PDA hdth aandisd tenndcteel

to itﬁelfﬁﬁéipg.frntggﬁgggggoe term nal device 130 to explain

e prefer rrents, but the present invention
is not limted to this, and therefore that an
' . tionality can be achi eved by using
gty AMbputinhie
The home terminal apparatus according to the present

invention is suited to be used as a terminal apparatus at home for

. sending and receiving packet data to and from a router connected to

2b

an external network, by being connected to such router via a home
network, and more particularly, the home terminal apparatus
according to the present invention is applicable to a terminal

- apparatus for remotely operating home appliances in an integrated

manner as well as applicable to home appliances and the like such as
an air conditioner. '
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devi ces/ appar atuses i ncl udi ng PC and PDA which can be
connected to the internet network 120'. I|ndustri al
Applicability 20 The home term nal apparatus ac B/%i

to the present invention is suited to be used g@ rchr 2007
term nal apparatus at hone for sending and receiving
packet data to and froma router connected to an
external network, by bei@GbAIMSected to such router

L { oo AP A A oRARLS T e g iiking packSl Gata to
andi RYARNE PoUter BRRY i @BhAckied thesidiernaPRtwork tooihich a

renotel y operating home appliances in an integrated ]
serveina@pagstuel is gonasstedating thomemseaminal miraratds being

| § ' iL.Ll.ane : March 2007
connglGhedk S S TuREr v athoreofEbbbAtEomptisig!
semglipagkee apingragiqrackdt ogerableoto gahdraben packatt data to be
that. i s connect ed go an external network to which a

sentstg fhe S&PYEF APIErPSU¥onnect ed, the hone terni nal
appgr a;f( 0Bl "YHeteriiR@q6heduhtt tB?e'i’QHFeer t%l adat e a

net wor conprising: a packet ?éggmatl on unit opera
compou pinakiont protododtusest hetween t meptetnsiredrapparatus and
ar.a X rotocol determ nation unit operable to
the gg&qrnéﬁéa?%ugo i cation protocol used between the
horge cobaimiumatatioR Uit bpepable tPsERE/kriciee theRrdackatsdata to
and a comruni cation unit operable to send/receive the
and peeiKeth@iseavenapRARtUSWE He se¥tRSy apparatus via the
ro amher e (e : .
qerfiereitIFELbEES! RERLARfaten St B8tediné® fhat the home
terntosinapipaas tusvshbuld eosemueti calppwvitat tise seiragr appataiusausing
.~ JlJyst comuni.cat.ion protocol, when the conmunication.
(1) it SOMBURIGAEo8 REROCOLAYIER the: FEMBAIC AR dFik sends
! RSt T ' il Meét dBRArAIGE unit
add'Eoéeérsi 'g]{gtllﬁgﬁﬁghand rﬁ%ﬁg#yéé&gtégo%?gggfgém ne%é .unl
to themsirngrianparadus periedicallyuard repeatedly) ad aeredetermined

senGBETRRER TGl G: pHHTMA PoRORT ErfifLaRAHRR erasocol

whegethee coanpamtation unit sends/receives control information to and
from the server apparatus.

2. The home terminal apparatus according to Claim 1,

wherein when the communication unit receives, from the server
apparatus, a notification packet indicating an occurrence of a control
request to control the home terminal apparatus,
_ the packet generation unit generates a connection request packet
for making a connection request to establish a connection to the server
apparatus,

the protocol determination unit determines. that the connection

‘request packet should be communicated using the second communication
' _protocol, and

_ the communication unit receives, from the server apparatus,
control packet data including the control request, after the
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2. The honme term nal apparatus according to Caim1,
wherei n when the conmuni cation unit receives, fromthe
server apparatus, a notification packet indicagyRg:amoo7
occurrence of a control 25 request to control the

home term nal apparatus, the packet generation unit

wo%cﬂ%ﬁ{zes a connection request packet fp%hrﬁﬁt{fc}.oﬁ X!
tion to the

connecti on request to establish a connec

server apparatus, the protocol determ nation unit
determ nes that the connection 30 request packet
shoul d be comruni cat ed usi ng the second comruni cati on

rotqcol., and the nication unit recejves, from
COBHSC%P\)érES&BBé%%ﬁmeoﬁ%%r apREKREUSIUEIRG HIa EREAHY!
colrmunfodtion preweest, after the 35 30 March 2007 WD
2004/ 032452 PCT/ JP2003/ 012054 connection is

established to the server apparatus using the second

3.comihd heirieoterpiiplad @@bardtus R draRy t6 By dile appfdipidls
i ac$g[’d| ng to any one of Clainms 5 land2, wherein the
R commruni cation protocol is UDP, and the second

comwineredh ithe mgs@tmug&af%zﬁr?ﬁft@l ho DR, &g nal

appapatus _according .to .C ai , fur r 1o conprising

a nghﬁggéaﬁ'@ﬁp Hm E?QBF@"E&OWHH%% certificate to

verify validity of the home term nal apparatus,

wherei n, the comuni.cati on, unit sends, taq the server
4. appdg 18Me SPEMIAl FRRAENS ASRAEIATHEP GE M- bR
coxTx_m'risri]ngfat a-rana_rgaml ent D@t bﬁeracm@ftbg@bin@@ep%@&pﬁﬁczalt% >

he term nal apparatus according to Caim2,

Veﬁﬁ’ér"@ﬂﬁﬁtyh%{ %%Q@ggﬁé"&aﬁ@rﬁ’ﬂ?ﬁﬁuﬁener ates an

i quherﬁirpachet clf)ﬂliml.lﬁm#tfdm%hhe §I$¢fd$§‘f t8PRAE alsepver

about the.contr r equest , n the connection is
anfgfeliye: SRisicr i fratesBiananed fiathe (RARRS HGenk A G Tter
ressie iy tiee motificatidropagikatt ocol , and the communi cation

unit sends said inquiry packet to the
5.  The home terminal apparatus according to Claim 2,

wherein the packet generation unit generates an inquiry
packet for inquiring the server apparatus about the control request,
when the connection is established to the server apparatus using the
second communication protocol, and
the communication unit sends said inquiry packet to the

server apparatus via the router.

6. The home terminal apparatus according to Claim 1, further

comprising an authentication unit operable to perform

authentication on the server apparatus as a communication partner,

wherein the authentication unit performs the authentication
on the server apparatus using a server certificate to verify validity of
the server apparatus as a communication partner. '

7. -The home terminal apparatus according to Claim 6,
wherein the authentication unit performs the authentication
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server apparatus via the router. 6. The home term nal
apparatus according to Caim1l, further 25 conprising

an aut hentication unit operable to perform 30 March 2007
aut hentication on the server apparatus as a

comuni cation partner, wherein the authentication unit
perforns the authentication on the server apparatus
using a server certificate to verify validity of the

on therwlidnapmrtlam@raerarxpamws @3ta aonmgwneatéoﬁ\?ﬁ?tnéhesing
n ar at us ccor 0 alm erel.n

one atha Folnw s MoRmAHon Jerkisiast i He Rrdkehdat resgived by

the ¥®ndthuURESHoACAit: Gh TPeaddtdst by the éé‘ﬁ/e?eéfﬁﬁératus and a

apparatus as a communi catl on partner using

\terrmr@lall d imformiadiaratinique ﬁelth@egome ternpeed leparatys.
received by the conmmunication unit: an |IP address of
the server apparatus; and a termnal 1D informtion

8. UuniThe Homefterhnnal hppm’ét&.ls aemtﬁhg&o Gladm &he hone
term nal apparat us accordi ngtto da wher eji n t he

aut‘fﬁ@ﬁf‘?'@aﬁheo%u'ihﬁ"ttl@&qri oy @%Irﬁaéﬂé@? Rsket daanwhen the
comFANAERS Al RLb Sl p e, 88Kk el & prphbferinined

inteeygdar at us according to Claim1, further conprising an
encryption unit operable to encrypt data in a channel
bet ween the hone term nal apparatus and the server

0. appﬁi@tﬁérﬁ@aﬁerﬁ‘i’ﬁ%l bPEa?@W%mﬁg Cﬁi'@lélm 1, further
protocol, when the control information is

COMPEISiNg caRi Q@@’%Rifm‘hd-lmto@rp@fﬂﬂgetﬁ'/e@n%Mrdﬁt% in1p. channel

btk SRR ToRRnP 8P A ulEAd ek HpPpFtls that uses

the cazomel coh@mm:camenhpn@tdcmmwlaénaﬂm@r@dmoadnmmmtjon is
to d.ai rther rising a control unit

1, f
Sentéb%‘iedlﬂ@g]tpoa@arfmm th%ée Yee aPRRRATS- appar at us
according to the control information. 12. The hone
term nal apparatus according-to Caim1l, 25 wherein a
10. pl drke hoyneftetrrminainap pargtusaa cemding ¢oddairced to t he

wherein the encryption unit uses SSL to encrypt the channel.

11. The home terminal apparatus according to Claim 1, further
comprising a control unit operable to control the home terminal apparatus
according to the control information.

12. The home terminal apparatus according to Claim 11,

wherein a plurality of terminal apparatuses are connected to the
home terminal apparatus via the home network,

each of the terminal apparatuses includes an apparatus control
unit operable to control said each of the terminal apparatuses itself, _

the communication unit sends the control information to each of
the terminal apparatuses, and
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honme term nal apparatus via the honme network, each of
the term nal apparatuses includes an apparatus contro
unit operable to control said each of the termgaliarch 2007
apparatuses itself, the comunication unit sends the
control information to each of 30 the term na
uses, and -37 30 March 2007 WO
wo%%%@%%%003/012054 t he appar at us controlggﬂﬁ%ggé%?%ols
said each of the term nal apparatuses according to
the control information. 13. The hone term na
apparatus according to any one of Clains 5 1 and 2,

wherein the server apparatus includes: a second
conmﬁ]aeaaraiwsmntrggeaam@tf@ssﬁa/mpf/&h%&@wetnal

appitatuséddcéortfifg e PRCESHLrOPHIbANReRnUNi t operable to

generate packet™ 10 data to besent to the hone
term nal apparatus, wherein the second packet
139eNehatHMe YB I SANS Hratud Becomhi ftbCiy BReRFKIGIms
I ndicating the occurrence of the control request to
Zrol the hone terninal appar at us, when said contr ol

r eaudgteinofaltéRfkr Appdlataein@udapparatus, and 15 the
second commruni cation unit sends said notification

pacREECORE COREMMBIRatiaN HNikaPeippla & a%nél.rsC@W@ Raskedr .
datk}-arldie honme term nal apparatus according to Caim 13,
wherein a nobile term nal device is further connected

t o Brfecondpaskes generabpioiit opssablsptq geperaiepacket

dadetd B8 RIS GRPABhR: BdrmeipaliappatBrusiontrol request to
control the specific hone term nal ?&Earat us; and, the

| -
secWhgraiic ke sRerithinaskel gengyakiona eyt grnerates the

notifitatib§ YacRBt iRdicking MEeBCcElIPehEE FTEheOtBRtRbCAdd LAsst

unit receives the control 25 request fromthe nobile
to cepkrohihe dwne derminahdRPaEhes« When$aid-gaitirat [rauest

_oc@ff8d Gh MHetr(hAlapphBatusMigiei n the second packet

generation unit generates the control p,?_cke,t dat a
i nctRRIFAEPIhEOBUAY PIatiosis senggfald notification packet

‘to the home terminal apparatus via the router.

14. The home terminal apparatus according tb Claim 13,
wherein a mobile terminal device is further connected to the
external network, the mobile terminal device being capable of
sending the control request to control the specific home terminal
apparatus, and _
the second pécket generation unit generates the notification

- packet, when the second communication unit receives the control

request from the mobile terminal device.

- 15.. The home terminal apparatus according to Claim 13,

‘wherein the second packet generation unit generates the
control packet data including the control request, and
‘the second communication unit sends said control packet data

“to the home terminal apparatus via the router, after the connection

is established to the home terminal apparatus using the second
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30 the second conmuni cation unit sends said control
packet data to the hone term nal apparatus via the
router, after the connection is established tgoBX%%h2007
home term nal apparatus using the second 38 30 March
2007 comruni cation protocol. 16. The hone term nal
apparatus according to Caim15, wherein the second
comuni cation unit sends the control packet 5 data to

_comirheniuatiort protowl. apparatus via the router, only when

the control request occurred in the server apparatus.
17. The hone term nal apparatus according to Caim1l5,

whefgd | Q8 ity b e
16. (00T e CEFRRe SBPEARRRL ARG el 430 o at us
vi awhaeeinothe secontycamenunication upit sémdsnthaecaninel packet

terp nal apparat.us, _an_inquir. acket. for | nNAuiri
data f e RoplB BB pBrattls ia the DUl Snly Wihph thE control
requtad @&lipe@GATHE Servey &pparmtis, 15 wherein the

server apparatus further 'includes: a term nal

i nformation storage unit operable to store the
17. T Ol e't@kﬁ{iﬁéf éﬁ@akéﬂé@@ébﬁdﬁ‘n%*t‘é ERffF sdata

recei ved by the seéco cofmunication unit as™term nal

i nfwherginothe aetendi caahnmihightioheuhiineend® theradntrol packet

a ratus; | gbal. _address of the rouyter ich is a. .
dat B B 1o el Bek aPRRISCh Vi HTE FBHE Gmleiten Fageiving,
from €HE HoB! &inhih aZ)?ﬁ# 1S, 8RR &keteft Muiring about

extraction unit agp ablggu%'o@e;tﬁgg?@f rom-t hem{&ler m %al
the canbiohiiequastt orage unit, the gl obal address and the

gl obal port nunber which correspond to the term na

I D, when the control request to control 25 the hone

18. t erThenhbm@naraiing! abparaistadceyrdimgltol ClabecuByed in
the server apgaratus, wherej n the s?c nd packet

gerf¥baeipthenperRindpRaiusHarth)t iNG'e@eson packet

Chat . gt \ L : _ _
ot FeairelArhatibhtopRge Ml SREISMe i Store the fallowing
infotrhatiooc unchraed ofn t blee c paicket Bataeqeestvedanbyt tke second

notification.packet inc|udin t espectivel a
compiaubicaERi ARinas Sekmifel taediatidiiy Brtasbiindl dt,Bf therhome
ternih8PAp RAEEESS 228ibbdINedaH&RALS RAR! roUtIevHIXH 1i8C4 &nder’s

by the extraction unit.
address; and a global port number of the router which is a sender’s port
number; and '

an extraction unit operable to extract, from the terminal

information storage unit, the global address and the global port number
~which correspond to the terminal ID, when the control request to control

the home terminal apparatus with said terminal ID occurred in the server
apparatus, _

wherein the second packet generation unit generates ‘the
notification packet that includes notification information, the notification
information being information indicating the occurrence of the control
request, and the notification packet including, respectively as a
destination address and a destination port humber, the global address and-
the global port number extracted by the extraction unit. |
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-39 30 March 2007 19. The hone term nal apparatus
according to Claim 13, wherein the server apparatus
further includes a second rmanagenent unit oper§g$£%¢¢boo7
manage a server certificate to verify validity e
server apparatus, 5 wherein the second conmunicati on

unit sends, to the hone term nal apparatus, said

server certificate nanaged by the second managenent

19. uni The dfdrae terntingl Bppatatus sbeotding tieCrdinal 3,
appar at us, the connection re ueséw_ghcket for

rquQ@f?Hb gh @orﬁ%’é’ferorﬁﬁ%a@# er o jpelugess asisgrond
marﬁéﬁeﬂrﬁ a Nhi€B I%acb'ﬁ?@?ﬁ%‘?%@@gﬁ&%@@%%%ﬁ validity

appalratus acco er ei
of thesesvenppmagatiss,f urt her incl udes a second

o OB fohaP SRy RuBE EE SatRe ok e Bome
termidl Nappatatud)esgid éé‘r@e‘ifeééﬁﬁfléa'ﬁé"etﬁa'rfé@‘édorbwrﬁﬁe second

perforns the authentication on the honeterni nal

| ma!ﬁﬂﬁmﬂ@ym@a@ewwwm,d‘a@@ the hoee torrainal@nrparstus, the

contBByBTFed fe, PRl-KBPAR HguasAg S EUINEAIBAT G the server

ner home rm naf apparatus accordi

appanatﬂsamsmig&he/vlaecmnm\ cdomenmaavicatioapmartecok furt her
i ncludes a second encryption unit operable to encrypt
data in a channel between the hone term nal apparatus

20. andTIﬁ@%o?ﬁé‘t%’i*rrﬂﬁQﬁéBbF?a ac n%h:% CRESNY3,

comuni cati on protoco en t ntrol information
i s whereinec #he edarvernd@ppaRtuse fmabnmctledﬁsnaa second

aut FIREAIT 4%, bR HRo: BiMtdiTh  SHBRUMIGRGE 367 g, home

terntivai epipetrats Beea evhenicatieh Wwarkneg0 the second
packet generation unit in the server apparatus -40 30

varWhepeinr  the 2cRrerishasautremticaiden 019964 Befermies the
autl‘i%}‘@cié‘éﬁéﬁ'&ﬁtﬁ@ Hth&Ctermtd13hbBaratls Uefty & tettificate to
verify validity of the home terminal apparatus as a communication
partner.

21.  The home terminal apparatus according to Claim 13,

wherein the server apparatus further includes a second encryption
unit operable to encrypt data in a channel between the home terminal
apparatus and the server apparatus that uses the second communication

protocol, when the control information is sent/received to and from the

home terminal apparatus.

- 22.  The home terminal apparatus according to Claim 13,

wherein an application server is further connected to the external

network,

the second packet generation unit in the server apparatus

S -4
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30

control request, the notification packet including an
application server identifier for identifying the

application server, the second communication URgthvarch 2007

sends said notlflcatlon packet 5 to the honme term na

apparatus via the router, the hone term nal apparatus
woz%fo!;&%{z conpri ses: a storage unit °pera91cffﬁz%s/%{zﬂ§4

ication server identifier/address infornat

nade up of at |east the application server identifier

and an address of the application server; and 10 an

extraction unit operable to extract, fromthe

application server identifier/address information

GEDESRERS ERR Mekifigasionypagket indigating ddhecgsciyirenpe of the

coﬂﬁlﬂill U e, &ﬁ@vabt?mho@prpraeﬁ@@nﬂéluhw hén 3PPl GRfd PN

tifier included he_ notification packet,

Se\ﬂﬁ%rn c{erﬁ"é%ed'ofr?ﬁdﬁ%ﬁf\('ﬂﬁ the @pplé%aetr%§eg\éﬁrd

not ithieGRicod doaHRINIEARHH UM sdifdd Satbeiotitbieh pakthet
. p{g et generation unit generates the connection
0 &hé%'i‘ petwenak appaRtye igdhetnoutaldr ess of the

appltheaﬁome tReMIRE] apparatdsFulthalr ynprdegss. 20 23.
term naj us .according to d aim 22,

The honF ag ar%t
wherdbi SLAHEest Bt cORRADIAd0r | SIAE| yaRRISSIOT Berver
identifier/ adtiredsh efopiplat 'n%ﬂé@f VEf atdehBE tRER pRIRdtRIN
serve &ent [ fd er{ﬁ#léjr ess ormation, the extr act ion
Sel¥fit! J&E‘F et a rﬁésa?fpﬁhec%&’l?'dﬁﬁ%? $erverssand
| deratn éxafa/cadﬁr@m ¢|§‘ér@w@ttb0éb<t%@lf effohRY th@%[ﬁilﬂfa%&ﬁﬁ
Eig ?EH:FJ ess .0 application server and t
Seb‘bf?rt'dﬁu ler/afdregg in staTeddiy the FFFH'@Q@d#'?'EsB‘tﬂwd
adtpeshef &moéppta@atmh §@N@*thalt@eﬁtésfdoﬁﬂslte?ﬂh@owblidtattdw
conmuni cat i on "uni

SEF\é%re.'%étt tig dnﬁﬁiqeqd dBt .tBﬁ ﬁayﬁlgﬁtlpnomaphet whenthe

- cohiruRRekRin gﬁn@rn@‘dewegwa.dgﬁaaﬁ@taﬁént lﬁ:%cﬁeﬂn%m Ofhe

request packet that describes the address of the
FOUMSt i cati on server as a 41 30 March 2007 WO
2004@1&&%5zhé’@’a'/cﬁee@@ﬁé@é@@ﬁ%rﬂﬁgéhemtegrthedéHrﬁﬁei:twhd

rt nunber ati on server _as
requestppacket that descrltbes t?ne adgress of the application server

~ as a destination address.

23. The home terminal apparatus according to Claim 22,
wherein the storage unit additionally stores a port number of
the application server to the application server identifier/address
information,
the extraction -unit extracts, from the application server
identifier/address information stored by the storage unit, the

~ address of the application server and the port number of the

application server  that correspond to the application server

- identifier included- in the notification packet, when the

communication unit receives said notification packet from the
router,

the packet generation unit generates the connection request
packet tha__t-- describes the address of the application server as a
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a destination port nunber, and the communication unit
sends sai d connection request packet to the server
apparatus via the router. 5 24. The hone termn
apparatus according to Claim22, wherein the s opé%ﬁ?2007
unit further stores the application server
L a6, 41 er/address information that inckgg be
2 2452, . . Do 003/012054
WOapp{alcatlon server identifier and a UR o?at%e
application server, 10 the extraction unit, extracts,
fromthe application server identifier/address
informati on stored by the storage unit, the URL of

t he lication server that corresponds to. the
deaﬁﬁ?ﬁgﬁtngﬁ9§%ﬁveft & RALK UMRIRer ?ﬁ@f%@a"%ti%éerver as
a degtidatied poht paeksdr, anden the communi cation unit

rec%' ves said,nqtifi c%ti on packet fromthe router, 15
and th COTURHRISALIAN BRI end s SaiA COPRECHBR TeaPshPatket

to thguwestepappetatusovisheUdute®5. The hone term nal

apparatus according to Caim24, 20 wherein an address
list notification server is further connected to the

24ext Fhedhomettavriinal Apparitue Hccordinged ilaieabipon server
send, to the honme

i ncl udes. a,,sendi ng uni, erable t .
{or WHRERIE RS Be8e Uit £uREE SPoras therSophicatian Barver
ide!miﬂﬁtr_fl?ﬁdm’é;slsdinfcrmaqb?etha’tltoi_@idlL@@éé Q??‘S@im&{atio%ﬁseavetrh
. identifjer r i nf or ion via the router, an e
ldquﬁbert%q 'angaﬂacgg%ﬁa?%@'ﬁ}qmé?r%npri ses an update
uni thepextrbtdohounpdakerddie, Fppm Chkl apphiesMen server
[ on stored b he storage

o ddentifier/address ..infor i 1

e e A s IBEETSation SR ReL e Eng sCormn ek fis UBkitTor
the d@rp@ﬁicétdian{j wlfd/r@slﬁh__étné@frté_ﬁpbﬁﬂs !t@cth@%bdtntfatf@e. tsﬁﬂ/er

. recejive ress, | i notification packet fraomthe
'delngﬁ{eé'r'."'fgt.jg?ﬁe H'bmjhﬁerﬁlo fiCcaLiofar %@Gge%cc&cﬁﬂ%g the
corfaimcdtion4ihit receives said notificdtidhpeieké®@rom Y6k router,
an 004/ 032452 PCT/JP2003/ 012054 wherein the router is

irectly connected to the external .
the communication unit sends the connection request packet

to the URL,

25. The home terminal apparatus according to Claim 24,
wherein an -address list notification server is further
connected to the external network, _
the address list notification server includes a sending unit
operable to send, to the home terminal apparatus, an address list

- notification . packet. including another application server

identifier/address information via the router, and
the home terminal -apparatus further comprises an update
unit operable to update the application server identifier/address

- information stored by the storage unit, on the basis of said another

application server identifier/address information included in the

-received address list notification packet from the router.

26.  The home terminal apparatus according to Ciaim 1,
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network, not via an internet service provider. 27. A
comruni cati on systemconprising: 5 a server apparatus

connected to an external network; a hone term %6'March2007

apparatus connected to a hone netvvork and a router
whi ch connects the external network and t he hone

twork, wherein the hone term nal appar, | ydes:
wo%ﬁ“@%ﬁ%cket generation unit operable to gt’@?dg\@&mﬂ
packet data to be sent to the server apparatus; a
protocol determ nation unit operable to determ ne a

comruni cati on protocol used between the hone term nal

appar at us é}-ﬁ(rj the server P paratus; and 15 a
mitReredn; e Uiutebpsr diestlyo cappgrtast diov she hexissorkt

nedwbak,t Ro@Nth BhaRtéfrRirviie BRAAAGHUS via the router,
udes

and the server apparatus inc a second
comuni cation unit operable to send/receive packet

27dat & conmiRicatRPcoHteRRebRIpriingr ati on unit operable
to generate packet data to be sent to the hone

ter i} PRTVEL AR ALNS canpecipe tn angudrraek BRI on

uni.ta l@kﬂhé&ﬁkﬁﬁﬁaﬁ&]ﬂiaﬁah@s B@Hﬁecﬂe%lf 8 S AbnPREAASAS and
shoul d conmu he server Eﬁarat us usi'ng (i

S fo T Wit ena s he eeshs inekwereand the home

netWorlyni cation 25 unit sends address notification
packet dat nerated by the packet generation unit
to tHIETEH 3@8?%%@{'@%%@@9%&&% IRCIHABST epeat edl y
at a Mtﬂ(&tt@!rmraﬁénsm‘ﬂldiﬁrbﬁlfeefd/@Enék&et B@ei{éitaa&% 'to

and %}ﬁa second communi cati on protocol when t _
PO irARPaT&EYRIs/ r ecei ves control infor rratl on

to ancbl‘bt@d:blt ft%téﬁhmtloﬁouﬁﬁpair%r‘dﬁle 2% J@Fermme a
conmuni %.at on System ccord| n Claim 27,
communication protolol. use REvesn @@hommeranmad ﬁ@pgé@t@ﬁd

anﬂathleesergeﬁ%rp@ialrstusi%ﬁdl n the server apparatus
generates a notification packet indicating an
occ Gr FemERuBicalion, ypopperable to send/receive the packet

data to and from the server apparatus via the router, and
the server apparatus includes:
a second communication unit operable to sencl/recelve packet

| data; and

a second packet generation unit operable to generate packet

- data to be sent to the home terminal apparatus, and

the: protocol determination unit determines that the home
terminal apparatus should communicate with the server apparatus
tising (i) a first communication protocol when the communication
unit sends address notification packet data generated by thé packet
generation unit to the server apparatus periddicaliy and repeatedly

- ata.predetermined sending interval via the router, and (i ) a second

30

communication protocol when the communication unit
sends/receives control. information to and from the server
apparatus. -

28.- The comml._znic_ati_on system according to Claim 27,
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request to control the hone term nal apparatus, when

said control request occurred in the server

apparatus, 5 the second communication unit sendgg&aid 2007
notification packet to the hone term nal apparatus

via the router, when the communication unit in the

home term nal apparatus receives the notification

packet fromthe server apparatus, the packet
genwheréwnthmiseccgw parkes genarationt uoi in ¢hesyrveadpparatus

for makin nnection request to establish
gengBibes BRtiisation dhcket Mseatings anaRacuRRECe Fod oFontrol
reqU&$teBl ﬁéht H‘i‘éthgﬁfdégﬂéérﬁﬁﬁaﬁ h3bpd u%on\ﬂﬁ%h' %%ld control

r equest Comun; Cat e uSing t
reqlsesiboetwmedunutmts@fverpappaxatus, and the cormunl catl on

1 i th t. .15 t
o cihd SREPH A earhBhi-BEiR" LA sBRBS S ShotidaiBh! dbket to
the wmeqérﬁnnasappat@dwsl videthe Bomt& server appar at us
| 8 t he second communi cation prot ocol A

RNc HR€ oFP B HBLFAtioNNE iBnthe Rema tﬁé‘ﬁ'\m@k apparatus

-recég’g{e%tr% pé?\f\‘@?@pﬁ;pﬁgﬁéf ?[-6‘&1 tfie COEIVRE §|?p§1‘hdcu§ RAEE packet

ermnal  apparatus 1
genemﬂimatemtagenemtascaectommchzamuréquest tmacket for maklng a

ti A ted
confgHR rEduedf 1¥ Raratlih P A o Fo a8 seE Vet abpartyys, and
the td?@téc%!V@éte%ﬁﬂﬁaﬁb%SunWaéeéﬁnH& Eh&PEné dd?ﬁié&ﬁ:n #equest
packet generation step of generating packet data to
pacl@t s#ftuldo be heosunupicaigdarusing; theprsgaessl communication

pro %g)f (ﬁatl on step of determ ning a comunication
0 used between the honme term nal apparatus and

t hetheeroognmamipatiehusiniantceMes,- front the server 3pparatus,
l\/aLch §007 a comnl cation s{oﬁp of send# E‘ecel ving, .
conkrpé PesKREdagadacing dher c@ptronsequeskra 5%85 GteRNNgGIoN IS
estddiRheBUtS thd @rsbr pép@at‘d%ﬁ%“ﬂgmcf‘fﬁe?’ge&@ﬁ& hed#fHiunication

protocol.

29. A communication method in which an external network to which a
server apparatus is connected and a home network to which a home
terminal apparatus is connected are connected via a router, the
communication method comprising steps A executed by the home
terminal apparatus and steps B executed by the server apparatus,

wherein the steps A include: |

a packet generation step of generating packet data to be sent to
the server apparatus;

a protocol determination stép of determining a communication
protocol used between the home.terminal apparatus and the server
apparatus; and '




WO 2004/ 032452 PCT/ JP2003/ 012054 a second
comruni cation step of sending/receiving packet data;
and a second packet generation step of generati
packet data to be sent to the hone term nal 30%March 2007
apparatus, and 5 in the protocol determ nation step,
it is determned that the honme term nal apparatus
should communicate with the server apparatus using
(i )a gommzinication steptofasendinypesdeivingntinsgaeket data to and
nohification acket datg generated in the packet
frorg dhersarven apraratys vathe@WgE server appar at us

perﬂr@gt“éﬂg B iﬂeﬁ_‘d&peat edly at a 1o predeterm ned
sending I'nterval via the router in the conmunication
step, and ( ii ) a second comruni cation protocol when
control information is sent/received to and fromthe
server apparatus in the communication step. to 30. A
program for a conmmunication nmethod in which an
external network to which a server apparatus is
connected and a hone network to which a hone term na
.apparatus is connected are connected via a router,
the program causing a conputer to function as the
units in the home term nal apparatus according to any
one of 20 Cains 1 21. 31. A programfor a
~conmmuni cati on nethod in which an external network to
which a server apparatus is connected and a hone
network to which a honme term nal apparatus is
connected are 25 connected via a router, the program
causing a.conputer to function as the units in the
server apparatus according to any one of Cains 1721.
45 :
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a second communication step of sending/receiving packet
data; and _ ,
~. a second packet generation step of generating packet data to
be sent to the home terminal apparatus, and
5 in the protocol determination step, it is determined that the
home terminal apparatus should communicate with the server
apparatus using ( i°) a first communication protocol when address
notification packet data generated in the packet generation step is
sent to the server apparatus periodically and repeatedly at a
10 predetermined sending interval via the router in the communication
step, and (ii ) a second communication protocol when control
information is sent/received to and from the server apparatus in the
communication step.

156~ 30. A program for a communication method in which an external

network to which a server apparatus is connected and a home

network to which -a home terminal apparatus is connected are

_connected via a router, the program causing a computer to function

_ as the units in the home terminal apparatus according to any one of
20 Claims 1 ~ 21.

31. ' A program for a-communication method in which an external

network to .which a server apparatus is connected and a home

-~ network to which. a home terminal apparatus is connected are

25 connected via a router, the program causing a computer to function

as the units in the server apparatus according to any one of Claims
1~21.
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