SYSTEM AND METHOD FOR VI EW NG MESSAGE ATTACHVENTS BACKGROUND Techni cal
Field The present invention relates generally to the field of secure

el ectronic nessaging, and in particular to accessing nessage attachnents.
Description of the Related Art 5 Capabilities of wireless nobile

comruni cat i GYIEENAND METHOPROBIVIEWHEG MESSAGE-ARPACHMENASdevi ces not
only receive el ectroni c nmessages, but can view attachnents associated with
el ectroni c messages. However, difficulties arise when a nobile device

Wi shes to access attachments of secure nessages. This is due at least in

part to how nessages and attachr@Ebj(@k@!@ﬁuctured in order to conport 10

wth a security schene. SUMVARY ce with the teachings discl osed
her ei n, t hods_and systens are provided for handling attachnments on

wirel esgeﬁﬂiﬁﬁiﬂ%émni cation devices. As 15 an exanple, a method can

i ncl ude receiving an attachnment provided with a secure nessage, wherein

t he secure nessagkh¢ peentinentiondelaées gsnendly iethectlieldof gecueg elgetiapiot. The
secure nmessage is processed in order to locate within the secure nessage
the requessagingtdratimpanticuldhéo bocedsing aidsaabemttachmantevi ded to the nobile
device. 20 As another exanple, a systemcan include a server having a data

store midedriSlion 9F the FRAHIRE APFSage and its associated attachnent. The
secur e message contai ns a secure |ayer such that the secure nessage is
recg! ved by the S@éﬁffﬁiliﬁ@s &fWireless mobile communication devices have expanded

greatly. For example, such devices not only receive electronic messages, but can
view attachments associated with electronic messages. However, difficulties arise
when a mobile device wishes to access attachments of secure messages. Thisis due
at least in part to how messages and attachments are structured in order to comport

10 with a security scheme.

SUMMARY

Inaccordance with the teachings disclosed herein, methods and systems
are provided for handling attachments on wireless mobile communication devices. As
15 an example, a method can include receiving an attachment provided with a secure
message, wherein the secure message itself | was received by the server as an
‘attachment. The secure message is processed in order to locate within the secure
message the requested attachment. The located attachment is provided to the mobile

device. |
20 As another example, a system can include a server having a data store

that stores a secure message and its associated attachment. The secure message




attachnment itself. A secure nmessage processing nodule | ooks into the secure
nmessage through the secure layer in order to | ocate the attachnent. The

| ocated attachnent is provided to the nobile device. 5 BRI EF DESCRI PTI ON
OF THE DRAWNGS Fig. 1 is a block diagramof a nessaging system Fig. 2 is
a bl ockcatitaigs ansedure tayea siioly that Skee seeure-mes$agesis sacsivedt by igservienaa an

nmessagi ng system 10 Fig. 3 is a block diagramillustrating a nmobile device
accessigtthohferitt S MNtsechird mdsdaped pfdepysip niodidpilcsdid ihtanthepeeedrieonal
scenari o wherein a nobile device accesses an attachnment. Fig. 5 is a block

di 20" ALt FpLAA the TRRLLLIRY HF BrIGCR CBf hd SAgiAEn 1Tnatibasbaent.

agram-i trating a no vice providing a key to a
server f use |n acc nt. Fig. 7 is a block diagramof a
o1 o ecibiens 8 pRAaRSR T fhethaBlb BEVREDL Lo Lip DEsoR PV ON The
attachment accessing nethods and systens disclosed herein may be used with
many different types of secure messaging schenes. As an illustration, in a
public key cryptography scheme, each user has a key pair including a public
key that is distri buBRIEEIDESERIBEIGNIQF JiHie DRAVHNGSd a private key that
I's known only to the 2 user that is the "owner"” of the key pair. For

secure messagi ng migen & hWNScK@BGraADE a messaging system.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange
in a messaging system.
10 Fig. 3 is a block diagram illustrating a mobile device accessing an
attachment.
Fig. 4 is a flow chart depicting an operational scenario wherein a mobile
device accesses an attachment.
Fig. 5 is a block diagram illustrating a mobile device receiving a rendered
15  attachment.
Fig. 6 is a block diagram illustrating a mobile device providing a key to a
server for use in accessing an attachment.

Fig. 7 is a block diagram of a wireless mobile communication device.

20 DETAILED DESCRIPTION

The attachment accessing methods and systems disclosed herein may
be used with many different types of secure messaging schemes. As anillustration, in
a public key cryptography scheme, each user has a key pair including a public key fhat

is distributed or available to other users and a private key that is known only to the




public key cryptography, a user uses a private key to decrypt received
encrypted nessages and to sign nessages to be sent. Public keys are used
to encrypt nessages to be sent and to verify digital signatures on

recei ved nessages. Thus, 5 access to public keys of other users is required
for di ffserdémat is ¢oaFewned ddhe ey pper &dreesursrmessagingsepaysionsipased sngned
with a digital signature, encrypted, or both signed and encrypted, and nmay

al so beyplieaessedptayrapher a Waes Usksda PRsaRIkey ¢ rderymiretoived radirgitedsyst em
bet ween a nmessagé sender” and a nessaging client 10 which receives the

secure ESSANE aR'toCXAPhfssARELE HESRANCPUBI N SEETo tdbyptave

S
been signed,” encrypte signed, or signed and then encryptied, by a
nmessage_sender accor di t.Q _var.l ant f. Secure MilLl; ter Mai
Ext onrBReqaee ok sl dad fp $BHBER TR VanFEres allfabbeh Bt hadtin, Tiils
conpressed or otherw se processed either hefore or, after being signed
andPor acegsererpyrlicakeys pHRgH HgeE IefRAUIRGLIRY difigjarteRedHe e
operates to receive and possibly also send nessages. Messaging clients
oper at @pamationonput er system a handhel d device, or any other system or
device with conmunications capabilities. Many nessaging clients al so have

addi tional non- neSsagengedssyeisimag be 3igriddwittl aidigital lsigreitu i, ageamied, ox
nmessagi ng system The system 10 includes a Wde Area Network (WAN) 12,

coupl egygiR s%erﬁe@l% éﬂécméféfg Bnddnad alst bEpRT2sBEE WhiheB A48 d fhesdBfea

Local Area Network ( (e.g., a corporate LAN). The wrel ess network
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10 which receives the secure message. For example, secure messages include
messages that have been signed, encrypted and then signed, or signed and then
encrypted, by a message sender according to variants_of Secure Multipurpose Internet
Mail Extensions (S/MIME). A secure message could similarly be encoded,
compressed or otherwise processed either before or after being signed and/or

15  encrypted.

A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients operate on a computer system, a
handheld device, or any other system or device with communications capabilities.
Many messaging clients also have additional non-messaging functions.

20 Fig. 1 is a block diagram of a messaging system. The system 10
includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
wireless network gateway 16, and a Local Area Network (LAN) 18 (e.g., a corporate
LAN). The wireless network gateway 16 is also coupled 1o a wireless communication

network 20, in which a wireless mobile communication device 22 ("mobile device") is




configured to operate. The conmputer system 14 is a desktop or | aptop
personal conputer (PC), which is configured to comrunicate to the WAN 12,
which is the Internet in nost inplenentations. PCs, such as conputer
system 14, normally access the Internet 5 through an Internet Service

Pr ovi degorfigered tanpergiei cati on Service Provider (ASP), or the like. The
LAN 18 is a network-based nessaging client. It is normally | ocated behind
a security firewaThe28mpitértsystdrmel 4L\l dektap ordapteppesssnat codputerfPCat i ng
on a conputer behind the firewall 24, serves as the primary interface for

the corpricAtis Pdrifiguidy webm.&a%sm L 1‘@ tvFHrBh tré‘%ré—ﬁ%ﬂr?et iANfoyd th

ot her external neSsaging clients via the WA . known nessage servers

26 are I\‘l!gér%ﬂtétwsatﬁéé Yfch §§rj i rptﬂQPsM&HftEfrﬁlt}mJ S8 the ThEfet

n
servers téh used inh con ion er net rrar rout er that

route I|v mai |, ness rver su h as a
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dat abase storage for calendars, todo lists, task lists, e-nmail, electronic
docurerhatiken, etc. The message server 26 provides messaging capabilities
to the corporation' s networ ked conputer systens 28 coupled to the LAN 18.
A typical LAN 18ThetAdDDESisraheiwdre-basermessagyrsd eifent28 is rachalbflovdiedh

i npl ements a nessaging 20 client, such as Mcrosoft Qutl ookTM Lotus Notes,

etc. WHdHimd btsecuﬁtyfﬂrawamasmm tHY IEANEIEE VR8s s d S8V EESS afferathty ¥8h 26,
distributed to the appropriate mail boxes for wuser accounts addressed in

- the receinNsttelBefRdthe Arcaines Mﬁﬁgﬂté} Fyr"?ﬁy'ﬁ{erfﬁtéyfgpﬂ% &VQBF%@%% ovi des

' system 28 operating as a nessagi ng client W reless gate
an 1'0”t eergcﬁgﬁgeomgsgggeesl B3th w‘ﬁ}ﬁ'\rpthke EQ\N 18, and with other external messaging

clients via the WAN 12. Two known message servers 26 are Microsoft™

Exchange:
server and Lotus Domino™ server. These servers 26 are often used in conjunction
with Internet mail routers that route and deliver mail messages. A server such as the
message server 26 also typically provides additional functionality, such as dynamic

15  database storage for calendars, todo lists, task lists, e-mail, electronic documentation,
etc.

The message server 26 provides messaging capabilities to the
corporation's networked computer systems 28 coupled to the LAN 18. A typical LAN
18 includes multiple computer systems 28, each of which implements a messaging

20  client, such as Microsoft Outlook™, Lotus Notes, etc. Within the LAN 18, messages
are received by the message server 26, distributed to the appropriate mailboxes for
user accounts addressed in the received message, and then accessed by a user

through a computer system 28 operating as a messaging client.

The wireless gateway 16 provides an interface to a wireless network 20,




o

4 through which nessages are exchanged with a nobile device 22. Such
functions as addressing of the nobile device 22, encoding or otherw se
transform ng nessages for wreless transm ssion, and any other required
interface functions are performed by the wreless gateway 16. Although the
wi r el esthrgagewhichlibiespages are exdhianged vithmg inldledevidee2?. bochdumctzmsias Fi g.
1, wireless gateways nay be configured to operate wwth nore than one

wi r el esgddyespigtofitiie AldbiERRlice2 2 Rheddimgirothémvisdirghisforamgtrhessagesddress
gateway may al so determne a nost |ikely network for |ocating a given

mobi l e Eigéisgira‘ﬁéﬁ'ﬁs%ﬁ’, ARV arky Ghel F@dilz difififerfage f&ﬁﬁ%né%@b@ﬁér\fﬁ@d‘ébﬁﬂi@t ries

.
or networ ny conputer system 14, 28 wth access to the WAN 12 may

exchange. 10 nmessages, W t.h, a LlLe i hr.ou .k el es t wor k
Gat onmy rgIeSs GataRAk: 16 er By BR e SO EaF detSwhy 15 Boe e M2 R0E
wireless, Virtual Private_ Network (VP routers, could be inplenmented to

pr o dewelsss \tworknZ@in Fige 1 witeless g eé@SHE?MPIGOWPr@(QQBP%&%W rel ess
VPN router inplenmented in the LAN 18 would provide a private interface

f rom t heore\thas ane ovieeless metwonkoli blet@live eembadimargsad trichsisiseethgevi ce
22 through the wireless network 20. Wreless VPN routers and other types
of pri walrelessigatdveaemaly@ldddetanhinea dost lileel2 Retworkddf lechiingh giviea neottilended
to entities outside the LAN 18 by providing a nmessage forwarding or

redi r ecdd gt B¥EE SR MAPHISERRICRIRRr¥vak Inb ) fodMR 1RAN8e 8 @bYAfricdtor IRUGBII.

-redirection systemis ‘disclosed in United States Patent No. 6,219, 694,

which ts hereby | ARGERAIRNG A U1DB AR ERL IOMAR AN 1558 885fnde 1 S

type of redirection’sy ncom ng nessages recelved b h ness

server 26 and addpessed t.0 user .of .a mobi ] e device 22 are sent thyrough
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gateway 16 or. other interface, to the wreless network 20 and to the
user' s Mignptivelyy pEkateowirglesspegtwork gateways, such as wireless Virtual Private

Network (VPN) routers, could be implemented to provide a private interface fo a
wireless network. For example, a wireless VPN router implemented in the LAN 18
would provide a private interface from the LAN 18 toc one or more mobile devices such

15 as the mobile device 22 through the wireless network 20. Wireless VPN routers and
other types of private interfaces to the mobile device 22 may effectively be extended to
entities outside the LAN 18 by providing a message forwarding or redirection system

that operates with the message server 26. Such a redirection system is disclosed in
United States Patent No. 6,219,694, which is hereby incorporated into this application

20 by reference. In this type of redirection system, incoming messages received by the
message server 26 and addressed fo a user of a mobile device 22 are sent through

the wireless network interface, either a wireless VPN router, wireless gateway 16 or

- other interface, to the wireless network 20 and to the user's mobile device 22. Another

alternate interface to a user's mailbox on a message server 26 is a Wireless




alternate interface to a user's mail box on a nessage server 26 is a

Wreless 5 9 Application Protocol (WAP) gateway, through which a |ist of
nmessages in a user's nailbox on the nessage server 26, and possibly each
message or a portion of each nessage, could be sent to the nobile device
22. W ripplstioat ratdsol JUAP agatdveaywithmugbswhishw likt obmessages yn adlseysr 5
information to and from nobil e devices via RF transm ssions between base

st at i ongaillBddoh ife MY sagetRVEEXs, abiepodsiiay eash meéswrdge &a pastionfafreagkanyl e,
be a data-centric wreless network, a voice-centric wireless network, or a

dual - "Q%Fﬁﬁéﬁ%ﬁ'& B@tseﬁ@%gﬁﬁ'@%é deoick 2Qc_)i ce and data comruni cati ons over

t he sane dstructure. ata-centric network include the MbitexTM
Radi o Network (" | tex" and the, F. 10 T [ :
("DataTAC'"). Exa It 469()‘? %Eﬂmﬁs\?&% ea-‘scé?ﬁ Wgﬁ’%ﬁcﬁ%@o&ﬁﬁﬁ%ﬁﬁgg“‘% sonal
Communi cati on Systens (PCS) networks |i G obal . System for Mbil e
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Dual - node wi rel ess networks include Code Division Miltiple Access [ (CDVA)
net wor k&d therreehile fadkes. RadiviraiessneworicRRe)andenwraspleabd asiatagentsig 15

t hird-generation (3G networks, such as Enhanced Data rates for d obal

Evol ut iwineletERetyoknd Vdideregstat wWibdiedendiwlark ooma duaktricadesndayerietiat CahTsS) ,
which are currently under devel opnent. The nobile device 22 is a data

conmuni GHIPNbE@WdISe afd\(Rits LonATRALGRS bosr ﬂ'\%VéeSrﬂ]g iRfragtriBtlitd. PKRowRde

devi ce capabl e of voice, data and other 20 types of communications. An

. exenpl i TE RARNbAC ir?éfu&é tHESTbbRET™ Rabit NiHvoRe@bbitde},0%hd the
10 DataTAC™ Radio Network (“DataTAC”). Examples of known voice-centric data
networks include Personal Communication Systems (PCS) networks like Global
System for Mobile Communications (GSM) and Time Division Multiple Access (TDMA)
systems. Dual-mode wireless networks include Code Division Multiple Access
(CDMA) networks, General Packet Radio Service (GPRS) networks, and so-called
15  third-generation (3G) networks, such as Enhanced Data rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS), which are
currently under development.
The mobile device 22 is a data communication device, a voice
communication device, or a multiple-mode device capable of voice, data and other
20 types of communications. An exemplary mobile device 22 is described in further detail
below. |
Perhaps the most common type of messaging currently in use is e-mail.
In a standard e-mail system, an e-mail message is sent by an e-mail sender, possibly

through a message server and/or a service provider system, and is then routed




Per haps the nost common type of nessaging currently in use is e-mail. 1In a
standard e-mail system an e-nmail nessage is sent by an e-nmail sender,

possi bly through a nessage server and/or a service provider system and is
then routed 6 through the Internet, when necessary, to one or nobre nessage
r ecei vethsoudh e Infemestsahen recessaryrdab lognesenmora ndssageesaceims.t il | y
use Sinple Mail Transfer Protocol (SMIP) headers and Milti - purpose

| nt er nefnelYBhged s NtdrRgy (MrvEh thadyleaP@hbstybRallgfiseeSimpld RMamtrapisfdrhe

e-mail message. 5 In recent years, secure nmessaging techni ques have evol ved

to prot ' I : Ry
rescagea ot i Ein SRS Hn E it BLsel it bR ens BHS AR Y
secure e-nyjl ssaqi protgcols that provide for both encryption, to

pr ot ectpﬁkﬂgﬁﬂ%ﬁ%@w&@f&ﬁ %’é?a't\me@ﬁg%‘?'ot ects the integrity of a
message and provides for sender authentication by a nmessage 10 receiver. In
additi on to utililfiniegent yearsl sesyRdnasRgingteohhiias Raveneyglyed Enpradectur e
nmessages nmay al so be encoded, conpressed or otherw se processed. Fig. 2 is
a bl ockbathdbe ontdnt asidrintagnity af sesaages-suehlasneswlgbessades g8/MIME and
messagi ng system The systemincludes an e-mail sender 30 coupled to a WAN
32, and:’@tWCB@d)@Pﬁvg@}T@\(ﬂBFgM%aMV@pMIM care émﬁ@irmgagmg\m@t@cblbe VAN
32 and 15 a wireless network 36. A nobile device 38 is adapted to operate

wi thin thgppm'\{i:(% .ﬁﬁ?otg%hﬁg{dﬁoﬁﬁtocﬂ%?e&' ' 'coﬁf’erﬁ@',eéncﬁgighﬁgﬁ‘ V\FF%I?TEHS?(QC@S the

system 14 I n wor k-'connect ed conput'er, stch-as conputer 28 in
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ur%% and possibly encryption, secure
messages may also be encoded, compressed or otherwise processed.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange
in & messaging system. The system includes an e-mail sender 30 coupled to a WAN
32, and a wireless gateway 34, which provides an interface between the WAN 32 and

15 a wireless network 36. A mobile device 38 is adapted to operate within the wireless
network 36.

The e-mail sender 30 is a PC, such as the system 14 in Fig. 1, a
network-connected computer, such as computer 28 in Fig. 1, or a mobile device, on
which a messaging client operates to enable e-mail messages to be composed and

20 sent. The WAN 32, wireless gateway 34, wireless network 36 and mobile device 38
are substantially the same as similarly-labelled components in Fig. 1.

In an example digital signature scheme, a secure e-mail message

sender 30 digitally signs a message by taking a digest of the message and signing the

digest using the sender’s private key. A digest may, for example, be generated by




are substantially the same as simlarly-|abelled components in Fig. 1. In
an exanple digital signature schene, a secure e-mail nessage sender 30
~digitally signs a nessage by taking a digest of the nmessage and signing the
di gest using the sender's private key. A digest may, for exanple, be

gener atpstfdryning afdilkedikesumy a0wliaRedeodascynCheckYCRIQ), Rbdsh damsym Clothod

(CRC), a hash, or sone other non-reversible operation on the nessage. This

di gest jen Pé\ﬁ‘é?si@legbﬁ@ﬂdt%n%lgm%%egséd@ TERNHAGESIUS tigh Hf@ﬁaﬂ?@@‘hédﬂnyﬂhbvat e

key. The private key is use to performan encryption or sone other
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digital S|gna I'nC e di est S|gnature IS the

appended to the out SS L n addl ion, Certlflc (Cert)
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information that is. bound to the public key with one or nore digital

si gifat uFigRatusgd Apdigdabsignatwe cinaluding tf@ecﬁrg@sfawaﬂ the digest atg@ahg@o@a&hpan
Lists (CRLs) associated with the Cert and any 1o chained Certs, is often

i ncl udeabpended: teetheutgtgoing message.  Mhadditonr 2 dégitﬂi@enﬁﬁsa;t&gﬁ?ett) afethe by
the e-mail sender 30 includes a conponent 42 including the sender's Cert,

Cert chadndler GRhighansludegtticaderidegRaiublie kandndidemder redityeseagaionatiyt 4. | n
the S/M M secure messaging technique, Certs, CRLs and digital signatures

are nor 2
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The secure e-mail message 40 sent by the e-mail sender 30 includes a
cdmponent 42 including the sender’'s Cert, Cert chain, CRLs and digitaiisignature and
the signed message body 44. In the S/MIME secure messaging technique, Certs,
CRLs and digital signatures are normally placed at the beginning of a message as

15 shown in Fig. 2, and the message body is included in a file attachment. Messages
generated by other secure messaging schemes may place message componentsin a
different order than shown or include additional and/or different components. For
example, a signed message 40 may include addressing information, such as “To:" and
“From:” email addresses, and other header information not shown in Fig. 2.

20 When the secure e-mail message 40 is sent from the e-mail sender 30, it
is routed through the WAN 32 to the wireless gateway 34, through the wireless
network 36, and then to the mobile device 38. As described above, an e-mail.
message sender may alternatively send a message directly to a wireless gateway, to a

computer system associated with a mobile device, or to a wireless VPN router or other




"From" email addresses, and other header information not showm in Fig. 2.
20 When the secure e-mail nessage 40 is sent fromthe e-mail sender 30, it
is routed through the WAN 32 to the wirel ess gateway 34, through the

wireless network 36, and then to the nobile device 38. As described above,

an e- nghierfatesdagelivapdea mopil@deeiceat i vel y send a nessage directly to a
W reless gateway, to a conputer system associated with a nobile device, or

to a wreless VPNrﬁ@%cg‘éwcﬂrof%Q%r gnedl hBs&4da4e, ﬂ'l@rmé@ilé d@WeB@ &y pidiy! e

devi ce. The receiver e signed message 40, the nobile device 38,
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digest fromthe dig nat re 42, t at ed, di t wth
the di JBS8S39R bagy 44, fosiacd ?gtﬁ"éﬁm'gfeérf%{ng S dan e AGHELSNaLIEA R ng ¢ he
di gest signature in the di |taI signature. The digest algorithm used by a
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"the algorithmused by the nessage sender, and is normally specified in a

mes s ageandhibathererifgingibe slidest signadure igithaldigitaj signatiereof Thdvdigest algeriteas age.
Commonly used 1o digest algorithminclude the Secure Hash Algorithm 1
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nmessage 40, and then verifies the &gn@;ure on the digest in the digital
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For
Algorithm 5 (MD5), although other digest algorithms may be used. It should be

appreciated that the systems and methods described herein are in no way limited to

the above, or any 6ther digital signature scheme.
In order to verify the digest signature, the receiver 38 retrieves the public
15  key of the sender 30, generally by extracting the public key from the sender’s Cert 42
attached to the message 40, and then verifies the signature on the digest in the digital
signature by performing a reverse transformation on the digest signature. For
example, if the message sender 30 generated the digest signature by encrypting the
digest using its private key, then a receiver 38 uses the sender’s public key to decrypt
20 the digest signature to recover the original digest. The secure message 40 shown in
Fig. 2 includes the sender's Cert 42, from which the sender's public key can be
extracted. Where the sender’s public key was extracted from an earlier message from
the sender 30 and stored in a key store in the receiver’s local store, the sender’s

public key may instead be retrieved from the local store. Alternatively, the public key




exanple, if the nessage sender 30 generated the digest signature by
encrypting the digest using its private key, then a receiver 38 uses the
sender's public key to decrypt 20 the digest signature to recover the
original digest. The secure message 40 shown in Fig. 2 includes the
sender ' ma@drd ret@eved Tamvihiecdendes s Rartietored publldcal isbyrec anfrom apubligiexct ed.
Where the sender's public key was extracted froman earlier nessage from

the sengdgrvePqPKE}. SPOPKS iig) adsésier Shat 5 hormally besetiuted withogalerificate, the
sender's public key may instead be retrl eved fromthe | ocal store.
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whi ch rressage receivers may establish communi cations with the PKS. The
Cert, QeceivehamaysestadiRiscarmunicationg with therB68i ver to ensure that the
sender s Cert is valid, i.e., that the Cert has not been revoked or

expired, and is Theﬁeeﬂ()e@tﬂﬂin aingd CRL=42 poe used by aCeceivehtn ensusbiticdt
includes a user's Cert as well as 10 other Certs to verify that the user's

Cert | sthalidmeml ‘sQ)erF%rvél?&aW@ Qhaﬁh@e@ér’[ffﬁfs it beePablbked aF ekpiréd Yarid/iei cal |y
I ncludes the entity's public key and identification |nformat|on that is

bound ttmétgﬁ W@le'rtclslﬁ ‘gﬂélf ofattlt Eﬁéms Wghggﬂé@degeé’ @éﬂeés Qengert

current I'n"use inc or exa res are typlcally

i gt alOUBPh ey B Yok ek o) Geepk Gsﬁéhav B R '%%u@ief 3 BB and”
'S Checgfr%cgl%r gn%ﬁ?&ggllyr I%%%d\égrthe entity’s public key and identification information
that is bound to the public key with a digital signature. Several types of Cert currently
in use include, for example, X.509 Certs, which aré typically used in S/MIME, and PGP
Certs, which have a slightly different format. The digital signature in a Cert is
15 generated by the issuer of the Cert, and is checked by a message receiver as
described above. A Cert may include an expiry time or validity period from which a
messaging client determines if the Cert has expired. When a CRL is available, the

Cert is checked against the CRL to ensure that the Cert has not.been revoked.

If the digital signature in a message sender’s Cert is verified, the Cert
20 -has not expired or been revoked, and the issuer of the Cert is trusted by a message
receiver, then the digital signature of the message is trusted by the message receiver.
If the issuer of the Cert is not trusted, then the message receiver traces a certification

path through the Cert chain to verify that each Cert in the chain was signed by its

issuer, whose Cert is next in the Cert chain, until a Cert is found that was signed by a
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descri bed above. A Cert may include an expiry tine or validity period from
which a nessaging client determnes if the Cert has expired. Wen a CRL is
avai lable, the Cert is checked against the CRL to ensure that the Cert has
not been revoked. If the digital signature in a nmessage sender's Cert is
veri fi ewpot Oest fgamta trasted souras:, suohi ascallasge PEsh ©ooeRredot Ged i feandsthesr of
the Cert is trusted by a nessage receiver, then the digital signature of

t he nesssagmatdretgaishe trubied, becanss both thecsirider andIrécéiber frsstube solirdenef Cert
is not trusted, then the nessage receiver traces a certification path

t hr oughinheofeitt. chain to verify that each Cert in the chain was signed by
Its 1ssuer, whose Cert is next in the Cert chain, until a Cert is found

that was signed b t 0 t ed , l.ar ge
PKS. Once a root %e?ts | g'r% gﬁ%%%g{%gjna{s ?%ﬁ%&&?é’@%@g ?'?%%E%% Izﬁ/et‘?ause
both the sender and receiver trust the source of .the root Cert. If a
Sectr ¢ THESSAYESRBLS AT POIIaNed then pab sPoea L HoRyPE OrpaesBs gt dender
after being signed, then each receiver first decrypts or perforns other

i nver sdNpeiGee PEIGRFSHIT CRETIRNSoANt e mpesswge befueesignghie uyasifigationi isat i on
Is performed. Where encryption or other processing was perforned before

si gni ngperfdravesd e WY hérev ensryphion e sthagpmoelssing Was meptormedi Isefpes Saminegl af t er
signature verification. Encryption and decryption involve applying a

crypt odicwdiet, kayeraadpldteskimige suah 08¢ | dduR/bifor N§ Op&mdIndsY taFtdre spingfiat ed or
decrypted. Encryption and decryption use correspondi ng ci pher algorithns,

o TRHBUOR) it RGBT N Sophl SO ASlny
o P R B R 5 B S PR b 1
decryption use corresponding cipher algorithms, which may or may not be the same,
and either the same or different cryptographic keys. In public key systems, different
keys are used for encryption and decryption, whereas in “shared secret’ type
operations, the same key, a secret shared between a sender and recipient, is used for

15  both encryption and decryption.

Access to a user’s public key is also used when an outgoing message
addressed to that user is to be encrypted according to a public key encryption
algorithm. However, when an error is encountered during a public key access
operation, known messaging clients provide little or no information as to the nature of

20 any errors and possible solutions.

Fig.r 3 fllustrates a mobile device 100 wishing to access an attachment

102 that is attached to a secure message 104. in Fig. 3, the secure message scheme

used in this example treats the secure message 104 itself as an attachment. As an

illustration, when a server 106 receives an S/MIME message 104, the S/MIME
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15 both encryption and decryption. Access to a user's public key is also
used when an outgoi ng nessage addressed to that user is to be encrypted
according to a public key encryption algorithm However, when an error is
encountered during a public key access operation, known nessaging clients
pr ovi demessadie 104 isvat iedsd mitkallyp pemeivad hyhberssrvard 0ffas avatagheenidus tand
possi bl e solutions. Fig. 3 illustrates a nobile device 100 wishing to

access [ggw Mé SIMMAFt medfagd o4 id stnadtureh eBudiPa dchemid Paydesagiddiéd ash Fi g.
3, the secure nessage schenme wused in this exanple treats the secure

nmessag [ ) t1:a6 Ik rustfiatd er 106
ecer vaiafto gnitipenfiord 102 Wi ShRiner ARimert 5 hElcehyn MBS oo 3P
initially) perceiyed_b he server 106 as att achment t Q he
SIM ME mbshge. 104 Pasdh iR SRR mithed® (R aRbb AR afifSbBru e

havi ng an_attachnment 102 w thin another attachnment (i.e., the secure

mes $ageNad Progriam g iVlichegofhOslieak)on tg&gi@”i@'ﬂ%ﬁe@@%ﬂ&%mﬁsﬁg?é’@ﬁnent
to an e- 5 mail program(e.g., Mcrosoft Qutlook) or to the server 106 is

t hat t Heeercspuglephdde.heencypiad opethgrwisy pradactedpmad arsesurrilayese For
protected) with a secure |ayer. For exanple, the secure |ayer can result

f rom t hexampleagee becog Ener aheksulti fagmather medoays \buimg incnjotyd usires @i n
that symmetric key nmay then be encrypted using the recipient's public key

and senfanabRNGyiiichid k@y WRtaltthat éyrﬁm@ﬁ’@?@ﬁ‘rﬂa% theh Be TRMptEa u%fP\gFbet iple
recipients, the symretric key is encrypted separately by every recipient's

B s L L L
qul%i f ir(r:lgftilp}/é réscii;gll%%ts?ﬂ"\l/tle “é%rr%n%eglséelgey} 2 gﬁgrlyjr[rat%dl\/&l‘,(—%lzargpethi/ tDiyec—:',s\?ena/1 rg/lcilp\)/Fent's
public key. The enveloped message and the encrypted sjmmetric keys are packaged
together and also may be protected via a digital signature.
More specifically, since S/MIME is used to secure MIME entities, a MIME
entity that is secured as such can be thought of as the "inside” MIME entity. Thatis, it
15 is the "innermost" object of a larger MIME message. One or more attachments may
be contained within a MIME entity. These aspects are further discussed in RFC 2633
(version 3) entitled "S/MIME Version 3 Message Specification." It should be
understood that message security techniqueé other than S/MIME may be used that
resuit in a secure layer that envelops or wraps message components and which need
20 to be processed by the systems and methods disclosed herein.
An attachment 102 contained within a secure message 104 that a mobile
device 100 wishes to obtain may be any type of file, such as a textual/word processing-
document. The attachment 102 may also be an image, audio or video file.

Because the mobile device 100 is typically resource-limited and in order
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entity that is secured as such can be thought of as the "inside" MME
entity. That is, it 15 is the "innernost" object of a |larger M ME nessage.
One or nore attachnents may be contained within a MM entity. These
aspects are further discussed in RFC 2633 (version 3) entitled "S/IM Me

Ver si onto3saes saqelwdiibe ithe cacssage serverhtld dndy dlectundetstinibially Isend nibesage
security techniques other than S'MME may be used that result in a secure

| ayer thedctene®l O3 tOrthw/ABBildesyRee1 GO BRENaNiTeRRE ddtinttdesited010& be
processed by the systens and nethods di scl osed herein. An attachnent 102

cont ai ngghigt Jidih )9ath%%\é§$a§@%ﬁatﬂsucﬁﬂllé Balicé 1P d Gserd& ?&gﬂe@.@ tHASHEs to

obtain nmay be any type o as a textual/word processing

docurrent The ,attach ma ,deg f

Becausd TPREGRR PreS a2t tqafg;ﬁ%?efrey@?@%naﬂfeéiﬁ*ﬂ%rtaél'%ﬂav'P% 190 Ger

12 to save bandw dth, the rressa server g é@el ect not to.initially

send tt%"ergi“?ﬁ’éfﬁlﬁﬁtco{’@?c%wﬁ*@ 881 Bisnaied thatoee wirelesg cpppett EE%VSé‘%mnector
system 108. \WWile view ng the nessage on the nobile device 100, a user can
r equest 1@ aavtindudaeswigless redwod, atirless gaiewaynand/ar avide aréenetveatkni t t ed
to the nobile device 100 5 over the wirel ess connector system 108. It is

noted that the wiTlee essverond@ctoeivey shenatidbBthardyreqnebtidd 0aand uskestbe
network, wireless gateway, and/or w de area network. The server 106

r ecei vVagehtioingt iRSIAEIN ESAAARIG WHRIRRMG URAShMRA! Q4! ¥ioo 868 b On

contained within the attachnent request 110 to |ocate the proper

-t ac N bol Qe HEnE 707 TR0 Ca 819G 1Dr R NL R I RGNS uiolh 23 2

re’ nessage processi ng I ASI € Secur e nessage
104 to | ocate the att achnent nsi de the se

resae EiH Mepaeer PG e ittt d 2ol bkaReigS thig sepp B e tads dbkioor ¢ ne

attachnent 102 withj o
locate the attachment 102. In order to look inside the secure message 104,

decryption operations may need to take place. Location of the attachment 102 within
the secure message 104 can be accomplished in many ways, such as by locating a
MIME field that contains or is associated with the desired attachment.

15 Once located, the server 106 sends over the wireless connector system
108 the requested attachment 114 to the mobile device 100. The mobile device 100
can then use the transmitted attachment 114 in any way permitted for the attachment,
such as to view the attachment 114 or play an audio attachment.

Fig. 4 illustrates an operational scenario wherein a mobile device

| 20  accesses an atfachment. Atstep 200, a mobile device receives a secure message. If
the secure message has one or more attachments, then the mobile device typically
displays an icon to the user in order to indicate that an attachment is associated with

the message and can be provided to the user. The server may provide an indication

to the mobile device that the secure message has an attachment, and the server's
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t he secure nessage 104 can be acconplished in many ways, such as by

| ocating a MM field that contains or is associated with the desired
attachnent. 15 Once |ocated, the server 106 sends over the wreless
connector system 108 the requested attachnment 114 to the nobile device
100. Thiadinatiohds deed by themobdadevivertoirdicatedottha moniletdayica's ugemtbat the14 in
any way permtted for the attachnent, such as to view the attachnent 114

or pl ays@turauféssaije e am attacirnent. 4Additivak kg teshoald bpendersioad tsatéhere o
wherein a nobile device 20 accesses an attachnent. At step 200, a nobile

devi ce Y ; : re
h%&?e ét?ﬁ.uéeﬁotﬁﬁg\nﬁrgg% Iﬁﬁe%%tgaﬁménft is thih (HBOKEE tTBTAER HaiceHBcPthaiD

attachnen evice typically displays an icon to the user

in orde 1.ndi ; t ol S i i 1.h e and
can be. prooT HAETBbR AP PoRkke S e o RS S rtlchn sl SRR
nobi | e device that the secure nessage Bas @n attachrrent, nd the server's
13 5 s Mayiademahicaly iderengn efechelnt baged veenBe MrRSCILLBY CRENREDI | e
device's user that the secure nessage has an attachnent. Additionally, it
shoul d be under st Bdlde aftachmiest is torkg rejeeed, dhen ehstaphed2thenmebilgdevisst i s

to be provided to a nobile device other than a user indicating a desire to
retri everozidest &4 aeguesttto Wsveathe ditachimeant providedrubit]! eAldstepcD4f theyserver
automatically retrieve an attachnent based upon the nessage bei ng opened.

I f the RickAeRMBBtatisthhteechebsti eVes atthbeMent réduidt 204, LS8 iy bRfedlevt ce

provi des a request to have the attachnment provided to'it. At step 204, the

o SNBSS G FRUREY nd B BRI s ¥ e
devigoe USSR, 4o AT Ban Haokt FHRPhRacHRS R YL 55:cP80eRRCh) sy 8"
message attachment indexing system that the device and server both understand.
When tﬁe user wishes to view an attachment in an S/MIME message, the device
sends the appropriate attachment identifier to the server. The server performs an
index lookup to find the attachment or the message containing the attachment based
15 upon the identifier.

At step 206, the server processes the secure message encoding and
finds the attachment within the secure message. At step 208, the server provides the
attachment to the mobile device. The fnobile'device provides the attachment to the
user at step 210. [t should be understood that the steps in the flowchart need not

20 necessarily include all of the steps disclosed herein and may include further steps and
operations. For example, the server may initially look inside the secure message,
such as by decrypting the secure message, to determine whether any attachments are

associated with the secure message. The server can provide an indication to the

mobile device as to whether the secure message contained any attachments {(which
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nmessage attachnent indexing systemthat the device and server both
understand. Wen the user wishes to view an attachnment in an S/M Me
nmessage, the device sends the appropriate attachnment identifier to the
server. The server perforns an index |ookup to find the attachnment or the

mes s ageindipatiah wanghth deproriieoeiotthbased). 15 upon the identifier. At step
206, the server processes the secure nessage encoding and finds the

attachment wi t hi nathgh@REH RS 28R séivestrady 208det tire attagiemept befotes t he
attachnent to the nobile device. The nobil e device provides the attachnment

oo B PR BTG Lk ooy

fl owch y Inc e al e steps di'sclosed herein

and may _Jj ncl ude t her .ste nd ations. For | et rmay .
ot o) pyABR: T e Bathe Blafineel B8 B BE ooy MRS s PRGSIR oy e
nmessage, to determ ne whether any attachnents are assqc;:i_at ed witcr I he
‘secdr e thesaitaghmentds ebthtypedhabeany Padiawed RYithameiiedevisn). Addstingeyi ce
as to whether the secure nessage contained any attachments (which 14

i ndi catoperatian softeard egriude B08diccessihle hysthe)senter HRfocae pedranpihe propry
server may render the attachnment before transmtting it to the nobile

devi ce. refglefing Wi theafthchmént 10Bs6 eiatéhe tekpurey-limdtedanobitedevite d00marts 102
so that the attachnment 102 can be nore easily viewed (provided that 5 the

at t achngithdve @f pdritsind %/,9@1 bpetatiops. be viewed by the nobile device). A

rendering operation software nodul e 300 accessi ble by the server 106 can

pertorm he B OBt oS s Bhn AR SIS 0B 3Rt L mon
gf te 1!9??, inﬁqﬂ’féo -Q;Eio rb%ncgoeragi)gtgolg I%ve;trhathieoarﬁascﬁme%rvﬁewr}gg %!oﬁw%?eo uggc? 3e/rtl'sne tmhoef)iie
device 100. If needed, module 300 can access a lookup table to determine which
format to use to render the attachment 102 for a particular mobile device 100. It
should be understood that other approaches may be used, such as the mobile device
100 indicating to the server 106 which format shouldr be used to render the attachment
15 102, or the server 106 providing attachment viewing software to the mobile device 100

so that the mobile device 100 may view the rendered attachment 114.
- The rendered attachment 114 is transmitted to the mobile device 100
and viewed normally on the maobile device 100. The server 106 may transmit all or a
portion of the attachment 102. in the situation of the latter, if the mobile device 100
20  wants to see additional portions of the attachment 102, then the sefver 106 will send
additional portions of the attachment 102 in response to a request by the mobile

device 100.

Other operations can be performed with respect to the secure message

and its attachment(s). For example, if a message is just signed, then the server can
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10 102 so as to be conpatible with the attachnment view ng software used by
the nobile device 100. |If needed, nobdule 300 can access a | ookup table to
determ ne which format to use to render the attachnment 102 for a

particul ar nobile device 100. It should be understood that other

appr oachexesajthbesamsieel messayeaencodingayid ind dhe adtachoentndiewever it the he
server 106 which format should be used to render the attachnent 15 102, or

the sernRissigé i@él%fgéielﬁlg thedri thelvepndr v8esWnedorand teveyramietrid/hsymmigitlickelavi ce
100 so that the nobile device 100 nay view the rendered attachnment 114.

The renﬁl%rt%gi?ﬁbbaggﬁgbﬁwfﬁéséé%ﬁgéﬁgto the nobile device 100 and

vi ewed normal [y on e devic 00.” The server 106 nmay transmt all
or a portion of the,atta . ' ' t Nn,..)] f the
nobi | e devi ce 100%@%& @%n@'etégm I{él %‘ﬂﬁ@%@gﬁé&ﬁ@r ogide[{ﬂlg 4aet%%falo(g'hkr%)nt

102, then_the server 106 will send additional portions of t at.t.achnment
102 § n %%b\ﬁh@@ W3S WS¢ &@@%WB&W%%W%S%&M tq .Sﬁ"}?é%éwhh fons
can be performed with resgect to the secure nmessage and its attachnent(s).
For exagtgement deauesiaddli s Thstsesveind@5 aheessase aveenerypdian/dephypiodcess
the secure nessage encoding and find the attachnment. However, if the

messagepliceessiagypbddle 40@no tdeengdriiersecses nessage W4 esiynthet rracgraittednet ri c
keys that are needed to decrypt the secure nessage. As shown in Fig. 6,

t he nobidfislekby 2020 AR NEEYIIREMEEBSagE 364 PRdKREN ée&Qgthe!g/w He aguksed to

encrypt the secure nessage 104) to the server 106 with at t achnment

" modut o 405 e FEuRT RS ade R R ET R oA e R ke R PR BeeshE T oo
key1 04023ndb‘ foE)Fariné H’lee %ﬁgé‘ﬁr%e%?Bﬁ.gerh%oé‘tté‘&dmgﬁteé‘oé’ ?sc{rgﬁén%l e%yfotr r8165;9r[‘)%/dtlllllee
mobile device 100. The attachment 302 is optionally rendered as described above
before transmission to the mobile device 100.
It will be appreciated that the systems and methods are disclosed by way
of example only. Many variations on the systems and methods described above are
15 within the scope of the invention as claimed, whether or not expressly described. For
example, the operations disclosed herein may be implemented as the secure
message processing module may comprise one or more modules in order to handle a
secure message and its attachment(s). Data structures may be used as part of the
operations, such as to store data needed to access the attachment contained within a
20 secure message. Still further, data signals transmitted using a communication
channel may be used with the systems and methods. The data signals can include
any type of data, such as the data and attachments transmitted to and/or from a

mobile device. The data signal may be packetized data that is transmitted through a

carrier wave or other medium across the network. Computer-readable media may be
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400, the secure nmessage processing nodule 112 | ooks into the secure nessage
104 10 and obtains the attachnment 102. The attachnent 302 is transmtted
for use by the nobile device 100. The attachnment 302 is optionally
rendered as descri bed above before transm ssion to the nobile device 100.
It willplovideeitoeridaused witfathet mebiy dedne thatds oapatde of causing s caslediayiceway

of exanple only. Many variations on the systens and net hods descri bed above

are 15owhdrfdrm tHemeaaanss aid trh?‘lemmnhe@yst@mgsdj:ecimedd halrginher or not
expressly described. For exanple, the operations disclosed herein nay be

i npl enented as thﬂs%ﬁ%ﬂ{ﬁex é‘QﬁePt’ié’cﬁ83§bH8 sgﬁé Ee%@HWI% Wwige or

nore nodul es in orderto secure nmessa s attachnent (s) .-
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type of data, such as the data and attachnments transmtted to and/or froma

nobi | e igeRieferablhe tae-avay gammunigatien pdavies ihawingl &t deasiavoice andndafat t ed
through a carrier wave or other nmedium across the network.

Conput ezormeachidatiennegiabilitiey. The nébie EpliBe B0vpriderably hasl this edpability tbhe
nobi | e device that is capable of causing a nobile device to performthe

met hodscomAghuinfaite NRith dtﬁér TOPRRES %‘y§férﬁ’§€t§h I§6& Qhternés @é?éﬁ'@ihgeéﬁrﬂ%be the

met hods and systens nmay be used with a wide assortnent of elecCtronic
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capabilities, a wireless Internet appliance or a data communication device (with or

without telephony capabilities).

The mobile device 600 includes a transcéiver 611, a microprocessor

638, a display 622, non-volatile memory 624, RAM 626, auxiliary input/output (1/O)

15  devices 628, a serial port 630, a keyboard 632, a speaker 634, a microphone 636, a

short-range wireless communications sub-system 640, and other device sub-systems

642. The transceiver 611 includes transmit and receive antennas 616, 618, a receiver

(Rx) 612, a transmitter (Tx) 614, one or more local oscillators (LOs) 613, and a digital

signal processor (DSP) 620. Within the non-voiatile memory 624, the mobile device

20 600 includes a plurality of software modules 624A-624N that can be executed by the

microprocessor 638 (and/or the DSP 620), including a voice communication module

624A, a data communication module-624B, and a plurality of other operational

modules 624N for carrying out a plurality of other functions.

As described above, the mobile device 600 is preferably a two-way
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conmmuni cation capabilities. The nobile device 600 preferably has the
capability to communicate with other conputer systens on the Internet.
Dependi ng on the functionality provided by the device, the device may be
referred to as a data 1o nmessagi ng device, a two-way pager, a cellular

t el ephotemumiunicadienadevicshaving voingpand tata eenmanigatisineapabittiesn dihugpffi ance
or a data communication device (wWwth or wthout telephony capabilities).

The nobéxanplieyimeem6hie dovico $68 may camsuaiivae ovbia veios natapriocesbas ang38, a
di splay 622, non-volatile nmenory 624, RAM 626, auxiliary input/output (1/0

15 dew@ﬁtﬁe@@a!og c?redi%ﬂél EMitarofétworkd BHROHA 8138, canFRARISEE R8fa data

m cr ophone 636, shoft-range w rel ess conmuni cati ons sub-system 640, and
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one or nore | Qc osci|lato L 13, and a digital siqgnal processor
(DB d88/er (i Bt nepRdol el neb ks ahgY Boserants tapm B B8 00
includes a plurality of software nodul es 624A-624N that can be executed by
the mmiWsioppepaaienfesiuchig gich arbassrstgtions, nefepideonjralerdiaie. orthey
comruni cation nodul e 624A, a data conmuni cati on nodul e 6246, and a

pl ur al imgay bl intageateddatont isongd winebehs! retw6BdN for carrying out a plurality
of other functions. As described above, the nobile device 600 is preferably

a two-way 17 conTidiceairhQmicaBymh eabspteRnI6YPiis asad do dahtmanidatdiatatthen
capabilities. Thus, for- exanple, the nobile device 600 may conmuni cate

OVer a yivbfk 668 WPh¥ D850 ASuWto Rindldif %E@lv%%o%mgh%b’éi% sigfiblstb ahd

- networks, and may also communicate over a data networ e~vol ce and data
B S N N L TG R A
' with the transmitter 614 and receiver 612. If the voice and data communications occur
at a single frequency, or closely-spaced set of frequencies, then a single LO 613 may
be used in conjunction with the transmitter 614 and receiver 612. Alternatively, if
different frequencies are utilized for voice communications versus data
15 communications, then a plurality of LOs 613 can be used to generate a plurality of
frequencies corresponding to the network 619. Although two antennas 616, 618 are
depicted in Fig. 7, the mobile device 600 could be used with a single antenna
structure.  Information, which includes both voice and data information, is
communicated to and from the communication module 611 via a link between the DSP
20 620 and the microprocessor 638.
The detailed design of the communication subsystem 611, such as
frequency band, component selection, power level, etc., will be dependent upon the
communication network 619 in which the mobile device 600 is intended to operate. For

example, a mobile device 600 intended to operate in a North American market may
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usi ng separate infrastructure, such as base stations, network controllers,
etc., or they may be integrated into a single wireless netwrk. The
comuni cati on subsystem 611 is used to comrunicate with the network 619.
The DSP 620 is used to send and receive communi cation signals to and 10
f r om t hiscludens somreunisatiomsubeystem, 61 1 slesignasdtnaperate wikk HieaNgbitesrr ol
information with the transmtter 614 and receiver 612. If the voice and

data copaRTARMGbIR datawommtinkationgietwbriequrehalgo desigriersl gpenatakditbet of
frequencies, then a single LO 613 may be used in conjunction with the
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via a |samRmueicadien nalwotsrOter bumseidiata @ngiveicshnemesks bodizgepatate asdai | ed

design of the communication subsystem 611, such as frequency band,
conpondntegsatiedc maynalsp deartilized etith thieanpbile devibe 6@pendent upon t he
comuni cati on network 619 in which the nobile device 600 is intended to

operate. For exapppéndifigtpenliRe @y 6EnELrk BHONEBRMatcesenegairemishtafdNor t h
American market may 18 1nclude a conmuni cation subsystem 611 designed to
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identification number associated with each device. In GPRS data networks, however,
network access is associated with a subscriber or user of a mobile device 600. A
GPRS device typically requires a subscriber identity module ("SIM"), which is required
in order to operate the mobile device 600 on a GPRS network. Local or non-network

15 communication functions (if any) may be operable, without the SIM, but the maobile
device 600 will be unable to carry out any functions involving communications over the
network 619, other than any legally required operations, such as ‘911" emergency
calling.

After any required network registration or activation procedures have

20 been completed, the mobile device 600 may send and receive communication signals,
preferably including both voice and data signals, over the network 619. Signals
received by the antenna 616 from the communication network 619 are routed to the

receiver 612, which provides for signal amplification, frequency down conversion,

filtering, channel selection, etc., and may also provide analog fo digital conversion.
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5 to operate wth the GPRS data conmuni cation network and the GSM voi ce
communi cation network. Qther types of data and voi ce networks, both
separate and integrated, nmay also be utilized with the nobile device 600.
Dependi ng upon the type of network 619, the access requirements for the
dual - noABalegbitbe digital c copoersiaay off dbevaggeivathr sigrahprliows nmofRe fBHPIeXx and
10 Dat aTAC data networks, nobile devices are registered on the network

usi ng acomnudcatiterfuhtticss, isach agdigital demodciutetion ard deemriiriy e parforimedGPRS
dat a networks, however, network access is associated with a subscriber or
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I dentity nodule (' , ich is required in order to operate the nobile
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recei ve communi cation signals, preferably including both voice and data
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t he conmuni cation network 619 are routed to the receiver 612, which

provi degit@rarki 6881 cenmphinitgidris) thefmebie eyicdoBO0 apay endluds, two distihtter i ng,
channel selection, etc., and may al so provide analog to digital conversion.
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comuni cation functions, suc gita nodul atiof and decoding to be
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In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 612 and transmiﬁer 614 may be adaptively
controlled through autométic gain control algorithms implemented in the DSP 620.

15 Other transceiver control algorithms could also be implemented in the DSP 620 in
order to provide more sophisticated control of the transceiver 611.

The microprocessor 638 preferably manages and controls the overall
operation of the mobile device 600. Many types of microprocessors or
microcontrollers could be used for this part, or, alternatively, a single DSP 620 could

20 be used to carry out the functions of the microprocessor 638. Low-level
communication functions, including at least data and voice communications, are
performed through the DSP 620 in the transceiver 611. Other, high-level

communication applications, such as a voice communication application 624A, and a

data communication application 6248 may be stored in the non-volatile memory 624
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are processed, including nodul ation and encodi ng, for exanple, by the DSP
620 and 5 are then provided to the transmitter 614 for digital to anal og
conversion, frequency up conversion, filtering, anplification and
transm ssion to the communication network 619 via the antenna 618.

Al t hougforsexaandpa by thes sicrepro@ssor $38hoer examplg, the veicebepmmunicatiorand
data communi cati ons, the nobile device 600 nmay include two distinct

t r anscemoeiute 624 Aimant providesz highdevéiarser irdadacée bpegblantd fraeshiv angd remsivee
signals, and a 10 second transceiver for transmtting and receiving data

si gnal syoit8 cafslbbivisbri hefMasiRSEEISe B0 afBEBINiAHR) dAths Vo deviddrsi®BR 620
al so provides for receiver and transmtter control. For exanple, the gain

| evel s | ' ' ' Sl eL 6 :

transm tﬁ?@;rdrg(lédfgor'ra?/&ge ﬁdgﬁ%ﬁg&hg{ﬁ’%}lﬁe@%@ H%ﬁ%%ggﬁ?gééic Sahll%h'
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mor e sophisticated control of the transceiver 611. The m croprocessor 638
pr ef er abeFSAGRRJIRS. SFgaRgeR intaraating, gart taxt massagas.iada.. betwarn thewnokiledevi ce
600. Many types of mcroprocessors or mcrocontrollers could be used for

t hi s padevice 600andea phtralitylof othersdatgldeviagi B2 the aatwbhrRG 19 used to carry
out the functions of the m croprocessor 638. Low | evel conmunication

functions, includThg micrdprastssirtaBsasidoVinicrcts WTRBiRRIdA® sy stdirs f or med
t hrough the DSP 620 in the transceiver 611. Oher, high-Ievel

h the O Lpihe transe : i gl cabian 624A
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~and a data communicdtion application 6 stored int
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Interf as?peea e(ra %§2| r%i(}rgplticr)r?é] g%,ta s nc(»jrt—Faen%%i e/o?nmunications subsystem 640 and any
other device subsystems generally designated as 642. The components 628, 632,
634 and 636 are examples of the types of subsystems that could be provided as users
interfaces. The modules 624A-N are executed by the microprocessor 638 and may
15 provide a high-level interface between a user of the mobile device and the mobile
device. This interface typically includes a graphical component provided through the
display 622, and an input/output component provided through the auxiliary /O 628,
keyboard 632, speaker 634, or microphone 636.
Some of the subsystems shown in Fig. 7 perform communication-related
20 functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 632 and display 622 may be used for
both communication-related functions, such as entering a text message for
transmission over a data communication network, and device-resident functions such

as a calculator or task list or other PDA type functions.
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voi ce calls between the nobile device 600 and a plurality of other voice
devices via the network 619. Simlarly, the data comuni cati on nodul e 624B
may provide a high 5 |l evel user interface operable for sending and
receiving data, such as e-mail nessages, files, organizer information,
short text messag@perating systemsedwarsuserbby the migeeproeesww 638ds argierab ity

of other data devices via the network 619. The m croprocessor 638 al so

I nt er acétered tim sopbevistdal stee ssurhy aé aran-volatilehmesndipe624. sipl agdifidd, to the
non-vol atile nmenory 624, random access nmenory (RAM 10 626, auxiliary
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634, m crophone” 636, a short-range conmuni cati ons subsystem 640 and any
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of the nobile device and the nobile device. This interface typically
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I nput / out put conponent provided through the auxiliary 1/0O 628, keyboard
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perform comruni cation-related 20 functions, whereas other subsystens may

provi destdfessdubtinhs RAMOB26! gt €stétiBpbiAinn. Mdlebad! receRNBE SOMAYMIRI®N Such
as keyboard 632 and di splay 622 may be used for both conmmunication-rel ated
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appreciate, the non-volatile store 624 may be implemented as a Flash memory
component ora battery backed-up RAM, for example.
An exemplary application module 624N that may be loaded onto the
mobile device 600 is a personal information manager (PIM) appiicatio.n providing PDA
15  functionality, such as calendar events, appointments, and task items. This module
624N may also interact with the voice communication module 624A for managing
phone calls, voice mails, étc., and may also interact with the data communication
module 624B for managing e-mail communications and other data transmissions.
Alternatively, all of the functionality of the voice communication module 624A and the
20  data communication module 624B may be integrated into the PIM module.
The non-volatile memory 624 preferably provides a file system fo
facilitate storage of PIM data items on the device. The PIM application preferably
includes the ability to send and receive data items, either by itself, or in conjunction

with the voice and data communication modules 624A, 624B, via the wireless network
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stored in a persistent store such as non-volatile nenory 624. In addition
to the operating system and communi cati on nodul es 624A-N, the non-volatile
menory 624 may also include a file systemfor storing data. A storage area
is also preferably 5 provided in the non-volatile nenory 624 to store

publ i ¢ &EsTha RIM dataeiteeny, argnprefenably seamtassiyt indegraterli yeehranizet ende
nmessagi ng. The operating system specific device applications or nodul es,

or par tigpddied edh thewirahssst ratporaé 1§ ywitlo adedrdspbadimgvset af data itemeséoreduch as
RAM 626 for faster operation. Moreover, received comruni cation signals may
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a file systemlocated in the vil'atile stofe 624. those skilled in
the art il | : <yolatile store 624 may be inplenented as
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exenpl ary applicatjon dul e 624N that may be | oaded onto .t he . pobil
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PDA 15 functionality, such as cal endar events, appointnents, and task

i tens. systemidplesineDti mepila deyicens@Q it anvinterfaceecragies avhiehsorplestthen

nodul e 624A for managi ng phone calls, voice mails, etc., and may al so
i nt er acderial pbrit@x) détre cwhierdedte 600 {otble lseriéPpért fadrthedosysysiem. nihe
comuni cations and other data transm ssions. Alternatively, all of the
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communi cati on nodul e 624B may be integrated into the PIM nodul e. The
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via th%vi)ll\:ﬁcrr] %Isea'ls Srmgreet \é\gcr:tlfre method than exchanging encryption information via the
wireless network 619.
Additional application modules 624N may be loaded onto the mobile
device 600 through the network 619, through an auxiliary /O subsystem 628, through
15 the serial port 630, through the short-range communications subsystem 640, or
through any other suitable subsystem 642, and installed by a user in the non-volatile
memory 624 or RAM 626. Such flexibility in application installation increases the
functionality of the mobile device 600 and may provide enhanced on-device functions,
communication-related functions, or both. For example, secure communication
20 applications may enable electronic commerce functions and other such financial
transactions to be performed using the mobile device 600.
When the mobile device 600 is operating in a data communication mode,

a received signal, such as a text message or a web page download, is processed by

the transceiver 611 and provided to the microprocessor 638, which preferably further
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22 619. The PIMdata itens are preferably seam essly integrated,

synchroni zed and wupdated, via the wireless network 619, with a

correspondi ng set of data itens stored or associated with a host conputer
system thereby creating a mrrored systemfor data itens associated with
a partiRerasses e receivad sgppl forquipukiosthe digplay &2, 58, aiiamatively. to an
synchroni zed with a host system by placing the nobile device 600 in an

i nt er f amexilargdiCedevibe 628c dupsarsoftrhebilesdeviaé 6p0mayaBoafonpesadataliterdsvi ce
600 to the serial port of the host system The serial port 630 nay al so be
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subsystem 642, and installed by a user in the non-volatile nenory 624 or
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functionality of the nobile device 600 and nay provi de enhanced on-device
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When the mobile device 600 is operating in a voice communication
mode, the overall operation of the; mobile device 600 is substantially similar to the data
mode, except that received signals are preferably output to the speaker 634 and voice
signals for transmission are generated by a microphone 636. Alternative voice or

15 audio I/O subsystems, such as a voice message recording subsystem, may also be
implemented on the mobile device 600. A!though voice or audio signal oufput is
preferably accomplished primarily through the speaker 634, the display 622 may also
be used to provide an indication of the identity of a calling party, the duration of a voice
call, or other voice call related information. For example, the microprocessor 638, in

20  conjunction with the voice Qommunication module 624A and the operating system
software, may detect the caller identification information of an incoming voice call and
display it on the display 622.

A short-range communications subsystem 640 is also included in the

mobile device 600. For example, the subsystem 640 may include an infrared device
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a received signal, such as a text nessage or a web page download, is
processed by the transceiver 611 and provided to the m croprocessor 638,
which preferably further 23 fp processes the received signal for output to
the display 622, or, alternatively, to an auxiliary 1/0O device 628, A user
of nobi #Rd @sspeiateshoirerils ANd GOTRRRGHES, RitehSheERaNge Wiaes CRRIYNIGRiD ages,
usi ng the keyboard 632, which is preferably a conplete al phanuneric
keyboar shodaiaisiwait as a Bllreto N E¥nThyhieatian triccluighonam2 4t yheduleto provisiepl et e
al phanumeri c keyboards such as the known DVORAK style may al so be used.
User i nfiicobfimtifieation Wit slebafe-<p@Blddsysisib eihdeddiacse dThbédskilled i tlei ty of

auxiliary 1/0O devices 628, which may include a thunbwheel input device, a
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data i user may then be transmitted over

co nication network o.via.t transceiver 1 Wh he nobil e
devithe €90 18 BN pr.beeied shAGHLLERRER Fibinast® (Rem), YORUnbJEwiRfass”
operation of the nohile device 600 is substantially simlar to the data
node, eRYERNALHEE NAwWerkeand winess pls JesPetSlY out put to the speaker 634
and voice signals for transm ssion are generated by a m crophone 636.

Al ternative voice or 15 audio |I/O subsystens, such as a voi ce nessage
recordi ng subsystem may also be inplenmented on the nobile device 600.

Al t hough voice or audio signal output is preferably acconplished primarily
t hrough the speaker 634, the display 622 nmay also be used to provide an
.indication of the identity of a calling party, the duration of a voice
~call, or other voice call related information. For exanple, the

m croprocessor 638, in 20 conjunction with the voice conmmrunication nodul e
624A and the operating system

25




software, may detect the caller identification information of an incom ng
voice call and display it on the display 622. A short-range comruni cati ons
subsystem 640 is also included in the nobile device 600. For exanple, the
subsystem 640 may include an infrared device 24 and associated circuits
and contbénelaieedor a short-range wirel ess comunication nodul e such as a
Bl uet oot hTM communi cati on nodul e or an 802.11 nodule to provide for
comuni cation with simlarly-enabl ed systens and devices. Those skilled in
the art will appreciate that "Bluetooth” and "802.11" refer to sets of

speci fi fat \onsethad afdraphdigl EeMirehfhdszabkt ftgcthefisefdr hCalobiiBddevice,
El ectronics Engineers (IEEE), relating to wireless personal area networks

and w r%rﬁﬁgsi!gél}ﬁe sEeﬁisO&Cti vely. I'sl $6 25 It is clained: 1. A nethod

for han cure message attachnents for a nobile device, conprising
the steps of: 5 receivi ngq at a server_a secure_nes t hat. cont ai ns
t et gt

second at t achment®CSWeY 03t ﬁ%NQE&rS@CHE%S’Q&%S%% ef'@%e"f‘v%‘atfowat he

server as a first attachnent; receiving a request for the second

at t achndCheMk t he nobil e device; 10 processing the secure nessage in

order to locate within the secure nessage the second attachnment; and
wherein the secure message itself was received by the server as a first

attachment;
receiving a request for the second attachment from the mobile device;
10 processing the secure message in order to locate within the secure
message the second attachment; and

providing the second attachment to the mobile device.

2. The method of claim 1, wherein the secure message is structured according to a
15  security scheme such that the secure message is handled as an attachment by the

server.

3. The method of claim 2; wherein the security scheme includes a symmetric key
scheme.

20
4. The method of claim 2, wherein the security scheme includes an asymmetric key

scheme.

5. The method of claim 2, wherein the security scheme is a Secure Multipurpose
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provi ding the second attachnent to the nobile device. 2. The method of
claim1, wherein the secure nessage is structured according to a 15
security schenme such that the secure nessage is handl ed as an attachment by
the server. 3. The nethod of claim2, wherein the security schenme includes
a symenteroekMail Edpasiens £8/MIMEhechami®od of claim 2, wherein the security
schene includes an asymmetric key schene. 5. The nmethod of claim 2,
wherein the security schenme is a Secure Miltipurpose 26 Internet Mail
Extensions (S/M ME) schenme. 6. The nethod of claim1, wherein the secure

nessages.i T frietihot of chiien1 ! Wakrdin theGetard mevkalass Reertaddafichahbibe
nmessage and the second attachnment. 5 7. The nethod of claim®6, wherein the

secure dayges ta}fgﬁﬁa%?ééhﬁﬁﬁ’é‘d ﬁg@ae‘é@bg?éﬁﬁﬁ?%%%@@maﬁgéﬁﬁ%ﬁt.a“d the

second attach e met ereint secure | ayer was
generated during an 10 encryption operation. 9. The nmethod of claimS§,
wherein a session key is received by the server fromthe nobile device for
use by the server to decrypt the secure nessage. 15 10. The nethod of claim
7, wherki hhe peetbad of élaﬂﬁ;%wvhﬁaglngteﬁ@pav@iaaaw% ag i) gvelpre Withrasped
operation. ov

to the message and the second attachment.

8. The method of claim 7, wherein the secure layer was generated during an

10 encryption operation.

9. The method of claim 8, wherein a session key is received by the server from the

mobile device for use by the server to decrypt the secure message.

15 10. The method of claim 7, wherein the secure layer was generated during a digital

signature operation.

11. The method of claim 10, wherein the secure layer was generated during an
encryption operation.

20
12. The method of claim 1, wherein the second attachment is selected from the group
consisting of: a textual document, word processing document, audio file, image file, or

video file.
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11. The method of claim 10, wherein the secure | ayer was generated during
an encryption operation. 20 12. The nmethod of claim 1, wherein the second
attachment is selected fromthe group consisting of: a textual docunent,
word processing docunment, audio file, inmage file, or video file. 27 13.
The methdd bire dnathadi of \ghaireiln Wherelie dig SasuEs dgessagen vithovhdhe sasead
attachnment is sent fromthe server to the nobile device, wherein the second
at t achradtachinsendr v isdat ftam tthe setviel dodihnwe omoliilas ddvicporwitdreinmite | secdadi ce
requesting the second attachnent. 5 14. The nethod of claim 13, wherein

the reseshféti pRVIAEDId the AeobiRaidvide bied RSP Mbbs HERBE ré@ﬁélﬂéﬁlg from

a user requesting the second attachnent. 15. The nmethod of claim 13,

wher ei t he nobil e device includes data 10 to be used by
t he se?&%?ﬁ?éﬁﬁggﬁ@Pb¥9ﬁ%e second attachnent that is to be provided to the

nobi_ |l e device. 16. The nethod of claim 1, wherein the secure | ayer was
genér ated during an encryption operation, wherein a decryption operation
is perforned in order to locate 15 within the secure message t he second

at t achniht Fhezmethed pEclaia 3. wharein the vaavestfremethecmgbie deyicgyoriths a

plurality of attachnents. 20 18. The nmethod of claim1, wherein the server
pr ovi desscandiatigichmdnineswts emmbsérrequesting thehaecarntbaiachmentressage has
t he second attachnent, wherein the indication is

15. The method of claim 13, wherein the request from the mobile device includes data

10 to be used by the server to identify the second attachment that is to be provided to the

mobile device,

16. The method of claim 1, wherein the secure layer was generated during an
encryption operation, wherein a decryption operation is performed in order to locate

15 within the secure message the second attachment.

17. The method of claim 1, wherein the secure message has a plurality of

attachments.

20 18. The method of claim 1, wherein the server provides an indication to the mobile
device that the secure message has the second attachment, wherein the indication is
used by the mobile device to indicate to the mobile device's user that the secure

message has the second attachment.
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used by the nobile device to indicate to the nobile device's user that the
secure nessage has the second attachnment. 28 19. The nethod of claiml1,
wherein the second attachment is automatically provided by the server to

t he nobi | e_devi ce when the secure nmessage is opened by the nobile  device's

user. 51%0Themethed sbalaim s whierein, theisepant altad TIERbis AUt MEERABHRIOViged
rendered before being provided to the nobile device. 21. The nethod of

cl ai m 1hy thiesseriver todhe sndlle gevice whag tie secwkessssageie opeanad byrtbamwptfiler
provi ding a nessage server are used to comrunicate the |ocated 10

at t achnagificd'e usBe nobil e device. 22. The nethod of claim1, wherein the
nobi | e device is a handheld wireless nobile comunications device. 15 23.
The nethod of claim 1, wherein the nobile device is a personal digital
assistant (PDA). 24. An apparatus |located at a conputer server for

Carde %cﬁﬁéﬁetﬁgigi‘ﬁﬁgﬂfﬂeiﬂ@sﬁ%% seBhod AR rEnL Biehferd SeRHERbIG

conpri si ntg %VGH %}a sto e that stores the secure nessage and the second
at t achridplide %l”ﬂpt?‘ Q¥e%r e message contains a secure |layer such that
the secure nmessage itself is received by the server as a first attachnent;
a secure nessage processing nodule that | ooks into the secure 29 nessage
t hrough the secure layer in order to |locate the second attachnent;

21. The method of claim 1, wherein means for providing a wireless network and

means for providing a message server are used to communicate the located

10  attachment to the mobiie device.

22. The method of claim 1, wherein the mobile device is a handheld wireless mobile

communications device.

15 23. The method of claim 1, wherein the mobile device is a personal digital assistant

(PDA.

24. An apparatus located at a computer server for handling secure message
attachments for a mobile device, wherein the server receives a secure message
20  containing a second attachment, comprising:
a data store that stores the secure messagerand the second attachment;
wherein the secure message contains a secure layer such that the
secure message itself is received by the server as a first attachment;

a secure message processing module that looks into the secure
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wherein the second attachnment is provided to the nobile device. 25. The
apparatus of claim?24, further conprising: 5 a rendering nodul e that
renders the second attachnment before the second attachnent is provided to
the nobil e device. 26, The apparatus of claim?24, furthe congr[sing: a
decryptFﬁﬁsﬁgﬁé@§yﬂhdhﬁﬁﬁﬁpﬁ3Eweﬂﬁb?§%¥t9H§B§% ge gﬁ@p fhat 10 the

second attachnment can be | ocated within the secure nessage. (3( 30 gQ
wherein the second attachment is provided to the mobile device.

25. The apparatus of claim 24, further comprising:
5 ' a rendering module that renders the second attachment before the

second attachment is provided to the mobile device.
26. The apparatus of claim 24, further comprising:

a decryption processing module to decrypt the secure message so that

10 the second attachment can be located within the secure message.
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