|  SYSTEM AND METHOD FOR MANAG NG FORBI DDEN NETWORK LI STS ON A W RELESS
USER EQUI PMENT (UE) DEVI CE REFERENCE TO RELATED APPLI CATI ON(S) [0001] This
application discloses subject matter related to the subject matter

di sclosed in the foll owi ng commonly owned co-pending U. S. patent
application(s): (i) "SYSTEM AND METHOD FOR PROVI DI NG NETWORK ~ADVERTI SEMVENT
| NFORVATI ON VI A A NETWORK ADVERTI SEMENT BROKER (NAB)," filed April 28,
2005; Application No. 11/116,470, in the nanme(s) of. Adrian Buckley, Paul
Carpenter, N cholas P. Alfano, and Andrew Allen (Attorney Docket No.
1400-1036US); (ii) "NETWORK SELECTI ON SCHEME USI NG A ROAM NG BROKER (RB), "
filed April 28, 2005; Application No. 11/116,461, in the nanme(s) of.

Adri an Buckl ey, Paul Carpenter, N cholas P. Al fano, and Andrew Al len
(Attorney Docket No. 1400-1037US); each df which is hereby incorporated by
reference i n $HETEMAIND MY THEMEHD FOMANA GINGIFORRED DEDONE TTWORIK 81

pat ent discl osure gene®d AVWIREAESS USERARGUAPTEINDAUMSINGYKSE  Mor e
particularly, and not by way of any limtation, the present patent
application is directed to a system and net hod for managi ng forbi dden
network lists on a wreless device. BACKGROUND [0003] It is well known in
t he wirel ess RidmiRENCH TONRERATRID ARRLISAEONGDY e nodul e i n conjunction

with a wirel il e equipnent (ME) device. Such  renpvapl e nmodul es are
typically prddd b Ao s e SRRl delalegl tey e gsubyeet mand!

disclosed in the following commonly owned co-pending U.S. patent
application(s): (i) “SYSTEM AND METHOD FOR PROVIDING NETWORK
ADVERTISEMENT INFORMATION VIA A NETWORK ADVERTISEMENT
BROKER (NAB),” filed April 28, 2005; Application No. 11/116,470, in the
name(s) of: Adrian Buckley, Paul Carpenter, Nicholas P. Alfano, and Andrew
Allen (Attorney Docket No. 1400-1036US); (i) “NETWORK SELECTION
SCHEME USING A ROAMING BROKER (RB),” filed April 28, 2005;
Application No. 11/116,461, in the name(s) of: Adrian Buckley, Paul Carpenter,
Nicholas P. Alfano, and Andrew Allen (Attorney Docket No. 1400-1037US); each

of which is hereby incorporated by reference in their entirety.

FIELD OF THE DISCLOSURE

[0002] The present patent disclosure generally relates to communication networks.
More particularly, and not by way of any limitation, the present patent application
is directed to a system and method for managing forbidden network lists on a

wireless device.

BACKGROUND

[0003]1t is well known in the wireless communications art to use a removable
module in conjunction with a wireless mobile equipment (ME) device. Such

removable modules are typically provisioned with a number of network lists (e.g.,



a list of forbidden networks) that could be downl oaded to the ME device
when needed. Al so, such lists may be provisioned within a nenory
integrated into the wreless device. [0004] Currently, it is possible for
the wireless device to overwite a forbidden network |ist through a manual
network sel ection process or through network selection attenpts to a
networ k ot her than a hone network. Since the network operators typically
provi sion and control various network lists including forbidden network
lists for nodifying or enhanci ng user experience (e.g., via well known
over-the-air or OTA mechanisns), it becomes crucial that effective control
over a user's lists be exercised in sone fashion. Additionally, such
control over the application of network 3ists facilitates a nore uniform
user experi entédist pf derpiddeapprtvioriattbatonaldfgadesnioadeddo et WE Idelvicst wherd
SUMMARY [ 0005] I.n.o & enboginfnt, t he present djéﬁlosure is directed to a
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conpri sing ongBfess 80V 0f the follow ng operations: providing a first

dat abase structure that associates a plurality of network sel ection

control codes[0M4FCwaranty, d6popdidible flruhalwirylesd deetwadkoeewkeed holdrbidden
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first and second dat,abaser trugtures or

over-the-air or OTA mechanisms), 1t becomes crucial that effective control over a
user’s lists be exercised in some fashion. Additionally, such control over the
application of network lists facilitates a more uniform user experience through

appropriate OTA updates to the network lists.



both may be provisioned as part of a renovabl e storage nodule (RSM or
within a nmenory of the wireless device, and are preferably operable to be
updated only by a home network operator. [0006] In another enbodi nent, the
present disclosure is directed to a systemfor managi ng application of a
network list on a wirel ess device, conprising one or nore of the follow ng
el enments: a first database structure that associates a plurality of
network sel ection control codes with a corresponding plurality of network
selection criteria, the network selection criteria for defining different
treatment options for networks identified in a network |ist associated
wth the wireless device (e.g., an FPLMN |ist); and a second dat abase
structure populated with a list of networks identified by correspondi ng
networ k i dent?¥MIVIAR Werel n each network identifier is associated with a

correspondi NGy rk selecti on ¢ trol i dent.i fi in the fir

dat abase st r Ut tﬁ?@ \fﬂ&ogf ﬁg?aﬁr\}seinﬂﬁfm{‘%\tlﬁo leC“E‘ﬂé sayg’ceélﬂﬁc#réw be
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a wreless device, rising_one or nore of the follow ng oper ati ons:
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DESCRI PTI ON qéu cture popl\ﬁ'apl %S'With a list of networks identified by corresponding network
identifiers, wherein each network identifier is associated with a corresponding
network selection control code identified in the first database structure. By way of
exemplary implementation, either of the first and second database structures or
both may be provisioned as part of a removable storage module (RSM) or within a
memory of the wireless device, and are preferably operable to be updated only by
a home network operator.
[0006]In another embodiment, the present disclosure is directed to a system for
managing application of a network list on a wireless device, comprising one or
more of the following elements: a first database structure that associates a plurality
of network selection control codes with a corresponding plurality of network
selection criteria, the network selection criteria for defining different treatment
options for networks identified in a network list associated with the wireless
device (e.g., an FPLMN list); and a second database structure populated with a list
of networks identified by corresponding network identifiers, wherein each network
identifier is associated with a corresponding network selection control code
identified in the first database structure. By way of exemplary implementation,

the system may be embodied as part of an RSM or within a wireless device.



[ 00081 A nore conpl ete understandi ng of the enbodi nents of the present
patent disclosure may be had by reference to the follow ng Detail ed
Description when taken in conjunction with the acconmpanyi ng draw ngs
wherein: [0009] FIG 1 depicts a generalized network environment wherein an
enbodi mrent of the present patent disclosure may be practiced; [0010] FIG
2 depicts an exenplary enbodi nrent of a network environnment where a

wi rel ess user equipnment (UE) device is operable to nanage one or nore
For bi dden PLMN (FPLMN) lists in accordance with the teachings of the
present patent disclosure; [0011] FIG 3 depicts an exenpl ary database
structure associated with a PLMN list that is operable to be nmanaged in

accordance w e teachi ngs of the pr eslent atent disclosure; [0012]
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least one network, wherein the network has been designated as a forbidden

network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] A more complete understanding of the embodiments of the present patent
disclosure may be had by reference to the following Detailed Description when
taken in conjunction with the accompanying drawings wherein:

[0009}1FIG. 1 depicts a generalized network environment wherein an embodiment
of the present patent disclosure may be practiced;

[0010] FIG. 2 depicts an exemplary embodiment of a network environment where
a wireless user equipment (UE) device is operable to manage one or more
Forbidden PLMN (FPLMN) lists in accordance with the teachings of the present
patent disclosure;

[0011] F1G. 3 depicts an exemplary database structure associated with a PLMN list
that is operable to be managed in accordance with the teachings of the present
patent disclosure;

10012] FIGS. 4A-4B depict additional exemplary database structures that may be
utilized by a UE device for facilitating management of PLMN list(s);



nore particularly to FIG 1, depicted therein is an exenplary generalized
network environnment 100 wherein one or nore enbodi nents of the present
patent disclosure may be practiced. A generalized wreless user equiprent
(UE) or nobile equipnment (ME) device 102 nay conprise any portable
conputer (e.g., |laptops, palntops, or handhel d conputing devices) or a
nobi | e conmuni cati ons device (e.g., cellular phones or data-enabl ed
handhel d devi ces capabl e of receiving and sending nessages, web browsing,
et cetera), or any enhanced personal digital assistant (PDA) device or
integrated information appliance capable of email, video nmail, Internet
access, corporate data access, nessaging, cal endaring and scheduling,

i nformati on nanagenment, and the like, that is preferably operable in one
or nore nodes|083Her. &t ison flamgthan aasoniatbé witf af eedueimyntbeintis paesdho pateatii o
access technol.ogi es (RATs). For exanple, UE/ ME device 102 may operate in

t he ceIIuIar‘ngﬁﬁﬁdgéiband frequencies as well as Wreless Local Area

Net k W . : ' P . '
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bands. 6 Accardidigt 1o thtaeadinipastlie pfesthepegsiandlonatent di scl osure, those
skilled in the art should recognize that the term"UE device" or "wrel ess

device" may conprise a nobile equipnment (ME) device (With or w thout any
Vol o ( Ust MOESRH PRAES B TIOAEDF R g NRE (RN card, &
Cap et SODLSLA I S, o ARGl oS ok e
wi t hout such VR8MeefefeD0d 63 vEByowsagxanipled bfistwahe embotiheemnte two bkstdrunadmamsdt
100 is envisioned as t broad categories of conmuni cati on spaces capabl e
of providi ng U& .Vilézetl'\é\?q@ce numerals are used throughout the description and several
views of the drawings to indicate like or corresponding parts, wherein the various
elements are not necessarily drawn to scale. Referring now to the drawings, and
more particularly to FIG. 1, depicted therein is an exemplary generalized network
environment 100 wherein one or more embodiments of the present patent
disclosure may be practiced. A generalized wireless user equipment (UE) or
mobile equipment (ME) device 102 may comprise any portable computer (e.g.,
laptops, palmtops, or handheld computing devices) or a mobile communications
device (e.g., cellular phones or data-enabled handheld devices capable of receiving
and sending messages, web browsing, et cetera), or any enhanced personal digital
assistant (PDA) device or integrated information appliance capable of email, video
mail, Internet access, corporate data access, messaging, calendaring and
scheduling, information management, and the like, that is preferably operable in
one or more modes of operation and in a number of frequency bands and/or radio
access technologies (RATs). For example, UE/ME device 102 may operate in the
cellular telephony band frequencies as well as Wireless Local Area Network

(WLAN) bands. Further, other bands in which the UE device could operate

wirelessly may comprise Wi-Max bands or one or more satellite bands,



device 102 wherein acquisition of network advertisenent information may be
acconplished in accordance with the teachings set forth herein. In wde
area cellular network (WACN) space 104, there nay exist any nunber of
Public Land Mobile Networks (PLMNs) that are operable to provide cellular
tel ephony services which may or may not include packet-sw tched data
services. Depending on the coverage area(s) and whether the user is

roam ng, WACN space 104 can include a nunmber of hone networks 110 (i.e.,
home PLMNs or HPLMNs, or equival ent HPLMNs or EHPLMNs), visited networks
(i.e., VPLM\s) 112, each wth appropriate infrastructure such as Hone
Locati on Register (HLR) nodes 115, Mobile Switching Center (MSC) nodes
116, and the like. Since the WACN space ©04 may al so include a General
Packet Radi o &e¢orfigely dPReymesesef thetrasent patanit disslesupadhese Fkdaidedbinmbeant
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(3GPP) - conpl izt wiBloM¥ikh i@ sBch RE8GRP or 3GPP2), all operating with well
known frequency bandw dt hs and protocols. That is, at |least in sone
enmbodi nent s, [00ES]Hsr way RININUstratyort ehel eetventkt anvirpresie 1 00\via renwissored| dsutvar
andwirel esq, b SaReotes o Gnftntmitation sphces capable of providing SSrvice to UE
device 102 wherein acquisition of network advertisement information may be
accomplished in accordance with the teachings set forth herein. In wide area
cellular network (WACN) space 104, there may exist any number of Public Land
Mobile Networks (PLMNs) that are operable to provide cellular telephony
services which may or may not include packet-switched data services. Depending
on the coverage area(s) and whether the user is roaming, WACN space 104 can
include a number of home networks 110 (i.e., home PLMNs or HPLMNs, or
equivalent HPLMNs or EHPLMNS), visited networks (i.e., VPLMNSs) 112, each
with appropriate infrastructure such as Home Location Register (HHLR) nodes 115,
Mobile Switching Center (MSC) nodes 116, and the like. Since the WACN space
104 may also include a General Packet Radio Service (GPRS) network that
provides a packet radio access for mobile devices using the cellular infrastructure
of a Global System for Mobile Communications (GSM)-based carrier network, a
Serving GPRS Support Node (SGSN) 114 is exemplified therein. Additionally, by
way of generalization, the PLMNs of the WACN space 104 may comprise radio

access and core networks selected from the group comprising Enhanced Data

Rates for GSM Evolution (EDGE) networks, Integrated Digital Enhanced



i npl enentations, etc.). [0017] Further, UE device 102 is operable to obtain
service froman access network (AN) space 106 that is connected to the
WACN space 104. In one inplenmentation, the AN space 106 includes one or
nore generic access networks (GANs) 118 as well as any type of wreless
LAN (WLAN) arrangenents 120, both of which may be generalized as any
wireless AN that is operable to provide access services between UE device
102 and a PLMN core network using a broadband Internet Protocol (IP)-based
networ k. WLAN arrangenents 120 provide short-range w reless connectivity
to UE device 102 via access points (APs) or "hot spots,"” and can be

i npl emented using a variety of standards, e.g. | EEE 802. 11b, | EEE
802.11a, | EEE 802. 119 EJperLan and Hi per7Lan I standards, W -Max standard
(| EEE 802. 16 EWQTEEEIIBB sL6€pde pionsion MubindarAiccesan@ Ve ) Bhetstooky, hime
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[0017} Further, UE device 102 is operable to obtain service from an access
network (AN) space 106 that is connected to the WACN space 104, In one
implementation, the AN space 106 includes one or more generic access networks
(GANSs) 118 as well as any type of wireless LAN (WLAN) arrangements 120,
both of which may be generalized as any wireless AN that is operable to provide
access services between UE device 102 and a PLMN core network using a
broadband Internet Protocol (IP)-based network, WLAN arrangements 120
provide short-range wireless connectivity to UE device 102 via access points
(APs) or “hot spots,” and can be implemented using a variety of standards, e.g.,
IEEE 802.11b, IEEE 802.11a, IEEE 802.11g, HiperLan and HiperLan II
standards, Wi-Max standard (IEEE 802.16 and IEEE 802.16e), OpenAir standard,
and the Bluetooth standard (IEEE 802.15).

[0018]In one embodiment, interfacing between the WACN and AN spaces may be
effectuated in accordance with certain standards. For instance, GAN 118 may be
interfaced with one or more PLMNs using the procedures set forth in the 3GPP TR
43.901, 3GPP TS 43.318 and 3GPP TS 44.318 documents as well as related
documentation. Likewise, WLAN 120 may be interfaced with at least one PLMN
core using the procedures set forth in the 3GPP TS 22.234, 3GPP TS 23.234 and



band technol ogi es as well as W.AN technol ogi es), one or nore core networks
(CNs), and one or nore service networks (SNs). Dependi ng on network
ownershi p arrangenents and service-1level agreenents, each RAN may support
one or nore CNs, each of which in turn may support one or nore SNs. Such
conbi nati ons of infrastructure equi pnent across nultiple owners are
sonetinmes used to create Mobile Virtual Network Operators (MV/NGs). In sone
enbodi ments, the teachings of the present patent disclosure are equally
applicable to MVNGs as to PLMNs. Since each RAN, CN, or SN nay be provided
with its own network identifier (1D code), nunerous RAN- CN- SN conbi nati ons
may be avail abl e in the network environnent 100. As will be seen bel ow,

various network |jists and associated datta (e.g., user- or
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embodi ment of a network environnment 200 is 9 own that" is a nore concrete
subset of th@vg@m@nalmmemntmarkd saviceolevehngi@mentd, |aash rRARd nay Fkgort.

As depicted, wreless i.ce 102 is operabl dIS osed for_acquiring
net wor k adver P sBnsFe Eﬁ%reﬁﬁ BSVRich 18 HHR Ry F‘tllé%ﬂ”aon or more SN5. Such

combinations of infrastructure equipment across multiple owners are sometimes
used to create Mobile Virtual Network Operators (MVNOQs). In some
embodiments, the teachings of the present patent disclosure are equally applicable
to MVNOs as to PLMNs. Since each RAN, CN, or SN may be provided with its
own network identifier (ID code), numerous RAN-CN-SN combinations may be
available in the network environment 100. As will be seen below, various
network lists and associated data (e.g., user- or operator-preferred networks
(access or visited), user- or operator-prohibited networks (access or visited), lists
of network capabilities, frequency data (bands, channels, frequencies, etc.)
associated with the listed networks) may be provisioned in the network
environment or as part of an RSM (i.e.,, a module selected from USIM cards,
RUIM cards, SIM cards, or compact Flash cards, etc.) operable with the UE
device or in the network, which could be provided to the UE device or stored
therein in a customized manner for facilitating appropriate network selection while
attempting to locate a network for service in the exemplary network environment.

[0020] To formalize the teachings of the present disclosure, reference is now taken

to FIG. 2 wherein an exemplary embodiment of a network environment 200 is



RAN segnent 202 that is coupled to a CN segnent 204 which in turnis
coupled to an SN segnent 206. Three RANs are illustrative: RAN-1 208-1,
RAN-2 208-2 and RAN-3 208-3, which are identified with the network codes
MANC1, MANC2 and MANC3, respectively. The CN segnent 204 is al so
illustrated with three OCNs: CN-1 210-1 (having an ID code of MCNCl), CN-2
210-2 (having an ID code of MCNC2) and CN-3 210-3 (having an | D code of
MCNC3) . Li kewi se, the SN segnent 206 is illustrated with SN-1 212-1
(having an I D code of MSNClI), SN2 212-2 (having an ID code of MSNC2) and
SN-3 212-3 (having an I D code of MSNC3). [0021] By way of exanple, RAN-1
208-1 is operable to support connectivity to two CNs, CN-1 210-1 and CN-2
210-2. In sim lar fashion, RAN-2 208-2 supports three CNs and RAN-3 208-3
supports onl yshewe: bt issastorexosensposubset efothnagenisalizyd netvonk covirnpmenShgo
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CNs: CN-1 210-1 (having an ID code of MCNCI), CN-2 210-2 (having an ID
code of MCNC2) and CN-3 210-3 (having an ID code of MCNC3). Likewise, the
SN segment 206 is illustrated with SN-1 212-1 (having an ID code of MSNC1),
SN-2 212-2 (having an ID code of MSNC2) and SN-3 212-3 (having an ID code
of MSNC3).
[0021] By way of example, RAN-1 208-1 is operable to support connectivity to
two CNs, CN-1 210-1 and CN-2 210-2. In similar fashion, RAN-2 208-2 supports
three CNs and RAN-3 208-3 supports only one CN. Each CN supports
conneclivity to one or more SNs: e.g., CN-3 210-3 connects to SN-2 212-2 as well
as SN-3 212-3. Given the interconnectivity of the RAN/CN/SN segments, several
combinations of identification codes may be obtained for purposes of uniquely
identifying the various RAN-CN-SN combinations that the wireless UE device
102 can potentially discover and select from. For instance, with a suitable Mobile
Country Code (MCC) being included, the three ID code combinations associated
with RAN-1 208-1 are:

[MCC.MANCIL.MCNCI.MSNCI1};

[MCC.MANCI.MCNC1.MSNC2]; and

[MCC.MANCI.MCNC2 MSNC2].
{0022} Likewise, the ID code combinations associated with RAN-2 208-2 are:



[ MCC. MANC2. MCNC 1. MSNC2]; [ MCC. MANC2. MCNC2. MSNC2] ;

[ MCC. MANC2. MCNC3. MSNC2] ; and [ MCC. MANC2. MCNC3. MSNC3 ]. [0023] The two ID
code conbi nations associated with RAN-3 208-3 are: [ MCC. MANC3. MCNC3. MSNC2]
and [ MCC. MANC3. MCNC3. MSNC2] . As described in detail in the related U S.
patent application entitled "SYSTEM AND METHOD FOR PROVI DI NG NETWORK
ADVERTI SEMENT | NFORMATI ON VI A' A NETWORK ADVERTI SEMENT BROKER ( NAB), "
filed April 28, 2005; Application No. 11/116,470, (Attorney Docket No.
1400- 1036US) and referenced herei nabove, the UE device can discover
applicable network 1D code information either in an initial scan procedure
(i.e., when the device is not registered on any networks) or in a
background scan procedure (i.e. when thé0device is registered on a
network). [0024] G ven the Ml MMANGEMEECEXNdIPIGy net wor k envi r onnment

100 described earlier with .l 1§ envisaged that

scanni ng may be effectuated [WQﬁA%%CéM§N¢ﬁM| ch at |east one of
the follow ng technol ogi es i 3 CI%EAM ifihout EDGE), GERAN (with
EDGE), an | DEN network, a MWM 'ngg\l\\#bztr]k, a UMIS network, and
so on. Additionally, where | MENMABESEMERERINENCA]sahdicl uded, scanni ng

may be effectuated in a frequency band conpliant with a WLAN standard
sel ected from |EEE 802. 11 BMEE.MARE. MERE3ISISNCAY. st andard, | EEE 802. 11g

cvander . 1 PSR RS, e PSR RS
[MCC.MANC3MCNC3 MSNC2] and [MCC.MANC3 MCNC3.MSNC2]. As
described in detail in the related U.S. patent application entitled “SYSTEM AND
METHOD FOR PROVIDING NETWORK ADVERTISEMENT
INFORMATION VIA A NETWORK ADVERTISEMENT BROKER (NAB),”
filed April 28, 2005; Application No. 11/116,470, (Attorney Docket No. 1400-

1036US) and referenced hereinabove, the UE device can discover applicable

~ network ID code information either in an initial scan procedure (i.e., when the
device is not registered on any networks) or in a background scan procedure (i.e.
when the device is registered on a network).
[0024] Given the diversity of the exemplary network environment 100 described
earlier with respect to FIG. 1, it is envisaged that scanning may be effectuated in a
frequency band in which at least one of the following technologies is operating:
GERAN (without EDGE), GERAN (with EDGE), an IDEN network, a
CDMA/CDMAZ2000/TDMA network, a UMTS network, and so on. Additionally,
where WLAN access capability is included, scanning may be effectuated in a
frequency band compliant with a WLAN standard selected from: IEEE 802.11b
standard, IEEE 802.11a standard, IEEE 802.11g standard, HiperLan standard,
Hiperf.an II standard, Wi-Max standard, OpenAir standard, and Bluetooth

standard.



[0025] An RSM card 214 is operable to be coupled to the wireless UE/ ME
device 102, wherein a nunber of network |ists and associ ated frequency
data nmay be provisioned by network operators, etc. When an RSMis present
and the UE device is first turned on, the storage nodul e(s) of the UE
device may be updated wth any information stored in the RSM Thus, in one
enbodi nent, the RSM could be programmed with the nost current frequency
information when it is supplied to a subscriber. The data in the RSM may,
for exanple, add extra frequencies to the default list of frequencies, or
raster of frequencies, stored in the device for searching or scanning.
Alternatively or additionally, the data in the RSMmay nodify the
frequency data already stored in the devilte so that those frequencies

whi ch are not{0085hén Rédd candil i e oparbledd, beoroupbadedthic rwiae laesy UTHREE deey

are not to be scanned. as part of. a search strategy. will be seen bel ow,
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structures majevive isfgtroviush@hes, the stdhle hesdudspeses OF denag Beadip
forbi dden network lists in accordance with the teachings of the present

di scl osure. [WtRENYRefanrtiog fiowdtio HedRSB]. dBpisciedntanbodinicst,ae RSM
exenpl ary dat ab structure that may be provided, either partially.or in
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present pat egltﬁ di sfcl osure, At the qutset, it should be appreciated. that
the various &REWHIIQF FeasnEigage seannyes urdlbersativelpraradditienallyprtbe alste ipaheent
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frequencies which are not to be used could be removed, or marked in a way that
they are not to be scanned as part of a search strategy. As will be seen below,
suitable database structures may be provisioned in the RSM or in the memory of a
wireless device for storing applicable frequency data, network list data, among
others. Furthermore, additional operator-controlled database structures may be
provisioned as well for purposes of managing various forbidden network lists in
accordance with the teachings of the present disclosure.

[0026] Referring now to FIG. 3, depicted therein is an exemplary database
structure that may be provided, either partially or in any combination, as part of an
RSM, or stored in memory integrated within a wireless device, or provisioned at a
network node (e.g., a home network node or a broker associated therewith) from
which network list information may be selectively downloaded to the wireless
device for purposes of the present patent disclosure. At the outset, it should be
appreciated that the various exemplary database structures set forth in the present
patent disclosure may typically be implemented as configurable databases where

the entries, elements or other contents can be modified via over-the-air (OTA)



the entries, elenments or other contents can be nodified via over-the-air
(OTrA) 12 nethods. For exanple, a network operator can add, delete, or
nodi fy any portion of the relevant network |ist database(s) as well as
sel ection control database(s). In particular, reference nunmeral 300 in
FIG 3 refers to an exenplary database structure that may be provi ded as
an operated-based list, a user-based list or an enterprise-based list, or
any conbination thereof, for facilitating network selection preferences
and prohibitions according to one aspect of the present patent disclosure.
I n one enbodi nent, the database structure 300 is configured as an
operator-defined network list that specifies a plurality of network |Ds
whi ch shoul d be considered as forbi dden!detworks in one or nore radio
access technokthgides Fowkheareple, & metwetkwardkatbDsaranéd, plpbeit avrecioldify tang portion

operator. In ther enbodi nent, the database structure 300 nay be
Sonf i gur ed asOioRE TEVAYTETUR Us! dafabaseShat el ke F e on GprobiAp4Sse) pkt

user using t W e ' . e l,e erei ries
relate to us2‘%—1%‘El!g%e%%?rgﬁqd%@%?%le?%rlﬁsf@g hrefé\%cpo la,lﬂs[eﬁ'%ggbg agf:%bgéeged
by the users dipeturediitt inhyiBRIpivefRichy 88 dperdteebaRM R, a YRLbALA fift€or an
contents of the list (i.e., network IDs) are populated by the respective
users. |n yetendgrotihebasadlirdi ereaty, carhkindtivmbaseofs forufatilitat B oetieyk selection

configured as list of, network IDs that are forbi dden an enterprijse
Com o e iefoutns®S (@] JRUMRlorsnactARE 1 o1 PEPEpPby e, BESrE Prises7)

| o Y . . ‘ 3
rrespective cﬁ&ilbﬁﬁe.p%rb Eﬁl’bo%ﬂédt%ﬁﬁhgﬁﬂaxse Q%c‘éﬁ%ﬁ?@%&s&%{lg 1l €25 300

defines a plurality of radio access technol ogies, nol ogy
302A, W.AN tapehatof-defynédD 2BwatdlisiMitat t @ebifiek 09l 3RAE; ofhaswiark alDwimbéch of
RAN I Ds are provjded for each technology. As illustrated in FIG 3, colum
304A i dent i fis88uid|be; spesiderrd | a5 foshidders mbEErsedRNOROGY, TBREN AN access

technologies, wherein the network IDs are populated by the operator. In another
embodiment, the database structure 300 may be configured as one or more user-
defined network lists, with one list per user using the wireless UE device, for
example, wherein the data entries relate to user-defined forbidden networks. Each
such list may be accessed by the users upon identifying themselves to the device,
wherein the contents of the list (i.e., network IDs) are populated by the respective
users. In yet another embodiment, the database structure 300 may be configured
as a list of network IDs that are forbidden by an enterprise owning the wireless
devices for the benefit of its employee-users.

[0027] Irrespective of the particular configuration, the database structure 300
defines a plurality of radio access technologies, e.g., EDGE technology 302A,
WLAN technology 302B, and UMTS technology 302C, wherein a number of
RAN 1IDs are provided for each technology. As illustrated in FIG. 3, column
304A identifies multiple RAN IDs for the EDGE technology, each RAN
supporting one or more core networks identified in corresponding column 306A.
Likewise, columns 304B/306B and columns 304C/306C are provided for the
WLAN and UMTS technologies respectively. As one skilled in the art may



supporting one or nore core networks identified in corresponding col um
306A. Likew se, colums 304B/ 306B and col ums 304C/ 306C are provided for
the W.AN and UMIS technol ogi es respectively. As one skilled in the art may
13 appreciate, the various IDs can be Service Set IDs (SSIDs) (for WAN),
SIDs (for 1S-95 and |S-136), or [MCC, MNC] conbinations (for GSM where MNC
identifies a Mobile Network Code). [0028] Simlar to the forbidden or
barred network lists set forth above, an anal ogous database structure nmay
be provided that identifies one or nore networks that are preferred. Such
a list of preferred networks may be configured as, for exanple, an
operator- preferred RAN list (i.e., specified by an operator), enterprise-

preferred RAN list (i.e., specified by ar’enter rise%)i, operator- preferred
CN list (i.e.arpdates thevasipuadDesen edeyvicahdt Bt &3 sb@gpNéLéN)eglm\(fbr st

(i.e., specifd b erpri 9] Addit.ionally, rovi Si 0ni ng

of various prfe%ggr%%d Z’ﬁdﬁg@rr d/@@%ﬂl\hﬁgﬁ L%‘ng&}lﬁ?n?ié’?% ﬁ%%@ﬁbg”hﬁﬁec i ed
W th appropriﬁgﬁtig@své%}ﬁ@q@g“}&gt%dg?_ RSM based | ogic for specifying the
order in which to use themin connection with scanning and network

sel ection. Mjl828Eimikacty dcoainforbiddey draberred sn@work riegulsat ofoythr abiowd, eaent s

as to which Iin(s§.1tl shoul d take precedence. An enterprise conpany for
i nst ance nmay FGrIE0Ys database styciusuphy be womided et sleptifing ophar mospaetaasks i n

e o by DY BT G8 MU S GRLPEL of o 501
may be a numhsiangie,bandspamatdrer pleRGRAIFOAN BASI § el Nsptidy tihe &eVisaths,
capable of scanning. For instance, a |ist ordering schene or associ ated
| ogi ¢ may be engrpubaaueisited RAYN dei.ce sptefiebhy anpatdrpdsd)aopgatwr preferoedier
I's inposed Orbl%hﬁ‘st (t.e., specified by an operator), and enterprise-preferred CN list (i.e.,
specified by an enterprise).
[0029] Additionally, the provisioning of various preferred and barred/forbidden
network lists may be accompanied with appropriate device-based logic or RSM-
based logic for specifying the order in which to use them in connection with
scanning and network selection. Moreover, each country may have its own
regulatory requirements as to which list should take precedence. An enterprise
company for instance may forbid access to a public WLAN access point that
operates in the vicinity of the company’s premises. Further, certain additional
logic may be necessary for specifying the scanning behavior as well, since there
may be a number of bands on per-technology basis in which the device is capable
of scanning. For instance, a list ordering scheme or associated logic may be
provided with the device whereby a particular priority order is imposed on the
various network lists. If no particular hierarchy/priority is specified, then a default
rule may come into play such as, e.g., an operator-defined list has a higher priority
than an enterprise-defined list, which in turn has a higher priority than a user-
defined list. Additional details regarding list prioritization and scanning behavior

may be found in the following commonly owned co-pending U.S. patent



various network lists. If no particular hierarchy/priority is specified,
then a default rule may cone into play such as, e.g., an operator-defined
|ist has a higher priority than an enterprise-defined list, which in turn
has a higher priority than a user- defined list. Additional details
regarding list prioritization and scanni ng behavior may be found in the
foll ow ng commonly owned co-pending U S. patent 14 applications: (i)
"NETWORK SELECTI ON SCHEME USI NG A ROAM NG BRCKER (RB)" filed April 28,
2005; Application No. 11/116,461; and (ii) "SYSTEM AND METHOD FOR

PROVI DI NG NETWORK ADVERTI SEMENT | NFORMATI ON VI A A NETWORK ADVERTI SEMENT
BROKER (NAB)" filed April 28, 2005; Application No. 11/116, 470; each of
whi ch has been referenced herei nabove. 16030] FIGS. 4A and 4B depi ct
exenpl ary datapisatiens; ek N@W@&K@Lﬁ TUON S£IEMEY @SWG%eB\@Md&N&: or

UE for facili t P in thth
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dat abases are mrapl e to be witten to onlé once, upon providing the user
nane and a pddsthoRBril 2850103 edipphieation t¥0. [ DOBAPADT ioash efatdbels dast bewsy ur e

400A i s oper qg%gel{cgg%g%%éb%% a plurality of network selection control

codes (SCCs) ha corresponding plurality of network selection

criteria 404 [0e3(U¢ASt DAt AR 4B ABERICREMPIarPahWBAde dth el @na@ maw§@ﬁnﬁlfefd ned
f orbi dden network |ists, operator-defined Torbidden network lists,
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accordance with the teachings of the present disclosure. As alluded to before, the
illustrated database structures may be provisioned, either individually, partially, or
in any combination, as part of an RSM or within the memory of a wireless device
to which the RSM is operable to be coupled. Preferably, these databases are
operable to be written to only once, upon providing the user name and a password
associated therewith.

[0031] A first database structure 400A is operable to associate a plurality of
network selection control codes (SCCs) 402 with a corresponding plurality of
network selection criteria 404 related to the management of network lists (e.g.
user-defined forbidden network lists, operator-defined forbidden network lists,
enterprise~defined forbidden network lists, etc. that have been described
hereinabove). As illustrated, SCC 402 may be comprised of a binary code,
allowing for a number of selection criteria. For instance, a 4-bit code can support
up to 16 selection criteria, although SCCs of variable bit sizes can support any
number of selection treatments. By way of example, an SCC of [0000] indicates
that all networks that have been associated with the code [0000] should be always
forbidden, which cannot be overridden by the user even during manual selection.

In another example, an SCC of [0001] indicates that all networks having been



her ei nabove). As illustrated, SCC 402 may be conprised of a binary code,
allowi ng for a nunber of selection criteria. For instance, a 4-bit code can
support up to 16 selection criteria, although SCCs of variable bit sizes
can support any nunber of selection treatnments. By way of exanple, an SCC
of [0000] indicates that all networks that have been associated with the
code [0000] should be always forbidden, which cannot be overridden by the
user even during rmanual selection. In another exanple, an SCC of [0001]

i ndicates that all networks having been 15 associated with the code [0001]
shoul d al ways be forbi dden, except when they are the only networks

avail able for selection. Likew se, SCCs of [0010] and [0011] i ndicate,

respectively, that such networks should aftways be forbidden for automatic
sel ecti on onlassegiatedwithathgatodedD0d! kshowldeeiwayn berfbshiddadiekiceptarhen theatment
options may be configured by . etwgr k. oper at or, at e ti f

provi si oni ng tﬁ% 4 p%%vqr% @ﬁ%‘ﬁéﬁ%g%q \?A@?Cé?%f 1?%;39((5(2% ng[g@tﬁcﬂnﬂi @4&h!
network |ist ; ' eyj.ce 0 S a J re.400B
is preferabl jngfo%%f \;\%eggéc\?\nﬁﬁﬂama?sw%f %ﬁle/?l\%r E@@ge%ﬁ%e}%béyb%&eﬁ Tof

cor r espondi nguunsthawid lscledeiohi dhigr 5r 4232, mah@ll eh&tweak hseimio\moroh%demaftio@m is

mapped to or otherw se associated with a correspondi ng SCC 2. Reference
numeral 424 dieahpent ppdotomayhée appifigtaed by Ufc aelverk epgratoroututhat 6mg of

L T
access networds 4 #a8ldsE uegicby [ MANC1] is always forbidden for all core
networks in a geographic region identified by [MCC2]. In a second exanpl e,
the network [DEENA Seernd NMOERaWONG2tutes 4 @33 deipatfedatviy t foptulleted odith [20080df t 0
oot e ok orlegtified "By ‘corrcaponding “norvork dsatifiers 323 eherain ek
network identifier is mapped to or otherwise associated with a corresponding SCC
402. Reference numeral 424 exemplifies how the application of an SCC may
modulate a wireless device’s network selection process and behavior, Where an
exemplary network identifier [MCC2.MANCI1] is mapped to the code [0000], the
access network identified by [MANCI] is always forbidden for all core networks
in a geographic region identified by [MCC2]. In a second example, the network
identifier [MCC2.MCNC2] is associated with the code [0000] to indicate that the
core network identified by [MCNC2] is always forbidden for all access networks
and technologies in the geographic region identified by [MCC2]. Likewise, in a
third example, the network identifier [MCC3 . MANCI1.MCNC?2] is associated with
the code [0011] to indicate that the particular AN/CN network combination
identified by the codes [MANCI] and [MCNC2] cannot be selected for manual
network selection in the geographic region identified by [MCC3].
[0033] Those skilled in the art should recognize that database structures or logic
similar to the databases 400A and 400B described above may be provisioned for

other types of network lists as well, e.g., operator-defined preferred network lists,

user-defined preferred network lists, and enterprise-defined preferred network



and technol ogies in the geographic region identified by [ MCC2]. Likew se,
ina third exanple, the network identifier [MCC3. MANCL. MCNC2] is
associated with the code [0011] to indicate that the particular AN CN
network conmbination identified by the codes [ MANCL] and [ MCNC2] cannot be
selected for manual network selection in the geographic region identified
by [MCC3]. [0033] Those skilled in the art should recogni ze that database
structures or logic simlar to the databases 400A and 400B descri bed above

may be provisioned for other types of network lists as well, e.qg.,
operator-defined preferred network lists, user-defined preferred network
lists, and enterprise-defined preferred network 16 lists, etc.

Furthernore, appropriate prioritization lMogic may also be interfaced with
t he sel ecti onlig®Heta. olFurda?uml@asea@pn@ﬁiat@pdoﬁﬁwmﬂogmmhma seontuinéaréacethevith
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access to networks on d automati c sel ection excépt en no ot her
net wor ks ar e upduillomby by a(netwagrlqoaslmtetm (@gqasbs)rrtemecm/bmbbpsramr aasddisttd logith
automati c and manual selection (i. npva of ne et wor ks
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prevent access to networks on a list by automatic selection; (ii) prevent access to
networks on a list by automatic selection except when no other networks are
available; (iii) prevent access to networks on a list by automatic and manual
selection (i.e., removal of networks on an operator-defined blacklist by manual
selection is prevented; and (iv) prevent access to networks on a list by automatic
and manual selection except when there are no other networks are available for
selection.

[0035]FIG. 5 is a flowchart associated with an embodiment of the present patent
disclosure wherein a network selection method is disclosed that is modulated by
application of a network list associated with a wireless device. Upon scanning by
the wireless device in one or more frequency ranges and/or in one or more radio
technologies, at least one network may be discovered (block 502), whose identity
information is decoded to determine a network identifier associated therewith
(block 504). A selection control code associated with the network identifier is
then determined (block 506), e.g., by way of querying a suitable data structure

such as the database structures described above with reference to FIGS. 4A and



and manual sel ection except when there are no other networks are avail able
for selection. [0035] FIG 5 is a flowhart associated with an enbodi nent
of the present patent disclosure wherein a network selection nmethod is

di scl osed that is nodul ated by application of a network |ist associated
with a wirel ess device. Upon scanning by the wireless device in one or
nore frequency ranges and/or in one or nore radio technol ogies, at |east
one network nay be discovered (bl ock 502), whose identity information is
decoded to determ ne a network identifier associated therewith (bl ock
504). A selection control code associated with the network identifier is
then determ ned (block 506), e.g., by way of querying a suitable data
structure su%llé as the database structuréd described above with reference
to FIGS. 4A and 1Rerandingepdhgisalectan tasairebreds.i nadisular gelession, criferion is
particul ar sel egii riterion i i ed t he di scovered network (bl ock
508). [0036] éedggélﬁep#‘%?%vege%%w%g{P@aaé?rb@r an enbodi nent of a wreless
devi ce or UH@S6FId. nDdéRclkhe I t i ; e.
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modi fi cati onsCPENIFRS d¥athese skifladniy dhoark Ppemdperenset hetetss daatt althpughean

i dul bt &g i . th . of FIG_6,should b
Uaken as i 11 arearrear PEUHEIOR SP Kobumrioh o, kP PEER CioThn = Boe OB bnt <

of the preserfI(as,etherdicas! s Wr BumBeiMoC I ARIO6AS R R ARk dif Gaf Byarkhe
overal|l control of UE 600 is operably coupled to a conmunication subsystem
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effectuating i¥ laxt*rhﬁgeorrqgntso%afl}@. %gsh%r&?d B G?li a%alliliugt?gtiv%vftthe% than limiting with
respect to the embodiments of the present patent disclosure. A microprocessor
602 providing for the overall control of UE 600 is operably coupled to a
communication subsystem 604 which includes transmitter/receiver (iransceiver)
functionality for effectuating multi-mode scanning and communications over a
plurality of bands. By way of example, a wide area wireless Tx/Rx module 606
and a wireless AN Tx/Rx module 608 are illustrated. Although not particularly
shown, each Tx/Rx module may include other associated components such as one
or more local oscillator (LO) modules, RF switches, RF bandpass filters, A/D and
D/A converters, processing modules such as digital signal processors (DSPs), local
memory, etc. As will be apparent to those skilled in the field of communications,
the particular design of the communication subsystem 604 may be dependent upon
the communications networks with which the UE device is intended to operate. In
one embodiment, the communication subsystem 604 is operable with both voice
and data communications.
[0037] Microprocessor 602 also interfaces with further device subsystems such as
auxiliary input/output (I/O) 618, serial port 620, display 622, keyboard 624,

speaker 626, microphone 628, random access memory (RAM) 630, a short-range



plurality of bands. By way of exanple, a wide area wireless Tx/Rx nodul e
606 and a wireless AN Tx/Rx nodule 608 are illustrated. Although not
particularly shown, each Tx/Rx nodul e may incl ude other associ ated
conponents such as one or nore |ocal oscillator (LO nodules, RF swtches,
RF bandpass filters, A/D and D/ A converters, processing nodul es such as
digital signal processors (DSPs), |ocal nenory, etc. As wll be apparent
to those skilled in the field of comrunications, the particular design of
t he conmuni cati on subsystem 604 nay be dependent upon the comrunications
networks with which the UE device is intended to operate. In one

enbodi nent, the communi cation subsystem 604 is operable with both voice
and data comunicatjons. [0037] M croprocdéssor 602 also interfaces with
further devi cePRNBiratiens ShEYstE 63%xiand apny |0rﬁ]ilﬁ.lt Aevicpusubpysteps eagierdlli i al

port 620, dis 6 oard 62 speaker 6, m crophone 62 random
access mem)ryll%%)%ﬁﬁ/)a25 l%é %H‘éﬂl‘%ef?gﬁéé ga nércggﬁl Bﬂ‘g R e
and any ot hercigiheRicHubsy RONTS( W@@MMSIW%@%@ 3af & %Bepw&maln
633. To control access and rranage t he device " configuration,

(SIMRU M USI avninntierfiaic evBB 4thies natopr@reesdrdé@l.i nln anmmmpteatarmanom tRlSIVhe
m cr opr ocess In.one |]g1%l enentation, RSM interface 634 is_operable

with an RSM 3&?6‘6%9%&%@8 apsiaRtsar it e FYM cerd h@uﬁ&ﬁlwer@Meaﬁenﬁgtﬁéaons

i nformation i er. | ated da

as one or nore S@#%? B%sl\}lqlfﬁ%s anﬁgSt %J’Pg aa% geﬁﬁb Clat%i % ng&@scrg) S rgl %egec[%;l e
her ei nabove. W€&038]orfdper atidragS SEFPEMINOfiitvand andbakhBliesOMistAbed & tdoasiP
may be enbodied in a persistent storage nodule (i.e., non-volatile

storage) sucHesmn#ey¢h nenory 635. In one inplenentation, Flash nenory 635

may be segr eg{%fﬂ dpnergtnggl :];}]:s e nstoft%vra?e ahd other control software may be embodied in

a persistent storage module (i.e., non-volatile storage) such as Flash memory 635.
In one implementation, Flash memory 635 may be segregated into different areas,
e.g., storage area for computer programs 636 as well as data storage regions such
as device state 637, address book 639, other personal information manager (PIM)
data 641, and other data storage areas generally labeled as reference numeral 643,
Additionally, appropriate network discovery/selection logic 640 may be provided
as part of the persistent storage for executing the various network
discovery/scanning and network selection procedures set forth in the preceding
sections, Further, another logic module 648 is provided for facilitating forbidden
network list control logic, etc. Associated therewith is a storage module 638 for
storing the SSID/PLMN lists, selection/scanning filters, capability indicators, et
cetera, also described in detail hereinabove.

{0039] 1t is believed that the operation and construction of the embodiments of the
present patent application will be apparent from the Detailed Description set forth
above. While the exemplary embodiments shown and described may have been

characterized as being preferred, it should be readily understood that various



e.g., Sstorage area for conputer prograns 636 as well as data storage

regi ons such as device state 637, address book 639, other personal

i nformati on manager (PIM data 641, and other data storage areas generally
| abel ed as reference nuneral 643. Additionally, appropriate network

di scovery/sel ection | ogic 640 may be provided as part of the persistent
storage for executing the various network discovery/scanning and network
sel ection procedures set forth in the preceding sections. Further, another
| ogi c nodule 648 is provided for facilitating forbidden network |ist
control logic, etc. Associated therewith is a storage nodule 638 for
storing the SSID/PLMN |ists, selectlon/scannlng filters, capability

i ndi cators, e ceter described i i’ det aj | her ei nabove. [0039] It is

bel i eved t hat® Hé"% pl a‘PP%‘%Cé%WSCGH%IIdr betinade diereie Wathogtideeatagofroméhe
resent pate t. f | ed Description
Eet fortﬁ ag%egggt&g %ﬁ%ﬁgﬁéﬁg%ﬁggggf ghFH@%?éﬂgﬁgﬁHﬂghasdescrlb;g hay

have been characterlzed as being preferred, it should be readily
understood that various 19 changes and nodifications could be made therein
wi t hout departing fromthe scope of the present disclosure as set forth in
the following clains. 20 WHAT IS CLAIMED I'S: 1. A nethod for nmanagi ng
application of a network list on a wireless device (102), conprising:
providing a first database structure (400A) that associates a plurality of
network sel ection control codes (402) with a corresponding plurality of
network selection criteria (404), said network selection criteria (404)
for defining different treatnment options for networks identified in a
network list (300) associated with



said wirel ess device (102), wherein said network selection criteria (404)
are operable to be selectively applied to various uniquely identifiable
conmbi nati ons of one or nore radi o access network, RANs, one or nore core
networ ks, CNs, or one or nore service networks, SNs, said conbinations
bei ng contained in said network [|ist, and providing a second dat abase
structure (400B) populated with a list of networks identified by
correspondi ng network identifiers (422), wherein each network identifier
conprises a geographic region identifier and at | east one of an access
network identification code and a core network identification code and is
associated with a correspondi ng network sel ection control code (402)
identified in said first database structure (400A), wherein one of said
net wor k sel eciWirpATASTr AIMECPPRS (402) is associated with a sel ection
criterion which forbids a user of said wreless device fromrenoving a
network froma |ist of forbidden networks, said 1|ist being provisioned by
a hone network operato aid wirel ess devi ce. for i ng
application of a H&Imﬁé?ég 5”%?@€gé§§lcﬂé¥}8@36¥§§$3%B59%% f%ﬂ @
claim1l1, wher f said first and second 21 database
structures (iggﬁmﬂﬂggg%ﬁhgﬁﬁﬁgfed on a renovabl e storage nodul e (214)

operabl e to be coypbedidg asfiistd daatabesaudave ¢40(APDat Bsodibees reephodlifyoof
managi ng application of a network list on a wireless device (102) as
recited in clughvomk selpediat porirol] @ai@@‘ (60 withgaperresposdingnplusdeyid nedwpEbase

o7t s (00 90Rk ¥ O b TR TR S8 Py

network |ist @n@cyy 55% &fsSfor%vws&s(la@@aﬁ@cﬁlﬂ 8GideREH NstClAONadsoctdtad With or

claim3, wherein at |'east one of said
said wireless device (102), wherein said network selection criteria (404) are
operable to be selectively applied to various uniquely identifiable combinations of
one or more radio access network, RANs, one or more core networks, CNs, or one
or more service networks, SNs, said combinations being contained in said network
list, and

providing a second database structure (400B) populated with a list of

networks identified by corresponding network identifiers (422), wherein each
network identifier comprises a geographic region identifier and at least one of an
access network identification code and a core network identification code and is
associated with a corresponding network selection control code (402) identified in
said first database structure (400A), wherein one of said network selection control
codes (402) is associated with a selection criterion which forbids a user of said

wireless device from removing a network from a list of forbidden networks, said

list being provisioned by a home network operator of said wireless device.

2. The method for managing application of a network list on a wireless

device (102) as recited in claim I, wherein at least one of said first and second



first and second dat abase structures (400A, 400B) is operable to be updated
only by a hone network operator associated with said wrel ess device
(102). 5. The nethod for managi ng application of a network list on a
wireless device (102) as recited in claiml, claim2, claim3 or claim4,
wherein said network list (300) conprises at |east one of a user-defined
forbi dden network list, an operator-defined forbidden network |list and an
enterprise-defined forbidden network list. 6. A network selection nethod
nodul at ed by application of a network |ist associated with a wirel ess
device (102), conprising: determning (504) a network identifier associated
wth at | east one network discovered by said wireless device (102) via
scanni ng (502), wherein said network identifier conprises a geographic
region identi fatebasantudturte 400QMD0B) i8RtAREEC RS rdiRbWIK sfodkaft inbdgiat (201)
code and a core network identification code; 22 determ ning (506) a

sel ecti on con¢pa@nbledeléc seuplecr 4¢ saidwiirdlcssadayiosetlidlk i dentifier, said

sel ection control code being selected froma plurality of network

sel ection control codes (402); and depending on said selection control

code, applying (508) a"ﬂ?éﬁl!eﬂibld%rﬁeﬂa?ﬁl? €At &IPHF Qe dk e BRECKirbRs$ I d
at | east one network, wherein said particular selection criterion is

sel ected fromlevigd (&) idsyreoftedhé winite Kekbeteiront buast ene af (sdidld)irst apdrsabbmd t o
be sel ecti vel pplied to various uniquely jdentifiable conmbinations. of

one or nore réRRFSECHESHIGRtANG K $OURANS SRl MpHQY dBPEH IR dRIRBTAkE! WeElRER or

one or nore Seryi Ge r Ns, said conbinations being contained in a
net wor k Iist,&g%wlﬁle#g\%\iﬁ%rcéiﬁloéhe of said network selection control codes

(402) is associated with a selection criterion which forbids a user of

said wrel ess device . o ' .
The method for managing application of a network list on a wireless

device (102) as recited in claim 1, claim 2 or claim 3, wherein at least one of said
first and second database structures (400A, 400B) is operable to be updated only

by a home network operator associated with said wireless device (102).

5. The method for managing application of a network list on a wireless
device (102} as recited in claim 1, claim 2, claim 3 or claim 4, wherein said
network list (300) comprises at least one of a user-defined forbidden network list,
an operator-defined forbidden network list and an enterprise-defined forbidden

network list.

6. A network selection method modulated by application of a network
list associated with a wireless device (102), comprising:

determining (504) a network identifier associated with at least one network
discovered by said wireless device (102) via scanning (502), wherein said network
identifier comprises a geographic region identifier and at least one of an access

network identification code and a core network identification code;



fromrenoving a network froma list of forbidden networks, said |ist being
provi si oned by a hone network operator of said wireless device. 7. The
network sel ection nethod nodul ated by application of a network |i st
associated wwth a wireless device (102) as recited in claim®6, wherein
said scanning (502) is performed as one of an initial scan procedure and a
background procedure. 8. The network sel ection nethod nodul at ed by
application of a network list associated with a wirel ess device (102) as
recited in claim6 or claim 7, wherein said determning (506) a selection
control code associated with said network identifier conprises querying a
dat abase structure (400A, 400B) populated with a |list of networks
identified by corresponding network identifiers, each network identifier

bei ng associ at ed Wdtraiges r(@@@oal%lwuaﬁtd@ﬁfrlsl %GH@%%édUhte&QﬂftH @hldCQ@t%rk
operable to identify a particular selection criterion. 23 . The network

sel ecti on net isttitstdazd edepyornppitidatdderbaifg acleetedoiréml a @tma]styom:ﬁ a¢tearki t h
a wirel ess deV|lce %02{? rec'b d i y claim8, wherein said list of

net wor ks conmpPflERLOT5E0 t'é)i%d%gn@ §}=a§ user-defined forbidden network |ist,
an operator-defi ”egeﬂéﬁﬁﬁi%%ﬁ”sélﬁt %@5& %Bntz@lngo@é‘ g@élgﬁg '(%@)g?f%ﬂ lar

f or bi dden network [1'st managi n n vvork

list on a wi rsdlestion diteiior u(1ﬂk01%);pcdtwpmdat R@st @nef hdtlorid at laainssatd pateicurae
(400A) that associates a plurality of network selection control codes
(402) with a &%?Crféglp@mf@ilﬁg 1§>|S@h€9ﬂedtfy01@fa nbroliykofseiteork salection catdria (408))

opti ons for naRETRIOPESRGFIES Nt e fiab® vhgholy3se) dls crabltar: af
said one or more radio access networks, RANs, one or more core networks, CNs, or
one or more service networks, SNs, said combinations being contained in a
network list, further wherein one of said network selection control codes (402) is
associated with a selection criterion which forbids a user of said wireless device
from removing a network from a list of forbidden networks, said list being

provisioned by a home network operator of said wireless device.

7. The network selection method modulated by application of a
network list associated with a wireless device (102) as recited in claim 6, wherein
said scanning (502) is performed as one of an initial scan procedure and a

background procedure.

8. The network selection method modulated by application of a
network list associated with a wireless device (102) as recited in claim 6 or claim
7, wherein said determining (506) a selection control code associated with said
network identifier comprises querying a database structure (400A, 400B)
populated with a list of networks identified by corresponding network identifiers,
each network identifier being associated with a corresponding network selection

control code operable to identify a particular selection criterion.



w rel ess device (102), wherein. said network selection criteria (404) are
operable to be selectively applied to various uniquely identifiable

conmbi nati ons of one or nore radio access networks, RANs, one or nore core
networ ks, CNs, or one or nore service networks, SNs, said conbinations
being contained in said network |ist, and a second dat abase structure
(400B) populated with a list of networks identified by correspondi ng
network identifiers (422), wherein each network identifier conprises a
geographic region identifier and at | east one of an access network
identification code an a core network identification code and is associ at ed
with a correspondi ng network selection control code (402) identified in
said first database structure (400A), whwaerein one of said network

sel ection control codes (402) is associated with a selection criterion
whi ch forbids a user of said wireless 24 device fromrenoving a network
froma list of for$i ddehhhetatoids, sebaition| insthdkimgdulptedvibsi epelicatipna ofioae

network operator of .said wreless device. 11. e.system for ,nmanagi .
appl i cat i on oReHCREdFbIROFRK Rk 4 Wi eregaricab et (305 BCIRE by BhGTn
clai m 10, whegehn; I s Sal i

structures ( 4%33?6\%?188 é’)%a?érkg'?% Fg%lsgﬁ ag 1%53{@@%%?34 g%%%%g@“ﬁ%?@?z‘ﬁﬁmk
oper abl e to bistcoarpl @sbritor-glatidedv fogbidgen davinegk ( 1i0R) and 2an Thtepyist-aetihed
managi ng application of a network list on a wireless device (102) as
recited in clErbidden ngivearkilistat | east one of said first and second

dat abase structures (400A, 400B) is stored in a nenory nodul e integrated
within said wireless device (102). 13. The system for nanagi ng application

of a network list gn a Mﬁsry@ﬂeﬁl??or Hﬁﬂégﬁ%]ga%%lat?&l bEGI dRFotN1is! &h B dfelesd ai m

11 and claim 12, wherein’at |east one
device (102), comprising:

a first database structure (400A) that associates a plurality of network
selection control codes (402) with a corresponding plurality of network selection
criteria (404), said network selection criteria (404) for defining different treatment
options for networks identified in a network list (300) associated with said
wireless device (102), wherein said network selection criteria (404) are operable to
be selectively applied to various uniquely identifiable combinations of one or
more radio access networks, RANSs, one or more core networks, CNs, or one or
more service networks, SNs, said combinations being contained in said network
list, and

a second database structure (400B) populated with a list of networks
identified by corresponding network identifiers (422), wherein each network
identifier comprises a geographic region identifier and at least one of an access
network identification code an a core network identification code and is associated
with a corresponding network selection control code (402) identified in said first
database structure (400A), wherein one of said network selection control codes

(402) 1s associated with a selection criterion which forbids a user of said wireless



said first and second database structures is operable to be updated only by

a hone

networ k operator associated with said wirel ess device (102).

The system for managi ng application of a network list on a wirel ess

14.
devi ce

(102) as recited in claim10, claim1l1l, claim 12 and claim 13, wherein said

network |i st
network |ist,

(300) conprises at |east one of a user-defined forbidden
an operator-defined forbidden network |ist and an

enterprise-defined forbidden network |ist.

24
device from removing a network from a list of forbidden networks, said list being

provisioned by a home network operator of said wireless device.

1I.  The system for managing application of a network list on a wireless
device (102) as recited in claim 10, wherein at least one of said first and second
database structures (400A, 400B) is stored on a removable storage module (214)

operable to be coupled to said wireless device (102).

12, The system for managing application of a network list on a wireless
device (102) as recited in claim 10, wherein at least one of said first and second
database structures (400A, 400B) is stored in a memory module integrated within

said wireless device (102).

13.  The system for managing application of a network list on a wireless
device (102) as recited in claim 10, ¢laim 11 and claim 12, wherein at least one of
said first and second database structures is operable to be updated only by a home

network operator associated with said wireless device (102).

14, The system for managing application of a network list on a wireless
device (102) as recited in claim 10, claim 11, claim 12 and claim 13, wherein said
network list (300) comprises at least one of a user-defined forbidden network list,
an operator-defined forbidden network list and an enterprise-defined forbidden

network list.



