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The types of objects that may be associated with tags
include but are not limited to people, animals, plants,
things of any kind, real property such as houses, lots,
condominiums, mobile homes and townhouses, valuable items
such as paintings, diamonds, jewelry, watches, and antiques,
. movable items such as automobiles, airplanes, military
vehicles, bicycles, motorcycles, boats, ships, components
thereof, locations, environmental conditions, abstractions,
concepts, phenomena, etc. ‘Associations between tags and
objects can be of any type including but not limited to one-

to-many, many-to-one or one-to-one, physical, logical, etc.
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the present invention may prevent a car owner from passing
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buyer because a car’s accident history could be stored and
retrieved from the car’s associated tag. Use of the present
invention could prevent the theft of military secrets
because clearance information could be easily accessed from

the tag associated with a person to determine whether that
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Accordingly, there exists a need foxr a system and
method for storing, retrieving, and managing data for any
type of tag that is associated in any type of manner to any
type of object.

SUMMARY OF THE INVENTION

The invention provides a system and method for
storing, retrieving, and managing data for any type of tag
that is associated in any type of manner to any type of

object for a variety of applications.



3 WO 2005/ 045631 PCT/ US2004/ 035932 In particular, it
is an aspect of the present invention to present a

weysisaasd3or storing, retrieving and  nanagi ng garastmn/ 035932

10

15

20

25

30

35

one or nor e 1ebjpREtS RO, Sithdis QRE MpdBY ot afBe present
associ ated wwth the one or re_»>5 otg ects; one or

NOPe S8 HHEn &Mt ?r@aﬁﬁﬁqi%m i SC9edid BRETAFVIng and
Saiathatydgsy, dafta dast cree dreceiree lofj@ct= erbibAgs Lagt:r ol

data and infornmation data from at. l.e one of said
conponents 10’ go?ro TS gé—’%s SHE' 0 lastéaggﬂ“ila% \-ﬂiﬁ%r gRR ©r more

sa@ldeictsor mati on data is about the object ‘that is

associ at ed %%%?c&md%fg éﬁﬁ?ﬁl qg?dﬂ%ﬁuﬁﬁcégfﬁé %E%h at least

transmitter transmtting at 1east —a por
s&NE Off Godet itdwsdata to at | east one of said 15

Conponentsid&f%éé&ﬁ%ﬁ&?f@délﬁ%%‘%d%“?é6&i9§ﬁ§icaﬂgrol data
at |east one comunication network for faciliTating

& dedrrrRddOh Gedforfg Ehidd dERsinames @hgsaidi gomponents

:dgﬁb }él'tﬁeﬂ%ia%tabdlee%ﬁ‘: LN Qfag%aiv?lé}_@mpwiéti?for?ation data
r,.ans at .| eas one .quer Q recelve at | eas a

b EBRBr T Gl A OF AR WA o OB at least

assecitaged with said at |east one tag. It is a

further aspect .of th r t. J.nvention to resept
met hod for é%?:orl%r?gsft .?)e ri%éf\%?lﬁ&l@§r1e5t nfgjgaé:l]ﬁ%g%rg gglﬁg at least
f §r Poré ion wir sadl detformahiorsidaga ke sttepbeatt one of said

agRpbAakbnfY ARe RoJdPIRdRNS (Y R INe RGO ARES: and
obj ects; comunicating with at |east one of said tags

from one oPtdEEStoMBEh&MEUNIE Qs Vietd Rt For

da@taiand aiciher melidordatu ildaeMnatdgasts 0t @dmsahénts and
c%gp%nﬁnts into at |east one of said tags wherein

s& a5 nf8frati on data i s about the object that s

associ at ed witelresai chtatl dagdistoneneft agid camspohénng dtansmits

| 6351 35RO %Heo%l%fraﬁ A 22 d 100 %'{Eatlice%%t.dgi }éfé’{%ﬁ%@ said
at. | east one t to at l'east one ~of 'said conponents _
| Andesapddnse dateh ahewr ot ebjemtaasemeiated with said at

t naRsH bhiengfy.om said at |east one of said

It is a further aspect of the present invention to
present a method for storing, retrieving, and managing data
for one or more objects comprising the steps of:

associating one or more tags with the one or more
objects;

communicating with at least one of said tags from
one or more components;

receiving control data and information data from
at least one of said components into at least one of said
tags wherein said information data is about the object that
is associated with said at least one tag;

transmitting at least a portion of said
information data from said at least one tag to at least one
of said components in accordance with said control data; and

transmitting from said at least one of said

components at least one gquery to receive at least a portion
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects and features of the
invention will be more clearly understood from the following
detailed description along with the accompanying dxrawing
figures, wherein:

FIG. 1 is a block diagram showing the major
operational elements of the invention.

FIG. 2 is a dataflow diagram describing the
storage of data to tags 102 that are associated with any
kind of object.

FIG. 3 is a dataflow diagram describing the
transmission of data from tags 102.

FIG. 4a displays a sample fill-out form 400
completed by a parent at a client computer 106 to control

the operation of the child’s tag 102.
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object (physical or abstract, animate or inanimate) for a
variety‘of applications.

While the present invention will be explained
within the context of several different applications such as
the authentication of objects including valuable items and
evidence, and the monitoring of children by their parents,
the present invention can be applied to any application
which would benefit from the storage, retrieval and
management of data for tags that are associated with any
kind of object. These applications include the exchange of
objects such as real property, goods, and service,
monitoring the vital signs of the ill, the elderly and

athletes, athletic training programs, monitoring
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SRR P F R R B TS T Be f priglant s
c@ﬁu@% o@fmwriem@ 250 sl qzrdxmory audnsahetorses] agsts,

anReh RRIBGHS AN R Of arﬂ:)fneé %'% ﬁ%@ne\réﬁugﬁgg’ items

many- t o-one or one-to-o0n € assocC I ‘ons
piRysitcas Qaﬁlgﬂfcleﬂgs:et‘%la“%:ca]ew%ﬂs?‘%mmti@msna@nd antiques,

| REhide e tacdi N M&ﬁobﬂ%&!t NGy e d a0 miP:L@érir Nyehicles,
S associ at ed Ob%?Ct gi cal associ ati ons may

S S5 SRRdS rFJIer?'a Chasd i Rieh %“%PI?%‘B‘F%' thagations,
n&ylvie:sirmiﬁﬂtsﬂ a:c&ai:rtaxpmdmﬂwjmﬁ&rs Ontofep®s £ phenomena,

t an e t hej |det|f|cat|on
SR A SRS DL QLI TG4 any
ditiyber émcjtty—bersg |<mﬂ1,td?ﬂ@f%dlr®rﬁlﬂmrmw or one- to -one.

Lgﬁ@lﬁé‘a'rac%do%&tl?tgés\?ﬁﬁggg%é RHM: 489S 1d P88 [ aUS=. physical
assoclations may include attaching and/or inserting the tag
to or in its associated object. Logical associations may
include information in a database such as a table that may
establish a correspondence between one or more tags and one
or more objects by their identification numbers.

The tags 102 may be one of a variety of a
different types including Radio Frequency Identification
Device (RFID) tags, laser tags, cellular phones, devices
that receive and transmit signals from a Global Positioning
System (GPS), etc. The tags 102 may be powered by any kind

of power source such as a DC power source, an AC power



10

15

20

25

30

35

that receive and transmt signals froma G oba
Positioning System (GPS), etc. The tags 102 may be

woauwevesh3by any kind of power source such as aCD@S2004/035932

POYRE-SOULEEs AR AErPOVRE . 7 YO 20Q%
PCT/ US20047 035932 sourcg solar goﬁgﬁ%gs%my'gaﬂ$ t%f ability

1b2 Fayeh¥Pedeha. abEPFEydata r 66iSEe (@dita ATsY e tdamEMLt

s@asg . dabatandAQr bkl 28s8lived dabacBdshiMed®o other tags
recglved and transmtted to other tags . 102, sensors

1642 cBRPEPEFs 1986, CONBUGSTESASE - Satabases penagement:
1a;§)sté£he tLags 1@Beﬁaﬁgba162t hayabialviet Y HeO s38NSey @QH a;ense
i,ts.environnent, etc.

ted t
RERatFPBnian AESGERATED BYSCE. odth ALVELGHENT ofte. Data
aaenaéd feymi anl adeoredted otigeatseuirhaad enperaion @r animal

O%Xg gnggﬂﬁgnﬁed&gaﬁhgaggogﬂbphg%rEen%%&ﬁ%etC %%RF%ﬁ%cxnltent

envi ronnen e &8
oinvaheobdogdsebearporsbas, esnd partlautsmtsgd i rioime taier

oénW@ESﬁmeBQemayeHH@ﬁﬁﬁér@hetEgngggkdb%y oﬁgeb%ﬁ%s,

pressure, chem tals, nmotion, Iight, sound, etc
pP%%%ﬂFSvn?@ﬁtP@ﬁ1¥66nﬁﬁy1PuFbﬁeﬁan@WU@@tfgvséﬁ§ors

104mpSeasars, 104 "BYmbaief,, ap¥rbype raed stgesechiitMcal s,
ki nd, of d?ta Sensor 104 may be powered by any type

oF°thBher 158lF ceSStRRA- aStSn AC power source, a DC
power sourc®he poEaenponerenteba. 1Sensa@st&4hE&yinclude

t
DL o e O OB SELBOLR G e s
edRYy @ﬁéupér@an% nﬁynsnm“rsud&dmaatb@seepqmmglebwmany type of
Sﬁé%@fsséégcgoéuEﬂeaétQﬁaﬂ@ ﬁBQega§6%§%%nt Obc g@h@r source,

associated with tags 102 in any way i ncl g
t Fhehi PPYATY oeSHd/ oﬁefl@PF?eéfeé Flﬁéfmltﬂﬁéusi@g hegpometers,

Dabalaﬁydebectbas$ NGLbBElt PokagsohlAgl Ee@Leam u;tpgr) Sdevices,
106 for _stora

th|n t he s and may
P anafref ceRr e netpagaCeBsut BE2  SA, TN, Thbd tapacabase
rednagementr opstags 102 fay bbhessovedgendndamagedemgnt of

d&éé‘?aég HBEQQSﬁegRtﬁyéég@ 169 4 ngyne?‘%o% }%ﬁﬂ&' Qe a

urt nmuni catl on
\/\W@%S%yt?ﬁcrgd@nd/ oar retyievedofdpnf shentapgpad§2ef Data may

C@@D@P@ﬂéﬁléﬂgdsgétﬂﬁgg i@ZCQgHHnbgﬁbﬁteg'fﬁ@%e@Er storage
% es. of data am)ng2 e tags 102, sensors 104
c

tBrEheoBagE: ¢ Tﬁ@éemezsniaenEﬁ%sgﬁ&t@éf frarethgytags 102
i el voepuodukal 06/ deDaddl atbrse(BOdERB), taakehbRt &gy be

“g%%%ﬁicggﬁmm h&GEEN T 829385&@%52%2%25@9 s40088 190,

The present invention may further include a
communication network 114, which may include'a variety of
different types of components and software to communicate
different types of data among the tags 102, sensors 104,
computers 106, etc. These components and software may
include modulator/demodulators (modems), satellites, up and
down frequency converters including those for communicat ions
with the satellites, audio/video encoders, routers, hubs,
bridges, etc. In one embodiment, the communication network
114 may be a cellular telephone network. In another

embodiment, the communication network 114 may be any type of



35 with the satellites, audio/video encoders, routers,
hubs, bridges, etc. In one enbodi nent, the

woammnmsaat i on network 114 may be a cel lul ar perasbmrn3s932
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nekwenk.i tkn r@mtdi&r subedi nery tlhe HOOREY C@hb&Diment, the
network 114 a3¥é%%Pe of WO 2005/ 045631
PEFITISGGAS % Phét v&ﬁlkewrasn%@soﬂf
aanblnhle::emirmdjdmretnt t ltene CENmRLH iCat idh rreéwwmlﬂc may4 hﬁay

1th%| ev' Slt,%n tve\%rnelg ‘11 o%\%%nhlecr qelnéodgdréﬁ tae %%x{lpl ished on

c OIS At Sh e
C@muﬁmann@rt ey dre am:cmpia SIrrs:nbmetS gppel dorteroed, byncluding

P e T

i ADLFASE tooTaRieetaR@et -.An Amtirdiranegts s @/m*eate network

| nes;melang/y@ Qdart %xle%caiewoexac n@}pw Kook LaN\Ol&é &rea network

area’network (WAN) that enables the use_of

| ﬁW@‘Nﬁth@ésé‘dlaéD&ﬁﬁ &hE e iaf ﬂmt@l@@ﬁn@saﬁ idgkpkications in
enVviseenrent pr@(ztart%n%trﬁrﬁfo@mleﬂitr anehxdddffet NYMOr kSt ranet -type

tha k tiple.si or. orqgani zati ons usjn
hs( rmf’ﬁt e Hﬁ@st&@léfs SKHRs R Waﬁr&ezex%m% using
buntrauntaxgﬂeﬁxmiﬂtauﬂdq&&gﬂéme Hypertext Transport

Pr ot ocol g'?‘f‘%r AP 1S Q6 1@3&11%3; inelude %’f andcalled

software 1 requestlng ata impu t'ags
s&heoHy PEAZ exanFlremspairs Frsrtexrtaln (éﬂdl&t)a.bas&pmputers 106 may

naﬁ@qaei%nﬁ@x%we%ms%lf@wa@%qu S JOr- et f 1 BLOWSElHut by

software 108 may be handl ed by server softmare 109.

Th895s éPde PrshaRsCE 169 2map i date steqrdtiey agdatabase
amenaByrmed tt rsq/@ﬁtr@:ﬁ 11110 .t 0 Rehfi ARG s AU OGS browser

sof re 1 uters 10 further cl ude
SEbrERaEer The, mog A Beiee B St sl HaRE AP ne The
capabeklsbé$wmtdlm®9 sewv@mcaﬁa\MhaafHﬂhedued data and may

PRELLEWLRN 5 ot RS %ﬁﬁ%‘ F%ggt U538 48 ‘“?trolwsseqf tggg

pre-process a pag to the
r EQUBYtEeNg a@@g@nf Softhgre 11g8.uden amelmmm:rrmrver

ta@fawa&ecqtmon \Aﬁﬁrc‘ﬁerma%()fet}é&%rrﬁi thkl dapbiGold FUU O he
plication. Col'd Fusion is a Worl.d ide Wb

aﬁsffveat ?&#Wé.recrlé?a?u nddPRFHICHEFe &9 iRRYiGREion sexrver
asdftwbezeaqmlvma\pelpr&l -edesLonpaRin@ standanskfore it is

t Q Nhrkup nguage files th Col d
PR TRk R AR A e CRANER T RE oA
specified i A’ Doe elwb_addm@@ita Cdied aplfﬂsm@t@r!wﬁﬁrver software
A@@'l' Gat 50%@%% Mo %?) }i'ltoatlo%en Y1t Eqm&l?tles a World

Weiss, Fourth tion, erel nafter,
Wide' Web appllcatlon for creating dynamlc page applications

and interactive Web sites by combining standard Hypertext
Markup Language (HTML) files with Cold Fusion Markup
Language (CFML) instructions, as specified in “The
Macromedia Cold Fusion 5 Web Application Construction Kit,”
Ben Forta and Nate Weiss, Fourth Edition, (hereinafter,
“Cold Fusion 57), Chapter 1, the contents of which are
herein incorporated by reference. HTML is a page markup
language that enables the creation and layout of pages and
forms. In one embodiment of the present invention, a Cold

Fusion application defines fill-out forms for entry of data
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".Cold Fusion 5"), Chapter 1, the contents of which
are 35 herein incorporated by reference. HTM. is a

wopages/asaskup | anguage that enabl es the creati egTansg04/035932

| ayieutidohgpagesdane tboeBherbn e HReditRM &f ¢ tags 102
present invention Fusi on application defines
f

, Col d,

AR -BEPSPBFn%O#oPnénHPﬁr&FSd ¥ 9§5%p 2005/ 045631
PCT/USZOO4/?3588% ehh@ﬁddbﬂg,gbeCQﬂHBFM@iQ@DEJ lifd¥rion 111
operatiqn, of the.tags 102 .an ensor.s -queries
fgg HS?g.tPnISEEISN%o8FnBHF?t§ %&Q§ ﬁﬂﬂE§% 32419 on
1managsmesedsyetent dil@ve Theupddide Fuatian rRpdid cation 111 may
d e t 0. I Fusi on
CAERREs PR TRATABIRA! oK bEMehE oy ThRERCT G TR, an
systenface raldadhOpen Patébhsee Cominesd iQddy CDADEAse which is

Canggshaakémﬁg@?ggt i e @Qob?amﬂni%&ga&%@é‘}fé%l | GRIOME o
Programm ng Interface (APlI) “for accessing I nformation
f FORFEFLTEr Rt CHRARB RS fEPE: Eif farento dgithbasentsystems and

faiFBéSenBSrexphaknedsi Bxpokdhusi b Tol1diRRen &, dilfter 6,
cogtents of whi ch Ene herelg i ngor por at ed gé :
r BF8r EREESNEPROL WA £l AEFeNERBS ABTOIPRLPS SfaPYhaeference.
I nput usi ngIa phogilaerwattt embbditendngdaga wat be input
L pul at ext,. _fil nd_i nformation., An_exenpl.ar

'BRuRd 2" Blonihl wrihi8R 3 p) LaP R, Shr kg Pulates text,
Péitles apdr ynParnasidnRandal ekempSemwadengudoReiild PERL as
Assggei ates, 1 Lne 199 he of

ar% ﬁereiﬁ %%co?ég a?@glég %gfgfené%gQ%ﬁggggta §Q§gﬁﬂ?1 L
naghneraZzdi 9f Rebli¥d &dAsaPgsateswhilel -na)lapehsfi9ed the
gﬁ@ﬁgeﬁagyoﬁowgmbﬁrafgoﬁe@égﬁayPegr@o%Qt%anb&?&eference.

at abase. abas e _of _any type i.ncludj
relationangg?aaﬁgé 8FegT%PeP§VCFFCéIdgéFgﬁggé.% Shrabase,
Dahabasesy badstatrabaseomgnagegerbupysbess 186eor may be a

d i.bed .| bas ncept ncy. F. , .
RS b RaRRLaPRo B RUALEM™ ERGER By PR1GHy tvpe including
Chapebationghedebpbesesosf anhiielagcbiz2blhdrtirbbase. Databases

| 869" RQF Absde b¥ah85EMEAC e sy EXEMBI k¥ @@%@Q@%iﬁ %LODatabase

i nclude: M crosoft Structured CgeerLanguage S
SEYTEFT CRIEFBSSH t HARE¥SE - 1KOTth, 0ARRahaMo S1erssdrt 2,

Rox®raw201121586andhdpberOlactBe’ cBntBatkand RaratoXxre

M EFoLDrEREBratEe 470 Bnar30°E 0. PRATGREYY Batabases 110
etbotiident , Milarasp§tr triecvededi Aseryetfiangupdat d8Qd) Server,
it eF8dof £ OLAaLabasg, 130,U5hAg7Shr U BEBd o RUeEbxPro 2.0, 2.5
and 2.6, Oracle 7.0, Borland Paradox 3.X and 4.X, Borland
dBase III and dBase IV, and Microsoft Excel 3.0, 4.0 and
5.0. ,

In one embodiment, data is retrievéd, inserted,
updated or deleted from database 110 using Structured Query
Language (SQL). SQL is described in “SAMS Teach Yourself
SQL,” 2™ Edition, Ben Forta, the contents of which are
herein incorporated by reference.

The present invention may include additional
components to manage the data received from tags 102,

sensors 104 and elsewhere. These additional components may

10
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Language (SQL). SQ is described in "SAMS Teach
Yourself SQ.," 2nd Edition, Ben Forta, the contents

wohooshussds1are 35 herein i ncorporated by refererceusitg03s932

P{ESERte | BYeREen FaY 1. nC'Il#ﬂ%rﬁd@nﬂjch’haﬁenEOVﬁ}%‘e%@érch tool
to manage the_data received fromtags 10 sensors
160 AL ErsonRece. MTHe0s SHEAIGIA ORIt e 10
VEH 2085 040631 l?@“r'/lhﬂszaﬁ@/ @33 De iundide airsdsat Cthe
one _enbaodi | oen t he arc

t | tqol . | ity.

e bl b 108 aRED ARhEE T st ' eng fakTgion to

\Venabye miy thesebechsathet @qlmm:)tﬂdm qu:m}t}gcl | ofprarebtually,
t t] b

CPEBLLS. BELR0AA BB oL DR SRR 00, 1.2 BB o siden

\and t gompdd ef dnfesgaitd omt @biobirt é:dnet o:qltlgcabmn tand gise this

'MP&(rmé’Egoﬁo%' bﬁlbﬁfl?r REL, g%u%élrl%cqﬁérﬁ%ﬂé}p asked to

use t ormatron to qUI y searc
P | et i ofcptichedsRed AYeTdessFayshs arasdiieduiging Verity

r@e?@téi@%c hhb@ddaﬁgnaoﬁ% Y o 1 eRYA i nd @rm WORD,
as ST and W LDCARD

ept erators such EM \DRD,

ii‘ﬁ? GBEraP6P§1§‘&Eh’ QB SRERR T & WSIRASE, NEAR | 3G JFIRASE,
o:pelatodsﬁ spelraasrEONTANNS s MONTHENS , SMARTIIEENDTARTE], ENDS
SUBST rch_nodi flers uch as SE ,

ﬁ%&%%iﬁﬁ 8?5C(i51peo§tl rSTSuENS a\ﬁié@ M' NOT, and
CCQNPEEI\&N@ S¢5rER®E@tomd s8idi aSea(rEtSh NQ)r MBOMBIEMENT,
Sﬁ?& ﬁcfesﬁhhssﬁﬁgess@%&chb%og%g % ngédeEg]pages may

Fusion tags. The creation sear ing o

clef | @et1BRY, ugABIt HEMEI YAIhy CORLCS ERegIon (st 1 o mee rFeation

\ghdt Ye b ScHen \M%r bbedoinecelidhdsi md tHhaMR1a B3 tdiirch
contents of ich are heran i ncorpara

ETRR DhRcOoUEE BFBASS: - CoP FREF PR SRy hTHAPY iy Chapter
\/\B@ phagesohtentthefsehieh aarfetmezliﬂﬁndw;mhatgad ey

for 0 | foid [ -Quty.form
I np ?P&%Csear I) %Flg %%Faggﬁgw F%Jeé %gagrc a(g/l‘ es %} q;rl}e web
deages Theopr ebenserivaveapifowamey 1819 d ndilsyliang ailmﬂ dill-out

a1 5P QQEQ ELHBHE bi‘.h@f&@%o&@ £20h FNSAHutObE search

usi ng an on- denmand deo and audi o stream ng server,
stiehtasimeardether Sﬁ%re%prsﬁﬁé&% fhextRegtger ydhe present

Al &h 61 At e amsocamrspmhyoéaatlbo&n@iv&eieo thea input by

{ ted
CEras chiz ot SFOPRER HBOHFiHER: Snf fo CBIFR dgisrs and audio
nayrdemang3fecvaner siah seaRehl&egiviee susClexgd sAlrtegd in

W&é%‘ls@%kemﬁ%ﬂ?gtraﬁg% AnGOEIREER! SRARGRERANR

e Integrate
contents of which are herein incorporated by reference.

In another embodiment, the search engine may be a
commercial search engine such as Alta Vista, Google, Yahoo,
etc. A commercial search engine may be integrated into the
present invention using Cold Fusion tags as explained in
ColdFusion 5, Chapter 36.

Before performing the search, the search engine
may optimize the queries as specified in Database System
Concepts, Henry F. Korth, Abraham Silberschatz, McGraw-Hill
1986, Chapter 9, the contents of which are herein

incorporated by reference.

11
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in ColdFusion 5, Chapter 36. Before performng the
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as specifiegrin Batiabaseiyst e : Szog'e@ééfcﬁbing the
Korth, Abraham Silberschatz, McGawH Il 1986, =
CFESEEESY Oft K& teo e tAg o1 Ythi i tarar herefpciated with any

| RGeIPoTaioed oy .r efrerRnees 1l IWRAZRND/ D4583draph whose nodes
PCT/ US2004/ 035932 . FILG 2 is a datafl ow di agr am ZOQO ,
dES& PECRESERE 06t AR TS 30 (W2 ab27E hat Seg eOPTect

gmaca_ icreteel] Muidel iamy . \Aallhﬂd rmbs)fdgmbj rRaibauvgldataf | Ow:%ntice Hall,

i am,i ar 0se es__are processes an . .
WHSRE ared e WP ovk. 'GE CHIEtS OF | Whi gl are herein
Migelonpg ranedDéyi grefearizrigh, THe ,ddrentagecttasists of control
I G- o ) ter [ ch e

e, HAh) ooVl ek eI, Sl NHS mfE Ssuch as by
cSediigiagomhednttymes dut datmtthpvernsl Qhel ppautliophzed to

Ofr el vbag nt02 S WAy, el 'mé}g:i’f%aﬁ%clng?of’fthé‘éé‘

the tag 102 is authorized to 10 receive and/ or-
t CRTORPERtEnd 3i-Gent iFGReH i (DL ChosePmRigrpen el &, browser
(iscftwatehan g, age 3k LN es SLAD6, sdHWESI104, etc.) that

software 108, server_ software 109, . sensors 104, etc.

R Bt SR e 1 (e T U doan 11 it £4g 102, and

t agyl@2nsdmd s ey icdneinsisiaf fof ostmtagsn Wworthit otlagetag 102.
Wit hi h ag ) I oo t t 0

av%gll tslgteﬁe%rotgd eitg)-‘t%zotfajgga]t(gb. %agn%?%]lt pér}gecee séljflazut sfn?%pdata'
26PniFeR Paoseesls deristeal AGf sthgn Foe iherecgivel. In step

ey 4r, e¢@leV @ datido Wl hediy - havgaheenn idRNedy thefe been
fromany type of conponent including but not .~ |1mted
t GTATEBEGEEY T166) Brovsd® O t9RIIRCITE; e luding but not

S(lfihtdlggd 19 a {@fcﬁ@il.ﬁiﬁslelddp,blaazvﬁéﬂoﬁ ﬁ@oﬂ&ﬂah r@l'T_EI,B@b,erserver

t i.tself, etc. In ste a check mm

d%’%éf%tw 8r§et1é)%m fe dea\ﬂ?&ahseer Slo]rdo’no"’l %W‘?’%geﬁ/'eogrb%’ie%e? stag 102,
adtisedifzegtico b@rstadregd 206 tehecleatk DR, 1St eforRdG orejetermine

I & l-yeing [ [ r t.a.

| NEEtEleRd o PR R Qv e MR UE Sy ind gt 86 6 stored

r éSeitiied tag P& -t adf tEIR 2 Othanasheldig hif iy HeePeliprwhether the
byoarear bgt Y Hf qadid fitfeind eshises, il W type of

T8 B MOS8, 7 19 SLyBonraphy. the arl ar

type of secTte chrmukirgatman baerghaerdicwnadD an a nkdanety of

adﬁ%&%%ghtp@égﬂﬂidﬁggwyﬁﬁf&gﬁﬁg ﬁﬁéhnot limited to those
using cryptography, the art and science of keeping messages
secure, and any other type of secure communication including
an intranet, a virtual private network (VPN), etc.
Cryptography may be used in the present invention for
authentication, integrity and/or non-repudiation.
Authentication enables a receiver of a message to ascertain
its origin. Integrity enables a receiver of a message to
verify that the message has not been modified in transit.
Non-repudiation prevents a sender of a message from falsely

denying that it did indeed send the message.
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Crypt ography may be used in the present invention for
aut hentication, integrity and/ or non-repudiation.

wouvdsmasdscat i on enabl es a receiver of a nessagecwnmzmmmsanz

ascertain irhsopkl gbodhifked i by o 0
a_nmessage to 35 verlfy t hat th% ssa #ﬁ?* {S used.

nBUFRi BETPRTEASn &L OO RSy e G |§HC<¥|§’P§{1@IBM€SYacaH be

seatlenlafeca MESHAGBES Fiéi’flrfy@ItSQhYk RHAG, tdatyd sl d The key
|ndeEF send t he ne?s%gege 2005/ 045631

Fbs2803+ 835658 € erEpmuniGaRRQn jgecret . In
abgothehnmeinsodsednt , Vet bubl ioe kel C adlg@@itHMIB(a 14 called

CASIARLERNC (&Y G820 chE) SR BHed o Wi M MRy Mgorithm,

ey* an
kekp dheryphmunlkayloanﬂetrbe cbmp&tedoﬁh&mlthe encryption

a%ﬁf?i re SBHBFE% 'a%uﬂk:gg@ \%{Fﬁ( g@bca' 'q%g,yptlon key is

ahddei puhlict h@ddéér yptlul@ri kby pabddc keyconiiteddqmmtion
tia@yengru@%toeec%@x aﬁdalgeeaﬁzmae' & nAMRYAL, C;&}‘ tﬁdélﬁhe

The encr i on public and™i's

pﬁ%??%eﬁe9mb¢ﬁém8§EvyﬁﬂBéﬁaiOSR@Fat§r@§bﬂE§©éﬁéﬂm&ﬁH With
Iﬁlgﬁthﬁdsiﬁﬁaﬂhkééteakﬁéssbge agother g%ﬁ@ﬁ*dﬂﬂﬂaa private
nat.ur es y ge used. V\|/t%‘fit ital
% Bdﬁﬁssggg PEYeREPPHPEd W%S&ﬂe\/ﬁ@ degrypted
bwlehsanpebllthkegbpystgelmgchbeemﬁssa@@n%mi(#ﬂxgﬂyiﬁb the
j lic | hereby ver. fyin
m%igﬁgtg#gnatggg%pzér%pﬁ ?EE%R g&épa% Iﬁéﬁﬁ orit s‘%nclude
aRg6¢$thﬁhamh€k6d§lmanvé36A$handrth@emeluakyﬁlgnature

tRegOk- gk hal | §sg51ab%§oséhggyl thm fg,?g b 10&91%%%2%4 he

Nat1onal _Institute o t andar ds ec
(RFEFyardeyprdgraphpolrael vl Hg) synﬁﬁmt@gélagg’mlt Hmeluding
pephihee key algokiithms, apdbdigi-ka gakgmw eh@IB gital

d bed i t
G O e bR L8 GLUP L RICABIY s Y B8 ey by Bruce

whiloheiare @lbaptBrentor por abednBly20ef ehencentlemts of which

agol hed - ehodL RERLo L eacheckieg, MRk be done by  sore

orn1o passwor erirfica ®the check in step
206 indi cat &8 shathereempedéneel. dahe ichesltimgr imzed bep done by

beogé Of §6mi Brt BRsERBrd0erikNEAr¢8ARLT Ol proceeds to
step 208. In_s ep 20 the data is stored in the ta

102. After SfepPSoghegbniPoPtpPodBEdindd casesp thgs, the
wheteitde Hagalf2 wakthsrieedt be becekpired iREeWHO tag 102,

92%%?V%%néhglchegcee SSESpsggg bﬂgﬁca& s%hatz%%? the data is
stored in the tag 102. After step 208, control proceeds to
step 202, where the tag 102 waits for the receipt of new
data. If the check in step 206 indicates that the received
data is not authorized to be stored in the tag 102, then
control returns to step 202. ‘

FIG. 3 is a dataflow diagram 300 describing the
transmission of data from tags 102. In step 302, a check is
performed to determine whether the tag 102 should be
transmitting data without solicitation and if so, what type
of data it should be transmitting. This may be done by

checking control settings within the tag 102. If the check
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data is not authorized to be stored in the tag 102,
then control returns to step 202. FIG 3 is a

wdoavailssssr di agr am 300 descri bing the transm s8CONSEI04/035932
dahastepanagsna@aatb@ sheap 302 ﬁhgﬂmﬂﬁ<éﬁbuﬁﬁ5be

rforrre to_deter et her the
2 Tt S M R 1 oF i S
t3pé, eof cath it peatflodmed toadetidinitg vﬂftmshermytrtue data

(BRBHEN PEVESLONGERNY Bk SELL gl DS 108 M v cone
sb¥pceurarmdocat edorkatint kbet £4§910D X3 Houlal peedetermined time
tEéBEHh tl andE‘h@ cheRk! Q#XOQE%@;G%% tl%cﬂceapce’@ﬂtk%a{qtp data

step check 1's pertorne o0 determ ne wh
t ﬁ@oéétiabeshﬁapémbétﬁﬂan§ﬁﬁﬁ sonaralhairadenss e step 308.

cbeﬁlér@aaebecggeeoﬁ Q)ém%&ﬁ@aﬁhn%t%ﬁlﬁﬁk i hed@%os, the
2 to.a re determ ned tinme ettlrﬁ)z0 t he check in
e

8}5""36& HBPEQELEEeflhéFOH‘aFQe ER6uUI Afmittesy 308,

thentﬁomt Eétuﬁﬁ@ﬂ:@d%tbp sbep 308. O herwi se, cont r ol
remains in 304 %&%p 308, the data is

transni ttedﬁf‘lr ﬁ]ePhgltoag 2 Lagf 192 qa) e Teguest for
cdateol Fehurnd remstiep 302step Step Bitll thet ag rE@fiest is

a%@b&§v@drSgEE§thQEh QQt r08%%%r0| d%ﬂ%#g ﬁﬂl fﬂ)step 312,

until such a request S recelve
pEbeetas £82smay ZeZeive Sheprswmuestyhevhiah M6y We been

r@@&h&ﬁlﬁﬁ@dr?géﬁsbnywﬂy%@ Eﬁyc@%ﬁ%ﬂ€ﬂ¥1fﬁ%ludln%)but not
E)ansm tted fromany onponent_ i ncl udi ng
n

{MIFPRi Fedat 6LacH] |é%16 166 52X VE& V&8 138 A3t adPeSsoddd . @

liénsar $en$oana>ﬁﬁeranagheozt agttQ2, 18f Grdg 3§ixp a3]:2‘1eck may
a chgc erm ne whether or not

d
r el vean?éqﬂggFrf“émeaUPﬁg Fred™t 8 e ddiS & SFF ﬁ?@ueSt is
i autheriiagdl02. rStepvela 2@spepsiendnuddecheckilng®. Step 312

mgyh%c&naeseﬂeemgf hgsthgmﬁte %%rcteh%fa?hréofjh?ﬁest has

to recelve at a hat is reqgueste
cheekprHER ﬁﬁytweteerﬁéen@@ blreatyme exfy dft aditifedr émt requested.

t@ﬁéhbﬁé@ﬁlhgclna Bg bagigruléan%ycgyﬁka;taqqreaﬁmf @ fferent
he checkin

ined in above
g%ﬁﬂéﬂ}l@él gzns @aﬁe o585 Y5HBY &%P&P%W&S explained
venu flecatiioabolt. thEE‘héhehléckﬁlngt epy %Jllelmﬁitda/teafy teatdone by

t98m5698§§$ Espgggp Z%%r&%l %%%E%F d%&gf e cheqk 1n step

response, proceeas fo ste
3_3.212 nhélcquestbdtdaha requests wist taedthoomtzlﬁel $@urr@e:elve data

ogntPQSBBEQEeSEheﬁfE%ﬁt§5§pp§$éee@%nkkp%t%&P%%@gS T step
SB%E, the requested data is transmitted to the source of the

request. After step 314, control proceeds to step 310,
where the tag 102 waits for the receipt of a new request.
If the check in step 312 indicates that the request is not
authorized to receive data in response, then control returns
to step 310. '

In one embodiment, communication between one or
more of the tags 102 and one or more of the sensors 104 with
the server software 109‘may be performed using a Wireless

Application Protocol (WAP), which is described in ColdFusion
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30 where the tag 102 waits for the receipt of a new
request. |If the check in step 312 indicates that the

woemsaasesiis not  aut horized to receive data i NPCT/US2004/035932

r §Sp@H§5te§:h§ﬁ CRRLr Qlonrt%tnltré"%f tvﬂll%}?paf)élolncl:@r&gfated by

enbodi ment, cormuni cati on between one or 35 nore
tﬁ@f?§@§C$02 and one or nore of the sensors 104 with

the server sgkt yataech® imR¥:Me RERF MR dIShdldy 8different
Wreless Application Protocol (WAP), which is

JBSEFT bERT! R XeBPAus on COMA S oRshaBpgaTents to monitor

PCHEUS2004102%2933 abtiGhapkes. 34 gheroni@ptssdbciate a tag
h_are i Qr gfated %%. ref erence. .The prese hi

|nv%n{:?oﬁ ﬁ’g}’/ RaPy REXy " W&y SEGnpY edttaching

brcmmbﬁabelngedhbytpgremmsdh)Uhyudhmldfitﬁmbm browser

chj s.agtiviti arent__nmm aSSOCIate a tag

1%5%?&759 I}}.B%dog el%%wrreérr%s ;%'u aréﬁtb F}ﬁyts aﬂllt control

aﬁ@b@htﬂgtherCMmgﬁaﬁttﬁg e ﬁaglnﬁAQﬂt&rnhaﬁuthb tag 102

Féﬁﬁh@ao%%% tS ﬁfattggrf?coqrp%t@ferelwgfﬁ a’f’s@@éf&‘ﬁewl th

transmt con ta to the ch s tag 102 t
i HEFE&F@lﬁﬁaPeP@éet:a@eI@?rFO %mwm@%ml@m% pcp%huonmg

obhetehnagspt(?2 sasqaiidted idrt i Rarndd Qi'ﬂ@rckpﬁﬁi" @ location
sggsors 104 suych as %Iobal Jposi tioni.ng

temé %
EPRPPRRY &%t Ry Ry Y i A o o 4 identifying
t hheugbotientthe fdaheomienviy avatent ali senFsid€¥ to which the

f ' t h t . of t
¢ SERLE LT ie e R el g A s M aguese e
oBre@esehitiog @i@clﬂt@gael@e Ofprdaot@ss;rf dragshel 62 ot hjesofated by
d@h@ fmo&lagﬁa{:ﬁ% ol ldeustikat ed shy oAdhe- fd@%rﬁé%{%@@&ﬁ store the

% in ordér to analyze and store th
BFFr‘a%-. 3R Loae STt RENFatdntthenPar Sifbsedifert Sithapquent

them@ar €ht MRY cntaRSH ttr@rm%nﬁrt MBHE kRS dUomed from
%omser sof t war e 10%§or el re to | earn
[

BRPREY BPT CoRE Sadf OF IICTIRF % Motithdiiu fdentity of
t blee Cpebﬁlet @ hatetdameyV d rites tcas @S mrtmaim diia to

tﬁ@f?fé éh% h c%l}les o \A%as\érefxr dehél{]e%é ‘%ﬁé/t‘r the child

e alr
\/\E@Yehﬁ‘éged”emﬂivte@e t@mu aiasf wmk@muasllta/s Jgheheypipnzand water

agsoghatad t‘i‘tﬁet Q:th% Rld &Rl ehd e Pracess s fibvements.

transn1tt|n dat a ron1the Chl|d S tag 102 il lustrated
bYREhead| dWaditsFeshasedivg.ts Ghe sitded (e agmdire process
t Ber pasABimnis tjuey MatEh&Ereat ete r@yi1d s tthey 102 illustrated

a£§eﬁﬁgt%ﬁ_ ng5¥gm of Fig. 3 in order to respond to the
parent’s query.

The parent may, in the alternative, transmit
additional control data to the child’'s tag 102 from browser
software 108 or elsewhere instructing the child‘s tag to
periodically transmit data from the tag 102 to a database
110. At any subsequent time, the parent may transmit one or
more quexries from browser software 108 or elsewhere to a
database 110 to learn the same information about the child.

FIG. 4a displays a sample fill-out form 400

completed by a parent at browser software 108 or elsewhere
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30 additional control data to the child s tag 102 from
browser software 108 or el sewhere instructing the

wohodsthase3stag to periodically transmt data fregriuseoo4/035932

tag 203cte1acHat spasatriddlorAtn@nyrsuksequerf 104, The fill-
t he arent may transmt one or nore quer|é§ from

bPBlie BP EoREKA FENEBATOPIE| SEWHRE 4 41 0&&%&% fields:

110 to Iearnuithersa@ez benpbﬂi&tnlt@l RO WeddipcFdllie 402: This
e fill-out, for 400 cggg!eted

d
ES G000 RN B M Bohint 5 1s oy Tl
W@@Oﬁhﬁ)éﬁGBﬂlePaﬁﬁ_[USZQO&E.Q35!9.&2 rte@:eoxmat rzialtat he

operation of, h||d ag, 10 t for
may contain o%ggggzﬁgrg é. ﬁq |%ﬁt%04 This field

Agphoified CbﬁpompaBSOFodaRece(llpte Taialt@ 4@2ntifiysing the
?@bglépsg%b%ﬁtéﬁew‘iﬁﬂpe éngég%' 192 LWAGH WAPS e, child

romwhi ch the c tag may recelve data.
AGEWEr iREQ DRRAaFbr REEE| FEOTEB e tEBFhehinotigs| ¢nvironmental

sggehf i 88chhechyBBEA0f efal § thae, tdRl aHidentd fﬂagﬁgldmnay
e associated with the tags 102 wi th which €

ﬁ?EﬁlVEane into contact, test scores, teacher notes,
envi ronment authordatd, cbmpahie@ntsdatc& Tetshgmitdion Bable 406:

102 n [ . Al d Co
Copi, BT PBR TR e iR s SR e o A §eh g 10
cehpohehbswhiich, tlet abasd’ 810ag HEQ'ﬁrﬁmsMMuﬂdaﬂaa
childs tagAﬁ%%g&E%@% %tga%%r'%ﬁ' #?Hjéﬁﬂfifiﬂls field

Transmi_ssi on ield specifies

dEPECL haESt hBechyPEsSsofagate2 timay theamdild’ SF|t@9 AP2 may
dtsphawsta sanple fill-out form 450 conpleted by a

parent at browser saqftware 108 or ilsewh re

retrieve dafaCfrdh PREPLAYFIas SeagE0F 1drl - ﬁfrm 450
davapaseedl1By Fhpatiehk- autbﬁow&e&aﬁcﬁmmhmé1ﬂﬂ&édﬁﬂelsewhere

e . f owi.n I den
453: r‘%f”%gﬁﬁeﬁgk%‘e%e& ghg gﬁu C‘@ R ta JL§ database
objL@ct§hsuéhl&sOpeoﬁbemamdyanpmalasnzwneh@lr o IOIft ¢he

cgggyg%lﬁbt@lgﬁgﬁchlld Environnmental Query 454: This
field requests the K content of the water and air to

whi ch the cHPEBthAd CebhPRcRuerPeBdrmidd sQfdel Usmauests the
Tmaenfneydofeqn@staggaaaoaﬁect@e stith d'ss peeldW @ind animals

agﬁdg camge rn%g%%hc%n 1§hh| %I%hlld _

Environmental Query 454: This field requests the
content of the water and air to which the child had contact.

Performance Query 456: This field requests data on
the child’s behavior, academic performance, and athletic
performance.

The present invention may be used to authenticate
objects such as valuable items, sports memorabilia, and
evidence. A vendor may associate a tag 102 to a valuable
item such as a diamond or painting by any means such as by
physically attaching or implanting the tag 102 on the item.
From browser software 108 or elsewhere, a vendor may
transmit control data to the object’s tag 102 to indicate
that the tag 102 should accept data from other tags 102
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tﬁ@eh@%f&ﬂn@ \fﬁ%ﬂggg lel c%ib ég%‘@lhe:ﬂ q{‘ﬁ){dotﬂ{er tags 102,

pai nt1 ng~“by an suc physi cal |
ateaskingg 164 sm@haﬁsu fd obied wlmr@mg r@fs*ptt%rm (GE$bm

brs%\e@qul%%ftwa@ﬁﬂ@?l% @;ll'ﬁse%ré?ct'% %@@Jlé@ythroughout the
transmt control fot eolLJ#ect stag 102

i R@Vc &Fe SWAFONPRBLRAg SETE D IH:’thF}Eﬁ’n content of
other atlag%rl%téé \0@ 200345631 Mﬂi&&@%&@f@ct 1s
i denti fying geogﬁass 3@2“ dWIththe ot her. tag
| 55B0st carbeT 6R5oA0R B GithaD R (HEL b irocess for
(GBS) steatagfel btfeaatderitm ftyygyg 1dze ﬂmmlrestécocw”me flow

r.Qu hout t y .0r %[ment senso

eﬁﬂ ?ﬁg c nf-élnfjr s G, &0g84Y%5% %4 e%th?e the control
toxufms‘)nattammsehtt by thjieeoteridor exposed. sdl}:b'@q@ﬂ_wlme, the

h
GyehE O RS e R R il o N o MAdEe &
Fﬁ@ftzfaar@ drO@eprt elseahere &wd lﬁamre thwe Jcc%ﬁntrxﬁy of the

E%@?:r% 't%tsﬁﬁhd@lédt heev o Alrife SURSEAUENSF td W@, air and
vendor can transn1t one Oor nore querles from

bPBHEE: Eou o BREOR PRI Sith PPAEd s IE (PRI SOt 8

[ dbﬂ’bhfe)ﬂt@f the cp_aﬁpﬂ oft ft&tt]hﬁndﬂ&d dmﬁr@b;bﬁqioséé@slon, and
I|t of the 55 andb wat er tht he obj ect
% e tﬁéyo& e&pes© ﬁt?\?é:wégntnéam‘l W TP 0f T 5131 ers' and
t hleschraﬂormt@impos§hss¢@g 1y asddietiab i tly tdfe tdle ect

0 rs, r : '
TRERELIRTIM BELEBER CHE A BB oy AL N obgect
plté‘éeég’2f Grllﬂlﬁéﬁf§ﬁie@t by tler o o haprasbj et ig . thgin order
102 elspetiated thy tReddrow @M@m of Fig. 3 in order

to respond to the vendor s quer The vendor
in the alterh g’&t VeBdof; gRgiri a%tﬁ nacto‘n‘fer'olt%%?%“lt
t adtiie iobjsAciconittrad HAZ af rt@;mtbfeowﬂcejectS’CB‘ ttymj el dDE wm browser

re | truct he o t.a
peP TS 1% PRt i B W et s tag 202
d&papmodlr_c@llm tmylssuktseiw@tfnomhet Hey ebrtorey database

L RARSM {ONG. Ol u%éeq&%gltq YSH{eLS tfHeO 'UéH&W_S HaP A LN R £ one or

108 or el sewhere to dat abase 110 to |earn
i APSEMAESH o SHO™ Re Bi5iedc SO L b 0 & o i hieihigfe to the

t Ba tiabueat ilqrm per leais AMPOrifdtidd adduty. tHd dby&ct .

embodi ment, %%%n%ﬁg@éf%%nt of the invention performs
proximity tracking. In this embodiment, an event may be
recorded within a tag when it comes within a range of other
tags. These recorded events may be later sent to a
database. This embodiment may be used generally to track
the objects that have come into proximity with another
object. For example, this embodiment may be used to track
the people that have come into contact with a child or the
places where a child has been. This embodiment may also be
used to track the movement of objects with respect to

locations within a secure facility.
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general Iy tont baek embbe iakingGt &Heh&tag}w\ﬁ%f%ﬂﬁtro one or

CHRAG REnE o) SRACHAEH ' 8 PRacie FRESOGHE « it

coreeintD, cantnambrw,t ke oa tataill dsdﬂtwalte 3% plrgssssdhrerand a

c.ctg kd h'ri‘lsxe Th' g q%%t(iurée Y %1' c? a%gQOl\&JsedI‘he control

t rack t he rmverren bjec resp
| soativenme wavhbe atgeedr anf dadid |R0}VI 1 THAD 12085 BtH6 3day be of

Pg%gﬁ@@%@%%ﬁ&&& ?%%ﬁgfﬂf%gﬁﬁem the tags may

contarn one or nore o owi ng: a radio
transnitter The fadisomaacsondain openeony nagntdafia structures

SQEEW@E@ngaapEQE;egﬁght?ﬁq_e% &l Qely TS Ry n‘f&iy and a time

i n¢l ude a”RAM a ROV _The control 5 softvvare

bé18t6r edThA Fﬁé Révmt?ﬁée&r Foas 67 AR ek eerszﬁél string

t bat ug)oezsugss bgaésp@welr ma-{}g%et agRd RS d@.@’@ifﬂ@h@l&ﬂl Qfags from
more. data strugctur [ a tag identifier

R T I T (s
i denti pubﬂmaye!yeaadvar icahbine drengtlin st rgnidi joderitp, ttthe tag
2§éﬁ9¥éﬁ§e§n$ﬁg’a¥ b?[mgf;tm Ie%xl%ee?:'i %}1tﬁllgu' %gha%sﬁgfeom In another

eacC
i gEhepfiment,t he paﬁl |1cie|néyfamir ascguml@rmentredmelth a binary

eg@ﬁQbﬂeEEeetheThégtabdgﬁgﬂEf¥iéTaﬁ ﬁsddyﬂﬁﬂnﬁﬁfgiallzed with
th a hash table. |InTanother nbodi ment’, the
[

Rt PRPeLCi ey fpPEmERTEd 1 ttﬁge? ST EY @swcf&seﬁ dwat are

t eepectha tagbedentblinel @ amRly J2e thddd alHzaed i tdetermlned
ublic kgés of ;é, talntassu asthoseté)trhat

exﬁegFeaepﬁ V&ncouft'&r 8¢ 65e 'AFL b SU1C 1y
ddtiecardedestagbe feosi ttiage. wﬂuhs inciad el em@iaemnee@,s Entries

t9nquhgkl-_¥g ghaﬁe&%lggsmeﬁnav %@ g%%tawg a%@f q:he map

si gnat ur es:
beeapsear dudlaf t ERtriesmmey b@c@h@gafnglleld @tanmpnﬁgr such as

b@lgb§cﬁﬁd§QrbE aly Q@Q@b)squa%% Eb%%k1¥ndgéén(ﬂﬁﬁ etc.
EO}Z | east recently used ,

fF Pd“rhi§ bacdds By Wt@ Sﬁéﬁrgﬂ?éf&e. HPgGemeshd Hhgper "and may

chhaaﬁlnt hﬁecuurce@htt icienel ARyl Eont Welthns O@eaMweith Mean

l\/?zli\ me(GMT) Fig. 5is a data flow di agram 500
ustra g the operation of one enbodi nent of a tag

for proxi m Fygchéclisng daThe filay Wdiagsafros0dn illustrating the

'Bb@&éH@Bn'BfSBﬁe é%%odh%e%ke%f5%4tag for proximity checking.
The tag waits for an interrupt in step 502. 1In step 504,

the type of interrupt is determined. If the interrupt is a
received interrupt, control proceeds to step 506. In step
506, the protocol identifier of the received broadcast is
determined. The protocol identifier may be of different
types such as a tag-identifier broadcast, a tag identifier
map broadcast, etc. Exemplary formats of the tag-identifier
broadcast, the central authority broadcast and the tag
identifier map broadcast are shown in Figs. 6a, 6b, and 6c
respectively. The broadcasts may be encapsulated in a

wireless broadcast packet at the network-interface layer and
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I erAitded R0gdaasls 'nﬁsg/ 4 et £ e P05 PGO0bndian order.

identifieéer may be of fferent types such as a
t 3G FRAPPEEE DG O R Sy FIERAYEIRT f | efhep@pgnature in the

brte@de_aehtﬁtler Besa st @iy tﬁkéﬂﬂ%ver the tag

t.ifier 35 broadcast aut hor i
bldient it e S eaat 3ls G L Medighatige in the
slwmnaﬂ BiughorGay Gh:oaai’a:(hl cﬂ:Cma}estrteCtta]V@hyové'hethe current
e encapsul ate
br oa%c%éteiga C{}‘ Sttt he eto ]&%eeﬁ{%gléﬁil%%dthe

1$rWO0Z005/10eSE3 1 M/llnsm@/t@%QSEnm:ter byae bebadsast may

2
O or el i chunsl < Tﬁﬁr%?%nﬁfﬁ%aa%naﬁhomty

t d@ @é@naﬁmme o ddvadtagraifasd itfhden everbe heakeg over one or
| dRel fdfeftr@ctl&&ﬁ@rﬂoltﬂdmrf Qﬂrfias o RS ghghare in

the 5 central authority broadcast, may be taken over
the current 1% %R MIQEPCBne BRtdrieniit e $3e| ydentifier

, emdadﬂcraett heorpnailogoddtent ifd ercdp 3de. t agn step 508, the

ti,f br o t th_ th
OB A OREY o e i IO (o THECRT Gt ure Fhecked to
t lle tleagninge ritfi futerlsrraga]hei t akieh igveirs anet OVaIQirmtlee obroadcast
ent9?6¥%%(gAdMMég¥%§¥né% e dd f56§e PEPLOEOL s valig,

tag i i"er - broadcs control-
pﬁ@@é@f@é rostegsl 508 et 5Q8Ent9ri@pt@g01 deei tise in the

Oftatghﬁdteﬁgzﬂfqgit 'Hﬂﬁdﬁs@q(éa%thécﬁc&i‘e&g%ﬁé)rmlne whether it
detérmine if it is valid it is not valid, the

braddddi ™ S0 “Pg'Heredeaﬁé‘ec&M‘-’ﬁﬂntr dtif%s tbt siepis not,
5@2enl thet droatriddgt 1§Q@ﬂd1|ed0rdiﬁﬁfiﬁ1ﬁﬂ3§tﬁ@tl5ﬁ1@s ta step

S 51Q,. t.he .ti |n the g identifier broadc
c%@%kedqéb Tdet'dmi He idt t PTIEET iR n?%ute In step
o5 12he ther rery ndanxlﬂﬁentul$hﬁntagtmﬂemtmitmnabnasdcast is

| [ re g A} 0 [
 SEELAI L G U6 BBt U s
tﬁ@%gfe@émmem e ijey it H@% atgeeirdme‘ﬁce#slame@eee@teged by the

cheeked e c}ﬁiter md}ecmetﬂwcéetds &cpr@§e@£51t51@ thentagep 514, a

identifier en ev] encountered
et L qtadiea Mk AR st st U CT e By GhS | had
stiglentli4icr Ampremdnitey neneeaidedasutters afor that entry

tifd in the ta dent | t r
og%gncou%t erosn? or (Ec|21rg:tx6€:|-l’1tec:‘.iylyerI pe_\:ro Sgntgonegl?% ?85
t hen proceedst tidisstieay agtentlfler .'LS determined to be present

in the tag identifier map in step 512, then control proceeds
to step 516. In step 516, it is determined whether the tag
identifier in the tag identifier broadcast has a public key.
If so, then control passes to step 518. In step 518, the
public key is used to verify the signature. If the
signature verification in step 518 is not successful, then
the broadcast is ignored and control returns to step 502.

If the signature verification in step 518 is successful,

then control proceeds to step 520. 1In step 520, the number
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If the tag identifier is determned to be present in
the tag identifier map in step 512, then contro

wonos@asts1 30 to step 516 In step 516, it is PCT/US2004/035932
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d t t
e re'Hd?ﬁﬂxt"é‘l%t gﬁ{ist has : pgﬁ}; eér'fll't Jcqﬁe @9% identifier

identifier broa
c&ﬁﬁt&stkﬁﬁﬁ%WQQF%ﬁep 518. In step 518 the publlc

key is used 1tf0 p¢Rr igpbtidt@Isiigat €ied f i éhéetékﬂi‘ﬁéHVEO be a
verification in step 518 is not successful t he
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i feentyag ﬁqth1%@waﬂﬁa@%f tlhfe feft@rehgn@twee verification

nals ddiensddedyRadcasien ithd VLA £9N1EBbred and control
returns to step 502. If .so, .control proceeds_{o step

5ZECUTRS () HEP YWe pddi itk PRt eS 19°ELRt Fafion in step
asorist )Sch:dESﬂl]I 0 tiedr foprithe Isignadekd@si tot d€ep 526. In

C ntral thorit a I f the, signature

v%rl | Okt %foﬁgl ég %%Hgf‘sé? IVER Hefy TRet B oadcukh | ghe
Iglﬁi@]teﬁllarmltd’mnm pL‘rltétJtﬂ fey.o strepstseR. 528, tthlee encrypted
S't%@atll&'e%t eff GRY Ay 'H}:cﬁs&ﬁz% t524 ('_‘<§n HGEESR ettﬁ:téns to

t hen contro proceeds to step 526 In 15 step
t &SP fier map is encrypted with the centra

authority puld |t%é<%téﬂktﬁ§teﬁé?€fetéf}ﬁn@@&rﬁ'@tﬁéj at@fner
identifier map i s broadcast. ntrol .then returns to

s S SFEHPY L1} Rk Ghh S U SO Ye AR tPpREeP t3Her In one
Z(embra:tdamemt |uhesttemte5:04,nmmrpﬂ @aceedsvéoy St®pseconds. In

5 enbadj t.he nterrup occurs

oobey B LRI e, W o Hed NETAYIEnETEH s private
ck@%}t ed usigtgn H82,aghs mmgrmtelréoeyt;hd: ntay epd&32i fide, and
Sltgtéatdtfxerertéﬁecltn?eg atxftew et%n ewothé h@agum&tltlftéte

are witten to th %%%entl i er br cadcast

sPEPITRST he Itré@tied?e i &h%r%@a%entefl%tmast is
Conioa@lcddien aetindls tttterstxeacttﬁaﬂs tihestesposiozent  of

Fig. 5 has %ﬂgﬂgﬁi é)ment of Fig. 5 has a number of
advantages. The signature makes it infeasible for any
preregistered tag to spoof a real tag. Replay attacks are
blocked by the time stamp.

The private keys may be secured; the central
authority may be in a secure location; and the tags may be
tamper-resistant. These options prevent one tag from
repudiating contact with another tag.l A replacement
strategy may be used to prevent attempts to flood the tag
identifier map by broadcasting of spurious tag identifiers.
In another embodiment, a global public/private key pair may

be used to authenticate broadcasts.
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Si xty seconds One tag erﬁ\j ysi cal I% attached to
2 OoIRSHiRe e de AR SR rﬂﬂ%th%*av’ee RIS ar ea.
The ot her tagurm;entmam@riﬂ ndif e mr@o aTePbi d€curity

Iocatlon u% &a fl oor r ei.lin or (?é)e carried
PRGOS, & s SRTEMent, W BiE b a jsecure
prf@toodoltyenajzd el eartd euhpé@bi@st ags tsmeﬂthaif obyectdonsfrom a

c r 2 I ' e ' t .
oS S PPt R SR G SIBO TPt
nﬁé@ﬁeﬁtr@ﬁf&)kﬂ%@%mf Gf cexfeir erdacita tddextp a person to

altelret tHIHOWIeS M ddiehlericldy &t el a‘r{eorm?eflé St Of&luable
alert a parent or day -cariﬁprow der to a child

t ﬁé&ﬂ eSSt Payd Vi g e a terlitt & &8CYd aterd %ﬁ-cure
péEesdl ity diheaddiridnnehta Hyotaargu&u Clty aD]fe:EtO the authorities

t hef t_, of vaI uabl obj ect.s fr e _hone

elégotrt S Ca?ecm?re Tag&n}llr%al o&oe{%ap r%n‘?r b@mm a‘house for
géstse toorialieretl st hendeeat Iimuuste esr B of Etﬂ’ui‘ escape of a
crimnal fr f a

crimnals un ILGZ%%%;% P{eegltp etc. ﬁfaré one e%&gtaln one o

t feTeags redye cféﬂtlé?“ﬁn&#e Borradisy & IGIGHE FoI 1 ohi TRELQ

I a@ice ikiean S tnte@ﬂory?\ [RAHGoT a5t MR re A a{TQﬁQfd/essor, a clock
cont.r ol S%ﬂtﬁﬂ oce sor, a cl ock 25 and. an

aGdiore & YA Y Uiy 3 RAM and a
REM . Theffrearudrmrcs]ofstdzﬁa:mamynd;e Ist ortetkbady et IRONROM. The

Tg%ocessor may be of a type that consumes less power.

The tags may contain one or more data structures
including a tag identifier, a tag identifier of a partner
tag, a private key for the tag, a public key for the partner
tag, a public key of a control authority, an alarm counter,
an enable flag and a time field. The tag identifier may be
a variable length string of up to 255 bytes and may be used
to distinguish tags from each other. The tag identifier of
the partner tag may be a variable length string of up to 255
bytes. The private and public keys may be 16 bytes. The
alarm counter may be four bytes. The enable flag may be

four bytes. The time field may be a four byte unsigned
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processor may be of a type that consunes | ess power.
The tags may contain one or nore data structures

wonodsudsasg a tag identifier, a tag identifier ®CTAS2004/035932
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Interru et erm ned he i nt errupt IS

r EBEi %a idegtidger éémaﬁl@ﬁl85no@é@d§%r§1e@%@rllw enable

shea ¥86, cbﬁ@rBﬂon%%brhd9thEb@ﬂeoﬁl%h%HUWﬁﬂiﬁﬂﬁlgs 8a, 8b,
broadcast is detegnlned ge pr.otocol identifier

b0 O FREPBRE 1 VEA YTy pdbes RERSE8 Faga¥idin (FiqaPedlated in
baoadeaSéssabeoaubabtapbbEEttatbmhadm@ﬂwqhhuﬂnnhrﬁpqe layer

contr ol ut it a I t:horj.t .
d?ggbwu}% Eg% ¥a§ % %ayogga?rgggh %téﬁjlﬁ Hlélendlan
tagdeﬁentEheeslgnaadcasun the cggtndbnauﬁhﬁﬂlquaﬂﬂﬂ3$ may be

ggkéﬂ o%%g gle @H?hgﬁbwﬁhé%bhﬁda%%ﬁ%%% t':L'?né:'fgL%lds The

espectlve % broadcast s may
eRéapaliracedni fheacRPEEPesaub @aa&é(sprﬁéé@tstaﬂﬂ%ébe taken

net¥er knentart-age kawer fiand.nuirhie- byb@atalress n@y Hee RSA
transmtted in big endian order. The signature in the

t 8g9P8EHEPPirer broadcast may be taken over the tag
i dentifier aﬂdtﬁérpebtobbﬂe1ﬁEﬁtd§1eThésZ@.$bgnaMimmtifier

tﬁ]éo%af;coﬁ{'r{%: I ?Dlatox?%dgaggaa: ?;Z%O%e t%lﬁe% E%Ve?rOB the

e si natu s may b
stggaudeeslfuérthé phetoegl1ddeﬁu¢ﬂeérhn§a§qaﬁ} is checked to

r oad ntr ocee t t
dEBbLRAgh, (F 98U95clpatan ok prosecion 3ligh 1R broadoast

i #enignperdbppddeastrpd gRrEVKBE £ step 702. " If it is valid,
control proceeds to step 710. In step 710, the time in the

tag identifier broadcast is checked to determine whether it
is within one minute of the current time. If it is not,
then the broadcast is ignored and control returns to step
702. If it is, then control proceeds to step 712. In step
712, the public key of a partner tag may be used to verify
the signature in the tag-identifier broadcast. If the
signature verification in step 712 is not successful, then
the broadcast is ignored and control returns to step 702.

If the signature verification in step 712 is successful,
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determine if it is valid. If it is not valid, the
broadcast is ignored and control returns to step 702.
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5ipr @¢redHritdcal eRtAkE:1 e&ta&mgl&oéch@aétrre Ifl thé signature

ontﬁ% authority enable bro C]mS is c $
d&Ee e G40 §1°Rmst‘}ﬁci?%%l MR of *F r% faat is
t bgporeld ratd ddmmrd]herethrmmjctastsuqu@mr edifinthe signature

N
C@med@tt*mﬂt@ R sedn oswrtz,ox htehes.gmbmeflag is set

the eRlr olc ULDAN Idne Lrall &y Q?&C@éé;fa 1bothe

signature verl fication is not success t hen the
br oadcast i stf %mwlcowﬂ%t}lﬁﬂe%rh% foterppngdoto be a

| tonfteoli @nﬁintrxthems‘amai IMbadbéé@plﬂl§té1§ 706, then

successful, then control oceeds to s 7
SRR et A (e B PRI G 8 (P { e i ene
r ebmm:m]l ausitepr it32 dilfalilhe hm@d‘mmﬂst i denthécleedi so determine

d?.tfe rtt:' S'lfsd \rs:&l’fﬁl %%rﬁ%e a&’f h.q{é té(upfec’ﬁpl @:Lme Iirf) not,

bf 6adca control proceeds to st
72hen fhe ép”@iz?a&thelﬁ i Qg Red MNQCeRRYeb| ratuhesi 9 step

dizpabl e i aadcasind S chackeadkd9 @@tﬂé@m@sz th é@ep 724, the

w thiin one mnute of the current 0
t R Gadras o st}iegrﬂﬂrébr %]nda‘&‘iﬂﬁlfb"ryrje? u‘ﬂﬁ%ét BOSY%ElfY the
762 grlafruate noniholcqitoesiedsutimnitep d2dblénbsdeficddd, If the

th blic key, of the control aut h r|t S e
vesﬁlgrn%%t"he = 265 gna%tulroenl LS R CONET S %hogﬁ § tfe broadcast
en&bllgrm;aﬂoagi .carfttdile returns to step 702, If the

signature verification in step 724 is successful, then
. control proceeds to step 726. In step 726, the enable flag
is set to zero. Control then returns to step 702.

If the interrupt is determined to be a timer
interrupt in step 704, control proceeds to step 728. 1In one
embodiment, the timer interrupt occurs every six seconds.

In step 728, the enable flag is added to the alarm counter.
In step 730 the alarm counter is checked to determine if it
is greater than a limit. In one embodiment, the limit may

be 10 seconds. If the alarm counter is greater than the
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signature verification is not successful, then the
broadcast is ignored and control returns to step 702.
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has a nunbe vant ages ure na
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embodiment may include a protocol for adding tags to and
deleting tags from the sensitive tag list.

This embodiment may be used to alert security
personnel to the movement. of objects such as dangerous or
hazardous object into a sensitive facility, to alert
employees to inventory that is being carried near the exit
of a store, to alert a parent or child-care provider to the
movement of a child toward a dangerous area or to designated
persons, to warn a pedestrian who is approaching a hazardous
area, to warn a motor-vehicle driver who is approaching

hazardous conditions, to alert security personnel to
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built into a secure, inmobile |ocation such as a fl oor
or ceiling or may be carried by authorized personnel.

wohies/o4sa3bodi ment may i ncl ude a protocol for agdrmg2004/035932

t@@élﬁerénghodgkétgﬂQeEg A BEogbb@§$%H¥%§'\“%ééﬁklcted area,

list. 30 This enbodi nent fray be use ert security
pEESonnel to the novenment, of objects such as

dangerous ofn BAéaem@ala\%@ct thet @ ay=SeRks) tdMeain one or
faC|I|t§ F % ig enployee%.to inventory that is

bBPRG Qar FREdTREAPVWIRE eRi £2ddP &TENGTE EYSF aldriadio
paceatver, chi hlémé@l’y@ Rbavirder sbl tidage35 apreimiis®f, da clock
chi l.d tomard anger ous rea or _to _desi.gnate

pefdoAl anleF g Syest |aWeWﬁgyigmgbdgﬁgéﬁﬂhéiéﬂmw and a
hBR2Mr do'iﬂhe apaéroflo sedtwazenobgr beelsitcredriny etrhar\kRDM S The

 BPERaERLD0galmeer 5t S SR8 BT SEEULAL

vi si tors wh@har sagst ewyngoot adppPogc e gearer e@ttra citedictures
ak faiud€h§: lEaQngd%%QQ@hggnta bggv%ﬁgﬁ fH%“éﬂé]tag, a

one or nor e [ ow n aralot nsmtter,
rBHPH1S k@&fepﬁeﬁ C&“ﬁéﬁérf?‘ut FEE) @ofttaxsarléierstlfler map, and

paoeeﬁéorleadcl Ogke @@@ afeaudithlee @lagf Pe E&d®MMYYe length

include a RAM a The control soft re

%aﬂeag HPt (& ﬁél?l b‘fﬁSS 6P61c8‘§‘¥o?> V% Sﬂp‘é‘g“wh
thagscﬁnsmneachesshpmwerThEhpruagsenamdquﬂﬂnn:Onﬁyszay be 16
"Bl et rBLL KAb B 125 RO hUEY R ALb80 o S Se b

vate key a pu
amtiﬁntilfyeratpag p@émlucf Key - maﬁ'heaﬁdtg adarrmﬁ‘m@ drap may be

T'ﬂﬁ?iéﬁehgéat bl 6 HIRY REpdeVai 8Pkt aghotda 3t itk Of
byteS and may be used to disti'nguish tags

u
EBFrFéSEhlat REE. CRRe 1S€Wétfée§nﬂlaﬁu BRiYc SREVE el b ass: -
lbebyhedy-lbedt agdedenti ther caBp 1m&y1tr1&gea; RS iddddines full.

t dentifier. to a public ke e entifier
e oh§ P He £ e EnRd Sy Otk o GBI iaRgeF and may
seanthlnrehe chrtrenes tiimet he tag ifdent isicdr awmGrwynwich Mean
g@ﬁge east- recently-used order if the tag
entl |er nap beconmes full. 20 The tinme field may be
a four byteFdgsi gnds |anti@gér fadpd AEpIreontodion itldastrating the

C%{’/H—%E i6hm8 f' Bnan Bérrfb%%%%h oS 2CGLegNWIEh Meafmehl R
is a data flow diagram™900 illustrating

tHEOXbBéFéﬁ F"&ﬁ*rﬁ‘f oﬁ“@eeﬁﬁadw&éﬁﬁ 6PTa dad FHTRPE 11 step
syopetrin step 904, the type of interrupt is determined. 1If

the interrupt is a received interrupt, control proceeds to
step 906. In step 906, the protocol identifier of the
received broadcast is determined. The protocol identifier
may be of different types such as a tag-identifier
broadcast, a control-authority add tag broadcast, a control
authority delete tag broadcast, etc. Exemplary formats of
the tag-identifier broadcast, the control authority add tag
broadcast and the control authority delete tag broadcast are
shown in Figs. 10a, 10b, and 10c respectively. The
broadcasts may be encapsulated in a wireless broadcast
packet at the network-interface layer and multi-byte values

may be transmitted in big endian order. The signatures may
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débhe é’L‘tré%f'rB?r ﬁd%easﬁlealr% 35 heh kgt Wy sin 10he q%trol—

arehtHa itgs PROtd teeltag heoaddNAAGRS) SodBYaRen over the target
enca ﬁ% ated in a wrel ess broadcast, _packet at the

SHteriedoe G0 etenitid i t5abytdenal kT 19d pehe
trcaxﬁ&t@ritt adinan i @&ndi an order. The si gnat ures may

25 WO 2005/ 1 PCT/ US2004/ 93
si gnat ur es. %1%6': qtlﬁce%l ‘%'r{gc é’gezf d%ﬁt’f‘f?%? identifier
bb@mmmmwdm:ncalk@rmdsthmtsigep depgifi®En anep 908, the

CYIf orlltderhﬂtlhrﬁécf %fjg:cp 'blg%%{ﬁﬁéf] Bpﬁad ast i1s checked to

con orlty a en over
I@@tt&emgéte tidy ditdelst idn é? e tiRg 53 slemtrtcpﬁesm@ltlve tags. If

| dentiisf iRy ltIDQZl’R.ﬁrILSléﬂ Vs tRG PUPDIHE KeYs andhe tBEoadcast is
cyrrent tine el d. The si gnature in the control -

adBReEssy adé# é%cé“t%[ S tE et g Y%%ken bhettthe in the
tarlgﬁt oft ageridienivd itigs t hﬁ:rs:am] tpzd@cé@@sl Q@%tép €910. In
% current tlrrefltiq}d 10 | rlqtoc

18, {9 el 9% acpet is
pc@@@&@ ttua siesqce:s@&e Iwhestlep: 908,14 heltlna@ omlentifuee of the

ofcug}%nttag: ngeem'lff e Fh af%:taStt ISt c%kl?poé@cast is ignored

det erm ne IS 1IN e ta sensi t
té@§ cnorntml .Jgemmna FQ h?etem 5910?of skhhsii v telgen ¢petrol

5» s I Js'ftépg@fzed ang HUN rolo et nﬁuE)Plét}%@y of the
is inthe_ |ist of sen3|t|veta contr

pF&@eé&’senc‘blfs]t%Ib gy :he rFa%tJéip?YQtlJoflﬁlﬁebW c"i"'ﬁtt‘ﬂ%y be used

t ag Iv(krﬂfl}f IttHe bhcgﬁhlas&e i tdheckeg idedet ¢ nNeroadcast. If
t h i.s_W_thi m _nut e ft urren

\IA?% %1 nattur? hveenrntrﬁ] rlooar%:l(L:!LastSQC r@]h%r ed 1}%{ é%ggessful

cémemoltheetmrcm;iqastst@ gporgd anducsontthreh rorured to step

Poeeeeds # Q 1l &b FHedrudd) e e 1 48 RUDLES §fﬁ’ of

the tag identifier in the tag 1dentifier broadcast
nEyreSEdedl -t iNe IGIRALF £ SRR 914 In step 914,
t 8@l GQRIdM | ®Fuddoadcast. | f

If the protocol identifier is determined to be a
control authority add tag broadcast in step 906, then
control proceeds to step 916. In step 916, the target tag
identifier is checked to determine if it matches the tag
identifier of the tag receiving the broadcast. If there is
not a match, the broadcast is ignored and control returns to
step 902. If there is a match, control proceeds to step
918. In step 918, the time in the control authority add tag
broadcast is checked to determine if it is within one minute

of the current time. If it is not, then the broadcast is
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the signature verification. in step 912 is not
successful, 25 then the broadcast is ignored and
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VeIgrd CR 100 | hilhaP Hebdns SE'&%@&% ubgot hepgcopt 8@l yichin
proceeds to step 914. In step 914, he al ar m sounds.

| fenehdighiierc gton et iBTRFCFSDS deP eFeRed2Po béRasStgp 920, the

CUYIGlc AN E tvhadebriagb DI HaelkadsitiNi st 88e8060 VBRAFy the

control proceeds to step 916. In step 3&6 t he tar%et

t &g INFRHES FHRIC S 9 FeLhRrirKi add| Fagt Prppehast - If

tb h:&lefj agi grdia flmté L\iﬁiﬁca&momagsrﬁ@ﬁi Mﬁﬁ@eﬁhﬁué, then the
rQadcast. |f there i not a nmat the bropadcast i

GRS A B P L i hecratsel oTeiERs. OFr SERR 802+ If

i $hee mmitayigtwontvexti Pioxcebos o step 9918isl austepsful, then

9 t.i [ C 0, ut hor i d ag Vo
oroneR By &b PR P8 ohy B B25r Dene sepsicive
nitag eldegft ifeex urr e t¢orRL T} futheriby, addehaghbroadcast
brogcass s, 2. UQ 20DR! (486314 PLY/ LS20044,03983: Fiex map.

i gnored and control” returns to step 902. Tf It 1Is

WHHGF O o9 R XD EP oFEPP 0R@%eds to step 920. In

~step 920, ther gublheoksyoDl idder £ONEF 0L sagtherinidelSto be a

used to wverify the ignature in the control authgrity
A GP P r e Y | e Ee et 29 RERTRESTbr +Ri ERPPoROPs then
natorsustle gsfateeddero tdieep b Dadcadh ssep ghdL edthadtarget tag

c  yeturn e 2 Eghat
VAT 18 (Bt 0 el P OfF Hefenee, ppe cao
pricisaddst ter steprlptag recepv i, thaebseadcasye {Tagthere is

i%%gigiﬁﬁtéﬁ]tiﬁ%cﬁggé&&aéytbgriéﬂoﬁgg LA9 BLARHERSteturns to

10 and its public key are stored in the tag identifier
ne&-SP G r ol 1% HPFRt1F s PRESRepcoBdr O] fPFRESeds to step
progtgcol1r dewdp f9Bd, ishéelet Bhdl DRIt he® B6nBroTOoALERbrity delete

ayt hor,it (%elete.ta broqgcast in step 906, .then ., ..
S 6 Rt AT U R STBihe2a theiTapdERin one
t ag.rife dentifie erursenteckes. t olfeterisneotf then the
feie ' ) &r ﬁtﬂé‘ FRseLyl h8o2. 1f it
%cas%%‘gl#gﬁ%?%e% ‘—;Ijrl}cgtcg ma %h%é?‘ﬁe %r oéé\dggg% |§s *
i griorneid-hie @omtmbiutetr IeeRtTel Brepeeds. tefstapr82Bs In step
a 9 ChhhC OB Dl c EOFesEsthe S68PrIL6aut RosteP P46used to
thgﬁ%ggg i.n the control,authorlt% de{ete 20,1t ag
brYGHdCAS (- BHECKGH T ol et BF nPARCFPLi FUFRORA EXi fiedfbe tag
mondeicedst he Thrtlentsidmeruté vérisicstionhhes hbe successful,
b1 9adeasle | 5oL ST AN SODLLE! ahG UERE LD BLERS82c0 step
902. If the signature verification in step 928 is
successful, then control proceeds to step 930. In step 930,
the sensitive tag identifier in the control authority delete
tag broadcast and its public key are removed from the tag
identifier map. Control then returns to step 902.

If the interrupt is determined to be a timer
interrupt in step 904, control proceeds to step 932. In one
embodiment, the timer interrupt occurs every fifteen
seconds. In step 932, a signature is created using the
tag’s private key. In one embodiment, the signature is

taken over the tag identifier and the current time. In step
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IS wthin one mnute, control proceeds to step 928. In
step 928, the public key of the control authority is

woew/uss325 verify the signature in the controPCT/US2004/035932
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Slngiéﬁ{dﬂﬁéiefbxfd&?ééw i nstepe 2§3¢s tﬁé‘cﬁgggﬁ.aggtlfler

t2ﬁ§1 ntrol, rocee s to ste I'n ste
4GRS dF iRIePRFRRY - i¢P %%O%om%r% WEBFi £ step 902.
?el ete tag m@@lﬂa@dflmetldﬁ Pyl l@lﬂs@y ar euhpapved
ro eta ntifier ntro nreturns to
LPasa | T nfRrn o it fob PRIG "Epkop phony
| regTidpitve tesd etpa%kébofcomtresﬂl pttageedshé 0ssgﬁat933 also makes
I oy odd , terru
o AR AP ity el L LHBLL POPHEPaad or delete
crredttst usiaplaheattagks preé vlal@clk@gl by'ntbeetlme stamp. Tags
eneAigE Hagd hﬁ:%@“@éé‘f@céﬁt E@k@é}nﬂé(ffnéhgov\%gssen their

i dentifier and current tine

20’0@1@4@6@%%/%@1@@%3&68@3@&% @Jrgﬁ%m«avexl t he

protocol idemifd efhe tdodadindsteiidd ilgls BOEnt B8scribed with
current tinme are witten t the t g édentlfler

br&aFEEEICe 1P S~ 398, PR TER Frertsprbhigcgsppe of the
i Sprta’mrtcast\;erﬁjhm ol s trien erwm tftcﬁ) tslgé@e 9é)rﬁboﬁlr'ﬁhﬁts One
e [ t. o advant
s:ggk%gt ﬁ rraktﬂ:é %rtfgnrpgs rpam:?orlagt p ion OPS%%E%S? Qléeferred
t &Fcslisieadts avlriecht, turyeMtie kigmatiakl ahstohmkelse gpirit of
Ith%_a Pl 0T Rrdiofn COMS @ég;gk? 14Yad 11@&% B{/ the claims
delete a_tag. Replay attacks are ocC ed y the tine
s55kp Fortds bRl 9ty be made to be resistant to
tanpering to.lessen their vulnerability to physica
destruction or renoval. While the above invention has
been described with reference to certain preferred
enbodi nents, the scope of the present invention is
not limted to these enbodi nents. One 15 skilled in
the art may find variations of these preferred
enbodi nents whi ch, nevertheless, fall within the
spirit of the present invention, whose scope is
defined by the clains set forth below 28 WO
2005/ 045631 PCT/ US2004/ 035932 THE CLAI M5
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What is clained is: 1. A systemfor storing,
retrieving and nmanagi ng data for one or nore objects
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or nore objects; one or nopre_c nents communi cati ng
with at | east one of said Igﬁs,gﬂggmgeast one receiver
for receiving control data and 10 information data

f moramatid esisiime® 0f: sai d conponents into at |east
one of said tags wherein said information data is

about the apj that Is ocj at L0 sal t :
oo tag: 4 TR oret e ERER o FEF LY G i pafing daca
| East gne 1dr popte ovbpEcisai compf be Ay on data to at

| east Qi Oy SR COURONCNLS1 L 0eACHRLAARRE BhENoSahE e

control ta; an east one conmuni cati on netwo
f @bJegtiditating said communicating anong said

conponets NthSadk d-d@sSnentbetShtual cheasy @9enoht least one
said conponents transnmits at 20 | east one query to

r &feiSAlhttad@ast a portion of said information data
about sai d ©bbecinassoetatred Pbthrsakfivahg teastolndata and

tag.. 2. A systemfor storin retrieving, and nanagin .
At P GHRA o1 b £ O] Bt 6385 | G| BFnPal Rn@PBPRTeRTS into
saitd REmdtnfoneadf opatét tagerwisardinssatdatiafioohpedbn data is

caQnptr.i on 1St |
IR @ o 1O S, TR OR 2ol 2L 08 BEELCRISkok Senot cne
wittdgisai d associ ated object, at |east one neasurenent

of at hﬁ?sieﬁg@ SRV ¢ paNERt 8t e COALI L QRSO Whhghasandast a

associ at ed obj ect was exposed, the 30 academ ¢ ,
pEFFriRih et ofaidi tPEpFBetioR hdabhehFet PE LparEoPRENRE s2id
ofcsipshabi €Cin @tcdbrashcoOngirrasyianeshreblt eta; and

medi cal cogdi tion of said object au%hen%i gati on d‘i‘t‘%atin
for set'd HBFECtORE HBOBPIRECRT 5P JEEVOLE §°8pf8Et 1L g
angh tchecommwenesnt 110§ sadogobaidt coB8poBenhssystiesrfidr tags;

St 1 Ny d L1 YL NPea 20HBNES! 0; 4 IBLARLAERREC L Qhnsmits at
nore objecis as in clarm ereln sard one or nore

c GrAcie MBe canpry see: reoe Wk 28051 6356328 portion of said

PGT{#532004{ 035932, aboheashi@nspsatabasactetteacaithngaid at
sald informati on
‘least one tag.

2. A system for storing, retrieving, and managing
data for one or more objects as in claim 1 wherein said
information data for said associated object comprises one or
more members of the set consisting of: the identity of
people that came into contact with said associated object,
at least one measurement of at least one environmental
condition to which said associated object was exposed, the
academic performance of said object, the athletic
performance of said object, at least one measurement of the
medical condition of said object, authentication data for
said object, the price history of said object, and the
movement of said object.

3. A system for storing, retrieving, and managing
data for one or more objects as in claim 1 wherein said one

or more components comprises:
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data fromsaid at | east one tag and for managi ng said
information data. 4. A systemfor storing, retrieving

weandsmassgi ng data 5 for one or nore objects RETiUS2004/035932

claiml re|n sai ro dat.a eci fies
one of sal ag’ﬁe oF e co ofnoerhtrsecséjlrvoliﬁ%\lrﬁ%h sja?ﬁoﬁ?‘atlon

| dase Omeomt agnﬂawtr degiste adut d.adh.andl st emdaging said

St AELPRaLh B i@ng and managing data for one or nore
ob Jectsaas ?ln claim1 wherein said control 10 data

speci f fes éneystempfowatrnims naiaiiewing aand engnaging data
0R8rt Bfel rate IHSE raescelﬁ’ecgla:ﬁn ﬁvﬁi@@mf&éld control

stori ng, retrievi ng, and managl ng data for one or
nBRE20BPECEL 186 B deATh PihéfeisPichin®mr prepremponents

CORPANGAE S hC @RAIH $QS 1N tOloD e dTRdie e i +d ed§@a§
15 congl sti ng of a cljent conputer, a database,
server “conptt ¥ STEH | ﬁ%tsﬁﬂlﬂr}gﬂy, reli & iahpd ‘?anﬁﬁflng data

SﬁsirenmfeObrShﬂf_rien@.bjl‘eﬁitfs e Nigh arich iMNagigrstiod asaf@rcontrol

0 r Qhbjects as in._claim.l wherei aid or

narG SEECAEE AR EFE BIMOEE (i (R A PR il eleast one

r G840l s2@uithequercy tsi gredesivegl. A net hod for storing,

retrieging . ARg data-; fpr my e

COI‘I‘EH si ng t%heys%e S fg% a@e,ilfslo ‘ating 18%‘%1 rr%?éeerﬁ ﬁaglng
fhat ﬁ@ro@@eoprnﬁme shiedts a5 igpmhaiine at iwleewe ih Yeaid one

abr|Q@&E eReRnetrtisd dAgs fIHNQNE 00 MIMY Gnembers of the set
onents; Oe%cel vi_.ng contr ol data and i nformati on
| &a

dS? SEEGHHRSt STOIEE %or?péi?é}ﬁ%as’r‘?n ¢ ferver
| eampuope, obrsalr@dtagftllww eiandal ddmforr.mation data
is abogt th% oli))sect t i,S 30 associated with

aid at.
| east one tag;’ transmot’i iS5 ] e dst rleﬁ’olrrfq oaf{l%fm%%?%lng data
i BPr ABREI o rr@ateaoﬂoamtﬁuaﬁ atn |alasim dneviteageio siid one or

| gast eagaogx%ahﬂcfaﬂﬁév¥ﬂgé5&@%%n1Sxﬂgﬁ. d N&@ fve radio-

contr ol and transmtting east one
offr@g}lént?éfnﬁéﬂ@@tl§ 35 at | east one query to receive

at | east app@elthdd FHorsajtbridy orraidiQR G} %r&p%na ing data
i d object associated with said at | east one t %

VE5088P0 756 Sp IPCARUSEOCHDIBIE B At
st or i ngsspetiaitavigngneand menagitys with the one or more
objects;

communicating with at least one of said’fags from one
Oor more components;

receiving control data and information data from at
least one of said components into at least one of said tags
wherein said information data is about the object that is
associated with said at least one tag;

transmitting at least a portion of said information
data from said at least one tag to at least one of said
components in accordance with said control data; and

transmitting from said at least one of said components
at least one query to receive at least a portion of said
information data about said object associated with said at

least one tag.
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data for one or nore objects as in claim8 wherein
said information data for said associ ated object
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of: the,ide 5.peopl e that cane.into cont .
Cin e o R b RSeS| E8TR bR Ae e egaging
(ﬂdanaIﬁgmnommeoenm¢r®nabpeats gontint tbaiimoswiwvhehlesai daid

:ﬁ%ﬂfﬁé%&&@J§§Eag@%Beégfée%%ségf%FgﬁadBjegFfgpﬁgﬁ&ges one or

or mance of ~sai
ofm@‘@ dﬂ%ﬁ?@é@ Oétthleéa%q%t opengkatlngneht Dhet hdeb@ity of

qgﬁgitégﬁe n@@'goﬂ@ @Etw1@Ht$§EH'%@EE%Ha@%ﬁaobject

for sald obj ect, price |stor
arfd wsmern@awr@a@at 0®f eRE . 1305t fomet hoyirenmental

Stc@ﬂdhgsld@tifées)lhﬂgh 8803 "RESSE DG edabBEQE QHS @kposed, the
nnre ects as in clalg}S further 15 conprising ﬁ

lchﬁ% VAR Sai o | AFb n%?i%ﬁtdaFBefP6H9§§P§ at
I@wfcmmnct@g@f aggli dredlede oy, sat dléaser saki ﬁ»\@a@@&@ment of the

thod or.storin etrleV|ng and managi n
%%; ﬁ%?%ndﬁ# %%%é ?%C%Ia?ﬁ?%eﬂﬁéFgFﬁggaaata for
(xaﬂudﬂobIEnELs@helpreseam1$9@sy ofies@fdsabgdeone and the
§@ﬂgp ch said at | east one tag nay
recelve ata. %31 A&%&ﬁﬁtd for storing, retrieving and
managi nd’ datf me¢gho@dnkonrshernegbj retsiagingn ehdi mp8aging
W@%ﬁﬁ'fé¥“65§q8frﬂ$re2§bﬁ§é@ssﬁ§0i£'8fa9ﬂe805ug95 r

data types that said at |[east one tag is authorized to
r SOBRFEF1NB the ngkPR®Y $br storing, retrieving, and

managi ng:cetid Bnd 0sa DMei Ofofdiei ON) @&ts BBohNsgliadl At8least one
m@gfe|n said one or nore conmponents conprises one or

nefifers of the set 30 consi sting of a client
conput@mn&gxhga©aséJnf@mmaehmmmmmmer an i nput

Ut|||tﬁj.a %@qﬁgého@ngﬁﬁ'éégElﬁﬁ' fé@?lgg % gn? managlng data

managi ng one or nore [ dren onprising t
offOTa ST QU | MeF DN BRCHDras t HysChim ¢ heheneinr smdecontrol

351&@ | e £{&@NstM 1dd 59 6015 P! s HBE 8588 0ot NhELBRELRPonent s
ta to.said ope or nore tags; 31 WO 2005/ 045631

p S04 1D 35352 2% kRS n%n%afr%s i AR %r RaEebKe ddrba-

into saia ok meth®d efor storing, retrieving and managing data
for one or more objects as in claim 8 wherein said control
data specifies one or more data types that said at least one
tag is authorized to received.

13. A method for storing, retrieving, and managing
data for one or more objects as in claim 8 wherein said one
Or more components comprises one or more members of the set
consisting of a client computer, a database, a server
computer, an input utility, a sensor, and a tag.

14. A method for managing one or more children
comprising the steps of:

associating one or more tags with the one or more
children;

transmitting control data and information data to said

one or more tags;
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tags, said information data conprising one or nore of
the followng: the identity of people that canme into
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measurenent .of 5 at .l.east. one enV| ronnment al cond tion
to whi chStRéVoRE §A1dndRECEARtd e A s &f1d e or more
actaesi cspidf onffaraetdabnt Hetaorempr innirey chid d:rxermoxté&:f the

at rfo n [ re chlldre.n
oL LR LIBCRGRL S LUe g6, MBS S lgonsace
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POLE | PQaQtt. Sﬁédeh(} 95%%&1@% g Q{ﬂ r% qﬁgt% Ocrf)be ope or

nor e ags i n accor ance Wlt
ne‘fl%@ €bilaunaghag @W@O@ﬁdnmtélecmqa&e@n&a@anffomamqa of the

ldombesei Rosal dheaatea, @ﬁ%aa%%ggtﬁkgimﬁ%dfﬁ§ﬂcé“3%‘ghe one or
15 said one _or nore tags fromwhich said at |east one

t dg°haychi beErPe @kt éeafé OReEERSYegIe R dgithly ipsiical
orcond et £8h! dFepnhas ong ol albmeléhM%@m saiq@ control

data specifies one or ata types that s
oot P EEpaE S g Re Teag e o P aes G spid gntormation
nedaoa foomchedKi npget be poaxi taby dih erecadanme wittdgsaid

co d9q steps of: receiving a nessage of a
|€€ﬁt?$£e g?gadlng an identifier of a tag that sent

sai d messaged m§hpdofrsamdnaedsaggencamd mesreemdritliden as in

a @Pﬁbﬁrl@fwﬁeggﬂﬁt%B%df%6n§§bq Head, Qi it @it one of
18. A nmethod for checking the proximty of one or nore

t aBRIASORR BFalRF €7 LRGP REPTCUREFNsiSRG & RE de@storne tag may
stoscdgve 3Q@agai.d nunber of encounters in a data

structu of af pe. 19.. A nethod for ch
The. pr okt i 9 BFERGHe (¥ gpadiFggSriss otn i aiig dren as in
f urldhen t@mahesemg thédsteptablcdeati mpecdifient onef @r more

Sﬂigtéeﬁgﬁ8¥eghg gangkfgg%skno %'@ag 43 %%thorlzed to
structur sa| ri eved tag | ntitier
al ¥e@eivewi t hin sald data structure of sald flrst

type. 207 A RehBedohkokoehetki-Rgnbne i o®itt tYf #@ne or more
or. nore tags as in_claim18 wherein said storing step

is ?a%?f%?‘ﬁ@&lswgv@hgoéﬁﬁééss’ﬁ PCT/ US2004/ 035932

receiving a message of a first type;

reading an identifier of a tag that sent said messages
from said message; and .

incrementing a number of encounters for said read tag
identifiers.

18. A method for checking the proximity of one or more
tags as in claim 17 further comprising the step of storing
said number of encounters in a data structure of a first
type. t

19. A method for checking the proximity of one or more
tags as in claim 18 further comprising the étep of creating
an entry for said retrieved tag identifier in said data
structure if said retrieved tag identifier is not already
within said data structure of said first type.

20. A method for checking the proximity of one or more

tags as in claim 18 wherein said storing step is performed
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only if a signature of said read tag identifier in
said nessage of said first type verifies. 21. A
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as i.n claim18 wherein said increpgenting.st .S 5, .
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upon  rgcei Vi Nk @h e SEEPece it $§CORE b¥BRim#éy Bf one or more
met hod for checking the proximty_of one or noie 15
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f waldrerascaimpreang thef steipeof c@pehei ypt thg saeg ddta
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e g A 45t 5 e S0y Eb B8 P s evpe upon
clrgicaivitqira hesssapprosi agsetendtepseof .  receiving a

timer inf er riinfe 16l §ak b A9 Re FES34 06N fg§a§9?1£l;gsgf one or more
t¥pe; and 25 sendlr%g sai d nessage o ard tirst type.
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t @gs-fagnidd Gralyn 17 ANl ghac $pé di Messagemebsagedoti E8Ed second
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resetting SteR 'S ReLLoLredsonlYa Fi 88! PDELYr & yS33

sending said message of said first type.

27. A method for checking the proximity of one or more
tags as in claim 17 wherein said message of said first type
comprises one or more of the following: a signature of a
tag that sent said message, an identifier of a tag that sent
said message, and a current time.

28. A method for generating an alarm when one or more
tags fall outside of a proximity comprising the steps of:

receiving a message of a first type;

reading an identifier of a tag that sent said message
from said message; and

resetting an alarm counter for said read identifier.

29. A method for generating an alarm as in claim 28

wherein said resetting step is performed only if a signature
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recei vin |nterrupt |ncrerrent|ng an alarm

counter® soundl ng an alarmif said alarm counter
is greaer thanetdddafpredeheratnad hhrrhnar&SasAm claim 30

S AT GO | T A OB = e UPSOBHAT G SFofoky BOre than one
pernfrnmredfrmhw wherrsat dtiag. recei ving said i nterrupt
I'S %Q!ed %%ﬁ§1 8ft$$ge£$gl%8ngﬁaghggm asah%rnhalm 28

when oné or ‘More a proxrmty
ceﬁﬁﬁ'ﬁ@mgzwmrlsﬁ-‘erm ’c)lfle stepei ¥Eng a nessage of a

first tﬂé&l¢ﬁ§§?jlggtﬁﬂefdgﬂgé£fgbtof a tag that sent
sai d nmessage said first fype] and 25 sounding an

al arm ﬁ%%ﬁ%?%ldéﬂ i ¥entiRrBrCPYntary ppdt  of
sensi tisturddlsy 29 aYermtheds408 geaenatblgdrap abageater than

as in c m 34 rein said sounding an alarmstep is
pearfd?ei‘?%eeg:eoﬂpﬁp?cx\h]al M&fgnature in said nessage of said
first t3pe ermdtilesd BOr3gendraeihgdahoalgenernatingcagnim 32
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SV IS, Sy S oLp AR NERE 8,20, 3000 0e0ReRha Brep are
s&leF Faymad t gy |‘$hQ\ﬁ1t #irhdat po edecei wingdspéd @dtegrupt is
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wherein said predeterm ned period is not_nore than one
mi nut e ¥¥om% %?fﬂ%%tf?m%en%%at%\nae?ﬂoa fspm when one or more

gengy=Atidigl amni wth ol N asroRifl ey Neddpri i h§etheospepsi bg :
the St%ﬁ§3é4v1ng a message of a first type;

reading an identifier of a tag that sent said message
of said first type; and

sounding an alarm if said read identifier is in a list
of sensitive tags.

35; A method for generating an alarm as in claim 34
wherein said sounding an alarm step is performed only if a
signature in said message of said first type verifies.

36. A method for generating an alarm as in claim 34
wherein said sounding an alarm step is perfbrmed only if a
time in said message of said first type is within a
predetermined period.

37. A method for generating an alarm as in claim 36
wherein said predetermined period is not more than one
minute from a current time.

38. A method for generating an alarm as in claim 34

further comprising the steps of:
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third t4e Verneétled 4or generabingoannabhaginngs in claim 34

| Ry ddih e 19 O Ok el BPLEe Obj ects conprising

the steps of: associating one or nore tags with the
one or VI cttBesERARsAf t #i Ryl E@nEYBE/ data and

i nf or netdni fpta {4y Sedeht DN oI £ ABHesh BdSnedBage of said
r%%elr\ésgc%é)sal d |Cﬂ;or mati on data into said one or nore
|

t ags, 9 nfY!rati on data conprising one or nore of

the fddmwinyg saildcead obdehtihtepnErom saté dhpecobs,

a 28 at,, eh the one or nore objects was at the

Igcarllti on, et\lﬁé é|1dentity of people that took or

rel easéd -pogsaasiend ofox heeBeraptngranprbaobj @st $n cheim 40

| derRtreivh &faReoRbEod R i@tﬁer§@ﬂﬁ§&toﬁi%hi%h§ signature
one or .npre objects | east one neasurenent of at

a
| ¢85 520 WERFIFN RNt 3R 1L oM ¥R o R® V@ Ehic®he one or

nmor e oljeact A wedtth@®@X pRSe thaadehghin@ént ey 0DB8cPhding one or
n&&@g@tkﬁ%tc a tinme. at_which the one_or nore objects
5 €

§ i P Pt WA BYSRFieeDhe or nore
obj ect @ssawli &t ing nenatomhmohe t hagonei o tine eonbj et more

hggjtel&sd’.i mensi ons; and
transmitting control data and information data to said
one or more tags;
receiving said information data into said one or more
tags, said information data comprising one or more of the
following: a location of the one or more objects, a time at
which the one or more objects was at the location, the
identity of people that took or released possession of the
one or more objects, the identity of people that came into
contact with the one or more objects, at least one:
measurement of at least one environmental condition to which
the one or more objects were exposed, a weight of the one or
more objects, a time at which the one or more objects had
the weight, dimensions of the one or more objects, and a
time at which the one or more objects had the dimensions;

and
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naRag P event a8 yin ncladin ng2 owbenelnnsaedo bregsgiitting
‘H%{ﬂ 1;‘161” 93iPs sk pf?n?cf)gng@foﬂr sBBpeik ngér%%ﬂx‘éki%gd one or

one or nore ects; one or re conponent
t MRS SATPEReBRE r of2ddt goaﬁ@ne%& APBPKAELBA @8EaCFomore

S&EﬁﬁﬁﬂﬂsQﬁf”@ﬁ@ bagsconbikeany @Bear@Q@éﬁﬁrcﬁﬁbuter,
repeiing said conirol data and said |nforygtiondata. . .,
a tag. '
47. A method for managing inventory including one or
more objects as in claim 46 further comprising the step of:
transmitting from said at least one of said components
at least one query to receive at least a portion of said
information data about said object associated with said at
least one tag.
48. A system for managing inventory including one or
more objects comprising the steps of:
one or more tags associated with the one or more
objects; 4
one or more components transmitting control data and
information data to said one or more tags;
at least one receiver for receiving said control data
and said information data from at least one of said

components into at least one of said tags wherein said
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51. A system for managing inventory including one or
more objects as in claim 48 wherein said components comprise
one or more members of the set consisting of a client
computer, a database, a server computer, an input utility, a
sensor and a tag. '

52. A system for managing inventory including one or
more objects as in claim 48 wherein said control data
comprises at least one query to receive at least a portion
of said information data about said object associated with
said at least one tag.
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