[0001] METHOD AND APPARATUS FOR SECURI NG LOCATI ON
I NFORVATI ON AND ACCESS CONTROL USI NG THE LOCATI ON

wd Noshivadd ON [ 0002] FIELD OF | NVENTI ON [ 0003] pld%us2008/000972
present invention is related to wireless

comuni cation. [0004] BACKGROUND [ 0005] Location based
services (LBS) is an energing class of services that
are provided based on the location(s) of wreless
transmt/receive units (WIRUs) and their users.
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groups, such as the open nobile alliance (OW)

[0boggt i on techni cal spg®ID OF INVENTION al so define
the service level architectures for LBS. [0006] Figure

[0908] | ust Tdrecrresent ipgentionis welated damirlesscqommunicatios)
clients and servers in the core network with the GSM
EDGE radi o access network (GERAN) 120 and uni ver sal
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(0PBRAT on Leknfiat Bt dagt e vices (8 S saesiiit { Rqisgyvices that
arbéiﬂrowla@ma@d& ﬂiﬂ'l@d—t@n(QMleéléésttQQn%eééfv%@ (WTRUs)
146 a pri vacy profile register (PPR) 148, and ot her
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ccC

|ent orce ess contr Security
alrahitlecuwes supporting IBS ko tlad appiusaerow mﬁhserkrrcetdirehlﬂs@ﬁ?re level.

entric architect of F| t he i Oys .
O, Bty SPEh A5 the aRenompUp A liaats SOMAS fikstiogo beshnical
spReiflRatibn Groth & SCAMIKLELHY se?PRE MveP Brchtbctiires b EBS.

eit her one that resides insi de, attached to, or

[08ABkdded Rigute hillustirries the relationrnfdecption exvises §ES) clients
A Bt 08 P pLEGIER AL By bR H08 (80 on
(GE]RAletZO and ahiveneal Whtebtiibd raddio accekiets@irk EUTRAIN ))d.30 access
ne(%MBCB(s ’-Prﬁe core network includes a gateway mobile location center (GMLC),
(a requested GMLC (R-GMLC) 142, home GMLC (H-GMLC) 144, visited GMLC
(V-GMLC) 146), a privacy profile register (PPR) 148, and other network nodes.
[0007] An LCS server is a network-based entity that serves location
information to an LCS client and enforces access control and security policies in
terms of location services. In the 3GPP centric architecture of Figure 1, the
various GMLC’s correspond to the location services as defined above. As part of
the service or operation, an LCS client, either one that resides inside, attached to,
or embedded within a WTRU 110 (an internal LCS client 115), or one that
resides external to the WTRU 110 (an external LCS client 150), may request the
location information of the WTRU 110 to an LCS server, (i.e., GMLC). There

may be more than one internal LCS client 115, more than one external LCS
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may be nore than one internal LCS client 115, nore
than one external LCSclient 150 and nore than one LCS
WOERY4452A GVLC 142, 144, 146 contains functi qr@dié¥08/000972
required to support LCS. In one public land nobile
network (PLMN), there may be nore than one GWL.C. A
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privacy checks and sends the privacy check results to

indhp sargeb WIRW sheaees PLYRNY, vamh ispeespensibledpridecantrel efiprivacy
ch%Pl&llngiblfglbn@ESae V er a’i‘ﬁe fgt'ggh n eg 1§ E’gv e, Ileh sv Q&% lst%ﬁsomated
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icy- i nf t t
0B3RL on ToEnR 48 sPetTisntity Tptaetips efheon ROfL 4Be PR
1434306 es Privaey biedtks aaliseRd SHE REERT TheXYes@lts tdbtBer network

wi rel ess network and/ or applications and data on a
nodeRU Thel PRR Id8kisseqnsidered ascan ¢dntidyl that tie slephrpiesfrom, but
sulpBlifS of S UL ILLER 108 ekl oL Mkhis LASHRR 148
ence,” cryp ograp I'c nmessag yption an
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Sﬁg k reso s and/.oor device ?ppl i cations, and
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[(08ROY | cat U&B%eﬂﬁ@nﬁ%@ﬁidd%gofsé[&%%ﬁhéaﬁ&g AnldMN &8ss tontrol to a
Conventi onal met hods have not considered the concepts

wirpless netwdrk and/or applications and data on a WTRU and network servers

have relied on techniques such as user authentication by single or multi-factor
evidence, cryptographic message encryption and decryption, rule and behavior-
based access control to network resources and/or device applications, and trust
processing techniques that verify the applications and operating system’s code
integrity. Conventional methods have not considered the concepts and use of
physical (geographical) and logical location information as a decision variable for
access control and authentication.

[0011] Newer WTRUs have location and positioning capabilities as
provided by technologies, such as a global positioning system (GPS), assisted
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physi cal (geographical) and | ogical |ocation
informati on as a decision variable for access contro
wonek/@yifaenti cati on. [0011] Newer WIRUs have |peaais2003/000972
and positioning capabilities as provided by
technol ogi es, such as a gl obal positioning system
GPSREB)GP8x o st willeRTed AughiShtatién BystelVWAARSB)). Various industry
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theARMOF LB %ﬂb{&ﬁiéﬁexreﬁ%xreﬁﬁn@ﬁ)r%{mﬂr Savad sReRVEL 2fe prior

requi renents such ‘services. However, the prior ar
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be su
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servi ce- enablers but not as service
liméteys oesaroitercohtrellers. Axcordihgly, the phier grtihas rat tolxidered the
not consi dered _the usage of | pcation, informati on as
ughge; & BiaGan; BTSSR Pin e SO GRTAHE I acoess cotrol and
am@ﬁﬁ@gﬁl&atl on. [0012] In addition, in prior art, the
| ocation information is limted to the physical

[00d8kt i on InfadditiRun priey gt the laeatidrainforznatiomis liwited tg the
ph srlc%l ?())(C?i%l%g o? a%fl‘ tT}%]pg %nocclgsl ot c!) Jﬁ&%ﬁt ' &o{e éc':ﬂ)qarﬁded

enc osure exe erenc
déﬂni&bﬁdoﬂ beation nisx féxfm dtienyns by astproﬁfmfm,t lehclesureL Q& tRision,
Furt her, conve |onal gtﬁi(gods ave not consi dered how

refereRemg o draited ?ﬁ?ﬁ’BBﬁ OWRPLISTHIERIE can be tied

[0083f he artR&ES boRntRhal fletRéds ﬁz?\Fth&ec%ns{H%}‘écP%w location-
content and applications in a trusted manner.

reéaxtariwbmpohen@t artdnmf@;mmmngalsw tipdte tlﬁ@amhl@@rdeof getwork
tached.to r.om
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BT EEST S ey S o Ao
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Securing the measuring, reporting, stofing, and
sgacdemesvines Wiatithe ;NTRY shwilbi netthave beenddlowed to have an access
to if the WTRU had reported real, uncompromised location. Securing the
measuring, reporting, storing, and processing of location information needs
careful consideration.

[0014] Further, conventional methods have not sufficiently considered the
use of location information in various mobile application processing, including
digital rights management (DRM) and mobile payment, or the like, despite the
fact that the location of the mobile device which wishes to conduct certain

processing for network-based service application could become a valuable source

of information that can be used to authenticate and securitize the application
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careful consideration. [0014] Further, conventional
nmet hods have not sufficiently considered the use of
wd 268bd49 i nformation in various nobile appli gty @&Ro0s/000972
processing, including digital rights managenent (DRM
and nobile paynment, or the |like, despite the fact that
prodessimy, aifi athoinfoliratiobidad bewrastedharih seéuleBs h'aﬁdled For
condliect certai.n proc [ net wor k- based servic

f
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of secure location information as part of the device

profile information or as part of the rights objects
[0948Li sition protocol (ROAMUMMARYot been consi dered.
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ver ] f it . | ecat | | nd kan.
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progesingmodnieanhapbe on thaglMde 'Iﬂfe;leéatﬁin 1hﬁﬁ'aia'tmm may be physical
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(TCG) trusted platform npdul e MPI\/D Qr. nobi |l e trusted
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[0017] BRIEF DESCRIPTION OF THE DRAWINGS
[0018] A more detailed understanding may be had from the following
description, given by way of example and to be understood in conjunction with

the accompanying drawings wherein:

[0019] Figure 1 illustrates the relation of LCS clients and servers in the
core network with the GERAN and UTRAN access networks;
[0020] Figure 2 is a block diagram of a WTRU including an expanded SIM,;



[0017] BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0018] A nore
detai | ed understandi ng may be had fromthe foll ow ng

wrRs§6d4pl On, given by way of exanple and to RgT/us2008/000972
understood in conjunction with the acconpanying

drawi ngs wherein: [0019] Figure 1 illustrates the

[o0gifat | ON Fagure(Histd f16Widiagidn L4 @kSmble prd€eddoLproviding the
network with the GERAN and UTRAN access networ ks

secarrzlocatiop formption ob ik WTRWgr am of a WIRU ncl udi ng
[0692]EXpan‘ﬁéju1%| Md 9 qfo:u dfdlggﬂﬁleofgaﬂ %ﬁg‘mg) 10 o@ ?r&tldmg a

n exanpl e”process oviding t
selcnfemlr loetition (ofith bevmﬂﬁhj;t timep 2larkp @firam élverﬁ of 1htemst by the
g@g_r alg}nof an exanpl e process for providing a secured
3 (with or without tinme) stanp of an event of

0023]9r est Fyudd®isil Bldck @maigx{ag@aﬁan EXSHPR 18cdtSorfsdiverk
di agram of "an exanple | ocation server. [0024] DETAI LED

DESCRI PTI ON [ 0025] When referred_ tohereafter, the
[Obﬁqu” nol ogy "WRU 'ﬂfﬂﬁgé}) §g§1ﬁ’i‘ioi\1‘ mted to a

user equi pnent (UE) a fixed or

[Olmb] l e SUflﬁhﬁﬂ ré'fefrled 186 hereaftefdhé ter;:nmelbgwwrl‘nw mp]lmdesbut is
er.sona I gital assist (PDA),.. a conpute
m&t ﬁg}lt ady B aoPSers éﬂuw@w%e&ééba%m@hﬂe stadions .ah&xreﬁ of “mbile

SWSEﬁBm %&Q”&E@lluﬁm?&eﬁlﬁfrﬁr 5 BEroARPdiS A §£s1$tta'ﬂ€(PDA)

term ase statlon” 1ncludes but 1S not
a t:mnautnden aly athyrttype ofiuser d@mce capabte eﬁ@pq@‘@tmg 1(1APW}reless

Qr._an t t i,nter deV| abl e o "
exuspiorty herka i &1 LA BRG Y B tehmincismS BRREHG1PR netudes
butSis aobliftteddtoadiéds-Bf a ﬁhtW(RLﬂréiQQ am ﬁbdéd$ p&na CARX paafgether

SIM 210. The WIRU 200 corgput es and reports an estimate

tY@P of Ftegfacmedeviescapable ofimsrating uha gfirelass eaviromoent. n
?PC uré.py -3 ' P6lo ngl am U WIGRY 2 ufncq{ldﬁféqh e)fpanded

ormati o roman L ent, 1 nterna extern
SIM Zlh)e WERUNZU(U ZDﬁecdui'}Rueﬁwdl Tepovttesn antlﬂalte 213h¢ @urrent

R e T (AL M) IR -
rd@h@@tﬁﬁﬁcﬁucﬁzﬁfométﬁkﬁﬁfﬂoﬁﬂ aﬁeDSSrlgleﬁBtinttUrn%:fQ)r ékternal to the
WT%%%I()C Z’il‘theo\r’]‘ﬁc’l‘F&rl %%Ssi?l(?lildes gn SIM 210 (or a universal SIM (USIM),
hereinafter collectively as "SIM"), a micro processing unit (MPU)/application
processor 220, a location sensing entity 230, a communications processor 240,
and a radio frequency (RF) unit 250. Application programs (not shown in Figure
2) such as those for the internal LCS client 115 are running on the
MPU/application processor 220. There are also lower-level software (not shown in
Figure 2) running on the WTRU 200 to support the various hardware and
application-layer software for the various entities on the WTRU 200 including
but not limited to the MPU/application processor 220, the location sensing entity
230, the communication processor 240, the RF unit 250, and the SIM (or USIM)
210. The received signals are processed by the RF unit 250 and the

communication processor 240. The location sensing entity 230 may be a
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and a radio frequency (RF) unit 250. Application
prograns (not shown in Figure 2) such as those for the

wo Mogeaby LCS client 115 are running on the  pcr/Us2008/000972
MPU/ appl i cati on processor 220. There are al so

| ower-1evel software (not shown in Figure 2) running

h@walte aWlidy seli at @ eiti PRI sehlfig ¢Ré 10U EioR 3f tHEWTRW200. For
applicati on | ayer software for the various entities on

exafeplovithe logrdignzensgimneentiin 23 bmayibei a @FStrgcginer and associated

soMH{appl i cation processor 220, the |ocation sensing
entity 230, the communi cation processor 240, the RF

[0027]t 250 Tharldcetthm seinbir{goentlityl 290 BaP estiate,eittiered its own or

aI s .a es the RF uyni 250 and t he
by AIE APEaIARh OF AeEaeR o5 b nekHeth Fbsieah L RteTyal location
m%&ﬂétyomharwm@ Fgmar 1§ys@m ASativh fihfdRmatidatis ivfofhtion

sensing the | ocation of € WIRU 200. For exanple, the
abO@& dh¢ WiTBUisphygicahor ggogaphwaylomtlmcwg meessiuyed ipladitude

fo%%ltﬁgg orsa(.)cftfr rl%fox[rga% s 1I‘Eﬁ olr qu L (1),nltsléa (f i rma tlon, or

I 'mate, e|

thaslfkle$t 'B]i]@&)rﬂ;éxtdiaﬂ Bﬁhtlﬁ? ufibﬁﬁhﬁom fs]ttlmgﬁxl ,0r phu&gg?l uﬁlﬁrmatlon
ext tion.in ornatlono t he WIRU The
regﬁ ipg éﬁe W’Eﬁﬁa Rhysisa lagatialn Fer expmplenpeamelsyotn bayndary

iR tforP Y §éf%?énc@rt09§r9&f1§1° BLGR} h Qﬁ@ ééb%ra }ﬁcgl or contextual

neasured I n |latitude and | ongi'tude,
locatiay indormoation (elg..oW THY EKowtinsideithe @eunMIUrofwt $topping mall,

e S is SHfAC IS PoMRIasy i bRTAingh, T goRRatRipkgeation
infdinEdtict]l nha3C Bk i difectional endrg @istfsskel f&&tﬁénsﬁﬂip HauRdédeyice to
information in reference to anot her_enti

anpthen epHiychavieg lacatior imforpatigadeignVil M%ﬁlqcawdg 100 meters
fréid: \WRU?R\%%L}V@RW%' i %éaﬁ@d fi%ﬂg byt Easf% o?"%gtpa[ye%ation W).

I's outside the boun ary
Tlhm ilcboatuog) mfdiinmtmxnmagt bal conduned ovith sEauneatimeninfeymétéon to

t / di st h f
progidEan RAPtoRl pratseh SRkl BEARBRGr Pt |on. (or g

[omauxl S HIh@ESIMﬂ@QoI@taﬁh%sfe&@%x‘é{ Rsbdrio ideati ﬂié W'D'RﬁU 200
| ocated. 1 mle south-east of a base station

andtosprioyile aitbentication feryicse te sHpPeTé dhwmbb\f:@@?et 9f grgecure
A1 SR 0 PIRY 50,60 G 1 RSOTTS B sl
withor the deseck dmd 'ndmrtdlfzylg'eﬂ @utsifkoPt}@ secure or trusted domain of
the SIM 210.

[0029] The SIM 210 includes an SIM processor 212, a trusted platform
module (TPM ) 214 (or mobile trusted module (MTM)) (optional), a secure storage
216, and a real time clock (RTC) 218 (optional). The SIM processor 212 performs
conventional SIM functions and may be extended to perform security related
functions. The location sensing entity 230 processes signals from the
communications processor 240 and outputs location information to the
MPU/application processor 220. The location information is sent to the SIM 210.

The SIM 210 also performs location stamping to messages, (e.g., authentication
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and to provide authentication services to support the
establ i shnent of a secure channel between the WIRU 200

woHWs/dqpt wor k. Aroot identity is held securelpewid2008000972
t he device and never divul ged outside of the secure or

trusted domain of the SIM210. [0029] The SIM 210

mefigdsl eSed ForShii¥ntiatis A rpradeduras)] aHd e dnty at data)(e.g., data
nodul e (TPM ) 214 (or nobile trusted nodul e (_I\/ITL\@_
storgsk ifom Applicationg (that ther LM 218, mayg workegn inclyding DRM

a@é{}fﬁ’ﬁoﬁ& C)Tl?elq{’l(@ pj]]'SO %) 'oua_ﬂﬂ:_ tin Q{:}%‘i‘ﬁ%}%}ﬁgé% the time

ornms convent’i ona functions a
inforteatientay heaofdrined wetlr theylocatiat mforimatidn. oAkerm@tively, the

cgtjon sensi entity 230 signal s f.romthe
REG A Bay | oo PO 5 o A 230 et oo eheviff The Same
funttieohakly £when it &M iH286 the STMOZ (R MHeEReMiord AtfornhAflon or
l ocation information is sent to the SIM 210. The SIM

copglingd decasiont timesinforenation mayabg steged én the sagjre, storage 216.
sl PR RSSO 1335 0, s DA e
condporpp lincthiel IR WUhélie idvatishMnZdnation wixyk berconsidered to be

i ncl udi DRM appl i cati ons). The C 218. may o ut
- sqclifg, Ak iR BIFD oF ACts ‘%)_Pmeﬂi AHEBFRAE AT B ppeF Purposes,
wh Rk 1ESe &Sﬁlﬁgiéa(%ﬂ REal bew. U’H@éxﬂﬁ%iiv@l@- tHd 1oBA#GH inBlMation

the RTC 218 may reside outside of the 5I'M 210 but may
may beistieretlloutsideref therdM @@ birt stild sindpreryptogrepkicipretiegdon by
t 0., The | ogati.on_ i.nf.qr [ | ned
eieO e 2he Hynf sl i b Bk EPLALo P BRLAE e ST
2HJ.orage 216. Since the location information is

enmbedded in the SIM which js the nbst secure
losé%onentTherﬁlﬂ\ing\m algg e raplemente m%?’wéaneéhahwsw@ the

MEUapPRER D ﬁrg@@ss%???’(‘j.%l tﬁ@ca@@%h‘%@m%iﬁﬁﬁte%f&%%%nﬁgﬁty

control, authentication, or other purposes, which w

adaethensicitydf the wholgior peetsefithoWTH W 200 vutlyas theeSIM 210 and

..Locatiagn.informatjo be..st.ored out si of e Sl M

it 35 isted PR AR P B S PrsPisBh B g 1 sbdhacea

softbre] 4nd hRé likey resi de either inside the SIM 210 or
outside of the SIM 210. [003Q] The SIM 210 may a| §o be
[G0r3] enentlde TMsdrs (Rasre senarally frasted Prqgessing module) measures

algq%/s&gpéé. Gt QGREARAStwathinels bk N3BBrmidia ditWare of

protects the I'ntegrity
the WTRU 200 and may also assess the integrity and trustworthiness of external

clients or their request to the WTRU 200 for location services. The TPM 214 also
protects the security of the location information held either within the SIM 210
or outside of it but inside the WTRU 200. The TPM 214 and components for
secure location (and time) and conventional SIM functional units may be
integrated within one integrated circuit card (ICC). Alternatively, the TPM 214
may be located outside the SIM 210 within the WTRU 200 but may provide the
same functionality as when it were inside the SIM 210.

[0032] The TPM 214 protects and provides the core root of trust for location
functionality and trust measurement capability. The TPM 214 may work with,
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and authenticity of the whole or parts of the WRU200
such as the SIM 210 and its associ ated software, the
woMobd/@ae2i cation processor 220 and its associ @cqad;S2008/000972
software, and the like. [0031] The TPM 214, (nore
general ly trusted processing nodul e) neasures and

oxﬁ&ﬁfb‘i‘%ﬁ%ei‘\]‘iﬁohW%@ldpﬁrﬁﬁ%f}‘%@mw&&ﬂ &resppldatioderunning on
| atf orm and software e WIRU 200 and may al so

th@slﬁlgwApabcatmregmcegﬁoar?@otﬁou@ms rtfvﬁtrmgféi%ffr@;ata@r eRfity that
t

reGub S he ol b AT Floh LA WITRY, 200 e e At ontrol

adchss tocthatloaatidnrihformetticmortig aftezivetificatibn bf the lhaquSEhtM"s trust

210 or i f it but i.nside the WIRU.200. ,.The
Eacen B RO PSR 0Tk Aot WSk SiPeL AT ot SRfating
sy= 04 @Rl aptiMatieAGTuh e ot/ thd Mpm@ﬁcaﬁw greb8br 220 to

within one integrated circuit card
reAluf:@tn ndle:ct/,eiryl verify tnuyineetaicafgr the lmémn@mg@ndéy A8 prior

0
tofalfﬁe (ﬁﬁ’}'e l?carhon %%Lgtlo% &}jg) led | ﬁgg (%éh%ﬁﬁ%%%ﬁé%ﬁﬁty 230.
T[hf@OBIZM the nﬁl’d’;’:ll\ﬂnailé witltercirsdeardhperdgiofies, tle opatatingthistem
of trust for, location func .y and trust
ang/asan apehdationamning go & WP%%%PEQ R PRRSpIsOnAedtoggenerate
aﬁﬁ‘ﬁi:%'int%ﬂ? 8 ¥ QAR 1og .t BoR ﬂ%}ﬁﬁ:h@ﬂ oﬁﬁh%ts@é'ﬁl%mfd% lo&'hn LBS
application running on the MPU Application processor
opzataraonay easiy detesminewhetker thensegnriénof the edmponents on the
s th on .. nfor tlonfromthe W'RU 200,
Wrgﬁgﬁépgr{?a%ﬁﬁt ﬁ?‘# S?Hté%%°u§sy to the |l ocation
[0i0BBPr Mat iIRigu & zaﬂbwrdm@rami of &t exdimple priocess Y06 providing

trust netrics. The TPM 214 wark with or under
the gesrradsiogttien inforaatipe Psfh%&\yﬂé%‘s‘t?&% Zhithes, upgn request by an
eﬁgﬂ&alca&i gwm Rt Br ol %hé/%ﬁ@ﬁbw 3 itRE REGHEP &ffity, the
220 to request, collect, and verify trust metrics
WTRU 1200ahayp firsteatbésh gtoemthar)selz"@@ remptaly toan extqmnahglmib'esuch

oL TR 53 TP SABE i ;b AL 3 b,

tHeltRestwWtateT tRé lochtien Q@Lﬁiﬂé éﬂﬁtﬁ YBHAMBEHHBE stabe of the internal
plication running on U Appl i cation processor

he
L@E@hfeat dthster 804 atCnEhﬂ@ shqmloaaa% infarmatkion 19 grpergfedby the
' C f u t
LocBEBIE SenBhel nbiy ZRFURG, U Blulfebdtin MechfS SAGEE! Glep 304).
Optinpaligusran dalte/t ez deR2{20 seEigl bembernstndcbther parameters may

bg go% me8US|tl\{ the location information (step 306). The location information,

along with the optional information, is cryptographically bound to the WTRU 200
with a digital signature or through encryption, where the encryption key used is
protected within the WTRU. The location information as well as the optional
other information and parameters may also be encrypted for confidentiality
protection using a private key of the WTRU or a symmetric key held within the
WTRU (step 308). The generation, storage, retrieval, and/or use of the location
information may also be bound to the integrity of the whole platform and/or any
part of the WTRU 200 by use of trusted computing technologies, (i.e., by use of
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[0033] Figure 3 is a flow diagramof an exanple
process 300 for providing the secured | ocation

wo Teb®eommdz on of the WIRU 200. Either upon requyrsiuddyosaines7?2
external entity or upon fetch fromthe WIRU 200 to the
external entity, the WIRU 200 may first attest (to

thei TPMr2 18] A ceyptographit ynd-wagrhaek} @uan las SHALly MD5/SHA-256,
a_location server) at | east one of the "trust state"

etgfs iggengyated Svan phetapsiopplly kacypted) lesation igformpation and any
ol 858 LSRnRBERAT AT 0L Y 84 Mkt ¥ il g o

piivatatkeyrheld fwotmmt therWTR 1206, mte&i‘ab}y stoeed wathtin,oor otherwise

S n i entity.23 nd 's ed i re stor
pEed Spptostaphica 1y b Rbat0 F A PPRFRtAfdaud e digital
sigRifudb oNtHEREatien ﬁxi@hﬁ&ﬁoﬂ ahd rs?haﬁm sth¥r BforAAtbA estep 312).
with the |location information 306). The | ocation
Thef bashatansration oisg Preferahlyie pexferm |W1th1ue)ram$¢cane ¢xecution
exRﬁYle &{tmhcﬁxlvﬁhﬂ-ﬁWSfﬁ %ll'(‘)eor%Rl'ﬁgﬁ %’Yht hAﬁefﬂaQEJe@%1 such
ure or rough encr ion, where tThe ‘encr
oﬂeeytmus atay algqr bé qxet'ﬁ;dmadtllsy tthé MPWd?i;ithhenlmeéslson 220. A
f, |1 h h f [
locglith P EiReP 3 KeerafPy epoanip faesSgged digital hash, (e, the

| | e
dl%ﬁi Sggﬁﬁghié}m%t% g&;&gﬂﬂ]} éﬁdr??thelﬁ% %da‘gﬁ)%_ 136&%%@%%1{ @r the

logaiggn lmfh@ng“enre cembinred witbrogher infemmateam(steariddr use
[Olggfl]t he | XGdrn ? 1veln FA +a%%qfno rr}/fo%gﬁog %n%g lf)%d? 09714 Qi[ ﬁurmg

egrity or m and/ or ‘a
aﬁﬂi@h!tﬁl@lﬁoxbprm&uﬁs chrtied eldz touiphdrtivgtd t&féﬁlﬂi‘RtDDto&he Network.
se ofthe TPM 214). A yet 0g ph| C one-way
Tﬁpgslﬁcat(%hq% gga%q mcmrag% Q%Bu eus entication messages,
wH@fb‘% o ?H)téét@&fb& BRe ﬁié@&dééﬁﬁté@h ?Qﬁé&l@(tl\&ﬂ?) df@ﬁé‘hhﬂ{bnncamon
i nformati on and” any optional ormation (step 310).

protecohabnthis caseymedigita ceertlﬁcetﬂ:mwmd bageagired. pr i vat e

hel d WI t hj RU 200 .
038, A sttt nttly I Bl RS IAg tpRieRtifgre ypine the

VWI]’IHJ’Shi\AbIﬂ:Q?eQF gﬂtlﬁ'@ﬁﬂgﬁiﬁ)r,e dof@s yioe thtéh, Cbhgllb@itlon certificate is
S1 gnat ur of the |ocation infqrmation an opt1
desopred 1viatigr e Bignakitegs yesifiedhycaladatig ey a%wgﬁlsrﬂsfrom the

10B456:8 LB Mafi6h fe Qfﬂé%ﬁb&"frﬁ | theQoSRH TfGPHREHS Qé}hﬁcaiéemlf the

envi ronnment such as wthin the SIM 210 or t
twd hashmualuee Idyb not noatchptheaexternatmeptity seapesgyend thatertheyr the
ation g? oce

Al [
lopafor pradbats 354 ARk BBRETS MR ERsiduet ARt ey or the data
redb@l hak beafhaltdrede. In bflBer case, the external entity must deem the

location certificate as being invalid. If verification succeeds then the location

information is read from the location certificate and assumed to be trustworthy.
The signed location certificate may be used as an undeniable proof of the location,
that the data was notarized, and by the specific device used to generate the
location certificate as identified by its unique serial number, or the like.

[0036] The use of hashing and digital signatures for the location certificate

helps to secure the communication of the location information. The secure
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digital signature), to the (optionally encrypted)

| ocation information, (or the |ocation information
woeRiDidie Wi th other infornmation) (step 314). Ac@O3bhos/000972

Alternatively, the |location information may be

provi ded during authentication procedures carried out

loéﬁlﬁﬂtcbﬁﬂbh@ﬂt $tsbiTemWy b Qebild@, MRl VRS loutgilte (i.e5afheOTbeation

information is incorporated within the authentication
cewgﬁg@tg@bat wérdains the; lgcafjr(m l@@matmn)t my@gyﬁg@ce the location

h 15 )ﬁanIaFe% 1£ s1d9th e<t:u %1 (lfgtl %néo I{e 9, '%rogteggl%ple, the
o'f Frrcate not  be

°45 PASE, SCer
loéeﬁﬁmi t@dxﬁchﬁ&ﬁﬁk thaleeqtedrbyakn eﬂilitelctme prvgram@rorf tanigeeed whilst

Iocatlon .certificate using the WIRU ublic
#‘él H} 3R ARSRCHTY JRANORE  FRerafore; Hee PBE‘%% acréf 51%9#85 Siening
séé:g pest Fxg‘?&ah%iﬂfﬁfo‘iimﬁ-&%ﬁ i hGRARAbR Wy Y8k tilb?&a?%n information

' ulating a new h fromthe location informtion
1seprbwdedbd theemumdowbumtcompthor mat i on cert ificate.

T -

cdiib@ﬁteﬂohn@eﬂecmﬂlbﬁ@teﬂhﬂi al@é’dﬁlhﬁbd aritl &l aeligslef demﬁé d:térnal
data record has been altered. In either case,

logatien refereane FUsh a oseBEATIdadkby BRefiosk baged 1|°F?Fté‘§’c serger. For
)Pa g ﬂlﬁé’ ﬁJ %e c'a{‘n&ﬂ)u{ l.')}p@ﬁ ﬁknﬁuﬁféeﬁl eﬁtik%@lohlf)?ocedure that

1on|n ormation isrea m the [ocation
1scexarmeﬂ| oat eeandlyasatinedthe SIBI 2105 tondryt lipppléFhentsngreegarate
| ocation .certifi y be used as an undeni abl e
prﬁF%‘gfrerm "1‘“8@334 ;g#)mt hat the data was notarized, .
[0888] by t ITheSWERU RGO d2Y bI:d sUsa gatdés&epﬁaﬂbﬁaﬁ Beent of interest
| ocation certificate as identified by its uni

tosiérarag pattnefdt (suph asthe MPéJ/apeb%}OHmme%@r &Q%P] H4th lpgation

[ tu [ fi
il Whior® 4O b df ¥hel QREL AR Bldck | SE1F location
stianfpangef an revef[hmasreaism elcdudd irdormatiponftime wheh Suchmlocation
be securge, ' .out t he .l.ocati.gn .
SIRGIRPE PRSPl B ot biesteinp HEY PO P oriAascocation-
tlﬁﬁ.ystgﬁlpm% once the I ocation certificate i s handl ed
outsid e secure | ocation conponent. For exa

[0088] | ocatKiguretista flow diagramofisa oaqapmlgarqsyss@ﬂﬂ)qr?égemcbng a
s&cu?&{ ﬁma ! nt £of %1%6111:5& Z %Eﬁgpl (H’ &fce(ftuls ferest by the

ererore, use of Ing an I gni ng
V\§HCUI2®9 of Figure@at Eithei npai nefuestiby an axteena]f enitiﬂye)mwpn fetch

aft f
frg qilleé?{l E&iﬂ&?@ﬁt’fl zgg | g & {rsrgéh thesiVIB{J?a\lgp E:gtut))X processor 220) to
the external entity and/or upon decision by the WTRU 200 or a part of it (such as
the MPU/application processor 220) to log an event of interest, the WTRU 200

may first attest (to either self or remotely to an external entity such as a location
server) at least one of the "trust state" of the WTRU 200 platform, the trust
state of the location sensing entity, and/or the trust state of the internal LCS
client 115, etc. (step 402). Then, a description of the event of interest is generated
by the WTRU 200 or a part of it (such as the MPU/application processor 220) to

be presented to an application or an external entity and is buffered in storage
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[0037] The location sensing entity 230 and the
| ocation informati on nmay be calibrated and

wOo Rog@srated in accordance with a reliabl e, Jgaeu2608/000972
external |ocation reference such as those provi ded by

a networ k-based | ocation server. For exanple, this may
(step 4000)r iI@datioh ibformakiands ﬁ‘@sht;eo}waﬁllim&bﬁﬁtheohcatlon sensmg

t.hat d t th
ety S} ang if tlsnedh i rhooeBdFiapeioodha lpehan talprmerien i
coﬁi%gci-thil O3r38hestiptifhRbE 400 &Rt Arsiftsle@Rnd opt10nal other

description of an évent of interest to it or a part of
mfctm(aetmh ingluding Mate/siond | aradevice pseriads sumle2Ofstew t408). If

o R B P 5 30 B s e Bppion

inféiynald) AMd|di8e othdrobpHbn&IN pefarhétdes \/ﬂ%e&e@ﬂl@iﬂlons, (such as
| ocation stanping takes place. In this case

dage/Aime:neTivlu PHIRETS oflsd dRaY] also |b6ca@qrﬁatqdnﬁ>rsﬁcmﬁﬂqa§lahty

P88k, T iU BOREFLEL BBy o e
fonstidtoericryptie). Snchlqncryfptmm 1e‘peeferadﬂy patfermed wihhit tim SIM 210

orgieaP bt 2 Eh iy e B e POAPEIRE i BBV (geplication

prd@édsoPP20 tstﬂﬁﬂmeﬁaosm ?’lo@?@ﬂ)lh@ ahé%yrl{a@ﬁ%‘iﬂ@é (o%a@hauy

to the external entity and on decision by th

engrrRizdD lesatignsiamped descrigiiem 0§§h¢ gEePef Byprast @mdoqptwnal
oBERSRERRPEN bl PReB YT, Phe MG ekl 118D store

withiretheeW TR 209, gmehatasg adig:tzaéklgmtsﬂar(smp)tﬂ@b Rneﬁarably such

ne of the "frust state latform the.
RS 0t strbferably Braek B siBhing B STHL 1 o VAR opr (ogside
xsrgtbyraﬁrmmy 8§ thbePM©Les MBhe h&sh 6pé@Rfonlid PrefBldbly peifBPmed

a description of the event of interest is
wgbrmaaa@uewecweommmem swhpeesrwtbfn the $B\@1 005 thadPM
U appl.i P es; 0) rgse a
2 SRREHERND, HAGeSHREAE0) ) g BOSAA Sl
MAappkéatiopprébdgsor 22@.aEither ars_fymhlmt*icdmylos afpudieiprivate key -
obtai ned fromthe |ocati ﬂ nsi.n tlé 230 and 'ts
P Reused Lof Bhejgning: alibawel it iTREciFgedtp Bie o private key for

sudhf SR, O ictatisiRtABPed dhtifilite BTSE deriRibPbf hhevent of
Be

event i nterest and optional other infornation
intexeistid$ ggnerated bynappendirg ithe signedadigitahthash( Gteepthe digital

s1gnagurei, to the (optionally encrypted) location-stamped description of the event

and presented as a combined output (step 414). Such output is called the location-
stamped certificate of a description of an event. The location-stamped certificate
of a description of an event may also either include within itself, or be
accompanied by, a certificate that includes a public key that can be used for
decrypting the signed signature, which is then appended to the location
certificate.

[0040] Alternatively, the location information may be provided during the
procedure for authentication of the WTRU to a cellular network. The location
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confidentiality protection is inportant, the

description of the event, the location informtion,
WwO06k/@3¥s20t her optional paranmeters or descri ptplc@i$2008/000972

(such as date/tine, serial nunbers, etc.), may al so be

encrypted for confidentiality protection. Either an

inferyaidd i€ ifdorperiated Mitltih thesyutiRticatike nedughs; whed it is
for such encryptign. Such encr t| referably
qmgﬁwtﬁ

prokected e thegoepsageintesnitychack gqtlcqt%onrm‘ytocol In
e of U applicati on
PR PSR GTRSAPR, i 00 o

(004} way HEehWSFRUHKZ0Q optamometlehyalemeﬂvmpkeih)tlty such as location

| ocati on-stanped d tion of t i.nt er est
Serii B0, BRI CGEnEHa HHAC PR & Teh Liabafe ufdep suscessful
avth@hticdtién hedldesi plared r@lﬂchbyhl@t&f?yoﬁtt‘hée%déftffoh‘s noit rI;Qlccessful

WRU 200, generating a digital_ signature <(,W
aythenticaiey mayhe ased Py isemeraplicatipys grdhe 9@1 op on the

loﬁ\ﬂ‘? n?'%,%v%!}o or wthin or outside crypt ographl cally by
the

4. The hash operation is preferably
(004 2] or rred&n/\/iektdrnahen'eit}u mm;exenfyt tloe lexavion otertifitateueding the

V@ﬁyﬁd L i¢ eé’n 249 ot LHtéeh 8?1‘18 'ﬁ;@a& }byhleﬁgca gc;nvc%lx%/lﬁcate is

dé\@ns&cﬁﬁ%haatme algqtaq%egﬁ%ﬁréa@}@pen@ealilﬂh@s@(m&&th&l de@bificate
publi c-private key 55?” may be used for the

lsgﬁegaﬁed@y calwl@twwa inew ka féfPIér’Ch@ tpcation drfopmptipy gertificage. If
thaao Wosﬂg{im 541191@ r&g no‘%‘ nllz&%ﬁw :{t&ﬁ{ﬁi %gptﬁﬁ rlﬁéf?re lra.gas?ﬁlge @{ataelther

I on o érest i's’ ge
tlﬁpp&rwbmrtmeam @eedotdbegoﬁgto tthas bartﬁctul&r dattaffﬂe;:bx@hé dhtafile

nat u Opt i opal en
5 Ba0n alfekidy n%e ECPPOLY pebrod Bl mbussyipem the location
cé?'fﬁ%gfét&%e@ﬁg Bva®idD THSsth YetiBed tidr RiPcebd Hhe l&é@fanHfonhtatlon

is called the |ocationstanped certificate of
lsdregd rfmpm tlwlosatlalm certidivate The abpuaed tmbestraﬁbwthy The signed
a descr t|on n
o6l o T Bt e B SBRE o TR b, ot the

d&tr waki ﬁafaelzbﬂﬂhndnﬂidldpéclﬁc RlevideCuberl tb Rinetsta ﬁﬁa 1ocat10n
us, d for ,decr_¥ él ng the signed. signature ichis
cq titied by{ts waigxeseHal Brinber.ofithe Hsna0]

[06|4§3Pr nat "M?e' Yee df B8 shidgaidQigit Af ﬁéﬂ%‘r@sﬂfome BEation certificate

provi ded during the procedure for authentication of
sachres/fiRUotation gdbimation naﬁmekureﬂheatlon component itself may be
| ocat,i an1 nfo tlon |

hi
secure, elm g%a % \%ﬁ gﬁor a 1F1Faste tth t conpams the location

mformatlon), may be not once the location certificate is handled outside the
secure location component. For example, the location certificate may be altered
by an insecure program or tampered whilst stored in an insecure memory.
Therefore, use of hashing and digital signing secures the location information in
a verifiable way after the location information is provided by the secure location
component.

[0044] Fields may optionally be included with the location information to

indicate the last time when the accuracy of the location measurement from the
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protected by the nmessage integrity check (MC) of the

aut hentication protocol. In this case, a digital
wocRhdidiiinat e may not be required. [0041] The VAERWSs263/000972

or an external network entity such as |ocation server

may al so store and track a nunber of last |ocations
lo¥igdie séx%iﬁ@%ﬂtit}r vl R&dkedakithna tAk6d RhadepartyiCle.g., secure

hi story of the [ocations of successful authentication
lopatjorhsenysell pyd $badastpiimec whesthedacatinn RN eotisy was re-

C | I . J R . .

cofiFpled” AisRF GEEHEELY ne ke B8 SEELFLRAS Sty MP¥hlibration
prpudlures kaelyrt tbfthe hemper baiditienpaetherlite. mat ch, t he

| ocation certifjcate is .deened invalid. The digital,. )
100f8hat ur Som e the onYeRHienal RRRIGFEE AYRE Bart If icphiupetion

with the'debi Qe RechahisH AistldedaPSW fasthergtREBN tRE security of the
[ocation information certificate. If the two hash

opeaitiens.do Cupptogeamtic digiabxignataire erlgprivhmay (sucbume digital
<R DS BASRFRE, W DRCHEO LAY ko cacn

dée@nhad iteroh uhiywi priestedascusedte stgr ehdabrtiivatdsy Auaimper

deemthe location certificate as being_ invalid. If .
- resitanceomerhansmoRay Alee e gised £ detech ARd PrevRT sRie TR signal -

p oén%gre, §Hlffif1€{i}1&;‘;@ aw%%é,%ﬂc ﬁFdeefr lt&éfs@o@??ﬂlf@ﬁ?t@ﬁ?ﬂ ob@rk?éclons

ustwo The “si gned Tocation certificate may

anrd belysaer tateuiph naddifcgiapdf tfe funetibnalityi. cPecure atorage or E-
data was notari z and the speci fic devi ¢ce .used.t,0

PR BtiE s b8 usBE B shtal PP R dindof TS SRAPE§ A Rymber,

déinédlsifecy sedtet kbYBLAnd 6thdrivectet kforind0idd]in Pretedtedl Wirdware
hashi ng and digital signatures for the | ocation

thusiproyiding forcxypfiogsanhie devigaidentificatioRnat i on. The

re | ( it f e . _but:
BISHL, | G SRR ) LT Rt 8 e ke
usednfoailocatidrecdértifmateosignnig istgenaraled withiéhedampec eesistant

At RS R bk L 8Pty PR S P S A Fove

dé@phdrf theat8usRY the paivh s Rely Mitidiuti des@t ety RaFdwAre tamper
tanpered whil st stored in an insecure nenory.

r%iﬁéﬁ@%ﬁeéﬁiurﬁée of hashing and digital signing secures
R 25 TSP PGl g, BEYal iy
gérmeratdddy software running on general purpose hardware (without hardware
tamper resistance), then the key may be protected via a combination of portable
crypto devices, (smart cards, dongles, etc.), software tamper resistance, and/or
code obfuscation with embedded split-keys (to ensure that the entire private key
is never completely exposed in memory at any time).

[0048] A cryptographic random number generator (RNG) may also be used
to generate an anti re-play “nonce” to append to the data input, to generate

cryptographically harder-to-crack hash outputs, to counter attacks such as a re-
play attack, birthday attack, and dictionary attacks.
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conponent. [0044] Fields may optionally be included

wWth the location information to indicate the |ast
woldoogooden t he accuracy of the | ocation nmeasumpefak2008/000972

fromthel ocati on sensing entity was checked with a

trusted third party, (e.g., secure |ocation server),

[(0829] t he ISaghre zhmheﬂﬁeéh&h of tRCpOBINkSLRBAE @M oy e the
r e calibrated. These fields nay be used by t

sigmpfiurelampp alsothe nerfogaped sp shata fobged pl&llq&ecvctbat:m have been
dl%%&tgé%?ﬁg& c%e%\?&e}ﬁ Iag’%% {/{:ﬁﬁﬁatloq{ oftfhﬁ%edl Egatul (831?1]ﬁcates
[0060f unct iOxitewhe hodahxanaﬁmrmdtwmaha VWTRUJImss leaeidn-stamped
above to _strengthen the secur. tg of the erations.
de@FVBFIB’@ Pgﬁﬁlec‘f e @)‘%P'éﬁre?i ‘ﬁrﬂiPYhdé 5 @@FF‘(’ n aSGERregganner,
th@' 18¢4tfdn SIFSHIRLEEE oﬁId@Qﬁ@ﬁ-@télQﬁ@ de%tml}ﬂ@&n &ent BEinterest

i ke), may be used so that each device has its own
mam ibg u:@e@ ko cantteolleayhemtachtion ofithe WHBUCI (ahifattbe us¢y) and to

- t h b

ooy e id B RO RN TR PAR S BE e Bt € b e wTRU

20uetheaitivsk $o whlich tHeTWIRIE1200Gs doritowR). t he i nt er nal
erations and keys, or to attenpt. _modification §)al§t he

(OPAREL i ondh pecyire dpcatiop servhta g o GRS Honetdvark pased server.
tHﬁ n‘Eg&&) ré§edst HyVa %’h@?ﬁ oh& etk @cugﬁy oﬁ%vﬁi%ﬁ'aaiﬂeference

V|ce specific secret keys, her secr et
localtﬁam htathe)mquespngtchentsdvérathdavmtworhu@h@rmum logatiom server

B R Btk e LA PRl BB Bhotocol. The ocation
seioM Cig- WNithistworthyl SRstwioPk h&ﬁgbma{t Getiithf intlhfains location
signing is generated within the tanper resistant

informeatiore ahlee RRRerl48xisoavethextnatvark-paserh gervegthat provides:
infd cﬁ{ l;(ﬁﬂ tﬁgﬁiﬁfvﬁc VENd Q¥édss g(t?lﬁgglh Jﬁmm*é?m‘afor%ﬁmes

private ey w t hout de eat | ng reta
abegilsdmmiing fldatinformation0dnd oﬂhaosﬁetcwmntg—re]raoeémﬁonnatmn The

nmechani sm may al so be.used. |f enerated.b
0GB B3 oF GRiar it O Ve A SpeBcRe e RaP e e ROt PPR
14@rdware tanper resistance), then the key nmay be
protected via a conbi nati on of portable crypto
[0@52] ces, Kignea iscableek dingngmed angxample ksatign serves #f@r The

P BREE p PAEAED, FEUFHPUIRESRS O ISR o o

processing module 506 (optional). The receiving unit 502 receives trusted

location information of the WTRU 200. The processor 504 performs numerous
functions disclosed below including authentication and access control based on
the location information. The trusted processing module measures the integrity
and trust of the platform and software.

[(0053] The processor 504 may correlate the location information to a set of
contextual location information. The contextual location information may be an
indicator whether the WTRU's current position is within or near (and how near)
the location of a known object, where the location of such an object is considered

as trusted and such trust relationship is recognized by both the WTRU 200, the
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is never conpletely exposed in nenory at any tine).

[ 0048] Acryptographi c random nunber generator (RNG
wORYs/@4g9 be used to generate an anti re-play pd@0¢808/000972

to append to the data input, to generate

cryptographically harder-to-crack hash outputs, to
lo€atidH &frved, hadkhe PPRN485 Thd contédtayl laédtasikinfdidtivfanay be an

at t ack, and di gt onary attacks [ 0049] . Secure
indinefemivhere ithe WTRLh2 TutHrei Rosktdgn mavabe; gt gsueer or network-

A (RPN bk o8 R BROGALTRAL IR of as o

re&@meolocqmori to kmewh akecteon lfefmnce)poimts f or ged | ocati on

, rtificates. 0050].. Once.the |l o ornmati on of

PR wrry Pa°¥e<§8%ﬁ4°o4i1m§¥mg&a%%§aﬁ iFpeRd frrstiogh leggrrate

scRlrdi§l @685 upatl] ¥ ptbrdate 16! WTHUS | 4) fbIRFCHERD, having
manner , Ocatlon |n Ornatlon or |Ocat|0n Stanped

ore@get%fnomn the BIR clAShandfbeen: ebtainedrhy the lgsatdon server for
elﬁgﬁggn%lnt P@?gé&nn r O:tﬁ)agt £ gi%e%%g g‘@r% ﬁ‘.gﬁ b%%g?éxgé{ﬁlgﬁon can be
ustdrinteraalld by she WIFRUI2009r itgtinterahl LOS cHﬂ'rRLl 1506 gDIVe]fIh!Brtam

acgge%slt V\D}pélh(qst ﬁqu%ﬁgggste Fg QWL %.Jlé ggc%sé ?@{onc{]e%(; 1S 4 S(l a_grfﬁied-
a&@ééﬂgﬂalﬁt asRIby %hvaﬁfplfcﬁﬁbn oHRﬁ@ WeRUESHO, tw aedssicBRhiPRata,
the network, securely provides a reference |ocation to
mtem@ry étﬂi’és@ll crtgecaplelmatmer ontaseesseombeth grantedédeniedbasis and
{‘ Ri3 3 e MY all 3€af 15 EGULS %fm%k ng? A%k WTRU 200 or
oca §6R sy ronization pro PRTAL I'Oh servér

plioﬁlchadtbytt&b v?twmxk)n@hmdﬁtlaﬁ@pﬁm rallsovbtuscchpﬁmmiea afid functions
ocation jn ormatl n.. The PPR 148 i s.. anot her
torRnfoRse 1Suph aRPLCE @iﬁe lpeationsesvermayidirestivgnteonce she gelicy, or

inditat@td MREWTHY 2@9‘%@%@1&@%&]&% st adclss RS and/ or

pol 1 cies about handling this information and ot her
[08BBLri t y Tihe| proess somi sk mray heve capfabilitiessanddunetéonsdpo govern the

Qf JRIIFEr B e e ie BRH WHERP 208" Gsshl it gty or

paxitiadly) 6 atlocatiiC B & erulsieasaitk@n. The | ocation ser ver
i ncl udes a receiving unit 502, a processor, 504, and

[00pBkt ed PrscRrocssiar ABYape/a3dBe toptted papoessipganodule 506 may

C I l e
0 EL AP SR b ARG s, Gy o

copfidentinbitynofdoadon information. The verification may be performed by
cross-checking with the PPR 148 in the network. The PPR 148 may have

capabilities and functions to receive, from a location server, information on
geographical location and contextual location information about the WTRU 200,
and verify the integrity and accuracy of such data, and report the verification
results back to the location server in a secure manner. The verification of the
trustworthiness of the location information may alternatively be checked by the
location server 500 itself.

[0057] The processor 504 may have capabilities and functions to verify,
upon receipt of the location information from the WTRU 200, its true location by
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functions discl osed bel ow i ncl udi ng aut henti cati on and
access control based on the location information. The
wd Jo¥sbagspr ocessi ng nodul e neasures the int egrdyu06s/000972

trust of the platformand software. [0053] The
processor 504 may correlate the | ocation information

a b@plemehtdllocaibh exédsarerhostrnbiddithh ik iddpeidedt v the WTRU’s
contextual |gcation_information may be an i ndi cator

o esbanisrrofipration determinationand regportingy Forexampley agpethod

ofp Rt (0% B Rlote bt RALAANA, who kR HBeREpAts o iEefinining

a tWii'RilEsl lagadiomuirh air insleperdetti waghihpt iis disdogdi 2ed.By patent

bat h,t he WIRU.20 lLpcati,on er, and,the PPR .
amheRticsert N BPBP LA SRt Iothy e B RgFie g Securing
Wirddéssat omiiaeistte, Whith & frtorsdraf@Shby ireferé®ee £eif Rllly set

a user or networkdesignated future tine, either as an

foxds avhiele mpsoler upnd feathisquuepem or as a relative
(O0REP | o0 JHE BB RobeRElRe ol BleehO¥ faP HellePearabiils and

funotigas &b aterifys el hedegtationr sentupgad SNTRUI 3000padiat eredibility,
WRUs .a polic ich, .having origjnated fromthe PPR .
mehITRAqn Bt Hsha ST of JoEtanh LHPIBAER FPere f4h information

Pl apNR ALy BDHsOhe!WEREPS 1ochbidh iHRYRIaRHNNBWhe integrity of its
ocati on-based i nformati on can be used internally (’kﬁ/l 506
ule

saftveanay poraGingr syistem, on sacretl datasSThe trusted psocessjogan
Ktain cess {ijeaht e . q.. .access. on hoth an
m§ bk BBt o Send ot rad ooty BT Beoshll 28 dallble by yse of

Thméds_Comémammmuma‘cmrrmsteﬁheetx%ﬁﬂd@aafqﬁ(@m)&eamologies.
rraln fa, menory areas, r other applications, or
W@E@fass, oRb BEePegroROBHI Bt tsusted RrAgessIng ARy 506 may
. . o .
<8 YA TR FaRtirh U AU SR AT gin
indemyatiomvith WAR W slpalthier lacatien senyef(sh and BFPR(¢)owhafarecerity is

such.a, poliicy. The;locati.on server,may directly

e 31 BR ok prnats 137 Aol EA T INRE Wrieo 200 10

[0960f - r egURL prozesdor aB0e fayC al¥bor Rave CASHWitidheind functions to
processor 504 may have capabilities and functions to

PHPSAS SFTYIGe Sugrsas bgationbased yeceescomtrn) (mstnding authenfiertion),
108990&%%11' Lt R r Wl ¥Un@MtrRESorlcbytroP rloé&t?bd-@%%ﬁ' fvice

In a nu cast situation. [0056] The processor
caatithl nchishing seryicedicpesscesriolgambpiovsidisg WIFRUs with location-

based access control policies.

[0061] The processor 504 may also have capabilities and functions for
location-time-stamping. For example, the processor 504 may furnish to WTRUs,
other location servers, or PPRs 148 secure data that comprises a location-time-
stamp of particular events or data of interest. The processor 504 may verify,
upon receipt, the integrity and accuracy of location time stamp data.

[0062] The processor 504 may also have capabilities and functions to
securely manage cryptographic keys that are used in location-based access

control procedures and policy management processes.
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have capabilities and functions to assess the
trustworthiness (integrity and confidentiality) of

wd 206849499 I nformation. The verification may becrt/us2008/000972
performed by cross-checking with the PPR 148 in the

networ k. The PPR 148 may have capabilities and
[0DBBLt i onAdstatedarbiove, the leatian inforhhtion,physi¢al and contextual),

j nf [ on geogr aphi c | ogat.i on and cont ext ual
0 @@W ?Zﬁpamﬁnedﬁeﬁbtaﬁi%éﬁw ABEoRLR Seesrlg data or
a;%ﬂr']lf‘ca'ti'&hg B thé WIRIAS B?éﬁ'@ﬁbncﬁl}'sﬁéi'ﬁ Br ‘3§F)ﬁcat?dlf§, 1€ARIhan user,

e vgrlflgatlon results back to the ocation server _
péear ngohyi ke aviceséithad mayTirg te eedess 8 paitieular WIHRU's applications in a

trustworthiness ,of the |ocation informtion ma . .
CcopPE AR PR Rl R SROKS PRAnS BRaTRy & Gyt ppplication
provi®irfor of 35é1viddpravideasss Twr eRQrhpld) ¥icéray €o DRM bbrtenrt B3y be

and functions to _verif upon recei pt of the |ocation
allewest waiY ovherr nTHERD HRLEDGthinga (eti@ iR Jedtomon Agy gecess to

| . o
P TSR s A7 YRRl TS0 4600 o s
emldt@rmemadétermiared byether locatjon Fdorrextaompl e, a net hod of
ing three or oore . .di stance-neasuri . W,rel ess access
(O9Bhts 1 oedataitn e RrRey Sodet izt efpmate velocity or
speRdPRRAAES ofe WITRU 260 &b 8§ t@seattaddiftonMagHameters which
application serial No. 11/283,017 entitled "Method and

mgy deatped be ssidedhp sentypk ofjiafpsmagiominithe W BRY200.,Hioxiexpmple,
. H f ; i C-

e APl R Mot FPELETRE 188y by pfiduod yhEh o WIEL 2001 the

vipinotyesStheghotopok.e 16 @Bisnaage htheclocatp@bahd spesd affithe WTRU 200
functio to verify.the attestation sent.b WRI

g Herusil e aReRate (P thisdot SPRCFerTict BS ORing RE PR G ROTRU

200 af8rthaidetivofior mteileéht‘MHﬁé&l%BnﬁW 6k FBE IWTRU 200 and the
cryptographically binds the WIRU s | ocation

locafion information genrratas kygihiedqcasipnisensing eriikt are secure, and thus
g r. . .

ff SRl g ¥ EHTn 81 RE Ao B RenatF thEHSE By, be considered
sdcumst - conput i ng processing, for exanple, by use of
Trusted uting Gou TCG Trusted Network .Connect .
1905RE) tedf Bﬂiqé%‘.f_‘ tv@sé]or%%s Bk oo 9AatiF Agprmation
mdaod hstR £a REQGRSHE BE FREBLEnOHOrTEYuBhEUebRYh. In a highly
capabilities and functions to securely conmmuni cate the

mobdatnedworkf Guak tasothenlocaliygiRuirelessondtaorkp diged dor vehicular
coim{s riéa%}dnsﬁq:gelf C%:l%)n’ i.t).‘fﬁ}%{a%io%eﬁ%'ibteyusiea to provide for dynamic
routing decisions since the network may be continually morphing as vehicles
enter and exit the local network at a high frequency. This may be used for
vehicular safety systems when communications take place not only between
vehicles but also with fixed nodes, such as traffic lights at a road intersection, etc.
[0066] The trusted location information of WTRUs may be integrated to
trusted location information of known objects and location-based services may be
provided based on this information. This method may be called trusted location
object tagging (TLOT). If a database of a larger number of objects is available to
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ensured at both transport |evel and application |evel.
[ 0060] The processor 504 may al so have capabilities

w@Eids/he4agst i ons to provide service such as PCT/US2008/000972
| ocati on-based access control (including

aut hentication), |ocation-based network routing and

LBS$ agsperk opedafoirs)|the datiiase ind3alseds sdtsyvhe L B9 Abtvdrk operator
(i ncluding service access control), and provisiaqning

tovprryslsi Yariqusclacatipiohated srrvicss. ddietloentionst efcthesobjects in the
thQQg m ?%e @irxgg or biﬁ%’(xt%y 8h ﬁ%epﬁ%ﬁwc ch%ﬁfzﬁﬁ\e basis.
iI'ng. For éxanpl e,

and tfunctions for location-tine-sta
Thélocation of such &fjdctsanay be tracked oVWhiRliime, ah @eogxaphic lmeation

ervers, or, PP 14 equre da t.hat .conpri ses
at bl €1 ABEE TR RaE v Alisudd s Rabio ) andspontextual
lotdtidH @tributes (RILCERENTs 20RIERY selirifyy coHPRR",M'RRR R a non-
t he |nt§8r|ty and accuracy of location tine sta

3 . . ANp | .
smgking cpisdeny.” ehe), pre aeutiaallysuasseoyrelated indwosh directions, (ie.,
it f i . l.
eebAaBh e O B SR O IR B RRAase), Pramples
of atheclasovew wbjeets praycbe bdkklimgy) landmayksyaragenetiier geographic
Q%gcesses,%9063 st at ed qggée, th Igcation
O i TOFETS(RARAS BRUDLHAS LB TRAdS; dYPS1HE I WTRY -
(0867 My IFQr¥22dpld) wHenQle pdkitRn! PY WERTFS00 {sQUet&ki%d to be
to data or applications by the WIRU s operati on system

clege tappbuddingondh knosymhWilinsepsigity vpdrarabdididsethreoperator may
that_may try to access .a rticul a.-WRU s
pikR el Rtesnt i aPEGTRR, 9, ORI i Bifesd g the gy TRU 200

urkeds theeWTRULI00 dreitvaiskr c4€ pFovide eppreprigtel duthbhtieation and
Erovider or other service providers). For exanple,
other gecurity BIRMEont ent nay be al | owed only when a WIRU

[0868) 1 S V\‘Atdaiiﬁ%x?alﬁé th@ WTREILE may h18S 676 ahd wtiZRha 19.0T
networ ks nay be dl'l owed only when a WIRU 200 1s within
inforgedinme Eowiexempdet wlenethe nWd'RIy 20k thay autiloze its current

i nf.ormati.on. [,006 The,location i pformati on. nay _al so_,.
kg BBET o Bora R ehiliREa, BF Btarpble, Fog BRI iokendingntity
230 &o \WkBLEISDAc®Bs 36nifrel 6Xtsé atitiadel It rb@isst cBRaaBdcatidn-based

whi ch may be used to guide the control of information

serice pétepriRepmyelatesoits uprepf docasiondoanyoknown Of expegef JilOT
el i e e bR o WAy L1, L1
(0869 speeRoutingind dalRbag@ilon the location is possible. For example, if a
WTRU 200 is determined to be within a building that is known to have certain
different classes of routing capability, the WTRU 200 may be directed to use
particular (wireless) routers but not others for its wireless communications
within the building.

[0070] Many mobile applications, such as DRM or mobile payment, may
benefit in terms of further security in the application protocol by use of secure
location information in the protocols. For example, in OMA DRM, a DRM device,

(e.g., a WTRU), uses a local measurement of location from its internal LL.CS client

in all of the rights object acquisition protocol (ROAP) request sub-protocols. Upon
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may be used to prepare for the hot spot service
provi si oni ng between the WIRU 200 and the network. The
wd 068844992 sensing entity on the WIRU 200 and tpeq,us2008/000972
| ocation informati on generated by the | ocation sensing
entity are secure, and thus any velocity or
redéip€ 6f fherihideNécativh] il ndaenek DRM stiveteqabvidanusi® the location
. consi dered_secure. [00 ‘# In an ad hoc netwgrk _or nesh
informgdion ta determing thevalidiyrand apRropmpteness ebsudsa gequest.
ns fo
OFFET | ot fieon LRl ioh o e o Ritlosed
abwe\mrlbeatmmetinfeomfmeimtam aaycbenmuoluded irotlsd pratbep] messages.

| ocati.on i pfo ion, may. b ed to i de for
Tl Fitirion o e RLRBIREIBS 1% Eeore P R p PR Ay fofrther the
aceQrd HeYveridaitioRCofatheVatiirehAa tRMREE bf PR6LeSing reffested or
| ocal network at a high frequency. This nmay be used

perérmeashy theaW g €00. syst ens when communi cati ons t ake
S PO g1 B BN B o
inehwling Dﬁﬁﬁ])n Tﬂfemaush,ddnd op’abnaily tumfemlfasamnlannnbf’l‘hMBRDJAP RO

may be integrate sted | cat nfor
r%ﬁ&%@&fﬁ%&ﬂ%S%ﬂ) SDEM Jevises B sWtiTh Lo Pr@:hk(e“ghts issuer
(RIS By bidRd tOASRRsOn RO Sria HRMEnitokt thhb tife DRIM eewaammes to
called trusted | ocation object tagging (TLOT).
copatigica Jhesbnyentionsd B%HM resfueshinesageidoesneti qoatﬂlé location
oLBS. net wor k Q e
n?%rmeﬁggl 0\2?1\/%? rﬁ%ﬁgét%@r(’f ‘tﬂge W?lg\gl? %gé\?%«%%}é rgcﬁ.xelét?igg tll?é/ RO. In
tHeQﬁadtl]llf ed ROAPRG %QUe@EﬁJesgigE tlm:]abatﬁxnsuﬁérmdilmmbf thetcarrent
in.the e f|xe ile put.qnly . o )
logatign af %ﬁﬁﬁﬁff%%@ﬁﬁfama m?%l isigriuged shewn in
b(ﬁﬁhﬁ Ttaﬁlenﬁ%/am tRd BE&@& AMEFmALiSE ma 1 BRAGE @H@h%hts issuer to
location attributes, (e.g., longitude, latitude, and
aspless whether aindrhont tocg'z)ant iastanemefexROdb the teqvesting WTRU 200.
attrlbutes (e.g., "this is a federal securlty

conpl ex" ’this is a non snoking cafeteria,” etc.),
are rrutually cross-correlated in both directions,

-|—%—g-ﬁﬂ—c = nnl aTal i c
du j 1 ﬁﬁi@&ﬂ@ﬁ’ibase) : Exan'pl es o known
dbj eg%fsn%grreaﬂy WeOmtivrdadilngs, | andmar ks, oi\l aér:s\e/ ot her
4equevdsin g d@ntifieh Y& iR MYksvicdTOUNt ai NS,
ge S 5| T WTEn
: e irel el g PR pnn
RIID M Authorizing RI ID. Same value as in Registration
Response
Device Nonce M Nonce chosen by Device.
Request Secure DRM Time, as furnished by the Secure
T(il M Time Component (STC) onboard the mobile
me IDRM device
RO Info M DIg Fs of the requested RO(‘s), also optional hash of
Current location of the RO-requesting mobile
Current M DRM device, as furnished by the Secure
Location Location Component (SLC) onboard the
mobile DRM device
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close to a building with knowmn WFi security

vul nerabilities, the operator nmay provide an access
wWOoeR0s/69ksaservi ce to di sapprove WFi access t o pdrausddddidooor2
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appropriate authenticati on and other security proofs.
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faggea |r Trusted WayST,pPp9] Routl ng of data
based on the location is possible. For exanmple, if a
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“&ﬁ?@l cuI reI g router but not oghers for S .
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paynment, nmmy benefit in ternms of further security in
W_hla@leammdl o grantptothe BO #hould be ghadeefonithe MGERUI 409.
I T AT S e
mebsdges ahbmﬂlﬁg,qmu 6t linfitydned, Dé&See Heelm RInHalld, Régittiation
ri ghts_object acquisition r.ot ocol requ st
Reqweesty Kegssration fsspense; 3 oBe%HQQS%e%IE e%wueﬁh gJoin

D_Bﬁi IR KedidMsse &h@g Eﬁﬂl\éilgeRe%{%%% AL L@g@é I 98main response
information to determ ne the |d|t

mpmgmpr inadrelee $6 endble dcdatmnrleﬁlmmtmr{ b@skﬂ] comtmol pf DRM dlsage
orma ion e {hOSdISC

SRSt BHRT B BV AR P PRI A TS LAY PiecraRrdAr RS are

aIsb of¥ible@6 alloWhfse d@fife loddteor RE6RLANGN R a&tlfd’htlcatlon of dev1ces
information is able to use such information to furt

he
%%P&M ey castest such\asisteragg of BRM pontgats from the WRO 00 t0

B 58 8o ol 3 BRSO DL P L KRV B s mobile

D&MeleviceRO) request message format

[0075] The location information may be used to supplement conventional

authentication procedures for the WTRU 200 by augmenting conventional
authentication procedures with location information for other applications, such
as single sign oﬁ (SSO) and federated ID applications.

[0076] The trusted location information of WTRUs available at a base
station, other network nodes such as wireless local area network (WLAN) access
points, or a location server, is useful in a cooperative network. In a cooperative
network, some WTRUs may serve as helpers to transmit data to other WTRUs
for the base station, or transmit data to the base station for other WTRUs. This

operation makes full use of spatial diversity to improve the network performance.
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| ocation _i nformati on-based control of, DRM usag

08781 | ar Bdhe pRAYe EtRexsmplen et formatiop P&W@tlwtworks
aﬁt?h@tﬁe?gﬂ lefvg S'Iﬁtasmﬁiﬁca%'t SRuRESS), PhEWiRIARS |n%¥‘6vb‘ﬁ$emay

t|on|n or mati on aut hentication of
hale/acess honnﬁ»rmetloﬂﬂmﬁeumzw thatohaykawt moregbrest Dwwance

tents fromthe RU, 20 of.f devi ce ora
g8 e EIB I TSS A AT Rt P BROB SHOCMAHEE: disd ERe, if
bmthﬁomub dedir 6t Twol WAy edmiklifhiAt 1Bk td aﬂcxmrmug&h its cell,
tma%qis@e used to_suppl enent conventional authentication

cilipaen tould parmgtyhage agsess b alihe B ekannal dingrguality
mggxﬁ&g{e%gg %gég%@ 6 58%%%&%3(81%'1%)5‘ with alll B WHRRSRith® the cell.

icat1ons, such
Such measures may be more dlrectly useful than just location information as a

determinant for formation of cooperative networks or multi-cast QoS levels.
However, where a base station does not have the bandwidth to maintain a two-
way link with all WTRUs within the cell, but can maintain a two-way link with
one of the WTRUs which can also act as a collector and sender of location
information about several other WTRUs, the base station may use the location
information about all the WTRUs from the collector and sender WTRU in
determining multicast QoS levels or the boundary of a cooperative network.
[0079] Embodiments.

[0080] 1. A WTRU comprising a location sensing entity configured to
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as single sign on (SSO and federated ID applications.

[0076] The trusted |ocation information of WRUs
wonoashakde at a base station, other network nggqsususnece7?2

as wreless |ocal area network (W.AN) access points,

or a |location server, is useful in a cooperative
gairralscatioh infereemesabs e WAORWr k, some WIRUs may

serve as heI pers to transnmt_ data to other WIRUs for

[0PBL] base 2st at TR, WERU elgmabediment 1 qopprisang aaSIM.at i on

[0088) ot heg; WIRES e WRST 208 Qﬁﬂr Bhe UP&Eﬁoé}%&émHiez %Bmpnsmg a
spatial diversity to inprove the net

trpsteflo pnavessEngnoiodele adufigurege tofertsnee dotggityt of ¢he location

infiraiion a8d bk 6t RSt R Ehe Btntitih sndipg s BRY snd Lo fime.

[0088] t he l4ocat ThB WERVESS edibodiert H8hdiein et rstet p¥doessing
rray identify the WIRUs in the apgroprl ate | ocati ons,

madyleaisiconfiguradetmbing theplecation én onrtth%taamd@ta using a

corBRDEE SR kb B MRHinAE: b Bttt IHR0RY ] Rorm

[0084hul ti Gdast . THAAWEFRAJ hase aaly aneaf emlmdudentsaﬁ-&evvhiemin the

It| le WI sone RUs r fromt
trped Bosfrsing Apaile oS dRpLEnERs fo Bl the degtiagipormation to -
plq%{-mtmtégn@qa\ﬁhce (QS). Based on WIRU s | ocati ons
as well ‘as other channels information), the base

[09Bak i on ®ay ddbed¥TRAbas ew@nyomecgcﬁsmhﬂdn@aew 3iPRwherein the
tru?ie‘a gi%%eés %rﬂg&dﬂ@ :]1% tc%?{gg'u Cgr g% é’}n tﬁé( qg%éloin {r{}grrggtcign to
amﬂfmtlen\iﬁﬂgnty/mllatm has not received t hat data, if the

e statjon ed. on trust dIo ation
[Oggg]ormatl Ton of %@V@ &%ﬁ&semgpmn@w BRE036; Fheyein the
t&%d\éﬂﬁ%éﬁiﬂé mBd%de ié“@oxﬁ‘%ﬁﬁe@%'b‘i‘mﬂ‘éﬁe iRatibf ihRERAtRIR to a
[ 007 n the above two exanples, (i.e., formation of
messageayish iavioestagaantegrityobecket er m ni ng QoS levels in a
ot | casty S1 tHaL IRy LG, UL EleSs RAMRLKPY ANBNE rein the
actess t O information or uremsn

trEIBted ptot@sing mbakrisenasfa 'E@GarHMrunrequm r | c ot her
n the | ocat] nlnfq)rmatlon For, exanple, if a

WQ@% ion Has a agr‘@?i* 8 IRy oBerAf smbodimants 3@, wggggip the
tr\&gﬁgspfo@eé gﬁ% ﬁﬁJdlule & ed tt@tvbﬁ?y WRidt %:{l?fcg%lflal‘l external

have ‘acces the RF channel [ nk quali
entetwrmbssldecléo gecensa t@nébcattmmofca'elartm m'lc(rSNByz)ntmg the external
eﬁtl;ty an access t(t> @f]g lgclg. ion m}'ormatlon or accepting information from the

external entity.

[0089] 10. The WTRU as in any one of embodiments 3-9, wherein the
trusted processing module is embedded in the SIM.
[0090] 11. The WTRU as in any one of embodiments 2-10, wherein the

SIM is implemented in software whose integrity is protected and verified by the
trusted processing module.

[0091] 12. The WTRU as in any one of embodiments 1-11, wherein the
location sensing entity is bound to the SIM by the trusted processing module.
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Such neasures may be nore directly useful than just
| ocation information as a determ nant for formati on of

wWOCRPahi ve networks or nulti-cast QoS | evel $xcr/us2008/000972
However, where a base station does not have the

bandwi dth to maintain a twoway link with all WRUs
[00®2]hi P tEB ceThe \NIHJRWn Ucasninnerynérad of emboddments 1-10kwheidin the
one of the WRUs jch can al so, act as col |l ector and
locatimeinfoymataon, is RFQV} &Pr‘i‘a‘i“?tﬁ’rﬁ’ﬂé%‘a‘ﬁn ag HcaB‘P‘H Hurpose.

[o¥95Us. thg bagge wmmemdﬁﬁsnﬁfwh%mhltﬁg SIM is configured

I'n orrmtlon about all the WIRUs fromthe col lector and
todncldde thd Rcation defoenatinn iy améssage withGoSidssags integrityteheck

boun rat.ive network. [0079] Enbodi nents.

‘gﬁgﬁ%ngAaWYE‘?%‘eg’g}?ﬁhog iPRgcedUre e at i on sensing entity
[0094Yf i gur ag. t OPRESV'ERE dPmAdnoohd 6 cRhititliineft - 14 @herein the

WRU. [0081] 2. The WIRU of enbaodi ment 1 conpri sing. an

logitian $eysgmg etityTiealiprated 4n japcoadgneuithretarpien provided by a
serife. tRIRLHE riﬂf?iéz{r'ﬂ?t ed processi ng nodul e confi gured

10 énsure Integrit the location information and
[0095ist of 1Bl at The WTRbead mcaniy ame sfemshoiments 14y15awtierein the

software. [Q083] 4.. The WRU rein
logghon TIGTBALGR S B By SRp 6h PSR BORISAHoP A BOBHR geyment
appgMeatiBpation information to certain data using a
certificate and output the certificate to a conponent

[0886ki de af. t h&h RU gogugnisonerpiemprmimgats r18nyherrin the
108ataoq”"}89%m”§&6 is 1n%1 di@él gaﬁggl\?ﬁg{e{ ocgltgﬁgg 'i)? §0¢1'Iﬂgssa e.

elrs con I'gure n-in ornatlo
[0097]ol at f asm i ThegWMRU dat in a[n@O&ﬂ oﬁ.erﬁlﬁmdlmﬁ&s 3s17, rfurther
.qne of trus

di nrents 5, wh t he,
comafe%gg. AB ﬁgﬁﬁ for | @ t@&ﬁﬁd{l@ Rt 3%P iop, W 6?@&13. the time

mmfn&a[ﬁ@{ is%rﬂHiné‘cPWlﬂPﬁIé Bbatidd BEsihAtisat a. [0086] 7.
e WIRU as in any one of enbodinents 3-6, wherein the

[009&lst ed @gdoc e&mat;:}lqtﬂﬁdu securing lyndtion infarmatipnnd t he

O080E g Tt 7 hedke 1 6bad Br §uBERRAE 1 bibefichinAfRine ipteerity
ofei ookt Bérisixg Zomylblﬁﬁftlaﬂldtﬂ?ﬁst of platform and software in a WTRU.
[00100] 21. The method of embodiment 20 comprising generating locétion
information of the WTRU if the integrity and the trust are verified.

[00101] 22. The method of embodiment 21 further comprising embedding
the location information in a message.

[00102] 23. The method of embodiment 22 further comprising
transmitting the message.

[00103] 24. The method as in any one of embodiments 20-23, wherein the
integrity is verified using one of a TCG TPM and MTM.

[00104] 25. The method as in any one of embodiments 21-24, further
comprising performing an access control based on the location information.
[00105] 26. The method as in any one of embodiments 23-25, wherein the

message is sent during an authentication procedure.
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trusted processing nodule is one of a TCG TPM and MIM
[0088] 9. The WIRU as in any one of enbodi nents 3-8,

woWIe/®igdk2t he trusted processing nodul e i s confpicglifs9ehsiofoor2
verify trust metrics of an external entity intended to

receive the location information prior to granting the

[00X06) nal 29nt | The aflethodessid any el eic@hbedinienft®© 20626, darther
or accept,| ng informati on fromthe external entit

commyEgpe elibrptimeaingation sepsing rompenent %%‘Mﬁm%%b reference

MRS dul e is enbedded in
pthee I%AF%ggﬁ%Tg%ﬁ%%ng&?n any one of

[06d®ddi me28s 2The, mefhodeanin hsy Sind mﬁsemhquhmmm €d-27% further

war e ase.inte r|t i.S_protec nd ve | ed b
cop Y P E P DR SR B T s AP XL 505 £t Domtaped feRisedye the
lotdtignfeiRatdbn pHBPEY draftifg thd dxteyhi efitify Ai8cdeSith@bcation
_sensing entity is _bound to the SIMby the trusted

infpraration eryaceepting infopmationdronythe pypnakentityany one of
(0975801 meRgs 112 mé‘t’ﬂE& gb{haﬁfoﬁé’ﬁ%ﬁ KYAinBh R 95838 WherSin the

provi ded to a networ an’ aut I cat'l on purpose
mpS@8lis M)Rmmmhha)ﬁgeptmmoﬂrmﬁssé@ wherein the SI M

[ f d de.the | [ i. nf t
RIS 1 ity By bSO 8
loéﬁlﬁyhﬁﬁﬁhhﬁéﬁ h@ﬂsdﬂr&ﬁﬁ%ﬁkﬁle ;Lé&%@é’dt applicdlien WIRU as in

one of enbodi ment's 1-14, wherein the | ocation
IOQéh@Ju ng &dti t?hegnequbamre@nwrprwc@fomhwb@amts (21-30, further

Vi re, trustworthy third
I@éﬁ&ga%ﬁg"{ﬂ% déﬁ%g&%f gls in any one of
[oenboldi Nmerses 1T115 mettedesfherhbedilteatd 1o roinprixing combiriag the

used by one of DRM appl.i gati on and nobil e paynent
timejpfarmat &?W[@G@Bﬂ“ﬁmn WE9Ss in any one of

[0@TRedi meniss 1alGhethb@rdt ftililitg SCRkéPNodRicd MbEARtbR of a
i ncl uded in a DRM data exchange protocol nessage.

WIRIG7] 18 The WIRU as in any one of enbodinments 1-17,
[00'1;[%{' mat | on I rﬁget%ogﬁ elPLg(il el%ltt%%tcghlri)gistiﬁggntaining location

ereil
information of a WTRU, integrity of a location sensing component and trust of

platform and software in the WTRU being verified before the location
information is generated and obtained.

[00114] 35. The method of embodiment 34 comprising providing a service
based on the location information.

[00115] 36. The method of embodiment 35, wherein an access control on
the WTRU applications and resources is performed based on the location
information.

[00116] 37. The method as in any one of embodiments 35-36, wherein an
access control for data and services from a network is performed based on the
location information.

[00117] 38. The method as in any one of embodiments 34-37, wherein a
trust state of the WTRU is validated locally before making a location
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information is conbined with the | ocation informtion.
[0098] 19. A nethod for securing |ocation information.

wd 209814320. The net hod of enbodi nent 19 conpr igiTNGs2008/000972
verifying integrity of a |ocation sensing conmponent
and trust of platformand software in a WIRU. [00 100]

méasurbiRntRndqstrfrnB B dsbabtRitbadfd pesHeEdesl NY gener ati ng
| ocation information of the WIRU if the i ntegrlt%%/ and

[00A &8k r ust3%ar e Thermethed as[ipenynext embodimentsoli-88, wherein a
f ' .
B SPATEBE RS9 ORGSR R LB ! ion
meahmémmmtanﬂ@e‘rgfrhgig lqlt_ﬁnipnllﬁﬁl% pi‘di(@ﬁ@’ﬁi tting the
met ho one, of
(098 rretls %zlsnet\kﬁé ARiTHATY 06 02 réeve}ylgs P9 fyhsgein the
mlﬂééﬂ@ aﬁﬁ?tr%fst §reT%§1ﬁ-gd\’B§‘ﬁgld¥lTMe c[anOiﬂ@é] Tlﬁﬁl add'§1Fmt hod

as in any one of enbodinents -24, fturther conprising
[06d26bor m rd. an Thecmsthodoas nmlanhtaaeadofoembh@mmgtaw further

infor.mati g 00105].,26.. The any o 0 .
O R RT3 SRER el is Y SR’ dRe! tagation
indernaatidient i cat i on’ procedure. [ 00106] 27. The nmet hod as

in_any one of enbodinments 20-26, further conpris

lol@amlbr ati4%g aThecmethad awiriany snploprehedineny éc?ér‘&lgrfeéther

co‘%;?x'?sﬁlg %t?ng Oé/ﬁF% t{})hh a\gﬁgg(ﬂ‘ r&;sm% &H% trl](‘é&('i:#oﬁymtf@nﬁﬁmn

whatmd |the ap@d?ﬂs UEéd ak wrpdmmatemﬁmr ithe agcese cortyohpplicyust
cs of, an ternal ent| |nt tor e .
[Ollag%g | on $nf o tIP%W fas dfl Pﬁ{? dipen %ﬁl’egﬁ’a‘f'ﬁerem a
ro¥fiirig decidion E6iethe WIRILPid Baaé bQébd 61{ thdRaon mformatmn
acce1ot| ng information fromthe external entity

[00383] 29. 4fne Aeloratdomsenvar fansupperting B}%Ean%ﬁ?% Semce
Bta8F. 1L TSRy BEILAN A SHSIAGE, rsiing

unit famﬁnldming lzatitn 28formhtioriofia WIEBRUpnetbgrty ofiaflocativni sensing

cormestiat ABY tRastoRpla e AR totBRers in e LY Befie Yepitahetore

the location information is generated and obtained.

[00125] 46. The location server of embodiment 45 comprising a processor
for providing a service based on the location information.

[00126] 47. The location server of embodiment 46 wherein an access
control on the WTRU applications and resources is performed based on the
location information.

[00127] 48. The location server as in any one of embodiments 46-47,
wherein an access control for data and services from a network is performed
based on the location information.

[00128] 49. The location server as in any one of embodiments 46-48,
wherein the processor performs authentication of the WTRU using the location
information.

[00129] 50. The location server as in any one of embodiments 46-49,
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conprising generating time information. [00111] 32.
The nmet hod of enbodi nent 31, conprising conbining the
woldofBoosixhor mati on with the | ocation informati @@r/us2008/000972
[00112] 33. A nethod of utilizing secured |ocation
informati on of a WIRU. [00113] 34. The nethod of
whehed i thienproedssop Nedtinsated #kpaédiofotheOWAIRUNusing the location
cinforpmation of a WIRU, .integrity of a | ocation sensing
mé@w\@htwlsﬁmm thesypegd ipnsed a3 mparemetsriorbhe aqsesseontrol.

be| [ [
09T ot ecttand ot SEaidy Shist i IRy B8 dfeRbiRbidis 4550,
whémsib dtie protes3dr anikesis rowging decigiongfoa therWITR&J basetion the
on.the Jocat.ion information. [00115] 36. The nethod of
logafiop ITHaTRa48n. wherein an access control on the WRU

[08RBi] catisens and KoBseH %gﬁ/elrsaspﬁf hA T%"B?l@ &a&ﬁﬂo&i&léﬂ%@ 46-51,
| ocation information. [0011 e method as in an

whereinthentnsesses it eondiguzel tq/mnml A QoS levelarevisdedite she WTRU
I oma network i s perforned

b S%doglagh%l?%qu%oca{nﬁ%%%ﬁorrmt|on [00117] 38. The

[0o@BRlbd a$3i.n a\hye kbﬁ@tmﬁ seﬁtmchslmﬂhﬁy%e?ﬁf embedigenta 46-52,
rust st ate of th RU dat ed | ocal | f i
TER %pm&%&or& dtisstat mqra&w%ﬁgﬁﬁ%v of its.

c@aﬁﬁgt}processes [00118] 39 The met hod as in any one

of enmbodi nents 34-38, wherein a trust state of the

[00x88] i s \pell- i dFhedlocation @Byvemeésoneanﬁmnegofaembc@mms 46-53,

asur.enent erforn I ocat n bas eSS
wiE B 6ROy REDa5 A tn rBERE WP i BARB GIIAGER i rmation
th3d cB@ptopfpheedllyt biads bheWehtiyn axﬁldrmatish ta tl@e irgegiityesf dryeast

usi ng one of a TCG TPM and MIM [00120] 41. The met hod
ongsof; seftarareopreTating fysigmremdsses retagtas urt her conprising

[d@%ﬁ]?r m 1, aUtTRNfol£idbh RBredr 4t WARYSHNOmbOGiments 46-54,

I"ocat i on i nf or mati on.
wherein the processor is configured to instruct the WTRU to forward data to a

designated entity for cooperative distribution based on the location information.

[00135] 56. A method for generating a location information certificate.
[00136] 57. The method of embodiment 56 comprising generating location
information of a WTRU.

[00137] 58. The method of embodiment 57 comprising generating a

cryptographic one-way hash of the location information.

[00138] 59. The method of embodiment 58 comprising digitally signing
the cryptographic one-way hash with a private key held within the WTRU.
[00139] 60. The method of embodiment 59 comprising generating a
location certificate by appending the digitally signed hash to the location
information.

[00140] 61. The method as in any one of embodiments 57-60, further
comprising encrypting the location information for confidentiality protection.
[00141] 62. The method as in any one of embodiments 57-61, further
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[00121] - -42. The nmethod as in any one of enbodi nents
35-41, further conprising estimating a speed of the

woMhRAedsNg the Iocation information, wherein pchasaRadoor
Is used as a paraneter for the access control policy.

[00122] 43. The nethod as in any one of enbodi nents
codmprising \aitesting ad léast ono ¢f daenstistateflcfthé NeTRURMatformpa erust

b t.he | t f ' . 0123] 44,
StPTogh 4 JaLBR SERIPE ABiB B RS TR B abd 8rirbaisatesthan ingernal
LE8QLidRA] 45. The location server of enbodi ment 44

conprising a receiving unit for obtaining |ocation
[0|0M5]r mat i68n ofI‘haIWﬂhUd asnn@glwlmp of ferbod g entsdiV-62nhergin a

AGHRBRRE R, 5 P08 deifBedlis By @b BB IR Shdat RS itpition
[0Deas) at e@@ndAOWHmme& gdr9dihg adbcatidieinf@i@@dtidicertificate.
server i ment 45 conpr|3|n%éa processor for

(OREBY i ai§5n 53 no R RELGambimeat b o beation sansing
er\[&?ﬁ%ﬂfé?k (,]rat %qml:éﬁftﬁlt fn%}ﬁﬁrx&?{)]f t‘?\ﬁn&gﬁﬁfj' ment 46

an access control on't U appl i cati ons and
[00a48lur ce$6i s [TheWIREDbfleadedimnenttGiecohprasingatrusted processing
i nf orjmati on. 00127 48. .The | ocati rv, as in any.
mgflulefpr eepsaf tgEtpphios g Hanh oL chediGoasim iy Hetion,
di%ﬁrallsi%lg%nﬁﬁ ¢hs &Wté‘g&ﬁpﬁfc‘!iﬂe&v@ﬁhﬁ\él{ WithSa gﬁ{zéﬁé eld within

based on t | ocation information. [0012

theoWakR Y andrganeraidng m Myh@ne:emlﬁearﬁsdm %mxsdlns ﬂns digitally
r ms aut hentication of the
‘é@%ﬁﬁb‘% %ﬁ%{lg%ﬁ‘g%{%ﬁﬁ ot i on. [00129] 50. The
[00adék i on &Fer v&\heaWTRNaaernm amyeonefof embodimemts $5-66, wherein the
46 49, ere .n_the proces s a speed of the
e IPTGSViNe 7 SRy PB PR PO AT RREEAR he spoed
[ooamsed 3. 2 MReWERE ad A ardy¥heFeRbodERM tsB6-61, ¥HEe36n the
51. The location server as in any one of enbodi nent s

trpstegloprogpssing madvde pittests ableashlone of a bnst sgatgeef| theo TRU
w18 P PR Sk A5R PR pIEAPRRI R o rus st
ofearbirdterren t1C St eliéilt,

[00148] 69. The WTRU as in any one of embodiments 66-68, wherein
credibility is measured in terms of integrity of certain information that
cryptographically binds the location information to an integrity of at least one of
software, operating system, and secret data.

[00149] 70. The WTRU as in any one of embodiments 65-69, wherein a
description of event of interest is combined with the location information.
[00150] Although the features and elements of the present invention are
described in the preferred embodiments in particular combinations, each feature
or element can be used alone without the other features and elements of the
preferred embodiments or in various combinations with or without other features

and elements of the present invention. The methods or flow charts provided in

the present invention may be implemented in a computer program, software, or
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wherein the processor is configured to control a QoS
| evel provided to the WIRU based on the | ocation

wd h9edredyi on. [00132] 53. The location server pggido@noor?
one of enbodi ments 46-52, wherein the processor is

configured toverify attestation sent by the WIRUof its
firhedrditangibly [ §4BSdikd St al temputéadtreadabRy EEorags xinadamy for
one .of . enbodi rrents 46- 53, wherein the credibility
expcution by & genegalpurgese Wp%it}’rtlef 9r HPTQCEPICAI X?H?%?%%ftcPB‘rP“ter'

retaBQBleCsrtbﬁ%tg@ Qﬁécﬂllhfs%LMdQ Indsd bisy Jn%ﬁfg)g#l PROMY 2 ARAIR Access

othelntegrltyo | east one of twar e,
meperpt(RiMEys tregisten d:ashe rmeemgey, asenhioodduidtos Saerfiony devices,

Ioc tlon ervey as.in emhodi ne
maREFks pheds ShEh o b ai8hs SRR abR, dRi  magneto-
optiiRUntédih Can@bptictimedia sucles QDROVI @izks! ¥nd Gigital versatile
coo erative distribution based on the |ocation

¥Bsi-on. [00135] 56. A nethod for generat| ng a
t ' 7
[do‘i?s i on degtr%g ® dcggbog ﬁdhfla&% ew g)[ gener 5 ag Dral Puxr“pose

od o ment I'ng-locat
plronésslorg&t $miaifpuapdﬂ§|ilﬂoce[s§m a"c})nﬁ&tlm pretehsdt, afligital signal

enbod 57 co ner at n r aphi c
PR DHEL R BTRE RoBGrGHorAPt: HaE POMOTE G aposgsors in
askbEiaf®hReth AT DSPEAE] Aesrtrelers Q@fci‘&bﬁﬂ‘oﬁbﬂ'&ﬁﬂicﬁnon Specific

t he crxgwéraphl c one-way hash rivate

Ingegrated @izt (ASIGR, INPRUPrqis 00 bl Gaberherassi FBAS circuits,

,grft}@%? qgg‘% Oflslb %Ja‘géedn%lkﬁgt e%%/b{ ytegllq %énﬂeugghas hto
[00R62] ocatA p]‘DcBSEfOD inragsooiationGoith @ﬂ)ftﬁhre 1hiag beriskd do Asplement

Bl R HESPSRURH o 14 P W |SGh bR reoalv dnit (WTRU)

uS @ RGLARREA M TRUDteh8 et d1 Obhasels@tidol Iradid nefRerk @hiiRUeARNC),

in any one of enbodi nents 57- 61, furtherconpr|5|ng
onane psthepraputesa theoWd' R raay bg ised tintcenjymcting wikiRmnodules,

1118#1%%8&%@}1%&&@&&% Vg %qt%? s?ltchof{l ac’%glile EP, i%e‘bycamera

an |1 ntern
moldukNta videophone, a speakerphone, a vibration device, a speaker, a

microphone, a television transceiver, a hands free headset, a keyboard, a
Bluetooth® module, a frequency modulated (FM) radio unit, a liquid crystal
display (LCD) display unit, an organic light-emitting diode (OLED) display unit,
a digital music player, a media player, a video game player module, an Internet

browser, and/or any wireless local area network (WLAN) module.

* * &
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[00142] 63. The nethod as in any one of enbodi nents

57-62, wherein a description of event of interest is
woERibhidied Wi th the [ocation information. [00143r&3008R00972

WRU for generating a |ocation information

certificate. [00 144] 65. Eﬁi& U of enbodi nent 64

conprising a | ocation sensing entity for generating
Whae & élatmedir mati on of the WIRU. [ 00145] 66. The

WIRUof enbodi nent 65 conpri.sing. a_trusted processing

nodul-e f & Wiekese dransilreseiyr BaAWRRU beopEisingash of

t he . . . Ll I .

cr vt SR ersR bR AR fochedt BRAAM Mfempation of the
WHRWG; n t he WIRU, and generating a location certificate

by a ndi.ng the diqgitall igned hash to the location

i nf ﬁ%ﬁﬁcﬁﬁgrf‘gﬁi&%%‘ .1‘.3 ﬁ@hﬁ\fﬂ as in any one of

e ”b(&jtrﬁgf&lsprﬁéeséﬁxfg MB&ERIBnLiBErddae Fnk@Ft inBéitFEiritRE 1dction
_encrypted for confidentiality g;otecplon. [ 00 147] 68.
inforanatfga ard trust ghpladfesms the Hsatiomsansing @ngiry apHspimgre.

the trusted processing nodule attests at | east one of

a trust state of the WIRU platform a trust state of a :

| ocdl.i on TrenWTRU affitcldiyn dfwhéreintRtrasted prodessingshadde is
~of_an jnter CS.client. [.00148] 69., The WIRU as..i '
copfiguy {ain The lneae UBRatOR f ettt deteuria egtifigate and

ofERas th&eertHichf fPa SmpoHéalioutyide of &8I WAKUI nf or mati on
that cryptographically binds the |ocation information

to an integrity of at |east one of software, operating

systgem t . [ T i .

ary Bne. Ao N of HRLy 1 R ey BERE g fogyle is
coaifiginredfo bimidethe dbcatnciafdrniaibnrd platformliateirityrdata.

information. [00150] Although the features and

el ements of the present invention are described in the

preferr e RMAOR RS cRaib]) 1PRh&deEN tRE tARTEA PRbdR8Rg BHEMe is

feature or elenment can be used al one wi thout the other
canfigunec to bimd thledogation informatiqyy tf applivdtionbotigmdmdatar

in various conbinations with or without other features

and el enents of the present invention. The nethods or

f 1 ovg.charmie WFRUdf®ldith 1 wherein the trusted processing module is

configured to bind the location information to a message with a message integrity
check.

6. The WTRU of claim 1 wherein the trusted processing module is one
of a trusted computing group (TCG) trusted platform module (TPM) and a mobile
trusted module (MTM).

7. The WTRU of claim 1 wherein the trusted processing module is
configured to verify trust metrics of an external entity intended to receive the
location information prior to granting the external entity an access to the location

information or accepting information from the external entity.
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the present invention may be inplenented in a conputer

program software, orfirmvare tangibly enbodied in a
WOERIP4eH- r eadabl e st orage nmedi um for execut i GirTAyYs2808/000972

general purpose conputer or a processor. Exanples of

conmput erreadabl e storage nedi uns i nclude a read only

menory (ROM), a random access nenory (RAM, a

regigst er TheaWTRURRIAm $avhereiit ved Orusb@IMprocesiiiig GR6dule is

magneti c nedia such as internal hard di sks and
erpkegdedtindhgiSINs | magnet ooptical nedia, and opti cal

medi a such as CD- ROM di sks, and digital versatile

di sks (DvDs). [00151] Sui t abl e processors include, by

vay of _eAbROVER ofjbaies aluluseipcbe Sbbisdsplementestioctivare
ur 0 rocessor VE, SSor a diqgi.tal
whi ek s SEoieeleaey vertinnd e (Fugfed processing mddufe.

m croprocessors one or nore m croprocessors in
association with a DSP core, a controller,

m crl®eon{ThelWERU afxining étWhﬁfeSp@@ lpizatthrme@grrw entity is bound
toggﬁﬁg’; E% AL %aed Ef‘o%s%tl%%rdﬁwabl e Gate Arrays

I'FCui rtypeé of integrated circuit
(10, and/or a state machine. [00 152] Aprocessor in

assqgci ation y. b sed.toQ

radild-fr g&aﬁe‘&%ﬁ{ Pfgqlgle%ﬂ\y@rerﬁa%ﬁ@catwndnw é%nsls provided
told ﬁéWHrk fSIe&&'a\ﬁﬁléiﬁiJatiQ)WoséJser equi prent (WRU),

term nal, base station, radio network controller

(RNC), or any host conputer. The WIRU may be used in

conj llqut har \X”I‘h'i] o cqzhl £11 WthelllellEEQ éﬁg{ i or%?%%\én@?(g include the

and/"0r so vvare

lobatilod emfoﬁmﬂtldﬁomhﬁ rtﬁessags pmka m@sge mt‘eigh‘tﬁtchecfk and sent
devi ce, a speaker, a m crophone, a television
dyring ap ufRenticatipRREOCedWE: headset, a keyboard, a
Bl uet oot h(r) nodule, a frequency modul at ed (FM radio
unit, a liquid crystal display (LCD) display unit, an
or gakd. c IThghW'ERUt of olpioi ddewherliEDhedicsptiap semising #ntity is

di . i d .
e B BB PofA o Lo B8y ehic
patyel ess | ocal area network (W.AN) nodul e. CLAI M5 What

is clained is: 1. Awreless transmt/receive unit
(WIRU) conprising: a |location sensing entity

configQur g, RT3 6E Abfn! 0RAEIER the IRAEBA iRfdrRatiolSs used by
one of a digital rights management (DRM) application and mobile payment

application.

15. The WTRU of claim 1 wherein the location information is included

in a DRM data exchange protocol message.

16. The WTRU of claim 1 further comprising:
a real time clock (RTC) for outputting time information, wherein the time

information is combined with the location information.
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WRU; a subscriber identity nodule (SIM; and a
trusted processing nodul e configured to ensure

woi20bdidsby of the location information and tr pgtr/ixk008/000972
platform the |location sensing entity and software.

The WIRU of claim 1 wherein the trusted processing

nmodul e is configured tobind the |ocation information

t 0o AQgct aiAnmetliod fusserurimgdeddtion iafirtmaniof, thetrpethot Remprising:
certificate to a c onent outside of the WIRU. 3. Th

W RUCEHY BE AP RRT LI AAPFRH O aPP “apasak aad tgushed plattorm

' ' r.ed: [ ' ' tion to
el AR PR ircfecd hihoni0/ L QAR LA CHTROTE T 1

whergenearatine locatiorethformatiers of the WHRNES tlse intedrityianddhe trust

bi nd.flege | ocation information to application integrity
ar§CHM®S: The WIRU of claim 1 wherein the trusted
processing nodule is configured to bind the |ocation

information to_a nmessage with a nessage integrity
chedi8: 6 Theraetipriobclaima] hiurkher wmprifiag: r ust ed

(TR B obatidn B1Gnyith bh dh BRI | 1D 97 O1P
t r ustrackmivting ¢h¢ Miidspage/. The WIRU of claim 1 wherein

the trusted processing nodule is configured to verify
trust netrics of an external entity intended to

receigve Uik rh&bhdl oPflaim 19 RdreRNthRihREritPistledifedBidgd the of
external entity an access tothe |location information

a grusted eprmprYnE ErovPElCon trusiad mhatferm aradule ERPMYang mobile
trﬁﬁ‘%d‘ﬁge&hl8farv§‘1\33 m 1 wherein the trusted processing
no enbe

uleis ded in the SIM 9. The WIRU of claim
Iwherein the SIMis inplenented in software whose

integrity. is protected and.verified by the trusted
pr ocessi ﬁ‘é‘erfﬁg‘ihogp fg’.lmTﬂgﬁW%&J CORPEPE 1 wherein the
| 0C QoRimiAE 3h e lcbhitol BalRUSIHclobdGorSIlibiadibie

trusted processing nodule. 11. The WIRU of claim1
wherein the location information is provided

21. The method of claim 18 wherein the message is sent during an

authentication procedure.

22. The method of claim 17 further comprising:
calibrating a location sensing component in accordance with reference

provided by a secure, trustworthy third party.

23. The method of claim 17 further comprising:
verifying trust metrics of an external entity intended to receive the
location information prior to granting the external entity an access to the location

information or accepting information from the external entity.
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to a network for an authentication purpose. 12. The
W'RUof claim 11l wherein the SIMis configured

wo Rbdelsde the location information in a nmessagaw2bd3/080972
message integrity check and sent during an

aut %nt : ﬁ‘%t ' ﬁ}oca cf GF %ijalgn 1]73whl¥e%{1%%um%f acéoais% dDIRrIYI data

wherei n the Ooh 'sensing en I's ca rate

exthangelpratecoMnidssagd.er ence provi ded by a secure,
trustworthy third party. 14. The WIRU of claim1
wherein the location information is used by one of a

di gidsal Th%'?ﬁéth%& B@&lﬁfﬁrﬁ v(zlliBMn @RAbé i iaforaliidiPRsEd by

paynment application. he WIRU of cl aim 1lwherein
a ntedile gagment alpphoatmnl on | s included in a DRM data

exchange protocol nessage. 16. The WIRU of claim1l

further conprising: a real tinme clock (RTC for

out (2. t i MhetrhBthodrfeldinl 1D furthbedophpridifg: ti ne
information is conbined with the | ocation
i nf BeREratang time infrpaddod dmdsecuri ng | ocat i on

| nf QLR th%rifxgg‘?ﬁfa%aﬁ‘amﬂtﬁ kRg 1ocmahf1ﬂfoﬁatm

integrity cation sensing conmponent and trust of
platformand software in a wireless transmt/receive

TR 1 R iR EF By BN Jasetighl Mot qtich of fowireless

trlhsmmtehade RiniCIVRTRUD /tHehbtiyd eedpidigng: enbeddi ng
the | ocation |nformat|on in a_nessage;

d
t r arpbipipinglpcatien ipformgtion pha W’ﬁBUmmgalngf g logatipn pensing
Rt bt S e AR Bl i potor

tl(e‘ll%éticmwmfammmm isrgesieeaitedochd eébtaMEM) an@0. The net hod
of cl ai 17 furt.her c ri.si.n erform ng an access
contFET g 3 GBS RrsadimLthedqoatitny MR aon-

28. The method of claim 27 wherein an access control on the WTRU

applications and resources is performed based on the location information.

29. The method of claim 27 wherein an access control for data and

services from a network is performed based on the location information.

30. The method of claim 27 wherein a trust state of the WTRU is
validated locally before making a location measurement and performing location

based processes.
31. The method of claim 27 wherein a trust state of the WTRU is

validated remotely before making a location measurement and performing

location based processes.
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21. The nethod of claim 18 wherein the nessage is sent
during an authentication procedure. 22. The nethod of

wooadvsdsh further conprising: calibrating a | ggali9ms/000972
sensi ng conponent in accordance with reference

provjded dustwort hy t.hird. party. 23 The

et 1z ot BB hSa 9t Papep RS Sl Rl R Aok B e
bytading ofie of a tritistod cdbdal tirg drohy (TCGY telated platfoesi niedils €TPM)

| ocation information prior togranting the external
a%ﬂ@?%ﬁ‘%&‘i@@“ﬂ%@ﬂ&mocati on information or

accepting information fromthe external entity.24. The

nmet hod of claim 17 wherein the nessage is a DRM dat a

excl#nge Theonethod afebsog?? firtherdvenprasingd of claim 17

e oriiok OGS tioR P REW R 8k BtaRel SlbkSation.

further conprising: generating tine information; and
conbining the time information with the | ocation

i nf o¥nat ildye. mothod of glaimodl’ Hirther compragingecur ed

| ocat Lan .i . . N e '
uni oo 2 R SRE AT ERY g e IdBRSH Hhiok ok Rherein
therdpeednid uoml of a pakiiiRbter fort thgraceyssadonsrol pok¢y.on sensi ng
conmponent and trust of platformand software in the
W'RUbei ng verified before the |ocation information is
genegmat edifdetaHAF Bath 27ehdreRYA dhutth@d&cfdivh €6t tRB VPR U is
on the |ocation information. 28. The nmethod of claim
made ppsedom thglogatien snfemation. on t he WIRU appl i cati ons
and resources is perforned based on the | ocation
information. 29. The nethod of claim27 wherein an
accesss canlocation serveafoa sapporsimgibeion-basedasendteythé ldcation
perfornmed .based on the location information. 30. The
SEREThYIPRASIEEAi m 27 wherein a trust state of the WRU
i's valledalatk 868l foy BEfaPhiRgMdalBnd ihRERELBA of a wireless
measur enent and ‘%erform ng jgocatl on _
transmit/receive unit (WTRU), integrity of a location sensing component and

trust of platform and software in the WTRU being verified before the location
information is generated and obtained; and

a processor for providing a service based on the location information.

37. The location server of claim 36 wherein an access control on the
WTRU applications and resources is performed based on the location

information.

38. The location server of claim 36 wherein an access control for data

and services from a network is performed based on the location information.

39. The location server of claim 36 wherein the processor performs

authentication of the WTRU using the location information.
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based processes. 31. The nethod of claim 27 wherein a
trust state of the WIRU is validated renotely before

wo'Beld/dgss3 | ocati on nmeasurenent and perform ng plegaabid@Moos2
based processes. 32. The nethod of claim 27 wherein the

integrity and trust are verified by using one of a
trusted conmputing group (TCG trusted pl atform nodul e

( TPMO. andheolbtdtior se1vbeof ¢haith|36 whddin tE3protbssoi@btifthtes a
of claim27 further co r|S|ng erfornln

snegd pEthe WIR S psipg thalo héﬂh@@m tilxs%ﬁpeed isusedasa

(DR rWe a L thod of claim 27 further
péﬁﬁégggfﬁg egééms tlﬁg a speed of the WIRU usi ng the

| ocation information, wherein the speed is used as a

par ter..fo e access nir licy. ,35. The

Dot i ot lpeiS SERER eyt Clah olft Rl he; Broepepr ahakes a
rodtiRd deciBisie frane WPRU b&sedWatheqBcd tidPinISih £tfen. 36 -

Al ocation server for supporting |ocation-based

service, the location server conprising: a receiving

uni tyf or ’I‘iﬁtlﬁ&&hcﬁgse!&&xa%c%)d 86 QHLRLihqRe g}oc%s 'rriS%&ﬁ?rgured

transm t/recerve uni ntegrity oca
tosemsralg qualpiynefideraine (Qodslevel pxﬂvalefcbtdnkmnWTSRiﬂ tbasaeda on the
in.the WIRU .bei ng verified before the location
locatien thipTrgAtipR: generated and obtai ned; and a processor
for providing a service based on the | ocat i on

information. 37. The location server of claim 36
wherdd. n dhedeeation sesver of claim 86 &harein the proceasargs sonfrgired

tion
ol Ve oD My VRS WORRR oPlls PORUBBER | O 56
wherein an access contr ol for data and services froma
network i erforned base | ocat i on
i nf Mrat ﬂﬁwplogaélowwo‘af ?18}1 é&i\?é‘fmﬁle gregibilityis measured
inRghed of Iﬂt@%ﬁ{é)psﬁéé‘%fmpﬁ{fﬂﬂﬁgﬁoﬁ‘%hgﬁ Bgﬁﬁ%ﬂa‘ﬂﬁl&fﬂ tl!ﬁﬁds the

WI'RU usi ng [ ocation information | ocati on
logatigmmfofmation to 3@ intrgryiy of ahleaph awaefsoftwars, pperadingsystem,

and secret data.

45. The location server of claim 36 wherein the processor is configured
to instruct the WTRU to forward data to a designated entity for cooperative

distribution based on the location information.

46. A method for generating a location information certificate, the
method comprising:

generating location information of a wireless transmit/receive unit
(WTRU);

generating a cryptographic one-way hash of the location information;

digitally signing the cryptographic one-way hash with a private key held
within the WTRU; and
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speed of the WIRUusi ng the | ocation informtion,
wherein the speed is used as a paraneter for the

woeegmIseont rol . 41. The | ocation server of clpairis3608/000972
wherein the processor nmakes a routing decision for the

WR t i ' . . .
o Ko ariiff 1deaBph SRARR. bR BOIRLE e dipitaliBigmed hash o
thedodatipar edortmatéi@nt rol a quality of service (QS) |evel

provided to the WIRU based on the | ocation

information. 43. The | ocation server of claim 36

whergi n e AbGoastel -mswﬁﬁfth&ugo%gpﬁﬁng?r! fy

attestation sent by ﬁhe WRU of its credibility. 44.

The dnorytinghtheciovatiorpinfoimativd forvienfidentiahity protection.

credibility is measured in terns of integrity of

certain information that cryptographically binds the

| ocafg. on Thafaetiid drldim 46 eurthéeempnisiag: at | east one

of software, operating system and secret data. 4

; 5.
The atiretingcH leastvane ofp tepsdi steteerfithe VETRUiatiprsce st state
. e . .
o e e T AW T Tl B MR B i gtion
segmice KBCBpcla¢nton i nf ormati on. 46. A nethod for
© generating a location information certificate, the -
nmet hod conprising: generating |ocation informtion of

a W4R! eghehathodidf cladmei6sfhérdin a VA PtiordaMmeeat bfidterest is
crypt ographi c. one-way hash of the |ocation

comfigedatitiythe locatieninformptianng t he crypt ographic
one-way hash with a private key held within the WIRU;
andgenerating a |ocation certificate by appendi ng the
di gif0al | YA wimghesd thasmitreddiee hntdWTRU) for genetatong a beation

RS sHer WPl SRR 1 SR o
Pr Ot£1ekA36h sétibing &tityHbhgéh&htink2datibA 1At eibn of the WIRU;
. r(1: é) npri si ng:
a trusted processing module for generating a cryptographic one-way hash
of the location information, digitally signing the cryptographic one-way hash with
a private key held within the WTRU, and generating a location certificate by

appending the digitally signed hash to the location information.

51. The WTRU of claim 50 wherein the location information is
encrypted for confidentiality protection.

52. The WTRU of claim 50 wherein the trusted processing module
attests at least one of a trust state of the WTRU platform, a trust state of a
location sensing entity of the WTRU, and a trust state of an internal location

service (LCS) client.
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attesting at | east one of a trust state of the
WRUpl atform a trust state of a |ocation sensing

wobd/doNsaf the WIRU, and a trust state of an ipgtrar3ads/000972
Iocatlon service (LCS) client. 49 The net hod of claim

re| aﬁﬁﬁﬁ9 i 0 eyer r.est
corrbl ned rl‘v%/llet the *8 1ar{ll[‘%(())n l'lleﬁ Yrieglr?lflé' %s ?d lélterms
oft fraBgitityt bf eefthite infidiinatidh leatf@yp@gﬁqﬂﬁt:alm bandso €l ldzation
i nformation certlflcate the WIRU conpri si ng
informaatiom ta @RsinkegTay: oft 4t least opmef aqfwigrq» @eafa}twg system, and
sé&@gﬁg@}lon of the WIRU, and a trusted processing
e for generating a cryptographi c one-way hash of
the location information, digitally signing the

Cr Y POT B G QP 2 R KXl et

cdiybiapASFith blge 10e8tih @hformmhYioi gned hash to the | ocation
information. 51. The WIRU of claimb50 wherein the

| ocation information is encrypted for confidentiality
protection. 52. The WIRU of claim50 wherein the
trusted processing nodule attests at | east one of a
trust state of the WIRU platform a trust state of a

| ocation sensing entity of the WIRU, and a trust state
of an internal |ocation service (LCS) client.53. The
WIRUof cl ai m50 wherein he credibility is nmeasured in
ternms of integrity of certain information that
cryptographically binds the |location information to an
integrity of at |east one of software, operating
system and secret data. 54. The WIRU of claim50
wherein a description of event of interest is conbined
with the location information.
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