TOBACCO DI SPENSER Field of the Invention 5 The

present invention relates to a tobacco di spenser for
use in dispensing cigarette packets and the |ike, and
to the controlled operation of such a dispenser.
Background of the Invepntion 1 machi nes are
used for dispensing a WORAGE! aéﬁgggksagducts, such as
cans of drink, confectionery, and so on. One drawback

wi th vendi ng machines is that customers do not al ways
haéeld abthedaventiomney f or naking their desired

purchase. Although sone (nore conpl ex) machi nes do
have the facility to offer change, this is 15 not
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installed in relatively isolated |ocations). Any such
theft results in a loss of takings for the vending
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probl ens is described at:
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network- linked to a credit card system and custoners
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consumer is issued with an RFID card that contains data that uniquely identifies the
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25 consumer. When the RFID card is used at a vending machine, the machine contacts
an authorisation server, and the purchase is billed to a credit card account for the
customner holding the RFID card.

Although such an approach obviates the need for cash during a transaction, it

30  requires 2 large and complex infrastructure. The vending machine must be network-
linked to a credit card system, and customers must all be issued with appropriate

RFID cards. In addition, there are security concerns if an RFID card is lost or stolen.



selling cigarettes and ot her tobacco products. In one
approach (front-of-bar), a vending mnmachine is

provi ded for custoners to use. The venue owner usually
has a contract wwth a 5 vendi ng machi ne operat or

(VMO), who supplies the machine and is responsible for
mai ntaining its performance and its stack capability.
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US 65843091 discloses a system for making a vending machine purchase via a
consumer's cellular telephone. The consumer requests a product by dialling a specific
number and receives a vend code in return. Upon receipt of the vend code from the

30  consumer, the machine dispenses the requested product.



5 Summary of the Invention The invention is defined in
t he appended cl ai ns. Accordi ngly, one enbodi nent of
the present invention provides a tobacco dispenser

i ncluding a dispensing nechanism a nmenory, an input
device and control 10 logic. The nenory is used for
storing authorisation data concerning at |east two or

nor e di {j5e065i 9 AR URLILAAS: feMoREdRLEKOKINBA ahd trhRkddsiodbystem in
to the dispenser and informatjon about, each even
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ti o? the event and an |dentlfler.of t he product
di spensed. The input device is operable to receive a

sre§H§§ﬁnI%¥ﬁ§ﬁ$§ﬁoﬁhe di spenser. The control 5 logic
IS e to validate the request against the
st or ed Hoa inwentignisidsfinaddn the appendehedpiesi on is only
permtted as a result of the request if the request
satisfies the authorisation data for that particul ar
oper at i &ecordinglyhenelsybpiiogntdel thie prasent aifyentign p{pYides a tobacco
ac o, giS di ideViBe and control
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f Olop@ativ & esly pamited soatrenilt dbvie esqueshdfl ke senuetyswisfies the
can then be issued to.with t rel evant information
(k&Y B%Pé‘ﬁ'o'b?a‘%ﬁ’& fatpaigiiar 8"?’%?"6‘: card with printed
bar- code, RFID tag, etc.) in order to access the
di spenser. In one enbodi nent, security for the
di spenser is based on a rol e-based nodel, in which
two or nore roles are defined in relation to the
machi ne. The authorisation 15 data then specifies
whi ch operations are permtted for each of the roles.
When a request is received, the control |ogic
determ nes whet her or not the request satisfies the
aut hori sation data for the particul ar operation by
exam ni ng whet her the operation
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Is permtted for the role associated with the person
maki ng the request. 20 Note that there are a variety
of ways that a role nmay be associated with a person
maki ng the request. One possibility is to incorporate
the role directly into the request itself. For

oxa : _ . : .
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i ndi rect approach m ght be utilised, in which each
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In other embodiments, a more indirect approach might be utilised, in which
each user is allocated his or her own serial number. The set of serial numbers for all
users 35 then stored as part of the authorisation data, with each serial number being

30 assigned to a role. In this case, each access mechanism (keypad code, RFID tag, etc.)
is assigned a serial number identifying the person using it, and this serial number is
provided as part of the request to the dispenser. For example, the serial number might
be encoded into an RFID tag or bar-code to be swiped, or might be incorporated into a

keycode to enter. Receipt of the serial number then allows the control logic to



Note that in some enbodi nents, a user may specify the
desired operation when nmaking the request (perhaps
inmplicitly, depending on how the request was
entered). In this case the desired operation can

ei ther be enabled or disabled in 20 accordance wth

t he LOoN-data corr he re St .
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In one embodiment, the stored information in memory further includes the role
and/or serial number of the person performing the operation, dependent upon the
particular authorisation model used. (Note that storing serial numbers allows a
distinction to be made between multiple members of staff who might all be assigned

30 thesamerole). Furthermore, information may also be stored about other events, such
as rcplenishmenf of the machine, the addition of new users, etc. It will be appreciated
that such stored information then provides a full audit trail of access to the dispenser.
This is useful for internal stock control purposes, as well as for demonstrating

compliance with any relevant regulatory requirements.



di spenser, such as for configuration purposes. For

exanpl e, settings for the pricing of the different

product lines in the dispenser and/or the perm ssions

to be associated 15 with various users or roles m ght

be downl oaded t hrough the data port into the

di spenser from sonme external source. Again, there may

be nmultiple options for this downl oad operation, such

as synchr dmps@at¢mbotimértthedikpansa|is mrovial with brger fiéreidan ports for
over a netwyrk froma renote syste 2Q Anot her ) o
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utilise the sanme particular features as described
above in relation to, the apparatus enbodi nents. 30
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di speaisperser, SichlsS Torl cBnfigirRidA PaipdssC FEPEApR, RAGKR ST RO gricing of
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a secure a tiv‘at_i on, typically via an RFID tag or
cardP er?"ﬁmﬁ‘? Huriation todhe.dispensesc ikh methpd further involves receiving a

request to access the dispenser and then validating the received request against the
25 stored authorisation data. An operation is only permitted as a result of the request if
the request satisfies the authorisation data for that particular operation.

It will be appreciated that such a method can generally utilise the same
particular features as described above in relation to the apparatus embodiments.
30
Another embodiment of the invention provides a tobacco dispenser for use in
dispensing cigarette packets and other similar products (e. g. cigar packets). In one
embodiment, the tobacco dispenser includes a dispensing mechanism, a radio

frequency identifier (RFID) reader, 2 memory, and control logic. The RFID reader is



10 machine. All stock renmpoval events can be date and
time stanped, with informati on about such events
stored to a |ocal nmenory in the dispenser. The stored
data can include information about pricing and the
particular slot or colum that has dispensed. O her
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permtted to dispense fromthe dispenser. A product is

di spensed fromthe dispenser only if it is determ ned
that the IﬂOﬁe&ﬁlﬁﬂhtﬁﬁﬂ | tat tobhith Aisperfset 8 efuipind viht:h dt st data
of ser, al ?&e#@ permtted to dispense fromt
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tobacco dlspenser. The method includes entering into the dispenser a set of serial

numbers permitted to dispense from the machine, and accessing a serial number from
an RFID card using an RFID reader incorporated into the tobacco dispenser. It is then
determined whether or not the accessed serial number is included in the set of serial

30 numbers permitted to dispense from the dispenser. A product is dispensed from the
dispenser only if it is determined that the accessed serial number is included in the set

of serial numbers permitted to dispense from the machine.



new serial nunbers to the set of serial nunbers and to
al l ocate serial nunbers to roles. A further possible
role m ght be stock dispenser. A user having an RFID
card with a 10 serial nunber allocated to the stock

di spenser role would be permitted to di spense product

fromthe dy i f-ﬁ i t he. i n
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Detail ed Description 30 Figures 1 and 2 illustrate a

t obacBuefdieserimisg bf the Driwiagcor dance with a first

enbodi nent of the invention. Figures 3 and 4
illustrate a tobacco dispenser in accordance with a

second enbogiot®ahbddimédiCof (Hy BREtRA will 6% Be H¥Rribed in detail by way
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Figure 3 is a front, perspective view of a tobacco dispenser in accordance with
another embodiment of the invention;
Figure 4 is an exploded view of the tobacco dispenser of Figure 3;
Figure 5 is a schematic diagram illustrating the use of the tobacco dispenser of
25 Figures 1-4 in accordance with one embodiment of the invention; and
Figure 6 is a flowchart illustrating the use of the tobacco dispenser of Figures

1-4 in accordance with one embodiment of the invention.

Detailed Description
30
Figures 1 and 2 illustrate a tobacco dispenser 10 in accordance with a first
embodiment of the invention. Figures 3 and 4 illustrate a tobacco dispenser in

accordance with a second embodiment of the invention. These two embodiments

have many components in common, and so will be described together.




al um ni um separated by a plastic core). The covers are
attached to one another by stainless steel fasteners

28. Al though al um nium has t he advantage of being

sturdy and robust, it will be appreciated that other
enbodi nents may use other materials for the housing
(e.g. sonme formof acrylic). 10 A key lock 44 is
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vol iaehige malfugraiopo be supported. Typically the packets
placed in one slot all belong to the same brand of 30
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25 configurations of slots and drawers are possible, depending upon the desired physical
dimensions and orientation of the tobacco dispenser, as well as the number of brand

lines and volume of trade to be supported.

Typically the packets placed in one slot all belong to the same brand of
30 cigarette, so that ali packets in the same slot have the same price. Different slots may
be used to hold different brands, and so the pricing may vary from one slot to another
(in accordance with the different pricing of different brands). Cigarette packets are
dispensed (one at a time) from slots 12 on the front of the machine 10. Note that any
packet displayed to the user at the front of the slot is capable of being dispensed (so



case). Attached to the bottom cover 35 of the tobacco
di spenser are rubber feet 24 for 5 supporting the

di spenser. In addition, a power cord 26 extends froma
socket provided in a recess (not visible in the
Figures) in the bottomcover. This power supply is
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The front of the tobacco dispenser is further provided with a plurality of
30 pressure sensitive buttons (PSBs) 15. These buttons are used to dispense cigarette
packets from the tobacco dispenser 10. Each button includes an identifier (a number)
to indicate the slot from which that particular button dispenses. In addition, each
button is provided with a light emitting diode (LED) 16. This does not illuminate if

the correspending slot is empty and so cannot be dispensed from.



9 The front of the tobacco di spenser further includes
a small display 11, which may be provided by an LED
a liquid crystal display (LCD), or any other
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di spsebiartotibco dlkperlser 10 to relcasc a cigarette packet once stock removal has been

25  authorised. Such mechanisms are already known (per se) in the art, for example to
release a product when correct payment has been made into a vending machine.
Typically the dispensing mechanism will cause the packet being dispensed to fall into
a tray 38 (see Figure 2) for collection by the user. However, other dispensing
mechanisms may be employed, such as releasing a door on the front of the machine to

30  allow direct user access to the packet to be dispensed. (Note that in a back-of-bar
context, where there is no direct customer access to the tobacco dispenser 10, the
security requirements for the dispensing mechanism may be relaxed somewhat

compared to a front-of bar context).

10



security requirenments for the di spensing nechani sm may
be rel axed sonewhat conpared to a front-of bar
context). 10 The tobacco di spenser 10 further
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typi cartext foxviendhg Mhs@@@‘@ﬁ@ﬁdx#ldﬂh@rﬁmﬁmmﬁsﬁ@m when
reque packet of cigarettes froma bar attendant
101 8 e’a"[‘%éa °staff member. The customer may make a
paynent 191 with the request, or upon actual receipt

of the 2 e end u ract | of rhe .
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25  packet, dependent upon the practice of the establishment.

Each attendant or operator 101 at the venue is typically equipped with his or
her own RF ID tag or card 102. Such tags generally resemble a credit card, although
they can be provided in a variety of shapes and sizes. The RFID cards 102 might be

30  provided with a facility to attach to key rings, belts, etc for ready portability and ease
of use. Each card contains 2 unique serial number 107 stored in some form of read
only memory (ROM). One side of the card may carry a photograph of the person to
whom the card has been allocated for identification purposes, while the other side

may carry instructions for use of the card. Note that card 102 might potentially be

11



they can be provided in a variety of shapes and sizes.
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so the details of the activation of and data access
f r om car dhe0obastd dispenserid@ novesmpatee thelretetved sdut number 107
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in an alternative ermbodinent, the role level for

oper at or Nbtlthatiig bk alternative embodiment, the role tevel for operator 101 might

25 be encoded onto the RFID tag 102 itself. In this case, the tobacco dispenser 10 simply
has to confirm that the encoded role matches the requested task. If so, then the
relevant operation (e.g. stock dispensing) is authorised. In this embodiment the RFID
tags do not need to store an individual identifier (serial number) for the operator 101
in order to provide authorisation for use of the dispenser. Nevertheless, in general it

30 is still desirable for serial numbers to be recorded on the card and then provided to the
tobacco dispenser 10 for each transaction. This allows usage of the machine to be

tracked on a per user basis.
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25 be encoded onto the RFID tag 102 itself. In this

case, the tobacco dispenser 10 sinply has to confirm
that the encoded role matches the requested task. If

so, then the relevant operation (e.g. stock
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£r5H BcOess can be used for various purposes. For example, a machine operator or 2

tobacco company may track sales in order to determine when tobaceo dispenser 10
needs replenishment. The sales data might also be tracked for auditing purposes, or
for marketing purposes (e.g. to compare sales from machines at different locations to
try to understand the various factors that effect dispenser sales performance).
30
Figure 6 is a flowchart illustrating the operations in dispensing a cigarette

packet from machine 10 in accordance with one embodiment of the invention. The
transaction commences with a customer request for a cigarette packet (step 210). In

response to this request, the attendant swipes his or her RFID card 102 against the
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Network 120 allows a sal es anal yst 131 or ot her
appropriate person to access records 109 on tobacco
di spenser 10 fromthe renote system 130. Such renote
25 access can be used for various purposes. For
exanpl e, a machi ne operator or a tobacco conpany may
g I pblccaliHenden 1) mgﬁdh amalwd eteeiri]srﬁeﬁm W\ﬁ,ﬁesb d*laaeﬁag number 107

i spenser. 10 needs repl eni shpent. e sal es, data

i YHRINLRELL 5lstep AR e Dt Inbaceq HaPFRYT % pesswses itgiored le data
M| delsie 2201 iPRB&S0 U8e@nind FhEASAIAE Bsch AldRStell b9 Brial number 107
machi nes at different |ocations to tri to under st and

t hbasyagitiositistordispease @ pagket okgigazeties dit er sal es
sperformance). 30 Figure 6 is a flowchart illustrating

the operations in dispensing a cigarette. packet from

machi nelf 1 usar doss notdave tic necehsagnautkoriindhamaghing refuses to

i nyention. The r.a i S WY\
SR rodiSnd LRRARE R EOTE 2" N HarthEHBLRE Hepenser
I esipsisee ih@edobdsd 09 depaibsdf the ftenmitddy fudled) opsvatipe,suth & time and
her RFID card ainst the. 13 tobacco, di spenser
T oate s o rehL pFIEe rpiet aking the 0BG Mot SRy the
10 NUBRYco HEkpensek fnby foedeild 62alleh@dRted bapsactidie, indiadled? a field in
di spenser_ then accesses its stored role data 108 .
( stush resopds indicatigg whetherpragt e pritisulgpiEanseqtiop pas giherised
i ndi cated by serial nunber 107 has authority to
di spense a packet of cigarettes (step 225). 5 If the
user dodssupming thasle yspellhlds guthorised aerording to staved role
ci BNBEGEEIE B U oy SLoRRTRF o 22 I BUFEIE 1 BRELEL, (1 desired
15 megig@eity packet is dispensidl (4169239 ead tan befsuppleed 40 thewpstender (step
(fayde erat i such ' nd.. .da f.re
2D SRR RBaccd ihefRe 10 FRorfl e rcanb b blep
gezis) altd ytord 109 forcubehaent cetrdivapandsmalysimy store detail s
of all requested transactions, and include a field in
such records indicating whether or not the particul ar

t r ansactdbi ¥pasifisdhb eglé Bfstmatidis $086MBe vAidhis pAifeslifiedlvddiin
107 is, authorised according to stored role 1 nfaormation

20 7 G_E’,e‘""l“ﬁé {PhargRo CBiPFEs_GﬁéO i"‘r"&?ﬁrgﬂ% withpng §mB‘6§F‘F?RPé thejigvention.
t Nin$afRfr, TBR ldsgt?diﬁ&%e diffefehBARRES &F rOR k& FuntSonality such a
di spensed (step 235) and can be supplied to the

c usieddrexpecied spperfenn,) and the agaess consiraintsnmpessd Qo sbch a role.

di spenser 10 records details of the transaction (step

230) into store 109 for subsequent retrieval and

an alsa rsup Role Function Access Constraints

Venue Owner | Management of Create, amend and delete users according to | Access to all
users within the staff turnover; replenish stock; obtain/print | functions.
system. system reports (if supported). Can also
vend packs in the same way as an ordinary

venue staff member,
Venue Staff Sale of goods to Removal of stock from the dispenser, as Access restricted to
the consumer. well as printing a report of own sales. removal of stock
only.
Tobacco Sales | Replenishes Stock replenishment; obtain/print sales Access denied for
Rep machine and reports (if supported). removal of stock
analyses sales. and user updates.

14



10

15

20

25

Table | specifies the role informati on 108 of the
various parties involved in 20 operating tobacco

di spenser 10 in accordance with one enbodi nent of the
invention. |In particular, Table | specifies the
different classes of role, the functionality such a

. ;@il&(tiatﬁ O PeET rdﬂhlﬁ]pﬁﬂ@éies?éﬂ&m%&ﬁ%?emtely Access denied apart
ccnaga?)[sp(’lmts i npased on ?iﬁCh a role. User oup Rol e
FUACE T on Ac ¢ 888%onst r 4i"hT"8P*Bnue Omner Managengfifsgfs data

Crleate, anmempd and del etje users according to Accegss to

aLIAdyﬁ:)afa&); Wq Bftelh TNE ST I pakaetleddid WPEI otheCgpdubd Wilhin I(Aefeess to all
ohtain/prin NCL] oNs. .. SVs systemreports .
é&xﬁmgtfalor dﬁp%ePsqg&l.me adéncté%s.

suppart ed) S0 ven®packs™ i the sane vay

ordinary venue staff nenber. Venue Staff Sale of
goods to Renoval of stock f.{.&%ihe di spenser, as
Access restricted to the consuner. well as printing a
report of own sales. renoval of stock only. Tobacco

Sal es | eni shes St ack repl eni shpent ; t.ai n/ print

sal es ﬁi’g SLEF R B?Grat}%ﬁg\??ﬁﬁ%geﬁé’“éﬁ’igg F‘é&?&l’g‘ép"ﬁq‘e

s uppaohssd)ivity 6MHY Mbctide t6 bQeinal SRRing $0sh s5illGRratcdiNH Fikues 5).
updat %i'igtﬁm I\/H[.’;d?tl ng Sal es data Cbtain/print sales

r ,

5PE &8 FRpodimenigifis may e sette opepf these dgyslst
anal yst (etc) analysis (if supported). from sal es data
Adm nstrator System Sets paraneters for all other
grieygkl (stand-alome) -dn; thiscasen tte machingjisa standealontiuagencoeporating

i - .
ot o A dkage AR A0 ot ekl to JNPB BElcP i Bk user
i nt dhosatnd e aniqué 1Y viafan RFED ey HThvovetiee ®wiceamiir afysistraior can
(OGR4 i LB e S5 30047 02
L o adcesk r¢miramglinfdnomén 109i n this case, the machine is a

stand-al one, unit incorporating its own data storage
nodule. It is not connected to any third party device.

Edekel2Ypre-pidiramuit rgatspd el HigptRsdribrévide iz sFak Base

key. 'Tr;]ﬁi venue <I)¥;/ner, and/ or, adm_.ni strator can produce

a i‘\s/"(" HeRauty %‘BS‘F"! Brvith @equsipadditionsard format (e.g. via

a (d)iaHemiber &f feé-bRigRinmddAnd pRAEfined reports are provided (as described in
more detail below); and
(b) the tobacco dispenser includes the capability of connectivity to an external device,
such as a laptop, PDA etc, via serial data port 22 or any other appropriate data link.
Information about transactions 109 can be downloaded to this external device for
further analysis and interrogation.

Level 3 (real-time connectivity) - level 3 dispensers provide the same base
functionality as level 1, but with the following additions:

(a) permanent real-time connectivity into a network, e.g. a local area network (LAN)
120;

(b) push/puli of data via the network to and from the dispenser;

(c) real time data interrogation and bespoke report generation both at the dispenser
and through the network, such as at back office 130.
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to access reporting information 109. Level 2
(are-programed reports) - level 2 dispensers provide
the sane base 15 functionality as level 1 but with
two main additions: (a) a nunber of pre-progranmed and
predefined reports are provided (as described in nore
detail below); and (b) the tobacco dispenser includes
the capability of connectivity to an external device,
such as &HeaptntionsRupported by whaccdalispehset 20 andgurforraed B the
any other%ﬁg ragriate data |j.nk. 28 | nf or mati on about
t r anS5CH 54 ne peisa P RAGdedlt hi s ext er nal
device for further analysis and interrogation. Level

3 (real-tjnme connectivity) - level 3 dispensers

provd-de tSystespGpofigpration ynctionality as | evel 1, but

wi th t he g ihouwaanéiifial tatgurad

real -ti me connecti vi&xai nto a n@%ﬁ@%ﬁ%&s&yme

ar e 2dAERisERter at thejme ofdaptallatiyn inteshvenue] ABer system configiriéon, the
net WRLK torangd4f L Ly steal, 1ine data

ot o e AN BEpRRBERRE beam tais G s o

the di spenser and through the network, such as at

ck of fi 130..L5 The operatiaps, supported by. .
&gbacco gc e confieurgion £ 51 ) “a'\‘?a?ﬁyﬂaa@ls the

par tdispensef (ile. byopovaeing ap HiedBichiheiafid FRhiINEE 1bck 7D td the On
System.Caonfi quration This jnvolves the initial
ConfFOHiIPE (15H 2Hnisator B olig® Atapprat the(pbadeq dispenser 10 and

adnirtinssd sefipProgim (ol ehel 1atBp. Ofn additibA! thehdiRistrXbPhddds his or her

ven After systemconfiguration, the systemis l[Ive
s

and $prdiagaiget the BEIQyesadsyifon$ ssperids onlomasr) Thiswauses the tobacco

N ok . L . Bl ;
ad m'ldﬁs?st rgrattao_r act ?\5/)2{,? gwat%he ai%s)penggcﬁ’? E"?A"y&’%g‘%“ be passed to
powépma gentrslisadacqprding facilignd swit ching key | ock 20 to

the On position). The adm nistrator now plugs a

| aptop into the tobacco dispenser 10 and runs a setup

pr ogr am dhe adneinisagtoomew éntera slatidus oonfigubeion data iits theadienser.
hol d4;.hi r ELD.card ai nst the .RFI D reader
for 1iedb BtRel B s Een e o dPBl B aprpipuiie spafiggarog program
2i s petedaptom ahd dies nploadihsthe eonfipatdtiah seififantolthe difjRnser. In
I apt on whi,ch .can then be doassegl to .
partitular, thé administrator inputs defails of the date, time and venue, and sets up tags
for one or more venue owners. The administrator typically also sets up a
replenishment role for a tobacco sales rep and configures the reporting system. The
form of reporting generally depends on how (and if) the machine is extemally
25 connected, which is reflected in the level of the machine (as described above). The
administrator also enters details for each slot of the relevant brand and pricing,

although this task may be deferred to the venue owner.

Once the above information has been uploaded, the dispenser LED 11 should
30 now display the correct time. At this point, the administrator normally performs some
testing of the machine, such as verifying that the dispensing and reporting
functionality is operating correctly, and that display 11 shows the correct time.
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some centralised recording facility. The adm nistrator
now enters various configuration data into the

di spenser. This is achieved by first entering the
data into an appropriate configuration program 20 on
the | aptop, and then upl oading the configuration

settings 4 ' I i
i i ot s et R IUePERRETel 3 o e st e sypem
v enuennfigmatigremay hepérfogmed fising oreerots sysieme Thesafter tokaggogdispenser

The inistrator. . typically als u .
NI AP IR N S—
conf iobadce dispéiser H@dlone §r ByRireravte Extemd, eudibgfusing network 120 to

P e
i Nt Rl biR\oR moRé configuraBEt ichthgt 8PerdRSiiw iR d 20 Bty edbacc lspenser

adm ni strator also enters details for each slot of the
r el ettaniforsxampledherc pray OF a gtandasd repetigs fermatthatis deployediieall
def efohgtle Updders WE&1R BYAShrtichRf SretliGutialoov e
inforohati onpﬁ{a}smbgen up}olg?deg, thg&gi_s‘penser LED 11
should 30 now display the correct tine. At this
ing, t ] A or normally perfornms sone
?‘gst?'ng gﬁse?@nﬁﬁgﬁtﬁé, such as verifying that the
di spensi ndncerbe wbyoo tispepserfhambéanansidiletl wnd sonfiganed in aparticular

correct | and that display 11 shows the cqrrect .time.

Not ereihg G pyfte O ffrs Hatae Jofeoie HlobRed B8 ik offenue

al | edmdrh@essshe sdditianaf ?ﬁu@tﬂfa%ﬂﬁ; gbﬁatﬂ&fja_ii@ﬂi. Nixcparticular, the
using a renote_system us after acco di nse ..
10 h&&UH B‘é’ﬂ"fai’gﬁf‘%é? gt?,“"iaﬁ@ dispensr é{’ E‘)‘Et"SP“rFé%}? @E‘E &H[ begprimarily
as dategponoiBRa6f dignbifg VR aekdsTom theharkigedi spenser 10

and one or nore renote systens, such by using network

120 to 5 connect to back office 130 (see Figure 5).

The adm njhYhe ahBbdifBit thd}iBodd$6F sk &nhﬁﬁkﬁ&n%vd?ws llﬂieg&ﬁue

or nore configuration settings over the network

ont 0oWRsS A5 oW hingdumerdier card as Ffarmeof ideptificatiomtorthe diggeniys. Note
a st .@alrd HarP b geq{e[@'i&zgxgt%e R?[[px%%ﬁq ¥c§"j¢1 ptrgde?elnlnined period
t obacco di spensers operated by a particular

20 gaofi time badore being duthoissed. (Jdud prgeantstang nni@reotiortahauthorisation, for

t obac j. r has been.installed and.configured.i

L O oo i e iRy RER DTl Bl pefAnfBE GRS HeREo)! e
accuvemue bwersmwmgﬁat?ghmmpﬁiatehﬁnﬁed cf&‘ Rﬁ;]l])\t@ lﬁﬂ- the desired staff
owner r eat t he 1ti1.ona u rs o the machi n t

b bt il theh e e Golk i ach QB2 g i Serammen Lusia f ember
t o tfoetd PBRGHRr dhORREESTettikg). | TR WeRid Gvifet frf thedest\Whd RFID tags

be primarily 15 responsible for dispensing cigarettes
2% ontorenare tiahthgyare propetly operational. In addition, the venue owner can check

that the tags only provide staff members with the appropriate level of access (i.e. they
can dispense from the tobacco dispenser, but cannot perform tasks that require more

privileges, such as creating or deleting users).

30 it will be appreciated that handling cards for staff members is typically an
ongoing process, in that staff members on the tobacco dispenser will be created,
amended and deleted as necessary to reflect staff turnover and re-assignment. Note
that one possibility is to handle such ongoing staff changes by passing already

authorised cards between staff members as appropriate. Nevertheless, it is generally
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I n one enbodi ment the process of user configuration
i nvol ves the venue owner first swiping his or her
card as a formof identification to the di spenser.
Note that this card may have to be held against the
RFI D reader for a predetermnm ned period 20 of tine

bef og&i 6k &9?—9&((»?1&5& ﬁfﬂ) cagJ E o&'ie% a:»wl%m?lﬁber at Lany eglven

uni ntenti ona orisation, exarrp

ownetimee Bechsa repdrd mayde kppmxtengtlly fient tobmrca disphnsera@s ar dould be
The . wner vates t he appropriate nunber
of R#%%gte%l?tgsqﬁgé%etr fed staff nenbers, and then
sets t he roIe for each of these tags to correspond to

aff me r to sone ot her oprjate settrng

ho. venua oA te sy amer Bl RAOBIPE grdz@msroesand
e ns Uﬂl@h’ibh&ighmm/c@dﬁo BiHRPRAriss iNRAFAIWIAE ma&lﬁnc For example, the
addi tion e venue owner can check that the tags

onl yYS9RE QWREF mew3ctivae atkallocaie amRFHR tag forrthpiobagce chwpanty sales rep

of  age §8Sduing %umkhﬁﬂ drspense fromthe tobacco
di spenser, but cannot per ormtasks that require nore

prrvrleges such as creating or deleting users). 30 It

Wil be @Eﬁg $$EF handling cards for staff
ypl

nenbers |s y an ongoi ng process, in that
staff ne n'ﬂsrtkspcmet heeﬂtm:katwhemlst@qkem!mrcswd lbwb&he replemshmcnt
crea ee d as necessary, to refl ect

ot ar poertien SUEP a AP EraEL DL e SRBF aiiet epireentaive from the
pos stobadcb t:rympamyt both anﬁih@n maglae eafgmied theéladant sdea@,g Ahothér

passr n rea ut i sed cards between staf
%‘J@&Y ?@5& 5% lefing 3 le prgpeiated with stpek ﬁeﬁershmmt and to
57 d@éijemlﬂ)%mtd@ Hak §p Fom/m]%uwﬁﬁﬁﬁsn foon@lok &s?é@grégﬂate staff

whi ch staff nenber iven tine. Such a recor
may BEMReEH (Thismaayke lrldeFl hiotos gtead ofhaying tkeyenzg owngr and/or

coultﬂepaﬂesrbﬁ@%&m@remnrsﬂhﬁsﬁkﬂ ed data 109. 5 Note

that the venue owner i1s generally responsible for
defining roles and distributing RFID cards to other

t t.h
Venue  owsai tesnitielele b BErrR o) Suipicl o SHRID sFpod M RFD car
Ihe mb’acfdbe BB@ eaater @l ﬁ'hxsrtmn caﬁsar: the&nﬁst thilsd opgnad 10Gkve access to
P! R0 bttc Br esTRRBLS R TR e R i,
re plthamperamrﬁow 5y Gt s;rstbm ﬁndt\baﬂﬂé:@sl thy/ niafer of %@ﬂs eatk Slot.
[epresentative fromt

ve n owne g.ﬁ a, s aI
t ob 6’%8(% 9, °’°5%“t ¢ tobacgp GisPRaSS. Whergupon itis ready, fr use. Note
r el e iifortatiof Sboud R rBfénishment operation (e.g. date and time, and card serial

25 pumber of the person involved) may be recorded in the stored data 109.

[n an alternative embodiment, stock replenishment is largely outside the scope
of the RFID control mechanism. For example, a special key 44 (see Figure 2) might
be provided to open the tobacco dispenser and give access to the product drawers. In

30 this embodiment, a simple reset button is provided once the stock has been
replenished. It is assumed on pressing this reset button that each slot is now filled
with cigarette packets, and this can be appropriately indicated in the stored data 109.
A further possibility is that tobacco dispenser 10 is provided with sensors that can
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possibility is to specifically define a role

associ ated with stock replenishnent and to 15 issue
RFI D cards that support this particular function to
one or nore appropriate staff mnenbers. (This may be
in addition to or instead of having the venue owner

and/ oy resent at i repl eni st ock

St ockérep{ eni ﬁlmen["l$ OB o?aﬁggs By R é'ﬁlf"?%ﬁ?"‘f/“ slot,
aut howitls thils iRFirDatia then iRGngli@2ordedads apprepiits Dnh Qadq0930.

This then causes the unit to be opened to give access

to drawer 18 in order for the stock to be

repl ehi sheshle dffStegk having re-filled the nachine, the

oper at or resets the systemand validates the
ninber of nlg’é?:?%?"‘\“ﬁn EETIPYIds fo the finwchastaf Zige 6.wdrerein a customer

Cl OseBqidh alpabIRe 6 ighr&iRENRE ! bﬂ%&%ﬁ?%ﬂé&r staff thé&iR6ef removes

for use. Note that information a
repl e¥f etckifraenthe dgharcerdispanser fag saleitet the eustbnadr.TSychaopeiration ds typically

d
F ccor et R o hark SRAELTR SN Sy Ben Frigh aso pertorm
enbodMelentransaetinok repl eni shnent is largely outside the

s@ope of the REID control nechanism For exanple, a
speci al key 44 (see Figure 2) might be provided to

opeg t he ﬁwbadmgdhspmamnso fan taﬁmnrat@)deéﬂl, ﬂﬁ?@@&nsbﬂlsthlhﬁauy assumed to
pro is enmbodiment, a sinple

res etﬁ %t%%? OWO F%@' Pgoerhentopches e B Hegormsenonding to the

repl dasnﬁaﬁedlsctich WBxcﬁl&&!dé“ﬁ?tﬂe PRDAN Y6 &gBR tefiedn Elﬁ‘:scﬁ'énnei price and
butto {(51 e]?lﬁ is nowfilled "with cigarett

pack é‘{g’§ A t??é“%‘ﬁ BYipsY his pehey REHQ tasazaiss the reader.
tike Shﬁsmlﬁwﬁ aedobhd dispRndel'td f8Lss BRSELAInbnbY dn StP%D"?t I one

tobacg_lg di spenser, 10 i's provided with sensors

18 aGmBRdMent there igan @M]hwm ﬂmdlcehspemeehas successﬁﬂly
cur r edalthe deAgBuGfel, WhithYs Shw %[Eal? Neainst “ﬂg{“éa%nt Igvels in the

i nformation then béing recor as “appr

dat adifpanserd, Sal e of Stock 5 This operatl on

corresponds to the flowhart of Figure 6, wherein a
custoner requests a packet of cigarettes, and a bar

%t endant Asﬂmms"rb:t the stdft membhids appespriatdy autliidaiskd fofdiipense stock,

the penser. f o he custoner. Such

oper SRS SRFRIF mede, pib haicbn fogh S arihiebsmeisgoing

menbgeen. arhdnmfghelﬂbetelmﬂ%r&m%e PB4 coHeSonBfi: 10 tHE desired

such .a LF nsa(ﬂ&? Consi dering this operation in

nor e E’gf’% Bﬂ’ﬁrﬁg‘ﬁ%‘@ﬂ lighis goout and thereis abeenitotpgovide audible
confirmation of the selection. The dispensing mechanism for tobacco dispenser 10

25 mow operates and the selected cigarette packet is delivered down the chute. The staff
member then removes the cigarette packet and supplies the cigarette packet to the
customer. Meanwhile, the tobacco dispenser records in stored information 109 details
concerning which stock was taken, as well as the serial number of the staff member
involved. Finally the dispenser reverts back to idle mode.

30

S, Reporting

The system supports various types of reporting, including daily, weekly and
monthly. Each report generally includes data indicating the date range covered by the
report, as well as the date and time of production of the report. Local reports are
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be in idle node. A staff nenber then touches the PSB

15 corresponding to the desired selection, which

causes the LED 11 to toggle between the channel price
and stock |level. The staff menber now sw pes his or

her RFID tag against the reader. 15 This allows the

t obagpRally AAPERICIIE oPRERRS AEdHAD aBbw HEERRK nitVelndft to be

tag. In one enbodinent, there is an audible beep to
conf Fepnctlethvith ghe venugiepaymentywysteny, da dhissitwrtion, theuggue has

ser | géman?‘iefggpl i fbSa BO% Sieak&%t m'u%ﬁbécﬁs disR%nser is

aut hori sat i on’ els in The " dispenser. 20 Assum
t hat temperaghyawithdrawmn Gemiscrvingwhilg thexepiryis daingobtaged. The data is

R e

st af the detabesurdshisn itis stilbaailitietoREbrisgendaited sy adonggr tike-scale,

the desired, . .cigarette brand.. All ofher channel |ights

go. cHiER ek g SEngaERy. iy 9 sTbEmetiaf i sumed Bacihe
conf drElivéd data Witl BehRcessddemill cRAred bh @ ntbingily Baid) However, any desired
mechani sm fqQr tobaccq di spenser 10 25 now oper at es .and

t he &Bf © Fay B uprlementedcompatiblg withythe dzr ofgppmarydn the

e Ut Bbackd BisPdrér. FoPBiaRfle, G2 imPIERCRALbE e B F b€ is

packet and supplies the cigaretie packet to the
custPReERimaielyiibyte, whicheallows gvents eirreppanding te exughlys! 0 fill stocks
st orgglisiafy mati on 109 details concerning which stock

was taken, as well as the serial nunber of the staff
menber involved. Finally the dispenser reverts back

to idle epor i The system.support

vari ous ?@ g)g%[ rg[?orgg ﬁgﬁe?aﬁ%%b;n?gs#gfﬁa iaﬁ%mﬂ?filpﬁ,ggﬂé%% 337 the venue
Bnd owrmenaduivatingihe Hispenparusing elecreleivary RIFID tdpd d6 of@émbodiment, this

i ndi.cati.ng,the date range.coyvered .b e re t, .as

vel |15 BiEVRd whe fie disperseois “b%yedf’%‘gﬁ%%/l}“wn%? S'{iﬁg{yraaﬂts’ﬂﬁ?dm
Loc ahg for B@edondeiginsOtht yqailera Thy used thedlenfeRUnGp%prifk instruction
busi.nes eg%ln day to allow the stqock novenent to be

r ecdRCIPLRAPRHI LRIST tpeaverss easirrddecalieportniNotehat thesuser may
Si t yntticOfinect MSuiMBIR PEnRAR thORAGHR thallew AMRRCLobY 38 tHATeport to be

for a given period, or at |east the tobaccocg’?spenser
105 est- {pmaethe gdesisett rapprt hasdeersehtyineds thehiserecan ieen exit the
repQudtehs being obtained. The data is 5 then cleared
and archived using a different PSB pressed by the
operator. Archiving the data ensures that it is still

??/?r:el- ggla?;étpgevgoqg@rtﬂs%ugg&%v%[ 5 gn YA 3611114‘: ine§ have additional
communications abilities. These can be utilised to download report data 109 stored
25  on tobacco dispenser 10 to a central repository, where it can be analysed and

interrogated to produce specific and bespoke reports.

Selection between reports is typically achieved by pressing different PSBs on
the tobacco dispenser. For example, in one embodiment, a local report to a printer
30 can be obtained by the operator concerned swiping his or her RFID card and then
pressing a specific first report PSB. A specific button may also be provided to initiate

a data transfer to a remote system.
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such as weekly, nmonthly or quarterly. In one

enbodi nent, it is assunmed that the archived data wl|
be accessed and cleared on a nonthly basis. However,
any desired tinme schedule nay be inplenented
conpatible wwth the size of nmenory in the to tobacco
di spenserin dn@kem®s@iihS theitblidWf: Hald KERRIRAEH 82 108 1 (i.e. local)
nenn&é size is approximately I Myte, which allows
even l3’(:’3?“?‘%3ponding to roughly 10 full stocks to be
stored. /Aaecal tRROKHE kepggperated by a suitably

aut hori sed person such as the venue 15 owner
activati ntf#¥2 di spenser using the relevant RFID tag.
[ one enporidBpiudeli S 1S achieved when the

di spenser is in idle node by holding a suitably

aut hori sed RFIYFex d® for 4 seconds agai nst the reader.
The user then n appropriate instruction into
t he machi ne iéﬁgiggad?o access the desired | oca
report. Note tHat riwebgrelinmy bfdndt connect a

sui tabl e fgé%géw to the machine to allow a hard copy
of the report to be 20 produced. Once the desired
teport has bedirisst dynederthe user can then exit the
system As preyj,ous di scu d, l.evel 2 and level 3
machi nes have é-:{dltﬁ%t %’ngFércgﬁeb nisclgt\{-’l ons abilities.
These can be Hdlldsség tsbotlownl oad report data 109
stored 25 onféggpcg di spenser 10 to a central
repository, where i %Sﬂ be anal ysed and i nterrogated
to produce specific and bespoke reports. Sel ection

bet ween reports is pi.cally achi eved by pressing
Btfere ntﬁg’gﬁ regrt “{‘% Bught be supporisdsipeindesmontily salesypiynac by
i n oger:enbodi ment, a local report to a printer 30 can
be obtained by the operator concerned sw ping his or

her RFI DXe&h&d Safkd™eheh pPRAG ng a specific first

report P3Rridspecekbd bwtd gyyay al so be provided to
initiate a data transfer to a renote system 20 in

one enbodS%ntEP the tollowing Yields are included in a

tevel 1 (deye.sdiaCBl) s18@ily report: Date & tine of
report Venue 5 Sales vol une
Total sales by user by slot

In addition, the system may support a stock report, based on total sales by slot
(i.e. brand) within the relevant period:
25 Date & time of report
Starting stock levels by slot (from previous figures)
Qty sold by slot

Total remaining stock by slot

30 Note that different levels of tobacco dispenser may support alternative (or
additiqna!) reporting formats. For example, in one embodiment a level 2 or level 3
machine is generally able to download the raw information from the local data store
109 to a third party device via an appropriate cable connection, such as through serial
data port 22. The data can then be interrogated further using the software on the third

21



User ID Qvy sold Slot nunber (i.e. brand) Totals 10

Sales by user ID Sales by user ID by slot Sales by

sl ot Total sales 15 Another report that m ght be

supported includes nonthly sales volune by wuser: Date

& tine of report Period covered (wks x-Yy) USer I D 20
sold.b sI al es by use sl. ot

i DRhISYees oy 1ol Prnaditnct S ref RS it e 3B g oo e ed o pul

on t dalfroaedhe $odayrepbsifory (09 ifto altemtndl Hatdirésdirde, WARre it can be

rel evant iod: 25 Date & tinme of report Startin

st oc qusa%}%f é' BMWF@ ﬁ#‘?)ﬁ’éﬁecﬁ%c'i"il@ﬂf@&jm qcyoam d

by sl ot Total remaining stock by slot 30 Note that

different _levels of tobacco dispenser may support

aPt er nat i fReconglusiopcrivarietrnfipprticelpormbadimenty haxe decnrsscribed in
exa 0 s
o<ttt AL ko B 19y St ny.
i nf offiveskibled persom wilidelasae of ey ﬁnﬂmr poteriti®mbdifiaaticni and

Re” 1 KeTRRE A B S PRE Aee 81 e Sy BPERRE e i sifbos.

interrogated further using the software on the third
21 party device. For level 3 machines, a real-tine
link via a land-l1ine can be used to pull data from
the local repository 109 into a central data resource,
where it can be

22
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15

presented for detailed analysis and for the generation
of bespoke reports. 5 In conclusion, a variety of

parti cul ar enbodi ments have been described in detai
herein, but it will be appreciated that this is by way
of exenplification only. The skilled person will be
aware of many further potential nodifications and
adaptations that fall within the scope of the clained
| Meinds on and its equivalents. 22 Clainms 1. A tobacco
di spenser including: 5 a dispensing nechanism a
menory operable to store authorisation data concerning
atl.| eash tabaerostispRIERInCHY &Fgerent operations to be

per f or r@&g&sﬁ%h@wﬂaﬁ@o t he di spenser, and

i nformat | eac Ris06Md ©Ff mors
di spen§é’&e“1ﬂfyo‘1‘??r%ﬁeemrsrtﬁf:eﬁmﬁée/r%{loﬁg%%émg&hI cast t he,

d a@lgc@gg%geﬁﬂau@fo Helperfented in irtion kd the disproeyn ey ipPrpgfion
i spe

roduct nse n,in \Honfhe RAEER, tnclu@ling at least
F"&/@"Be‘f"“éﬁﬂ}bgﬁdf% ccessﬁ%g&gl spenser . and ct:ontrol

| Ogk @aeRad Gileaftie evattmtmﬂadcwéier ekfberrdug e

stored authorisatio T e@{}h@@@EﬁEﬂ;ﬂﬂ i's

only petrifR' @?ﬂ“’%\@’e@a? ﬁﬁe‘t\“ea%mﬁ' ‘S rce uest authoJlEthﬂ data,

r equest coamdlilapfciopsabletth walidaie o reHesRBR! ?ft ‘ge or t -
particul ar operatio ;I:Ei 4 s sl SIERquesOf the lrajuest betisties
ME’PQCW%PSPW%%EMQV |cﬂgcgsrrpr| ses a keypad. 3. The -
di ﬁé%ﬁﬂﬁhsﬁon@hﬁlfmtnatpme‘ﬂéﬂwwa” i nput device

conprises a radio frequency identifier (RFID) reader.

20 4. The dispenser of claim1l1, whergin said..i
deyi ce qmrﬂispmoﬁcla@abmsa’meﬁ" '*t('flsse%r %8%%
5. The di spenser of claim1, wherein said input device

conpri ses a bar-code reader JThe di faaff
claim 1Thm/dspmsu0§alﬂun ﬂ-rimFF"él@Vﬁ?Fé’“’cq? %ﬁ,ﬁ@?&

recgei ver f |l yEsagr. r €NDt € control deV| ce. 7. The
di cg?mgny préceding claim wherein: 30 two or
nore roles are defined in relation to the machi ne;

4 The dispenser of claim 1, wherein said poput device comprises & reader for

20
magnetic cards or fobs,
5 The dispenser of claim 1, whersin said input device comprises & bar-code
reader.

25 ' - .
6 The dispenser of claim 1, wherein said input device comprises a recerver 10T a
wireless remote control device. -
7. The dispepser of any preceding claim, wherein:

30 two or more roles are defined in relation to the machine;

said authorisation data specifics which operations are permitted for gach of

seid two or more roles; and

23



sai d authorisation data specifies which operations are
permtted for each of said two or nore roles; and 23
said control |ogic determ nes whether or not the
request satisfies the authorisation data for the
particul ar operation by exam ni ng whet her the

operation is permttedfor role SfspMs e t he
person ﬁaﬂmﬂﬂl@"r"éﬁﬂﬁ’é‘ﬁ r?ﬁ‘ém @ns sof claim

%‘/@1% L1 a5 ies] thshraslar bﬁbtﬂfopdlyakmnw GREF@Hon is
of erson maki n tsqshe re g r@#ﬂe&orl sation
datmﬂﬁ?}‘@é‘o@“@@fl wétglﬁf each of which

is assigned to one of said tvvo or m)re rol es; and

said control p e to ‘access said

aut hor i s’ﬂ"t"ld&m“ﬁf’gﬁ“& iagmlc}b%é%%hl nthe to Seba%&gf‘ﬁ“ﬂ%“‘:
nunber s daliReqett indorpostescy sed Dﬂlﬁ’é’

request, qu‘e?g' N dhe ?@lﬁ;@é&@ﬁf sfigichunibels, dok opwhishiF
maki ng t ‘1’18:5’ A, e role assigned to the |ocated
Sefhﬁign@dlfmﬁéofﬁxdfﬁh@rmmﬁﬁéﬂdof claim7, wherein

said r eqUecf'%bgﬂ%l?%ro%ﬁﬁlewﬁccéﬂsﬁdaﬁ&maabmdﬂ&wowfﬁ i the

t he pers??h e request 10. The Qfherein the
any sétrofsa'ﬁl mgnmwenmm akgng[atﬁg H%ﬁésrt?o ¥ erem

oper | on%@%% Bﬁmaﬁagﬁawﬁmpmegﬁs@gﬁ@@peloca&d
I spenser of any preceding claim wherein

one saialsmmuertv\o or nore operations conprises updating

pricing information stored in the di spenser 12. The

di spenser of any preced g@é@i{ S8k tHc r6Rinshociated
tvvo Dr nﬂlledlsﬁ?;@?fd’ff”éﬁ% ‘%}Ffﬁ“i*%“é I Spens ng t obacco

‘E@ﬂ% %ﬁm spRaser. 25 13. The dispenser of
erein said control |ogic enables or
d| sabl es said dispensing nechanismin accto lance wi t

whet fer  ofpeRipeisbtofay prostdingzaldin; Vhepein|qpe of said te or Ho7

aut hori sation data f1 Okl GGk dlsp@Reof di spensing. 30
14. WW&P%??QE@?SW ny pr@gedl ng claim wherein said

information stored in rrermry includes at least a role

associ at ed th a gl Beene of said Svo darfpeore
Gﬂspéhser'rléﬁv&‘ eb%:%ggl ng. c a| m wherein sai g enser

i nf oppRiticaR catmiseshpdating pnmng information stored 10

12 ‘The dispenser of auy preceding claim, wherein one of said two or more
operations comprises dispensing tobacco products from the dispenser.
13 The dispenser of clain 12 wherein said control logic enables or disables said

dispensing mechanism in accordance with whether or not the request satisfies the

authorisation data for the operation of dispensing.

g0 14. The dispenser of any preceding claim, wherein said information stored in

memory includes a least a role associated with 2 person making the request.

15 The dispenser of any preceding claim, wherein said information stored in

. nemory includes st least 2 serial number associated with a person making the request.
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menory includes at |east a serial nunber associ ated

Wi th a person neking the request. 24 16. The

di spenser of any preceding claim further conprising

at | east one data port for providing external access

to the stored information about events 5 17. The

di spenser of claim 16, wherein said at | east one ‘data

port may be used for supplying one or nore

confyiggur gb apdneér ol agsprewdink eladn. ek B HEiR o Jpast one data port

external  system. 18  The. di3RGEsS{atien atviayevenscedi ng
¢l aifes ProFidIEPT LA %fc?équesgbégeci fies the 10

particul ar operation to be perforned. 19. A nethod of

operal ! Ngna dpaaes ) 1 QDS bt U@ dsth poit oy ibe used for
the kﬁ-spglﬂgg}spgrgfrhogcfjmﬁ%%eu? ‘

risation data congerni n%D%d
t WO QbplfRipine dfﬁﬁmmrﬁg@%@ﬂéﬂ%é“%g’ﬁg‘mﬁ% ormed I'n
relation to the dispenser; 15 receiving a request to
acce¥&®Phe di spenser; validating the request against
the stored authorisation data, whereby an operation

is only . ggg ?ﬁ R8dithd clifn, Whercineeid gsest packfies the
requéét gﬁﬁr%éﬂ S e§pgut hoéri sation data for that

R@r t betbusc oppmtiont fodwpeefp@St or i ng i nf or mati on about
each permtted operation in which a product is 20

di spensed fromthe nmachine, includin . st the

dat e 1and thdofwm%t&?m&ﬁ%wg%&%ﬁi fier of

t he product % &Q@&%séguﬁﬂﬁﬁdMnMgilwﬂommcm
further c Si ng: “def | ni t“iﬁiort @Ws in

rel atdﬁﬁﬁameﬂtopuh@m\’ﬁ?@,b"ﬁiﬁﬁ o5 aut hori sation
data speciLl.e% Wibaibsitnatwid thedisgnsrperni tted for each

of said two or - nore rol es: and v\%ﬁﬁ loRsc84 dara, whereby au
val i dat i ngﬁ@ﬁpﬁﬂ@é@“ﬂ%ﬁ”ﬁﬁtﬁ?"ﬁgﬁ e 0@? satd

operatjon i | tdeg s § Eeulboftisd requestsbir mauest frtichey e
perso??e%lgfziil%gmm{ﬁee%{e uest 30 %}Iaﬁoﬂ';réﬁdrret hod of claim

20, V\hﬂmeisatim@atﬂdbfrté%l?@ﬁm’laﬁ%?orporat es a serial nun‘%%rtis

of the per%gﬁglmhﬂﬂioha&m esph @eittedsappRAipR AL FARFILLPEY s
data i ncludes a set of serial A RioRf of @le oplration an
i 20 a&sﬂ@n@ofﬂt!@m@we'éﬁﬁhﬁﬁ%\% orqérest)?e rol es;“J and@

an identifier of the product dispensed.

20.  Themethod of claim 19, further comprising: o
defining two Or more roles in relation to the machine, wherein said
authorisation duta specifies which operations are permitted for sach of said two or
. more rojes; and - o
wherein said validating comprises determining whether said operetion 15

permitted for a role associated with the person meking the request

30 21. Themethod of claim 20, wherein:
snid request incorporates 2 serial numb
authorisation data includes a set of serial nambers,

er of the person saking the request;

each of which is
sajd

assigned to one of said two or more roles; and




25 said determ ning conprises accessing said

authorisation data to locate in the set of serial

nunbers the serial nunber of the person naking the
request, wherein the role associated with the person

maki ng the request is the role assigned to the | ocated
serial nunmber. 5.22. Th msa@anmbewmemme
sai d requedfd Ftﬁ%?lﬂ%imﬂglésegt%e lggémgé?%m at V\/I%hw excin the
the &E{&%&xﬂa&hﬁﬁswmmmof@spw % Ve

of clajms 19 to. o) egﬁgmatrmamagnaﬁtoahﬂocﬂted
10 opeleasioghed eésg{lr%e %shn‘;ent of-the .

di spaeRfQmumdd. The rret hod of any of clains 19 to 23,
wherein one of said two or nore operations conprises

updating pricing information storg S iated
15 252, Themmdnm n@ﬁlam%f' Sfhepam s %51‘8&3% 195 R TIE assoct
one of. lﬁ g@ queRer ations conpri ses

di spefs ﬂb acco T)roducts fromthe di spenser. 26.

The nmethod of claim25, further conprising enabling or

di sabl ng agﬁw of JHiEb ARits20, hersinome GEFENG RO
whet hér’ eCHF t he ragﬂuest saél s, e aut hori sation

200dabwﬁmﬁm pensing. 27. The
nmet hod of any of clains 19 to 26 wherein one of said

two or more operatjons,.Gal QW& Erddr more
nunbei4. toﬁwaﬂ‘%?mﬁ'géﬁ% 93'&?3 5 28lﬁ The_ et hrod

of an)ég&ﬁu&s%bwuiﬁﬁhﬁg noht@mﬁumﬂmm@t%?dlg AneiIRRBSe
nor e perati ons conprises aSS|gn|ng serial nunbers to
roles. 29. The nethod of any of clains 19 to

V\:hlﬁrel 28 Sarfe fctb@ of dnyfof chuimts Bhio 28, rehiegrin en Sﬁlgé‘g?"’am"“’
role associ ated wit gﬂcgga&ba%tﬁm,mequpaker 30
30. TW?W&B%FS%BVPOH?%%I alms 19 to 29, wherein said
st or ed |nforrmt| on includes at |east a serial nunber

assoc:| at ed i th ad%fﬁlﬁi?ﬂhw“'&ﬁﬁ” i@ Ghistfing ox disabBag & dispensing
The 19 to 3 furthgE s the aythorisation
conpr Iﬁmmﬁum@cadwwawwheth%m% ses GRS PR A

ag%regts to tr Soﬁérgéo%dof'd%&{sﬂ&“ on about permtted

27.  The method of any of clsims 19 to 26, wherein one of said two or more
operations comprises adding new serial mumbers to apid authorisation data.

25 28.  The method of any of claims 19 to 27, wherein one of said two or more

operations comprises assigning serial numbers to roles.

29,  The method of eny of claims 19 to 28, wherein said stored information
includes at least a role associsted with a person making the request.

30 , '
30.  The method of any of claims 19 to 29, wherein said stored information

includes at least a serial number associated with a person making the request,
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32. The nethod of claim31, further conprising

supplying one or nore, 5 configuration settings to the

di spenser from an external systemvia said data port.

33. The nethod of any of clains 19 to 32, further
conprising outputting said stored information to a

| oo%|2 Pt R odkR afof cites Mtcift) fuytherspmpsFing uginga dgg poxt for
to ,

_further conprising aut 1SS R hEmifit Do Rehtions.
infm%ﬁ“%@?sﬁ%ﬁ\iﬁt?f( &%iﬁ%ﬂé%:dt‘)?on. gS. The et hod

of any of clainms 19 to 34, further conprising
generating reports .b Lisi irigltn® bffioreON,
whedZei n g pe %ﬁﬂ@%ﬁ?‘ﬁ%u“ﬁg‘kﬁﬁ%gﬁﬂn mul .tdifgln[epo »
£5 LinfRn®6ah Stingd 6o thd Hispemeer oo o iR STSIEE 478" o
35, further conprising synchronising data or
information in said dispenser with a |aptop o
37. 33 he Thd hedobéf aanpf orims|18iterd2. Farhep °%§?“£ﬂ%‘;r“é‘1ﬁ@ﬁéga|
request, .specjifi particul ar operation to be
FopHaoRgen e

per od of any of clainms 19 to 37,
wherein said nethod is used to provide attended

oo gac € jl‘ﬂe %z@x@& K¢ &fy P A0t 38, fuer comprising outputting said
stored information over a network connection.

35,  The method of any of claims 19 to 34, further comprising generating reports
based on ssid stored information, wherein said reports are available covering multiple

15 time-scales.

46.  The method of eny of claims 19 to 35, further comprising synchronising data
or information in said dispenser with a laptop oz PDA.

' 20 37. Themethod of any of claims 19 to 36, wherein said request specifies the

particular operation to be performed.

38 “The method of eny of claims 19 o 37, wherein said method is used to provide

attended service in a back of bar context,
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