- 1 - METHOD, W RELESS HANDHELD ELECTRONI C DEVI CE AND SYSTEM OF REMOTELY
CONTROLLI NG E- MAI L SETTI NGS FROM THE DEVI CE BACKGROUND OF THE | NVENTI ON 5
Field of the Invention The invention relates generally to
handhel d el ectroni c devices and, nore particularly, to a handheld

el ectronic device including an e-nmail function. The invention also rel ates
to a method or a systemof renotely conttoelling e-mail settings fromsuch a

~handhel d el ectronic device. 10 Background Information Nuner ous
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| i ke. Many handhel d el ect rmmwrel ess comuni cati on
capability, 15 although ma devicces are

st and- al gne QYL hdtioar € functional w thout comunication w th other
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processing by the recipient. Such processing can include, for exanple,
repl yi ng t o,rompuchradiandheld elsetientic devied-et i ng and filing the messages.

It is kngwn | -mai |l settings for wirel ess handhel d el ectronic
devi cesqﬁroéa%k. 3iind ifdrinafio ity at a desktop personal conputer that

25interfaces with a wiN@hesss ppéssofihandie]d elemedniOd@iicesfads kivanaumgise
Internet. Such e- majl settings may .include, for exanple, e-mai|l filter
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15  although many such handheld electronic devices are stand-alone devices that are

functional without communication with other devices.

Flectronic mail (email or e-mail) is used to send messages over
networks and over the Intemet. Electronic messaging has become a ubiquitous means
of communication for both business and personal use. Devices that process electronic

20 messages typically maintain a message list identifying electronic messages received
for reading and processing by the recipient. Such processing can include, for
example, replying to, forwarding to others, deleting and filing the messages.

It 1s known to configure e-mail settings for wireless handheld
electronic devices from a software utility at a desktop personal computer that

25  interfaces with a wireless enterprise server over, for example, the Internet. Such e-
mail settings may include, for example, e-mail filter settings, e-mail redirection
settings, save copy of e-mail in a sent folder settings, e-mail auto-signature settings,
and out-of-office reply e-mail settings. For example, an e-mail filter setting is a
setting that blocks certain e-mail messages based upon user-selected criteria. Ane-

30  mail redirection ‘setting enables and disables the redirection of e-mail messages froma
user’s normal e-mail system to the user’s wireless handheld electronic device. Such
settings may also redirect e-mail messages from selected folders (e.g., Inbox; Spam)

in the user’s normal e-mail system. An e-mail auto-signature setting enables and



30mai |l redirection setting enables and disables the redirection of e-nail
nmessages froma user's normal e-mail systemto the user's wrel ess handheld
el ectroni c device. Such settings may al so redirect e-mail nessages from
selected folders (e.g., Inbox; Span) in the user's normal e-nmail system An
e-mai | auto-signature setting enables and - 2 - disables appending
predefined text to an e-mail nessage that2is sent froma wirel ess handheld
el ectronic device. An out-of-office reply e-mail setting enables or
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SUMMARY OF THE INVENTION

15 These needs and others are met by the invention, which provides a user

interface on a wireless handheld electronic device, in order to remotely control e-mail
settings for the device without using a software utility at, for example, a desktop
personal computer.

In accordance with one aspect of the invention, a method of remotely

20  controlling e-mail settings comprises: maintaining at least one of the e-mail settings at
a wireless enterprise server; associating at least one of the e-mail settixigs with the
wireless handheld electronic device; and enabling remote control of at least one of the
e-mail settings at the wireless enterprise server through wireless communication
between the wireless enterprise server and the wireless handheld electronic device.

25 The e-mail setting may be an e-mail filter setting, and the wireless
handheld electronic device may be employed to create, display, edit or delete the e-
mail filter setting.

The e-mail setting may be an ¢-mail redirection setting, and the
wireless handheld electronic device may be employed to enable or disable the e-mail

30  redirection setting. At least one folder corresponding to a predetermined category of

e-mail messages may be included with the e-mail redirection setting. The wireless



e-mail settings at the wireless enterprise sewer through wreless

communi cati on between the wireless enterprise sewer and the wrel ess
handhel d el ectroni c device. 25The e-mail setting may be an e-nmail filter
setting, and the wirel ess handhel d el ectronic device nmay be enpl oyed to
create, display, edit or delete the email filter setting. The
e-mai|l setting may be an e-nmil redirectidon setting, and the wirel ess
handhel d el ectroni c device may be enployed to enable or disable the e-nail
30redirectio i I , i redet erm ned
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el ectronic device nay be enployed to 15enable or disable the e-nail setting
associ at ed whitpmaticallygisabled pla predetepined datan The wireless handheld electronic

device may be employed to edit the predetermined date.

The e-mail setting may be associated with saving a copy of a sent e-

mail in a sent folder. The wireless handheld electronic device may be employed to
15  enable or disable the e-mail setting associated with saving a copy of a sent e-mail in a
sent folder.

The e-mail setting may be an auto signature e-mail setting. The
wireless handheld electronic device may be employed to enable or disable the auto
signature e-mail setting. A text field may be associated with the auto signature e-mail

20  setting, and the wireless handheld electronic device may be employed to edit the text
 field.

As another aspect of the invention, a system comprises: a wireless
handheld electronic device comprising a plurality of e-mail settings associated
therewith; and at least one server comprising a database maintaining at least one of

25  the e-mail settings, at least one of the at least one server being adapted to wirelessly
communicate with the wireless handheld electronic device. The wireless handheld
electronic device is adapted to remotely control at least one of the e-mail settings at
the at least one server through wireless communication between the at least one server
and the wireless handheld electronic device.

30 The at least one server may comprise a wireless enterprise server and
an e-mail server. The at least one of the e-mail settings may comprise an out-of-office

reply e-mail setting. The wireless handheld electronic device may be further adapted



sent folder. The e-mail setting nmay be an auto signature
e-mai|l setting. The wirel ess handhel d el ectronic device may be enployed to
enabl e or disable the auto signature e-mail setting. Atext field may be
associated with the auto signature e-mail 20 setting, and the wreless
handhel d el ectronic device may be enployed to edit the text field. As

anot her aspect of the invention, a systericonprises: a wireless handhel d
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enterprise server. The wireless enterprise server may be adapted to update the at least

one of the e-mail settings in the database based upon the changes.

15 The at least one server may further comprise an e-mail server. The at
least one of the e-mail settings may comprise an out-of-office reply e-mail setting.
The wireless handheld electronic device may be further adapted to input a change to
the out-of-office reply e-mail setting and to wirelessly send the change to the wireless
enterprise server. The wireless enterprise server may be adapted to forward the

20  change to the e-mail server.

As another aspect of the invention, a wireless handheld electronic
device comprises: an input apparatus; a wireless communication port; a memory
including a plurality of e-mail settings associated with the wireless communication
port; and a processor cooperating with the input apparatus, the wireless

25  communication port and the memory fo remotely control at least one of the e-mail
settings at a wireless server through wireless communication with the wireless
communication port.

BRIEF DESCRIPTION OF THE DRAWINGS

A full understanding of the invention can be gained from the following

30 description of the preferred embodiments when read in conjunction with the

accompanying drawings in which:



wi rel ess handhel d el ectronic device may be further adapted to input a
plurality of changes to the e-nmail settings and to wrelessly send the
changes to the wireless enterprise server. The wireless enterprise server
may be adapted to update the at | east one of the e-mail settings in the
dat abase based upon the changes. 15The at | east one server may further
conprise an e-mail server. The at |east -@e of the e-mail settings may
conprise an out-of-office reply e-nmail setting. The wi rel ess handhel d

el ectroni c device may pgfdyf fshﬁ[) S%R&&@of QW'II@f?:'éé hﬁidﬁaﬁ@%trBﬁchgﬁce in

out-of-office reply e-mail settihg and to wirelessly send the change to the
Wi r el ess ent axcprdages with therinvefitonwi r el ess enterprise server nmay be adapted
to forward the 20 change to,the i1, server . As another aspect of the
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appar at us; adwiedfEssyre@mmuni cation port; a menory including a plurality of
e-mai|l settings associated with the wirel ess conmuni cation port; and a
processors cooperat i ng F\JlgtlwilhenﬁlfﬁsmlcaﬁpMQSaESLlatthM‘Dmsegmhlz@menu

comuni cati on t.he to renotely control at |east one of the
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A full understandi ng of the invention can be gained fromthe foll ow ng 30
descri pti on @fplayrd éﬂ@km@@lma@uﬁ’em@emnswé@uomg@@r@] unction with the

acconpanying draw ngs p M zﬁ{ee g{nple Pofan maﬂ Filters dlsglag s%a%ncth%t is ﬁhs% ahrch plan

view of a wireless han onic eV|ce In-a
inventiof)  after making a seldetign fionPthiesnenuscienef Figuttoqi ction of the wirel ess
handhel d el ectroni c devllgﬁr% 6O afn efclam%{eeof the Email Filters display screen of Figure 5 and
* the corresponding menu screen.
Figure 7 an example of a Filter display screen that is displayed after
making a selection from the menu screen of Figure 6.
15 Figure 8 is an example of an Email Settings display screen that is
displayed after making a selection from the menu screen of Figure 4.
Figure 9 an example of the Email Settings display screen of Figure 8 and
the corresponding menu screen.
Figure 10 is an example of a Folder Redirection display screen that is
20  displayed after making a selection from the menu screen of Figure 9.
Figure 11 is an example of the Email Settings display screen that is
displayed after making a selection from the corresponding menu screen of Figure 9.
| Figure 12 is a block diagram shoWing a wireless handheld electronic
device, a wireless enterprise server and database store, a mail server and a personal

25  computer (PC) in accordance with an embodiment of the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

As employed herein, the terms “e-mail setting” or “e-mail settings”
mean one, some or all of e-mail filter setting(s), e-mail redirection setting(s), e-mail
setting(s) associated with saving a copy of a sent e-mail in a sent folder, auto-

30  signature e-mail setting(s), and out-of-office reply e-mail setting(s).



S5Figure 3 is an exanple of a Message List and a correspondi ng nmenu screen

of the display of Figure 1. Figure 4 is an exanple of a
Message Options nmenu screen that is displayed after making a selection from
t he menu screen of Figure 3. Figure 5 an exanple of an
Email Filters display screen that is displayed 10 after making a sel ection
fromthe nmenu screen of Figure 4. -6- Figure 6 an exanple of the

Email Filters display screen of Figure 5 and the correspondi ng menu screen.
Figure 7 an exanpl e of TﬁeEvjeﬁt%n | RRRYd E@d'atwﬁ 1t111§§&ﬂe ﬂeﬁfter

maki ng a selection fromthe nmenu screen o ure ure 'S an
exanpl e of anleEimmiié dSatd, ahlgcslgﬁlthqnimyntmmeppltchhlb t® a“ddcsphgqeﬁhaaﬂhcﬂd maki ng
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exanmpl e of t RECEUE PSSt | ngs di splay screen of Fi gure 8 and the
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enterprise server dat abase store, a mail server and a persona 25
comput er ( Pojl), iand a pbonlitsng eoubmpsﬂ%m(Flgnba}h Hagproedssethkd mmbmtfqarunstance
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e-mai | fidt eapmeithd slaﬁcsl)mvﬁtegrau ufﬁgnanﬁ@tth@dsutF@ttatppmﬁﬁ)m ﬁhi&ﬁluhclmtal ng( s)
associated wth saving a cop a sent e-mail in a sent folder, auto-
wireless commumcatlons port 23 (Figure 2). The processor 16 also interfaces with

ere| n,

the memory 20. Examples of handheld electronic devices are included in U.S. Patent
Nos. 6,452,588 and 6,489,950, which are incorporated by reference herein.
As can be understood from Figure 1, the input apparatus 8 includes a
15  keypad 24 and a thumbwheel 32. The wireless handheld electronic device 4, as
shown, employs a user interface including, for example, the keypad 24 and the
thumbwheel 32 for user interface navigation. As an alternative to the thumbwheel 32,
a wide range of cursor positioning and/or function selecting mechanisms or other
suitable user input devices (e.g., a touch pad; a joystick button), whether presently
20  known or unknown, may be employed.
Continuing to refer to Figure 1, the keys 28 are disposed on a front
face of the housing 6, and the thumbwheel 32 is disposed at a side of the housing 6.
The thumbwheel 32 can serve as another input member and is both rotatable, as is
indicated by the arrow 34, to provide selection inputs to the processor 16, and also can
25  be pressed in a direction generally toward the housing 6, as is indicated by the arrow
38, to provide another selection input to the processor 16.
Another key, the <ESC> key 45 is disposed on the side of the housing
6 adjacent the thumbwheel 32, although the same or similar key may be disposed as
part of the keypad 24.
30 The memory 20 (Figure 2) can be any of a variety of types of internal
and/or external storage media such as, without limitation, RAM, ROM, EPROM(s),
EEPROM(s) and/or the like that provide a storage register for data storage such as in



30signature e-mail setting(s), and out-of-office reply e-mail setting(s).

- 6 - The invention is described in association wwth a wireless
handhel d el ectroni c device, although the invention is applicable to a w de
range of handheld el ectronic devices. A wireless handhel d el ectroni c device
4 is indicated generally in 5 Figure 1 and is depicted schematically in
Figure 2. The exanpl e device 4 includes-&-housing 6 upon which are disposed
a processor unit that includes an input apparatus 8, an output apparatus

12, a pr OCesﬁfé@a&@ozﬁﬁ%ﬂ%ﬂ%ﬁ{}éh&a’%%&&%ﬁ é)cgrrnglétgg, %ﬁ%ﬁgﬁg%gﬂrnﬁ%n%}ry ofnd a
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various applications and icons are shown, a wide range of fewer or greater

applications and icons may be employed.
In Figure 1, the home screen output 64 is currently active and would
constitute another one of the applications 86. One of the other applications 86, such

20  as the Messages application 98, can be initiated from the home screen output 64 by
providing a suitable input through the input apparatus 16, such as by suitably rotating
the thumbwheel 32 and providing a selection input by translating the thumbwheel 32
in the direction indicated by the arrow 38. For example, the home screen output 64
displays the icon 110 associated with the Messages application 98.

25 Figure 3 is an example of a message list 114 and a corresponding menu
screen 116 of the display 60 of Figure 1. The message list 114 is displayed by the
processor 16 responsive to the initiation of the Messages application 98 (Figure 2), as
was discussed above. The menu screen 116 is displayed by the processor 16 from the
Messages application 98 responsive to the processor detecting another input through

30  the input apparatus 16, such as by providing a selection input by translating the
thumbwheel 32 in the direction indicated by the arrow 38 (Figure 1). Within the

menu screen 116, there are menu items including, for example, 2 Hide Menu itemn



30The menory 20 (Figure 2) can be any of a variety of types of internal

and/ or external storage nedia such as, without limtation, RAM ROV

EPROM s), EEPROM s) and/or the |ike that provide a storage register for
data storage such as in - 7 - the fashion of an internal storage area of a
conmputer, and can be volatile nmenory or nonvol atile nmenory. The nenory 20
additionally includes the routines 22 for8the processing of data The

routi nes 22 can be in any of a variety of fornms such as, wthout -
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exanpl e out pot), €¢losd Hemdi28 pwhigh &thenaylectbd causactha déessagea ppyilichiorg98 tocur sor)

84 (Figure 7). that, depicts general] 1ere the next input from the input
apparatus 8 W SHuE Bode Seder suguidh g Groare 1@?%»?33%_ prqns tens

di spl ayi ng a 1heMyiRaHREOpEdRtitchE PILR.BkSe® iR W harfRPIHFRsIRES 86
(Figure 2) 10 depicted as corresponding discrete Icons 88. The applications
86 include, fescribed iy MessagCiptionmempgir¢analZdad Fifire dis disilayeds Book

application 92, a Tasks,application,94, MeppPa Menos i catign 96, a
Messages application 92113 Y SE&5t &B%@F%ﬁg}éﬁﬂa FOI*FHQS“@%@%E i ng

i cons 88 i ncireBencilfabibn f¥AMIZC an ERRIIGaHGH o 1300shddEmbiNSehflsY 58 18P0k icon
104, the Tasks icon 106, the MenoPad 15 icon 108, the Messages icon 110 and
t he Search i dbaGengral Ppidonsdicny 826, whehseleeigh peamitolie uaprpb isetaohvensionald-i cons
are shown, a_w: e .qare | -0n | cons may be
enpl oyed. H%Id&eﬁtasggﬁlﬁg&l% Upggpiayjilﬂlg’. ﬁ%sﬁ‘[aay S ﬁ%%:@%‘ﬁ?‘ﬂ?e%%% {fnst?'%ur rently
active and whahdheRioskadtiohictdevivealt Nette Bmsil RécdnbitiatippiteaalBorbenBilectade of the
other applications 86, such 20 as the Messages application 98, can be
initiated frBH'YeE 2icemeensiepaldy-diygetinnel smagyregonsiiatipn fetsveswy theaisetes pawut

t hrough the | ' : ' e t hunbwheel
32 and pr ovi g1 e B e ol 52 T T he
di recti on i naiotkstatidnpynd the handiehl G6cirdhor devxanio| Althdugh theoiemsX6emd (@8t put 64

di splays the_icon 110 assogi d wth th ssages appl jcation 98. 25Figure
3 L an exanpieetgrnpnegt bafot e el defingf Rty deleg the g Ema
15  Filters item 130 causes the Email Filters display 136 of Figure 5 to be displayed.

Similarly, selecting the Email Seftings item 132 causes the Email Settings display 138
of Figure 8 to be displayed.
As will be explained, starting from the Message Options menu screen
124, the user may control various different e-mail settings such as, for example, e-
20  mail filter settings (Figures 5-7), auto signature e-mail settings (Figure 8), e-mail
folder redirection settings (Figure 10) and out-of-office reply e-mail settings (Figure
11). As will be discussed, below, in connection with Figure 12, the e-mail settings
248, which are created, displayed, edited and/or deleted by the wireless handheld
electronic device 4, permit the software utility 140 of the PC 134 (Figure 12) to not be
25  required for day-to-day usage. As aresult, users can configure important e-mail
settings from the wireless handheld electronic device 4. Those e-mail settings 248
may also be found, for example, in a Redirector Settings component 142 of the PC
software utility 140.
Referring to Figures 5-7, the user can create (Figures 6 and 7), display
30 (Figures 5-7), edit (Figures 6 and 7) and delete (Figure 6) various e-mail filters. As
shown in the Email Filters display 136 of Figure 5, there is a first display portion 144
and a second display portion 146 including two example filters 148 (Filterl) and 150



screen 116 of the display 60 of Figure 1. The nessage list 114 is displ ayed
by the processor 16 responsive to the initiation of the Messages
application 98 (Figure 2), as was di scussed above. The nmenu screen 116 is
di spl ayed by the processor 16 fromthe Messages application 98 responsive
to the processor detecting another input through 30 the input apparatus 16,
such as by providing a selection input byY+translating the thunbwheel 32 in
the direction indicated by the arrow 38 (Figure 1). Wthin the nenu screen
116, there , i j

118, i oh LR L o] e S RE PO 4 o WAL o e P TP b b 0 e
di spl ay 60, mec@agswili besani R0the whictdss himaihekledlenttoan desics dsastildicdvisbisyaihe s

appllcat|0n9 to.clo screen oqut 64‘(Fig re 1) to be

redi spl ayed, ' cgiigetion 5%’9‘3332 (&F‘"Sm?fogE SWeR e ef’%“%ﬁ% AL e kihei}f?)“?’i

sel ected, i NpchRpSARR J¥B Ricet falvafdss ﬂaee%nén%&cﬁd: lr&dvar&éa%rh/&ﬁl%e&e tfPLions
menu screen 124 of Figure 4 is displayed he nenu screen 124

i ncl udes % Ghoariglesohandhehd ¢1@<élrmmvlcarﬂ Hirlhis emmdn,dhenearemmblnd 128, an

E | Filt t E et t T t
Trom 126, i B D the ApbRcheE, B L5b W s TR alt R Rert | nt
settings (e.gaybPofi®bonort filkis acmlfwud}mgy béRaépohaeddR hBlkd 8Pdiskfed O

handhel d el ectronic device 4. The Email Reconciliation item 128, when

sel ect ed, pr@\gdééahseé@ﬁﬂ/fé\ﬁhe@ﬁwmﬁhﬂvm» ectional e-mail reconciliation

bet th PC
D een e ST’ S ol Ry MERRSE T Mol 1 50 BERSRRUAOTRILET (RO,
need not be onplayed.. el eptipg the Eoml | 16 FI T Lo ab"%‘b‘“@fi%"m"* “h
n not e e eda.. ecti nal | ers rrem causes e
Erergi | Fil ter%‘n‘gL%Pﬁiﬁnag‘@ E%B‘Eﬁlgzﬁ’tg&r%]é (@Es i splest Filist 1 48, 88 §hovay| ect i ng
the Enail Seifd ﬁlgﬁdilfg%n@eﬂe%ao&ﬁigg?ﬁy& 'the Hekdbl/hes i lﬁ%@a%e%ﬁén of Figure

8 to be displayed xpl al ned, starting fromthe
Message Opti mds:atvdrbw thcareen 38.27he tivou memcn by foc thetenobled Eilteols $48jmbmdese nt

57 auto of st BEndo o FBPFRp®n i, it STl pFicROioger RRucintot  on

set tings) A Fi psty, an Edit iAo h DRlctoftbihaesnankh\CieseElo 88t HoR0se ERigure 11).
As will be discussed, below, in connection with Fi gure 12, the e-mail

settings 24gFiltamsidisplay B6c Selscting one ebaseiemsderenemabay bis-iH)aradddsy t he
| h tility 140 of
the pe 134 (ERRTEESEHAINELA EHSE (fy aRTL M TR0l $8 18Ry dhe ot 20

resul t, usersrezar 56dvi gumk%plmﬁﬂ(nﬁguree) Ry ﬂhem\tcldag& nfelhomadsuaswthel ESS
handhel d el ec roni c dﬁVI ce 4. Those e-nmil settings 248 may al so be found,

for exanpl e, Seigsted ol filley torbegpe vad pavinpsioribrbel ‘?Mih%‘fexf ﬁ‘é’qﬂéﬂé"éﬂ Sar e

g; i 'd.t szf"gg Filfef2e150 WSkl Be Bk MRSrRir fo FiIfEL HECTh A6 6 88kGt TRiIkYLES 6 and
forwarding of an e-mail message to the device 4); (3) the Disable filter item 162

disables the selected e-mail filter (e.g., causing the check 172 to be removed (not
shown)); (4) the New item 164 displays the Filter display screen 174 of Figure 7 and
allows the user to create a new email filter; (5) the Edit item 166 displays a display

25  screen (not shown) for the selected e-mail filter that is similar to the screen 174 except
that it includes information previously entered for that selected e-mail filter; (6) the
Delete item 168 causes the selected e-mail filter to be deleted and removed from the
screen 136; and (7) the Close item 170 removes the display 136 and redisplays the
menu screen 124 (Figure 4). If the selected e-mail filter is disabled (not shown), then

30  the Disable filter item 162 is displayed as “Enable filter”. If the selected e-mail filter
is at the bottom of the screen 136 (e.g., such as Filter2 150), then the Move down item
160 is displayed as “Move up”.



30(Figures 5-7), edit (Figures 6 and 7) and delete (Figure 6) various
e-mail filters. As shown in the Email Filters display 136 of Figure 5,
there is a first display portion 144 and a second display portion 146
including two exanple filters 148 (Filterl) and 150 - 9 - (Filter2). The
first display portion 144 shows that if no filters apply, then an e-nmai
message will be sent to the wireless handfleld el ectronic device 4 as

i ndi cated by the redlrectlon setting 152 (Yes). If, however, the setting

152 was "No, " then e- maislshdRs HABE FitlePaisp1d Il
criteria are not forwar Sgd or redllrect e%l ?8&%‘%@%&% %ggéahgggﬁlfeledrhﬁr

el ectronic dé‘kﬁrsenduddsm rtumbsr ekemp feglds, hecheasdi76, 1760 8& 81 84 the dgfine the

di cated by th 154 0, .alth
Lher o rmy boTBRE BV el Hiftrofongatmlanty Hld HERaBrauRergabonbi cd
or disabl ed §@efnamd (3¢ FRGNCEIRED, asﬁw&n(m%ﬁegﬁozm)one%rﬁélm dfndi gure

6, a menu screen 156 can be initiated fromthe 10 di splay 136 by providing

a suitabl® i fiplds lf!&rl&@gw,l%mahb@mma}@prad tot Gilter 26 e-mait messgdyased uparbthy

tat th 1 | 148,
;(r)\o:nl) r]gmd ;e)is%l@fu’ g %ﬁ eg%yééefd g}g ?1}' I)ﬁ?li’beyg?srsf%ege?qﬁy%&q E%d &%ﬂﬁ%@@%e?s% in
t he directi oBubj mwﬁl@ﬁedﬂ?}( fidle 1820\ tBSmeddage eméh@ﬁ@ﬁate%@ flefd 1840e
enabled Filterl 148 includes a H de Menu item 15 Move down item 160, a

Di sabl e filt Enrtherewre gero, onepaaing pesl abthe gheckboxes 186 18804 90aaay be oapleyed it em
o8 and 2 S RPfiud A o af ek B [AEnEBCly B b 856 o LY pp ek BB O O

one of those Itens (even nu rovi des "oné o
seven act® ons86, (gt it (fearbbuly) chpind (TAEMA B usenmvsekeclel &y khevk mnesmnaféﬁ from

t he di spl E t h d t 160 th | ected
ot P11 eftat b S sitonat ris T EBRCEY 1o Betrantibeic Syshoc Aek KO0 | for
(e.g., 20 Fi hig dnd&Cboist dle BR1d199 qb@%a@rae%ﬁ&yew) RRE! an:llﬁﬁl’al&'rﬁbsg.{ er to

attenpt to filter out forwarding of an e-mail nessage to evice 4); (3)
t he Di sabl e that ingludes mmmaWWﬁimelghéuge Ineuhapllos; maid) ab stleaed befigld,

causi ng the ck 172 .t ved g t he Ne 64

di spl ays the f Prafeng 5 EP"%%% él ?I(IYA%V& Qg h?‘ﬂie@ﬁéer to
create ajyew, lai: sd‘lédtécﬂfy ﬁé15)194 hFulEi‘iBrt thefe8h Hef Ib6&9:£t@éﬁn@s ik sRiAY
25screen (not for the selected e-mail filter that is simlar to the

screen 174 e @tpfeah@ﬁnqttfowml)uété@tﬁsﬁpérhmorr@spoad@guednglﬂﬁltermsémed for that
selected e-mail filter; (6) the Del et 168 causes the selected e-nmail
filter to be deleted and renoved fron&#&éﬁg}reen 136; and (7) the C ose
item 170 renoves the dF&pdxamplleg%EllmmtimaadbemhﬁMadé ﬂﬁitmnm felaaeo (Rigdre( Fi gure

4). If the Ss?)l a?n%ltlggy 1%0 e ‘Johngt et%@xyz%logl ?ll ?h% fgonn?tﬁe?d 1QIS and thehcheck box
20 186 being checked. As a result, e-mail messages from JohnSmith@xyz.com sent
directly to the user of the device 4 would not be forwarded to the user’s wireless
handheld.
Example 2
For example, Filter2 150 would include “Filter2” in field 176 (Figure -
25 7)and may include “Low Rate Mortgage” in the subject field 182. As a result, any e-

mail messages including that text in the subject field would not be forwarded.

Figures 5-7 show that users can now perform any or all of the
following actions directly from the device 4 without requiring any PC 134 (Figure
30 12): (1) view e-mail filters (Figures 5-7); (2) edit e-mail filters (Figures 6 and 7); (3)
delete e-mail filters (Figure 6); and (4) create new e-mail filters (Figures 6 and 7).



30 the Disable filter item 162 is displayed as "Enable filter". If the
selected e-mail filter is at the bottomof the screen 136 (e.g., such as
Filter2 150), then the Move down item 160 is displayed as "Mve up". - 10
- As shown in the Filter display screen 174 of Figure 7, each
of the e-mail filters-includes a nunber of entry fields, such as

176, 178, 180, 182, 184, that define the newlbr previously created e-mail
filter. For exanple, the field 176 defines the e-mail filter nane (e.g.,
Filterl; Filter2, as s L i ; [} : f.the 5
fields 178, 180, 182, 184@%][“%285%% %915@39’0@? oF Fighte® is ot |y?a|?r§ésljssggégné%sed
upon t he senthercomssposilisgtitent I3y fromeltht M) sarden 124 ©if Pigard 4.aFhesdibay €38 by
field 180, the ssage sub'.fct.as se|l ected by field 18&,? and. t he nessage
contents as %}“ggi‘é S| PSS, SUe ABHRY le, 78 egnalpiedirecliopselyipg o) | of

the check boxgs(eldKehd FBnldOTd RIS g}%@l steﬁin%ibe%so@iggag'&fgiléggmg?ﬁage

that is sent directly to the user as selected by check at is
("carbon") cepiyed a@sedG-inal o 2 srat fader (ag., Salve CopyllnnSent Reldkr) poxaut88 and/ or

that is ("blj.nd. . carbon;) .copi ! ") tqQ.th ser,as sel.ected by check
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an e-mai | mesaAgetihfatd (d€] UseourDf ORI Thekd 4-Rdil atifles N gh; normal ;
| ow;, none) as selected by field 192 or a sensitivity setting (e.qg.,

personal ; coh18:3¥5302:104 mgy ipdividualp bergnablethies Yeshor digdisifels..¥0)sel ect ed by
field 194. F , I S. ] 9 def i th ti t
(eSo a0 northdloxbMBle-tniit Srih sdlockts ko R AdNE ok i g b FEE, ¢

true. EX@nmlenabled and none, one, sofmelor @l &gy i, disabldde Sidce tBa® silgBatirecd- e
"Filterl" in field 176 (Figure .7) agr(n&i_ may include "JohnSm th@yz.cont in
the from fi eftfReAD245 gn glse disblsysd 3dha epyrespensing e Kaprtursdert 208sul t

e-mai | messi(?_?, iﬁ&lﬂ%ﬂdﬁ’ﬁﬁl@,%ﬁ?@%ﬁﬁm&)‘?m sent directly to the user of the

device 4 wo not be forwar o0 t'he user's wi rel ess handhel d. Exanple 2
For exanple, Filter2 1Bgumdshows theldigbay sicet ¢320f Fipurt Bahd thEtomtdpogding 25 7)

and may include "Low Rate Mdritgage’' in the subj . field 182, As a result,

any enmi | rrelgglélbsé%ean@? dﬁ?tﬁsgélﬂﬁﬁgec't[@'x"?‘e PHCEREr iﬁg‘]t‘%‘ﬁ 3} FeEPAsis P thenot  be

forwarded. Rigedses detcbiind MWihdidpud 8868 i r i@ingt he

fol |l owi ng a(f[:i or?s di_ﬁef:lt %/rn;r omlz he de%lip?g lﬁaﬁﬁ%‘?g @égg?hrzi%nb 5131‘3?8%& 134
3]

(Fi gure 30123 selqeiipn jnpahb latingjthe humbyeieglitZein the diyectipR jndéwitad te-thei |
filters (Fi %o%3§(ﬁ§lﬂ’eﬁ.; Tl(lég)nenu screen 206 includes menu items

208,210,211,212,214. Selecting one of those menu items 208,210,211,212,214

provides one of the following five actions: (1) the Hide Menu item 208 removes the

20 menu screen 206 from the display 60 (Figure 1); (2) the Change Option item 210
either toggles the selected one of the e-mail settings 198,200,202,204 (e.g., selected e-
mail setting 204, in this example, would toggle from No to Yes); (3) the Folder
Redirection item 211 brings up the display screen 224 shown in Figure 10; (4) the
Save item 212 saves the current e-mail settings 198,200,202,204 in the memory 20

25  (Figure 2) of the device 4 and, also, remotely controls the corresponding e-mail
settings in the wireless enterprise server 216 and/or mail server 218 (Figure 12); and
(5) the Close item 214 removes the display screen 138 and redisplays the menu screen
124 (Figure 4).

Example 3

30 For example, if the user edits one, some or all or the e-mail settings

198,200,202,204 and/or the text fields 205 or 220 (Figure 11) and then selects the

Save item 212, that information is saved in the memory 20 (Figure 2) and, also, is




delete e-mail filters (Figure 6); and (4) create newe-mail filters
(Figures 6 and 7). The Email Settings display 138 of Figure 8
is displayed after selecting the corresponding item 132 fromthe nenu
screen 124 of Figure 4. The display 138 includes various e-nmail settings,
such as, for exanple, an e-mail redirection setting 198 (e.g., Send Enai
To Handhel d), an e-mail setting 200 assoéfated with saving a 5 copy of a
sent e-mail in a sent folder (e.g., Save Copy In Sent Folder), an auto

si gnature e- @idelessi§cbmffinARd 16 18 devide® tﬁ%ﬁ@w%ﬂ:@érﬂé@lse s%?tﬂe 'P?Q
out-of-office reply email setting 204 (e.qg., epTV
Those e- mai | bediseussers belpog iamnedipnoth Fagyrd kdi vi dual | y be enabled (e.g.

Yes) or disabled (e.g., No). Al though exanple e-mail setting sel ections are
shown, none, one, sonme or all may be 10 enabl ed and none, one, sone or all

may be disabled. Sincelfthi@e abiltefing ki Bea Tihndh@ld 19895 3%léd5(Y%E')ab| ed,
al so displayed is the corresponding auto signature text in thls

exanpl e, ﬁw geg h@gq;qe@f the rules of the e-mail Bitgigi(e g9 Figveas) appty, mmphfaynmdr een 138

of Figure 8 ree IS dlsla ed by the
pr ocessor Rl? gs EQ% ﬁ%&@%@&g@%@:ﬁ%‘g&% ﬁﬁ(g Viqoe%tFy t?‘%%‘%‘@ esﬁlgrt‘ Fg fot her

i nput througmeﬁegurapﬂ) Eippes 8tahid 9 Ihow it theaBeldanRisy b Eithnge BRleGRAil ON

i nput by trans|ating the thunbwheel 32 in the direction indicated by the

arrow 38 (Fi tdHection sething 198 by selestingfho particwlar eriadl saiting Withethg thumbwheel
208, 210, 211 10, 211, 212, 214
provi des oneg%?d%kél?gsﬁkgfvah%gg ?@g@%ﬁ%ﬂﬁ@%%?@ﬁ%ﬁ@nu |tem 208 .

removes tthe 20 menu scHdbme-B0f skitingSabe Cdpys bl Sont BOIdEF2@LE @ndbled (¥2%),t he
Change Optio g1m210 EItQEl‘ t oggl es the s?l ected,_one of .the e-mail
fisp 1t

settings 198 CRIICCS A PUre YSPEESARPPY Of e 9-mail message dipa sent fpldes; s

exanpl e, woupy gl A8 hdNeh h em 211
brings up the displa éi)a;élct?een Ogﬁzos(sﬁf\l/\ln?ldﬁﬁliﬁggtﬁfﬁgﬁoﬁgﬁgﬁgué#em 212

saves the cufdnehew andrphidangs dretd- mgéS@_tQBgZQ@ 202,204 in the nmenory 20

25(Figure 2) of the de nd,. a tro corre ondi ng
e-mai| settings in thew\;\nﬁre 53 %lﬁtggﬁs‘ﬁﬁ Egélf’\'f\éer 1§ et Z‘f‘%& |}F’nst ver

218 (Fi gisr e t)205488 dpfdmied B tielconail séreéaﬁwfg%fem&)so hﬂaee-ﬁiaﬁnhéxag%ﬁ ﬂfa@n 138
and redi spl %s the menu screen 124 (Fi 8ure 4 anple 3 30For exanple, if

the user edi ES@H@Y\%%W&& alflsur@?&aﬁ@ showyjt atﬂmspwslu%amb@aag@mm
and/or the t@ﬁ%an gﬂto;%gﬁd/Bf el ﬁ&b%{t Edl%&?e C%Hgspfgﬁ?.g%&t%% c%otshe Save

item 212, that | n on I's save ure and, al so,
is operatlvely associated with the setting 202. For example, the text field 205 could be

edited to alternatively state “Sent From My Wireless Handheld”.

20 If the e-mail setting Use Out Of Office Reply 204 is enabled (Yes),
then the mail server 218 (Figure 12) sends a predefined reply e-mail message to any
e-mail message that is sent to the user’s email address/account. Figures 8,9 and 11
show that the user can view and change the e-mail setting 204 and/or create, view and
edit the corresponding text field 220 (e.g., “Note — [ will be out of the office ....")

25 (Figure 11) or due date 222 (e.g., Fri, Dec 10, 2004) (Figure 11). For example, the
due date 222 could be edited to alternatively state “Sat, Dec 11, 2004™).

Figure 10 shows an example of a Folder Redirection display screen 224
that is displayed after making a selection from the menu 206 of Figure 9. The user
may employ a menu screen (not shown) similar to the menu screen 206 (Figure 9) to

30  edit the Folder Redirection settings wirelessly from the device 4. This allows the user
to specify e-mail folders (e.g., without limitation, Inbox 226; User-defined email

folder 228) for which corresponding e-mail messages are redirected or forwarded to



- 12 - wirelessly communi cated by the device 4 to the wireless enterprise
server 216 as will be discussed, below, in connection with Figure 12.

If the e-mail setting Send Email To Handheld 198 is enabled (Yes), 5then if
none of the rules of the e-mail filters (e.g., Figure 5) apply, then the
e-mail message is forwarded or redirected to the device 4 by the wirel ess
enterprise server 216 (Figure 12). Figurd3-8 and 9 show that the user can
vi ew and change the e-mail redirection setting 198 by selecting the

particul ar eiiRddvicees. tt Will ¥4 dfpridifed taiRe ' (NaTe® u 206,
and sel ecting thglChange QOtiﬂc?rr\ ‘tem 210, 1%}?%%92?%@%22?%&?81 ave Copy

I n Sent Fol def tieGorees 2ehuialy bd s¢istsed or dersstectdddyphodedsod. 16 (Figure 2) saves
a copy of the e-mail ssa i.n a sent folder 217 (Figure 2) in the nenory
20 of the device 4. Fi Eﬁ”é‘gﬁ83h8ﬁ'a a@sc‘é‘?ﬁg\,\ﬁ@ﬁg{}e epail gscisplayi ssirenhd8 ehange

the e-mail seiding aﬁgoselekfin% fie cﬁﬂ%#giﬁg%égggtg?%#ﬁg@g QN@LELEe 202 is

enabl ed (Yes), then the 15 Text 20 he“e-mai | server 218
(Figure 12) tchargme the sattihg 2bcfjewetth Ahisshows dimt thyusehearddsy @bt the Ot glr es 8

and 9 show t t he, user..can vj an hange,the .e-mpj| setting 202 and/ or

create, vi ew%i B kP e Al S%HW Zﬁ%vmra eﬁéy?@g’tm? BYiEe QO@L‘E)B?F&?IF 8e| y

associ at ed Whidblé/BRa16 tHat 84tieO204, GREchSY AFD |a@tonfaﬂ|@aﬂfdi§abﬁ%ﬁ'fﬁg%ﬂé%eﬁgrd be
e }

edited to alternatlvelgl state "Sent From My Wrel ess Han t he
e-mai | settiR§8 (gsurell) @ g G LoweNRtes[ pr Domines” eaihbdreet) (0fgo)ts stdhersetting, mai |

server 218 (Eipgure. 12) ds, a _predefi repl y,.€-mai,l nessage to any
e-mai | -rressaggg#h%tv iI(\1%54 azlgn%g %g%mg“gerggreﬁ%gﬁ 5‘!’8‘? Yz)ﬁ'ﬁg’? QE&PE‘B@S‘gﬁW ‘%\i‘? gures 8,
9 and 1116how22.hehe tdeecaisdiso adte ¥ndvdithe a6haRgE 16h©20; HREontHSt MiB@saF%
and/or create, Vi and edit the corres(%)ondl ng text field 220 (e.g., "Note

-1 will be Sutlogk endicspsofidixchangeServes( dp aytematipallydisabla smck ape{ e. g.
Fri, Dec 10, ,28Q4)in6hhgure 11). For exanple, the due date 222 could be
edited to al ternatllngel y state "Sat, Dec 11, 2004").

Referring to Figure 12, the wireless handheld electronic device 4, the

wireless enterprise server (ES) 216 and a database store (DS) 230 of user e-mail
15 settings, the mail server (MS) 218 and the personal computer (PC) 134 are shown.
First, the user makes one or more changes on the wireless handheld electronic device
4 to an e-mail setting (e.g., e-mail filters, such as 148,150 of Figure 6 ; e-mail
redirection setting 198 (Figure 8); save copy in sent folder e-mail setting 200; use
auto-signature e-mail setting 202; out-of-office reply e-mail setting 204). Responsive
20  to the selection of the Save item 212 (Figure 9), the one or more change(s) is (are)
then sent to the wireless enterprise server (ES) 216 over a wireless connection at 232.
Next, at 234, the ES 216 updates the e-mail setting(s) for this user in a suitable store,
such as the user e-mail settings database store (DS) 230, which is employed by the ES
216. If the e-mail setting(s) include the out-of-office reply e-mail setting 204, then
25  this e-mail setting is forwarded, at 236, to update the mail server 218 (e.g., Microsoft
Exchange Server®) as that e-mail setting 204 is not a wireless enterprise-related
setting and, instead, is a mail server setting.
In this example, the e-mail setting 204 is the only e-mail setting that
affects the core mail server behavior. The other e-mail settings are enterprise e-mail
30  settings and are stored in the mail server 218 (in the user’s account) in order that the
desktop software utility 140 can access them, but are only executed on by the

enterprise server 216, the device 4, and (optionally) the desktop software utility 140.



Figure 10 shows an exanple of a Folder Redirection display screen 224 that
is displayed after naking a selection fromthe nmenu 206 of Figure 9. The
user may enploy a nenu screen (not shown) simlar to the nenu screen 206
(Figure 9) to 30 edit the Folder Redirection settings wirelessly fromthe
device 4. This allows the user to specif¥ e-mail folders (e.g., wthout
limtation, Inbox 226; User-defined enairll4fol der 228) for which
correspondi ng e-nail nessages are redirected or forwarded to - 13 - the

device 4. It will be appheedaiddedunal, NRARIIVAYEhe YRABUSY. mall |setﬁf1g(§m_a3yari ous
folders of the screen 224 may be selected or de-selected by the devitce 4.

Fi gure 11 shelig baypdaedlsnthe 399 ihtheavirdess enterrisagslesktepbefywarc nibty 1488 of
Figure 8 aft el ectiyng the conr di.ng_nenu i 32 of Fi,qure 4 or

ot or 5 chand il fstlEPet i§ 58 NP R oL 28, Biuh ot Bircer can
al so edit theuQttoffite fhlyi £mall Spkivig @048t fhe 918drts FU 1 2P 4nd/ivi the eesdsy from the
device 4. The user can enabl e/di sable that setting 204, which is also

aut omat i cal | yntgipsise s deskigp sofiavapmptility d AQ synnnmsuitablgupail dlipnt gaftwpre (eg.L ot us

Not es(r) or ] & [}By S S . tting, t he device 4
and by the rrapuﬂPP"gé;é vég'rl{@d@'(ﬁég/ﬁé% eirg@Pngt{"?ﬁ ﬁ?ﬁ%f*@%%%ﬂﬁds%‘ad@ée e 10 292,
The user canpmiggn (4 @ alicrasudt “aOiitlodkfpom tHe®C eP wotildbe (R2O.mailsetpR0ASt

M crosoft(r)_Qutlook(r) or Mcrosoft Exchange Server (r) does not

M
aut ot i cal | yREP@aheldh gramnilseitings 208 seould Hhbomade hethsdeskiop seftwargutility12,
th i rel I i i [ 1 » i
(£9) 216 and" X antay heSiEs SeBe bireftle ffact e Balth b 537, SRESHRAISR PPCVT
server (MB) @d8cexhas whlk He24htkak changp it BoticeCForlXdmples theiEBVR16 fiay st , t he

user nakes one. oy re changgs ,on t wi_r.el ess. handhel d, el ec nic device 4

o ok o Petistically ostBP RS K hoted B e 83 ARSI ot o S 306 ave 6

e-mai | redi r aisbebt ©@VEdHHhal 88 pubiisHtn ®yIe maALEvEONS. iP?naiI?[‘ tf2‘f49|, flgEse- mai |
-0

setting 200; use auto-signature e-mail "setting 202; out-of-office reply
e-mai | setti Al sody thepbapasysiraiesshootthe wirelesehiandheld glegtronindeBaw ¢, witieln 212

(Figure 9), is_ (Ar hen sent..tq.t W rel ess

enterprise s%E@%@R%Eégpd%éﬁg\%ﬁ%g?%a&%ﬁgélfsﬁc‘ﬁ}r?n%%f%fz%r? r&f“l i%ﬂl.lgqaext, at 234,
the ES 21% updat es t heF@-dxaiples eetrhaif§Gyerf 28 i hd tdd&@ﬁndeberﬂieﬁﬂ%hﬁ@t@a store,
such as the user e-mail settings database store (DS) 230, which I s _enpl oyed

by the ES 218%2n8¢ iq the out-plapfitice Eply ergradhsefting) finwe 2 feraots gliersrdepice inclnding| y -
e-mail settipg; 2 i - naj tikj NG L Bcf t 236, to
update the ngllgﬁ%gé}t\?gﬁﬁgr& ielagﬂ?e Wgﬁeoggfl?h'g%gﬁggggéd\}g%}tgs that e-nmail
setting 204 paicdatalin nwinitet, os be sotiedof dengmstattbeoweiftdffige mply e-inadt ead, is a
mai | server setti

is the only & ‘ir’}qE%Wii AEVERALS %Hdlftg d“ltflgéi‘%ssﬁ@xsgg‘?l%%?f’é’itgp ?}ﬁ?‘?c{}g‘%’ h}?éﬁf&é}%g? 2‘(I)'ﬁe
other e-7@i | hARhéldRELBAR dBEEHD! | Se e- nai |
A suitable firewall (FW) 244 is preferably employed between the
device 4 and the ES 216. Preferably, there is true “end to end” encryption between
the enterprise server 216 and the device 4, such that the device 4 is truly an extension
that 1s “behind” the virtual firewall 244.
25 A system 246 includes the wireless handheld electronic device 4, and
one or more servers, such as the ES 216 and the MS 218. The device 4 includes a
plurality of e-mail settings 248 associated therewith. The database store (DS) 230 of
the ES 216 maintains one or more of those e-mail settings 248. The ES 216 s
adapted to wirelessly communicate with the wireless handheld electronic device 4,
30 which 1s adapted to remotely control one or more of the e-mail settings 248 at one or
both of the servers 216,218 through wireless communication between the ES 216 and

the device 4.



30settings and are stored in the nmail server 218 (in the user's account) in
order that the desktop software utility 140 can access them but are only
executed on by the enterprise server 216, the device 4, and (optionally)

t he desktop software utility 140. - 14 - Al t hough not

required, alternatively, the various e-nmail setting(s) may al so be updated
by the user via the wirel ess enterprise-$§ desktop software utility 140, if
that is installed on the user's PC 134. For exanple, at 238, the user

modi fies the out - of - of ipge ity @f ARGlosR b feRBc2fdt Rbn hbae HSRln © dRC 134
and/or the wireless 5enterprise'S desktop software utility 140 running

sui t abl e i ¢xesinlaydispblytoiderdisplagng iNbumaof sichas Emdibssitiang infiveato, it

-mai | sett] hat I d b de.via.th i | .g., M ft
Gt Tool o onvikS Bleret e wBatp o i BCuprefr GBI Bl chprdf of the
e-mai | settiggepRédSndmakd] ofbt chabiRE wilhothéiQiatie A ARh§RELEHEsBAllide ty 140.

Then, the steps work in reverse to get the updates out to the user's
handhel d 510 dremeddo falbwithig|the tepms Mdigplaytirs'dishlasige” hsemployedehireiBor exanpl e,

the ES 216 may periodigally noaito nd/or ;be notified of the e-mail
settings and/or the ESﬁ/%‘llg¥ c)ll 1%%'8@%(?1%8 to(g A ‘ﬁ?ngoflﬁ%{(e %?68 ‘%ﬁ%}b{g@%d by
the mail serdeiil 20W8ill Ud dppldciatedtly Bdse skillel ibthe’ &6 thae v fouk Rt icfieRs and
wirelessly tg the wirel ess handhel d el ectronjc. device 4, which responsively

updates its #HisHAyeD® thesegigtals spuld;bedevelapertipy lighhef the ererell trpchings alfher

l e, thes;nm) . I I h t
the but - of - cfforoae hrgianas, 8 pBRRE dnb I ARIARRY ple HPRELSYE chanoe 1o
i ncl udi n nuillustedtive phlysmidtnog imiting asto alse 4dope o£thp ieveRGod BhichTh e ESLivAb | S

adapted to peri.adjcally ni t.or, or notified of changes to, the
out - of - of fi ¢ eﬁ@ﬁhﬁﬂ@ﬁé%%ﬁﬁﬂﬂg@%@ﬁ@ﬁ@%ﬁdaéleffq}lé‘fa@ g8t o wirel essly

send a change thereof to the wireless 20 handhel d el ectroni c device 4.

A suitable firewall (FW 244 is preferably enpl oyed between the device 4
and the ES 216. Preferably, there is true "end to end"” encryption between
the enterprise server 216 and the device 4, such that the device 4 is truly
an extension that is "behind" the virtual firewall 244. 25A system 246

i ncludes the wirel ess handheld el ectronic device 4, and one or nore
servers, such as the ES 216 and the M5 218. The device 4 includes a
plurality of e-mail settings 248 associated therewith. The database store
(DS) 230 of the ES 216 maintains one or nore of those e-mail settings 248.
The ES 216 is adapted to wirelessly communicate with the w rel ess handhel d
el ectroni c device 4,



30 which is adapted to renotely control one or-nore of the e-mail settings
248 at one or both of the servers 216,218 through w rel ess conmuni cati on
bet ween the ES 216 and the device 4. - 15 - VWiile for clarity
of disclosure reference has been nmade herein to the exenplary display 60
for displaying information, such as e-mail setting information, it wll be
appreci ated that such information nmay be stored, printed on hard copy, be
conput er ngiiigg, or be conbined with other data. Al such processing
shal | be d to fall within the terns "display"” or "displaying" as
enpl oyed herein. Wil e specific enbodi nents of the invention
have been described in detail, it will be appreciated by those skilled in

the art thht vahmsthedebemptebugantaling mnad|seitipgrataidmethedcampsisisgdet ai | s coul d
be devel oped i ! Q 8 | ks Y . & SRR €

Accordi ngly, tﬁreléxgt‘girﬂhgcmeg# ’é?‘\r]%%gé} nrg%\l?%&ﬁgggfao@é%ésgrg%%%ﬁt {6 be 10

il lustrative ordssociatiog atdeast angiof sadje-amiltseftingsavithcaidovitdless handheld elattionic whi ch
is to be g&c}(’ﬁ%the full breadth of the.clains appended and any and all

equi val ents ereof. CLAIMS: |.A nethod of renotely controlling e-mail

settings, said emeblingdemateporitrol oyt leastiont of sidemail setihds it saidevitdessai d e- nai |

settings at .a wireless enterprise server; .associating at | east one of said
o- mai | set IAESS FETRT Bopven ijrPlars SOmAMAeAR N HFOREE 59 BFlesS palpmeie sorver an
enabl i ng rsidivizele@tandheld@iecBbnit @&8de; one of said e-mail settings at said

W rel ess enter priée_ser ver fhrough wreless comynication between said
wirel ess ent er gPRIQyiRgaRone gfspidesmail setiings @8 s-mal ferierdpnseiBgr oni ¢ devi ce;

enpl oyi ng as ongsdefatifi@htdedt oI thldeabE atMhSt A8 eSndiBhdssdet Hith Sk eQhiset ting;
associ ating at | east one folder for at |east one e-mail nessage with said
e-mai | redfedieqtiopsetting:t i ng;

forwarding or redirecting an e-mail message for one of said at least one folder to said

wireless handheld electronic device;
employing as said at least one folder a plurality of folders;
! forwarding or redirecting a plurality of e-mail messages for said folders to said
wireless handheld electronic device; and
employing said wircless handheld electronic device to enable or disabie said

forwarding or redirecting for some of said folders.

2. The method of Claim 1 further comprising:
employing as one of said e-mail settings an e-mail filter setting; and

employing said wireless handheld electronic device to create, display, edit or delete
‘'said e-mail filter setting,

3. The method of Claim 1 further comprising:

employing said wireless handheld electronic device to enable or disable said e-mail

redirection setting.

4. The method of Claim 1 further comprising:
16



forwarding or redirecting an e-mail nessage for one of said at |east one
folder to said wirel ess handhel d el ectroni c device; enploying as said at

| east one folder a plurality of folders; forwarding or redirecting a
plurality of e-mail nessages for said folders to said wrel ess handhel d
el ectroni c device; and . enpl oying said wirel ess handhel d el ectronic

device to enable or disable said forwarding or redirecting for sone of said
folders. 2. The nethod of Claim1 further conprising: enploying as one of
sai d e-mail setinflndisg with seidregmail rediseetionseiting pldeashens folder correspondipg teg sai d
wireless h g%g” I FC | 0 create, display, edit or delete said
e-mai | fiIP%gasetf?ﬁg&bggggﬁggﬁékﬁgggbf Claiml1 further conprising:

enpl oyi ng said wrel ess handhel d el ectronic device to enable or disable

said e-mai | redirectjo t.ting.. 4. The.method of Caim1l further
conprisingg‘ dhw‘Fﬁ@%ﬂﬁ?ﬁﬂ“vf@ﬁhﬁé?ﬁP%@W%i| redirection setting .at |east
one fol der corr@anployias sl wideless hamikeldelestroiicldaidergsaloct aiffeast omiof sdidmsages. S.
The net hod, of Cai r@ﬂ_4 further conpri sing: enpl oying said wrel ess

handhel d el®@Onel¥eTyeyice to select at | east one of said at |east one
folder. 6. The nethod of Claim1l further conprising:

6. The method of Claim 1 further comprising;
employing said wireless handheld ¢lectronic device to enable or disable said

forwarding or redirecting for at least one of said folders.

7. The method of Claim 1 further comprising:
employing as one of said e-mail settings an out-of-office reply e-mail setting; and
employing said wireless handheld electronic device to create, enable, edit or disable
said out-of-office reply e-mail setting.

8. The method of Claim 7 further comprising: .
automatically disabling said out-of-office reply e-mail setting at a predetermined date;
and

employing said wireless handheld electronic device to edit said predetermined date.

9. The method of Claim 1 further comprising:
employing as one of said e-mail settings an e-mail setting associated with saving a
"copy of a sent e-mail in a sent folder; and
employing said wireless handheld electronic device to enable or disable said e-mail

setting associated with saving a copy of a sent e-mail in a sent folder.

10.  The method of Claim 1 further comprising:

employing as one of said e-mail seitings an auto signature e-mail setting; and

17



enpl oyi ng said wi rel ess handheld el ectronic device to enable or disable
said forwarding or redirecting for at |east one of said folders. 7. The

met hod of Claim21 further conprising: enpl oyi ng as one of said e-nail
settings an out-of-office reply e-mail setting; and enpl oying said wreless
handhel d el ectronic device to create, enable, edit or disable said
out-of-office reply e-nmail setting. 8 The nmethod of Claim?7 further
conprising: autonmatically disabling said out-of-office reply e-mail setting
at a predet er ni FE@IYHESAd Jrieslesnhandisld elecitonis daripeioeseblnentissblegaidiautot r oni c
devi ce to egifansdd-thafic@ffg €r m ned date. 9. The method of Caim 1 further
conpri si ng: enpl oying as one of said e-mail settings an e-mail setting
associated with saving a copy of a sent e-mail in a sent folder; and

enpl oyi ng sai d wht I ni.c device to enable or disable
A, 0, e85 FCIRTh e Gl g

said e-mai | Setting ass ng=a copy of a sent e-mmil in a
sent fol der. 10.enipheyingettvadiekif asédemteiwithfsuidtainersigaatogeremaihgttinggldoyi ng as one

of said e-mail settings an.auto, Si ture e-mail . setti.ng;
enpl oyi ng said vﬁ“}l’@b’%&ﬂ&ﬁ{fﬁ"éf Wﬁ%@tﬂf"&ﬂ"{? d&%\?‘? @@ﬁ’ttéa‘@?f‘ébﬁag'or di sabl e
said auto signature e-nmail setting. 11. The method of C aim 10 further

conpri si ng: ,_enpl o]}%n a text field associated with said auto signature
e- mai | settpng; At P& said wirel ess handhel d el ectronic device to

edit said text fdviidless hahdhéld SWEHFEHC SQITR bompritihg a plurality of e-mail settings

associated therewith; and

at least one server comprising a database maintaining at least one of said e-mail
settings, at least one of said at least one server being adapted to wirelessly communicate with
said wireless handheld electronic device;

wherein said wireless handheld electronic device is adapted to remotely control at
least one of said e-mail settings at said at least one server through wireless communication
between said at least one server and said wireless handheld electronic device;

wherein said at least one server comprises a wireless enterprise server and an e-mail
server;

wherein said at least one of said ¢-mail settings comprises an out-of-office reply e-
mail setting;

wherein said wireless handheld electronic device is further adapted to input a change
to said out-of-office reply e-mail setting and to wirelessly send said change to said wireless
enterprise server,

wherein said wireless enterprise server is adapted to forward said change to said e-
mail server;

wherein said e-mail server is adapted to independently update a change to said out-of-
office reply e-mail setting from a remote client device including mail client software; and

wherein said wireless enterprise server is further adapted to periodically monitor said
out-of-office reply e-mail setting of said e-mail server and to wirelessly send a change thereof

to said wireless handheld electronic device.
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a wrel ess handhel d el ectronic device conprising a plurality of e-nai
settings associated therewith; and at | east one server conprising a
dat abase mai ntaining at |east one of said e-mail settings, at |east one of
said at | east one server being adapted to wirelessly communicate with said
wi rel ess handhel d el ectronic devi ce; wherein said wrel ess handhel d

el ectronic device is adapted to renotely control at |east one of said
e-mai|l settings at said at | east one server through w rel ess conmmrunication
bet ween said at | east one server and said wrel ess handheld el ectronic

devi ce; whey i Fns Seftnfdt CIAPH2 MhbFeift S GireSATRAIRE IE BLAGSs ARG P T S€
server and an e-mall server; erein sard at |east one of sald e-nai
settings casapied todapu A phaalityéf cbiriges to saidisHmaibsettings amdt to iwinglessly send wdidr ei n sai d
wireless h kékﬁﬁ@%@&@@h%gﬂ%ﬁkﬁﬁﬁkﬁdfurther adapted to input a change to
said out-of- rce reply e-mal T sett'ing and to wirelessly send said change
to sai d wi rel esthesiirt smidowireless smienpeise server is addpeedad npdutd didvt least@aeofsaides pri se
server is adapted to fo rd.sai,d chan to said enmail server; wherein
sai d e- mai T %&W’@F’W%’%ﬁ%%&aﬁ%“ 1y update a change to said
out-ofoffice reply e-mail setting froma renote client device including
mail client software; and wherein said wireless enterprise server is
further adapted to periodically nonitor said out-of-office reply e-nail
setting of said e-nmail server and to wirelessly send a change thereof to
said wreless handhel d el ectronic device. 13.The systemof Caim12
wherein said wirel ess handhel d el ectronic device is further adapted to
input a plurality of changes to said e-mail settings and to wirelesslY send
said changes to said wireless enterprise server; and wherein said

wi reless enterprise server is adapted to update said at | east one of said
emai | settings in said database based upon said changes.
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