Specification TITLE OF THE | NVENTI ON COVPUTER CONTROL
METHOD AND COMPUTER CONTRCL SYSTEM USI NG EXTERNALLY
CONNECTED DEVI CE TECHNI CAL FI ELD [0001] The present
invention relates to a conputer control nethod, and a
conputer control systemfor controlling an operation
of a conputer based on an authentication result due

to bi ol ogi cal informatiggec ?EQaQS a fingerprint or
ally
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the like, using an extern connect ed devi ce, such

as a USB nenory. BACKGROUND ART [ 0002] Wen a
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tQ8og1fonput er user, and the operating authority is

granted only to a user whose personal identification
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BACEEROGNDEeARDr m t he aut henti cati on using the

Po&bopi cal information, biological information of a

user who has given use authority is registered into a
conput'dtersj gecpmpubdvadse usmadd il vghaatment opfatimportant
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procedure, there is widely used a procedure, inwhich a password
is set to a computer user, and the operating authority is
granted only to a user whose personal identification has been
authenticated resulting from a match of passwords, but it is
difficult to sufficiently eliminate a risk of permitting the
unauthorized operation due to password leakage or the like.
As a result, biological information, such as a fingerprint,
has been increasingly employed in recent vyears as
authentication means with higher safety.

[0C03]

In order to perform the authentication using the
biological information, biological information of a user who
has given use authority is registered into a computer side in
advance, andbiological information read from a partof auser's
body by a sensor is compared, in using the computer, with the

biological information that has been registered in advance to



an aut horized operator. In this case, when the user
having the use authority is fixed for every conputer,
what is necessary is just to register the biologica
information into a conputer mainfranme in advance,
whereas it is a closed network, such as an

i ntra-conpany LAN, what is necessary is just to
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[Patent Document 1]

Japanese Unexamined Patent Publication (Kokai) No.
2005-128741 »
DISCLOSURE OF THE INVENTION
PROBLEM TO BE SOLVED BY THE INVENTION
[0006]

According to the invention described in Patent Document
1, it is configured in such a way that by storing fingerprint
information of the user having the operating authority in the
USB memory, and providing the USB memory with a verification
mechanism for the fingerprint, when the computer is operated,
the USB memory is connected to the computer, and if the personal
identification is authenticated, software possible for the

computer operaticn is sent, so that only a user having the



As descri bed above, according to the invention
described in Patent Docunent 1, the USB nenory is
delivered for every wuser who is given the operating
authority of the conputer, so that it is possible to
manage in such a way that only the user having the
authority can use the conputer. According to this
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In the invention described in the Patent Document 1,
however, since the authority is set to every user, it cannot
deal with a case where the authority is set in combination with
a plurality of users like this case. Additionally, although
it can deal with the computer start-up or the control of the
network connection, it cannot deal with a setup per application
such that the word processor software can be used but the
accounting software cannot be used like this caee, a setup per
file such that another certain file can be accessed but a
certain file cannot be accessed, and even a setup per operation
such that data can be read from a certain file but cannot be



The present invention is made to solve such a problem
and ains at providing a conputer control nethod and a
computer control systemfor controlling an operation
of a conputer based on an authentication result due
to biological information, such as a fingerprint or
the like, using an externally connected device, such
%§f%tg§5 Ry, or the like, and in particular, a
onput er contro nmet hod and a conputer control system
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starting the computer to logon, when a predetermined
application program product is started, and when an agent
program product detects a predetermined operation, it is
verified whether or not a result of the biological
authentication satisfies the authentication condition stored
in the externally connected device, so that an exeeution of
logon upon starting the computer, an operation of the
application program product, and other predetermined
operations are controlled.
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Incidentally, while it is required that the
above-mentioned biological information and authentication

condition are stored in the externally connected device in the



to conpare the biological information, and a
processing unit are provided in either of the
conmputer and the externally connected device, but it
is not limted thereto. In other words, for the
sensor for reading the biological information, either
of the sensors provided in the conputer (or the other
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predetermined operation, the>method including the steps of the
computer receiving a logon request to the computer, the
computer specifying a comparison result between the biclogical
information of the plurality of users stored in the externally
connected device, and biological information read from the
plurality of users, the computer reading the authentication
condition stored in the externally connected device to specify
an authentication condition for logging on to the computer
among the authentication conditions, and the computer
determining whether or not the comparison result matches with
the authentication condition for logging on to the computer,



conmput er does not execute a |ogon processing to the
conputer. [0014] It can also be characterized in that
the externally connected device stores a password set
to each of the plurality of users, and the conparison
result specified at the step of specifying the
conparison result includes a conparison result
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According to the first aspect of the present invention,
the biological information, such as fingerprints, of the
plurality of users and the authentication condition for
logging on to the computer are stored in the externally
connected devices, such as a USB memory, thus making it possible
to control, upon starting the computer to logon, the use
authority of the computer according not only to use authority
per user but also to a combination of the authentication results
of the plurality of users. 1In the first aspect of the present

invention, logon may be permitted at the timing of having



aut hentication is perfornmed after the password
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password stored in the externally connected device to
verify that these authentication results satisfy the
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Furthermore, the first aspect of the present invention
may characterized in that when the logon processing to the
computer is executed, the computer stores the comparison
result, and the authentication condition read from the
externally connected device in a predetermined storage area

of the computer, and when an agent program product stored in



predeterm ned storage area, for an operation including
at |east one of witing or reading a specific file,
and witing or reading a specific application, the
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. A second aspect of the present invention is a computer
control method of controlling, by connecting an externally
connected device capable of storing biological information to
a computer, an operation of the computer, wherein the
externally connected device stores at least biological
information of a plurality of users used for authentication
on the computer, and an authentication condition for the user
to cause the computer to execute a predetermined application
programproduct, the method including the steps of the computer
receiving a start of an application program product stored in
the computer, the computer specifying a comparison result
between the biological information of the plurality of users



readi ng the authentication condition stored in the
externally connected device to specify an

aut hentication condition set to the application
program product anong the authentication conditions,
and the conputer determ ni ng whether or not the
conparison result matches with.the authentication
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urality of users. [0022] At aspect
ﬁ%é%@ invention to solve the problens is a conputer

contr (Alcd&fﬁ:tdi@@ b &@ts"e@bh'dnﬂsp@&t ORREGSHd e invention,
tegggi ect d devi ce ca gte of storlng
5% og| ggl‘fzﬁ or RGP cﬁﬁ‘ﬁ 5 LANGFEPALNGSR GPE the
Rlhera lddipud €r usmesr eandt Imaeexaathahtycanmaectwwteyi@e for
r .on of a Iurm
b the G56L2CL 000 the aPPILUBLLRA Hhodefh Ak axe
SHPras Héntheaexgernedddi ﬂomefc@red Hevises t suchuse the USB

e dHuLX @l 1t 9 pcpés?ﬂ?i@r %Bedceﬂgféﬁ.' ONyhen a

th%& thqd %fcludln the st'eps of the conputer
Br& Log), PEOETRN @ﬁq%tuaﬁngtaﬁfteéagp the

c:omputer a range of operating the application program product
according to not only use authority per user but also a
combination of the authentication results of the plurality of
users.
[0022]

A third aspect of the present invention to solve the
problems is a computer control method of controlling, by
connecting an externally connected device capable of storing
biological information to a computer, an operation of the
computer, wherein the externally connected device stores at
least biological information of a plurality of users used for
authentication on the computer, and an authentication

condition for the user to cause the computer to execute a




one of witing or reading a specific file, and witing
or reading a specific application, the conputer

speci fying a conparison result between the biol ogica
information of the plurality of users stored in the
external |y connected device, and biologica
information read fromthe plurality of users, the

§9€8§%8Em5 %gl lgat]telc%'t rtl. nt | Ctahocémtc sd ] OEIQ ree};gs of the

€ ex y connec devi
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argas th gy 1 &€l opef Gttt on W@ iff ol thBepB@ﬁ@Eitj?O@f users,
does. not tch th the  authenticat

LR R e tadThe Ul s B e R Esioet s e 10
aherexcessiall ¥ grormguoss dhglex ipree tet spat nép aln rauta‘tamcatlon
&Qn&bgl&qers@t' 0f [t%%ZBJﬁpéE%g{g% %IrrFo%gg QFh qﬂ:h%%&%%atlon

of the present I nventli o | ornat
SURALBEORF ngdher | pPBPUBET hietqmmmng ywa-'tbser saxanuot the

tbRpari beRt a1 OMmeomgh s 1ot Uhe |FUPHdI ddt8 on condition
gredet egm ned eration in the conputer are stored in
o t&t ?rfé‘-??’iﬁtgjcﬁ‘i'h dheFedeyiEddie sarRagd sgnuggsult matches

wknioryhe ltlserimdd gl dit cﬂﬂf@itﬁl@l tsﬁa'@gﬂi e dgda-;&rattllaﬁl, the
eratio SUcC as readln itin t .
FoRFEEL Bt e FEV L RNTehe nd FRGRonip bh oot ion,
Wperein ngft tréreagrompaor isgpranrepuddudbesorrds pundéngwith the
dhersto e 1he £5n abether QAo tli®rf %](Hét %omguter

t he predeternlne operatlon accor to not ‘on
LARAGTEST ¢ Béecegeinsﬁoellwogl@@neundeert% limitation

e thentdwata©lom esul ts of the plurality of users.
é) 4 The present invention, corresponding to the
control nmethods in accordance with the first

t hr oug*cdd‘reiﬂﬂg td thepeltisd acpecal 66 bl@eméﬂwdn&EMlon
&%‘tEQ%l%é%%ggq 1 SAREUANY . siicr OasC35h L th%ts, of the

contro each including the exte
RoHieck el @éviusermdante tdmrpauéhentlcatlon condltlon for

limiting the predetermined operation in the computer are
stored in the externally connected devices, such as a USB memory,
thus making it possible to control, when the predetermined
operation, such as reading, writing the file, or the like is
requested to the computer by operating the agent program
product corresponding thereto on the computer, whether or not
to execute the predetermined operation according to not only
use authority per user but also a combination of the
authentication results of the plurality of users.
[0024]

The present invention, corresponding to the computer
control methods in accordance with the first through the third
aspects, canalsobe specifiedas a control system for executing
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[0025] Nanely, the conputer control system
corresponding to the first aspect of the present
invention is a conmputer control systemincluding an
externally connected device capable of storing

bi ol ogi cal informati on, and a conputer connecting the
external Iy connected device, the externally connected
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ce tq specify an authentication

%ﬁ@e‘ic%ﬁufigrenr—agautﬁgnoﬁn HiE FABPEbRPutEI aRvti et ication
aunfieht bnatfioen tﬂmndis}]emnm eadse ﬂ@h@r Fomplten wrésﬁcute a
er not the son, resu
ReraRECThIb R Rl Rl Pomd b Pn v 1P Bgg Rpuest
BRCEHVING !mnﬂnf@p: reweleing whépgbheremmsr iteothe computer,
Bi?él'&) idges 15‘1@01%ttﬁnl'bnw éﬂeéb%fﬂ%hﬁl@ah%atfc?ﬁq specifying a

conditjion for

0ggl ng
TYRUT £FCl ok bt b exeetiteen b%@kﬂﬂ%ﬂ%kes%nﬁarm&ﬁl¢ne of a
FDWIZtEty ciﬂ%{@]ré ét@ﬂédﬂﬁ?k@eﬁ?éfﬁél??' @&%éc?te%cﬁ‘%fev:.ce
uthent i or mat | storage neans. of the

eb?lna:{1 Cﬁﬁéjgﬁoéﬂ“a&é\ﬂlbgeaé]gir@@ SRR REWeR H S6tof gisers,

@a@ﬁﬁmﬁut:dn’elcpmﬁucahduyloh percsl, fyeng thedns ORPAr F8QAing the
e b cal J.nformatiaq

speC|étf%%%n%l?&lébﬁésé%%%é w4 ith FESu™ rlk}é’i feopected
\élc%é?é%\ﬁ@te@léﬂ’ aachubhenhécptapnl q:@lydgthsef@r sitagregichg on

i the c@dﬁﬁﬁ@r‘ Cthch19dp tﬁgord{?éﬂé}ﬂ:l ftl@ﬁg and
asswor.d. 11 inputted_by each of tJh uralrty of
c?%%’%“”%ﬁ W"Wn@nef°€on%%?¢%P#%uWe6Ptheor not the

dompaogi s derfuitmddtihes with the authentication condition
for logging on to the computer, wherein when the comparison
result does not match with the authentication condition for
logging on to the computer, the computer does not execute a
logon processing to the computer.

[0026]

It can alsoc be characterized in that the authentication
information storage means of the externally connected device
stores a password set to each of the plurality of users, and
the comparison result specified by the biological information
specifying means includes a comparison result between the
password of each of the plurality of users stored in the

authentication information storage means, and a password
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[0027] It can also be characterized in that the
conputer includes password request neans for
requesting, when the conparison result matches with
the authentication condition for logging on to the
conmputer, an input of a password to the wuser who has
made the | ogon request, password receiving neans for

L ¥EBROWEN S [ t ser, .and .
D S o PaPR B R PALCETI Y e S it e e
ePTRBY LEAB TrPEYLHoPH hhechéslwgihalhénfaswatndn.

speshfied to the user, which is stored in the

conmputer or the externally connected device, wherein

i f thel'paSeRordl $2cbPyetharpetRr tradwihd thatei #hAg computer
meahsdent pheswarih tdipudassnwehfssErl fiegudoc1h€, UsBkn the

t he conputer executes the ] ogo rocessing to the o
COMRRTETON ToBahs TALCaES drso Hh FaH e i CALd 9th qanshi tion
foe logpuiern kocthdesompiibient i aatirput BfoaNBaEOMord to the
[ n r ri and hol din when t he | ogon
B0 B a2 el AR, 3000, bR edPRere i v A reans
SO e et passdor el nprteed itgathenuseondird gassword

depd-h {1 ihe edsinalkhy g@%?@frﬁﬁgllqﬁ\é'vﬁleeﬂﬂéra otrhenot the

redeterm ned storage are e conputer, and _
W Bk CHPSJY i fhERRTS ¥R %A s@eic filied tombereser, which
obtsaicted iHpoie Saigutdr thet BB €SN PIRYIRBLed device,
JHé%&%ta-%ht aut hentication, co gbtlon set to the )
appiicatt ne?ﬁcﬁﬁ%ﬁwoﬁ obBEELYPOnPY hElFr BAEF¥PHPn&gCeiving
marsade arless aich ttiee pédstherdcsppat Esed cesuht user, the
Bl e authentl gat) il 00 Re bR i
appl i cati on progr am@pr%goéb&c@,ﬁ)?cﬂ%g%%p éc%{’]i%lfsﬂe PRy -
Bf ct causes the conputer to execute a nornel
pProcessl Nay WaeRAsd f chl@aeRERARLSON f ehbt 4985 BBhputer
Jmat.ch. with the authentjcation condition set to the .
HpH9ss rURbeBEoGREAPEr Bt REmat Hen Aadidice meAns iyt &fpring
a}flmioch_.ttb:ltc':lJ'cr_sgj,secshéﬂiletéihéOtl'a_lg“bﬁ(r]I ];Ir;éc@s%filﬂge et pil‘ilf]eécsmﬁﬁter is
Si a predeterm ne imtation. to the . ,
eé%r]c()ﬁtc%i oEgSr ocg?mﬁﬁ?r%%ctrfesf‘]&&w] apd " Hie jpughpetication
comgliddtcay i pead i Arohattheheextoemmua bty ecofifectndl uldsdice in a
pREARRRIARAON J R AIJIRL 00 5t QW AGE pan or i
when the | ogon procéssing to ?%e ?gﬁ%uté?éﬁétééécuggg, the
appd ication program product stored in the computer obtains,
upon starting the application program product, the
authentication condition set to the application program
product from the predetermined storage area, and then if the
comparison result matches with the authentication condition
set to the application program product, the application
program product causes the computer to execute a normal
processing, whereas if the comparison result does not match
with the authentication condition set to the application
program product, the application program product causes the
computer to execute a processing for imposing a predetermined
limitation to the application program product.
[0029]
It may also be characterized in that the computer
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conparison result, and the authentication condition
read from the externally connected device in a
predeterm ned storage area of the conputer, and when
the agent program product is started, an agent
program product stored in the conputer obtains the
aut hentication condition set to the operation from
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age ath r._.t.o_exec .
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?6aﬁﬁe0%%é? t“?@rfilr[@@a@]re'ﬁl@ér@ﬂpapeﬂl@@ntf@ﬂ.esysm@rwrltlng

6or +espongi AYshect 78 cSaEPId ca2IRECt e %11@'53:5% which is

inventi uter control system
e%‘f%ﬂﬁ%ﬁng 35‘ﬁn‘é‘8‘? Y gByi égp‘élb? @ompag:t@gmgesult matches
mbhoghleadtuthnémimumn el Bt COAPE Tt € FHL SP¥hd 8, the

d h t |1 t ed
Satet L sl caites he cirrL O el
PERPRSS bRy afeQB?tRﬁllI‘rfg the dpesatbon| ogicsdas dffornatdamparison
ﬁs@lt@'d&é’é it q{aﬂlﬁr‘?rvﬁ HSSE Tl @H&e&dﬂf | onocfrhlho& set

ut er and an aut ent| catron con | on
E%EPet LASEOR h& FERGRR B PIOg xR 0GUEE qausest Bhercweputer

mplemlmm moqmma%@d@t fdhe R d NP4 rmined

la]t tJt‘_ictaté,ontst recei ving means for receiving a
of Tan-Ap ?c%ﬁ"?’é% brPBgr am product ‘stored in the

tQﬁﬁﬂﬂt er, biological information specifying neans for
speci |t between bi oI

Tt or ety 93 B CREAREER [ dn, 2B EBgRAInBNE S e second
SRt &4 Q}h@oﬁﬁééﬁéﬁ u@ven‘élonaml Eblcmqug.lt(mi control system

inY1eideld G e8ad -0y ReRldiald e dfcaiss #)%ble of. & storlng
thent ati,on condition specifylng neans
hﬁ? Cfé td4n on &hdidt | 6RMPLELEd r:ﬁvnnﬁ@tlng the

eeotteemadlllyy cOQﬁﬁ@:ﬂ:bdddedQ&b?etlﬁ@ SRROHA 18P connected device
i létlt&%qtﬂgc aéugﬂeﬁongé Llcgrq S:"L%tfotr?nattqon storage means for a
storing at least biological information of a plurality of users
used for authentication on the computer, and an authentication
condition for the user to cause the computer to execute a
predetermined application program product, the computer
including application start receiving means for receiving a
start of an application program product stored in the computer,
bioclogical information specifying means for sgpecifying a
comparison result between bioclogical information of a
plurality of users stored in the externally connected device,
and biological information read from the pPlurality of users,
authentication condition specifying means for reading the
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appl i cation program product anong the authentication

condi tions, and authentication condition determ nation
nmeans for the conputer to determ ne whether or not

the conparison result matches with the authentication
condition set to the application program product,

wherein if the conparison result matches with the
%ﬁ&r@i{ei@e-%%@" 14 t e appligat
progran1prodhcth t ékggﬁhgﬁé?%§§é§u 8§ gxngﬂgﬁqy connected
PIOCESsi ry FEEAR S n@t el ppht teat on progdamipnodiett , to the
wiprldidat iidn t Ner&orpar i §PBaLeEYl L dees nale m&ﬁ@{l%%ﬁ]eation

the authentication condition set to~the applica
EP&éfl BodBRE, 2 Hee lohprt Ben corstifiion depesodssitign means
ffor ithposbhgudepr edeteEBrReHel WALEREXOBr hBt!PRe compariscn
Qgghh%a&g n grogtggmg oduct %OOSl . The conputer

cont r ol sggp'ﬁ1 orte ESnaPﬁbe b1FAEIPRi Fandaspert SeF to the
ebplpcesénn proenam@radudc C mu’éghdﬁﬁfﬁﬂeoboﬁwgltrﬁﬁbp result

i ng s extern nnect ed devi ce,_capabl e o

@?ggﬁﬁé .%ﬁgpogﬁﬁgl ?%k%?ﬁg%F%ﬁ}ogndcangbﬁbﬂ erS€t to the
EBRAGEREAGNt AEOTERMePHatilyt cohhectenpdest cexetiees a normal

oenak Hg-eol : Tees @ '
%xf rnggbgn s%orégggﬁggﬁéﬁﬁ%%b28£§?grlﬁgH%FEPégg?EL wherein
b?dﬂ FRAPAT AFBRFRS W 8pea nsttumar hywisth tberantheygrication

tondaut barddtcabi the @.@ptlﬁ%a%@%u%%grérﬂ%r%uct, the computer
ion for the User to cause _th

gﬂggsgggcatgpn cond|£ e .
conput er 1 6 execardIat OhridAT I Adarepetarmonedihignitation
tonpheeapphttatiog ppegatinoprodiaguest receivi ng nmeans
f@szipceiving a request of an operation including at

[ east” one of witing or reading a specific file, and

wri ti nERRCaBRtialy cendiedi Bystapptoraespandhbngl ogitded third
ASpOE B @heS E%'s@)ﬁ'tngln{}gﬁ[ﬁ_oﬁois.S&)ecfér&ﬁ&gr ac:c::ntroilT system
%ﬁﬁgarlson resul t between biol ogical  i'nformatlon of &

HH7 159 7 Geesnadilyr eanRRCERE d/viraafanpakbemtsd@ring

hfsvl @i cahd hiﬁbﬂgitc'ﬁdn,hi ol MRl | Qo RAG L I @B ting the
Sel.s ut hent i t1on coO t1on .

S ol BTG ERL R o G004 B oea aevice
¥yhdidingm subhedtimathenexirdioraldtyimpnsectadedenttss t for a
SRESH i i e it.J.0 t_t the.
SO .0 04 DEEL OGS VS 00 58 L0yt s
"% ERTi R HIH- kenieh an oA the comender nand@n asshsntécation

atidirtion nhmwhehdenser Bt chhife AP UIRALLLSUSexecute a

tehes Wi th the authentication condition
pr].%cfeq:ermlned operat:hon, tge computer including operation

request receiving means for receiving a request of an operation

including at least one of writing or reading a specific file,
and writing or reading a specific applicationm, biological
information specifying means for specifying a comparison
result between biological information of a plurality of users
stored in the externally connected device, and biological
information read from the plurality of users, authentication
condition specifying means for reading the authentication
condition stored in the externally connected device to specify
an authentication condition set to the operation among the

authentication conditions, and authentication condition
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set for the operation, wherein if the conparison
result matches wth the authentication condition set
to the operation, the conputer executes a nornal
processi ng regarding the operation, wherein if the
conparison result does not match with the

aut hentication condition set to the operation, the

GRIHUEIM 4 tONRE U RS nd pf@festﬁéﬂ%r{ﬂ{lﬂc‘gp%'eggggizﬁ get the

predetermned |imtation e operation
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S he | wh
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t
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conbi nati on ers
&P ARSa@PRERtPIber application and operation can be

achrrevedr MRE33EmrTsaNPl €, when a plurality of
35§éf§ are di spatched and operate a conputer in a
&t ched conpany, the authority can be set

accor dhngordiagcornda naghen pf:etshﬁtdl SPAtEta@rst afd Sological

t h.t
R R Ty L SN T ——
aneavielgert brationt @DmfetlrhiSEJammp)llbatamﬂWent opat&tion are

d f es e _of
PR ety B A B P LDl oo

PAMPERAIHY 5RE wkike ngaéldno‘ﬁh%m fi¥egufgingg @ predetermined
Wéﬂaﬁﬂﬁﬁ&ﬁﬁh%n&ﬁfﬂé@rﬁaﬁéhiﬁ Hd thfeerpbh 888 G Sat ion

0 only the o er tor i f but al so a manager
SReistinBl e her b S s g ﬁ’é"aéré SFLuDrehAn AW LpgRF ication
udhot hgyatcocombiga sbbh wai €h ot he tfleutd ker § BOERSSs, and a

f T IV[]j?ES FOR _CARRYI NG , THE
gét]téﬂ&Talf ph %gggﬁ)!r%ﬁgggea?i’na FEFCT AEH SEETREAE™ SRR be
ARGV - out the present invention will be described
[toglerai |l using the draw ngs. Note

For example, when a plurality of staffs are dispatched
and operate a computer in a dispatched company, the authority
can be set according to a combination of the dispatched staffs,
and operation contents, such that fingerprint information of
the plurality of staffs, or the like are registered into one
USB memory to authenticate personal identification, and while
only a presence of the authentication of the operator itself
is verified in reading and writing a normal file using
word-processing software or the like, authentications of not
only the operator itself but also a manager among the dispatched

staffs are also required upon starting accounting software or

the like to access critical information.
BEST MODES FOR CARRYING OUT THE INVENTION
[0034]
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herei n that enbodi nents descri bed bel ow are nerely
exanples for carrying out the present invention, and

t he enbodi nents, such as a sensor for reading

bi ol ogi cal information, a configuration of a

processing unit for performng an arithnetic

processing of a biological authentication, and a

timng for verifying whether or not a result of the

bi ol dgéminaﬁmhemhecbbismnmeaéiﬁﬁ e&rmjrlahlgt baﬂttﬂ@@t;_ixtm;ent

+5ER8E ORA1T HE eds ol Bkt 1 oA RS BEAIRNGE L) prote

h‘ﬂ”?h@ttﬂ%ﬁt r@“}@@lm@t% e ke d Hielbve romd imearetls;, sbmmples

f&@'@&kﬂ/l R %‘heCBQEEQEtSY%gHEiSE C&?c%mc%nﬁot ments,
rese invention is applied

S‘(’J‘Fhl%lgraasm I ISFREOH | AGT ar%%}ﬁﬁggubaplléﬁlé’ﬁlanl@f@@ﬁﬁmqﬂy a

c@@fﬁ@@f@tﬂTcﬁlﬁv:‘cﬁﬁ, ?n%@céﬁﬂﬂ |urf1Qir rf%&'dsb%{r'f%mlng an
cal _information_or |nor er to
T IR ST ork FHO %%C‘é\% ARG gaideon, and a
tmlirig tFloe peeﬂ;épling?)ﬂ&ﬂth@ﬂ‘] oangt aBrle%uatbeOihéjlbd%ll@@lcal
onfiquratian ut er
= AJRLELLIG B E00lE O 2 Ny lerd SO et i o
136"3}@%1 t? dgrantollowsng a&xmm exanpl e of the
[ydentication condition stored in the externally

connected device in the conmputer control systemin
accofd&fce Wi t RhERBIPr edendTe nv&iRILANs Fifpr 7 Hespectively

11@%1&(131!1{5} %Stf&&@tnﬂhéﬁughaﬁptﬁlﬁé Sosdi hent & catd, %mh a
s hel mermr in the conputer control system

éec?for e §° Wi ?KSF B phles BFCHAPETE oNithi gthg ipragent
1rfv|emwla:hrants applsedat ingy. & ﬂ[soaelslsocﬁ]J;Qi/!afg%farﬂqlllefs‘ﬁrrﬂ:lng

if i cat | t
LYol o B i eF et by SErneeR ‘Trttiomnesd a
tamlﬁlatlhéopcr mtsuwem ibdmlogiigral9 ing carfaltdwrckar tthe like

in bhHaET 8614 i QGRS S GWe%oéoﬂgfggr&Q@erB g} accordance

E‘t hority verification e conput er’ upon starting
WikR Jpti RAESERL nlnYﬁ@té@ﬁput étigonbr ol s spstiehetln dlagram

11&@1@&&@@&@@ Y EBnE!ﬂQuEé@ﬁ@ﬂtof'é‘V&mﬁﬁbr Rlht A0 '% em in
chart &blfy: ratin a process flow_ for an agent

acﬁ?fg PR G e;ﬂrd-*l G AVREtdSRput BRIt 0Cpéef ér ghlagram
ilihetaathaog 4y exemifliecart it afitBagbiepeishi chdit i€ stored

inC ?g%gtﬁe?{ : r#%r%l.tlgfonécgnorﬂlt S eég\l'lnceacfrg)rlgggcgoynmpltlgerhcontrol
system in accordance with the present invention. Fig. 7 is a
diagram illustrating an example of an authentication result
held on memory in the computer control system in accordance
with the present invention. Fig. 8 isa flowchart illustrating
a process flow for performing an authority verification upon
logging on to the computer in the computer control system in
accordance with the present invention. Fig. 9 is a flow chart
illustrating a process flow for performing the authority
verification by the computer upon starting an application in
the computer control system in accordance with the present
invention. Fig. 10 is a flow chart illustrating a process flow
for an agent program_product residing in the computer to perform

the authority verification of each operation in the computer
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Using Fig. 1 through Fig. 3 there will be described
enbodi nents, in which a use authority of the conputer
is controlled by perform ng the biologica

aut hentication in an external conmputer (In these
exanpl es, the biological authentication is perforned
using fingerprint information.) by way of applying

ont.r ol sLem.uskn extern
%gﬁﬁggggg&%gs&cghi%Cgccorgaﬁcglﬁ%t%%thrﬁﬁgg nfhvention.
ilAQ8ATion. Fig. 1 illustrat es an enbodi rrent_ i n which
f' ngerpeing kakor 'Iattllﬁrbt% USErepy écurillﬁhéje described

glsteredlnto the te |ssore
%ﬂh@ﬁpyscoﬁﬁédﬂéﬂﬂveﬁl@ée Futdiord iyl | @kt Fheesomputer is

eaﬂ@ﬁbmea ]’oja P Edf 1 g @HY b@blohﬂ%g‘i@ﬁtﬁéneic&{??on in an

istered into t erm nal

re
?:é@?jé?év?edci)ﬂ?ﬁt?ﬁe égﬁpuftéllesean@"ﬁf“ﬁ’é@ﬁprl e blOlOglcal
aufbenai canioh i@qgal-;lﬁﬂﬁrrﬁ@cﬂ]uléﬁib fﬂrndél%:rlnt 1nfo|rmatlon )
t i cat st witten into the_external
By HEt: o ebPakingndhe (one et [cBrly veten Ysing an
%mb%ﬁmathy cﬂnmhcthdfdagecpruntacnbmﬁﬁ&bE0W1@h thiee present
USEEn £ £QYi redpfor the gy g%et@at tlg n&%&xﬁlr‘ﬁ‘éng in which

vvrltten into t eextern Vi Cce
?Je%%%@x%wnq@@@nlqmomg psem, mlguppamxmmr@d into

e agermihand {0V cded streeld shald$aB 1 ?‘ %rc%ed dev1ce
to an external business est

Jspatche
I‘td i ol kIS EEASER | 88 | FMBOBIREREs N e o sﬁﬁc@ﬁrﬁrprmt
Wﬁco:&mahs:mtcﬁeshéh&s&hsaf fdilcti sipatede S@@gﬁ@&ered\ into the

t al
SR, el 2 DRSS ke FEMBRFER. | Aptefipperprine
ld'rféjlﬂliﬁstpmftﬁéd:l}e( dsspartecrrundm fnaturmw;authadtwation is then
@m&edlﬁhét thﬂeOlé%Qié::arL al1BHt Q@Hﬁ%&@%ﬁoﬁeﬁc l“éﬁ'?& e].glg 3

e termn eét

order to log on_to
ldgé’o%rear Hihay %%P@éﬁ?ﬂ%ﬂrbwbgﬁanfmmrmt {nformation of

tfﬁenglel’eﬁtf retutirtar it Ofe Qudhh tBRA0In aRd giRRctly written
ered staffs of the dlc,?p tch source is

regl S SFITHB e SBRIRGERY deViGhy IIREPSS S Eh ng
to93&d, A, B, and C, the flngerprlnt i nformati on of

t hreetis tten e IV, connected device
and |tIh| s roufht EL?otl{éhe g%}&sﬁegissé/es aBl PERRISE fhidpd two
regipkergidspat Ehs Band Farodispatchedisanesgernal business

eesbahliisphatt. 1A cefnlife)digpakeh fdastinaii ef. a' IbhiSiness
that the externally connecte evice i s

eggﬁlﬁg gla’l hécpecﬁwmqi;clqesamye ekeffs (dispatch source).

A terminal Y used for business is installed in the external
business establishment to which the staffs are dispatched
(dispatch destination), and it is supposed that biclogical
authentication is requested in order to log on to the terminal
Y to operate a predetermined application program product.
Fingerprint information of the manager and the registered
staffs of the dispatch source is registered into the terminal
X, and when dispatching three, A, B, and C, the fingerprint
information of three is written in the exXxternally connected
device, and it is brought to the business establishment which
is the dispatch destination. In the business establishment
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bi ol ogi cal authentication of each of the manager and
staffs is verified and then the termnal Y is
operated by them [0038] Wien witing the fingerprint
information in the externally connected device at the
termnal X, the authentication condition for |ogon
and starting the application at the termnal Y is

%'f%hé %lefata%rc%ddéé‘é PhdPEon e)itte{ g %lulg)be Cs%rchnfﬁég g:h?eﬁ%/}lcg Srnally

operating the term na
Sﬁpﬁ@ﬁ’ttie@at AL TDHNEF t F@ﬁnetcﬁéflde tis tlee aermendﬂt iYon and the

steh ﬁ@b.l hgqge e chilRe che S f
any Ot_if n © OC Ibe] teale:hselff tgl 0ol 09 Iﬁgf gﬁd statts

of
tNSﬁ%%&EFu Gﬂé ftgent e itSTgradled. ist e@@ﬁr@c}etdnéy them.
mﬂedeﬂ erm ned applicati on program product requires,

when t eglst red st and C._operate it, for a
condi t?@%ﬁt hat ~ %)?gon?@ th]:el%%?lfprla%?hemf%%‘f‘?%hon in the

eheeenhlbyt alosmediedi cdogiaal aut hehti catireinaaf the the
HBORGRE i faRAUR DRRAMRANLL s s Qhosuch gondiLion,, ¢ p,

a condition registere ef AT Hal ¢
%le%ati@adatorthet trypnivelsef &g eﬁcepyregglsmamﬁj dmto the

1
PULEPREIL S ORI e BRCR R D18 cerpigy X. no
When™ e ?h?’g e BUCHRAtECALd OB SpRCARdEM o thexe 15 set a

Gusdnessn @ﬁmbﬂha&flmagogf tbhﬁléjlt%(iﬁﬂlcirﬁld@slb Ned#Rkted for
Con \Y
HF B LEAPRL A proRE Y R R i dhedleal Grrentagat ion

f@rttﬁtem eﬁwgmaht&!d anﬂtea’chngftlﬁ@@ﬁcﬁiﬁe&mﬂrﬁad application

?p?i:c;cﬁléﬂ"(?:eﬁ C%e?luqzﬂgn%{agilg‘:ggﬁsOé‘tq‘?%?s B and C

rmth ent1'cat’i on

QQ%EFF% tHer fﬁ%eraprlwndlrﬁmmatul‘mt ofndthe copler attdrg, self

a&[tdqa’ltmdw.fﬁ:ﬁﬁ Rhedieels bu@ralmﬁé'%féﬁééfg.%'tﬂ'éh@:.catlon

5{1 rmatlonthgthhas een read W|t fingerprint

UnfOrTEPRGYSthar PRYS BEER FERRSEET ed % f%@ﬁ@éy condition,

P echorimitdme rblgulsm@mai 1a1l11bhelalél tethonaare ixecadxfeﬁﬂ:e may be
roduct

Ité%&?efﬁeﬂﬁ% 2 t'eF nal g;? connecte e%lgjd%‘gﬁc%‘élgﬂg’X ﬁé)eratlng the
tteé?"}ﬁr%?é'l ¥ gorordisyg | pher atombiendckononfiechedmémbehe to be

dl@pat@iedY) - 18 [0040] Upon executing a |ogon
%per%tl on from a dedi cated screen

When the three A, B, and C are dispatched to the business
establishment of the dispatch destination, the externally
connected device in which the biological information has been
written is connected to the terminal Y, and each of the staffs
is subjected to the biological authentication. In order to
perform the authentication, while a sensor for reading the
fingerprint information of the operator, and a program product
for comparing the fingerprint information that has been read
with the fingerprint information that has been registered to
thereby perform the biological authentication are required,
these sensor and program product may be provided in any of the
externally connected device and the terminal ¥ (or a peripheral

device connected to the terminal Y).
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at the termnal Y, if a connection of the externally
connected device is detected, the three of A B, and

C whose fingerprint information is stored in the
externally connected device is subjected to the

bi ol ogi cal authentication. According to the previous
exanpl e, since self biological authentication should
jraslaohe perforned for the authentication condition

upon [ogon, for exanple, when the staff Bis going to

| 0g onUPPREXRISLEIRY fal PBAN ST TRFoWEbmiye dedldeaieths creen

sef ehenea i Kesufta c8hnkhe iBlhobe
i e hea gt hnbig Nbgng'_'l{ﬁalextemﬁally connected

uthentlc on o
?XFF?nJgS tq"‘?et%"ﬁq'céﬂeoﬁhﬁ%g?%& pBodtRd GieReaf tegerprint
u.acﬁuemHSJ.bhelbl QEOQEGahnaUhBe@itéﬂﬁé@ﬂy%oﬁﬁ@cﬁ@&a@&hce is
E %ES aut rﬂl%n’é tion i.tion, an, authentication
Fesuft of The h2g8F A& sa%‘?%?%%a%% oy SaH hEo the
BUEWENUE catangl ¢ esiikice 981 f el cslteafifcaR, aaﬂdehheﬁawhlaﬁ should
| £ S f _the v.e bee
e ek E0ahels £8 a0t n 00t Doa Pl ph e i fBPR gL ovon,
F@%Mﬁxammleexawblee He | ﬁtﬁ§fcd$1f ugurgmlngw suchleg way, the
@@ﬂérﬂ§naﬂ§bﬂ%ﬂ 19edicat ed B@ﬁa@@i%hf 111%. to a result
|| connected devi ce, a sensor [ eﬁ% P
?1%( %@?3% ng%f‘sa]prad’\ﬂl%féﬁ-%%tlt% OL§sEhﬁeﬁ’éa§f Rnd b@anwhlle,
wineng r am&dﬁwttﬁ@raﬁplhﬁathéiﬂt jetafole] ﬁatmh%%é&lgct nwﬁlch also
e nment , usi n € bi ol ogi ca
Plinelte e BEBR bk ol AR S8l Lok EoR R MARRS o Aaps the
amlsenhmam@m dedd\in'tubna rmnrmmmmicatemku Ngedult of the
o h rri Ye e confi.gured
B get D016 Perk PORIES dliond i TRV e At SR el SHd S Tesule
D SHedeE2RE thhy &ﬁldath@nrréwre penisonailnidhet USEcaeiong, of both

dma;rfanoh@gdecate aulBenkiegti @ r

Lég: m)ryevm t hout usi ngezfﬁtlaﬁg EHé l%yl%ﬂlll be
(ﬁrW¥1 wnnal Y. The fingerprint |nfornat|on witten
iatatie nenDry Is preferably erasable or rewitable,
and the ry . pt ef er abl vi ded
suff|C|ent s?%g% de capac:lech&P %Hg?gth% iﬁ%ﬁé%§ﬁﬁ@that as
Uty ed ddedicated BﬁBomemaEErﬁnun@heventemh&m1yheonnected
duinker, af

@.f sehabksSrbp P&eﬁﬁgglﬁg %?flglﬁf congldsfg) o‘\J‘l%[ed in

nu patterns.  of the
t_heiélsq Aeessed and[ Go@xpPgram product for authentlcatlon is

stored in a part of the memory, management using the biological
authentication can be performed even when the terminal Y is
not provided with a mechanism of reading or verifying the
fingerprint. It may also be configured in such a way that as
providing a dedicated chip provided with an arithmetic unit
in the USB memory, the biological authentication is performed
only by the USB memory without using a main memory and a CPU
of the terminal Y. The fingerprint information written in the
memory is preferably erasable or rewritable, and the USB memory

is preferably provided with sufficient storage capacity so
that the processing may be dealt with by one USB memory even
when the number of staffs to be dispatched is increased or the
number of patterns of the authentication condition is




Note herein that as for the registration of the

fingerprint information at the term nal X when the
fingerprint information has not been set in the

externally connected device, new fingerprint

information may be registered without any limtation

in particular, or a certain condition nmay be set as

QRe Qe authentication conditions. Meanwhile, when

the fingerprint informati on of sone staffs is set in
tIR@4&it ernal |y connected device, it is preferable to
preveniotBe heASERPIiHMt | BIO FBL O0nE M QP& NG rion of the
il.legally changed to be used, and a certain

gﬁPﬂgﬁF’F‘&&ti ort TRHIGR n@yF bdisettemninahange ovhen the

dehegbirprriot tihEoregitsioer edd imgerydNtsed NOrF@d | Erernally
\%ﬁ%n%rc] %%ﬂl t |eon of new fi SE%SH)“ nt, i nformati on,

BPE5ERhe ASXRY Cuni IR ¢ G My e YO L QN g MY be
vrgiebrdieti whthdat arhe lhimdlagiionl iaubdeitd€Bit OB0h @drtain
- ng_t who fingerprint .y
L0 2 B O et OFL b ome.
Vernvhal ecarhee thisefangerpriieseinbpenationoaomeestaffs is
s¥ecuhedhe [Qﬁﬂgirnémli/ecghﬂecgeasdé\bf?é?nft AP L':;%lgefe‘%rédkple to

] écte

that the dispatched " manager and staffsS are su

PHEYRBE pitdiSogh tRFETREE Rk ntnEermat ign  freom ebgiingl Miegally
thangedpai bb @esd| Rald Avertdin SutWePRSed thilka «bMBition may
éegffs of _D.and E anpn hree dispatched, staffs of A
B e £ s PRgRed Lot b QP S, TesistReed fingerprint
ililﬁf_gEm@t i.rmtl_, | avidb raaicdd ttiloer edf nélanﬂﬁgeﬁeﬁht information,

r n r . X this case

o ieh a0y, s Tflictodd, drbanbfrfar ot a11. on
TPRS FEPR dHian theakd ot cgrieadepithent igttibe ofeami hedst one
Uset taridhgWdhld eRed (ABsEX i 5PN |

aleon y vvié%,t he f ifagger pr |S§t E?%?%ﬁr%tlﬁgnﬂg]f%%%ﬂlf%%qﬁ%vse been

Y esnVEESFLEErany thset atniRal iah PerrreFRESd o hese

drserd isiorsetcdyy bé hexepetadii on on the terminal X, and
external |y connected device. [0044]

'{/@O%/\g]i tten in the

ITe Fig. 3 is also the sanme as Fig. 1 in that the

di spatithde Fagagerisahtiessaid ssaFégsubjiect hdtitthd despatched
iR R Calng- 4ParHT hentd Ciagtd | Aed Necger galt H;{ollggical

t he dispatch destination, S supposéd tha
FHGE prGatiiahedr kaei trrminakiy harthe dispatch destination,

it is supposed that two staffs of Dand E among three dispatched
staffs of A, D, and E are new registration staffs, and the
fingerprint information thereof has not been registered into
the terminal X. In this case, registration operations of the
new fingerprint information on D and E are performed at the
terminal X, it is written in the externally connected device
along with the fingerprint information of A which has already
been registered. The authentication condition is also set by
the operation on the terminal X, and is written in the
externally connected device.
[0044]

While Fig. 3 is also the same as Fig. 1 in that the
dispatched manager and staffs are subjected to the biological
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regi stered nor nmanaged at the termnal X but the
fingerprint information of the manager and the staffs
to be dispatched is registered at every dispatch. In
this case, what is necessary is just to directly
wite the fingerprint information in the USB nenory
usi ng, for exanple, the sensor for identifying

fé@ﬂl@é}@ii@é@l@ﬁ%\‘d ded {o-hhe P%P};'ﬁegHrydr &é}a I?:i%stlnatlon

been. describ t he exanp
é&?ei%a??@P%%%ﬁeEF@G thévféégerpcudenuaﬁbymaahsn i& neither

tiegi Saseed iy adhResl sat 3l QN
lihe ext etrnall nngct ed dﬂer\%]ggmg] c} gra%ét \Qﬁ{eh%?ﬂgerprlnt
ter gt 3en f%o& ‘A@n@%‘%r@%d—%ﬁﬁgfﬁﬁgtolb@ Iieggitched is

FIreggltﬁ;eJIdftEaﬁxéﬁfipldl)spamﬁeCtﬁdtﬁiﬁé"c%i%e' nwl\‘i‘Qt Gfy Hgtcessary
utslletB' 859@' g; i nfor naréé 0 but al so

aut iy:ienti caton-condi YT he 4 IGTRIEY §Ilf§>er(5“atfl(§in in the

tURB digmert i eatngn Iﬁgbraaixlampﬂg thﬂleprgi?g&r i ﬂ&ﬁnﬁ_aeﬁtlfyj_ng

Fan i rq ty of managers. a

staffs z;:rleIH:@ ;gagﬁ%@g to 0 %ngsf?ieé%%rye'stgg‘FFQhr@rﬁ been

gﬁ&ctrﬂéﬂ?doﬁ@r%lﬁ% e&ml@ﬁ'ﬁu’t—@ Pnewlicelatilexpatmhlly connected

diesfmd@atl 0fcilbnbaEOYES | nl
2 autﬁérl? ofgf %P%%ﬁiprgttglrléqggs% ¥hé Q%}qall‘itlcatlon

E% & d a5 é"§é1’f§@noflnt Hdieittaginal Ly aennentedtdenice by

bperaltdagt ahiendierimdwalll ¥ .set the use authority

366Q&qi ng to the conbination of the plurality of

managers and staffs to be dispatched, or according to

t he oplfaidsstrided esting Pigt Nethespgherig | @046he’:é}9:e14nally

bh f
T ST Y —
%PBI T HThe Pudhemtisietaon Fenidiiikd dmavedeegi stepedat e used
fhe tl@@%tﬁntﬁlﬁﬂfi&n 45 6RP1A ndC Egéd%PQﬁem:t{]m;&?tlon s0

?ﬁ i nventi.on. i's caonfigdre
erm naI

1P T h‘?*é@i%t%]r‘i’??ghttﬁé O Bss and staffs are
dhspr hekednt @nok hde zamhmts Gadt 091 i randid i 0 '@ié)&b%perate

n ternal.l onnect ed deV|ce
ersongﬁﬁélol%ttélr%del t%% |t§“ﬁ‘é€'é8nf ‘ot tkheec‘?"%‘?msmle
ot @RUYi Rel qaesta HoRUUEE I tFRANE 1113y @fmlaomputl@@ to an
ﬂrf’dlxﬁﬂﬂhal 2bas@dUSByporhy 15, Jdig, H0D 14 stgres g>&8tloglcal

l_g’ical jnformation regi'stration programpro
ST 1 G I puﬁga}%%a:oah@dlv1dually set the use authority

accordlng to the combination of the plurality of managers and
staffs to be dispatched, or according to the operation contents
of the computer.

[0046]

Fig. 4 illustrates a configuration of the externally
connected device, and the terminal for registering the
biological information or the like in order to operate the
computer control system in accordance with the present
invention. It is configured so that a terminal 10 for
registering the biological information and the authentication
condition may be connected toc an externally connected device
20. A personal computer or the like is used for the terminal
10, and includes a CPU 11, a RAM 12, a RCM 13, & HDD 14, and
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wite of the biological information, and the

bi ol ogi cal information, such as the fingerprint
informati on of a user having the use authority of the
conputer is stored in a biological information
storage section 142 in attaching identification
informati on thereto. The authentication condi tion

st yROHHctiHON 143 S esy t%‘@? nf)icgf%%;?gal information

condition due to the biologica aut entic
FEFHSTEG triom merﬁwéﬁ%f 143cH ot ahdwsonputeresad and

mﬁcté] i Qh@erbi@l@g.e@&ieﬁlﬂ&%%%tﬁdn Ngla Preeessi 88ogical
hi ol o i nf.ormatj on regjstration program

t he
6?’158’68?%211 %W?b&% Htthel IS RF 1 i bk pgpat ion of a user
agphngnuhm psegamﬁumnu&wtof vaélwbﬁﬂﬁtaﬂlféogtéﬂéd in a
or e control, s
g%%g#g %a%n %)%t% con]tjrcﬁtord—’]’gﬁ hgep?&gn vﬁ%hlg{‘r gittaching
éﬂ@ﬂ@dfﬂﬂaﬁh@nmiemateost athedetand t'inhe CRUi1tlHent ication

t h 0¢gsSi pe I N
tB ﬁfe}ag&%?zh%:sogé%\%r krg%tgr ea ul ? 2? heg}%nv% f%ona{lgtr%%rg%lrﬁatlon
pPBHdELOnsBULhEe Ehe Biotedsraly am@@@mte@atnmnea@mulred for

appl bpathefohs cexeauheds FARABLALWSETENDIY or the
&255 hs used for the externally "connected device 20,
Blincl udes a menory 21, a biological information

corrparIlsomuréeJctt@neﬁécdea q;ﬁ%@éilﬁ@rr@ﬂh?d |§Hc}§&é@§iﬂ§‘ by the
n east .a .biql.ogical infornat
Ef‘gggggcégcu o I Rt bt PERIFEBRAFTPOREE 141
SEoragelrddig P2 12 aredi othedespp bicaeiowmryg 2y pricduct,
Wit £8u s ea & O 0H ondllﬁy J%:t %%raﬂgrﬁag%fﬁec?ntrolalsuch as

aut henti cati on ai ned from

4% U eReroL Fo@nt%étplbfr AU €@} - i 9 dihmtliidie, which are
@t@t@@lmlthlenﬁcmnmj (Hi‘er gadrkegm éﬁ& tH epeol ¢g) erforms the
i on_readin S be dlrectl written
A R SRR e B L G it 5 e A 0F 39 8 otk area
@@dth@l@@pbhc®tponvpdegrmmtpradﬁunctsanfhatetﬁéubQoEE%sing
{ggﬁl r S bi.olo
#%entlcg1$oﬁggﬁ %ﬁéligéﬁlgﬁs %se o ?e?he bi ol ogi ca

“tlmati on conparison section 22. The biol ogica

| nf or MAtHIH heaeH-PJcSERBRr 1%.%@1 S; Pr Ve §egsr Zghe\g'hgcge?nally

functlon t.o read the biol ogical I nformtion

HEFTYLASMLTE PR oV REER G Liies @ BeWPrY W@ d asbiphggical
mffe:mmdlon comparison section 22, and a biological

information reading sensor 23. At least a biological

information storage section 211 and an authentication
condition storage section 212 are included in the memory 21,
in which the biological information and the authentication
condition obtained from the terminal 10 are written. For the
biological information, biological information read from the
biological information reading sensor 23 may be directly
written in the biclogical information storage section 211. A
dedicated chip provided with a function to execute the
arithmetic processing for the biological authentication or the
like is used for the biological information comparison section

22. The biological information reading sensor 23 is provided
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bi ol ogi cal information may be conpared with the

bi ol ogical information stored in the biol ogica

i nformati on storage section 211 in the biol ogica

i nformati on conpari son section 22 to thereby perform
t he bi ol ogi cal authentication. [0049] The biol ogica
information or the like is witten in the externally

s ot IO s Ay e o
tbe fingemppinyiodbrmatdomt doh ist orafegseed |S@nt11aa12 the read
§ELQELQ§1EE§ 1 Rir@h-BEIG & hﬁ@rﬂgtd&}}ﬂ ed W 'I?%Ologlcal

use authority of the“co I n attaching

FBEHFWPF&SH O Ffhr Mt ie obloi@@%gﬂaﬁpéorg@@hoaxs sorage

septayae2 coden tﬂféebeQogﬂ&@l\MﬂﬁEoﬁrﬁét m%%‘éﬂn éﬁ@gbﬂr’sectlon
i spat.che

for ion,.of a ur al memnber.s

RN SR ATt SRS R S
apbaglthese, the blologlcal i nformation correspondlng
toth f d t|on i nf.or ion is
resp e2¥|€gﬁ%léé¥§élgﬂge%hg §OPRE SR Ea% &ﬁﬁé&?@ﬂnthe
%WE@@@Yv«i:gnnﬁ@teglzdepme 26. bﬂ'heomx&tcetxmjlt;he externally

@@ﬂﬁé@ﬁ@é M & 2%0t§tt@{ee§s§a§& neCEEVGL *E'e%‘i%' G8o. The

nformati on i n_the biological ormati on storagé
bleleghcai HREREAE L AN { hECPHRGE | (FRation | PHor MAGRE the

Bt eohes £l mﬂft&fmat\i\![@ﬁl dih%. ageheRbgal F @HeV\ﬂtléé‘ a?hthorlty of
on to

swor d |s requ 0 her .u
DR e o | S R SR h SO E b L aeRR D1 S Lo i gmat ion of
xﬁﬂistxmmtsflswanan;Bmfempabyee taye, behsteted aﬁdtﬁﬁén the

m&h@ﬂff@ét% Orgﬁﬂa%a]?i%ag% segtl %Pilé't oetg oﬁnembers

stored In the bi I ca |nfornat|on
PPt Ccherd tio idee apcéﬁgnmltlhusmem @ls@gubdalsmm imtsiperified

4Pl ke, a@h'éeBEb%?h@&l@ﬁﬁ'b%ﬂn&&&ﬂ%%ﬁo@éﬁéﬁ@lﬁé’ to the

the Hﬁﬁ on contents he co ut er pera ed
s‘péltjc en%%%?%‘é%%nl%ﬁﬁ%ﬁ-@ﬁ if rRadexespegtiyely,
atm:hrlea:t;edtdeunclee &t%d]&lwddﬂmttd&déwb@gmaha the USB

6# tloq,h authentkcgtlon condi tion

d by he":”{otpeerr1 or? of “YHEC f?}eﬁrélcelowtﬁEores each

mv&%hmég’gscerlemf@rmathenam heathicstdgiral information
sFtQﬁcélg}é QQCEESB@JQL é@Bhg%tﬁlA’Ehbq m@f%lec oxgﬁntfﬁrmatlon

sel ecte conditron e se

%n éﬁértat VBAnuBRA awlpeemmgca%@n s»ei@ttae@assword is
radtfueitd € aldget HeandiblbinON obensedt t ke dffputer or the like, a

password corresponding to each identification information may
be stored in the biological information storage section 142
to then be stored in the biological information storage section
211 or the like along with the biological information.
[o050]

The authentication condition corresponding to the
operation contents of the computer operated in the dispatch
destination is written in the externally connected device 20
while writing the bioclogical information. While such
authentication condition is selected by the operator of the
terminal 10, the condition registered into the authentication

condition storage section 143 in advance may be selected, or
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external ly connected device 20 via the USB port 15.
The externally connected device 20 stores the
received authentication condition in the

aut hentication condition storage section 212. [0051]
For witing the biological information, not the

bi ol ogi cal information stored in the termnal 10, but

the cbneliegiealmd gnfk% NBL i OBy %ﬁ@ ki)hcﬁhﬁ RiAl Q%ecnaitlodn upon

information rea sensor may be directly stor

FhiERBIb; OT%@IS@&leCtlerﬁ 61*‘1%’&?}16910@?6?&9@%@&4% igigent to the

AkserhAllfi sgasetdDVEYelice UPORIW ithdgubBeport 15. The
connect ed

Lo | informatio he.external | ,
KOrEHaSEY, iRl (DFAES s or FrafSRf e receivea
gerthenalicdflonnddrtl i tent ihi ciad oauthEaEci®EEdBn condition
g{&@g%g g@ggogtgﬁ ,read biological information is
int i ol'o

store gical information storage section

244515 sent fromthe terminal 10 by the operatlon of

an adnfdy- Sty Of ng T%@Utﬂ‘ﬁﬁdﬁé ?n &lanq? the
na are S|n11a y

t he ga ssword sent”  fromthe ter
kit @l?ﬁltﬁefamﬂﬁéﬁppc@m%f@dcolﬁww@mtgmmgé 10, but the

B;B@Id)@ib%%i1ﬁlﬁdrfn8@1t6h0|ﬂ§id3@b i pher @b'l@)@'ll%lbqr ?Qﬁiormatlon
ection pect i i Il ustrates
SN Feitor Al BV nbR: PAXEChLY SoatRa df She g qipaical
ilhéOBRaEImldt;onaymsemdodlemLme 201 so Gandht kofsse s MHdwever,
i i |f| appllcatlo
ﬁ%xgr a‘;ﬁ%1CE tnggc an a cc%d‘g‘%f % FrREAGing e € Xternally
f@¢%l%%n$9olﬁegobyeahedgénttpﬁo@Bﬁnppmmduétof the
2 81 rsE Qicf | ﬁﬂdoéﬁ@rldte‘?ﬁriﬂlrb%tq%{jhhfegmﬁt‘,lbﬁg&é%ﬁ@d when

t.0 thecﬁﬁ: uter ontents of he authenticatio
Wshdigd C%Jxﬂﬂq%ﬁglf&mqfrelowfo@rt@m ifhéder pdological
infidwend t oo iR sifee serqicred 1ar €s SpREI FE e ﬂl—ﬁé r&xtrmlal 10

; T : f ot : et
e gono ity g sl T i S STA
aand iguitdre nand athen pasmwtintd osens §ebdehet&ErmMmmpleo are
SR A1, Fégoréd Wntﬁgy at&?‘xen‘?ﬂ%ﬁg cf?gn go% P5n D storage

tries to o i cal
SARHaR ?éétémﬁ] taﬁdb%cweom@%moammn @‘apr@ge section 211,

regpectively.
[c052]

Fig. 6 illustrates an example of the authentication
condition stored in the externally connected device 20.
Conditions, such as a condition for starting a specific
application program product and a condition for reading a
document file contrelled by an agent program product, are
specified other than the condition of logging on to the computer.
Ag contents of the authentication condition, conditions on the
members for whom the authentications are required are
specified using the identification information for specifying
each of A, B, C, and D.

[0053]
In other words, in a case where the authentication

condition is set like the example shown in Fig. 6, when any
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have respectively verified the personal identification
becones a condition to permt the staff to |og on. For
starting the application program product X, if the

bi ol ogi cal authentication and the password

aut henti cation have verified the persona
identifications for A, B, and C, it can be started,

enat u i,cati on _ha r|f|e er son
rBé{eent%:f??:C\é\%]l 2% % B {:p??éc%%nl&g B E?a‘%ﬁ ter, t at the
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he at.| Of 1 aPeL SC Ldentifi atlons far, B and
%ﬂﬁ:\/\héelﬁé% dé}b ; 6 areorll%%t Tt at PR rifled, pgrsonal
&@é@tléécatpﬁ@bﬁonnﬁ4<lu naanoasbemtmﬁrxedi IF&r starting the
essaky ohor WSt er,to supj ect d
Eg b|oIoO|caI£r$$ﬁent| tTon. E For opgrat?%ns 0 bfogical
FBEHPH&lcéﬁdfﬁhﬁﬁﬁrﬁpqIﬂ@ authens igeitignt have verified
MECbﬁwxG@BIlﬁﬁnti(ﬁltd/é@'l%rpbnﬁ?ef&f ke, itNeSE be started, but
gger%hlon 3% ‘%a bg t he agent program
product % QCm?nﬁ Enik- céﬁdﬁﬁléﬁqﬂﬁﬁﬁﬁfqhﬁt the
boodeghcal t arqheart iexacidgn onhak th&:@pﬁ[e’i‘%l oahw | lpersonal
[ 4 descri bed above, afte
psREL ke onl PR oo FE TEAL Wi, it et famero the
163(913@93%11311%' %@?ﬂmﬁmﬁ@m ca @ het pashweordramtriadntiOcation of

besshal f t S o5
thessal e tn g e AL Syl oo

THWMPIRNA ¢& . 2Bt iiF WErEn 3% i Prgofsavhplist édcase where
J_M:t:hs tiere s sadr et dod ofhd hies MY a@ired}e W e ISct\ijléHEed to
e g% iﬁllne S stablishpent or the |like of the
dIFS at ¢ %les? alﬁel?) awq’alltjo%n )desgﬂrbéjd’%tﬁgnﬁ &t geading
?@@SQFlFa'llgtg Sthe | detuates af thaf ugdnat i tite ofvolrde processing

SOMPME AL or Bns 1&9{Hrcﬂhﬁ:§’ %@h a']:l%%{ rdance i hei,fggay the

resent invention e con
% PReIBR®B| Egpggpt and when matchlng Wlth a condition

specified to each of them, an execution of the operation will
be permitted.
[0054]

As described above, after the biological information or
the like is written in the externally connected device 20 at
the terminal 10, the staffs move to the business establishment
or the like of the dispatch destination having the externally
connected device 20 in which writing is completed, with them.
A method of the biological authentication in the business
establishment or the like of the dispatch destination will be
described using Fig. 5.

[0055]

Fig. 5 illustrates a configuration of the computer
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aut henti cati on by connecting the externally connected
device. A termnal 30, such as a personal conputer or
the like is installed in the business establishnment
or the like of the dispatch destination, the

di spatched staff connects the externally connected
devi ce 20 brought to the termnal 30. The termnal 30

coeludes 3 .
: usgapof FofEM 3h aBcBpthige 83 FRMLES pRebIY Bhyediffon, in

hSr o RN TRAL i METIGEMEPr oy prideRictbBabogical

andhle&tlib@.‘tllﬁb(ﬂdby Wdrheddt iy BaBtdeaihR I EBRABELRR device.
In order to execute a
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peenshait ed shdildls %%%Aﬁfa%erz%ﬁ% Lhe éeﬁﬂhni‘%f stQHDD 34,

and whil e operating a work area

%‘aglaﬁ Yk Pex tp% g WW@H@% 80D ¥hetoreguit epppiosesohmyogram
pﬁodueﬁlﬁ@ﬁ anA bheagé’hlt 3dr SEFAR B dthe 4 0ar ah&"}?é rovided

essing L % en . the externally connected
Lol @B 0T BeREARBEL 8R {BEOFNATIBPNPRAragdS, SeREion 343.
b@@ﬁ@blcal authentlcatlon of the staff who uses the

term esteda the ti of l.ogon

to thgﬂ%erm fal %de Corth &t FAE é:gﬁ?afﬁs&?l by the

FIrhEed bHow &K gy 0 prlédmc@xaﬂribl and ithheaagast mhermmn product

fmlrstﬁéi fi$h the EDDC34an‘gaP1 ebé%?@?gﬁ mtﬂ}%ducts for
the four ‘st s-are

bi o i cal authentications o
i S FOTEHP InhEHCBIRS annbReut koS logreaputput control,

mmfcmen‘m}t@n whaadh age sanseg 23 dieadokhss, Ricel %ﬁ@éd s:.mllar

the fingerpri or mat i on

{0 o 3 93 e 1eT RO L LI 8 ng ne ra
J3emt i &i warkomreanfod ndid crtpp]suceht:&m eppbgyee pedasct, the
ddqiSraig &Béﬂ%é@ﬁﬁ'ﬁ? et G o
(:orrespor%j oQi Cg %Eirr% é or edper% ing the
A5 151504 tett QW%WW‘%n storage sectl on 211, and then
ﬂ:d’(ﬂs'ﬂl spatched staffs are verified whether or not to

|W%5e g i stered gersonal i dentifications. For a
corrpa Sht8F FHECTRR b B THISTHRDARICEN20 1+ connected to
tare temetina lprocessienpilblogical authentication of the staff
who uses the terminal 30 will be requested at the timing of
logon to the terminal 30 and connecting the externally
connected device 20. For example, in a case where the four
staffs, A, B, C, and D, are dispatched, the biological
authentications of the four staffs are requested, and when they
make the biological information reading sensor 23 read the

o+

biological information, such as the fingerprint information
or the like, by respectively specifying the identification
information, such as employee codes, it is verified whether
Or not to match with the corresponding biological information
stored in the biological information storage section 211, and
then the dispatched staffs are verified whether or not to be
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performed in the biological information conparison
section 22, but it is not limted to such a
configuration, and it may be configured so that, for
exanpl e, the program product for conparison
processi ng may be stored in the HDD 34 of the
termnal 30 to thereby performthe arithnetic

E?"e%‘i%%%'r@@ bé‘rs&ﬂgltiec{éﬂﬁ?ﬁdi i a sensor c#&?ggarl SHhS of the

errphera devi ces provi rea
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HE FEstFtPoF HHR BRA HentSwcdht |aoﬁoﬁéﬂﬂélﬁfﬁ§d% ﬁﬁﬂslﬁ;a@)ay be
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sehhent Feat r@@dmhl_ql c@ﬁné&@éédtb ntﬁ@etéﬁﬁﬁ‘lé‘fl 3@%&9 be used
the form e exanple of Fig.
P EFRSL PEN ﬁﬁ Qaehogas%eﬁflﬁeafn%ﬁorlewﬁfimay S§nser 23.

imeb8He the result based on the password

Spec: g aedile Gk eRe sRthbhgienk on SEEEPeRed 1 tnfs way
bt $lepred atn on Vlmmmmmrpmr@mmﬂftum RAM 32 or the
BHECH | 58 Sndredshend nsdl. oe@taéfrm 2%; ) e dd'%tored

authentlcatlon condi ti1on stora e sec
Bt r?alllm’é%m%%% %ﬂrﬁ@tZ@Daﬁt?hégﬁ aaftign 303 1am@| file

fdem &t best LRkl OnIﬁoélﬂ}/t E8BeW, | knal iﬁf@%ﬂﬁﬁ:‘ibﬁd Wthh can
i zed menory area in

S|mI ly int Vi rtua
Rty gﬁ Rt o oS RHGPRAR daRREId cat ion
b5 or\/’&g:e-fseci i dpr348achbf dijhe tHeer ﬁtaatEsC%Obyn thd | b8ological

n t he rmn
dgumuir hes e 8005 T 104 R iloL A he rorm
Lt t idnthe reecraemle@d ab, Fagd |7f tﬁé‘le aln frertatien oon  such
dxﬁ:Héﬁﬂhd’ae@loﬂ Q‘%s%litthiﬁﬂf/'aclaéd QRh &S |tt,h<%]§:esu1%7 aged on the

referre whet her or hot to satisfy the speci
I@ut

pr,aogrﬁi'fcll? REF 39R591- t he aut hentication result
etdef i es t he

Additionally, together with the specification of the
result of the biological authentication, the authentication
condition in executing a predetermined operation is read from
the authentication condition storage section 212 of the
externally connected device 20 at the terminal 30, and the
authentication condition will also be stored similarly in the
virtualized memory area in the RAM 32 or the HDD 34, or the
authentication information storage section 343, of the
terminal 30 in a file form or the like. When performing the
predetermined operation at the terminal 30, such
authentication condition 1s referred to, and if the
authentication is reguired, the authentication result is
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aut henti cation condition, the execution of the

operation will be permtted. [0060] For exanple, when

a condition that the application program product 341
requires the biological authenticationis set, a

staff for whom the biological authentication is

required is specified with reference to the

adben i tedb b f ' e - a Lt
resul tbg‘c@% f‘{g{ébl ol oglk r?th tg)utgaggﬂfgatﬁéoﬁgégrﬁ?ﬁd ggﬂ&tlom’
apeci Fhen sidf f the venthesd igiation efrawnide tentimfies the

authentieation ¢6saltishonad bheteiBAM 32, EBQ@A&E@ will
he exa es shown in Flg 6 and Fig. 7, in a case
SPSF?EEE ahe application Y, since it is a condition

ﬁhaeclthe biological aut hentication of A and the

bi ol o entl t|on and e password

aut hen | ca X on ofe B"F} e BedW Bt nEP balls SPRhgation
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t he’ bi ol ogi cal aut entica veri
b%t%’%‘?lfh%d it Pl e e sre rtes ihss a Hentriatplelstredondition

sosrédie pasewer draMt hent i gaki op, @ndttheps frfbe biclogical
%a?sg/orgs matc&vvlth each ot her, the application Y
Bel Gpet @t ed OTwi tROUSPSGHESG oftaAFt dfnaveyefjed with

réfetense ded ithed aut hiehe i calttikenteeallitoBt 6086l 1hothd hedm 32,
S dfrexecute the authentication other than the

opera]E or's personal identification is required, the

bi ol ogitt diheasranmicatslonwofin Fin | 16 Bevd e r ed dgaian case

df pddiat-on gt theh%;gf‘gf‘é{@;gn &auf/éql%é 9.@ 8 n oéox%ltthon that

that it _becones or A
WO&R@%kaﬁhaﬁmﬁh@ab@@nat@f iPs Bamiseuhe @nqlmlcal

s&ﬂﬂient[ﬂﬂﬁiﬂoﬂ\/%m/\/ﬁhbepaéé‘w@r&%Q&Hgn&c%{ﬂréﬂ 6& 8h8ive been
ae[{pﬁlca r}é S|nce{: is atcondltlonthat t he

B Gich AR entPeat FBR ofUtRenbigaERenhi 6PBELEAPR, the
sautthee it it i am rah it qfagswaddB avé heat é £add aro of s@nce it
A8 O5ER R °LhAE TRACDINEA O JNC a1 fthe BUDELEEO0e been

condition aut entl ca n resu
viegridiesh Lo bath Pﬁltshezagéheatmcet ionirenott s eBoaradrdqursted

for the password authentication, and then if the passwords
match with each other, the application Y will be operated
without limitation. Alternatively, if it is defined in the
authentication condition that to re-execute the
authentication other than the cperator's  persocnal
identification is required, the bioclogical authentication of
A will be required again in addition to the password
authentication of B, so that it becomes possible for A who is
the manager to verify and check that the operator is B itself
on the spot.

[0062]

Meanwhile, in a case of C starting the application Y,
since it is a condition that the biological authentication of
A, and the biological authentication and the password
authentication of C have been performed based on the
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the authentication result of Cthat the biol ogical

aut henti cation has been perforned, the application Y

will be stopped, or some operations thereof will be

limted. Alternatively, a nessage of requesting Cto

performthe biological authentication may be

di splayed. In a case of D starting the application Y,

since Dis limted to use the application Y based on
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S LG PRRRE it | K GLeQ g CAIN (SO bRy e the
apgfl itdea i o ument kel BEQppeddenesbmd: openanages tirexeof will
bes taffi whom t he bi ol ogical authentication is
requiredis specified with reference to the
[OAfHenti cation condition stored in the RAM 32, and a

resuldenef- i 0hoghssleanbheNbheal 9 il tNey order to

speci_fied manager or staff i1s verified with reference
C%%anaapﬂéﬁf-ﬂeaa| SREFRELPR . sSTWF RS Feasd nARNgowriting

tr{eoeM]a |tfhé rageemappbg&amwxn@t Friag) réﬁﬁlﬂ@ fih @he/terfiinal
the _docune

3 fE B eRina Rl FEL 1 Bt pEanG: Fug' phBZaEaPyy; shether or
nOa:uem@]mblpeataJto@noéatmsﬁneis tthe: albm]méamglc:atlon condition. In

£ ‘ét Esgg' C\%éf?rhr?é‘ base S%\w;g {kﬁ& Cc%te{ gge%ft pPogram

eén perforne entica
pr&ﬁwtﬁ% 1S rerd AnttHen RAMAIS bA mce"sunqrstbﬁt/& ppegdstarained

ari@h@eiad t;ﬁ:'ocggéﬁ%g s iSkdapsgled  t PRt RAR Bbol ?ﬁh&ﬁ' the

aut henti catj ons have been verified for both of
Pregeneriicst ohiFBREEES PEPFST BiRliestd 28 29 updpte kd the

dogasener 8iayt hestdomddisd, andahhger brta%mwﬁ&hm the
bl%%%%ﬁg\glt ha& Centg.)}.gg{iortlh%.SUpggthlgadt hles d%%%ré%rgled w1th
reference to the authentication condition stored in the RAM
32, and a result of the biological authentication for the
specified manager or staff is verified with reference to the
authentication result stored in the RAM 32.

[0064]

In the examples shown in Fig. 6 and Fig. 7, in a case
of B executing the update of the document file, sgince it is
a condition that the biclcogical authentication of A, and the
biological authentication and the password authentication of
B have been performed based on the authentication condition,
the authentication results of A and B are referred to. Since
it is recorded that the biological authentications have been

verified for both of the authentication results, B is requested
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valid. Alternatively, if it is defined in the

aut hentication condition that to re-execute the

aut henti cati on other than the operator's personal
identification is required, the biologica

aut hentication of Ais requested again in addition to
t he password authentication of B, and if the password
aut henti cation of B and the biological information of

fdx aflge yEE&GHLM, aﬁ'ﬁﬁeﬂ@ﬁ@éﬁlgfl thgqdeedrent ke passwords
ones.vali A]‘:IE é\ﬂgn D execut es the updat e, 0f 't he
‘“agbcgh PPFB OtRer s the vadakq of fhe ABRHEPNS] i }abegemes
v Thiad . desaeﬂmaiu#?nﬁgzgmﬂ?wm Béflhﬁd.ﬂnQﬂﬁfaﬁ&h@ntlcatlon
{ ate of .the sa unent, fi si.nce
T Db B R RO BF 61 g0 L HhPERRE D che
ORSHATatRr '#hd phe‘SbnaﬂoglantaJ.ﬁmu1mtl is arndeqlhmred the
bﬂﬂ%ﬂ aﬁ%h@%%&'c%@tl'o‘?p pia qg‘@%&*lggggdp%:;fﬁ in addition

based on the authentlca I on con
Lo utnenPrearPrsd madilant isfatA candof Bar endefidh relde t paskword

adﬂhe‘htqft%&,lo?l Fe g land the! bﬁ%%@qg:‘llt I?L ﬁr%%];on of A are
or me

cﬂ}&% g aut henti catj on éen
VeIt i BB R QI thoe Q?C%W%ﬁagﬁévw%%%éfadﬂd heAlso

whetoch restcutfdd Ehwd];idab% St apRedocOhe SO 1QPEY Bt éi’ﬁérformed
I|mt terntlve y, a nessage . of

id R

r%gbg‘gl ¥ Sémtl el o?%ag:héles&r& V&ut h@ﬁf‘%’ﬁtlﬂ@m in
a @@)%eb@fdr:spbcayadmgoaﬁs] updatéenfathy& shae #beunehbodile,
s:L‘PifceSE€ cidy egnﬁq%loﬁu{:ﬂgﬁ t}}?g Conci%g.t Iraglg and the . on of

hentT cat i on
rau?ﬁ@nt that ikplrgicah @futtlieeltsm@ftfmn s anp?er tbenedasaword

avRHeaRGRaUAGR | BgONcornihe ks, t o herahy star tEE _the

sult in.the RAM 32 or the authéntication in orrrat
au%?‘&P&@é’a%éEH SRNdA81GH, tihe P%@e%lmépmbﬁasgétsmf A and
C am reefm@m teat i Dm teaArdehken é_ﬁlé@tﬁl DEGhdY Q@Cb%ed that
}ﬂl A ©on cgnd%tlog.sto esectlon g up
NS & ggclt L PP ReArtGAC 3P0 DR YYURET ﬂHm?ﬂe Tor the
aué@éﬁtlpﬁ@goammwﬂﬂ@f (Ehitd’:e U@d.larteeprtbﬁesbldﬂ eBkCabcument
t t e h t he rison.
O b e bed O e b s Pt D Selraor GF T R P cea.
ME?BP%FEQ Yaut%eﬁ@ﬁ@ﬁ%or@fofre@eea'ahagerc and ee fetraf fthe

bibegyi F8U haspdne utgentiuC dition. - 30
[;%gg?G] Usi ng anf ngtavhgﬁgr fﬂgg %\%ma?ﬁgglag%a there will

Incidentally, for the method of specifying the
authentication condition and the authentication result, while
the biological authentication of each of the staffs is
performed in advance upon logon or the like to thereby store
the result in the RAM 32 or the authentication information
storage section 343 or the like as described so far, the
authentication condition is obtained from the authentication
condition storage section 212 upon starting the applicatiocn
program product and the agent program product which require
the biological authentication, respectively, so that the
comparison processing may be performed by requesting for the
biclogical authentication of the manager and the staff

required based on the authentication condition.
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descri bed a process flow for performng the authority
verification upon logging on to the conputer in the
conmputer control systemin accordance with the

present invention. As a premse, it is supposed that

a plurality of managers and dispatched staffs bring

the externally connected device, in which the

agpRepti cation condition defining the biol ogical
|nfornat|on of each of them and the conputer operation

i s stoPédng o fhewbgbpnesshestrabln shignt &r theréi kell be

gésthRepduspat ghrodesd | natdpn e Sﬁérﬂfﬂ:@egét eElt[fﬁl lé’uthorlty

connﬁcted devi'ce in the conputer” provi
K0T FCaCaCPaBPPRHRII RS AEd ke cempuherdispeeromputer

destioat sp@te@m@acae«mﬂaee wxteehal b¥e80AReLh®ention. as
ge£ LN whi the biological informtion of the

raTrl £y oﬁ%n&ﬁagqé??o&ﬁﬂ & PiyFalidy of managers and
@uspehchedtsbafﬁanurim@ntm éfmeﬁﬂatﬁlpfcdﬁ}gécted device, in

t L. d t
@ﬁﬁgﬁ g%@" Qﬁghgﬂﬁﬁgy{:?gn %P%l%r&gﬁp lﬁ]fé&;%{i%%tc &?}ﬁ}l@%oglcal
1 ymat hored @%\@b@fl tyom asdridencospdieplapsat wiorais stored,
opetpbi 9[15%91[3%%” esg&fabtltl% Utcﬁr él%)‘z). Jhgfcgg%mcﬁ spatch

%%%I fies. whether or not ext ern connect
A ey ‘F‘arS?EetBiés@ﬁFerﬁ@éhm ﬁnnﬁ§t@dnﬁ@&'tl§@ tis the

¢d5rq:1h15& perdvDded hien [iHee b ddd RATAT iUhnfnt Y e 1ike
| ke 7(éa_cl)?%é and then if the externally

connect edSp%I FEIhHRRt ed thereto appropriately,

1@06/&rifi es whether or not the biological information

d t t t b tered
?204) PR SR S PRhhS8 e RE) G ol RIS cne
Jégllcﬁlé?@d mffh"é mgitdlonge € Aheapi hoat i tﬁtq fomanpgerssemd]gtaf fs
aMd| tbﬁé e@ﬁiﬂéﬂ:ﬁ'ﬁit‘(ﬁﬂﬂ owendiQUGR| i order 'i:(:?.m\éer b Y the

mput er operator _is the dispatc

or
Ps?%e i ?rtf%]é}? Pﬁ@réﬁéioé‘t ofTEs Ftafirsst da f%cpnn@wéed o the

dmn@mmalanmfmar@idm oF heer ea Fuitaf.ez l@ksoltt%héal N (s01),
Intornatl on readl n

d f hi |
1T 1R 3R Lo Rp Rrsl Al PonbPeaaiAg Streen
%ﬁb@r C[Qrﬂyvitéé‘d (SW’Zt h tThe exdamgputaln weadifriect ethed®eircer not
the oRtelALH1 (¥ Rine dev%% lﬁ@dﬂgg%dtﬁé g)lr%%le%%l invention

|nforrrat|on|s conp ared

LSnFERREFFEH F‘ég"rlé‘% %Pi%ﬁ:oorh‘éh%xl@fmalhw the operation of
an OS or the like (803}, and then if the externally connected

device is connected thereto appropriately, it verifies whether
Oor not the biological information and the authentication
condition have been registered (S04). If it is determined that
they have been registered, the biclogical authentication
processing will be executed as follows.

[0068]

In order to verify whether or not a computer operator
is the dispatched staff itself, the operator is requested for
the bioclogical information to be read, the biological
information read froma biological information reading device,
such as the biological information reading sensor provided
with the externally connected device, is obtained (805). The
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connected device (S06) , and then if they match with
each other, it is verified that the operator is the
staff itself (the personal identification is
verified). [0069] After the personal identification is
verified in this way, it is subsequently verified
whet her or not to match with the authentication

i+t f o I e o the extern [y,
%;%n%e:%ite% v Q'%&7 gi‘ifﬂ"g%a%‘%ﬁ Q ¢Q P%r Yith the
EdRdicdiicr 1t hai*tnﬂQi‘@‘cﬁtJiCﬁ‘l pered s rtdy onrhtyo onghe externally

epandleled dévifBLGRS Wahh dis, 'i“ftm% 'm%%tc;l?ov@lth eéach other,

ndltlon ut _if the authenticati
|l al%s 1GR3t aHREt PBRTREOTL HE (e sofafiheitself (the

ppesahaﬂ, ideachifalce@iieal iautieentdiGat)i on of the

gﬁpﬁgir W ll be perforned in order to verify that the
éntication condition is satisfied (or if the

bi ol oghther hbeheatscabilobhdehtibécaanegess h@érﬂfi@@dj{n this

i.cat i | t [
Qg?gl %125%)4 %%%%%ﬁjewlﬁpb?%ﬁ_tsfl \c; I ggté e%ﬁ% r{V%,‘:e to match with
EhﬁhéHFhéﬁtﬂéﬁte@ﬁdlcpmdntlm sfam Sfdoeth egiastsmErd into the
éﬁ@é£n§$!’L?eeoflﬁéck:ggoﬁe’&écg' $Bebayed ch%'so@ar@[glé/erify t is a

er or not a password inp utted to

?ﬂ’ééb}sé?’at bPagndopre 5&3%@@@& i @ lno arts svperator it
opechssr , width Chlies t%%ﬁﬂ%ﬁ‘ltil@dtri%lrﬁxbgha@tltl}énconBtﬁet efdf the
e Lol oglcal, tntormati on, ma ch
STVREReA RRET T b1 L5 fanpBeRibS Tadd otk odhin MRy ion to
the thegonfprive egsimag o, Stthﬂlc;)ﬂ@caﬁlﬁdFﬁhbhtlbelon of the
| tlon e (S | 1 C .
rgédl%hentl gfaitl on %n?{l{]& u%‘ﬁenltnl cg%ﬁglﬁ COhdVEFSAY (BaRt the
EFW%IF%%C%R%@@WIPQVQWM ethtfevf bed (far itthehe biological
Authent 1 ¢t { On cppﬁﬂbtrhﬁﬂag@flhatg‘%.l‘i%'&%:f Eggﬁogs pﬂ%ed the

irst_sta

aaqetgl?%%b?qj%ho%nr%sui%n%b%%\r?es?%‘?%@’éeg}ea such as a
MErrly of the conputer or the like, the processing

wi | ted | nt al | en the o
ext er %el y connect e \]ﬂ] &élal% oF‘%%‘ﬁHE&F@&lPG fRedition
icompiiefiaghen pabshordt thbt%@geenlfor 13%yon is displayed
(DN Nl | 9o ﬁﬂ@tﬁl&lﬁch%@.‘t' Qsﬂ?é%d C):[]n 1§tted 4, £o the

registered i1nto the extern
yted bk tée merator and the password spec1f1ed to this

operator, which is stored in the externally connected device
along with the bioclogical information match with each other
(S09) . If they match with each other, the logon processing
is continued, and while the authentication result of the
bioclogical authentication and the authentication condition
read from the externally connected device (for the
authentication condition, all the conditions may be read out
when the first staff or the like logs on.) are recorded on a
temporary storage area, such as a memory of the computer, or
the like, the processing will be completed.
[c071]

Incidentally, when the externally connected device is
not connected to the computer, when neither the biological
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bi ol ogi cal authentications do not match with each

ot her, when the authentication condition is not
satisfied even although the biological authentication
has been perfornmed, and when the conparison results
of the passwords do not match with each other, the

| ogon processing is continued in any cases, and the

PIOESERat Wbh | nb Lt RO éathEStQEQEES}S %fontdhﬁé_v\gll té:salrtelgétstered

dedlc ed | ogon screen Se cases
%6§§§Fﬁ61§&fcﬁ%§%beﬁfiﬁ\rﬁcrr@, afhegr tbe results of the

mmmdwl st He@@Uesid iRth ah Abe maQQﬁP@wE'tﬁogﬁéﬁ%%]ﬁesr when

e npar.i.son results do not natch
R A R G T s i 114 Sosopaimited Fven aLthough
ptatret bt;QD.aglcEGIOi?ﬂhétbttﬁai/tﬁ:[o%lh&lst B@eﬁ?@ﬁdﬁ{%d OQtﬁg when the
e bi ol ogi cal aut hentication
e R EE U R Bt etereh e o 1 G b L each othex
§é1t€| %@9@@ pﬁd@ﬂaﬁg@lsmmwmdm &)ﬂﬂytdﬁt%eﬁﬁséﬂﬂrtd‘te process
wiRY ré@ufﬁ%%e?ﬂggllsg& hﬁecpt BREd: ﬁg allsﬁg ceit]ﬁ@/on doreen.

the nmatchin nti-catl on ¢t
E&ss%?ﬁeatﬁ?‘ﬁe‘?ﬁt c WSV atay béepecptbﬂreqmcngﬁstmg wigtilrh  as

pbﬂrfo&mh@gl ﬁﬁ' ukhenth £atd ORind N 1§ r(‘eggl%stggg‘:hfggr the

| ogi cal _aut hentication and t
E“F?S‘h"tlisé’é‘t F&ﬁu|1§s b’QFf‘—oFHedcemeeréeenyreguiheﬁ fipmoeduatch

Wmtpaeachuloaheramﬁw\hﬁl drediniEd CharM tt eAChh Ot Me{mited in
bérgﬁbp treated such that the persona

entification is authenticated for this staff or the
I[PQ§23[OO73] Using a flow chart shown in Fig. 9, there

Wl bgordssetri k&%ﬁtﬂeFHk?&&é%é t?vy?rgé)% %&I gr gi:egé%erbfnormlng

orlt ver| I catl on upon s
gﬁ t heP® teql |rta%qhﬁnﬁﬂﬁﬁkkﬁncoﬁxrolVeysﬁgnt|nhat the

acthenapcet Wbhhcbhgi BE8sERE shRY &R RN tb%c'l%%@naléc){reen on
em se her s, supposed _that
au%ﬁ}ég{l c%ﬁﬁsﬁ’offgs{ﬂi?u‘bflst ﬁggBPﬁFééljc?aldlSPlaYed but before
Whéﬁlﬂg dthieo marertfiorgred Uhg%ﬁ@l@@xﬂti%a% bén C&Fﬁﬂ&@ions the
ndition_read from
geeet ey MLRERL RO SIS ARl PR v e
oRruthengisiatdat.on In 3Bhigr agrsam pwhdudtt &8 the

bmic@ﬂﬁiai Althettalefd idh anerRardyy. area
uch a nmenory of the computer Iggrl ?‘#)&lﬁ E hentication is
per Orme previcusly is not llmlted in partlcular and when

both match with each other, it will be treated such that the
personal identification is authenticated for this staff or the
like.

[0073]

Using a flow chart shown in Fig. 9, there will be
described a process flow for performing the authority
verification upon starting the application by the computer in
the computer control system in accordance with the present
invention. Incidentally, as a premise here, it is supposed
that the authentication result of the biological
authentication performed upon logon to the computer and the
authentication condition read from the externally connected
device (The authentication condition on the application
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[0074] When the conputer receives a start of the
application program product (S11), it is verified
whet her or not the authentication result of the

bi ol ogi cal authentication, and the authentication
condition are stored in a predetermi ned storage area,
such as the nennry of the conputer (S12). If these

Ek@??ﬁm(ﬂrdcﬂ.{&rbel i 10 &y ”)Ohrétgcfldﬁﬁﬁe % l | C%tglé/osntorage

S W't hout execut ed aut
pESal t Sughdagha a@tnﬁém péatihen Cmmtﬁromrartélevémlda ed
(&3%27 [0075] If these pieces of information are
store is determ ned whether or not the

aut heg‘t’?%%t%% TURTECE aF$SFIERS 2 hetalk hehttikatdrimlication
eoogramoprbauctor teEll)y, oper akl A&t e APPhE €81 OBr not the

duct t hent t
BEPHEAM BLPSHE! 317) o) AP BB POt ana
’f@h@d@uthestleaémunedondltHlennalrﬁalst@ﬁ@datumra et drimined
h t ' t tisfied
Choni oRGy THhOR of ot hERSED B8 88 cdmREsr Me12) . 1t
s 8ieres el dnfmumdtion are o titored, ttequestlddation
69 ;
ﬁ @Q'wﬁEH%U&hBe@hggéﬁécM@éés1##@&. %15§Mﬁ %ﬁﬁ%faikﬁn result

elﬁélcatlon result 1s veri
e 134th e%'él‘F%’Fl‘P%ec%@%’é%PBnaV\ﬁeﬁe§a Leflyi(6g5) t he

H]ﬂ?&a]ntl cation condition is not verified, there may be
A e B e L T
G teryrmaimept m@ctm@,r operatt ithe ahEhapphcaarLcﬁrremwlg:r @tisfies
PIOOELLLALS AL 18 e8! AR ROLAELL BBy one
Ciseed lﬁ-"@rtrmn VOEREFam| RyOALCH t(ﬁ:’d@t anylf | thét autbestication
1?Hﬁﬁﬂldﬂﬂié|é&%fgﬁwga|rkﬁiga 811@a958ﬂ1§§8%2Pﬁ 8&B8uct is
i ol aut hent i_cati on |s ‘perforned

F P Snertie BT Rne Shetet | amdSiHa -autkeing suEheAtication
qoesmtucst dreechdtn dadtei siedy & ekbeutike bs tBEepiBUogical
e R B S SRR S et oa Temeandion 10
regeiesyiesl odisddl) autdreht ittt | proegede peitornedtidbr a  new
QRN a8 on result is verified {815} .
[0076&]

Note herein that, as for the operation when satisfying
the authentication condition is not verified, there may be
performed another processing, such as performing an error
brocessing while stopping the application program product,
operating the application program product in a state where a
predetermined limitation is imposed, or the like, other than
the processing for normally operating it without any
limitations.

[0077]

The flow shown in Fig. 9 is premised that the biclogical
authentication is performed upon logon to the computer, or the
like, and the authentication result stored in the memory or
the like is referred to, but while logon to the computer is
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staffs when the predeterm ned application program

product which requests for the biol ogica

authentication is started. 1In this case, the sane

processi ng as the conparison of the biologica

aut henti cation and the authentication condition (S03

t hrough S07) described in Fig. 8 will be executed upon

starting the application program product. [0078] Usi ng
perfiovedhat thskown dorafElg. paﬂébwdmrﬂnpmtl obethe like, th

-055CEL080 PLaEESLLaY Loy A paeIl peopram Do, |
styaff$i whenomh@f peasiet apeistd oappbitheionnpubegiram product
wis o 1feys%se'f‘dr”tﬂ%cﬂigggﬁfcﬁ‘ltﬁﬁﬁ%‘ﬁt%gé gﬁ 1% Started.

i nvent i on IS premse erei Sl m
In sl nfcessy, bhetpamauPheAepsanbonasr shel poa@atrh.@on of the

bid I&@ﬂié@' adthdent bgat bQNaRQr EAE ”5@&‘1@9@ 1k299ant %otrEﬁ tion

%: tg’)g{ and he aut hentication condition read f
RIS q7) dnrraciRes davifid | Fheviddk mﬁx@ﬁqt@d upon

s teortdirig m&mwlmﬁﬂﬁﬁfﬁé@ﬂa@pﬁf@au@ﬂ that is
&5ygrolled by the agent program product is included.)
[ ]
are stored in a tenporary storage area, such as the
nenoﬁwhmgtmefkowpuhamtomhdwnIiﬂeFlbOOﬂﬁﬂ TiteeBgentill be
ad¥ 88y rﬁggg: r RLpdu t for n
the op ergtlon e;%?ﬁ?gﬁfggaﬁﬂh S%%| r%?F%ﬂIﬁ?égfghFegldlng
1%F6§u@@m}®1ﬁt@ﬁet¢ e fogue hhasamhorngya&rmlrxmmgom of each

op%Q%ﬁ‘JlfdrP irf it \Mn‘pﬁj't%g‘ 2R r2adisnaQy 3SBRCHGnce with
tl’ﬁr%rl cati on pro pr oduct, starti ng?a screen saver,

56 Stk dyrver Q%’tartIédlﬁfPE?leééﬁp spist shatupsémilar

td ogen ¢S2&) ofaneigesiblesHd ANEnERPPELELE ont G JMRNitt O5F the
0080]. Wen t he agent

a.or .the like.,on the nmenpry.
b ST BEIEY CHOF { DR P hinsbVBSROAIGER Che Computer,
angy e:da eFuti meit Dpet Bdn onoaddt deheeisadarf raax ekt | @Rternally
coh@@iesly ofadhgoper glﬁ%onaﬂ’ﬁhgﬁ regﬁllg%s tc:%%thttH on a

aut hent'i cation, it er mnes er-or
PradeRextiost oppeeatlon ofthate b# olcogiteail lag hept itdat | @gent

pr&b@&ﬁﬁbrddhé@%sﬁﬁ@ﬁ@@é@‘ Ned St 0L A98 H@ff%er%%%@xﬁﬁsi:gfage

%Fg conputer or t
arsar h& caﬁ 6ﬁlec8ﬁ61°F‘Yoﬁ falthe mnvct@m © ¢hend ike.
[oopeiati on detected by the agent program

The agent program product is a program product for
monitoring the operation executed by the application program
broduct or the like (such as writing and reading a gspecific
file, writing and reading of a specific application program
product, starting a screen saver, or the like), ig started after
computer start-up or logon (S21), and resides in the computer
to monitor data or the like on the memory.

[0080]

When the agent program product monitors the
above-mentioned predetermined operation and detects an
execution request of the operation which requires the
authentication, it determines whether or not the
authentication result of the biological authentication stored

in the predetermined storage area, such as the memory of the
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product (S22). If it is determned to be applicable,
the execution of this normal operation is permtted
(S23), whereas if it is determned not to be
applicable, a certain limtation wll be inposed to
t he execution of this operation by the agent program
product (S24). The limtation content is not Iinited

J:Bmﬁé‘éékc&”_faf:gea'i‘_dtklat QY kﬁ%et %L&gl%%ttl 34 Cuc{ b o are

th requeste operatlon perm
%&}é%h?%?aeuﬁaeﬁh% Qﬂﬁ#’cﬁttmjh @¢t¢¢f@@@. hg Ehei a@teurmnwogram

pPodueer tabn) fungki qr. id A98ddrddNGedorbt BE AbpiN®able, th
redet er m ned ogeratlon by the agent ra 3
PERETEHPE oL RS ik PPOFABEEN ° SErmit temkl (827 by vhereas
iHrit ndi cﬂ:@rteﬂgmé\@tndmeorm@latpphb:\aﬁﬂéfet Q;g@é‘%‘ti’:[ﬂgrlfi\mtatlon
after i

PLPERE hBoRRh (i ERE AU ITOR 0 PR &' i ratsigyn by the agent
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SRR a1 LP0 RAB] B Yoo o e P ot okhE b B ippagE the

?%ﬁue%ﬁR§1QHﬁ¥%ﬁﬂ9ﬁ ﬁﬂb@ﬁ&hbprb@u@&rm{tXﬁﬁﬁ eAlesuitfiom ander

d | oomeowsh | 8 HpodDng i 11hSLPF & §egot£aéer$§fn function.
It)olrpgg Cﬁgl cal authentication i1s per rrred upon [ ogon to
conputer, or the like, and the authentication

resul tThet mblﬁﬁitftrnof fttehénp&@ert X d}ét@rrnil?l%d bb@rh%:.btﬁ{}@% rtqfiat agent
e nto e .co rmtted w
éﬁ% norﬁgpdﬁ§§3§288 b CHER rﬁ%? %aEESrPnl?rﬁ%F an end
ﬂ%ﬁﬁafQﬂmﬂmﬁn¢@glmglthathEhE|mannmmnnhy tige pegént Npdogram
ﬂ&mﬁﬁp 0 S ff t t]mng ..of
5 e a eﬁts £?%n?%%aé@ga§{£t gﬂst%r ﬂ? ét Pﬂeﬁcﬁé‘ that
t&’ﬁeen %%Fé@%@tﬁé)%ésﬁﬁdt: mnlmrbmfmlbogthalagent program

p&uﬂﬂﬁiﬂ waalll o sh 1@%%&30”@3&8881:9&1&“911: g not limited
Stlc t|on COH ition (SO3 through éescrl &d

F§1C8LGF VhENRECIT B RRISE aﬁlc‘tri%ﬁfq H’éle ﬁﬁéinflag for

rt@m preitrC tor dgfRizit cRSRRIRTI ON OF THE DRAW NGS
[b%@ §] Fig. 1 is a diagramillustrating a first
enbodi ment, to which a conmputer control systemin
accor BaReefart A thewpebownt in-F36. Lfveinti bs psemised that

tﬁﬁgiéiléﬁgﬁfbgl ZutBeRt §L205 8 {4 | 381 ¢ Akl u%o%e‘igggn to the
computer, or the like, and the authentication result stored
in the memory or the like is referred to, but while logon to
the computer is permitted with the normal password input or
the like also in this case, the biological authentication may
be performed for each of the managers and staffs at the timing
of the agent program product being started. In this case, the
same processing as that of the biological authentication and
the comparison of the authentication condition (S03 through
S07) described in Fig. 8 will be executed upon starting the
agent program product.
BRIEF DESCRIPTION OF THE DRAWINGS
[0083]

Fig. 1 is a diagram illustrating a first embodiment, to
which a computer control system in accordance with the present
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to which the conputer control systemin accordance
Wth the present invention is applied; Fig. 3is a
diagramillustrating a third enbodi nent, to which the
conmput er control systemin accordance with the

present invention is applied; Fig. 4 is a block
diagramillustrating a configuration of an externally

connected device, and a ternminal for registering
ihﬁehogbnahsiaﬁp&maaion or the l'ike in order to

oper n%(#ar contyr stemin accordance wWth
t he pr%sent ? IGRM B ’Tast]dl%lao(ﬂgcd:ir‘éb%o‘ilment

Co | Wiuseh at e gcemponé gcmsratht@h sydtem conpidedr&0itd Glith the
plsé(ééﬁ@ iﬂvéﬁE%HaE‘&e %Uﬂ the present .invention,
. diagram rttustrating an exanple of the
aut h&ﬂtg cét L&na cbibtdod Iduetedtiimagt het ext@revdbddiment, to

wittmeghed coited | Fot o LONDYEER 9%”te(c°<tpc?%c_¥a§rﬁ7&§“shgth the

accordance with the present invention
PIRSRtanm FYERst Pat el 88@hpl e of an aut henticati on
r esuIRldle lad 1@naWBIT@dEH dﬂaéflﬁn GONRIS & a LGHY rao lcon%Yt@h%@t ion

n accorgagce mn e Dresent i nvention; .

Iow cRAFEIPALG¥ r%?’?l?t% e‘%r SEYLES ot?t;"”ﬁiorél %@( 1’Irﬁlngfor
reghi shethiong tlyl olbogicaht imformat DI 88 ORet DikBein order to
O R e O e G S R b h B REPr iRt et the
PHYg9Kt rla”t‘teﬁgﬂaﬂp'r ocess flow for perfornming the

authesigly sves| 41RO AP 199G L 5 140808 c8hBiblMeion

n apgglcatlon In he co uter contro
écSP H&@rwicpﬁttrﬁé BYeseEnt lnn@@ﬁpprdn,ncanmEhgthaopresent

-1narefﬂt(1m—ghart illustrating a process flow for an agent

program pr duct iding in the conputer to perform
t he aﬂl?hor Vo ver |dfsﬁtat9§ta‘i M bYUSEHt Opfer afi GFaMpleneot the

au@@#pmu@ﬁt1@0htb@ﬂ1$ﬁ$h€@tbmeaciﬁrﬁﬁéCéxMéfﬂalh? connected
SoESE0h LU o ST R LETIERE  ne
bresent invention;

Fig. 7 is a diagram illustrating an example of an
authentication result held on memory in the computer control
System in accordance with the present invention;

Fig. 8 is a flow chart illustrating a process flow for
performing an authority verification in logging on to the
computer in the computer control system in accordance with the
pPresent invention;

Fig. 9 is a flow chart illustrating a process flow for
performing the authority verification by the computer upon
starting an application in the computer control system in
accordance with the present invention; and

Fig. 10 is a flow chart illustrating a process flow for
an agent prograntproduct regiding in the computer to perform
the authority verification of each operation in the computer
control system in accordance with the present invention,
EXPLANATIONS OF LETTERS OR NUMERALS
{0084]
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12 RAM 13 ROM 14 HDD 141 Biol ogical information

regi stration program product 142 Bi ol ogi cal

i nformati on storage section 143 Authentication
condition storage section 15 USB port 20 Externally
connected device 21 Menory 211 Biological information
st or age section 212 Authentication condition storage
secti “EL ]$g| cal information conparison section
23 Bio og| cal” information readi ng sensor 30 Term nal
31 CPURBXHERMM 33 ROM 34 HDD 341 Application program
producty 342 Agent program product 343 Authentication

i nfor rratl on storage section 35 USB port 38 CLAI M
[1] Alcomliter control nmethod of controlling, by
conneqgtd ngran external ly connected devi ce capabl e of
storlrﬁ §|o£ alcalé ormatjon to, a conputer

oper ati dn>bPLPRECE drﬁﬂ%?atwmrssﬁ#ﬁ@té%@ww product
connedtded Biemﬂjc@acﬁlorneﬁfcafmaﬂﬂastsitbmcﬁgl soaitlon

i nfor t| ty. of..users used fo

aut he% ca | on fon clt LJCrel%cljlo Cyo C{ltlo ntha%raaqﬁ he?ﬁ'fJCal?l on
condi tlicoMSBopdte user to cause the conputer to

eXECULS & phadlahe HARLARR Hd Pk the comput et

control nethod e steps of: the conputer
recei ¢ilndl€9dgon request to the conputer; the

conputarn %ﬁ@qlcfgwcrag fir%m%[ﬂfcﬁﬂ Jrestide hatoversh t he
01O o e kLB, - L A UL o el
bioIogecahdlm@ammﬂ|nmfdnmailon comparison section

23 Biological information reading sensor

3¢ Terminal

31 CPU

32 RAM

33 ROM

34 HDD

341 Application program product

342 Agent program product

343 Authentication information storage section

35 USB port
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fromthe plurality of users; the conputer reading the
aut hentication condition stored in the externally
connected device to specify an authentication
condition for logging on to the conputer anong the
aut henti cation conditions; and the conputer

determ ning whether or not the conparison result

mat ches with the authentlcaé%gg%gondition for | ogging
on to the conmputer, wherein t he conparison result
does not match with the authentication condition for

1 09gi NG 19N 40 IO AUPULRL: tlhem&gHBHt e d%%?‘%]l}o%ﬁ.elng, by

execute a | ogon processing to the "conpu
COMPECEA o ATl BX T RERADYY acewrel brd tde el ca mapablwl‘lerfesnorlng

me)le@mual InfSenneced deyi %%mﬁh%%s %noacg%@tdl&?t

tg ea %Fe plur ity of users, arison
reSH e§pe8’ r&dlat ?hengﬂéﬁaéﬁ-ysﬁeerlﬁytﬁé d@ﬁéce stores at
deaparbsohogESattlnfm&mﬁkﬁﬁ@cﬁpﬁpﬁfu§991$§syéHmQﬁkM@%@d for
r.d_of each. of the urality_of users stored
gn%hﬁgﬁiégglgn'lpy cgﬁﬁec?gﬂ gt@Fce a Ad anpaRdberatication

T erna
Fﬁpdﬂ?e@nbioea@me(ﬁ5¢met@luaabetyhefc@m@m&erMumuhxecute a
ERethe Qﬁ%af 'o'i;%lh} [ t 9 g.bi ol 0
Pnﬁf or mat | on, e te&}ﬁ nput e?h%on Fho& 5% ﬁd fgEthod

FBMRFARANY, thﬁuﬁ?ﬁ@ﬁ @6npr|5|ng the steps of, when the

COpraFtIS@rbd’nq:E\_Lﬂér rRIGRESIVE Todbe ﬁé@:{m lt%a{:i'lgncomputer
conditjon for on to the co
conput &P° Fé’tﬁ'l?égtqq% gﬁllfkfﬁt}ﬂ %fc%“%ls%ﬁ“r & etsb‘lﬂih]éetween the

bietoghoahas firade tt b(fgﬁ]ﬁ]e r}_’.ﬁ.q.ii%ﬁl.tlt}t Be @@é@é’ts%bred in the

utte
e T R s <8 Rl pRecilctngraracion reaa
ﬁ%@%h@hempthr@hetpaegmnsdrspe0|f|ed to the user, which

5 5L 0 e TR e SRl SO o

?Or? céfvithe tﬁ§t5§§§%Vd Jannatdedi fAvine pgassepedify an
speeérit Bek £ Don R diteion Ehe P@@@ﬂﬁ@rorf—‘)&%ct'hgsc&ﬂ%ter among

LRI PLQEERS] N Qb - FQIR T L

the computer determining whether or not the comparison
result matches with the authentication condition for logging
on to the computer,

wherein when the comparison result does not match with
the authentication condition for logging on to the computer,
the computer does not execute a logon processing to the
computer.

[2] The computer control method according to claim 1,
wherein

the externally connected device stores a password set
to each of the plurality of users, and

the comparison result specified at the step of specifying
the comparison result includes a comparison result between the
password of each of the plurality of users stored in the
externally connected device, and a password inputted by each
of the plurality of users, along with the comparison result
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[4] The conputer control nethod according to clains 1
to 3, wherein when the | ogon processing to the
conmputer is executed, the conputer stores the
conparison result, and the authentication condition
read fromthe externally connected device in a
predeterm ned storage area of the conmputer, and when

e taRPId iGatd P r ogiappfiodyct stored in the
conputir is started, the application program product

obt ai nd 31t A¥CaGPRBHEEEaCPBRrednBEEREA secordingeto claim 1,

afmmtih@a’( lc@mpRTiRA FyMe hig! %Qéﬁts bromshBg Eﬁgdg&ﬁ}%gkﬂ§gﬂ result
e Corrparlson resul mat ches

%%% e, Wl%%t gherelg |flt r N match
féfit FELEPBR1EBRAPR SRNEet1PB fRE 1ogging on to
abﬁlco@@maﬁrprogran1 product, the application program

d t |
Bﬁ8cEEEF‘E]%%@EEEE%98%‘3?%%5%%3??’3%}”% r8EURPUGREORG  to the
REEEh Wicr hash@adsutthentliogen omauesdi,ti on set to the

appl i CEhé%n&fﬂﬁ%c@i@gﬂgtthetolﬂgsgﬂg%& ﬁ%b'u%%e%rlgf '3 user,

product causés the rrocess
for |n58§|ﬁ@m§u6?€d€€§ﬁﬁmﬁ@énm'Mhaﬂhﬂnn®n(NQUuihe password

apptheatvwiah ﬂh@%ﬁ%ﬁﬁé‘ﬁéeﬂ??éd%tﬁ@ gL £ rw}‘fP@ﬂ V\%l stored

nﬁ Qﬁ accorglng %F 3, wherein -
the " t*6g6R"BH 8559Fn§ oeﬁﬁgrgé%ﬂyt@Pnp§céﬁécgﬁ€dcerthe
conput ehes¢bnesticre cheppaissworidestddeived the the step of

ad fromthe extern
B Lt N B A LREE P pERRER R, aiegi fiea to
the eenbutehe cembubhen execgest progremproousdssimr eb the
tomphicegonmputer is started, the agent program product
obtains the authentication condition set to the

oper at Fbh TR R IWG#H% IR h et thast ageontiew ftor cdmims 1

opes atwharenel uding at | east one of MW|t|ng or

readl ec]f c_fi n& readi ng a

speC|f|c %gﬁi|E§FWbHrOFﬁ§SFBauEQtt i %&WR%F?% 45’ execute,

theei vetipbyerhe stompat erthenher@ipatfsdhe £O8WAE| SOANd the
destiite TBLENeS cy\faﬁc.fﬁhéf&i la%g&]eﬂtén? tﬂeorc]a On?‘fatclgolyg é%%tnected

to the operation, progr am pro

el Srjute rpnwm@@ stormage nescedsitihg coggndiery and
t he Oﬁﬂfeﬁﬂ | @He 18ida Hifort I}?r&éij}@r b%BHUEESthtOI%Qf“Sln the

ég%pdggr 1s started the application program product obtains
the authentication condition set to the application program
product from the predetermined storage area, )

wherein if the comparison result matches with the
authentication condition set to the application program
product, the application program product causes the computer
to execute a normal processing,

wherein if the comparison result does not match with the
authentication condition set to the application program
product, the application program product causeg the computer
to execute a processing for imposing a predetermined
limitation to the application program product.

[5] The computer control method according to claims 1
to 3, wherein
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aut hentication condition set to the operation, the
agent program product causes the conputer to execute
a processing for inposing a predetermned limtation
to the operation. [6] A conputer control nethod of
controlling, by connecting an externally connected
devi ce capable of storing biological information to a

conput Gﬁhenaﬁhgpfégéh%‘rgéeégﬁl rcl'og]gth%re%i gt Qﬁecuted,

%xterna connect ed ‘devi ce st%res at
15 off TUUGSHE or FRPTDR ofhg plogmmanipcsf umswltusedand  the

famtheaaltbmrttlic@ﬁbio@ﬂai@ﬁ_dﬂq%eﬁm%ﬁr th@ngxﬁarnallef connected
%Létvq%ntl cation gndl t,i olrgief or the user to cause the

ESHiter™ & BXEQGEE R in5Pe§EPEPHENBTSApPLi EREI BAMPUter, and
progr awhpnodmcageﬁm@m@mm}]pffodﬁamt é@brﬁatﬂQd:he computer is

IS N e S t he uter rec

CORPELR LI B3 ol N6 SUIPUSL FCE0 M 10 Ber cot om
gengataern sae Tm)rlrbm epespetohyfngn a:heoppadesemmlia&dl $torage
Q@E%%Brt he o?ule‘%la‘ﬁg_'o llﬂc‘lfﬁﬂ%[ QN Pé‘aétﬁeergé cfgev W J}/tlng or

ysers stored int connect
5ﬁ8 BREI 6g|SE’§ICl|fﬁForfﬁﬂd{eiforimdeaﬁ-”ltﬂrm}nqmerqﬂdﬂrreg id yspecific

Hpplscathens Oﬁméltr%rqde%%dbﬁgmﬁi& qut henticay E]Iél\e“ %oemputer

COﬂdItlﬁ stor]:\r{{iJ E the externally connecte
to spelifysH t hBRt IR YXBhdFEFYALsdtakrghewith the
apphénatcampnogrommtéhbn ps@ﬂgtbhajmgolbéﬁatlon, the agent
| n and the co
BEORERh RN OO e RSP R Craque 2 normal
Pr’é@%ﬁ%%lwgtheghédanghehﬂ OBElrathUndl tion set to the

appl i %ﬁéf’é‘l:@ﬁ%fﬁ@éﬁ%t BRI HBeE%f&%@:H& O the

result matches wth th entication con

FORPRELppF Rt CoRditgranietr baudtie toreTdRboR er the agent

m@gxﬁ@@ﬁ:cﬂ@d&ﬂ&iaﬁé@% rt@orﬁ 1d|tift9 esddl@ite a processing

ﬂpplﬁqa pro awﬁ @:h in if the conparison

Fes 9 Bt PhBEE eﬁﬁ“fﬂe?h méEf‘FléﬁPl EQt FBR operation.

condi tiébln éetwmpttbera;xpintmajl omemrn@gi ao¥ paetiedllife, by
CHIUL I PXEE WS o L iRag: &

redet er rﬁned 1?131“ %%?Eh?%gegpp?%aﬁ o%p%?]o%roaﬁnStorlng

lglr%]dzﬁzltca I 7informaplenr teomt rasimpmitend @i cperabibnngf the

dnmpxgﬁmeeﬁné}geﬁ{l e @ dnk 10QPRea R ey 'dte%l‘"c%o%kE o%es at
i ng bi oglcal i nformation to_a conputer,

Sﬁ'ag ﬁr cpﬁ.e formation of a plurality of users used for
authentlcatlon on the computer, and an authentication
condition for the user to cause the computer to execute a
predetermined application program product, the computer
control method comprising the steps of:

the computer receiving a start of an application program
product stored in the computer;

the computer specifying a comparison result between the
biclogical information of the plurality of users stored in the
externally connected device, and biological information read
from the plurality of users;

the computer reading the authentication condition
stored in the externally connected device to specify an
authentication condition set to the application program
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conmputer, wherein the externally connected device
stores at |east biological information of a plurality
of users used for authentication on the conputer, and
an aut hentication condition for the user to cause the
conputer to execute a predeterm ned operation, the
conputer control nethod conprising the steps of: the

ﬁ?gaﬁb%rah%%%'%h%gaﬁt5.%#q%%t% a%dﬂgﬁ¢¥§ﬁgﬂ and

including at °| east “one o ting of reading &
speci f FREf fPBOUL @R ke Xyl oy wfe%menrg cx spectheccomparison

@@Ehﬂ@ahhﬁﬁhebhﬁlﬁﬁnPHée&u@ﬁ@ﬁti¥é990ﬁ EQHH??iéﬁnset to the
resilt between the biological information of the

PPEIAFREY OB PEOEFEMsPEPEYUTER the external Iy connected
deV| cewhe:adlhl alfogtgal ddﬁﬁﬁ@dr@nrégaﬂt fﬂ&dﬁﬁé@ with the

f h
SEhERELEaPloH” AT iR SRy ofol i HihosBRLaFARIPY Drogran

Dbﬁﬂ'ectedt]dewcu@uupls@mdm;w;ﬂ AacthabtpeotdéO8ing regarding
EH@dé%#chéﬁﬁoho %Q?{?Reé§5 Lamong the

aut h Ication'c t’he conput er
det er ¥R ¥Rt hke Qﬂmmmm reswidr flsea noegaltich with the

éﬁ@tﬁ@ﬁﬁl%ﬁboﬁh%cﬁﬁf\ﬁrﬂﬂ cakhon. GoRgjti Qﬂ $eLal? Bh%rogram
eatlon vvherelnlf the conparison res ]Ft mat ﬁ
B&Q‘? Uthe the 90mpuERENEKESHEER BoRdCCESS isst fiog tlrwosmg a

pnp@cﬂatemlnéchelﬂﬁmﬁfn tRXeglet £5pRi BYE 1Bh PFOSESS IT¥bduct .
regardt_g]g hheo Etlon \A@e ini1f the conparison

resul t" doe$ nB? RREEH WH- TP "Gitieeht PEatfYptrolling, by
etk ¢t g sat axtetthldp/ec&tmanteﬁh&ecmﬁ”euéapabmeﬁﬂts&:%rmg
B PIAGESS] n | nredet.e linmtatian
TR oﬁ%rg?£§%ma ?ﬁ @% 3 %5%&06% T 0 Syg?gﬁqlon of the

VRIS nghereda d |epste1mrﬂrﬂe<:tc@mmneré deapats stofres at

]Seta(Hﬂ A R iRA IC ah FoRf@ETBL 8P 2 tpq Wl 8ers used for
nectJ q%_a)fhe external ly connected deV| erern

P Fhnddt®ed GRS nclddides an authentication
caundmsrntomafmnnthef Qs8R iten BhEAghBeRfplesr arst ekkhdte a
edé Jpérglo ical |nfor %‘ﬁon of a Iurallt¥ 051 h
users Use GERERP eat | oF PHI thput 8P 3ng Brthod

cRmKrdfiinettion Suﬁpﬁjlcufon for the user to cause t he
CONMPULRe t QoRpBEMLE fbcé&@?ﬁ%ern1QSnggﬁrq5foQu1 operation

including at least one of writing or reading a specific file,
and writing or reading a specific application;

the computer specifying a comparison result between the
biological information of the plurality of users stored in the
externally connected device, and biological information read
from the plurality of users;

the computer reading the authentication condition
stored in the externally connected device to specify an
authentication condition set to the operation among the
authentication conditions; and

the computer determining whether or not the comparison
result matches with the authentication condition set to the
operation,

wherein if the comparison result matches with the

- 42 -



the conputer conprising | ogon request receiving neans
for receiving a logon request to the conputer,

bi ol ogi cal information specifying nmeans for specifying
a conparison result between biological information of
a plurality of users stored in the externally
connected device, and biological information read

farmdrhe do urc | ctdhcﬁf i bt téﬁl g%%t %%tr'fa%q O?ﬁo el L Qmputer

speci fying means for reading aut
ERARHS S MR PHORe RBAET et I3r d b niglee e@p@e&tw

t o spegikyedm ﬂﬁtmtcbﬁl%b'r‘i%oﬁof’é’éulerhcfe% not 99t 88 WA h the

e aut hentication conditions,

to e comut er
th(? % I¥ §etyéCethienPRETMdORer CBE fioRputer

telxecmyparpmrlaggﬂu@ tfdfﬁ!iﬁﬁ@&ﬁwgtah ptﬂé@e%létﬂﬂmﬁﬂiécp atm9Pation
ndli r; 4.099i ng on to the conputer erein
%ﬁb%hfhg¥§ga% arlson result does not match with the

aut hent[Biaﬁlmmp@mIrtcu@ttf@l dy&gxynng:omprtl@lﬂa_;ean externally
e el d%%c%oggg‘éﬁﬁedg%s Fg% ﬁﬁeﬁ%}foa lo %ﬂF?Btinatlon

processing to e conp
§V§ténFQ@@@FGﬁh@OP@aﬂnmnﬁthe\ﬁﬂﬂaﬂnalﬂy annected device,

aut hentahé@éhﬁn tHEOVQQEEQHa§§?r aSSnHE@EédOfdé@?.ce lncludes
ﬁrn éﬁconnected device stores a password set to

&Pl lhnaﬁqwtdfomS%if%ra%dm?ﬁ@sCéﬁﬁaﬁ spring at

ﬂeaattbs@]a@gid:&ﬁ Jtryfdﬂ‘tlga&icﬁﬁ@gﬂ @.aﬂ;lui‘é]ii?{?&ﬁ Ql%grts used for
ns_includes a copparison.resu et wee

éﬁﬁﬁégééagF %T gdch g? tﬁgmBVggﬁrltﬁngf %%er%uEﬁ%ﬂ?%Fatlon

Fﬁndhélantﬁ@muhhﬁ|uﬁenrﬁ@rﬂ3ﬂ59hth&0b&@@uﬁ&&ﬂ$@zﬁuhdute a

Bgéag@égmhﬂgatBﬁgrg¥18ﬁch of the plurality of users,
al ong wit he  conparison result of the biologica

|nforn%??oﬁomPH@?rTﬁ@mﬁﬁhﬁaﬂgr control system

accor dldﬁ@oﬁ OrélqalaﬂtSrec"eﬁQrﬁ@rmﬁgaﬁ{s ' PSJ:UQ'EBQJ.WEE N8 ogon
%@ #sonf% sult matches with the authenticatio

oh®f 61 6gYPRESEN to the conputer, password

r equeslplcnferaglscébrlrrfequm:tmrg s@ﬁ:dlrf@u.hgoﬁ\eanﬁaﬁﬁwpia01fylng
4 0 D aYS Son'Pe L35 MR J1G, | 899D 583485 nformation of a
plurality of users stored in the externally connected device,
and biological information read from the plurality of users,

authentication condition specifying means for reading
the authentication condition stored in the externally
connected device to specify an authentication condition for
logging on to the computer among the authentication conditions,
and

determination means for determining whether or not the
comparison result matches with the authentication condition
for logging on to the computer,

wherein when the comparison result does not match with
the authentication condition for logging on to the computer,
the computer does not execute a logon processing to the
computer.

[9] The computer control system according to claim 8,
wherein
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password receiving neans for receiving the password

i nputted by the user, and password determ nati on neans
for determ ning whether or not the password matches
with the password specified to the wuser, which is
stored in the conmputer or the externally connected
devi ce, wherein if the password received by the
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ﬁh&tthr%Mi&@”b&C%%%@bngab@.any one of clains 8 to
10, ngﬁeln f he computer includes authentication
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the co sult
aut% ?lcalgﬁﬁ%o tloﬁaF ad ﬁ#ﬁhﬁaﬁgéi&QﬁﬁﬁlFﬁers stored
éonnidet eduddneintd dart imrpr édébematned sétosegee aneard, and a

| d
bQEstQH&%gﬁ[tt&fﬁy?é;a&P Rle! GAL ?%erp %tryﬁcg} g’{?gelliu gaft}gﬂg with

stored Iin tthe co obtain
bF%gFﬁﬁPﬁFééQétrﬁguétaﬁfedhetheolagnheﬁtnu&bmmatlon

condlt[;ocm] Sttte Oniift APRLNESL108 QE@&rQHEME&QHyCE?fclaim 8,

fromt predet er m ned_ st orage area erern
the co %r?%WPP?%§u+¥C%%@%%%s with the authentication

condi twloen settHeo t B6mpRpi £6At | GRAI1QYr AfatRhedUCtyi tRe the
ra rroduct causes.,the conputer to

e D B o B e aHiSRhedarh 901 hee computer,

rowpEeTdorequesilt medoes foat regieBtwnghathenput of a password

ey DRolusar |, ROgI A0 PRL 18.dheampLLeat o
program product, the ap )2 pr ogr am pr oduct
Cause¥%qﬁ¥QﬁﬁnﬁW@#1V%%9e%@éﬂﬁeﬁ@qNEﬁQ§EWI@Ethe password

ingpost &g By priesleiesp ngey limtation to the

appllcatlo ran1 rodyct. [12] The conputer contro
syst et csé'b?%{ ﬁ% PS‘“EH?‘ZEJHE meng ferndegeryingng whether or

werdien paeesweonb utstrcHearc lwides taid perisweald epecified to the
déglor n@fﬂLSH 1%t og@cgleeéreans f o %érﬁéh?%ia Vmentltlgeelx(t):grnally

processing to the ~conpi
FomRaiesbewsgt, and the authentlcatlon condi tion

read WmRpdibe ¥t efiidl PastRNCt fceived by the password

receiving means matches with the password specified to the user,
the computer executes the logon processing to the computer.

[11] The computer control system according to any one
of claims 8 to 10, wherein

the computer includes authentication information
holding wmeans for storing and holding, when the logon
pProcessing to the computer is executed, the comparison result,
and the authentication condition read from the externally
connected device in a predetermined storage area of the
computer, and

an application program product stored in the computer
obtains, when the application program product is started, the
authentication condition set to the application program
product, from the predetermined storage area,
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device in a predeterm ned storage area of the
conputer, an agent program product stored in the
comput er obtains, when the agent program product is
started, the authentication condition set to the
operation fromthe predeternm ned storage area, for an
operation including at |east one of witing or

readi ngvrersaci firc did e L eadi .
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authentication condition set to the operation, the agent
pbrogram product causes the computer to execute a normal
processing regarding the operation,

wherein if the comparison result does not match with the
authentication condition set to the operation, the agent
program product causes the computer to execute a processing
for imposing a predetermined limitation to the operation.

[13] A computer control system comprising an externally
connected device capable of storing biological information,
and a computer connecting the externally connected device,

the externally connected device including
authentication information storage means for a storing at
least biclogical information of a plurality of users used for
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aut hentication condition determ nati on neans for the
conputer to determ ne whet her or not the conparison
result matches with the authentication condition set
to the application program product, wherein if the
conmparison result matches with the authentication
condition set to the application program product, t he

§ﬁﬁﬁéh€&c§%§6ﬂte§na Eﬁénaéoﬂﬁ§£§§s'n§n§egﬁﬁ D% nd i cation
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bet ween bi ol ogi cal information of a plurality of
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pﬁbdﬁ@t,tEﬁeceﬂﬁﬁﬁﬁé9nei§§ﬂéésQ?%ﬁﬂﬂQHMEEBcessing regarding
the application program product,

wherein if the comparison result does not match with the
authentication condition set to the application program
product, the computer executes a processing for imposing a
predetermined limitation to the application program product.

[14] A computer control system comprising an externally
connected device capable of storing biological information,
and a computer connecting the externally connected device,

the externally connected device including
authentication information storage means for a storing at
least biological information of a plurality of users used for
authentication on the computer, and an authentication
condition for the user to cause the computer toc execute a

pbredetermined operation,
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t he authentication condition set to the operation,
wherein if the conparison result matches with the
authentication condition set to the operation, the
computer executes a normal processing regarding the
operation, wherein if the conparison result does not
match with the authentication condition set to the

oper at 88, cbReueRFPYLEN w8XECcUt es a processing for
i mposing a rg etern&hegdﬁ gftatlon to the operation.
47 operation request receiving means for receiving a

request of an operation including at least one of writing or
reading a specific file, and writing or reading a specific
application,

biological information specifying means for specifying
a comparison result between biological information of a
plurality of users stored in the externally connected device,
and biological information read from the plurality of users,

authentication condition specifying means for reading
the authentication condition stored in the externally
connected device to specify an authentication condition.set
to the operation among the authentication conditions, and

authentication condition determination means for
determining whether or not the comparison result matches with
the authentication condition set to the operation,

wherein if the comparison result matches with the
authentication condition set to the operation, the computer
executes a normal processing regarding the operation,

wherein if the comparison result does not match with the
authentication condition set to the operation, the computer
executes a processing for imposing a predetermined limitation

to the operation.



