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(57) Abstract: A robust technique to prevent illicit copying of video information notwithstanding the nse of imnage scaling is pre-
"~ sented. A watermark is embedded into the video signal at different scales (i.e., sizes). The watermark is maintained at each scale for
a predetermined time duration that is sufficient to allow the detector circuitin 2 digital format recorder to detect, extract, and process
information contained in the watermark. At the end of the predetermined time duration, the watermark is changed to a different
scale preferably on a pseudo-random basis to ensure that each one of all the scales in & predetermined scaling range is achieved a
predetermined number of times, In this way, a parficular scale that has the counter effect of restoring the watermark to its original
position and size can be identified and used to allow the watermark to be detected.



Abstract: A_robust technique to prevent illicit copying of video

i nformati on notw thstandi ng the use of inmage scaling is pre- rented A
watermark is enbedded into the video signal at different scales (i

sizes). The watermark is mmintained at each scale for a2§Hed§Uyﬁﬁﬂﬁed time
duration that is sufficient to allow the detector circuit in a digital
format recorder to detect, extract, and process information contained in
the watermark. At the end of the predetermined tinme duration, the watermark
is changed to a different scale preferably on a pseudo-random basis to
ensure that each one of all the scales in a predeterm ned scaling range is
achi eved a preleAbMG RYGEPENDENT ARCHNICATE FOR WA TERFAR KANCAMAGES ar scal e
that has the counter effect of restoring the watermark to its original
position and size can be identified and used to allow the watermark to be
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as movies, etc. The technical superiority that makes DVDs
attractive to the consumers also poses great concerns to the
copyrightad content owners of the DVDs such as movie
studios. This is because unlike analog copies, which are
noticeably inferior to the ori-g'inal, a digital copy can be
substantially similar in terms of video and audio quality to
the original thereby making the unauthorizegd copying of the
DVD contents too tempting to the average consumers. Such
temptation can easily be realized once DVD-recorders,
Digital-VHS (DVHS) recorders, Digital Video Cassette
Recorders (DVCRs), and other digital format recorders which
are now available for professional users, are made available
at an affordable price to the average consumers in the not-
too-distanced future.

A proposed solution to the problem of unauthorized
copying (analog or digital) involves embedding hidden
authentication information (e.g., a unigue egerial number, a
transaction identifier, etc.) or hidden copy protection
information (e.g., a copyright notice or others) in the
original video during production. The hidden authentication
and copy protection information, which may commortly be
referred to as watermarks, are imperceptible to the naked




Digital -VHS (DVHS) recorders, Digital video Cassette Recorders (DVCRs),
and other digital format recorders which are now avail able for

prof essi onal users, are made available at an affordabl espanesy 2004 he
average consuners in the not- too-distanced future. A proposed solution to
t he probl em of unauthorized copying (analog or digital) involves enbeddi ng
hi dden authentication information (e.g., a unique serial nunber, a
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prevent the illicit digital copying of DvVDs, all DVD-recorders, DVHS
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i mage scaling (i.e., sizing) feature may be soon
these DVD recorders, DVHS recorders, DVCRs, and other digital format
recorders are designed to shut themselves off thereby halting the illicit copying
attempt.

However, an image scaling (i.e., sizing) feature may be soon made
available as a standard feature in all DVD players to allow the physical scaling of
the DVD video image. When the DVD video image is scaled up or down relative
to a standard scale, a watermark may not be detected by DVD-recorders, DVHS
recorders, DVCRs, and other digital format recorders. The reason is that a
watermark is typically detected using predetermined X-Y coordinates relative to
the horizontal and vertical sync pulses. Since the position and size of the
watermark vary directly relative to image scaling, the predetermined X-Y
coordinates may no longer be accurate in locating the watermark. Referring now
to Figures 1A-1C illustrating as examples the variations in terms of position and
size of an exerhplary watermark due to image scaling. Figure 1A illustrates as an
example the position (X,Y) and size (H,W) of an exemplary watermark 102
relative to video image 101 and monitor screen 100 when video image 101 and

watermark 102 are at a standard scale.



avai l abl e as a standard feature in all DVD players to allow the physi cal
scaling of the DvVD video i mage. When the DVD video inmage is scaled up or
down relative to a standard scale, a watermark may not be detected by
DVD-recorders, DVHS recorders, DVCRs, and other digital 2Bdangary28@4r ders.
The reason is that a watermark is typically detected using predeterm ned
X-Y coordinates relative to the horizantal and vertical sync pul ses. Since
the position and size of the watermark vary directly relative to inmage
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As demonstrated by Figures 1A-1C above, the changes in
position of a watermark due to image scaling way cause a
watermark to go undetected. If the watermark is not
detected by DVD-recorders, DVHS recorders, and DVCRs, they
will not automatically shut off to prevent illicit copying
thereby rendering the aforementioned method ineffective.
Thus, a need exists for a robust technique to prevent
illicit digital copying of DVDs and other video sources
using image scaling during the copying process without
requiring added complex and costly hardware in the DVD-
recorders, DVHS recorders, and DVCRs.

SUMMARY OF THE INVENTION
Accordingly, the present invention provides a technique
to prevent illicit digital copying of DVDs and other video
sources using image scaling during the copying process
without requiring added complex and costly hardware in the
DVD—recerders, DVHS recorders, and DVCRe.

The present invention meets the above need with a

35 robust method to prevent illicit «copying of video
information such as DVD, digital broadcast wvideo signal,
etc. notwithstanding the wuse of image scaling. In
accordance with the present invention, a range of scales



watermark to go undetected. If the watermark is not detected by
DVD-recorders, DVHS recorders, and DVCRs, they wll not automatically shut
off to prevent illicit copying thereby rendering the afqrenentioned net hod
ineffective. Thus, a need exists for a robust technique t&8 JSPE¥R004; || cit
digital copying of DVDs and ot her video sources wusing image scaling during
the copying process without requiring added conplex and costly hardware in
t he DVD- recorders, DVHS recorders, and DVCRs. SUMMARY COF THE | NVENTI ON
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havi ng anoPREicdcal Bhe etapttedif onteheutridnged is monitored. Using a
different scale, the watermark is embedded. This pattern is
repeated until the count reaches N number of scales. The
objective of the present invention is that a watermark
having an “inverse” scale can be identified and used to
counter the effects of image scaling and restore the

watermark to its original size and location thereby making

it detectable _by a typical watermark detector. Such
detection triggers a recorder to shut off during an illicit
duplication.

In one embodiment, for every 20 second interval, a
watermark having a standard scale is embedded for 5 seconds
to be followed by 3 watermarks with different scales for the
next 3 5-gecond intervals, In so doing, the watermark
having the standard scale is embedded throughout
approximately ¥ of the duration of the video information and
the watermark having other selected scales is embedded
throughout the remaining duration of the wvideo informaticn.
This ensures that any 1llicit duplication regardless of what
image scale is used will be interrupted by a predetermined
number of times throughout the duration of the video
information. As an alternative embodiment, each selected
scale is used in scaling the embedded watermark for a
predetermined number of times thereby asgsuring that the
digital recorder is shut-off that number of times.

All . the features and advantages of the present
invention will become apparent from the following detailed



of scales is enbedded in the video streamfor a second tine period. The
count of scales utilized is nonitored. Using a different scale, the
watermark is enbedded. This pattern is repeated until the count reaches N
number of scales. The objective of the present inventios8ianyara2084

wat ermark having an "inverse" scale can be identified and used to counter
the effects of image scaling and restore the watermark to its original
size and |l ocation thereby making it detectable by a typical watermark
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acconpany$igg of watermark 102 relative to wvideo image 101 and
monitor screen 100 when video image 101 and watermark 102
are at an arbitrary enlarged scale guch that video image 101
fills up all of meonitor screen 100.

Figure 1C illustrates as an example the position and
size of watermark 102 relative to video image 101 and
monitor screen 100 when video image 101 and watermark 102
are at a reduced scale.

Figure 2A illustrates as an example the position
(X,Y)and size (H,W) of exemplary watermark 202 relative to
video image 201 and monitor screen 200 when video image 201
and watermark 202 are both at a standard scale.

Figure 2B illustrates as an example the position and
size of watermark 202 relative to wvideo image 201 and
monitor screen 200 when video image 201 is at an arbitrary
enlarged scale such that video image 201 fills up all of
monitor screen 200 and watermark 202 is at a reduced scale
that provides the counter effect of restoring the watermark
to its original pogition and size in accordance with the
present invention.

Figure 2C illustrates as an example the position and
size of watermark 202 relative to video image 201 and



drawi ngs. BRI EF DESCRI PTION OF THE DRAWNGS Figure 1A illustrates as an
exanpl e the position (X, Y) and size (H W of exenplary watermark 102
relative to video inage 101 and nonitor screen 100 when video i nage 101
and watermark 102 are at a standard scale Figure 1B il | #8r@RualY 2884 an
exanple the position and size of watermark 102 relative to video i nage 101
and nonitor screen 100 when video image 101 and watermark 102 are at an
arbitrary enlarged scale such that video i mage 101 fills up all of nonitor
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In the following detailed description of the present
invention, numerous specific details are set forth in order
to provide a .thorough understanding of the present
invention. However, it will be obvious to one sgkilled in
the art that the present invention may be practiced without
these specific details. In other instances well-known
methods, procedures, components, and circuits have not been
described in detail as not to unnecesgarily obscure aspects
of the . present invention. Although the following
description describes the present invention in the context
of preventing illicit copying of DVDs, it should be clear to
a person of ordinary skill in the art that the present
invention can be used to prevent the illicit copying of any
type of video information (analog or digital) from any video
source (e.g., broadcast or cable-delivered video signal,
video recorder, or others) to é.ny digital format recorder.

In accordance with the present invention, the watermark
is embedded by a watermark embedder during production into
the DVD’s content at different scales (i.e., sizes). The
watermark is maintained at each scale for a time duration
that is sufficient to allow the detector circuit in a DVD-
recorder, DVHS recorder, DVCR, or any other digital format
recorder to detect, extract, and procesgs information
contained in the watermark. During or at the end of a first
time duration, the watermark is cthanged to a different scale
(preferably on a pseudo-random bagis) to ensure that each
one of all the scales in a scaling range is achieved a N



reduced scale and watermark 202 is at an enlarged scale that provides the
counter effect of restoring the watermark to its original position and
size in accordance with the present invention. .Figure 3 RingdhdRpgan
illustration of a preferred watermark distri buti on pattern in accordance
with the present invention. DETAILED DESCRI PTION OF THE I NVENTION I n the
follow ng detail ed description of the present invention, nunerous specific
details are set forth in order to provi de a -thorough understanding of the
us..to one skilled in. the art
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si zes) . T%HH \tf/aggr rcr"laatrrl e Q%eQ}{E E&r’fgd a %%%cg‘u fs%a?ﬁ?%rtlé tY"?‘r'ée%\fﬁ’ﬁ‘t i on
that is stPf P& Efterbedl Pourkeedefataroresiidedi ini tha DVD-reeceoledar, DVHS
recor der , DENER, rexfomivy, ot brerr di @it abr m&glﬁgporﬂﬁ_—rmatto ggggﬁersext ract,

and pr Oce§§chn50rd@ﬂeb95.lon(39§t GINCE NN d:l.g}teéfaforma[g'" HYefled NC end

of a first
turn itself off thereby preventing illicit copying.

Reference is now made to Figures 2A-2C illustrating as
examples the counter effects of watermark scaling relative
to image scaling in accordance with the present invention.
Figure 2A illustrates as an example the position (X,¥)and
size (H,W) of exemplary watermark 202 relative to video
image 201 and monitor screen 200 when video image 201 and
watermark 202 are both at a standard scale. A standard
gscale value is a default wvalue that 1is predetermined by
Original Equipment Manufacturers (OEMs) of DVD-recorders,
DVHS recorders, DVCRs, or other digital format recorders.
Figure 2B illustrates as an example the position and size of
watermark 202 relative to video image 201 and monitor screen
200 when video image 201 is at an arbitrary enlarged scale
such that video image 201 fills up all of monitor screen 200
and watermark 202 is at a reduced scale that provides the
counter effect of restoring the watermark to its original
position and =size. As shown in Figure 2B, despite the
enlarged size of video image 201, watermark 202 has been
restored to its original position (X,Y) and size (H,W) shown
in Figure 2A. Figure 2C illustrates as an example the
position and size of watermark 202 relative to video image
201 and monitor screen 200 when video image 201 is at an
arbitrary reduced scale and watermark 202 is at an enlarged-
scale that provides the counter effect of restoring the



time duration, the watermark is changed to a different scale (preferably
on a pseudo-random basis) to ensure that each one of all the scales in a

scaling range is achieved a N 6 28 January 2004 number oj Jdn”E@%doﬂ t he
preferred enbodi nent, the watermark is scaled to a standard are (i.e.,
default scale) for a total duration that is approximately '4 of the DVD s
play length and at non-standard scales for the reminder of the DVD s
play | ength. By ensuring that the watermark is scaled to substantially all
values in a predeterm ned range, a particular scale that has the counter

sy S i nal ti. tive to an
ef fect of Fﬁg&terlzmg aén@pmat EIF%OE'[EEQC%.% S\%%?ldgl vP@écB l%gﬂédeﬂsﬁze can be

bsol ut h
dont 1 11 e SEHTRLE 28" HBo P et ReR el kEot g e WrtEevRd BRFHiOndet ect or
resi ded H(Xtrﬁé ovh-gior@el) sBWAS ireddpdee, 2VCR, or other digital format

recorders. Susé ad&@irﬁittﬂa(ﬂadl Slﬂseﬁlé{lﬁéshezii gkt al t%{erggétcheecorqlgr to

turn itse ereb reventi It copying. ference i s now nade
to Figur elsﬂglé%%#llpl {:ﬁs#gt P]ﬁégé%gpe&% Ton R Hhaferthy rertermsEknat er nar k
scal i ng r&Faling igo “inugeselul i nglitredacoor thecémagehstheingeseror

i nvent i onexalbDelf €12A dHel Ushdt €8s agn@grgé@npi,e_btllag PQsid Hg%:e( ﬁggl tzir ze

H, f I mar 2. relative to video inage
gcr \e/\)en020§é engt\gl?/}aeo § Ci(%l 24d tEP nBPRI DR a4 b%‘tzi‘? e?trea‘@t andard
scale. A ??aﬁ@élté?reéca\'—loe ige ¢xigingdf ardluasal uestihalaiby pr edetegleni ned by
Ori gi nal Eqmg@nﬁltré\hmﬁda%&rur%% (8RB a 1V ﬁ@&&édé‘é Sbe Q}{L"a@g" georders.,

u ustrates as an
5¥$I e tﬁgtbom t |%Inttg§n SELEZ%E%; i %jjgzrrers'rﬁ‘lrl? 5%2£?eFﬁ?F% ed Fitded*i mage 201
and noni tB?l%Hi*aé‘enva@e@S wherhGgapgd nohrge i201i4 sdasinmbbe buhdary thel ar ged
scal e present invention to make sure that the watermark is scaled
‘a predetermined number of times at substantially -all
possible values in a scaling range so that a particular
“inverse” scaling value can be identified and used by the
watermark to counter the effects of image scaling to bypass
the watermark by a DVD content pirate.
| In‘the.preferred embodiment, a scaling range of #20%
relative to the standard scale is implemented. Empirical
data indicates that an enlargement of greater than +20%
relative to the standard scale is likely to cause
gignificant details to be lost around the edges of an image
and is therefore, not likely to be implemented £for illicit
copying. Similarly, a reduction of greater than -20%
relative to the standard scale is likely to cause an
undesirable big black border around the image as well as to
make an image too small for viewing and is therefore, not
likely to be implemented for illicit copying. However, it
is to be appreciated that other scaling ranges may be used
and still be within the scope of the pregent dinvention.
Because a typical watermark detector has a resolution of
£0.25%, a scaling step of +0.4% is implemented in the
preferred embodiment to provide a margin against
overlapping, It is to be appreciated that other scaling
steps may be employed as well and that a variable scaling
step can also be implemented in the present invention. With



such that video.image 201 fills up all of nonitor screen 200 and water mark
202 is at a reduced scale that provides the counter effect of restoring
the watermark to its original position and size. As sh i | re 2B,
despite the enlarged size of video i mage 201, waternmar

restored to its original position (X, Y) and size (H W shown |n Flgure 2A.
Figure 2C illustrates as an exanple the position and size of watermark 202
relative to video image 201 and nonitor screen 200 when video inage 201 is
at an arbitrary reduced scale and watermark 202 is at an enlarged scale

that provkges o heotanber 1efd egdn Ol i %%Ear'&%&%@e ZQhQaggﬁerzfgai%gQ“ Figure

2C, despi tl%bc'gcihmen d si ée of vi deo Inag}@h term as been

restored T G gi ™ FEEEEr ont 1f xhigh (Hhaty csgowE ThReFi gure

2A. As demerrsitrandedd moRilgar erslebéCtheo“iw:mee tdee chetsesamar khbe its

ori ginal Dosiban ANdighge. stheiNB! ef MY Kai SOAIRO lifovd VBRSS! Vi! el at ed
y

tothelnaé:]gers[g%llng or gg)n% g the image 1s en ar ge 0% the

wat er mar K" Recds 't 0> Be sr&}l? e stg %llf""vetr§epos?‘t‘a}]@n ApgteFzetlre to be

restored ieratigiy endgi sbde v@lfue‘she Siwditleambyk ifs t hestbrage i reduced by

- 10% theoﬂmj,lefamrkanwdshéﬁew e SL a8 Y L0 Ly kt?eEgét.éfOEaa”d Size
Ingly, Tt 1Ts

are to be éi_faescttort dtao.,their, original values. Accor esirabl e
under theeCHiasdit "AEATFER to make sure that the watermark is scaled a
pr edet er m ned MeFRseEref at tpscal wafisstmmki detyctdt rempsivide esvalughs in a

scal i ng range ﬁtdﬂ&t t® Rakbbell ktraddlVendepracaks nghélal{ﬂ'ﬁbrq{%fQJ.
|dent|f|eq_laaprg urgb cﬁ th vvat rmack to counter t he effect |mae
scaling to bypass =4 ‘by*8 Wtoﬁ?@hts‘ﬁlﬁﬁ’ﬁes %R {5ed ﬁreferred

enbodi merit m%p%mgm|quaﬁaﬁgeoﬁf52€s@onds in the preferred embodiment.
It is to be appreciated that this minimum duration is
subject to change as improved watermark detectors are
introduced. In the preferred embodiment, it ig alsgo
desirable for the watermark to have a standard scale for Y
of the DVD total play length. This is designed to provide
the sufficient number of interruptions (i.e., recorder shut-
off) to discourage illicit copying in the event no image
scaling feature is available in the DVD—reéorder, DVHS
recorder, DVCR, or other 'digitél format recorder. The
remaining ¥ of the DVD total play length is dedicated to the
other (100) non-standard scales. It should be clear to a
person of ordinary skill in the art that other ratios can
‘also be used. As an example, for a 2 hour long movie, there
are 360 times (1800seconds/5secondsg=360) that a standard

scaled watermark appears and 1080 times
{5400seconds/Sseconds=1080) that a non-standard scaled
watermark appears through out the movie. Because there are

100 non-standard scales, the watermark appears at each non
standard scale at least 10 times through out the movie.
This means that there are at least 10 interruptions in an
illicit copying attempt each of which requires a pirate to
get up, rewind the discs, adjust the image scaling to a new

scale value, and then push record. Such a major
inconvenience. likely discourages most home illicit copying
attempts.



relative to-the standard scale is.inplenmented. Enpirical data indicates
that an enl argenent of greater than +20% relative to the standard scal eis

likely to cause significant details to be |ost around téheJ (ag ('R)f '
image and is therefore, not likely to be inplenented for qff‘ @9% copy| ng.

Simlarly, a reduction of greater than -20%relative to the standard scale
is likely to cause an wundesirable big black border around the image as
well as to nake an imge too small for viewnng and is therefore, not

likely to be i mented. for Jllicit However, it is to be
a:opre)él at ed thIgF %?%e?r%%eaq r?lg Wﬁ&ég‘e Bg GYBRLY aASE¥iPRERth@ t hin t he
scope of ?ﬁén%ﬁué%eﬁ@alﬁﬂ/emtmarlﬁe@mahautymk@almcwanleer nBsk deéegtor has a

res](c)l uti gnoofsec&ac%f/{qt—ie&-v%qal bngtgﬁggjf,@f%@alﬂeﬁ b{,}tt@}:g]\l(_;lggeggegmbgd%& C o be
re ment .t o, pravi de _a nar gi

glrogrg(r:I at egw glfl O/ ugll glatgt gﬁ’é‘gﬁﬁ*il %@ BRI BYRafes geF’PC‘alh‘éFthat a

vari abl e §ebleuwrf sh)’ép 3car$ -gesonde onpl ethent ediurattibe ppeseads | nNﬁnt i on.

Wth 8 28adnitiadny 2064- S hdh ot 8kals 199@%&&%“"%{;9 A O%ﬂ'eno e .

referred, From t.hese, |t
ISlon standar%qgcgbggg\%\ndll %e e Fﬁ%erzsoe"s? CR elgEﬁFEa% h&ut j¥itled in
i mge scafiffprend dissadesedsabevecd wherr t Hshe vvatoer—rmahdasdscabeﬂecby such
"I nver se"wascateadkact or, the hesakismaanRd Ség@lég t&}fu%\?&ﬂﬁ@r k,is restored

' r to det ect
E(r)\el rA/Zt e?ieé&k&%;/%%#eeﬁter&erfbg %%%ﬁmﬂ?g?'%’ggi?m ctidr ¢ teCtlg'st as° much as
5 secondsd?’%ﬁﬂ'&r@ct‘ﬂheéﬁt rlalctWhaénlep’n@c@ssDalrhecuhanr watéeomark nsailenbedded
wat er mar kocAgess.uc hThﬁ@Cbaﬁeéii-rh Ngs SbeReBEBHS tnd MaHiuBdunadl i poe of 5
seconds '@ufg]:elo%r £r rn%:: d%”%Odltrarl%gard scaled watermark versus non-

standard scaled watermarks. Figure 3 provides an
illustration of this watermark distribution pattern. ~In
Figure 3, a sequence of video data frames along a time line
(representing DVD content information or other video
gources) are illustrated wherein a watermark is shown
embedded into each data frame. For convenience, each data
frame is assumed to have a duration of 5 seconds. As shown
in Figure 3, the watermark 300 sizes are different between
frames. The first data frame has a watermark at a standard
scale and the subsequent frames have watermarks with
randomly different scales. This pattern is repeated
throughout the duration of the video information {e.g.,
DVD’'s content length or other video sources).

It is to be appreciated that other patterns are also
within the scope of the present invention. Because the
standard scaled and non-gtandard scaled watermarks are
embedded into a DVD or any other video sources during its
production by a professional watermark embedder, no
additional hardware is required in a recorder which greatly
reduces the cost of the xecorder thereby making it more
attractive for recorder OEMs to participate in a proposed
copyright protection scheme. It should be clear to a
person of ordinary skill in the art that the watermark
embedding process is well-known and the watermark embedders
used for this process are well-known and readily available

10



It is to be-appreciated that this mninumduration is subject to change as
i nproved watermark detectors are introduced. In the preferred enbodi rrent,
it is also desirable for the watermark to have a stand r
the DVD total play length. This is designed to provide a%%‘la%glgkye%d;qg'ent
nunber of interruptions (i.e., recorder shut- off) to discourage illicit
copying in the event no inage scaling feature is available in the
DVD-recorder, DVHS recorder, DVCR, or other digital format recorder. The
remai ning % of the DVD total play length is dedicated to the other (100)
non- st andagg s S d be tqQ a rson of. ordinar Kill in
the art thaj agﬂglrgﬁlrcatt?osgggé al g‘élx%&ée % ﬁggeﬁs%é%%l e Xaﬁz hour
| ong novi EMPEARFE GPREBED @etv?ré'élo(*lfSOésé@bh%5§ébbmJ§£§6d)nppﬁaﬂ hyst andar d
scal ed watdengriesappednseantbrd 080 thems mdG40Rsecords)hseeards=4080) that a
non-standard scal ed watermark appears through out the novie. Because there
are 100 non- st ndard_scal es, the watermark appears at each non standard
scale at |east 4D PFREETFHE 0GFRCBLICHheChD NS, PrRASNtEIRERHAN. t Her e ar e
at | east téchnigue upbi gnevientanllilchiitCidopyapy Nk atriesapt ia@ebmatiai ch
requires @uphrakepifs gftoﬁﬂerr6¥?é51§3§?é¥ S?ﬁmw§QhEE£n&Q§ | 08, g€ scaling to
recor S r’%o%ven"i1 Thee.

a new scale val ue, t hen

likely di ?Eoujrr%%% r’ﬁ‘f 1A me JtEII tape (f%ﬁﬁﬂrri@edatt%% thepgpgeseRrly y 2004
In the préhgeneiomnbasi beat , déaceited )&rdl;&trﬂ:lll&ulart b&bodﬁl@ﬂ@@l deigcal ed

wat er mar kK pt-BEesghou f r d t andard
scal ed Wa?ﬁ%ggrk i S %ﬂﬂ%r{r%\&bﬁld ]%t eﬂg é(cﬁao/ au?cgir';lldz:iL 8 con'?%fﬁt o(?h DVD

TR rTguBy r?t@erse%"rﬁf%‘re‘iotwowf& i bR pdie obslen

for 5 secbh
claims.
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arbitrary non-standard scal ed watermarks. The pattern is then repeated for
the next 20 second interval but with different scales selected for the
non- st andard scal ed waternmarks. The non-standard scal e é/\%;t&ern%@ are
random y selected for each novie to make it difficult t AP YE wher e
in what novie a particul ar watermark ?&ﬁ% occurs. This pattern is based
on the ratio of the total duration O edded standard scal ed wat er mar k
ver sus non-Wstabslarldisedlisd wat ermarks. Figure 3 provides an il-lustration
of this watermark distribution pattern. In Figure 3, a sequence of video
data franes along a time line (representing DVD content information or
other video sodrces$ &pehqd |afstBrevedtiigertdien 1dlied ter srRvRng s 0§ hghfeo

enbedded | mﬁogﬁ&ao@at@atraaecogpr pm&aaeﬁfea e;ae@n@gasﬁ@ off r<aaAs assuned
to have a duration 5 seconds, As shown in a(gqure the wat er mark 300

sizes are diifFfelBH t%BE?Wé’é‘n Copp LDt T’Fréhf Pr SCAEAL 15506 - h&8S5E wit%r mar k
at a standarndgesmaj(ebandxjsd:a@dsltbsaqu@@tséaﬂaﬂgs chanvg=anatar markesed tdf
random y di f.f er ent 5%8':; This pattern i S. repeated throughout the

duration of ‘the Vi deo m%?‘%g ion (e comprls’lﬂ\?lj s content |ength or other

vi deo sources). albt |§E¥@tbega@gmeea¢%dscaha$ qerhesrgulingr pe Hice 18r%0

wi thin the $cope Qfeat bg é%rtgﬁﬁptto' Bi!ﬁﬁ:&dv@ﬂt tﬁ%@%@é‘m&?ﬁ standard scal ed and
non- st andard scal ed wat ernmarks. are nmbedded into a DVD or %&Oth c{ vi deo

sources during Ps PrROMEERT oft H?t%”ﬁrbf e¥ivhat hAFEr naTR Serteq8ET® no
addi ti onal . frandwae erhsgd esfuidcades Nif tIREOFidRG WA 6Hmgrieat [Eyr sedices t he

cost of th .recorde%_theréby making it nore attractive for recorder OEMs
to participat® ?H '&@%proposed copyright protection scheme. It should be
clear to a person ofuuirdi ner y aski e | end hefarthe hdirsthe thae emeaikd.

embeddi ng- RLREESFd Sierllarknowh andifiheayptermack: enbeddeed from the
'range of scales in the wvideo information for a sgecond time
perioa;
da) repeating step (¢} using a different scale from the
range of scales until N number of scales are embedded; and
e) detecting the watermark having the scale corresponding

to the image scale used to attempt to circumvent the watermark.

2. The method.of claim 1 further comprising the step of
repeating steps (b)-(e} throughout part or all of the video

information.

3. The method of claim 2, wherein the watermark having
the first scale is embedded throughout approximately % of the
duration of the video information and the watermark having other
scales is embedded throughout the remaining duration of the video

information.

4. The method of claim 1 further comprising the step of
repeating step (d) until each scale is used in scaling the

embedded watermark for a predetermined number of times.

5. The method of claim 1, wherein each scale is randomly

selected in step (c}.
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used for this process are well-known and readily avail able 10 28 January
2004 for sinplicity sake. Because a professional watermark enbedder costs
a few thousand dollars, any costs inposed by the presen J%%/%BL%

t hese machines are insignificant. The preferred enbodi ne % &g‘resent
invention, a texchni qHe herhRREYENd1dill BCivhaaRPYI e Manyidep dhfi@smad i on
such as DVDs or other video sources notw thstanding the use of imge

scal i ng, i S2hMGsT e PEFFHd rediive Emehsr ekamlerd; #&@fti on has been descri bed
in particular enbodi nents, the pr esent |nvent| on shoul d not be construed
as limted by suych odi men ut, r construed accordi to the

bel ow cl ai ns. LJ’t 287 g% 6%)4‘:- II%/B 1P stRe df P5: Ogl].gscﬂ\?ﬁ%t hod of
preventi ng isheleitkblhicied bppyhmg:anbevbﬂennagenéoalm ittt hay bes wepdyapd ot ect ed
by a water f a iQ on n standard
scal e, V\/n'e:%; té Hg wa% %gﬁ{ %et%%&%g pe-d &%%%?r‘r% % sg%tefsl&“gr{t %ﬂé:r?ge(grfor

pur poses of ci rcum/entl ng the wat er mar k, conpri sing: a) sel ecting a range
of scal es corresponding to the inmage scal es used to attenpt to circunvent
the watermark; b) enbedding a watermark having a first scale sel ected
.fromthe range of scales in the video information for a first tine
period; c) during or at the end of the first tinme period, enbedding the
wat er mar k havi ng anot her scale selected fromthe range of scales in the
video information for a second tine period,
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d) repeating step (c) using a different scale fromthe range of scales
until N nunber of scales are enbedded; and e) detecting the watermark

havi ng the scale corresponding to the imge scal e used tte to
circunvent the watermark. 2. The method of claiml furthﬁeér)“]m%qzlng t he

step of repeating steps (b)-(e) throughout part or all of the video
information. 3. The nethod of claim2, wherein the watermark having the

first scale is ebedagd theughodt appiiaxi oat efde3Anof chde rigdeatien of the
video information and_fhe wat.ermark h?%iqg otheg scal es i s enbedded

t hr oughout THRESARTRT nFHY dRFEn 36F (RESVi BRo PEnfoFFaf PFHIEESE. P¥hé net hod
of claim 1l fatetrherk clenpetet ng ddecs!, egxtobct | epdapragsst e efetmirkl each
scale is used in scaling the enbedded watermark for a predeterm ned nunber
of times. 5. The nethod of claim1, wherein each scale is randomy

sel ected in sted-(c) Applvingg thannaryod@Ggord.ngThe Abriod oo @ siengl

wherei n_the, #3008 Qg $¢akh &S pi§itADYEsLA 1REH RN piel .at i ve to the standard
scale. 7. The net hoéJ of claim1l1l, wherein the N nunber of scales is

determ ned by the range of imge scales that nay be used and by the
wat er mar k det ectiipgon mesDHiHg @heOhethdttzeebBiihgdebeelfinm - 1/ B Algdamnuary

2004 8. The nethod. of claim erein the first and. subsequ | e
peri ods ar ®BESBEG ¢ h%erotml mzab o \é\gﬁ?sﬁcéd bcf%ée_%tlg?ﬂ%dr'k det egjfn%%&?%é det ect ,
extract, antklgreredsitihe swatreesmark. 9. Applying the nethod according to
claiml to a signal originating froma Digital Versatile Disc (DVD) . 10.

Applying the nethod according to claiml1 to a signal o .
11. The method of c¢laim 1, wherein the first time period

is substantially the same as the second and subsequent time

" periods.

12. The method of claim 1, wherein the first time pericd

is different from the second and subsequent time periocds.

13. A record carrier storing a content (201) that is copy
protected by a watermark (202,300) of a standard scale, where the
content may be exposed to a range of image scales designed to
circumvent the watermark, the record carrier comprising having
the watermark at different scales embedded into the content
according to a pattern such that the watermark having a first
scale selected from the range of scales is embedded at a
respective position on the record carrier correspending to a
first time period of the content, wherein during or at the end of
the first time period the watermark having another scale selected
from the range of scales is embedded at another position on the
record carrier for a second time period of the content, wherein
the watermark having different scales are similarly embedded in
respective positions on the record carrier until N number of
scales are embedded, and wherein the watermark having the scale
corresponding to the image scale wused to circumvent the

watermark, 1s detectable.
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originating-from broadcast, cable-delivered, or internet- delivered video
sources. 11. The nethod of claim1, wherein the first tinme period 1is
substantially the same as the second and subsequent tineyg payijRsop4l2. The
met hod of claim11, wherein the first tinme period is different Tromthe

second and subsegpent,.ti i .. 13. A record carrier storin cont ent
(201) that is co%%' p?}%jet er%tcggébgg%l\%t &f n%jr: & 2132, 3’{3@5916? t&es 4 scal e,
where the weshemsrkmpatberexposagreatal ridngegbduti npge seal esl desi gihed to
circumvent therdal ahF@ilon bRaHLEQEGCALLI R conprising having the
watermark at different scal es enbedded into the content according to a
pattern such that the watermark having a first scale selected fromthe
range of scales 1% emisddececdiraa caesfgctiore RASLLI 0A40N Lhs-digcorngcarrier
corresponding.to a, first ti eri_od of the content, wherein during or at
the end of Wgﬁeemraf}r{st eV iRe pgﬁ‘%d ERES wat BFHEr k avi FPESASYE he FRewsiis

sel ected fromarpeoxomyelpf% sfakke dantenbenideti@t aadoithkewapasiatrkon on t he
record carrier for a second tinme period of the content, wherein the

wat ermark having different scales are simlarly enbedded in respective
positions on the record carrier until N nunber of scales are enbedded, and
wherein the watermark having the scale corresponding to the inmage scale
used to circunmvent the waternmark,.is detectable. 28 January 2004 14. The
record carrier of claim13, wherein the enbedded watermark pattern is
repeated throughout part or all of the content duration of the record
carrier. 15. The record carrier of claim 14, wherein the watermark having
the first scale is enbedded through- out approximately '4 of the content
duration and the watermark 28 January 2004
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havi ng ot her- scales is enbedded throughout the remai-ning duration of the
content. 16. The record carrier of claim 13, wherein the enbedded

watermark pattern is repeated until each scale is used i%§%y@004 he
enbedded wat erﬁ%}i fQ 2 gr edet ermi ned nunber of tines. . record
carrier of claim 13, Whererits ekfc ArReddsde thepughouh diwl serapdingt@gacibd. The
record carrier®ofheicanssent4, wherein the range of scales is 20 percent

relative to the standard scale. 19. The record carrier of claim1l4, wherein

the N number -of sgalegyis determned by the range of ‘scales that may be
used and by the waternarK detectTon reslatn dp. whereim Wa¢ embedded det ect or .

20. The recor dEEFPFEPagFera 45 reaeptedvuetidi sadhhecafle rist uabadin %ggﬁgguent time

periods are bd@ecbnﬂ;ﬁddeldewettiemrke&&iaggemeﬁinggpgﬁ%ggrolg detector fo detect,
extract, and process the watermark: 21. The record carriér of claim 13,

wherein. the digita} ecord carrier is a Digital Versatile D sc (DVD). 22.
The record carrier '6f Craifif¥s, CIdreiof tigem {3y swhetbive cagersianh is

subst ant i al | y ¥2?¥ealy #peqtedt he second and subsequent time periods. 23. The
record carrier of claim13, wherein the first time period is different
fromthe second. ang sufgequent. tinme geri ods. 24. A signal carrying video

i nformation that is copy  protected by actitetdmmhensin athet zemtmr df scal e,

wher e the vi d&GPLeF nfsoftfhPriasntinghativery be sspasadsd0ea range of inmage
scales designed to circunvent the watermark, the video information signal

bei ng enbodi ed inig_ pregRagation. nedi u?f the video infornmation signal

having a wategmark. at .di fferent scares: EfbBdfedvhaeredrn tthe ¥irwbey nf or mati on

according to a patter A°sIRE™PRG by Kee waresr whricahey ither aafi bSsscal €
sel ected fronfittheby aklje weteeak egetareseddathdidnt hg Vi dgQ.dnfgr mation for
a first tine detector. -

20, The record carrier of claim 14, wherein the first and
subsequent time periods are based on the time required by a

watermark detector to detect, extract, and process the watermark.

2l1. The record carrier of claim 13, wherein the digital
record carrier is a Digital Versatile Disc (DVD).

22. The record carrier of claim 13, wherein the first time

period is substantially the same as the second and subsequent
time periods.

23. ‘The record carrier of claim 13, wherein the first time
period is different from the second and subsequent time periods.

24. A signal carrying video information that is copy
protected by a watermark of a standard scale, where the wvideo
information signal may be exposed to a range of image scales
designed to circumvent the watermark, the video information
signal bging embodied in a bropagation medium, the video
information signal having a watermark gt different

. k scales
- embedded into the video information according to a pattern such
that the watermark having a first scale selected from the range
of scales is embedded in the video information for a first time .

period, wherein
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period, wherein -14 28 January 2004 during or at the end of the first tine
period the watermark having another scale selected fromthe range of

scales is enbedded in the video information for a secon ' { od,
wherein the watermark having different scales are sim|l a%? ?/ér{%ﬁggéodd‘fe)d

during respé¥fing ef ndtpsbeodsdi nft hbevicdan: i fifRr R 08 (HOt L;IalFEL\Imra\lgﬂber of
cale

scal es are eabesdednoaid Waglgl N Lthe watermark —having the's
correspondi Deggntaé) the?i mage sca es%i;ee%\é\?o grf?i“r(ﬁ?ﬁveﬁngleheoﬁvatseﬁhw kisis

det ect abl e. Vi BB Vides nimfconasiqnatorofa ckabsnd4eipheg&isagt he

enbedded wattermink pid t @aBeimarikengalied trL hout rt or all _of the
duration of the vi.deo jnfornation. 26.9 59%'/%5%0 ?% et inSEMgRELY of

cl ai m 25, V\A%Gé)gl{ not e 1 SFFBFREWRY Fifee tssiddy st sbal eide enbegd@edon

t hr oughout vapir &k inmebet oY sehléherduemid@s of . L. deo informati on and
the water magkRaving g[:g%aé sgales | ,enbed%ledan{dh.r%%é% %uttﬁj?hgatert@ﬁﬁlfni ng
duration of the -video-informati on 99 The Eeolnageor saalicorussdgned of .

cl ai m 26, WHEhRFHeRh&heendieaithedk watsedavsdeapas t ern i s repeated until each.
scale is used in scaling the enbedded watermark for a predeterm ned nunber
of tinmes. 28. e video information signal of claim25, wherein each

scal e i s randoni¥ sel"88t Btepdniqrratiprevidnal oo fratiadm i gnaereinClad m 25,

wher ei n t heembeddegd oftespatle Hatsed .:&errﬁﬁé'éterdek%&}’g%oﬁg t%hrq: Sﬁ&ag rcgf S]E:al €.
erein ninmber™ o

30. The vi deR wRf o t'Pr‘_t Si gngl of _clalm 29,
scal es are determ ne %y TVt gdmbPr™8tdPs that may be used and by the
wat ermark detection resolution of a waternark detector.
26. The video information signal of claim 25, wherein the
yatermark having the first scale is embedded throughout
approximately % of the duration of the video information and the

watermark having other scales is embedded throughout the
remaining duration of the video information.

27. The wvideo information signal of claim 26, wherein the
eimbedded watermark pattern is repeated until each. scale is used

in scaling the embedded watermark for a predetermined number of
times. .

28. The video information signal of claim 25, wherein each
scale is randomly selected.

29. The wvideo information signal of claim 25, wherein the

range of scales is +20 percent relative to the standard scale.

30. The video information signal of claim 29, wherein the
N number of scales are determined by the range of scales that may

be used and by the watermark detection resolution of a watermark
detector.

31.  The video information signal of claim 25, wherein the
first and subsequent time periods are based on the time required

by a watermark detector to detect, extract, and process the
watermark.
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31. The video information signal of claim25, wherein the first and
subsequent tinme periods are based on the tinme required .by a watermark
detector to detect, extract, and process the waternark. g 15 Jagary
2004 32. The video infornmation signal of claim 24, wherein the video

i nformation signal?-i s THebVHERRC dSFOIMEEHPR. S RdePEICI D™ 2int BRFRAINIEPP ver ed
vi deo signal vid¥3. iHfermécen iﬁ\igﬂarmusonasu:ga@&ca&ft Claible2delivkesd Not he
first tine perlode %k399%§ IIy the sanme as the second and subsequent
time periods® fn he"vi deo |n 3? Tacroh signal of claim 24, wherein the
first tinme period is different fromthe second and subsequent tine

peri ods. - 33. The video information signal of claim 24, wherein the

first time period is substantially the same as the second and

subsequent time periods.
34. The video information signal of claim 24, wherein the

first time period is different from the second and subsegquent

time periods.
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