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WD 2004/ 100439 PCT/ US2003/ 019954 1 DI G TAL SI GNATURE

AND VERI FI CATI ON SYSTEM FOR CONVERSATI ONAL MESSAGES
wORGHNO@AL FI ELD 5 The present invention rel at @6T/US2003/019954

generally to providing secutity for conmunications in

conput ermmAmesmxemnmemmm@mrsrm
efficiently nmaintaining security in chat and instant

messagi ng systER CONVEBSARIONA3aVES SRS one pri mary
application of the present invention will be in
enterprise instant nessaging, both in [ ocal area
networks and in w de T@aegNItADEIRKMKS, i ncludi ng the

I nternet. BACKGROUND ART Chat systens all ow groups of
peopl eto carry out online conversations in real tine.

Pgép éﬁ in ( ﬁ%ﬁf Pel?t%&ﬁ@aélﬁg %{:o(%ff% 3¢ lra.r.gr }aﬁg 8{)} Hﬁﬁﬁg{ions in
comprﬁl:@ﬁzéda{dt\t@rks camd rpore pastieslady us efficienely amghhteinigy ecurity in chat and

Briefly, it consists of _various separate networks or
instanfgressaging)spgteriar I israpticipated $hat GRe BrimpeARPliphtisg oA g Ryesent
I
1nvenﬁ<gf1§§gf>% %gen%gp%%esﬁéﬁggrg é?{({%gagé% %ﬁﬂ;i%lé%ga%tg Ergt%vrorl}g%ﬁﬂ in wide are
netwosles; yehwlingthetliterngine net, and t hus between the users.
Once connected to an I RC server, a user usually 20
enters a chat "room' or joins one or nore "channel s"
to converse with ot hgpaerxJeEeRD aens and channel s are
typically devoted to different topics and chat
conversations may be public, where everyone "present”
C&ars Srgte%rﬂ A% (ﬁa‘glgp SofD ngplg ?\rl\%&{r& &u%togh € converﬁ,atlons in real time.

conve exc

Two ermsea@egzs&mk wao \IBUIS@taDd’drM Indebret &@R@I dhac (BRI EIRT enfbes
.popularity of chat systens _has nptivated the
consiqrgAPy eptied BPPHATH A PIOYIde PsefH Gramplsthsre. Briglly, it consists of

Variod%%'é a{rﬁﬂéln@fdf k/fmnr?é% 81} I%%Sse%rp r[%@fé%ﬁ a:f:p aﬁlnrg tc@ﬁ‘ﬁect to an
ow t

agl ng systens systens a user
IRC semrerj ahé tlm]Ré? seivexn tisqpecliafs gseots Imeassageetcsamlrfﬁ)m dg:gr&lierdRﬂ:servers

t he net wor nd t end t hem pri vat Unli ke
on theg3g1e rgeysarléﬁlw %ﬂ‘éﬂ?@ thomeer Sxes swgleﬂgg ﬁ%‘? SEVely # ugusually
enters 4 1At %BM”%I\/F QR orGhAE Ml anfBidy fbad'(‘)n%}‘é‘@whﬁ otHe?K @Mese rooms

private, conversations generally start out as and
and Chaenalrs rarqdwpwaﬁje devaltesicto uinfiférkaes thJS$ argheliat eynyersaBonswhiyche public,
where Q ha e.onl %ﬂ,Li m t ed neans d E‘i!ea‘fhat ethe rsation. or
arefy & pBITTE! af B SRR SR P& F@B istPate B fhe Py Ersation,
privat@ Bwhdrb Pecbiﬂ@ éﬁch@ﬁ d MY S AN cafiverdell vith fedific others.
centralized dat a ases that permt authentication of

i ddapppylattynf chpicdystims pat matvalepihsyleseleprae @f e mumber of
improQ'QIﬂgl%,sa?ltd'p%ﬂﬁlulaﬁlﬁlta%@xpélassmf&)r&&l%fs%gwgeﬁ %%tant messaging (IM)

systems. IM systems allow their users to determine when specific other users are logged onto

the network, and to send them private messages. Unlike chat systems, where conversations
generally start out in a public room or channel and can then be “taken private,” IM
conversations generally start out as and remain private. Also unlike most chat systems, which
have only limited means to ensure that the participants are whom they represent themselves
to be, the users of IM systems are registered in centralized databases that permit
authentication of identity

Chat and IM systems employ a dialog or conversational metaphor, but operate based

on the exchange of messages. Many other messaging systems exist, of course, with the most



10

15

20

25

30

on the exchange of nessages. Many ot her nessagi ng
systens exist, of course, with the nost WO 2004/ 100439
weCH41sR003/ 019954 2 common being e-nmail. SuchCouiser3/019954
systens, however, do not prdvide the interactive
comnfRiteirioye-fnil. &Rﬂﬂ‘(ﬁlﬁé%y%&rﬁ@ HBWROES db Aot }fr@hdé tBBnteltive ability to
avoi d confusion and disti'ngui sh fromother nessagi ng
convessesvidthethers inir¢al tlrmeTo h@l@ lepafysion cod distisgtishofrem other messaging

nessa ener
sysesf RS T TORPR oGl i SRl soppiatfan cbat
M, ammﬂlereﬁ&tgmngmbgag variant termed "Enterprise

Instant Messaging” (EIM. Unlike prior conversational

m&¥shefidgrespst iatpsest npptemangiag yeriad dermed§ntemrive ysadns

t
Messd B95° I, TR BB R Bty Slertod s Dbriges wsing
EIM stybﬁe&s degend it dbsirables@ e critivay efas dleirafiesd@ifes Bbixg conveyed be
i rportant attributes. 10 First, every participant

securedoul d preferably be authenti cated. Second, every

p | ki

PRGE b BALL (RO s el LA P AUHIAC ST bR RN
First, pes'g @gﬂmpam ﬂiwaldqnaﬁvsm’oisﬁbe mnherfthaueﬂdSqnonad, evealylpartiépant should

preferp %@ﬁ*%ct o (? f,& @\égé%lglt q? cc%{v?rnsﬁ’éé% ig]ggil 7 cgthggc{e%%%ity of all
messa%@@iﬁethé 8RRt SROIMoH1dYrRrap b £ RIcdDSo th Rk %: Er@ﬁjslt and in
th while in transit 'and in storage. Fifth,

StoragfveE@a@e the integrityorfisdressagen in theodversatione slmuabalyo prsferably be

b n e;, of the partici
protec%@ﬂx%tﬁ(k;&ls}%legﬁ graj?stft{ §1§1| érsg 1388 ol nlyl%gl {118 Jhessges ﬁle% ??nlvg% @ona%hould
prefer@bly Hel difgltallrﬁd’sﬁg@bbetﬂif anly han®er éfths paificipasts cazﬂwms%aﬁg@m signatures

shoul d_preferably be recordable with their securit

shoulg,pe ¥ PiARR a1 3y AiERe: eindsixth, dasqridhed the cameralion ﬁlmuﬂcypreferably
be rec?)hl . Vith tir £é&[ﬁtg ﬁ%ﬁlge% @Iatc’f { iU tcgﬁﬁcfléﬁl\ﬁgl ﬁf(]lddA&('t]zfﬂd) Eb(ﬂed) In

I'st have ven Iculrt™t
partica]ag raatnbnms Give amhmk éu thid g hyvepriobeddiffiailign athiees.
uction nd verifi Qat n system.is needed that )
ﬁ%ﬂ@ i (BsFcager i se%ﬂ%égras%&qaeﬁe)tmow tigp 5?49&“@’3“%
systerﬁ ‘?§ ﬁbeﬁ&?ﬂﬁf b&iﬂ"t@tacﬂortlcﬁf'ﬁf thd\EordvRfs984n to s‘fgﬂeﬁml}lmé ongmator

busi ness semantics of an originator sending a no
and theégngdtl Ebissnnmgaetha husindse sereaitiss ofian e ginatnt sabdingp ndme

e e B SR B e oS R RS e
0fSuch a @t kGl proferabl§l aftb lpeih iafsf et siBOdmt éfbgi?orpcﬂfa

the conversation to be si %ned by different ners,
convepwfipn.aidaleyekifprent Rardens o éhwgrsaw tadersignes by élfferent

81gne1§' l%ﬂff %'Ié eitllel ﬁd@idﬂﬁr @gs R h§ﬁ1u‘féplg Q%nerg glﬂ\gﬁtlg Igc%}ﬂa? Bourse of the

exch anges n ave
convecslmabn,atoe all &kdzlﬁxﬁgeslﬂ%&ttelliave nﬂﬁarslaghﬁlcmfbahrabteﬁbtﬁds However,

st gt A6 B 0By I CPUIPLS TP Po6 p GBS odyata ertain

amoultlth € sRSulFbE %%Hébl@ﬁ? tﬂ%eon‘gﬁ{a'tér' Bb8 VeAHSS e 1%& further
keeping wt fth attri ute not e ove, the
d s furthdr keepingwith thel ffthedtsibute noted above, the desired system should also
permit signature verification after a signature key has expired. This is particularly useful for
situations when the validity of a conversation must be verified long after the system that
issued the signature key ceases to exist.
The desired system should also be able to carry message signatures on to transcripts.

That is, in the normal course of recording conversational messages, the system needs to
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30 permt signature verification after a signature key
has expired. This is particularly useful for
weizbmamisns when the validity of a conversati ORCTUSR2008819954
verified long after the syssemthat issued the
delinedté ERHOkHi EhsEYhLOASESations Ehat ate sigivd add o affick thy siteatures to those
shoul'd al so be able to carry_ npessage si.gnatures on to
specifie paripns. pilis mappes 2 transcrigt WHbhais alehe ghaipcgrisies of the original

ol 18, TP ORISR o st et

signedPOhik ivinkeeping vathoheviethsatribatesndiethtboxee si gned and to

? L,fslg)éﬁ%tgggq%l gg?ogﬁa;iﬁglgltp ﬁ%tﬂ)%ssgqstes 2 éilllfg:p(lr:eigqaé ylb%r}ISldependent of

the un&&@ﬁﬁ%&%ftblssﬁ %ﬁﬁn@t .k Raly reGRRYEES 8hdi@dbe that a signing

g no repu | at| n char act eristics for messages
party Havat simetuexipdyi anidithat a erifying parThhave sscarrespandpigrigprificetron key.

th_.attribyt ted ab
here SuE b D P Sy iR AT gy o same
short-1Rgedl 1 ﬁgﬂﬁ«e@ Rt Rblic KR Ihmslenbik @R Bdrtiftats) AR YiEh.
t echnology.” The only Tequirement shoul d be that a

sMgny N\gdely) aset@prm\aé sgeusity pestamealg dpsedrg Rl hese systems,

veri f v
w25 TR 2 P SRR, P
verificefém §§i’s€e'iht1 tRRudes K Ikequiict b sning }iahtﬁzllsaii@tp have long-lived, digital
short-1lived, Ion]% lived, in a Publi

certifigaies whase drey i witprifor Rreduaing digital Sleﬁalr%% The perificaip of each
s BRI 55 BEREE. ANIDRAN DRI o e
certifickits Aty lages tofatirvesi Aensplt the tanso@miﬁamorp mdwiithotaubshbeatedg after

erific on _syste hat r [
the copceecBRIRS b SHIFODS LG Bep Coar s FAPORbBR i 11 cat oo
WRQS hekdre! firtRet de@Pivte ‘&)Qfav@ h QGK#6rh Might AhiPhded KT certificates for

signatures. The certificate of each signer nust be
signatanegirbdstien and abrification fhuenet, reqmm iti Bradis, genef #ly, any type of

revoca st at s of ner...s .15
signatpye ey &\i/iiﬁ qﬁé’eéiﬁ ?/é’?“il‘t‘i%g aPiT vEfiEicytiop X Xin% ve‘lfr?? %%g’t Pon [memc
keys %ivv@lho giidighdp and HRO/eAfib€and Shet-Tesd public &b gs 1al$bhﬁﬁel‘ayassertlons
that issued the certificate has ceased its operation.
whosq gorfesparisiangprvate kayris keowitosthe sig0er-t o have a system
t I
VDS RS SGor, Sl st pRino it Mkifcarion systom should
also bk %blglge Reoad ilhy gaﬁdlyy stytpeod 51g?¢rg§1€ﬁymt thekaye shoghaturb @roduction.
usabl. e, includi a, PKI verification key i.n a
This shapldiingladg @coréw&giét k3 anp ol ga%ms‘?tsgtsii’éa%%ﬂ’s#egﬁdl
certificAEs Xleéskéﬂlsﬁs V\ﬁ(ﬂ Ho &M@ brubd rBSfj aRYReirEvdeatisn dthtug Sf'@d@ﬁro@lthe

assertions, correspon Ing private key is known

certificate (#msertiogmare getumhilkshoat-1piad anylstewenreeokedsi r abl e
signature production and verification system shoul d
al so be able to record the validity status of a
signer's key at thRcUoOsIE OF BNVAENTEONr oduct i on.
This should include recordi ng the key, any
certificates or assertions bearing the key, all 25

rt I{){Qéﬁ:% glcsa ie%?étttpg EISGS% eaceﬁ 01:‘1 t 1%11391(1% Wit Li8R4tare and

verlﬁcatlon system for conversational messages.

Briefly, one preferred embodiment of the present invention is a system for
communicating a conversational message. The system calculates a first hash value based on

the conversational message. The first hash value is then encrypted based on a signature key,
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certificate (assertions are generally short-lived and
never revoked). DI SCLOSURE OF | NVENTI ON 30

wéceemw1do43gl y, it is an object of the present | RCEMSRMB/019954
to provide digital signature and verification system

to crehi@ra di it 8lghatuk O Tak diEGFagesture Bhll efd dbnvé}@ﬁldﬁﬁﬁﬁl%sﬁgg are
enbodi nent of the presen |n vention is a systemfor

comnpBiaRtAd B aa nplgyoak. cﬂw\ﬂeg@éslngnﬁate irdenalgeryptrddassdsarenverification

L A R et -
convessativyltrecksfas The Okt ﬁas‘hl vanetiy eempa¥d Wil (ROQLLADRAB Y alue to
PCT/ US2003/ 019954 4 to create a digital signature.

deternying adiajflation iesnpmes ovhereihe veldation nepprsetindingPs thesenypssational
t ital signature
messd2E S B B S R Ol 2 o5 T
r Suiefigyamthdn @réfenrsi ethlashmeat afehe presde dventiasis a\sis'tétbhﬁ fof
ed based on the  conversatignal nessage.

.cal cul.a
creatif p QiEifh S e § BRI MR Hie sysEw T a st value
based bRl tHE cérfrersalEl £ il e (Péq{a%ﬁi %I’u i thép ed M&%{i 0% ¥fenature
val i dation response | ndi cat es t e conversati ona
key,tﬂé@@‘@qbedglwhmgmured when the first and second hash
Bri erred enmhodi nent  of

! T o e O Lo B pleest ity s for

validafiiing iatdagit=3 sigRatuty ®r h esn@RraaoNa ﬁl%é%’édg@”ﬁllle %&%?Q&ryp-@&le digital
system cal cul ates a hash value based on th

signatgimRased an pygraficaies kaydo repredusaaHirstdiagle vilye. tlh s¢rond hash is then
calculg{ég Rf?ﬂf? %gsela%%tetﬂe 28h I‘SE{I%?EI ealge - ort? haﬁﬁ é/glrélg ?st tgwn compared

signature. Brie

with thﬂtmﬂndirhﬁﬁh efluetth elet&frﬁﬁle IatvahdM&ﬁhtl‘eqj’d)nls@ véhef/tht @Bldion response
val jdatin a di gital nature for a conversationa
mdlcaﬁf‘é'sté%l@%we §teé~‘iﬁ3882: § yrlidatedavhendhe first and speandipash values
matcHPased on a verlflcatlon key, to reproduce a first hash

val ue. A second hash is then calcul ates val ue based

ot ddvatege eff tha preserd inveatismiyahat Thgerfiits atpoh&mh)f\thd: tnviesation

se e to

d 15 th. the d hash
to be gkl 5 HHRA Aot g hetefishas impjegieat e B agmiis of an
originb®$ E@iﬂﬁ@g a hoWlipalRBle s SR8 BALRNAL rdiBARRIEN I rePidiable

val i dated when the first and second hash val ues
acmomdgqmemﬁ‘@@v&lnlr@@@tgf thahexqgtmsmgel nvention is that

o BEER b FrathsP 3L ed PP ligh B RATPERY R P  Rigfamy neion ofa

convetdaaoﬁ),uﬁdmﬁsw different pogttorfio BB sigdd BY HifeRét S7on M) nlS’dtH ds fhdividual
non-repudi abl e message and the recipient returning a

signerg gpd F‘%M}PA%FIénedﬁknovw edgenent about the receipt of
|t 2&‘116 ang%é DRER- 1n&tﬁﬂgﬁ &t Pgtde\fﬂfgdﬁg&tg Bf 11t 91%8/ r??%‘ggéa 48 or all

rmts signers to sign an

of thecsmmq:roa;tani atributes df alséonve chrfvérsa‘mﬁ V\mefehm mvs]fﬁpardix&pant may be
authentlcgpe% 8 aut |0sz§ t%rzetnggéqu (teﬁesconggrtsg]tlo%s thlenc%h 1Idednl’é1a|11ty and the
integrity of all messages may be protected, both in transit and in storage; the messages may
be digitally signable by any number of the participants, with those signatures verifiable at any
time; and transcripts of the conversation may be recorded with their security attributes intact.

Another advantage of the invention is that, in further keeping with the noted
attributes, some embodiments permit signature verification long after a signature key has
expired and ceased to exist.

Another advantage of the invention is that, in further keeping with the noted
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signers and as nultiple signers. 25 Another advantage
of the invention is that enbodinents of it may provide
wany4a004abl  of the six inportant attributes oPC&US2003/019954
secure conversation, whereifi: every participant may be
attribASK Bané élﬁ%(ﬁﬁleﬁﬁ%s%%ﬁﬁﬁ kZ8nk B8R IRNAIMrdsRA to transcripts, with
conversation; the confidentiality and the integrity
the abgity &t delinests alg@mrh@zgs dféhqemverstizens thastare $ignadrand 4o aiffanitie

. in stprage; t nessages may be digitally signable by
Slgnat‘éWS%%@ﬂ%g?‘peS]ﬁhtmgmﬁﬁrt| cipants, with those signatures
Vv ahbfhepfdv@nfike 8Mhe 3ehtif®is tﬁﬂqt isﬁﬁdb%@ﬁd&t 6f 1Bk uh&lying digital
conversation may be recorded with eir security

signatyeteehmglagy used, agth the pplyrpgircanhbeingabt sighiaginevEheron
signatglfetlgrepb tha@ a V%%ﬁlg%%a%ﬁ%eﬂ c\gﬁ%&o}l{f%g Qfgltlﬁ?atirog key. There is no
hmltati@ri tHhat thaéd lcrrys Ibe diffeadiit the sarfié, ghait-Uived, KSIYg—H@é‘d, of¥d Petslic Key

and ceased to_exist. Another advantage of the
Infrasfricfuret(PEH) ¢estifiefiq, in further keeping with the noted
V%g%g !icilxgtgf%? of ﬁ;—g 991?‘{50&]1&? ﬁf‘fuﬂﬁeﬁe%%lhg WifSthe %@dmg, is
ment's al so permt carrying nmessag |gnatu es on
that 1th83n¢trchp&den1p¢mPKWahdh thus ldeesait réduyretsigniied pancpants tuehave long-

lived, g.?grﬂital( oeirﬁgggtgs‘t St o o ra?% n\%}éltl gﬁggﬁ‘{%@ﬁ Fq% ua?%fgr al? potential,

eventdN Ot hgdrs.advant age of the invention is that it is
i ndependent of the underlying digital 5 signature
t éoHnopibgyadyenidge of tha intvestiamisyhatatisialse mblstio defierming veltat the

validif} s?at?g tﬂagm%ger s?eﬁ%g gthgglln% psggr{l(e? l’ggg{fg}l‘%}f Qgt i gn key.

Th!‘ﬁé@ 3!11& offt@r objebis ad h&ntddas of the presklisvdtonl nill BE@te clear to
, Short-lived, long-lived, or in a Public Key

those ﬁlﬁﬂ%glt the att in wepmithe desprpiarcafithe B%ﬁmeﬁ@ﬁlymgzm%@ &t
h
ca:rrylféé1 g%ﬂ etg‘ly ﬁg{ehtl%sh én?d:h? ﬁltd%lsﬂ’l?l %Ip?hn:%)ﬁﬁtﬁgggé oﬁ}g{e\afeh cab )’811%6618 as
describétlserdinesid moillusaaped ireths isgveraidiguaestafthepdmtvingso have
long- lived, digital certificates that are kept
available with their revocation statuses for all
potential, = SRAHBASCREFIINCOF TARDRORRES advant age
of the |nvent|on Is that 1t is also ab e to determ ne
what the valldlty status of a signer's key was at the

ti f duction. 15 Th .and ot h
obFEpbpoSisd e e B orRen ettt SR abh B o e
follovsbﬁ‘g 86mRil&d @REriptidon ih BOF Bl Wigiththie Rph Efied filuded o HﬁWn@és in which:

t he descrlgtlon of the best presently known node of

cHIGyE 5@ sshemativdblpok dingremrearding Beignatiue system according to the
preselgqmehﬁgg' lity of the preferred enbodi mnent as

escribed herein and as illustrated in the several
f FBr 28 asichéhatichlasi diggram2pBingRh vioESCRIN BlysidinGiccdiding to the
DRAW NGS
present invention.

FIG. 3 is a flow chart depicting a process, whereby the signature system produces a
signature and the verification system verifies that signature.

FIG. 4a-g are a collection of block diagrams depicting a number of possible
arrangements of elements implementing embodiments of the invention, wherein FIG. 4b
shows an embodiment in which a signing entity provides a message and signature to a
validating entity, FIG. 4b shows a variation for providing the signature using an agent, FIG.

4c shows another variation for providing the signature using an agent, FIG. 4d shows a
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The purposes and advantages of the present invention

w Il be apparent fromthe follow ng detailed
wdes@riop3dpon i n conjunction with the appended PCgwSe®3/019954

of drawings in which: FIGe61l is a schematic bl ock

vanatﬂin%f AN RERE ﬂfe'rﬂ&s@gesdnﬁ@gnﬁf@e ERVTS lerl]g’é‘ﬁ? ;FIG' mcgsﬁonstaﬁiéther
IS a scnenatli C | ock

resent 1nvention
Vanatmnafgr witidatpg Hreimepsageadisidnebire mmggﬁsagmt 5&604f;ﬁh@g/stygt another
i nvention
vartdgior FIFRRAL e dHERYp slesiled e Py B0 T, g ghows s
anothP Ridfies f@ vaBigNgthd Mesyage hﬁtﬁs@ﬂhﬁﬁeM@ﬁ@hﬁ%g@Mﬁ em
verifies that signature. 30 FIG 4a-g are a collection

off 1G] disie drpigion ok 2 FEM pe Aepversatinmsd rmeéqiagwsbal@g @s an industrial

s EEBETARS,A yS SO0 W, STRAENG, TR B3y o i

WHIGH6 & ssdctiamaiie otk ﬂmgmno&épd@ﬁlgahmsﬁgmbmmﬂa number of options.
S|g re.toa valj datlng entity, FIG 4b_shows
Fhiyich i¥ Fchsmaue Blomk diageans depisiing e ugfemjoraﬁnla@%?& to include

a sign hﬁ%valﬂﬁtﬁx‘i‘@é@@m@nm her variation for providing the
SI gnature using an agent, FIG 4d shows a WO

2 @@ﬂ‘!el\@ﬁdﬂgﬁgi@&'ﬂ oShe ﬁﬁ#\’\ﬁﬂ% fike referenees atd wad todenote like or

the nessage and signature using an agent,
Slmﬂig—leg is%r%’&;% another variation for validating the

message and signature using an agent, FIG 4f shows
yet another variation for validating the message and
i gnat ur BESTIMEDI GBEAARRAINGIOGT THE BNSRATION |

anot her variation for validating the nessage and
signature using an agent. 5 FIG 5 is a depiction of a

ElAVbiefpredenibodinsal o0 thelpreseasiagémipnds alipilabsg@iture and verification
| ndustrl al sales exanple to show how the invention

(DSVigysiee fernfonsgrertionsl mesgacinad v biustraedinstba yariansidrawings herein,
and pglltﬁﬂaﬁ?/ P thd v 16610 %ﬁg ﬁ%@eﬂﬁggﬁﬁn‘?ﬁogﬂg invention are

Invention with a nunber  of options
depicted byt gmetﬂlmﬁkredcea@mm@dpl cting the invention

enbo dt ude t.ur al i datiqn _service

T Prpef e fol g sigtheaioton titesY S go X ol be Kept in mind
that tlh?frﬁr%ﬁﬁkﬁ?&pe@e[té‘s HI8cded 8 n @érﬁ/&éaﬁ@na‘? Enes§a' fHg ®hat is, chat, instant

el ements or steps. BEST MODE FOR Vi NG THE

messagmﬂﬂﬂ)mdl@teﬁpmesﬁ@ammsmw(ﬁﬂﬁt Unl‘iket Mheme@egmg schemes,

invention is a re.and verj f
such 4Bt i PG B BeBIo L B0 af Pl SgHoRora diao
canndt bk tghted bellkctifely igr ¥ @ahay Sndi v aidagisn B@ﬂ'p@éd&; the@BW system 10 is
particularly in the views of FIG 1, nd

well S;Hitéql fr e witpie ifles e nesds Pﬁ@ﬂVﬁKﬁémHabﬁfeéiaélngdéf& partignlarly for
e, e RS e 8RS ARG et Y DAY e
hindrkep tand banmerltib adoption.

FIG. 1 is a schematic block diagram depicting a signature system 12 according to the
present invention. The signature system 12 includes two major elements, a signing entity 14
and a vault 16. The signing entity 14 supplies a message 18 to be signed and private
credentials 20. The vault 16 receives these and further, with a signature key 22 it contains,
produces a signature 24 for the message 18 that is returned to the signing entity 14.

FIG. 2 is a schematic block diagram depicting a verification system 32 according to
the present invention. The verification system 32 also includes two major elements, a

validating entity 34 and a verifier 36. The validating entity 34 supplies the message 18, the
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20 that this invention operates in the context of
conversational nessaging. That is, chat, instant
woresagi43g (1M, and enterprise instant nmessagPag/Us2003/019954
(EIM. Unlike other nessaginhg schemes, such as
signatBre™l 4 verWREH&h R ) hhd @ss@ﬂtﬁh@% ’H{éaleﬁﬁgl%@fec@wgé @1'6&9 and with
or critical sections of di al og cannot be treated
them profliass pivabdajiohgesponspve ﬁ@r theamebsager 18 thatas rawmpd tpthseslidating
entit TLi‘?e DSV system 10 is well suited for the dynam c,
YPlexi bl e needs of conversati onal nmessagi ng, and
pabllectiieBy, th sighituddsystdd 11VBRd etvlafibaih s9§teAB20fahan
security nmechani snms has until now presented a serious
embodimeat efribe DRYosysigny 1 Gthat maﬁ@@piqymnVW@alleméﬁrg formula for
[
produ gE g@%gélgfym§Q§gmgﬁMe%%g§lﬁe{ﬁ$¥§ 510%%] é%s;ﬁlgr%entlcal

but typlyfSll}em&fent)rwjfpldgapﬁlm&lemtwm@ia&ﬁ‘é Bé}SZZ andsihg I‘Vlefiﬂcatlon key 38.
tity 14 _and a_ vault 16. The signing.entity

These%bﬁula@‘é different and asymgnetyckess Pﬁﬁ%g e&?ﬂ@lt@lrSrlsla%t@resﬁgomhm) but

could %fs@ %ﬁgénﬁhaﬁ aﬁ@ gyrlrlﬁlg% . ﬁt L%ﬁlg elg%%é@g%%%%@;ﬁs@ﬂ&twatmn Code).
pCodaznpwlla the gmaponaﬂt that produtdsehare gsigre 248s tHeataultd 6. In the

. ret Si gni,Ng tit .. Fl 21is a

invenlgE, BHRCHD et amag Aoatis etitg sieriidhe Febifigiey 22 but never

emits RYDESIIRE RCES e BPod @nfi ?tﬁ%l@ﬁ 85@RYvaliRY6Nhé SBnatheey 22 may
verification system 32 so includes two maj or

be stordareamanently or gpliemtzallyh dn practicey ﬂlwaah d 6 anayestoreingyltiple signature

al i ntlty 34 e 18, the
keys g B r G Bl tstos TS s ARG RERTAE 24
Vﬁ{ ofideC Rk tvaR Y 638 prodinde theSEmhiu®Ns4,40e sfg"llilﬁg efityf l4erovides it

receives these, and with them produces a
with tbeameﬁﬁagff b9 1tq ResignedeAs 15 disrussaden mase defailpgesently, 3 message 18 may

b LAEE B U 8 e GRS N

portioh @f endéio @n&ndmdemamabﬁlemagm@s&ésﬁms Thesighing Ieﬁtltyr‘malymay also

N CENCE NN R

what M&%std‘ﬁv}(aﬁ? S éxgﬁ‘qﬁlé Qghsswoh)&'fs dnHRItSRE 0¥ what one knows, a
fferent) cryptographic the signature key 22

hardwamisecmety\xmduﬂa lsamnmameybf %at oniftiesendrdiosdscirgading is an

imstan 4t S0Re 57 QB PRI orartais B Y B 8 S5y i grpgeted

that md¥ RS IditGelts oBthe DSV Bhtéin SR dedvRS 204 @mﬁl&ﬁﬁé&hl §indd 88y add
Code). 10 Conceptual ly, the conponent that gro uces

considerrble sagHEty And tostwasthitess Jon ceses thexerih@ Feult 1¢steres grutiple
s1gnat§1|[egc;é§/F Ek ysa rf%]; §§J (gqug V%ﬁl{?&hmtep $4 Y&H%eh %%tc%hg)ﬁte% Egstem

ure

the sighésg etitpd4 mlyfaﬂ@l.ﬂrahde an @fdidakien ‘d)ﬁwlhtchkﬁgnatdﬂ@kw @mat usee
e stored per mapent |y or. epheng

K 2
Alten}ﬂf%bttﬁ%gﬁtt apsiely 16° MgPryptsEcdagtials péo F&Hataﬂﬁl i choose an
appro é‘té s%ﬁatﬁﬂﬂ( . Thdr RbEuRBE IR EﬂuP@ZépéiethQ ﬁ@s%ge "__[h(a:’ccolrdmg to

depl ts this.” 15 I'n order for the vault 16t
anapmppmiatcelgphémsl gnature 24, the si gnl ng entity 14

ptf%}/r{u?ge novlv Fpartmularly to FIG. 2, the major elements here are the validating entity

34 and the verifier 36. The validating entity 34 is a party seeking validation of the message
18. In many cases, the validating entity 34 will have directly received the message 18 from
the signing entity 14, i.e., be the direct recipient, but this is not a requirement and a recipient

can forward the message 18 to the validating entity 34 for verification.



10

15

20

25

30

with the nessage 18 to be signed. As is discussed in
nore detail, presently, a nessage 18 may include a
wourodanosd nessage units that conprise all, sebPeTius2003/019954
portions of, or nerely a si®gle portion of a dialog
| iR @B Yf@ﬁﬁ@&ttlbﬁ @%te@%%@@e%@uﬁ@ﬁ&dr@&f thd E‘l%n§th£kr§y§19m 12, the
entity 14 may also provide the vault 16 with t
verifiqpBibusmthe congeipat iofths v20lt 19hEsevalupties ¢raged4 @mmtthwm'lﬁer 36

o KNOWS, 2 at. one S, Or . I one,bs. &
wits 5008 20 YR G S O Hn 08 ah R oS 4AR B
the va8® 38, Whi¥h B‘B@EBS'tEe $1§na'#lﬁ1re|ldé§9§ NGE verifivdiah kenss Midthe cdibddinent in
bi onetric readi ng is an instance of what one is. The

FIG. 2pis pyestideddp derevrrifier 36 bp thrayalidatingenéitn . Biaperniist for insfagce, the
wcofFES)E 4.4 BEAARE RS A s R et 18

verifica@6s kéﬁB&ﬂio@lcSl&Cleidtay t]f&rtdn& bfBdrifeatibn siRsificdyrthe asiiiting

where the vault 16 stores nultiple 25 signature keys
entity 34 (e.gaot giredrevaked ,ﬁm@@ugqleginplﬁglné@nqtq} e pasegfaqsdralpng with

an opt“f’cﬁﬁ?tn&g @pa%p;e{ﬂ d?ﬁééﬁ fothe v%: V\%r%&@' i vﬁma'tlhg eﬁﬁtyrzﬁyatllgkvstﬁls. The

rovi cation o ich”signature”k
assertlloﬁe40 alddw drenatriiley 36 tohenfiamlthe Qcﬁnfmtlon; kegp]&&amds‘éetdght of the

.. private creden ials 20.t0 "0 C an )
vaticafiag Py e CGplgwt B Salkdaiongts el 1G5 EnRldRe Selhe entity 14 or

emploii@Nafdtsmafh. Phe hR6IRS ﬁ@gﬁls 1% Ae0266E Db cAidentials. They
appropriate algorithm 30 Turning now particularly to

prov1dé| ‘@mdzncef hﬂ@tﬂm m‘lﬁ@afe@rekﬂyscow@swnds @ thin signag kekart inpssession of

t he | idatin
the 51%12r ng% a'iissp%tllclrg? qlg a}%o a?l?e‘b"élf‘fiél ﬁlrg? e ﬁ SS r%cug‘e %ngoéﬂlgleth of the
inventive DBV%ySas €9, the validating entity 34 wl| have
directly received the nmessage 18 from the signing
edbp tiypesstamp 44 just patedria passinee beare B irpennsidgiatiop it snay de

prov1cfnég§3§/§g£e 9%@1 {@Q@ﬁ 34 Céo gja rv%ﬁlﬁef ?(i}lta?()il ﬁ%}e%glrei’\@ﬁ Bard 460 use it to

Yvali ting en
answet ed‘hefheﬁ diel s(gmatlﬂﬂ{égﬂmfl%vi@@élﬁﬂat IH(éTstHSﬁG @mmg%ﬂme&taimsm
he verification_ syst e counter

Accordinglh hnealidpingspited gan BcaBiaok Pheggians Papihis Signature
24 valk@ B! %1 cﬁftln{éae T%ﬁlﬂal’uc]a@aﬂy-gaﬁfe\é alskG&ls ﬂ?gbl%tdfttﬂe pior art

provi des e verifier 36 wth the nessage 18
systenss, gviataim Enﬁ)@raltvhhdatmnlw ne ktnlgarpdsaylea@henamkbyt d’X@lres and is gone.

T tFsriibs A4 el conomer o i s Uk oky Pelnd] et the document

was aﬁ@@ﬁl at BorRe i@ T, %dn&h@{/ﬂiﬂaﬁﬁ‘gj ehtfty BAQay ﬁﬂd the €Eriff& 36 the
t he valldatlng ent|t his permts,

questionstsde Stgn@turw‘eﬁlnd@étlm@gT’anM egveptpee detsas Hiop heryalidating entity

N

Vav¢ héxa atiilion tlﬁ{mmfal ﬁgmbyretdnd vefificahipgeessnt BiigflB4ve describe
ée. g.,.not exg red, revoked, inpounded, enjoined,
these helgWyusingrfhe fllowiing 15881440 along with an opti onal

time- 35\&“@\4@3%%% %gj{g%] ?diy ﬁé‘dl er 36 by the

val i dating en ow t The 10 assertions 40
al | ow lSh%Sl\gaatufel br aﬁfcsd;ageconfl r mthe verification key

ermpt oy H T ey R Perion ot 8 FEeS Pire Hor e cheoppdash
S 'AQQérﬂﬁmer!é SHQIX‘-’fl)f or

K1 = Signature key

K2 = Verification key

E = Encryption function
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enploying it for signing. The assertions 40 thus are

anal ogous to public credentials. They provide
woOeviqdence” that the verification key correspoRds/use003/019954

the signing key, in possessyon of the signer. The

assert]jQ;ﬂgE;({}i};)I?ns e ARk be optional in sinpler, |ess
secure enbod nts of the 15 inventive DSV system 10.

The tinme-stanp 44, just noted in passing, bears

VG b B RRHER Gl s ooy a B P4 SEnalticiSiom 12

produé/e@ ithd digHatd6 29 Rd tRereriRtidi sysRm 3NSoMETes Wk khtubkd 124, The
nature key 22 was valid at the 1si‘F)eclflc time in the

process ISRt At aied SAOE@I@thﬁ‘fgilgﬂlng ensity 4 heresommmsechen ethergdse
oo ELNBAMLER DRSS SHSPS s R B L B

messa§Ol § &pradied | 18 uSstdy 34) |t1&nﬁ1@f orleh@aphdstlis eidryptsy &itBNEe signature
wherein tenporal validation is no longer possible when

key 2%toipagdusg Hiae BEnaig ZASE(;}UAM))Klrr% SHRRHS-St anp 44 i tsel f
c f
BlepF 28 el BoRRe B 3P ltcl e ol O RE RS ARIo i 12. 1.
step 58 teeintcksagy 48 bulhits signautel 24yard dornmnnesied ththewerifitatem sysiem 32,
t he uesti on. s this ure valid at time T).
WhereAﬂ @é‘gﬁ’ﬁtgaij’éht%’ragat% TRAF ?r%@vm idating entity 25 34
NELHstB960,06REA MRORaY RRNEXhDHERADN h thE¥edeRRdlhd¥Bage 18,
stanp service. W next outline the general signature

using ahe&shﬁégorfthmathatcmocbmo@@s@eme r@ultes the ongaiselbincitér®d. The message

h b
18 nerg 85T o o PEpe Teeo IR IR b I KRR o
receivetl mgﬂatﬁfé@%ﬁe&?ﬁt@d fwi!hc‘thb O&rifiddtioR Rély Wa@fo@dlﬁﬁ eflthb @srénula
Secure Hash gorithm a.k.a. SHA-1) Ki =

D(S) hQ(I@(ifﬂ MK 1KZ, &nd\féﬂpukdq IERHOHBGE th@ﬁf% oBe-HFHA.| on
f ﬂf‘g Et%;? ﬁ%@?ﬂé"—%{éﬁ%f@ thjcs g&gﬁé \8\,&% %g? tha%n deT c?mﬁared If

|o’n unctiron

they apsr ﬂhe e;fie, ke mgdikemetzﬁ it bensdegttipto eeverified. eﬁmeﬂ:ﬂatelp[ (] dlw:lmhes are
signature 24 and the ‘ie“ ficatign system
not th% é%m%. thsssignaiyre 24 ghagtyealiod: Inpistep 69, fleguecsss é%e%qsa}vf’@

approféﬁeftg' a&mgltb%?e(ﬁﬁ)ﬁn"m@feguﬁm gﬁ&l &%ﬁﬁ:ﬁﬁbﬁ h stép BRSE necessary.

erw se provi e nessage 18 to
S G@nﬂdlly, [thera ast fiye dotditmnt thas tanoesivaythd sighatutd24(idt being

e s AR S B T e o e S e 24 oan
be altdred. IMAAUER veRfcatican@YB8&ar be wrEbASL (M) ISbire@ foBiid¥Rlith the-
signature key 22. Fourth, the one-way hash algorithms used in step 54 and step 60 can be
incompatible, i.e., produce different results when used on the same message. And fifth, the
encryption and decryption algorithms used may be incompatible.

The first and second of these cases are precisely those the process 50 is intended to
detect, while the third, fourth and fifth cases will typically be due to simple user error that can
be quickly remedied. For example, in embodiments where different hash or encryption
algorithms are permitted, algorithm identifiers may be also be communicated in step 58.

With reference again to all of FIG. 1-3, it can be seen that the process 50 has not been
described closely tied to either the signing entity 14 and vault 16 of the signature system 12
or the validating entity 34 and verifier 36 of the verification system 32. Carrying out the steps

of the process 50 in the physical elements of the signature system 12 and the verification
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Steps 52-56 are perfornmed by or under the control of
the signature system12. In a 10 step 58, the nessage
wao@ndo43d s si gnature 24 are comuni cated to tReET/US2003/019954
verification system 32, wire the follow ng
syster@ 98 H&eﬁbecﬁz{m P CeREr eE@ﬂy pré¥eed E8Bo@ent bEEHO gﬂrit of
one-way hash I's produced based on the recei ved nessa
the invegition ggéompagsds asdre ahagcmq:rb}yrthls haen ganoad eed othheerslorbments may
lresult as th lgn used in ﬁye 54. The nessage 18
equally OF gvqnmarq S&ﬁ% FyP SOMe3RUFATSy of the nessage 18 that

WBEG a0 8@ -a doMestich (HI&% diddiend Gefioe, Welodt 18RRAINCa Admber
is decrypted with the verification key 38 according to

of possibée roangements D Q)em@ntsomplb(@@m )08 Y Kesterad - E,Kbdbdhows a

basic ?rfl]?s 1%§ﬁt%nw§c};|%é%&§% ﬁrﬁ}ﬁ Sperggﬁ t(lglﬂ él% V\g yge asaﬁld tlIle 51gnature 24
to a vAIANAS eftity I78. Thd@¥nias entithg29@reperfon®s sHeapdis Uhf tﬁéslﬁrﬁng entity
considered to be verified. Alternateléi i f. the has

14 andyyault Hodidip thesignature pesten dA of B 12and thejplidgting entipy74

perforlnﬁ tfe ’?atsl*égthgtghe (/lgl?darﬁﬁg %ﬁﬁ‘@/ 33%nf ﬁﬁef’gﬁt (fld éﬁ)th%% 1?195’[ O%t stem
acti1on based upon t results o fal Verl lca

32 of FIG.<t &mh68ld befnotxelcthstshe ynessage b ami the signhere24ca ﬁ'a\)&ebtogether

itions t. can resul h i gnature 24 not
or Sepsla’fﬁi lﬁb‘w‘tﬁ zaleswmwni @lqtafigﬁeﬁi‘%%ﬁessage 18 can be
aiFt@ r khoR8 @QRHatid Rr bRASIME theSi SRALYDEE. Bée B siPRing entity 76

altered. Third, the verification key 38 can be wong.
provides ghe messegy Htot anfagent e The agent A8 prasiugessthe fiestlogg-wad hash,

1 vy ngtdBe PR EettE o BlbIR bigiiee 2% oBidiRg 6 sgnature
24, EG1{BYIEN br BEBEbtE WS sigaR(d eafityt m&aiﬁnﬁﬁﬁgﬁﬁﬂt@ thé\¥ighing

fift the encryption and decryption al gorithns used

entltydéy'mé dhe agephbhlarp Isanalpgeus forthe vamul Giaddhd 1 ofhe igwiag entity 76
|y t
o 63050 PO SRR, BEPBR B B r il LRk, s, o

a loca‘ll\hﬂeh néfyfoirlcalpiyalbebeatitel 4 firesialipOethegean be twidely beplaratat) say, by a
qui ckly renedi ed. For exanple,.in enpodi nents. wher

wide %ne? ’fl%t?”@ﬂ‘f apd dhenaritheofbes Ssevrd Presectiogs Megdasevelk @urthermore while

FIG. APEWs el %ngit&@ rZtht%{H%rgﬁl?ﬁédftb ?ﬂesm B&it97§ond ?ne message 18
conmmuni cat In ste %nce agali n t alf

and thefsigakh@re 24 Being sent amwlafﬂ fmarnhdrh,at 1stalma gmsmbbéer %o agas 78 to send

i bed.cl ' t th th
these gy ppehalh sty ;0 B EPaG papaieatRugH are
show, bat ¥t rhiief b8 tRAshduld B4 cRAFonERhd prdfcifles &f the Rvention are

verification system 32. Carrying out the steps of the
graspgsk-ocess 50 in the physical el errents of the signature

PG D6 R b EhbA EE BB P S S ere the o pigning

entltyl 80\436111&65 theffireisRivay I[HstIQI(l\/B)d oﬁtfhi’e aebssaetl 8 ahdiserddst to an agent
rit of the i nventl on enconpasses nore than nerely

82. Twﬁ .agené B2 Shrgemeniptsiha Dot nee-varbeth Yith the siggpiure éfaxm {p Iarpduce
the ﬂ%ﬁc OF Fg’c %I%KM&?@B l%(r) gEA s} Qgﬁéé&:&theféna%e tHak fRe f%’@t cgle%e?y hash

agrans depictin W t ho

-will typicalltydteinauch smatlgrthen the original message 18 and thus easier to communicate,

and that the agent 82 here does not see the original message 18.

FIG. 4d shows a variation for validating the message 18 and the signature 24. Here a
validating entity 84 receives the message 18 and the signature 24 and sends them both to an
agent 86. Alternately, the validating entity 84 can receive the message 18 and send it to the

agent 86, while the agent 86 receives the signature 24 via another route. The agent 86 then
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5 of possible arrangenents of elenments inplenmenting

the DSV system 10. FIG 4b shows a basic enbodi nent
wonomhioedsoa signing entity 72 provides the nmeseagasi®3/o19954

and the signature 24 to amnalidating entity 74. The

produéésgtﬁé BGoRMbhd-Waf ZadlCHR (IS rcﬁ‘?ﬁé’%e&sla%e i@%éryb&%he El ture 24
igning entity ~14 and vault 16 did in thé sig ure

accord;yg teetine formyfla BIRIK21 or BOU(HIGM) el )Katol nagrodngs uhy ﬁ?s¢ one—way

e, B ok b0 FEL SR MBS s
the Va’ﬁtlgflelrlg?en’a't}‘i saheltEe PRidaRsEEshdIRE 42 NEnd RSP ckds ﬁi@dzehﬂ@atlon

ignature 24 can travel together or separately,
key 3% drfibigs but fieosia be prevaddddnsthe splidatiag entityr84cor hgalr@ﬂmheldb)r
tion r RLOVigHENG na
othergig el Y 8 4 78 o R T Sl ARG ffoptLfe e

same a@metveﬁﬁcatﬂsh&yﬁaﬁm with (e @dﬂ@a&&gtehﬁt}f 34 &1d veRi€ier8§ in FIG. 1.
hash, H1(M, of the nmessage 18 and encry i)ts it with

t KEG steghatvis prothen vayatien fosvahdatinsithemspgaad §aed the spature 24.
Here ee?él(llm éﬁltlt g%gen?%ﬁf &ﬁe};}g %relr:]eg@mg 'tl?&{n@&igé]{lﬂdt d@)f%rﬁlglre and

passirggherh oﬁﬁfahb lrecel\&:s zblreahe\fga)glsl& end bandw thd Ihes]sﬁga 18 #1dGhe dignature

24 to gﬁgg%ﬁigdggqeecﬂt L Val ng%teé}}?@gg; 45 Bgtg%t'i?ﬁﬁlttﬁgz t%arrlrilenagent 86
used 1%@931@ @([‘ Hete t}féca%tanﬂ@(ﬁ)eﬁ‘ ﬁ&\y&hg et fi@RkieAKEY 3§%Ptﬁé1re@elvmg entity
firewal|. O they can be w dely separated, say,

88 camprdwiderthis alvet mdrel«g » fd 46h &mlike 1:]1113 et FlSe éd;hcweve%/ the agent 86
i 0) G
here Bt EShe OfRaMBR SosfBnat 2y o gt BEIIRY, Tpe itk Sarfitod dos ot see

thec@tﬁﬂbﬂ&e@{&ssdg\élg6 and the nessage 18 and the
gnature 24 being sent_ onward fromthere, it is also
Qi Hishows el q@etmﬁmatrpa forovalidping thi asssagai8read die signature

24. ng}%%ﬁ}pailcelﬁv g%ﬁg{fﬁﬁﬁc&geseﬁg hﬁetlé\nsqag@ % Eﬁaﬂ% gl#% A ZHHﬂ:u(l? ts%nélts only

ons are nor ones

the sigiaourt A4 e ae hgsmrk 94 (e dldochvetifidapibe ey 88, tihtheiagsre9didovs not have
are %ras d 25 FIG .4c shows anqther variation f

acoeshogt, PAPTYSPh Bhspggak? 4 ihen dacrypis the %15‘@“53@I“@ﬁ?q{émgé‘hﬁﬁe@m‘ﬂa
D(S)I@néé gg%e@gﬁag%?}ﬁz 'Eosfef)fﬁ'ﬂ%cé"ﬁ% ﬂ?&%ﬁe-‘ﬂgéﬂ\.@sh ®2f (V) §nd segds the

sends [t to an agent That" a@gent
first onbevaydnsh hakso theevalideigng entidy %yTH@a@hdaﬁrtgﬁntltbe% produces the

secong oMMV RIS A, SRR IRPUEE 18 BT conEe: i firs, gpe way hash

to ascERﬁanHeﬁIer EHRan¥RYs IS PhlidWied. |Thte)é§bﬁ@4| d6ebRoted6 eudRlehesf the
than the origi naI nmessage 18 and thus easier to

messagg fudidcthe signaoreaddendiibe seched apgerrey Sashrommeyededhgre will

FIG 4d shows a variation
typlcaing'r ng%llaanfii ngaetaﬁg?l?rle%g%a%ge@lS and the signature 24.
HT@. 4g shosusisditanofeeveriatiyn, dktdndigi thwaridnﬁnriiesla@gﬁ séh&ewhat
and.the signature 24 and sends them both to_an

Here asahd&rm% Fﬂw&ﬁyecea‘f?é tRempssags Hyand e signgure it apd éféid\? éust the
s e, SR RE P Ctebbab ok ¥ BEERD B NG T
validafing eagjigrté6 86 prioduce¥\e2@0edlB 2488y RGEh/ HISAD)) 8f 0it38&sdagellB, but
here sends it to a third party 98. The agent 94 decrypts the signature 24 according to the
formula D(S)K2, or D(E(H1(M))K1)K2, to reproduce the first one-way hash, H1(M), but
here sends that to the third party 98. The third party 98 is now able to compare the separately
received first one-way hash with the second one-way hash to ascertain whether the message

18 validates. Neither the agent 94 or the third party 98 here sees the content of the message
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produces the second one-way hash, H2(M, of the
nmessage 18; decrypts the signature 24 according to
woOhensitooasnl a D(S) K2, or D(E(H 1 (M)KI)K2, to peprusnese19954
the first one-way hash, HOEM ; conpares the first
1,8 MRS ol 5000 AR I POyl s o
and egsgypaamggeab. The agent 86 needs the verification 5 key

3 of.this, but .it can e rovi ded t he val t.i
o BIoe isedttonr ar Sy tindlu s itits o o SR sl usea
in an RMuéthie] ABRRkardfle to SIRFY EO\Q the ik &ativaS WV Bystert @0 indtyl t¥employed to
may effectively be the same as the verification

sign agg yeBfH 1BESsege Unitshas pwvm@llaltvm@edemmﬁssygeam mayl incdydefq mymber of
ws her ard atl on
messf8opll fefprinice ik € BRE B B BREY R flaBio Erg gigios
Accorﬂufg@)’b‘ tHe\thédgagei8i foy p@Bodep of &fétsllg’:ﬂahh‘e M)ﬁha@dfettue &€ dMldpdi 8a in
nmessage and si nature and 10 passing them onwar

FIG. ééééqr@aé%l.‘/t the meseaes 48 may, beghepydabidialond Shearshiling e shig chat
h t
ot 08 USERLSRL b B DRI Bl DA B 13 on
compragently 86 clneﬁedatemelﬁls ([580 40 onlyehe vertler sigentenB6l 8doesthbalient
the verificati.on or_ th ece|V|n entit
State“t%ﬁ% 1Resop gempHi%? ’Eﬂs deye %a{;]ﬁlf’éfssazﬁ? 8 %ﬂlﬂil%‘éen@%
staten®eh®e1 §d cahlEmpfide a E‘&‘ﬁﬁ& Sicned B @éi}ﬁﬁble%ﬁessg%aer 150 .ﬁﬁ\é!tgt%ﬁtely, the
the validati on response 42 to a third par
messaghilBgan amynssoord!be@ngbtstaéeeentﬂse tTHhwse dntled]tn fbf: ptdsent art will
her variation for
spore5e i wAG et PRt RO RGNS G g cmeil
canno@ by afftdlpeiyngc@Bd i the IRmbeCRisvted! MEe HRGSATEsaled erMdplere is
nature 24, but sends only the signature 24 to an
typlcaéggh@wgmoqlaﬁalaélwenmneméermw@éﬁqleﬁlyk &% Bgntergetivp ereal time”
t
conv @858k $4e ER0 18218 19585 Sl 0] RSB o L s

that utehﬁofr@cftﬁdlhﬂs%@e EXchhgEs, sich B Elrlil, MpicKigaZpodtal mail, telegraph, etc.
repr. odu%e the fjrst one-way hash, H1(M, . and sends t he
The ifpjepiiye DAY (Frnbkpropidexe 1Y theecyin GopxeHipnahmpisyeng (c-g., chat,

I 2 y
o S 50 SO St b b ot e
t &GS 6 isst schcmamblodaélhgrannd@mmgttbﬂ mvmtteztemv spstem 10 with a

b Ben 1o e SRRt 4 e iR Aty B atighange o
messatgeqss toonSdd@on WAk A sEARMENE athe thdigige 161 {hk s%'i_aature 24, and
cal Y be small and thus easily manageabl e. G 4g

0pt10 Wéhegte entpp dessabed preseatly oare cemmanifiaied ihenetaoilal0bn
& i n ntity.9
DRI TBAS 2 P LA B SR Yy novon

100. Eﬁmés' spmt lozhem mogdabristere2dthbordotiagithe sighaturdkesi22idhd the
otentlalli( the sane agent 94 used in FIG 4f. The

verificaionp &gy Sl s pitol sl lsﬂysssr‘@r b0Riisder starng keys ket rrousd for
proteéfigl%ghe i mlﬁﬁ{/&‘gﬁﬁ%ﬁ@aa S ﬁ-les%%te 18%mNRsE eﬁ%gﬁiﬁ‘neﬁs of the

part ent decrypts t
DSV systama il O tleit Bdvedbe vaudi ) itis ptikate afhd ths vaall D@l&)l]&éhe poeferable for
rst

. D(,E( H1 I to r.eproduce the fj hash,
storingyliy EaiP ke S Lo BB R S ey b Prs B e e Bon i, but
it willtribletbeR@h MY bOBartied BPYMAR cBedeRti A0 (PAr Rséhibns RATRASBYE, ¥tc.).
Accordingly, the key server 102 is one possible option in the DSV system 10, albeit one that
may not be used widely.

Also optionally, an authentication server 104 may be provided and be also accessible
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received first one-way hash with the second one-way
hash to ascertain whether the nessage 18 vali dates.
woOk0d4es43b he agent 94 or the third party 98 hepeTase®3/019954
the content of the nessage WD 2004/ 100439
via th& B2 P&ﬁ&gé %%éntlcllgorl §ervé}rl((’)4tcgﬁ i8hE5BYRh for either ot both of
communi cated beyond the validating entity 96 typically
the priNiateI cr@:@nsaﬂa IZD anéthﬂ} agsegiidry4Gvedvdly e bithkese opftioGs n&ylbs dgsirable to

|ct|o at i naI [ ialo i.€e.,
organtgg ey ey Spe eIV Statcth 10 R SHRTER: B CaRegi ot fcay
discusgb®w how the inventive DSV system 10 rmy be enpl oyed
to 5 sign and verify message units. grew ously

n&ft dedired, Mesedigatiararespopse A2 Icambe eommpisated o th@élglébbarty 90 via
e el DS B B B B i

party 98 Vfthe REHRESEND, &f ddthieniBié Qﬁ%ﬁﬂﬁm&‘}eiﬁ@ﬁsm thbee. Ehtderoptions
dialog 18a in FIG 5. Al ternately, the nessage 18 nay

furthep gacilfatedd@M:i al di al og 18b, excluding the chit chat
a f I .
2P E Rk 960 ol Be R pda ik B EOA R aIEN B B hotwork, such
as thedndeynet.Ehe Gl dnéxg erﬁﬂtyﬂlnemahﬂastm‘.g&mtltw4 Gy yertrérel Qleandhentication
sfatenents 18d, O e client, statenen 18c
serverckfidp pRiind peyty 90, 4 ?dﬂ%fa oaﬁwl%ﬁompatﬂr%emg%se Rl
w1thog?lgrﬁief§tmpger\s/o;ﬂra?%@rﬂ€ﬂel% ggg)aéélgrbfﬁﬁﬁs [HiStléla&%n@ ?ﬁ@é)ﬁr na'éilt seon;ﬂ digital
ass1stam@@%®saa@®<®36m aandidatpy fos theongnmgentity gﬂ,evaélﬂamlmﬁltty 34, and

i SR PR S S G bl My OB BHANS e

as all GRS slgnBat B SBing SHEH 1a%ne vARddtin §Jeﬁt1@63’4’1 Bkiskifg smgle and
effectively secured in the manner described. The

multipregesserrsyaiFis areexcelicmpinslidasescfor the key serven 1@ andgwthentication
l e usuaIIy communi cate nost efficiently, i.e., in
éractive "real tinme" conversations. For
t I’I&mmbutahﬂ dotisgerttRveshava @&eﬂﬁmzle dichatpdicit Bbdviripsion that the
ferabl e over systens use protracted nessag

vahdaéwawaﬁ@ég ong pfthe a&e@emﬂs vsth@ét%%wws w&smve%tﬂcrna messaging

exchatngé G RN 1Bt Slways DEtHeRUEN ] éf?na%é/véﬂéitl%ﬂ* &Qfm%raaﬂ rb@ d8Sployed
way to secure onversatl onal nmessagl n €. g.

to valﬂﬁtd ﬁh{b s@nekufd df)a mebgagenindahén/camduificax |t1td Iy:sultasf thaetd 8 requestmg

prs 0 R 1S58 8 e S sy e

recipie¥SIf&ThdRag¥ ddds Aot VEBLA0RINCPRaODhavé B @edoiftes kM iHdte a
entity 14 and the validating entity 34 agai n exchange

specific sm@gmﬁhlms comb}eatwﬂh @olpapf thaagqms §h, O, alregidydiscugsed.
2 The ms t L4 .
e e e E T e R

to tak¥itlds &uﬂ%&‘ Woiktka i@@atur%&aﬁbitidh%hhc}ﬁ 1180. Kay sighsituey Vallﬂatldﬁiservwe
be rOV|ded and al so accessible via the network 100.

110 cam be Raticularly gpefuldong aftergho e adransactips. karenamplsy ingBe pase of

serve

. litiga tahz%hﬁ %ﬂ ufétr cﬁgiﬁ%%ﬁ%n?eﬂpal ﬁ%&cﬂ%ﬂr hGBEAPE i %ﬁx@gl signer.

pIri key server or storing
t f&inceprteall;s thgflored validdtoatis saméwieat diffefremd drom edal-tineared fication.

The dtl%%r creI 1ts ¥heogmc§u?1tethnFeacﬁgeehels80n expemmf %iata n‘g%gljvﬁsn.t%% a real-time
verification service can rely on other data or services (e.g., certificate resource list (CRL) in
an lightweight directory access protocol (LDAP) directory or an on-line certificate status
protocol (OCSP) server), a long-lived validation service should preferably be as self-

sufficient as possible. That is, aside from the original message or set of messages whose
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DSV system 10 that have the vault 16, it is private

and thus will usually be preferable for 30 storing the
weizgnabese key 22. The verification key 38 naybeTAlsenew19954

in the key server 102, but 14it will rore generally be

signatdré 'Itrdaﬁgiatésn 1t%HQﬁl'd%)r§fEﬁ1@g”'ﬁdt 241§ of@ny otheRdSE Ik k@MBe. Accordingly,
certificates, etc cordi ngly, the key server 102

a longilived Méld@bg‘s plrvise @b@lﬂé ﬁuﬂ’m’f‘t twe QBS‘W@?% rcegptelod valigatet

not be J .
o el Rl 4358 b Bh O 88 SR RD s B
110, t@%@a‘ée%ﬂﬁrﬁlo\‘i? Q%SMS@HW W@@éﬂoﬁi!)%fbr e:iéh mesaage 18
t he net'work The aut hentication server 104 can

G-e. ea@sruessage lﬁoﬂﬁtﬂ@fméfﬂ ard yigesd, Bihelhet hsipgle stafangitop 4o of statements
collec }‘(j %%é%@ pfi Pﬁ for ﬁﬁercfa'ta‘?)gsezlﬁz S0y Mt ik BQS%@ ona

organi zati ons enpl oyi ng
crypto@fh@hm\dslﬁyﬁthé E’ﬁeﬁhge [A8rahil eadtﬂbqudflébﬂ figthdr pontpivs de signature 24

M e N S
bears ‘ﬁb ?Wﬁ&?gﬁ Tt%%é Knd Pk Qb G Ehti{ h4 Q8 thehéMecar¥d and a

comuni cated to t |rd party 98 via
revocdtio staeits\i0Korlhe public dedentiasild 8t he vaI i dation response
further f.agi

ﬁib%\g%&a%ﬁ_r@daﬁé§1 ptegf?{]eglclgl caglreécgweyggorma{lgﬁ Fokc%é&/é th-gqg%)rd 114

directB ffétn ﬁié%?grﬁh?% ¥R 14 $1U& Nas sh(idasd #ebipidnf) @finedn reddiee thls
sSigning entity 14, validating entity 34, key serv
mfomizmlml inglitehiy frotea Pioer reeipionk Srg dhe mraaryﬂiewd 1% érﬁ%cysgdlash of the

are or
s e Sy AL BATRS LAE SRR s 10
reduci%g@oﬁlﬂ{mﬁbah@@d tr&ffic ead aldieg pensondhe dilfid @bdentislsild8 am s
DAs) are excell ent candr ates for t

acconmny {hemesgegend: e Pe jupplicd B dhe SEW%GI}ELSW?? %8 31%9%%1%“
Vahda@éﬁ @er%%@ gL %tﬁ?l th&Re se&ﬂéﬂé%e %r ?ro%ﬂhte%mh%ntmatmn server 104 or

eri ze or use I5 as all or an el enent
a conﬁntlbﬁh& cSﬂtlngaﬂegeﬂm@ 1Thelpibtindredentiadat i &ge Eprhilicy igthat they leave

Existin I t
contredof ghe Ség%ggé; s Jla}?, t g‘gly I %%%ggsﬁ%gré ﬁ%é}sbe_et@olg%gy public to not
bemg%ﬂ)ﬁﬁ vk 99’(31&%%@/ %ntéa@ 4 thEM OV eiaeth 10hES., @Wﬂﬂﬁﬁ tredentials
ve  often made the inplicit assur‘rptlonthatt

118 puhiialit dangvenbé the sawean heafrivairecredentinlg 2 vsetd rgb@rscrértmg the
s in VEr Sa nal messagin 20
Slgna@%%‘gﬁﬁ’ﬁ"uﬁﬁ is hag E%a’h‘g‘f dg’ vveées? be the ¢ ag e. gA
SITgRIhdLe YFdrhtit taRes the pilinasy x@nlbe{t}m@mygdpmo hash of the

val i date the signature of a nessage an
messagorhlAS SHmEUL e BG A hORINBIE Of 5 gatﬁ%%faéﬁ PHRyides xfpymation

about(tge ?alidaflgf ft‘é‘fﬁs Lf r@%és%a%? 18 gﬁ)the i of‘sb 'présEﬁ(tl)} preferred

698t tuations ere the ‘reci pi ent
emboafmc’ht niepﬁ)agieS d Beslaantindieating of th sigeatnue 24varvalid endavimdication

the resources_to vali dat eci fic si.,gnatu
who signeddhemsssagg 1828 ﬁiereatr%gﬂﬁ i ﬂr@rrga ﬁ% 1 °§i‘{en8'r‘1r1§§dy
(ephe%e?ﬁ%&%n or PKI certificate) of the original signing entlty 14. The validate

operation also provides a bundle of information about the path leading from the public
credential 118 of the signing entity 14 to the root of a trust path (a chain of credentials of
increasing trustworthiness, i.e., what vouches for the public credential 118, what vouches for
that, and what vouches for that, etc.), as well as revocation data that supports the validity of
all these credentials (e.g., the absence of a certificate on a valid CRL).

As a provider of long-lived validation, the signature validation service 110, can
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25 FIG 7 is a schematic bl ock di agram depicting the
i nventive DSV system 10 enbodied to take this
wounddieo439Wi t h a signature validation service pEOUSTINB/019954
signature validation serviceé 110 can be parti cularly
partidigefyldmplon ﬂle&frﬁ@ﬁtaﬁlbew (F f@ 9f Adwh AHRAGHARD the question:
exanple, in the case of [litigation, aval?:]n3|gn§ a
“was ¢hif sigaatpresd4 yadidrat suchi andtsudttlmg?’awhmlsmsm rﬁonstgnlmghas expired

s U1 0L PR R GBI Ol G AEEL! B S0y 1

can. The difference is the anount that each relies on

e ternal data _and services. Wiile a real -tine
1 ¥aqus smbedimnesis haap bean desenibagt abere,dbshaulsibe understood that
S
s RSl S8 B ESBINAE bSlab ), Aef
scopecnf theingoatidnnshotldr ot be timtited by ahy Sf thp aBbRCschiBd@RRbmplary

i.ved validation service should
emboa’rné‘?“g% i?BT @’OHE{%J%@P only ji pecordamee %‘fhﬁ%%&qﬂeweng ofpizs and their
equivhRntssi de fromthe origi nal nessage or set of nmessages
whose WD 2004/ 100439 PCT/ US2003/ 019954 14 signature
it validates, it should preferably not rely on any
ot her data or ser ong-|ived
val i dati on servi é§b§$&ﬁé‘i§é€%}g&t‘lﬁwwper ations:
create and validate. In the inventors' presently
preferred enmbodi nent of the signature validation
sdigpEgentiDPY sysiemdOdawell @w&dai%'r appliseipen mtc@gversational messaging
4 f £ 88 h, nmessa
t
conte 8 SEAPRE M md Ity SN R0, iR Y@ yaiants

of theae sichgk entetpaise fistint afesAghR(EIV) .St at ement s
I Iecg vely signed). A primary key 116 for the
oS58 beemrdibeuseed hegdin. a sgpUTe SonpasAlion Raga ngmpen afgmaphing
attribit@$thhe Eﬂ‘/‘%nff@esﬁgges ?Z‘)dcaﬁ%?%ﬁﬁgﬁ‘gf & azl'l]o% tﬁ%e Fer Copyersational

contains the si gnat

.messages. Jiviely parteipatdnm a ablsveislaﬂoﬁa:‘} n@ssamg:@alogfcaﬁ bt &utﬁéntﬁ:@ted and

ass rti on) .that bears the. verificatjon key 38 and
uthof350ien2ip i e ren vy IAciBe bib thedisingomgnd the
target@BflcchvéfatieaP aREdaBls PRk
e cr e%ler‘lrt [ glls 118. %h es@?ltg]e#gt are r{}gxl{sl %fgtﬁ? on sf(as(r&%?né amﬂgferent
portiogg af the senvassation arayehei smed by@luféa‘em stgmrsr, bathrad individuals and as
groupgI bf S%l[lél‘g HeQ c%h tlgh @g%l t of :itlfﬁa%lr\fﬁréfltl ?mess%gesdcan be

reci ent or 1

protedtéit] bothothie ki aRd inGkorh&S TRE ﬁstsaggé ﬁl‘ﬁ? bk 'El%1 11l 5BEYd with all
16 used is_a _hash of the nessage e nessage

of thef’%ltai signfturesyy cHBable longafer the signatusg wthaveeWed@ad cented to
exist. %‘éb s bt fhe c@;éverr%ﬂiUﬁélr}%fs %@gy{ég%?slo 1Rcd: EEL%I lﬁtheu security

securl ential’s
attnbmtc,scmtqoaﬁy: tchmﬁdmﬂabegﬂ dl@tallly segned)) evithuthp bortidndyf thB€onversations

ntity or the.si nature val i dation service
o el e ol
arheaVehGes DY sSRENEI0 1§ Ql@o ‘ﬂ{depéntfeﬁpéfiﬁﬂé hﬁ’d;i? lying djgital signature

certificate service). The public credenti
technolpghit inzay ysp. A ﬁmungtmytylneedsa sigmatitre @by afid & Iwmfsyngrpaﬁg needs to

have £ DS GRS, M) B DL Do B GRS e

same, Gm%ﬁ&fd , @ ldrigehxféaVAﬁ& Hefd a1 PisnolifiBitAhth& a Public Key
credentia
Infrastructure (PKI) cemﬁcate be used. In this latter respect, the DSV system 10 does not

suffer from the disadvantages of PKI schemes where all signing participants must have

digital certificates that are currently available, are verifiable by a currently existing and valid



118 potentially can even be the sane as the private
credentials 20 used when creating the signature 24,
wabhodaogizot hi s has cl ear di sadvantages). The vatTaakm3/019954
operation takes the prinmarylekey 116 (the cryptographic
certiffta@uorit ABFSAERr . i
contents %f%ncll ts dat abez;;gg dﬁgﬁ%ragl\%?%k;eos(:% %ﬁgtﬂ] sg%a%gs are to
remaigtystifiahlpelhedP$ Vaystem 19traayuesedKItdesifirates dopesgrbBre produbigon and
.l NV .S, present.l referred enbodi ment, it provides
Veﬂﬁggﬁﬁg%géﬁdfggpdﬁﬂ?%%t'% the signature 24 is valid and
arFok @i abdl¢, and otMee redseRE & it BEpIIRIIRAChBS VaSstem 10 of the present
i determ ned by the nane in the public credential 118
mvenfigp Walkbave wigsspsead industiial prplicabtity fTheeafene, tifis expected that the
I Fani YA . The val.i dat oper.ation
comniigh ity o B0 vR bttt i P Ek B L Pl o Pl pat
| eading fromthe public 30 credential 118 of the
signing entity 14 to the rogt of a trust path (a chain
of credentials of increasing trustworthiness, i.e.,
what vouches for the public credential 118, what
vouches for that, and what vouches for that, etc.),
as well as revocation data that supports the validity
of all these credentials (e.g., the absence of a
certificate on a valid CRL). As a provider of
| ong-1lived validation, the signature validation
service 110, can WD 2004/ 100439 PCT/ US2003/019954 15
particularly enploy the time-stanp 44 (FIG 2). As was
not ed above, answering the question: "was this
signature 24 valid at such and such tine?" when a key
used for signing has expired is a problemthat prior
art systenms cannot handl e, but which the inventive DSV
system 10 can. 5 Wil e various enbodi nents have been
descri bed above, it should be understood that they
have been presented by way of exanple only, and not
[imtation. Thus, the breadth and scope of the
i nvention should not be limted by any of the above
descri bed exenpl ary enbodi ments, but shoul d be defined
only in accordance with the followng clains and their
equi val ents. 10 | NDUSTRI AL APPLI CABI LI TY The present
DSV system 10 is well suited for application in
conversational messaging contexts such as chat and
instant nmessaging (IM, and particularly in the
emerging variants 15 of these such as enterprise
i nstant nmessaging (EIM. As has been di scussed herein,
a secure conversation has a nunber of inportant
attri butes and the inventive DSV system 10 can provide
any or all of these for conversationa
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nmessages. Every participant in a conversationa
nmessagi ng di al og can be authenticated and authorized

woaomngege in the conversation. This may incl udeThstie3/ 019954

the originators and the 20 t7argets of conversationa
messages, wherein any BOrHEQSARISt he conversati on,
and different portions of the conversation may be

Whatds @ﬂ@@pdby d| ffer ent SI gners both as individuals and

1.

as ential ity and the ..
i rﬁ’ eqgrl %i H1\§gear Ogt qnaﬁggsssg é§h H]BQ comprising the

steps pf:0t ect ed both V\hl le in tran3|t and in storage. The

2.

nessages nay be digitally signed with all of the
ditgyp {ia3t comghigtizedesysiea icpicalslieg p dirg bash eylug based pyihst ur e
keys hayg expir qnggggceased to 25 exist. Transcripts
of the conversa iona hessages may al so be recorded
wiit b sédoad bompﬁﬂ&flzéd/sys&tﬂ ehdrypisp daid st hfsh.value based on a signature
confidig and dlgltally signed), with the portions
of the €%t @F@é?@@ﬁ&i digifpl Signetwegned del i neated and
h
P e AR MR R TR and the
i ndepe mdmﬁrsadbnalhneseatgbdp layfowth chingpiterize sgstammim a network;

St e sepulteed et GroAp B el 8 i s ave

a Co”%ﬂﬁ&moﬁgcey% tdpksct 840d KM hadiNalidiere is no
limtation that these be different, the sane,

s o paid feupdidromputirizag systeradralontating leeeonddresh vanabhspdios the
no lim ublic Key Infrastructure (PKI)
certlflcéﬁ% %8£%1§£%9a “h this latter respect, the DSV

sysh éilfnhlﬁn‘fﬂ)ﬂ%lzé@ﬁysteimfcbﬁfpaﬁﬁg) gaid fiest hhshoe@d vl esid 8écond hash
PKI schenmes where all %nlng partici pants_nust have
di gi t alVaRigte A¢terainga V@h 108SPONTSs Wherejn sajdvalilatian regpense

Lo SR AP 108 M s v

aut hor iahg said secondhestavatues metoh gnddet er m nabl e

revocat status if natyreg are to renai

L SHereia b o phit s aéﬂ gealaﬁvoaééowvtesé# Pyfsfedsraay be the
for signatdr@al, rs@ﬂié%ﬂ Rhe@dPaid Ytﬁfd Eélﬁ%ﬁrﬁ{] ’an@ H:hd iefth

does not require this. For the abdve, and

r eas onsomptiterigedesystemsguiay brathe stmge.DSV syst em 10 of the
present 5 invention will have w despread industri al
applicability. Therefore, it is expected that the

C QUARMHddbr &Eatiﬂgtaym?ﬁaltslg%aﬂﬁ@ﬁ)@ RlcohverffohSiNm¥dshde, BR method
extensive and long l[asting. WO 2004/ 100439

comppisimg tsxbers/od19954 17 IN THE CLAIMS What is clai med

3.

i Sn a Frst /éo E{éﬂg?i%teﬁp %Hfaﬁﬁ%h ?gshava a@&f ?\Il Jth%l?:%hversatlonal

nmessage, rnsi
first ammgherl zed system calcul ating a f irst hash
val ue baaed on t.he
1n a second computerized system, encrypting said hash value based on a signature
key, thereby creating the digital signature; and
wherein both or neither of said first and said second computerized systems may be the

same.

The method of claim 2, wherein the conversational message is signed by a signing

entity, and the method further comprising the step of authenticating said signing entity.
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5 conversational nessage; in a second conputerized
system encrypting said first hash val ue based on a
weigrabwse key, thereby creating a digital sigaamwsem3/019954
communi cating said digital 18ignature to a third
4, C@g@ﬁt«:ﬁba 28 61a5) 3t GRLRA S\ Qep SORRMERAIRNAL I IRSARARH0n
a fourth conputerized systemvia a network; 10 in
privatsaiedential ofsaxbsipuingentztod system decrypting the digital
signature based on a verification key to reproduce
said first hash value; in said fourth conputerized
5. SYBS ARhoddfelshAtl AFtAr QRN AS Btep I peodariag ki@ Bighitare key
conversational nessage; in a fifth conmputerized
from assesves that tsarhyyaicey sepatage fromseidiagang entife: wi t h sai d
second hash 15 value to determ ne a validation
response, wherein said validation response indicates
6. 1 1TBe fRMOArCTaLdiarsafurliRs sagsriding the sieplof gahesting il sigiadure key.
first hash value and said second hash val ue match
and wherein both or neither of said first and said
S | . .
7. S oRERRA TRl o7 el R Rt 1oy e R AL R cltifcate
issuedf infatAK 20 vironmediter i zed systens may be the sanme. 2. A
met hod for creating a digital signature for a
conversational nessage, the nethod conprising the
8. SURPmeRod dft1Am?, hhbrenPRMLYsBEdid Sep DY 8@ tir%éik pétfhieddn a
a hash val ue baséd on the conversationa 5 nmessage;
vault.in a second conputerized system encrypting said hash
val ue based on a signature key, thereby creating the
digital signature; and wherein both or neither of said
9. [ Theémetitd TRlAmSS GORELIE SID VAT procites il silBatiRykehdroni e server
~same. 30 3. The nethod of claim2, wherein the
that isqhygiselbatepatet fromsailgaults si gned by a signing entity,
and the nethod further conprising the step of
aut henticating said signing entity. W 2004/ 100439
10. PChé WRAPRIHDT) whtteit. The method of claim 3,
wherein said step of gquthenticating.includes
v 16 oaversional essags witissiggad gma SEIRGENS 88 ng
e . . . | .
. E%lhéftXult §ut}1g1ﬂ§:a%§ tsﬁﬁglg‘ﬁfngd‘gngf)gﬂlgbr th g&&‘gﬁgﬁmg 4@ 5iep loP Bnerypting.

ep of procuring sail nat ur

11.  The method of claim 8, wherein said vault is physically separate from said signing

entity and said signing entity and said vault communicate via a network.

12. The method of claim 2, wherein:
the conversational message includes a plurality of conversational message units; and
said step of calculating and said step of encrypting are performed on said plurality of

conversational message units collectively.

13.  The method of claim 12, further comprising selecting said plurality of conversational

message units from among conversational message elements in a dialog.

14.  The method of claim 13, further comprising the step of storing a transcript, wherein

said transcript includes said conversational message elements.
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5 froma server that is physically separate from said
signing entity. 6. The nethod of claim3, further
woaoioedisng the step of generating said signat BCE/US2003/019954
7. The nmethod of claim2, werein said signature key
is not froman X 509 certificate 10 issued in a PK
enviroment. 8. The nethod of claim2, wherein at
15. | Aasethedifat velidgsingfa digital yignatuge fos agenvessatiedalitpesgage, the method
vaul%¢ é? 9. The method of claim38, wherein said vault
comprising heSIPE A4 si gnature key froma server that is

Physiisttdnprenaalaeh! braRing thadigttal sighatufb Basedohadepiffication
claim 8, V\%er ei n: the conversational nessage unit is

si gnedkeytogestioguternyfitshibashyalugnd 20 said vaul t
aut hent i cat al .gni ' ' ]
o SRR sPiE: Ot e bl phoch 3RE AT e
wher ei Borsatgdtivigdlniessagephysi cal |y separate from said
signin entity and said signing entity and said .yault
cBhiifidcarwuigEcdsYHPWsPRP2DEE $5d Tirgi o _ Yo o Sef S5cqnd hash
2, wh e.(f?l'ug ;tc% §REGRDY @51?&3%1519 P%hoﬁﬁ%?@ﬁ&@irﬂ A HERStHG response
plurality of conversationa ssage units; and sa
st ep ofndiatesuhatdinvgrsaiehad aieskage epbovfaliented yyiten sgiddiret hash value
perfornmed on sai urality of conversational nessage
units E@?ﬁ%@f?@g yg;éﬁﬂﬁé?%$ﬂémﬁethod of claim 12,
f WhiERSL 216 QBRIe] & ddde DE5BE tik A GafPdedom], Uh@kdid ¥hiff computerized
conversat’ional nessage units from anong
conver systéronamky hedwasgmeel enents in a dial og. 14. The
met hod of claim 13, further conprising the step of
storing a transcript, wherein said transcript
16. | Mok wigsodSeTicthimory @hs@id the abnviessiogs nedseiperis salidddd by a
2004/ 100439 PCT/ US2003/ 019954, 19 15. A nethod, for . e
validajingieatity: arl the meghaddpribergomprisingitbe step ebafasbisetingsgjid validating
entityTESSage, the nethod conprising the steps of: in a
i1 st conmput eri zed system decrypting the digital
signature based on a verification 5 key to reproduce

a first. hash value; .in.a second_conmputerize stem ..
17, o abemahaiy SeBee MGG PR HIGteaing Hgudds Vaidhting an
asseﬂﬁﬁ%ﬁﬁ%ﬁi@ﬂﬁ{rgéﬁﬁ%’%age; inathird conputerized
|

system conparing said first hash value with said
second hash value to determ ne a validation response,

. e S LS RRRRE R e A e e rome

serve¥hatis YRYHElly separate from said validating entity.

19.  The method of claim 16, further comprising the step of procuring said verification key

from a server that is physically separate from said validating entity.

20.  The method of claim 15, wherein said validation key is not from an X.509 certificate

issued in a PKI environment.

21.  The method of claim 15, wherein at least said step of decrypting is performed in a

verifier.
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and sai d second hash val ue match; and wherein all
sone, or none of said first, said second, and said
wohoidoesoput eri zed systens may be the same. RETA82003/019954
The nmet hod of claim 15, wheein the conversationa
2. 'T%ﬁﬁ ﬂ%ﬁ}o'd%f\é?allﬂl‘éqt flefh Bid ¥ ek HRIURY sBitveti¥icat®Rtkel, Hom a
nmet ho urther conhprising the step of authentlcatlng
serversthatds playsicdlly iseprate fitoint spid &tifiethe rret hod of clai m 16,
wherein said step of authenticating includes
validating an 20 assertion of said validating entity.

23.  18he flgnoaricRREn N Ghalel: 17, further conprising the
step of solicit] ng sai d assertion froma server that

i Shefﬂ'lgli?ﬂl e@hhtyrsl@ pvah@ett@d by anlidatios valiyoend ng ent ity. 25

furt
R e R R A S TR
that i geq m‘?ﬁal |y separate fromsaid vali datl ng
entity. 20. e nmethod of claim 15, wherein said
validation key is not froman X 509 certificate

| n [ f :
20 SRR e AT OSPITER vl A IRVELRG i
valid4ieg featityegd Isﬁldafah&alrngfema'ty andB@aRDGAHED BekBMunicate via a network.

PCT/ US2003/ 019954 20 22. The nethod of claim 21,
wherein said verifier procures said verification key

fr t REWSH GRS 106 sEBRATBE BT @Bh S 8hid validat
25 vg$i gﬁﬁﬁﬁgﬁﬁg%gﬁﬁgF%gd o?hcﬁélnf&% xhereﬁh 5§t1evala1011

rmmommgbnahnépgnature is validated by a validating entity,
and said verifier authenticates said validating entity
prior to performng said step of decrypting. 24. The

26. MEHRGEIRYA & Bim B3 furRe b&hprisiag the\sdpl SficBfnnifhicating said first hash
physi cal |y separate fromsaid 10 validating entity

valueand saidiserond bpehatalugjoarthird padind sai d verifier
conmuni cate via a network. 25. The met hod of claim 15,
further conprising the step of comrunicating said

27. Vatheaadthaiof dl&mPId) Sehetein aletcbhveisanﬁnthestEgeZﬁclud'dfsﬁat least one
nmet hod of claim 15, further conprisin he step

convesgnnineessageelamen i 7 diplog, aad theypagtied e%%ﬂnéPré%‘%‘ﬁa step of
stonn%%st%&krﬂg ewltlé}ﬁ 3 2 shidl thdhs Hﬂclucfez thel MRvERARRE leesﬁg?&:l@inents.

convers tlona nessage | ncl udes
| east one

28. A computer program, embodied on a computer readable storage medium, for creating
a digital signature for a conversational message, comprising:
a code segment that calculates a hash value based on the conversational message; and
a code segment that encrypts said hash value based on a signature key, thereby
creating the digital signature; and
wherein both or neither of said code segment that calculates and said code segment

that encrypts run in same computerized systems.

29.  The computer program of claim 28, wherein the conversational message is signed by

a signing entity, and further comprising a code segment that authenticates said signing entity.

30.  The computer program of claim 29, wherein said code segment that authenticates also

validates a private credential of said signing entity.



conversational nessage elenent in a dialog, and the
nmet hod further conprising the step of 20 storing a
woOnRengov43pt , wherein said transcript includes POEUS2003/019954
conversational nessage el ergnts. 28. A conputer
program enbodi ed on a conputer readabl e storage
medium for creating a digital signature for a
31. cOheeospiteoprapranesSdgm, 2% Gurfler somprisiag e odée ssggeptthat procures

.. that calcul ates a hash val ue bhased the, . . :
said gy Gyt naner B CagR P Ty B S et 4 seminechib
encrypts said hash val ue based on a signature key,
thereby creating the digital signature; and wherein
32.  bShtcamputer prheranpdf daii2 & ditéhes egiprising Rgpdesdsoenkthakgenerates
4 anﬂﬁs id code segnent that encrypts run in sane
SAC SIERTPLR P zed systens. 30 29. The conputer program of
cl ai m 28, wherein the conversational nessage is signed
b a signing entity, and further conprising a code )
33. s@wmwtﬁwroawh@ﬁﬁla@h%@w QORPHHING g cake Fagynent that provides a

° .Qr ' | i.di,code
vault, B3 G IR b B Al Bt o e B e
credential of said signing entity. WO 2004/ 100439
PCT/ US2003/ 019954 1 31. The.conputer program,of
34. cilBP RO™BBULCF RROETHE} o%éwm % i“f%r%n SReadLpiRsHE: §#dignature key
from PPttt is ﬁl?jsﬁ:aﬁy 98RkAE gokeid v a server that is

physically separate fromsaid signing entity. 5 32.
The conputer program of claim28, further conprising a

cqde segnent t hat nerate sai d signature key. 33.-

35. Tﬁgee%‘ﬂgﬁ%i’mﬁ]r%?g‘ﬁ?l& CIW%GH’?”%'& further conprising a
C @ onPeERMYnatl Madsafd @Mi Mekndd by auidning¥igitgiandat | east
sai d code segnent that encrypts operates in said
v 8aifl vaul gutbanticyigs seid mmrenafsdgmﬁp s8id epdg ypegsmnt that encrypts
wher ei .d vault procures said signature key froma
servergP%Q#&%% physically separate fromsaid vault.
35. The conputer program of claim 33, wherein: 15 the

conversational nessage unit is signhed by . a signing

36 ertp FOMPRISEPEIA Ohelpim 2iHerein saifl daul i RivgHy Fhgarate from

sid sGRle HRY Wl splPiBThe oA Bpd ST u Ly RIRICKRE Speovori
wherein said vault is physically separate from 20

said signing entity and id signing. entity and said
37y %F’ Fo@gm ﬁ’focg_’éatné Og?lﬁmézggf‘&mﬁ?%n@?gl_n?h e conput er

PLRYAARR en iRt B FRs tHelbohP&satRAPhEShHOto iAclG@iLplurality of

segnment that defines the conversational nessage to

i ncl udeonvessationslingssage units; and wherein

said code segment that calculates and said code segment that encrypts operate on said

plurality of conversational message units collectively.

38.  The computer program of claim 37, wherein said code segment that defines the
conversational message selects said plurality of conversational message units from among

conversational message elements in a dialog.

39.  The computer program of claim 38, further comprising a code segment that stores a

transcript, wherein said transcript includes said conversational message elements.
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conversational nessage units; and wherein 25 said code
segnent that cal cul ates and said code segnent that
weneriype4s9 operate on said plurality of conver gariusmmB/o19954
nmessage units coll ectivel y.2238. The conputer program
40. O & uf@r??ogrm%le\bdi‘ld%éja G258 SEDRRE ForlR¥hvEaGiddHaPmessage,
t he onver sat1 onal nessage selects said plurality of
compmomgier sat i onal nessage units fromanmong 30

conversati o nts.in.a dialog..39. The
co it eRmsRhr P R e R B Bl R ot B o
code seg®itce bt na§ovgse;2 transcript, wherein said
transcript includes said conversational nessage

ek epdegmeniChaicRinuinessgcaaiitaggre g/ besdgnshe gonvpgatipnal
conput er %logran1for validating a digital signature
for a E6A/EPsati onal nmessage, conprising: a code

Segh®degiRat thdﬁfolmﬂatéi shiderirgh 1gish &hlus ingihashidr chatiedh @alua to
verification key t reproduce a first hash val ue;

code ségtﬁewpe@wahdaé@né@ﬁpaﬂes W@e@@b%vweﬁowsn@ssa%%ﬁtes the
th
conmpar ENHEHER R8lee (5SS AN KA ERATERD yhiiand said

val ue t@mndhhﬂwmmnﬂnanhamﬂdatlon response wher ei n

said val jdation respgns i cates_ t onve i ona
nﬁ@g%?géai GOBE FAraat & m@weglal@at Wtr“:éﬁfyﬁ%?s f’f‘”@ cgmgnt that
sai d 10;1805R8, danﬁ 380 cvat E fhic ¥18h @ Bardd bomputerized
sone, or none of said co e segnment that decrypts, said
code seytemt. that cal cul ates, and said code segnent

that conpares run in sane conputerized systens. 15
41. The conputer program of claim 40, wherein the

41. COmy @Mﬁpﬁtbpmgraﬁe‘sﬁ@gﬁl 43 wikdifl a{ea%nvé}yatﬁmmhegéage R alidated
entit and t met hod f urt her conprising a cod

bya vgb@aimgtentlfyaﬂn%ﬂw megiaqdcEurther cosmprisingsd ¢adlgspggen rﬁlaqttaythentwates

uter program of claim4l, wherein said
SMdV%%%g$g%nﬁ nt that authenticates 20 validates an

assertlon of said validating entity. 43. The conputer

rogram of claima42, further conprising a c Se seg
42. { B8 cqmpHer Droeraghp (FIBEY &h0THSHOR FUHCRlS BEPh LA GACates

Valldag%yaﬁ_laﬁ@rhéfn SR @aﬂﬁaﬁﬂé)éﬂtﬁ idvalidating entity. 25

e conputer program ot claimd4l, further
conprising a code segnent that procures said

\é%gclgﬁlgt t%?g%ié%f 8{ 03 @%&pﬁggrghgﬁ%%wng a coXe segmen¥ that solicits

said assertion from a server that is physically separate from said validating entity.

44.  The computer program of claim 41, further comprising a code segment that procures

said verification key from a server that is physically separate from said validating entity.

45.  The computer program of claim 40, further comprising a code segment that provides a

verifier, wherein at least said code segment that decrypts operates in said verifier.

46.  The computer program of claim 45, wherein said verifier procures said verification

key from a server that is physically separate from said verifier.
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45. The conputer program of claim40, further
conprising a code segnent that provides a verifier,
woheraioou3at | east said code segnent that decryptCs/US2003/019954
operates in said verifier. 30 46. The conputer program
47 OTnElhiMiéhrolifl & dlaiftfds! wifdld er procur es sai d
verlflcatlon key froma 'server that is physically
sthealigitad sitngmesavalideted Yy evalidimng @!ﬂﬁy,lmd439

PCT/ US2003/ 019954 23 4 Th
A e MeR R ity s gy Bt cBeRdog ot S pocls
by a vaddnftat iha8d@M it Yecrpftthgsai d verl fl er

aut henticates said validating entity prior to
operation of said code segnent that decrypts

decrypting. 5 48 The C te
8. G U 0k e of Gy £ it R BRSO el idbarcte from
said vBledaginy ahm?ahd Bgidealiddtingandtysaiddalaleritial tagmeamichie Widdgetwork.

said verifTier comunicate via a network. 49. The
conmputer program of claim40, further conprising a

. .

9. 24 AEANR Do LA o RO HINER bERpAGHE KB S8Rt

commuhizhtes d0d vhlidation respongarto aithigd pargode segnment t hat
conmuni cates said first hash val ue and said second
hash value to a third party. 15 51. The conputer

50. PTRYIESD ﬁgrllﬁjo M éiqylaﬁ‘i‘f‘ﬁf @iher Q@mﬁﬁﬁﬁg LheaEd %gﬁ{ent that

message i nc s at | east one converSational” message
commahisates said firsi hdshavadeg anglredid sgconvblnash yajueits i tigrdpastyde

segnent that stores a transcript, wherein said

transcript includes the conversational nessage

51. elragesthputer frdgrafoPREaT 20, thef i tier RaléB@iodaliheish@ includes at
signature for a conversational nessage, 20 conprising:

least quefcppyrsationsunessageeier g i ardivdas, aad fusther corpprisingya code segment
that st%?és%l&a%c%gy% x{}ﬁ&g s%ldlfFa ?&ﬁﬁﬂm etslﬁf co%%%fﬁo%% fng&glée elements.
em havi ogi c

écond conput e
able to encrypt said hash val ue based on a S|gnature
key, thereby creatin the di |taI signature; and 25
52. wWASr@PRFaBISPr Gratinga disital é’fgn%%ﬁj of j2,cQRVeAFAUO8 )i TRessa¥Eo n d
compfi 1qguterl zed systens may be the sanme. 53. The
appar atus of claimb52, wherein the conversational
messsigemipstesizethgdtenyhavisg lpgicredle tertalcuiate ahashsaiug based on the

second conF éerllzed s stem further includes logic able
t o aut ARRETLHPE SSHE°80 signing entity with a server

Vi 3c@nAbMBterized system having logic able to encrypt said hash value based on a
signature key, thereby creating the digital signature; and
wherein both or neither of said first and said second computerized systems may be the

same.

53.  The apparatus of claim 52, wherein the conversational message is signed by a signing
entity, and said second computerized system further includes logic able to authenticate said

signing entity with a server via a network.

54.  The apparatus of claim 52, wherein said logic able to authenticate also validates a

private credential of said signing entity.
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54. The apparatus of claim52, wherein said |ogic able
to authenticate also validates a private credentia
wohomaiods3si gni ng entity. WO 2004/ 100439 PCT/US2003/019954

PCT/ US2003/ 019954 24 55. T™e apparatus of claim 52,

55.  WRRE ﬁi&ﬁrﬁﬁ’é &k SARON R RY b&Btd §é(1§1fn%€}i£édrsty§t%ﬁ1kﬁ1rther includes
includes logic able to procure said signatdre key

logic dblotmmpogre vad signatuse reytfooom k sely6r vizhaetpphr at us of
cl ai m 52, wherein said second conputerized system
further includes 5 logic able to generate said

56. STHOAIPAFRuKENolaim52, WheredPRAd adddad ebmphietifBdddsteM@FtBérincludes
sai d second conputerized systemencrypts said hash

logic apd¢ igegenprate spilidignatre k6B. The apparatus of claim 52,
wherein said vault procures said signature key froma
server that is physically separate fromsaid vault.

57. S%he dhRranPef iS5 X whete §8idSeconbl es@biteritddtsystem encrypts said
conversational nessage unit is signed by a signing

hash valyeiin g vaglhd 15 sai d second conputerized system further
i ncludes logic able to authenticate said signing
entity for said vault with a server via a network. 60.

58. Thke agpadatad ofscld 1, afherehy saidvauleprocsas shid eigostdre key from a
conput erized systemfurther includes logic able to

SmV&ﬁh%é%P%ﬁ§@ﬁﬁs§%ﬁﬁ3 gL slor said vault froma
server via a network. 20 61. The apparatus of claim
52, wherein said first conputerized systemfurther

59. i hb¢ eptesatud ofyilamafl, avhereironst ruct t he conver sat i onal

ssage to. i | ude a pl.urali of . conver.sati pna
e R ferttional mesEedutivis sEaed By AsigdMHTLRA AT B 1.
WERH 8dddn8 dbsiphifefisdd soeRIUuEhEZAEuENSTbEINableth Athenticate said
includes logic able to select said plurality of

conver 8igningeatityes sadsaulhvitk apeys wWaBAgtvwkver sat i onal
nmessage el enents in a dialog. 63. The apparatus of
claim62, wherein said first conmputerized system

60. f Uh¢ Bgraratncoiiclgim 5B Whetegh caidbé@ntl compaesizal dysensurthpt includes

. Wherein said transcript_includes_said conversational

logic 3l topyacurg sehstamaturgkey fapsad yawlh o & 5Fvey Xia aratyvak- a
digital signature for a conversational nessage,
conprising: WD 2004/ 100439 PCT/ US2003/019954 25

61.  The apparatus of claim 52, wherein said first computerized system further includes

logic able to construct the conversational message to include a plurality of conversational

message units.

62.  The apparatus of claim 61, wherein said first computerized system further includes
logic able to select said plurality of conversational message units from among conversational

message elements in a dialog.

63.  The apparatus of claim 62, wherein said first computerized system further includes
logic able to store a transcript, wherein said transcript includes said conversational message

elements.

64.  An apparatus for validating a digital signature for a conversational message,

comprising:
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a first conputerized systemhaving logic able to

decrypt the digital signature based on a verification
weey4tio043epr oduce a first hash val ue; a secondPCT/US2003/019954

conmput eri zed system havi ng 25sogic able to calculate a

e PR B SRR 18Pic % E RHEPTRL IR fgnature based on

abl e t o veofigéioe kepiodrepradete & fissh hashl wadueni t h  sai d

second  hash val ue to determ ne val i i on resppnse

o vl CaRp o i G oBE Bl P st el s RAPRRE e
conver §alc @A Me RTERAIPmMBSRaY! | dat ed when said

first hash val ue and said second hash val ue match; and

wh ghind epnapterized systenn haviog dogié alya iajcampase said irsd haghoeales with

and said.third,c teri d .10 sy ns_nmay be .t he .

e it SRoh nES PN E RSy h SRR TR® Sl eihn said
first ¢omberdspthe $NEELED the CbiiREsatibed] wekesagelt® Bt Galatit@ when
to authenticate said validating entity with a server

via a pdfietkashglggndmael & h3alye matehy and 4,
ek d fir [ 4 .
! WP CCaE 3oy e SPPRY BEG PEseE R B LA il comprferized
f r om asgstmvemaybathe sagewor k. 67. The appar at us of
claim64, wherein said first conmputerized system
decrypts the digital signature in a verifier. 20 68.
65. Thfe i §5c18kh &4, WHREL saitiRl @bRpaRtided dys&ln further includes
conmputeri zed system further |ncludgs ogi'c able to
logic ghletuathenticate vad ivhiidaing entiyeyitlh aserseti da eaeivdrker from a
server via a network. 69. The apparatus of claim®67,
wherein: 25 the digital signature is validated by a
66. Vahb dppdritis 8MNdlhihY64, MdraiRksld fﬂrit%bmﬁﬁféﬁyécﬁs’ys‘?eﬁﬂﬁﬁﬂéi RBludes
. further includes logic able to authenticate said
logic ghi¢ faiprorpig saiftverification ke ifpny @ perveraria anetvoakser ver vi a
a network. 70. The apparatus of claim64, wherein said
third conputerized systemfurther includes 30 |ogic
67. althe apsarstQsoiulbiants; varidn vl ifdatcomputetisabsnsten decypts the digital
. third party via a network. 71. The apparatus of claim
signatgee iniEideh t he conversational nessage i ncl udes at
| east one conversational nessage elenent in a dialog,
and one of said first conputerized system said WO
68. 2004 AfR0489 oRITN IS Ot éid 988 4irst26mpeteonel] systumufiether mdludes

ogic g loc BR Se Tt kS S RS 8 SR S5 S
said transcript includes the conversational nessage

el ements. 72. The apparatus of claim 64, wherein:
69.  The apparatus of claim 67, wherein:

the digital signature is validated by a validating entity, and
said first computerized system further includes logic able to authenticate said

validating entity for said verifier with a server via a network.

70.  The apparatus of claim 64, wherein said third computerized system further includes

logic able to communicate said validation response to a third party via a network.

71.  The apparatus of claim 64, wherein the conversational message includes at least one

conversational message element in a dialog, and one of said first computerized system, said
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5 said third conputerized systemis not also said
first conputerized systemor said second conputerized
weyei4anp43sai d first conputerized system furt hePCT/US2003/019954

includes logic able to commini cate said first hash

second @!)Mgutfeﬁze?laéygte Ninh @l s 50 M @nlphedizey §¥s@éﬁ1 ViheheR iRE1 AR TdGic able
and sai d second conputerized systemturther 1ncludes

to stoteagfranseriptewherenmauminsatis isdides thcuwenationahaiessagk glements.
to said third conputerized systemvia said network.
73. An apparatus for creating a digital signature for

72. aTﬁ@&ﬁﬁ&&ﬁ&bPﬂ&hlﬁﬁaﬂﬁﬂﬁn: conprising: neans for
cal cul’ating a hash val ue based on the conversational
meaid dlyjed comBpuieriasd sygemannotyalio sty Bt bz eriagd sygen &% ead

on a signature key herehy creating the digital
si gnat 3%é’?d§ﬂlalpméFee(fsf¥S{?&’h or neither of said neans

f giid gt Cohplichige @t iigtheERORIdEDTo g bl Pt doRgnuriyte £8d first
same computerized systens. 20 74. An apparatus for

val i dahrfigvauatogriddhird cofrautgresdisyptem e Anereosk; Bdal

g Ci : b _
TR SRR TR, I N Do
first bashdhashiueiluaeansl thivd cempatatizdd sygtem we caddetvask

val ue based on the conversational nessage; 25 neans
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digital signature; and
wherein both or neither of said means for calculating and said means for encrypting
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74.  An apparatus for validating a digital signature for a conversational message,
comprising:
means for decrypting the digital signature based on a verification key to reproduce a
first hash value;
means for calculating a second hash value based on the conversational message;
means for comparing said first hash value with said second hash value to determine a
validation response, wherein said validation response indicates the
conversational message to be validated when said first hash value and said
second hash value match; and '
wherein all, some, or none of said means for decrypting, said means for calculating,

and said means for comparing may be same computerized systems.



