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rel ates generally to the field of lﬁyc ion, and nore particularly

to a netho or providing |Internet rﬁtgc, phony with quality o
hod f di I P tr ] h ith i f
servi f:_e ()Qog) tEJ;i ng e_nd-to? e f t Pr ot ocol (R_SE/P _

si gnal i ng. : scussi on o a ernet communi i's
vvo?ki ng ?OM@W’EECE@TQR]"M Aﬁkwoﬁgrsonal comruni %:lati on

carried over the Internet. Videq broadcastf Ll dio transni.ssion conput er
data and tel ephoﬂb‘%@/@tc@i?@‘w sqniipyaRepsIr R §f B Pliatiofavine sk por t ed

anywhere in the world wthout ané?l oss of perceived quality. In order to
be comer ci aQW@f’ﬂ?‘h@Fﬂe*abP‘ém?h%%\) P conmuni cations such as |P
t el ephony and ot her | P comunication serV| ces will require a quality of

servi ce (QoP—_eqfigd ofithe layentign t or t han that currently avai l abl e on digital
in co orate IP

circuit switched networks. This reqwem% g l? %ﬂ

net wor ks and acr3§§P’F$?§f‘PFf"B%I€E?Gﬁ§§§‘ &tmtb%l ‘F’é"f E ""Iﬁ'@{’*\ﬁ@ °’E°he end
networks. Wiile QS is avail abl e, requires he %ﬁ gmnnl

resources akfitiqulgdy toragpethodsfar WP\?@"%F”(SW"G@P&""%( R) e 9'%e"ﬁ eﬁ’ce

aut hori zation and paynents are supported across thgﬁ&orral ns V\/nere t he
communi cat i of¥S hvswsﬁaﬁ%@d&eawe Regeyuatign ProjaspldROVE sighn&ly vi ces have been
devel oped to handl e the various aspects of |F comrunications. For

i nstance, Sebsi-oRischssiongftheRebledsicol (SIP) was devel oped for call setup;
Open Settlement Protocol (OSP), was devel oped for auth rizatjon and usage
reporting and idh ﬁ@@d“%&%’éfﬁtyﬁ%wr&?gwd%vﬁ’gé P#g‘mﬁbﬁgﬁmq

pricing, usage exchange and |
c¢ommunication camed over the Internet. Video broadcasts, radio transmissions, computer

data and telephone systems will merge into one medium and be transported anywhere in the
world without any loss of perceived quality.

In 6rdef to be commercially practicable ho'wevér. IP communications such as TP
telephony and other IP communication services will reguire a quality of service (QoS) equal
to or better than that currently available on digital circuit switched networks. This requires
end-to-end QoS in corporate iP networks and across the IP backbones that carry traffic
between the end networks. While QoS is available, it requires the usage of network resources
and therefore, service providers will only ensure QoS if authorization and payments are
supported across the domains where the communi catipns are taking place.

. Severai protocols and services have been déveloped to .haln'dl‘e the various aspects of
1P communications. For instance, Session Initiation Protocol (SIP) was developed for call
setup; Open Settlement Protocol (OSP) was developed for authorization and usage reporting

and is used between policy servers and a clearing house for pricing, usage exchange and
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SUSSI TTUTE SHEET (RULE 26) WO 01135680 PC O8fJW settlenents for
servi ces; VWhAS680Cut sourci ng Policy Service (COPS) was pevesoosmasy f or

policy depl oyment in netwopk el e ts and iLs lse : : ld.cy server
and ot her Sﬁté?’ﬂmﬁ)é FERERY SOPBOR gﬁ%ﬁ cing Fli o#f‘e @g’%ﬁf@g“o‘i‘%&?gﬁ? iJPrllccr of | ows
t hat ' have' S support;, Resqurce Reservati.on Praqtocal (RSVP devel oped
for setti n@gg‘ffy ‘f?%g}’ﬁntéﬂﬂew&&ﬂmts a&ﬁ&? YSES MCCPE‘“?°§%§F£Y?H%“ %@%t ocol to
request QS fromthe network. RSVP is an -to-end i gnal i.n rot,ocol and
can be usedebwrkelamentsiorapumiricpotie) @B‘r‘l‘@ﬁ{}?@] ‘T“é\"??’g“’ﬁ ﬁma epé’gﬁ&%of've

domai ns; Subnet Bandw dth Manager SSBM was devel gped for,seéti ng .up RSVP
initiated ResswprR@evationkrotogol (ARKP) wasdeyylaned for seting wriQeR ingnd BEwWORkst f ser v)
was devel oped for setting up QS traffic classes in | P backbones. |n order
to conpl et eand refbwsteea sigialing protdsel tb meguest QoS from thesssworkn RSYPahated-terBd| o
occur. First, the called party has to be alerted. Second, the connection
bet ween t hesigmlihgeprotonuishd ben beaseddizhwesh correspordirfaitelephioyy clietitsdn theaespedtiveonnect
to callers may have to be set aside exclusively for the conversation.
These st epsdddintoSubhanBantwidickianagen(SBM)svas deielopbd foe seting UpRIVE witisted, SI P
is responsible for establishing the session while RSVP is responsible for

reserving t§es in'$93 RUHIEEANE GRS Daffereritiated Servitkd (DiffS@V) whsrigvdldped domsetting at i ons
with QoS across the Internet requires a conmmon way of usage for call

set up, aut hﬂ;% QAR c1aRein®P Backbbedgh t he indivi dual protocols above have
been developed in detail. there is currently no reported nmethod on how to

use the indivi dyglydePloRbRipRlca fHIAELNYn thd InforrieR Ablefst Bitde tHinYs shotlad8cUrhe
Internet. In addition, there are no reported nethods for dynamcally

establ i shi § Syt R1d@s. ' dndRBvée Healléts fls b
‘nternet. o S@%&&é@gﬁ%@ e(‘ﬁ%ﬁe%ﬁ B ()C?I;;}%E%SO PCTT USOY 30447  SUMVARY

OF THE | NvE,g\ﬂ;lhb(%ke Lanly m&)]pg{&w&& tél&ingg@;[t gf%agﬁg nfal a6 BE Bkt adid/ERfus 9Byt O

provi de a mnet or ment | ng ny"w th QoS using end-fo-end

RSVP si gnal {08t hlerdafio” 38R spPdo Mt RV Y B&uAR this order however. To this end, SIP

‘is responsible for establishing the session while RSVP is responsiblé for reserving the
resources necessary for a call.

Providing IP communications with QoS across the Internet requires a common way of
usage for call setup, authorization, and QoS. Though the individual protocols above have
been developed in detail. there is currently no reported method on how to use the_ individual
protocols together in a consistent way across the Internet. In addition, there are no reported
methods for dynamically establishing QoS Policy for SIP-based voice and video calls on the

Internet.
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acceptable QS during a | P communi cations across the Internet. It is

anot her obVow/38Mot he i nvention to provide a method for gydaQetidY
establishing QS POLL cy for SIP-based voice and video calls on the
Internet. It is an additional object of the invention to provide a nmethod
for inplenmenting IP tel ephon wi th oS using end-to-end RSVP signaling
that is efficient in its use S4MNARYOF THEINVENEION| easy to i npl ement.
To achi eve these objects, there-is provided a nmethod for _inplementing IP
tel ephony wi t h isshargforrpancabirct of thepresentinventign ia prayide mmethed feyimplementing
transfer of a unique sequence of nessages prior to, during, and after IP
comuni cat i Bhislephuny vathReshesing endrieendRBVP signalingdhat isirapablg efrpseidigg an

comuni cated in a previous nessage may be used in the foll owup nessages.
Wi | e t he newmsptgee ofdurines IF enmmiyacatipnscensothe litemeted above are wel |
docunent ed and under st ood when each is used in isolation, this is not the
case when they aité ansther ebjept bfthe inveiftion tp pewisleta methadifor dymandicelly establishingret hod
whereby the separate protocols are used together to setup. maintain, and

t ear down | nQeSs PEIL1cy forSiit-bakd voise irawidey calls acthepitarbdte | evel of QoS. This
is acconplished by dynamically establishing RSVP policy based on SIP '
t el ephony r equestt s anldditiopsllobjeet dfalve idedntioe ® providOPinethod for inpleineéntingiport f or
| P tel ephony: PSTN-style "QoS assured”" where QoS is guaranteed, and

I nt er net - st ydléhorkgwite Qab sidg end@rénd RIVPsighaling dht i9&ffidientQh s i¥yofhetwork
avai lable. In addition, the application deploys QS in two ways: 1) "Pull"

et hod, Q0Srdsgureslianaehssad ihflehf®. servers or 2) "Push” nmethod, QoS is
provided locally to the routers. The nmethod of providing quality of service

(Q0S) in an I nt efPetni&e W Objektd, Mere fs%@ﬁﬁé@'ﬂheﬁﬁﬁ%ﬂﬂlpﬁ%éﬁﬁfﬂlﬁe&%ﬂ#ﬁng .
party and called party, conprises the steps of providing SUBSTI E" SHEET

RULE 26 : %?U%ﬁ@ H%}EW . i SR - i

E)et ween )sai l@a I ng@pegﬂél- and a g’%?ﬂﬁggg\g?({?téﬂrﬁgsﬁﬁg Igr%gggggé%?ﬁﬁémn
i di t i P i aq4f.ar I b t

na ' seconiaagid i ol il sl 6 faThRds  Thd Tk 0f PR Y

bet ween sali %Jﬂa@eg%%&rﬁﬁuniﬁ‘ﬂéh in Qgsrr]e_%?&g A ABY G be AN i RS RoTH6WIS RBLUREK

~resources for 't pnony Sessi

While the message exchanges for tﬁe_protocols listed above are well documented and -
understood when each is used in isolation, this is not the case when they are used together.

The present invention discloses a method whereby the separate protocols are lused
together to setup. maintain, and teardown Internet communications having an acceptable
level of QoS. This is accomplished by dynamically establishing RSVP pqlicy based on SIP
telephony requests. The application defines two options for QoS support for IP telephony:
PSTN-style "QoS assurcd” where QoS is guaranteed, and Internet-style *QoS enabled” where
only. partial or no QoS may be available. In addition, the application deploys QoS in two
ways: 1) “Pull” method, QoS is outsourced to the servers or 2) “Push” method, QoS is
provided locally to the routers.

The method pf praviding quality of service (QoS) in an Internet Protocol (IP)

telephony session between a calling party and called party, comprises the steps of providing
) .
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Al t hough the enbodi nents of the present invention focus nore on-the "pul "
met hod, twemsssent i nvention enpl oys both nethods. V\h'ﬂ:?m%&% pr esent

i nvention focuses, on the use of RSVP for end-to-end signaling of , QS
reser vat i ondransppging I megie Jordhsseayionpetieces said paibing nagy apde figt devicehpvisg R ¢ o- end
reservation protocol. In addition, the same concept also applies to

dynani cal | y capsbility;ipstviding winspatng/IP meslis foythp sessign betwesinnhe ealled pwiwandaquest s
wherein the policy is provisioned on a real tine basis to the router
(PUSH) i nst semndfievidechaving iR capgbitityy establiftong 4n® cpwiertton betwegn said first demicebasi s
(PULL). BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her objects and

f eat ures of ahfhérepemad dévice)meitescovingmdiivork essomeesdpptae efdphodysessianhe f ol | owi ng
detail ed description considered in connection with the acconpanyi ng

drawi ngs in whi ciatthbigh.thd eniidimenshvd dRtpraent ientdn facus efors amitie “pailtehetiiody | P
t el ephony communication; FIG 2 is a call flowdiagramillustrating a call

setup requeqﬁep@g&hg{,énﬁaﬁ Efiplo BbttPRbth6ds. 1 nstallation in accordance with
present invention; FIG 3 is a call flowdiagramillustration QoS setup and

conpl etion of t heyiR thd eheRAPRGertidh Fochdds 8 HRUSTIE W foPerRlB8D SighdHngBE | ON:
FIG 4 is a call flowdiagramillustrating an RSVP teardown ‘signaling and

rel ease of : i i ' Bl G 5
f l%&%ﬁa%ﬁs‘?ﬁ%cbﬁb CA HReexihddd fhilRe %tﬁaﬁfénauaséﬁgws&nanoﬁ

is a call diagramillustrating aQoS.usag_e reportlpgto
c ! NanOUSEby, SORREERIG R ARl MBI Bl LB €
L : I : o i
W th the prossfoistd GrP I halldusARRErBHE pRS Wpot Ot e FHERAAE 2

cal |t ear doyp i el @8l e TS o B e ing fir BESOE AN Tedtchld il P esent

(PULL).

BRIEF DESCRIPTION OF THE DRAWINGS -

These and other objects and features of the present invention will become apparent
from the following detailed description considered in connection with the accompanying
drawings in which:

FIG. 1 is a schematic view of a reference model for IP telephony communication;

FIG. 2 is a call flow diagram illustrating a call setup request, authorization and policy
installation in accordance with present invention;

FIG. 3 is a call flow diagram illustration QoS setup and completion of the IP
telephone call in accordance with present invention;

FIG. 4 is a call flow diagram illustrating an RSVP teardown signaling and release of
QoS resources in accordance with the present invention;

FIG. 5 1s a call flow diagram illustrating a QoS usage reporting to a clearinghouse in

accordance with the present invention;
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FIG8Ais a call flow diagramillustrating a QS assured call setup using a.
"PULL" nmvaeb1/365e80 | npl enenting the | ocal policy or QOS QefhssydRedy 1 n t he

network routers car di t Q. an embodi.nent .of the present in jon; FIG
8B is a conti nugfcfc'(?r]s ﬁfﬂﬁﬂ%‘” a‘égﬁamf‘pg%ah?%@?%ﬁf%%wﬁ @tﬁgiﬁk@wggkéi s call
flow diagramillustrating.a conplet.ion.of a QoS assured call setup using a
"PULL" nod&pdatein 306 *HWE%’[“S%E I{%ﬁ‘B}S"&P"’bol icy or QS deployment in the

network routers according to, an enbodi.nent of the present. i nvention: FIG
9B is a conti nuElG-grisaral ‘éwéﬁ’BTa“'f‘lrﬁgWaHF%leﬁﬁFﬂ o ’tﬁﬁ'%ﬁeésagfdlp?%éa cal |
flow diagramillustrating a QS assured call takedown using a "PULL" nodel
for i npl emema¢oatfanerawitipthg pPreseit ik, oS depl oynent in the network routers
according to an enbodi ment of the present invention, FIG 11 A % wcall

fl ow.di agram i | IFIG 8Ads h pa)l Bovgiegmmaibneatings Qo8 atsusd 6o spgrrpsing g PULL, e
~for inplementing the local policy or QS deploynent in the network routers
accordi ng malehfor anplenentingtthesiocal peligyras Qofdeplayiaent inthe netvark foutersgacearding
continuation of the call flowdiagramFIG 1 IA FIG 12 is a call flow

di agr am i | |toah embodiment of thegiresentonvenfiords QoS enabl ed call setup wusing a
-"PULL" nodel for inplementing the local policy or QS deploynent in the
net wor k rout er F1@c8®isdi cogtinuatiamofathdcalli flirmndiagrimofi EI8ds ent i nventi on; and
FIG 13 is a call flow diagramillustrating a QoS enabl ed call takedown
using a "PULL" prage ifqll flowaligman illusgatingeonpletion pid QoS assureQodll staypl oy ment
in the network routers according to an enbodi ment of the present

invention. RineAIBTLITHdde S rdpltrfiting e)loddlpdlity 35QBS dENIdyrhimd Gy tBOdetwork .
DETAI LED DESCHI PTI ON OF THE PREFERRED EMBODI MENTS The appl i cation defines

tWo opt i onsyhiRRfs dBRdmERPAT émbYdirhéRt bethe pledty invEitibht st yl e " QoS assured”
where QoS is guaranteed, and Internet-style "QS enabl ed" where only

partial - or no G§ oBYs H@ndnatibAbf Be cdiMcdgiagramnf FIG®APP! i cation depl oys
Q@S in tw ways: 1) QS is .

FIG. 10 is a call flow diagram illustrating a QoS assured call takedown using a
“PULL" model for implementing the local policy or QoS deployment in the network routers
according to an embodiment of the present invention;

FIG.11A 152 caﬂ flow diagram illustrating a QoS enabled call setup using a “PULL.”
model for implementing the local policy or QoS deployment in the network routers according
to an embodiment of the present invention;

FIG. 11B is a continuation of the call flow diagram F1G. 11A;

FIG. 121is a call flow diagram illustrating a compiction of a QoS enabled call setup
using a “PULL™ model for implementing thg local policy or QoS deployment in the network
routers according to an cmbodiment of the present invention; and

FIG. 13 is acall flow diagram illustrating a QoS enabled call takedown using a

“PULL" model for implementing the local policy or QoS deployment in thc network routers

according to an embodiment of the present invention.
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outsourced to servers "pull"™ nmethod, or 2) QS is provided locally "Push"
met hod. THeowwssésod of providing quality of service (QScriisodBognt er net
Protocol (IP) telephony.session hetween a calling r angd. alled
party, conprises—the>st B FOVA-d qpf’ﬁ‘g“i‘é“ > ;hgr§or t he
sessi on between _said_callin arty and_a first davice havin P
capabi lity; provhefnpgcatondeinss tyagptiops fos Qo syrpert ‘P{éﬁ &g P‘Bﬁ%ﬁt@vﬁ@’éﬁ t he
called party and a second device having IP capability; establishing an IP
connect i on “Bebwesareds wherefQoS4s gupsantesd, aﬂé?ﬂﬁ”ﬂﬂéﬁ%‘&?ﬁd"”ﬁ@?‘i‘ cwbereoply P@'g@r vi ng
network resources for the tel ephony session. The term"policy" refers to a
conbi nat i orer o Qofmsy bdeviilableg Ircaddition; the nplication den!Rys QaSsp tve wavse DR ignd
usage, while the term QoS assured refers to the situation when the
t el ephone amitsounsed fo seryens pull method, arf 2) €oSas provided loealidPrshi ewddces required
for a specified QS I|evel are assured by such nmeans as a successful RSVP
reservation fr ormmhefgthod ofprdvidingJualayp adrendcer(@bBY in ah dnterhet Psotoesh({IPbn when only
partial or no QoS nay be available due to the inability to guarantee
end- t 0- end giéglonl ¥esSibn BevebrEcallinglpaip aridad dallyd prirgyhcongirisesrthe depabof providifige
"Pull" Model refers to the situation when network elenments initiate a COPS
query to thﬁn@ﬁ&dﬁ@mﬁédva%f thEQéssiBX BEMES saldGIIRE pMBI dndalfRerdetics IReRigIPS a
RSVP PATH or 'RESV request and queries the policy server: the policy server
queries a L&gﬁhli@?ﬁr@@?ﬁg n@ﬁ&eyﬁin% KBSl fob e\ beffeet Ihe chlfellipartyishdn

|

cl eari nghouse serfver aval | abl e) or a policy server in a corresponding

network;  upap, Qs M&i@qb%%ﬁ@q@ﬁ%:ismg% ih@nhQsish vdRtalangiraaedies the
tfhe polic

.cl eari nghouse server, server confirnms policy in network el enments

1 ow o't netyts Sphe Btk dRpia Y ARG Rl e IR R IR T ot
Fesour ces. have DSHOPoR ook e t SRHinith LRI BB el OB Tevel o
now 10 t ho THFAEES TR e ALs Rt e S asteteely bERadli fhen B8 21712,
chemat i ¢ delsgROTeR) vl Iy o e o BT btk ST oo R S gos

tel ephony t%&cﬁ 'are-l-aQSGuréd fyesruc nglganrsrgg g lsucgeasgfuplgg{?l’ reservation from end-to-end. QoS

enabled refers to the situation when only partial or no QoS may be available due to the
inability to guarantee end-to-end quality of service or temporarily high network traffic.

The “Pull” Model refers to the situation when network elements initiate a COPS
query to the policy server. For example, the network element receives a RSVP PATH or
RESV request and queries the policy server: the policy server queries a Local database about
ID and services for the user and a clearinghouse server (if available) or a policy server in a
corresponding network; upon positive acknowledgment from the local database and/or the
clearinghouse server, the policy server confirms policy in network elements to accept RSVP
PATH and RESV requests for the particular reserved data flow to the SIP client. In this

‘manner, the called telephone will not ring until policy has been provisioned in the network

elements and resources have been reserved end-to-end to ensure an acceptable level of QoS.
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chosen to represent many instances found in |IP tel ephony or other types of
| P communyedissems. |t is not, however, an exhaustive nogglyc ,Pw“.;at her
serve the purpose of defining the nessa%e exchange between networ ks and
networ k el enent Refefting naf tortbedrawingsan whichsinglar refergncetcharagigrsadenase sipilaesft s:

) at least one analog or digital phone 110, 111 that connects to the IP
networ k vi aideiticalslémenni throbglibut Siewevekal visw's, FIG1 1 siiqvm)e) schemeaticiageanspfony

gat eways (GAY) 135, 136; and 2) at |least one IP client such as an I P. phone
115 or vari pfercy pedeldbr IPoopmiunicatidBer. the-elephonyRynee  Thp heferpnesamedehlies begs,

136, IP phones 115 and conputers 130 are considered clients for SIP call

setup and R&h¢Rerbtogerbseignarfydfistnetsiorud indB wilepheny orlathee types ofd8r vi ce Provi der s
(I'SPs) 120, 121 provide access to an | P backbone 190 while the |ocal

exchange capgriv@nitdiohs. Tt Rno howeher, aawkhad helel bitmtheasedvethepypiseaf e
branch exchange (PBX) provide access to the | SPs 100, 101. The physi cal

connect i ons gHgENERE ref\8ge dxohinge BB &en MdtWorkiend iRtwerk ejphmng. gat eways can be
any suitable nedia. In general, nost of the Internet traffic travels over

fiber optic Cab'?he&%c&%h&o@ﬂhtlvﬂa%ﬂﬂtyﬁ i OF chiérit€ 1) dtleast GRRamatay onl SO be
referred to as an Access Network, i.e. P network to which users

connect dir ﬂgﬁ;hgrh%f?e {121 {1 AASbindls't6 HeIP hatwolivis Bt yws@hddaRBrdik 10GT0DUS.
servers for communi cations. The access network is part of a single

adm ni strati %ﬁxﬁ%ﬂ‘iﬁ \P%H%P agtéwag%] g@mqgs 8k Vind2) Bl 163t SRI1P clitnBedh as an IP |

corporate n«g cat'ional organizations. The IP

bac kbone ma‘ﬁ] £ q t())?v I’ne.afu &@gsdoftcgmgﬁtelas 1-5 aﬁﬁlle, 1 teém ? gafé@gyst 1*3%" BBy be one

sever al ween V\D or ess networ kS Si nce

ransit net %,geg e %g{gsgsnﬁg RGBS LR T e R B Pl

di stincti on® Uzzy sSince a transit net
al so act as fan ccess network. For the nodel used here, a 7 SUBSTI11J TE
SHEET ( RULE *%% e“’(mfb"f?‘g%*so PCT/ 13800130447 tranS|t networ k has no

B e e L E L
'C{;ﬁ L Rk aaoA S Dbntt barier TLH) BPcRR B2k tTephSH St Pl Bhanch
exchange (PBX) prov:de access to the ISPs 100, 101. The physical connections betwcen the
ISPs, PBXs. and the [P telephony gateways can be any suitable media. In general, most of
the Internet traffic travels over fiber optic caBle, coax cable and twisted pair wirc.

The ISPs may also be referred to as an Access Network, i.e. an IP network to which
users connect directly to their hosts/clients for IP -qommui]ications or various servers for such
communications. The access network is part of a single administrative domain, such as
Internet Service providers (ISPs), corporate networks, government and educational
organizations. |

The IP backbone may also be referred to as a Transit Network, and there may be one
or several transit networks in between two or more access networks. Since transit networks
are sometimes referred to as backbone networks, the distinctions between them are somewhat

fuzzy since a transit network may also act as an access network. For the model used here, a
7 .
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met wor ks. Policy servers 140,141, and 142 (1) authorize internal QS for
m cr of | owsWQB)/35680y comruni cate for tel ephony purposes %ﬁ}s@mytsi de

cl eari nghouse .0 ni cat e ect out si server i
Che cor F oo BRILHVaR IRt GemnaGrHiasts Riihe a%swe s*tﬁglﬁﬁ*@é g‘érvers
use COPS for cy deployment in their res t|v

query and ra§§|9§‘ﬁ§'é(p?)r%tt’6€%’inef"f‘f&{‘“b‘gﬁp‘l?@nh@@@?g ﬁge ctfé‘Pq‘Y,‘ ai] nformatlon
between a policy server and its cljents. In addltlon COPS RSVP capabl e

edge rout ermsicraflows afidatn suches phens calisibetwqen pattips GoaRgojeddp pdjaReBLACESES t hei r
respective networks to route network traffic. The edge routers act as
gates for Qe®varkpport for clients requesting service. In addition, the
edge routers performthe following functions: 1) Acts as policy enf or cenent
poi nt (PEP) und@olicyserverd 146f 141handdidR i Dyutherizednteme] Qe fopmiceilows (@bmarsyP
requests for clients; 2) provides traffic shaping, i.e. delays packets
within vari mnanﬂniata‘ﬁoctebphmrmrmsesa&ithtan oetsidle clearirigheuse o3y caemhwcate
specification SLS. The edge routers R 1 160 and R2 161 comunicate with

bor der r out difestiyt with ad dutsidd pelich eérdi&in the Wbre¢sporjdenttadmiinidtfativd doamadn. tinnet wor k
agai nst theft of service and of possible denial of service attacks by

bor der rout gfdfiohak Paicy Fe@ers AH COBS fof pdIty defhraceil thdf e stiviadletnts. Traffic
between edge routers and border routers is protected by the physical

security OfC©b§1sq?c£u@ryl dnfl lfesRth&e p%cgﬁhatrcmeeasem dxEHlaBge pdiRy inferhRsen traf fic
fromthe edge in the access network. SIP proxy servers (SPS) 150,

151 act as polid fﬁ’ REPLe usoé?i'eﬁ} Sln(aBEP)m "C‘DP%W dapsble & rqnéreRYEst ed by
SIP clients 110, 111, T15 and 130. e SIP proxy server acts on the behal f

of and provi{es $6j éﬂdcl‘ﬁ étr@sﬂ% 1&1&&&%@&&&& gkﬁcﬁfe%%r b WRkdnethorkhe

admi ni strative donma re uestlngc set up veto be Tirst

Suppor ted TS ’”%eed?f Pt 4Fhs ST DR ! Pk b B ST 6

SLECT TUTE S Ly PRI

g: Ir ZQE g: : Zé]ﬂ:}rgté Pﬁ@ﬁpﬁgﬁoﬁm\g gga‘ﬁi%]d‘é%%ﬂ’gf tg%];ce})ts or rejeé% '?{‘év'ﬁ requegts o rchen%slf%]
provides traffic shaping, i.e. delays packets within various traffic streams so as to enforce the

- service level specification SLS. The edge routers R1 160 and R2 161 communicate with

border routers 170, 171. The border routers protect the transit network against theft of
service and of possible denial of service attacks by border routers facing edge routers in the
‘adjacent access network, Traffic between edge routers and border routers is protected by the
physical security of the data link. The border router policies the ingress traffic from the edge
router in the access network.

SIP proxy servers (SPS) 150, 151 act as policy enforcement points (PEP) to authorize
calls requested by SIP clients 110, 111, 115 and 130. The SIP proxy server acts on the behalf
of and provides services to all clients in the access network or the administrative domain.
Clients requesting call setup have to be first registered with the SIP server before obtaining

authorization for QoS supported calls. After registration with the SIP server, the server may

8
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faster and may be desirable for special services, such as the equival ent of -
the hot | iWeoI/Besents that are not regi stered and aut hopdpresdosgaly di rect
call'ing canpot have the S benefit_via_the port fromthe SIP and

pol i cy ser vaandle all cglirgq LOéfm thahelient. | Thig qlqsﬁthSEQ)xde(mevmWﬁl)clweeﬁr@est to a
machi ne readabl e aqgreenent: between the access network PFOVIder and transit
net wor k pr ogdlbastupivitheut g henefitsof ann 8IPstyent Fnsh dired clignt-slienbealbagmps saeke ar e
of static nature, though there is interest in signaling for dynamc

del i very of f@@swmbmmwgmmﬂ)@smctﬂsmp@, sush ahthg squivalert of thg et lise. 63imatov dt h
br oker services. A Cearing House server (CH) 180 serves several functions
pertinent t thatarenot registeredwand hutlijrized for dirgettcaliing eannothaye therQpSimnely viathoer 180
acts as a trust broker between a | arge. nunber of network providers, an
optional gateppeyt froacthtiStharglgolicyeerfers. | P t el ephony, an authorization for
QS (simlar to credit card authorization in comrerce), a collector of
usage reports. ArSérvdce beveESpesifiohtiondSL S (netshows) refeesto aaiachine rqadable der s.

G ven the |arge nunber of access networks belonging to different

adm ni st r at iagRedeitBefiecn the abcesOtwHRpsovidet ahdirdnzit aetbbofk provtlevesith regdrd tomai ns
on the Internet. C earinghouses facilitate the authorization and | oggi ng

or account i rEhshplWERNfARAMRI Pfesér SLBS Sdlof Statkeriavnire, @Fough tiehe i@ $ntégesdin sifuadingoes
not preclude however sone domains from having direct bilateral agreenents

SO as not t GoMfRaR{d)aelivdrd 8f QOYDAWEE sefVidd reviddie Rude: IiRihgich@ of baddwi@h The
protocols used’in this draft apply equally well for the case of using

cl eari nghouggskePtertifds. A t‘ﬁﬁﬁﬂgailloxﬁg c&CROHY lsd/‘@r\)% Eéveﬁ?ﬁmﬁ:%s periRERtesaIM t h

cl eari nghouses, since they render a nore conplete inmage. All of the above

network el e@@t‘ﬂh %vntﬁRfHSatlﬁ Lrﬂglﬂﬁmaft?ﬁr% h%%eusewefwoqcﬁ'ag a®st HroIRF Bereerd £laehone

conversatlon 0 e internet. Each Wetwork el ement responds to a uni que set

pCT 8’538?%83123‘%. ERTRE Proxiders B ot e wi Sl s R RO 3 v

are vl | 0GRt fdn A0 hos (RS Rt CEPPRM o B8RS, b BGRERFbr Wbl 21

of the netwd’ 01"Izemen

reports. and as a means of settlement betwecn service providers. Given the large number of
access networks belonging to different adniinistrative doﬁxains. it is not possible to have SLS
between all domains on the Internet. Clearin:ghouses facilitate the authorization and logging
or accounting between domains for premium services, such as QoS. This does not preclude
however some domains from having direct bilateral agreements so as not to use any
clearinghouse servfce when exchanging traffic. The protocols used in this draft apply cqually
well for the case of using clearinghouses or for bilateral agreements. We will use the
examples with clearinghouses, since they render a more completc image.

All of the above network elements operate together to setup, maintain and close a
telephone conversation on the Internet. Each network element responds to a unique set of

messages and commands.

| 9
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Referring to FIG 2, there is shown a call flow diagramillustrating a call
setup redU@ew3sesaut hori zation and policy installation apeffsiatss 0 t he
present inventiqp, . In general, the call setup request, authorizatjon and
policy install at ﬁe@egwﬁsa&%eiﬁcbarx%wgl: thg projpcajs histed g‘eom: ape i lopumenied andyest s
call setup froma SIP 1 proxy server 150; b) SIP 1 150 checks a | ocal

pol i cy ser vyderstood sepamptelywhep asad togsthier yith alf ofihe watyvork elappntspidisisnefithen

cl earing house server CH 180; d) SIP 1 150 request call setup froma
renote S| P2ca262; e) SIP2 151 checks a local policy server POL2 141; f)
Local policy server POL2 141 checks with cl earing house server CH 180; Q)
Renot e policy sdReferin@@ BIGo2 dbérs isshewmpatallcow diagram diustratingadall gesip cy cont r ol
in edge router R2 161 and SIP2 152; h) If OK local SIPI 150 gets positive
cal | progr esguesepothbriZationandputicyinShiRRiont aéordmg to theqatsepdhvension. ingewerilsi oned
by POLL 140 in edge router Rl 160 and proxy server SIP 150; and 10) SIP 1

150 i nf or s thighelhsetiplioqedst, BdthdriZaticngine p6licy italRtddicdcuss doliowse of nessages
bel ongs to several protocols: SIP, OSP, COPS, RSVP and SBM The sequence

i s described in getaid S1prlidnt hhore) 1 B Roidaanall dtfp fréth biSH I9sody REXB130) by
sending an SIP INVITE nessage | to proxy server SIP1 150 and requests QoS.

SI Pl 150 then sepds &I MERsAMal ok sidvdr PoLI Q9p; aut hori zation, and

accounting) nessage 2 to local/client policy server POL 1 140. Upon

recei pt of message 21de§fﬁ?ahté)p§wcﬂ‘oﬁﬁ imheagv}imja@eaﬁ%ﬂ&s@&rﬁ%ﬂ 180;

aut hori zation request ntication request AUTHREQ nessage 3 to clearing
house server CH 380. | I sponds by sending an
OSP Aut hori zat i ol?? ressg:gﬁgged'ﬁ%‘lﬁ%@@%‘b"sﬁé\lﬁgéﬂ;aﬁﬁ%aé?@ﬂ (RULE 26) WO

01/ 35680 PCTI USO 30;#%%,“?%%%%3#%?%%569""1??0%%?‘?9' AUTHRSP nessage 4

I ncl udes an authoriz use W set up.
f) Local policy server POL2 141 checks with clearing house server CH 180;

) Remote policy server POL2 provisions policy for use by local policy control

in edge router R2 161 and SIP2 152;

h) If OK, local SIP1 150 gets positive call progress report from remote SIP2 152;

1) Local policy is provisioned by POL.1 140 in edge router R1 160 and proxy

server SIP 150; and

10)  SIP! 150 informs phone 115 of call progress.

The actual sequence of messages belongs to several protocols: SIP, OSP, COPS,
RSVP and SBM. The sequence is described in detail in Fig. 2.

SIP phone 115 initiates a session by sending an SIP INVITE message 1 to proxy
server SIP1 150 and requests QoS. SIP! 150 then sends a COPS REQ AAA (authentication,
authorization, and accounting) message 2 to local/client policy server POL1 140. Upon
receipt of message 2, local policy server POL1 140 sends an OSP authorization request
authentication request AUTHREQ message 3 to clearing house server CH 180. Clearing

house server CH 180 responds by sending an OSP Authorization response AUTHRSP
10
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POLL 140 next sends a COPS DEC (decision) install message 5 to SIP1 150
with the v@MHssi0zati on token enbedded in the nessage. Jdtlusédddadrequest s

¢ questi ng R ARgkR Y] 10 SUATAE k3 ndbes gl ARET AP Br v 1

message 6, SI P2 152 issues a COPS REQ AAA nessage 7 to policy server 2
POL2 141. WEEs@Y&eHPa) so contains the authorization token. Messages 8,9 and

10 are identical to nmessages 3,4 n but perfornmed at te end.
' SIP2 152 then iﬁﬁulééoevwsa@eaﬁp@e‘ﬁ%‘g Fféc’awn)s‘rrj'ﬁalﬁ Fisrsige ﬁ@éﬂ@ﬁ%{ at

requests QoS. GAY¥ 136 answers with an SIP 183 nessage. 12 an&éet hos li)gat
QS is requiutherzatian iken embedded insthg messagh 1P b0 requssts sall setup wilyremeie-3IP4 5 o
signals policy server POL2 using a COPS REQ LDP (local decisjon_policy)
request meshyageerating aAIR INYITE messegs Giequesting Q9S anghscpding messageRi9) Slg%ié%:y
control edge router R2 161 and SI P2 152 by sending a COPS DEC install
nmessage 14 GgonReceir bf BNV TEavessagerfy SP2A5R & sws 7 QORSREQ AAve msssgee T to polisin R2
161 when the installation is successful. POL2 141 sends a COPS DEC install
message 16 sepreS51POL23231.t MessagesT also cantainghé authorizaticl tpigen] Biessags P and|i0cy | s
provisioned in the renote end, SIP2 152 sends a SIP 183 nessage 17 to SIP
1 150 whi charsidgniidal ®amesqpes Bgi and.S twapérfopmedjatabsiconteandt he renmote end.
Messages 18-21 are identical to nessage 13-16 and provision policy in edge
router R1 160 s1r# 15 Renliniiftés. GWIYNiB6Iby serfdlirfg ah 18P INVIEE messager 1¢hateegueghone
115 of the call progress by sending SIP 183 nessage 22. At this point,
SIP, GSP argos:cewm ABWES withen S3R 683 messgieU and ectok thiaeQu® Btrequived.hArSIR e
the call and install policy for the call. There is however the possibility

that the cajdsmedige@ieniRE Wasion progfesd. BIPY 1555digalsPolcyddrier PORRUEIARE CORSSS
than acceptable quality due to resource |imtations discovered after the

call is SetRE%.DB\%cBT&%‘%%ﬂg{iéﬁ@éﬂu@ﬂn&@éaﬁ@%.tm& M1gkbasbpolity Rrakeal | y

est abl i shi ng S policy for based voice and video calls on the

| nter net, aC@flo%\Al 1iQFcoirSiEdsS RfltP RR QY addiSIPSYESYY dkiding RIdTOPE HRidstall6) VO
01/ 35680 PCT!'USOO' 30447 Referring nowto FIG 3, there is showm a call flow

di-agram i || st &b jang REA81 3fd HReiving a COPS RPT (report) message 15 from R2 161 when the

installation is successful. POL2 141 sends a COPS DEC instéll_message 16 to SIP2 152 to

install the policy in SIP2 151. When policy is provisioned in the remote end, SIP2 152 sends
a SIP 183 message 17 t(} SIP1 150 which signifies a positive call progression on the remote ' _
end. Messages 18-21 are identical to message 13-16 and provision policy in edge router R1
160 and SIP1 150. Finélly. SIP1 150 informs SIP client phone 115 of the call progress by
sending SIP 183 message 22.

At this point, SIP.'OSP and COPS protocols are used to setup'a call request, authorize
the call and install policy for the call. There is however the possibility that the call_, while
setup successfully using SIP will experience less than acceptable quality due to resource
limitations discovered after the call is set up. The present invention solves this problem by
dynamically establishin_g QoS policy for SIP based voice and video calls on the Internet, as

will be discussed below.
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resource reservation and inpletion of the IP tel ephone call Mording to the
present iWQ@H3SEN. | n general, the QS setup and conpl ecraRedioagrhe | P

t el ephone call qccur, as faqllows: a) SIP cljient 115 requests _network
resources for Qg?%%?ww 3athereripshopye Caﬂ] g&’f"é’iﬁ%@%"?ﬂhng QQSP?tB% i's
enforced per the |ocal policy control. The specifijc policy for the flow
was provi si§reresesepationingd d5iivietian of the B telsphane el %@E{&H@t‘?xﬁ)’%te edge
router R2 161 i_nstallsggs in renote Local Area Network (LAN) using SBM
and i nf or nsinpgntienoin geperal, e QaSrepiup guscomplgtion of the fk telgphone; calk AsCugas i ce; )

RI 160 installs QS in LAN using SBM d) LAN QoS reservation. is confirnmed
end-t o-end followsie direction; e) The sane nessages in steps (a)-(d) are
repeated in the opposite direction; f) Call progress is confirmed as

"Ri ngi ng" and aciinowSiRIdiznt bisakquesy ndworkwespuiREHof Qolsing REVPr Antheedge
protocol) streamng is established; and h) The parties can say "hell 0" and
have a phongues Qs fordht flow i adorsabpee thedodabpolioywaltot r Theagedific phdicpifdr theN t h
continued reference to Fig. 3, nessages 23-31 establish the call flow from

cal l er to cabweespMiisioaedmesiagdsbyilie SIP atdoatbd Rquesgal | flow fromthe callee
to the caller. Finally, nessages 41-46 confirmthe call progress and

acknow edge t he gonf igehRid Be ronteP R |16 PitktalQsBinkrdMote Notd] Ar@SNétherkr equest
for network resources by sending an RSVP PATH nmessage to edge router R

1160. RSVP HAft (RS abSinfRmORE " 66, RN A¢ BdmpHised AteasSRIREEN cliedt dd¥Rel €Cei Ver
requesting a reservation. It follows the sanme route that the data fl ow of

the reservation w |1 }{101|6b‘??1¥ta11%_b%8riz?ﬂﬂﬁﬁfsinggﬁbzf*esourCes is sent directly to

edge router RI 1760 rather than require ge router R 1161 to request a

policy decision fyrom I - Ll s . (0S is installed
directly in RL 180 a%%‘q‘é?%é‘?g‘ﬁé‘%@a%gé‘ﬁmdgé“gé? ?@mﬁéﬁﬁé@w UBSTI TUTE SHEET

(RULE 26) V0 0155680 FCTL LS00l 304 e P OBEGE BEked Hnd A5k, Ot ol

Recal | that the SpecifrC polrc
fH Call progress is confirmed as “Ringing” and acknowledged back;

g) Two-way RTP (real-time transfer protocol) strearning is established; and

h) The parties can say “hello” and have a phone conversation.

The sequence is now described in detail. With continuéd reference to Fig. 3,
messages 23-31 establish the call flow from caller to callee, while messages 32-40 establish
call flow from the callee to the caller. Finally, messages 41-46 confirm the call progress and
acknowledge the confirmation.

SIP client phonc 1135 initiates the request for network resources by sending an RSVP

- PATH message to edge router R1 160. RSVP PATH message is an operation sent by the
sender to the receiver requesting a reservation. It follows the same route that the data flow of
the reservation will follow. The request for resources is sent directly to edge router R1 160
rather than require edge router R1161 to request a policy decision from policy server POL1.

In this manner, QoS is installed directly in R1 160 and decisions concerning policy are

12
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provi si oned previously by the SIP outsourced request. Edge router R 1.160
forwards nWOSHE3®3 to renote edge router R2 161 as NesSp@RysesAeasrdge

06
router R2 161 installs S.in the |qcal area network. LAN.using the SBM by
Condi ng RovATPRAPelagh Polksy orREolpRee e Sk et Bt poiey ube Pd s
reservation. GAY¥ 136 infornms ed}ge router R 1 160 of the installation by
sendi ng RSVProRsigpeqrewigusly bysthe SIF auispureed ;iRAMPStRl  160. RSVP RESV nessages
reserves resources al ong the fpat hs. bet ween each device. This nessage is
forwarded to edgedgesonterR IRl 601fgrvards mepsage 33 {9 motsedes sautar R2 IRd @8 Bessags 160
then proceeds to install 50_8 in the LAN using the SBM by issusiﬁr;& RSVP RESV
nessage 28. 24-hEdgeapnterR? Felsigstolis Qafhinitke lpead areg sefviorlbNasing the SBM byn one
direction using RSVP RESV- CONF nessages 29,30 and 31. Resource reservation
for QoS is esdmgRESPRATH message 25V EheRATH messagorequest regour¢eessavatione€¥je
formats as in the forward direction. Specifically, nmessages 32-34 '
correspond 136 mésmagégedButenR $6HafthSmstallation by sadorgdRIVP RERY swgagd 36 tond
messages 38-40 correspond to message 29. Finally, the call progress is
confirmed asdgeRbmet RD160RREVINRESY nfcssani reseves sesomrctsuborgahigeths beoween @ashpl i sh
this. an SIP 200 OK nessage 41 is sent from GAW 136 to SIP2 152, nodified
and sent todé&lifl Thidnesageds fagarddliodge @eler ReN60lint the ok of hiessage 371 Ra@fer
nmessage 43. The acknow edgnent is orchestrated by sending a SIP ACK nessage

44 from cl RaNeo iHeh ptedsitd ink@fl QoBhR theR 20 akngd the SBM by RehiyREVIERESYO S| P2
152 as nmessage 45. Finally, an SIP ACK nessage 46 is sent from SIP2 152 to

G 136. Upgiesdafs 28.PThedf ANGSSTERSAE6h 1 Chenlc¥RimRY ohi-B-&ld'if 878 ditkctibrbu

sin :
established and the parties can begin the phone conversation with QogS -

suppor t ed by SVPSEREVECONESREaHel 98130 arded 1 Rebdifcd iRseNation for ddsqisstéb‘ﬁ RGN a
call flowdiagramillustration RSVP teardown signaling and the refease of -

QS 1 eSOUT CB% roAldeRfiroRticiAlng! e e WesBE FRREY ol BSHORER: i shed. ei t her

e 3h Qké 3
user may signal RSVP to re|n§ase t he regources aﬁ@ tear?irgm tﬁke‘ Q@S. Wile-

1 SR A BRIy

message 26 and messages 38-40 correspond to message 29.

Finally, the call brogress is confirmed as “Ringing™ and the confirmation is
'acknowledged. To accomplish this. an SIP 200 OK message 41 is sent from GWY 136 to
SIP2 152, modified and sent to SIP1 150 as message 42 and delivered to SIP client 115 as
message 43. The acknowledgment is orchestrated by sending a SIP ACK message 44 from
client 115 to SIP1 150. The message is modified and sent tb SIP2 152 as'message 45.
Finally, an SIP ACK miessage 46 is sent from SIP2 152 to GWY 136.

Upon réceipt of ACK message 46, two way RTP streaming is established and the
parties can begin the phone conversation with QoS supported by resource reservation.

Reffering to FIG. 4, there is shown a call flow diagram illustration RSVP teardown
signaling and the release of QoS resources. After a call is setup and RSPV has been
established. either user may signal RSVP to rcleasg the resources and teardown the QoS.

While media traffic (phone call) can continue to traverse the network, it is no longer

13
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guar ant eed resource reseMion for QS purposes. In general4 the nessage
exchange Qffdifsssspas follows: a) Cdient sends PATHTEAR W o ATHTEAR i's
propagated to renote gateway 136; b) QoS is de-install'ed by edge router R
160 in | ocguaraitskd eouracateiidition fon ol gumpespsr in geoetak twmesdage Excharige opeurss

provi ded by edge router R1 160 to policy server POL 1, and this report is
al so used ik fslpals-ti ne usage reporting is needed; d) RSVP path teardown is
signaled to renpte gateway 136; e) Renobte accounting report is provided by
edge route R2 1G9 toCHeltisénds PATHIEARIDest¥gS. FARITEAR & propagated wasedei n renot e
LAN, and g) Edge router R2 provides renote accounting report to policy
server POL2. The nesaaggyexshange is described in detail in FIG 4. The
teardown is initiated when SIP client phone 115 sends an RSVP PATHTEAR

nessage 401 to rRut ergdRlis k0hstan PGSR RI 266 f IbQIUANE t ear down of
reserved resources. PATHEAR nessade 401 is then propagated to renote

outer R2 161 2591655900 0% BNELoh! 1) FAIRY oS IENBAIRN cdfouts riessage

403. The PATHT message 1S se a sender toward a receiver

i ndi cates that data f"@\é% Lﬁﬁgg%%qdand%g;@%256%&%@511;%@5,%@uga%e

accounting report ness icy ser At the sane
time, a PATHTEAR messageAOig i e‘generat ed and sent to SIP phone client
115. and a RESVTEAR ﬁ% 286°Fs sent to router R2 161 and GAY 136.

RESVTEAR nessage aCtI#@'f)%?fqtﬁr%g"@‘é%g%es?é%%?gor%ﬁlﬁﬁ%%@’ﬁom er R2 then.

i ssues an accourtt’i ng ver POL2 141. Finally,
R2 issues a PATHTEAR nessage 408 to router 60 an I hqne cl | ent
115, and issues @ RM?&%&@&@%’MW’?H&% %%‘B’fousﬁgnﬁﬁg t@%‘ﬁw §4V8n of

t he nessage exchange, RSVP is unipstalled and S.resources are rel eased.

The cal | can corfdi nueROBsoyreesiage rglgased nytepmot Mfeed resource reservation

for QoS purposes. 14 SUBST(ZUTE SHEET (RULE 26) .
) g Edge router R2 provides remote accounting report to policy server POL2.

The message exchange is described in detail in FIG. 4. The teardown is initiated
when SIP client phone 115 sends an RSVP PATHTEAR message 401 to router R1 160.
PATHTEAR ‘rnessages request teardown of reserved resources. PATHEAR message 401 is
then propagated to remote router R2 161 as message 402 and terminates at gateway GWY
136 as message 403. The PATHTEAR message is sent by a sender toward a receiver and
indicates that data flow is terminated. Router 160 then issues an accounting report message
404 to policy service POL1 140. At the same time, a PATHTEAR message 405 is generated
and sent to SIP phone client 115, and a RESVTEAR message 406 is sent to router R2 161
and GWY 136. RESVTEAR messages actually remove reserved resources. Router R2 then
issues an accounting report message 407 to policy server POL2 141. Finally, R2 issues a
PATHTEAR message 408 to router R1 160 and SIP phone client 115, and issues a
RESVTEAR message 409 to GWY 136. At the conclusion of the message exchange, RSVP
is uninstalled and QoS resources are released. The call can continue, but it is no longer

guaranteed resource reservation for QoS purposes.
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WO 01/ 35680 PCT/ US0050447 Referring to FIG 5, there is shown a call flow -
di agram i Woue3sesoi on ' a generic QoS usage reporting to @cghgaiopghouse.
Recall that is set forth above, clearing house server CH 180 has several
functions i ncl udiefgringieditg- dihese is shown 7 fR}l fow diagram ilustighion s sqpeagRoP eport s,
and acting as a neans of settlenent between service E)rqvi ders. Usa by S1
P client prusage rendtingtors qlepringhayss. (Rasalh thapis setdgrthsghoye clepppg housa seryes (g'feari ng
house server CH 180 in nessage 501 and then confirmed in nessage 502.

Renpt e usagkB0itgs several funetions insindingeameng qiksrs, agtingeas p epllqntyr of ysage fegorts. aad | ng
house server CH 180 in nessage 503 and confirnmed in nessage 506. The
generi c t eaactingvas vmems ol satibersent batwegnSenving puevidgss.r eporti ng shown above is
typically linked to the term nation of the Internet phone call. The nore
conpl ex nessage UsagebpaSifadieatrphomhbidris first fepGtedbyapoticysetrer POLRAAQ tor ¢leaging o

FIG 6, there is shown a call flow diagramillustrating a call teardown

wi t h backgrksuseélserca @ 180dah@ssagpsil adniEnabhfivmedfin mesagd$i2e Realoke usageds user s
exchange parting words and hang up the phone. This event triggers the

rel ease of GRNIMDY kepbRsBy Polsy seived PORY 14 Nid digdring hbwse gemerCH il 80inahessapage
reports for subsequent billing. The usage reports can be generated either

i ndependent s@f aniREnfislel imMessa@Soear down (FI G 6) or contenporaneously
with the call and QS teardown (FIG 7.) The latter option can support the

. instantaneous ﬂééeﬁ%&m@éwﬁm&ﬂﬁ&epﬂfrq&ﬂiﬁd% e FpafMg SERAT dboRgisTessages
.to the teardown nessage exchange. ‘The call tcardown is initiated when SIP

client phongy iration SRS fifkén 1157 R thoreRBmpltAddBge age i s
pr opagat ed f?gﬁc%ﬁ%g??ﬂaeﬁﬁlform of neseéggi%et(%oz 'aendor 60,:}:.p S §§%§150

sends a 200 RS sRURDMA Fie. Shfd 18lg. ¢nt 115 confirm ng the BYE nessage
601. SIP 1 i’ggﬂl en isgsue's a COPS REQ noLDP (renmove | ocal decision policy)

RI 160 wi th o COPRCHRED HchS bEE #0REShERoR Bdste ARARLIEE cpeBini e -
130 sends aVEDPREEI wlels SRR TR coffBibiERF ud ol chi A BEN Sharlie . PO

parting words and hang up the phone. This event triggers the release of network resources

and may initiate the generation of usage reports for sﬁbsequent billing. The usage reports can
be geherated either independent of the call and QoS teardown (FIG. 6) or contemporaneously
with the call and QoS teardown (FIG. 7.) The latter option can support the instantaneous
settlement of charges but adds OSP usage reporting messages to the teardown message
exchange.

| The call tcardown is initiated when SIP client phone 115 sends a SIP BYE message
601 to SIP1 150. The message is propagated to GWY 136 in the forms of messages 602 and
603. SIP1 150 sends a 200 OK message 604 to SIP client 1 15 confirming the BYE message
601. SIP1 150 then issues a COPS REQ noLDP (remove local decision policy) message 605
and rembves the local decision policy from the LAN and router R1 160 with a COPS DEC
Rem (COPS remove decision) message 606. A usage report RPT meséage 607 is generated

and sent to policy scrver POL1. POL1 140 sends a COPS DEC message 608 to SIP1 150 and
15
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SUBSTI.TUTE SHEET (RULE 26) i i.l~ WD 01/35680 PGI/US00/ 30447 renoves the
policy frwowoBhddsd50. RSVP path.teardown is signal ed topcgnsiosoaat eway 136
fromrouter R1 160 using RSVP PATHTEAR nessage. 609.. Resources are | eased
and path  FEBPEHE POLCERRSIEA SRRV pastisardenyesiessd S srmotectts VAN 4 Rsvp
PATHTEAR nessage 611. Message 612 renpves network resourcefs ar(]d %s%gi m | ar
to message fonoroutenBs 4 6QusingRIVRRATHTEARmeessagesp®. FpsowresasielegiediapdiPatht i ng
success and are sent from GA 136 to SIP2152 and forwarded to SIN 150.
Messages 61&rdoveoig signdedmingS YhBESHHBAR menssge 619 and REXGLATIEN RS- 612 but
occur at the renote router R2161. Finally, SIP 200 OK nessage 23 indicates
success. Theessap6il. Messgads ré0dveandworktewmsed andas simierdo messags $10% ng to
settle accounts. Usage reporting nay al so happen in real tine. Referring
to FIG 7, Mbes#ges b3 siddin ares$h @00 OEomessaga indicatingsiccess and areTyest fiwrn 68¥Y | s
identical to Fig. 6 wth the addition of steps 701 and 702 on the client
si de and st¥Bso 31r2 18Dand RAwaded th SITlF0! Mesiage.61 5522 gaomPlishi the sumed@Biks
<Usage I ndi cati on> nessage and i ndi cates nessage I D, duration and

dest i nat-i orasinfes@ugel 4si605-611 but@thie at the ettt roter RMuGIs Fpally(SIP260 OK HSRageUsage
Confirmation nessage and confirns the information previously supplied.

FIG  8A il | sshiigdt@Ssudcesa| The rérow nibisgts60710d 6 B &0 Rter asedIferbitial to eeleup usi ng
a "PULL" nodel for inplenenting the |local policy or QS deploynment in the

network roughst@dccording to an enbodi ment of the present invention. The
assured QoS exanple represents an SIP initiated and controll ed QoS policy.

The integrati Owsg%esﬁf@é%ggiﬁlgd;%pkaﬂn%a? f}mEhﬁefﬁlrﬁg%i Bitali feke BYshbRE

application provi ng call setup on whether the nedia

e RGN, Syl SR et g

according to rin Thi's 1 ntegration

| i : Py el o |
?ofo':] ﬁé‘”:caﬁe"? 785 SRS e 8l e R R MR R reo ek eBBEII T fOSE O
to the poli

8.l el g U e B i 1
' to other parameters. Message 702 is an OSP <Usage Confirmation> message and confirms
the information previously supplied.

FIG. 8A illustrates a call flow diagram for a QoS assured call setup using a “PULL"
model for implementing the local policy or QoS deployment in the network routers according
to an embodiment of the present invention.

The assured QoS example represents an SIP initiated and controlled QoS policy . The
integration of the QoS signaling with the SIP signaling by the application provides feedback
during call setup on whether the media streams receive the requested QoS. The SIP
application is able to react according to this feedback received during call setup. This
integration also provides a mechanism for SIP to dynamically initiate policy control for the
call by providing call specific data such as the media description to the policy server. This
information is used by the policy server to administer the enforcement of media stream access

to QoS. The informarion is also used later for SIP initiated RSVP state removal. After call

16
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to QoS. The informa.tion Is also used later for SIP initiated RSVP state
renoval . AWVOSE3%8E | 16 SUBSTI TUTE SHEET (RULE 26) WO 01PCrGsdor3o447

PCT/ US00130447, .. est ab|,i shmen '

acconpl i shed"ﬂ?ls(t?’&egto\lﬂeﬁ@"? i‘hgoa{}fgfdosegﬁgg%és @%@é}ggﬁ &@P‘P &t -up. The
QS assured "Pull." Model coop d| nates the inplenmentation of QoS policy wth
the SIP si gﬂﬁ?“gﬁrﬁs’ﬁﬁﬂsﬁaf‘?'ﬁ@ 4P setup. Initially, if clearinghouse 180 is

used, the clearing eterm ned f.or. the call | P..| Sl P2
150." 150t hon' detBE oS assiid ol Moo col s feiPhistmerntah shaeSarign it |
dynam cally rela thelnformatlontoth p. ser 141 in a
CoPS REQJES'ITh'a§gyLﬁ*@& hngdurpgdh e@#‘ﬁﬁ‘f’Py‘““ﬂﬁé ‘%B‘Sa‘%/‘b%‘ §§5 ﬁm&ﬁ

out sourced by the RSVP edge routers 150, 161 duri t he RSVP si naI i ng
phase usi ng cl@opghourmeolicy iy desemined éor tb%@ﬂ'n%“’mﬁsgﬂ%ﬁ[%h'éﬁéheffs WEi ates a
session by sending an SIP [INVITE nessage 801 to proxy, server SIP1 150 and
requests Qonesrerk agass anddeaturs dnfammation sl dmamicallrrgiay thifinfarmptipne dhepplicy 02
requesting AAA (authentication, authorization, and accounting) to a.
first/local solerciOsk¥ina QQIB_SLREQUESDpssnred orsiage. Ghallypthe Qo§aeRure ppliryds
policy server POL 1 1 40 sends an OSP aut horization request <AUTHREQ>
message 803 dursontcedby thy REMPsaigs evuters 130,14 BuringltleaR $ ViR sipualisg phase usng CH 180.
responds by sending an OSP Aut hori zation response <AUTHRSP> nessage 804
back to POLCOPRZ0. AUTHRSP nessage 804 includes an authorization token for
-use with call setup. POL 1 140 next sends a COPS DEC (decision) install
message 805 to SlTheicall Séquendebegibfiohai SIRphorkallls diitistedeesessorbipcaading an Sive
nmessage. SIP1 150 requests call setup with a second/renote SIP2 by

gener ati ng aINBITE nhd¥hgEBONRSHagseBs SIF 50 ahd iguédpRES BIPS ¢Sllihag nessage
806 to SI P2 152. Upon recei pt of |NVITE message 806, SIP2 152 invites GAY

136 by sendiggs/gitsotdes b NOPSREGOSRY theSifdde 2020bqueiiESSAA (AMenti€An136 -
answers with an SIP 183 nessage 808 and echos that QoS is required. A SIP

183 message {iHzhiidS avRebMing)tb agfrﬁﬁ&a%ay deder A UER0A USSP RcBFQrassur e
nmessage 809 to policy server 2 POL2 141
message 802, local policy server POL1 140 sends an OSP authorization request
<AUTHREQ> message 803 to clearing house server CH 180. Clearing house server CH 180
responds by sending an OSP Authorization response: <AUTHRSP> message 804 back to -
POL1 140. AUTHRSP message 804 includes an authorization token for use with call setup.
POL1 140 next sends a COPS DEC (decision) install message 805 to SIP1 150 with
the authorization token embedded in the rﬁcssage. SIP1 150 requests call setup with a
second/remote SIP2 by generating an SIP INVITE message 806 requesting QoS and sending -
message 806 to SIP2 152. Upon receipt of INVITE message 806, SIP2 152 invites GWY 136 .
by sending an SIP INVITE message 807 that requests QoS. GWY 136 answers with an SIP
183 message 808 and echos that QoS is required. A SIP 183 message signiﬁeé session
- progress SIP2 152 issues a COPS REQ assure message 809 to policy server 2 POLZ 141.

Message 809 also contains the authorization token. POL2 141 provisions policy for use by

local policy control in SIP2 152 by sending a COPS DEC install message 810 to SIP2 152.
17
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Message 809 al so contains the authorization token. POL2 141 provi sions
p'oI icy fowameseésg | ocal policy control in SIP2 152 by peEnctodgessy COPS DEC

tall 0t SILP2 .15 17 S SH ET 1/ 35680
'pg-sr/ 330073343{%%6903%}% pgwswd ﬂ%fﬁsrwt%ﬁngﬁﬁﬂ 'YEZ %‘ﬁﬁ‘% 2‘?” %\Qﬁ 152 .
d SIP 183 811 t SIPI 150 wh f [ 1

S ar casi orSIBR TP e RptE UL eTsioD o8 e reats enf MPyEERS B4R, o7

nmessage 809 and 810 Finally,. SIP 150 i f Arns SIP: t he
cal | progr 83 amjiderdiselitpgresspge 809and B KL Eigalyg§ k. ‘5QF@“@$§P‘3’?8W%%8% on of
the call flowof FIG 8A SIP Phone 115 sends a PATH SBM nessage 815 to R1
160. Rl 160heeaitwogreRibsending SiBd8hmessazedifto POL 1 140. POL 1 140 sends a
DEC nessage 817 back to R1 160. A PATH messa]ge 818 is forwarded to R2 161.
Messages 819 andF162%B ameosinvaticroftiy oat SlowesEIG $a.. &R Phore 149 &deR f or ned on
the renote end. R2 next issues a PATHH SBM nessage 821 to GAY 136 and GAY
136 r esponpATHISB e meésage &1 SRERY/| GBR1 k68 sengea BEQ. PATFbmessegel 1§tto BPLidd& age
822, edge router R2 161 issues a REQ RESV nessage 823 to POL2 141. PQOL2
141 i ssues pODECH@A&AIBEC Biddafos Rbadibth.R1A 60 ARATHRREssages¥l8defopeddedstot hen
sent to POL2 fromR2. In addition, R2 161 sends a RESV nessage to Rl 160.

Messages 82K2 380 Més@ageglsmmaizomsmm&geess&as 8pand8n 7 amperforerefontted on t he
| ocal end. After nessage 829 is sent fromR 1 to POL 1, a RESV/SBM nessage

830 is sent yefdofienRl R2GExti@us P> ANYSBM mésbage B2 N GWY BORESGWONES message i s
sent from SIP phone 115 to Rl 160, and forwarded on to R2 161 and GAY 136

as messagegs Es BnB3s 2 REQWISEN GHeAEE£822S Lpbh keebipbofmRsaie 822, le@geabinat | on

and assures in the d| rectlpn fromthe local end to the renote end.

FIG 9Ais ﬁﬂf@f issulel QB’B R ke 25 1APODD 14 NPOLOMA Rish @ IFEC Aedilge assur ed
call setup using or |rrp enenting t | ocal policy or QS
depl oynment kg M& L KGbfort 1P BlsBes 0 & Wi tQPéﬁlz?x%Hﬂ@l”ﬁ%d:Hfm,tﬁie

pr esent |nvent|on 8 ormt same steps as nmessages

815- 833. f(glg %fulis ae%ﬁ'SV Rn'égsag,entowewﬂ p%?éaée% oAl r8§§ Lde Qbntidat o mécPPgh5Q25 renot e

en d to the
and are performed on the local end. Afier message 829 is sent from R1 to POL1, a

RESV/SBM message 830 is sent from R1 160 to SIP phone 115. Finally, a RESV-CONF
message is sent from SIP phone 115 to R1 160, and forwarded on to R2 161 and GWY 136 as
messages 832 and 833. This sequence establishes resource reservation and assures QoS in
the direction from the local end to the remote end.

FIG. 9A is a call flow diagram illustrating the completion of a QoS assured call setup
using a “PULL” model for implementing the local policy or QoS deployment in thé network
routers according to an embodiment of the present invention. Messages 834-852 perform the

.same steps as messages 815-833. respectively. but in the opposite direction, i.e. from the
remote end to the local end.

FIG. 9B illustrates the completion of the call sequences of FIGS. 8A, 8B, and 9A.
GWY 136 signals the completion of the call setup using the “pull” method for provisioning

QoS assured policy by sending a 180 message 853 to SIP2 152. SIP2 152 forwards the
18
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FIG 9B illustrates the conpl etion of the call sequences of FIGS. 8A, 8B,
and 9A. YW O0V3BIGi gnal s the conpletion of the call set ugpcrgdongosihe "pul |

met hod for provisi S ass a 180, ne 853 to
S P2 152, sﬁwgzsages@oﬁtfgﬁr%n%%e?éf “UPReshemiends et mepseeg SH%) 35680
PCT/ 1JS00/ 30447 nmessage t %I P1 150 as rressa 854 ggl 150 % Or@(sends
the 180 messSHgehops bin ampessaes 5§| pt a%etma% mga&a > 5entm MK sane
time as 180 nmessage 858 |s sen nmessage i.s sent from GAY 136

SI P phone 1WEssge jfeeitpm GREC BE bt S\'/%Bhpnsﬂ#ﬁ PHBrGsHe 856838 oWeey ST Rhose 3B O
message, it replies to GA¥ 1 36 with an ACK nessage 859-861. Real - tlrre
Transport Preseiyepthe 200rPK raesaeagnit enlieson Q‘MYHéWWétbtaa@l%mas%S&ﬁ% Real-
directions. RTP is an |IP protocol that supports real-time transm ssion of
voi ce and v'rcid’edffarAnorR?th;a&BéﬁP) comminigaionds gaw establighed ép bathidissatiens: BIPAut i on
information in its header for proper reassenbly at the receiving end. FIG
10 i s a cal kniR patodplthatanpports sl-time tragpnzisstmdf aoice awbivided. AntRalPoppok#t usi ng a
"PULL" nodel for inplementing the local policy or QS deploynent in the
net wor k r outirehgles thihe stanhiping ahd synchrenfzaritinieformationtinits jradedot proper eeassentbly | n

t he Q0S assured session "Pull" nodel, session teardown is initiated by an
SI P nessagat theectiingreddoval of the associated RSVP flows is acconplished
by the policy server issuing decisions to renove the installed Path and
Resv state asSOCFHS.Gd is\ &dl fidvedibgraiw.illdsaating A6 sdsared cdlhakedownusiapued i s
determ ned by the policy state information created based on the SIP

initiated COPSLEERES forsipnainBHhe Al polibg of @68 8pWInht ih MR feddrk rsuters
initiated by an SIP BYE nessage 862 |sspue by Sl %@Phone 115 to SIP 1 150.

The rressageab&nﬁﬁ:%{ognckngoﬁ%eﬁbgﬂﬁ@ reRpbMYeigR3 and arrives at GAY 136 as
message 864. At this point, SIP2 1%2 | ssues DRQ nessage 865 to POL2 141.

POL2 141 i ssuesyanDEosBEMGRAN: PaySAas S68i o RRC RN BRR ipessage
867 to R2 161. When SIP 1 150 sends nessage 863 to SIP2, SIP I” al so sends a

(P 5% c e ; [ DEC
RO ( PATgfsr%rxgggaggmemn@amg@mm HOwPSlacchrbithed BpkhelpdliSy e Ser?

issuing decisions to remove the installed Path and Resv state associated with the flow. The

RSVP state that is removed is determfned by the policy state information created based on the
SIP initiated COPS REQUEST assured message.
The teardown of the call is initiated by an SIP. BYE message 862 issued by SIP Phone
115 to SIP1 150. The message is sent to SIP2 152 as message 863 and arrives at GWY 136 as
message 864. At this point, SIP2 152 issues DRQ message 865 to POL2 141. POL2 141 |
issues a DEC REM (PATH) message 866 and a DEC REM (RESV) message 867 to R2 161.
When SIP 1 150 sends message 863 to SIP2, SIP1 also sends a DRQ OSP message
868 and a DRQ message 869 to POL1 140. POL1 issues a DEC REM (PATH) message 8§70
‘and a DEC REM (RESV) message 871 to R1 160 in the same manner as is performed on the -
remote end. When R1 receives the 871 message, R1 issues a RESVTEAR/SBM message 872
I to SIP phone 115 and a PATHTEAR message 873 to R2. Upon receipt of the PATHTEAR

message 873, R2 sends a PATHTEAR/SBM message 874 and a RESVTEAR/SBM message.
19
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and a DEC REM (RESV) nessage 871 to R 160 in the sanme manner as is
performed wooidsese renote end. When Rl receives the 871£§§%%“& i ssues a
RESVTEAR/ SBM nessage 872 to SIP phone 115 and a PATHTEAR-nmessage 873 to
R2. Upon re8&} ptGWY 136e ATRESWEAIR Message §76 is #ien sqrp fromRistoRIPATRTEAR SBM
message 874 and a RESVTEAR/ SBM nessage.. 19 SUBSTI TUTE SHEET %RULE 26) WO
01/ 35680 PCRESSTBABOMeRaged76 trigge®APATIH EAR/SBM\Messge §BE fanR 189 61R shonpen
sent f omR2 to RI. The RESVTEAR nessage 876 triggers a PATHTEAR/ SBM
message 877 115.0TheRiall sequBhde tpdidoven is ddrbpletéthwherad 20098 message is sent GomrGWY

conpl eted when a 200 OK nessage is sent fromGA 136 to SIP phone 115 as
messages 87838%BIPphéne 115 admietshgss B7e88E a call flow di agram of a QoS

enabl ed call setup using a "PULL" nodel for inplenenting the | ocal policy

or QoS depl oynmen¥ié.n 1ARRushaley b4l AW Ei8ErAMaE & Yol iefidbledicall stueisaa MLt "of t he
present invention. In the QS Enabl ed del, the QS is determ ned

| ndependent |pfodef B &8RS e TocaBi5lidP bi (kmé%lo \ERtEin SeMefzie toRterd feci@in

del ayed to asocertainﬁjthe Qgs fora thlepcalel. hngoS request is eval uatged

af ter est ably ghaBiddiRint bPe Stebert foeitdR: There is no sharing of session
i nformation %et weenlSI P anglﬁRS(i/P protocols. The QS is controlled by

| nformalon - ConiiBedls'saliBevERihe QIS Rft-Afdy hiehoRicinp i dib Qg, PO! T Y

rules. There is no a a elayincall setup’is in uce y the
nodel as expgrLd 1 . . it al
moment o of (REPEHEE tht P A ndtaahally Yashi mel§R60he ol el 2
voice clippin ntil.t SVP si gnal i ISp CONpl ef.ed .or a . S

est abl i shed r%‘?’eéllﬁ e‘?g‘?&& ﬁger < tﬁ?‘f . mg?tr?rg g“’tsi’és “Ea.?{éhe&eexf & %ﬁqﬁl}e’% %)ﬁ?ﬁsé%‘endent |y
from SIP session establis n e cal etup.i s si.mlified conpar ed
to the assur“éflan%lﬂgﬁjg‘wﬁ%ﬂ &E%B{i Bﬁwr‘?&?t‘ﬁfd’és @E?é’gése‘sonéﬁggtbg m @W%aﬂi ch are

t he same as steps, 80 07 of FI 8A and, nessages ,908.t0.916 jch are
the same as Cﬁ@g@g‘b@g&%gg\’fa W%ﬁ RS- PIOH!ISIORF EﬁgYﬁgesc rejigng m?,ng}QoS is
installed in the same pmanney as in thg assured npdel . %peci fically,
messages 91 Belay roeal sgiup s pirpduped byghe mgdel oS Assured Model.

However, the initial moments of the session may experience best effort side-effects such as

as experienced with the

voice clipping until the RSVP signaling is completed or that QoS is established at all for the
call.

Since the QoS is determined independently from SIP séssic;n establishment, the call
setup is simplified as compared to the assured model. Call setup includes messages 901 to
907 which are the same as steps 801 to 807 of FIG. 8A and messages 908 to 916 which are
the same as messages 853 to 861 of FIG. 9B. After the call is setup, QoS is installed in the
same manner as in the assured model. Specifically, messages 917 to 954 of FIGS. 11B and
12 correspond to messages 815 to 852 of FIG. 8B and 9A.

FIG. 13 is call flow diagram illustrating a QoS enabled call takedown using a “PULL”
Model for implementing the local policy or QoS deployment in the network routers according

to an embodiment of the present invention.
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12 correspond to nmessages 815 to 852 of FIG 8B and 9A. FIG 13 is cal|

fl ow di agr¥M0i/B368strati ng a QoS enabl ed cal |l takedown uspegusesdaikL” Model
for inplenmenting,the |ocal gol i Ccy, or, Qoéﬁijepl ogynent in the-network. routers
according to anS 19t QoS gesureq session deardown, Qas remppyal is signaledHayreither SJBEET
(RULE 26) WO Q1/35680 PCTI US00/ 30447 Simlar to the QoS assured session

t ear down, QSBRP¥RaReshanismssiUnlike the Qpp assuredapods], these ismevmterdapandency hetweem| i ke
the QoS assured nodel, there is no interdependency between SIP session
renoval and Sisygssien tpovaland RSVP i remenelall @)fe“(gygy df QoSrfexiinedia stragaxis i s
handl ed i ndependently fromthe SIP session.. Teardown of the QoS enabl ed
"pul | " net hbandled indgpsngenily frgmethe BIP sessi®l P BYE nessage 955 i ssued from SIP
Phone 115 to S1P1 150. The nessage is forwarded to SIP2 and then on to GAY
136 as nmessages J&@dewnioftsy Qo8 epablad pullymetitwicalldSinitinsquichycm SIP BYEdessagea 200
K nmessage 958 to SIP2. SIP2 forwards the nmessage SIP | and then on to SIP
Phone 115 a$5S isswsidtpms SPRhoan dll DSEIP kEjde dthie websage SIfétwhrded@o SlP2@and érdeona DRQ
OSP nmessage 961 to POLL A PATHTEAR/ SBM nessage 962 is sent from SI P Phone .
115 to Rl 160GWYid3érmsmesyaues 956 aldDSe despertiv@y AGWIE 3 3616:8p@RabLY fenBifZ HDBOR/ SBM
message 965a is also sent fromRR2 to GA¥ 136. A DRQ( path) nmessage 963 and
a DRQ(resv) OrRaRegge 8o SIM2. BIP2 forwirdsthRmeksag&SIP ahd thefi dn $¢ SIP Fond BBSR0€ES
966 and 967 are sent fromR2 to POL2. Upon receipt of PATHTEAR/ SBM nessage

965a, a PAThHds&igtsIY die 960 e8paGely SSIPEN S0 Ak EBnd Y BROOSH Mefiee F4 159083, @
PATHTEAR nessage 969 to R1 and Rl sends a PATHTER/ SBM nessage 970 to SIP

Phone 115.. At tWISAmeAR/%m&g@@iS §REREASIP Ponednd téR P9, (FiRS V)

nmessage 972 are sent fromR 1 to POL1, and simlar nessages 973 and. 974

~are sent frquasige isreRiRd%o RENA nfcdldoe 65 APAT h@ﬁﬂktr’m%gﬁ’% ?ngqs B136 sent

resources have been rteleased for ‘use with other calls. several '

o be. under o meR P A PR ST P DR hep BBt 1

wi t hout from R1 to POLI, and similar messages 966 and 967 are sent from R2 to POL2. Upon -
receipt of PATHTEAR/SBM message 965a, a PATHTEAR/SBM message 968 is sent from
GWY 136to R2. R2sends a PATHTEAR message 969 to R1 and'Rl sends a
PATHTER/SBM message 970 to SIP Phone 115. At this point, a DRQ (path) message 971
and a DRQ (resv) message 972 are sent fromn R1 to POL1, and similar messages 973 and 974
are sent from R2 to POL2. The call has now been taken .dow.n and the resources have been
released for use with other calls.

While several embodiments of the present inventio_n have been shown and described,

it is to be understood that many changes and modifications may bc made thereto without

departing from the spirit and scope of the invention as defined in the appended claims.
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departing fromthe spirit and swummmmp on as defined in the
appended ovadwsseso21 SUBSTI TUTE ;S WO pargsnn8eail1111111
111111112122211111110 PCT/ USQ0/ 30447 ¢ £ M'S S WAAT IS CLADIED -91 | A et hod
of provi di W@:ﬂ@& ce (QS) in a Internet Protocol (IP)

t el ephony session between a calling party and a_calle arty, c i sing
the steps of prlovi difngethpdplnseyiding guality ofsgrvice{@pS)dap g"‘%@?%ﬂ“’ﬁ&? glxeen sai d
calling party and a first device having |P capability; providing
transporting | P nedi delepionysassionbetween s lingpaty apdiagaliedi nagy, PmpHisngthy a
second device having I P capability; establishing an | P connection between
said first device andtepapfl second device; and reserving network resources
for said tel ephony session. 2. The nethod according to claim1l1l, where in
said first and sai d yenvddiog ttenspartisg IPamedia fonsaid ssSon beveeennsiii oallisgpastydi ng t o
claim1l, wherein the step of reserving network recourses uses Resource
Reservati on Protocol apR&¥i3tdevice hkhingniRtdpasiliagcording to claim 1, wherein
the step of reserving network resources further conprises the steps of
generating a first sessiidifg trivishbrihg IPrmediotod Sad sdsshifBetedthlsaid ebllyd pary teds t
with QS by an SIP client; transporting said first call setup request to a

first SIP proxy servefsecondefitehdvivi IR caR6ad SI P call” setup request with
QS by said first SIP proxy server to a second SIP proxy server;

generating a third Sld6Rdhtng3BTM Born8HR Detwikd Hid R devicé Mdkamiaeand SI P proxy

device; and reserving network resources for said telephony session.

2. The method according to claim 1, where in said first and said second devices
are routers
3. The method according to claim 1, wherein the step of reserving network

recourses uses Resource Reservation Protocb] (RSVP).

4, The ﬁxethod according to claim 1, wherein the step of reserving network
resources further comprises the steps of?
generating a first session initiation protocol (SIP) call setup request with QoS
by an SIP client;
transporting said first call setup request to a first SIP proxy server;
generating a second SIP call setup request with QoS by said first SIP proxy
server to a second SIP proxy server;
generating a third SIP call setup request with QoS by said second SIP proxy
server to a remoie client;

provisioning policy in said second device and said second SIP proxy server;
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server to a renote client; HIHIE@IH!MMHHMIW in said second devi ce and
sai d secomwb 6/386g0r oXy servery p s SHEET ( RULE pmq)us¥§aedsy/ 35680 |
LEreerr el 1111111211111111 s PCT ../ USOQ/ 30447, r Ylisi(jnin olicy in
said first device arRowsippngppligy imsgid fyspgevicean é‘i“d@g%% %rﬂﬁ%ﬁe% ﬁ?on

provi sioning of policy in said second device, and sajd. second, S|P oxy
server: and notifyi niicesssiyl mpysioning 4§ pAicy i1 seronaesicr 8 s.a‘dSSfeceﬂ‘?eg? t hod
according to claim1l1, further conprising the steps of generating a first
SIP call setup requepoxyserteriwd by an SIP client; transporting said first
call setup request to a first SIP proxy server; generating a second SIP
cal |l setup request wnatiyife S $IRclient ¢fithesall oregressoxy server to a second SIP
proxy server; generating a third SIP call setup request with QoS by said
second SIP proxy. seThemethod acconting te clit d nfurtherrcovipssisa thegtepselicy by a
renote policy server in said second device and said second SIP proxy
server; provisioni nggaetdtiay alfirst SIR ballsetup peduest withcQafeby anSIBglient; f i r st devi ce
and said first SIP proxy server upon successful provisioning of policy in
sai d second devi ce andnspaitingssid fingd cB8l fnprrequestde nfiest SIRpIXNSArVeryi ng said SIP
client of the call progress. 6. The nethod according to claim4, further
conpri sing the steps geferatingalsaonid SIP EMIetup raquest WitheaQd Siipyedaidetiret-SIR proxyr k
(LAN) using a renote subnet bandw dth nmanger (SBM and said second devi ce;

informng said first doui6a s&dond BipreRSekwtgt al | ation in said rennte LAN;
installing QS in a client LAN using a client SBM and said first device;
generating a third SIP call setup request with QoS by said second SIP proxy
server to a remote client;
provisioning policy by a remote policy server in said second device and said
second SIP proxy server; provisioning policy by a client policy server in said
first device and said first SIP proxy server uj:dn successful provisioning of
policy in said second device and said second SIP proxy server; and
notifying said SIP client of the call progress.
6. - The method according to claim 4, further corhprising the steps of:
lnsta]li.ng QoS in a remote local area network (LAN) using a remote subnet
bandwidth manger (SBM) and said second device;
.informing said first device of said QoS installation in said remotc LAN;
installing QoS in a client LAN using a c]ient SBM and said first device;
éonﬁrming and ackhowledging the call proére_ss; and
establishing real-time transfer protocol (RTP) streamin g;
7. The method according to claim 6, further comprising the steps of:
Propagating an RSVP PATHTEAR message to a remote gateway to request

removal of QoS in the client LAN;
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confirming and acknow edgi Hm m mm"IHr ess; and establishing real-tine
transfer pweloesske (RTP) st . t hod accord% %i m 6,
further conprising the steps of: Pr"opégafi ng an RSVP P 124 ssage to a
renote gateway to redqinéstallingeyosvnkliedt LANSsing sdidfirscdvasef LAN, 23 SUBS | TUTE
SHEET (RULE 26) | 111111 O I111111211IN, 001135680 M S * PCTMOOL30447

uni nstal l'ing QoS in gropgitifigAN RESSPIRESEEAR inkshgedE¥ii€ fimdé tb eEqagst RSVP
RESVTEAR nessage ttlsaid renote gateway to request renoval of QS in the

renote LAN, and uni ngb@bidl BEQED R thérehrBFALAN;lAN USi Ng sai d second device. 8.
The met hod according to claim 7, further conprising the steps of,

generating a first UsagmalieRelds iienihl aNlubit slbicobmn dedicd 1St poli cy

server; and generating a second usage repor sal d second device to a

second policy ser Ver’l’hg%o%iago&&ﬁ% %S@?@ifmﬁ’gﬂ%%‘?‘?ﬁgngﬁ‘gq‘%&% accounti ng

purposes. 9. The net hod according r~conprising the steps

urposes. 9. " The ac _ i _
Cai dchecking is pertarhuie Sl Frh SR L BBk e RE T

house server to determne.correct. polic nd .to request . aut hori ion for
the policy, wherein SSIIEIRAIEFON ug?ﬁﬁ r?’é&?%ﬁl? ﬁ%cop(ghlevﬂ)cgrt?gfeﬁgﬁ‘{ %oéll%gai d
first policy server; notifyin aid first poli server of the correct

pol i cy and providing seﬁ'ﬁf'l‘i%ﬂeg’ats? B¥E BPOT e%&%"éﬂ?"%ﬂwuﬁé’s? second
policy server to, determ ne correct poli.cy, m\‘i\‘@er ei n sai checking is
perfornmed by sait segm?d“@?qsagﬁqr&éii,"%’é‘c“k SR PE iSWQSWl;use server to

determ ne correct policy_ and_to request ) A ..
checking a first policy server to determine correct policy, wherein said

checking is performed by said first SIP server;
checking a clearing house server to determine correct policy and to request
authorization for the policy, wherein said checking and requesting is
performed by said first policy server;
notifying said first policy server of the correct policy and prow./iding
authorization for the policy;
checking a second policy server to determine correct policy, wherein said
checking is performed by said second SIP server;
checking said clearing house server to determine correct policy and to request
authorization for the policy, wherein said checking and requesting is
performed by said second policy server; and
notifying said second policy server of the correct policy and providing
authorization for the policy.

10. A method for installing quality of service (QoS) policy in a network for an
Internet protocol IP telephone call between a calling terminal and a called

terminal comprising the steps of*
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aut hori zation for the poli cylmgﬂﬂugwﬂwjuﬂltckl ng and requesting is .
per f or med wy 0133680 second pol i N snot i fying sapcerssaasasy pol i cy

server of the correct policy and fprovi ding authgrizati-gn for the policy.
10. A nethod for i nsTesFiVng@ redngstifpsrespureedpseryation tpmythecafling erminal byak wor k
for an |Internet protocol IP tel ephone call between a calling termninal and
a called terminal cieaponspefyorkriemenssthepetwark SUBSTCRI TE SHEET (RULE 26).
WO 01/35680 11111111111111 11 N 11111 111111 PCTI, SOO 30447 receiving a
request for resour cequayiagageliorsetvepfor installing the QoS pdicbyspid ptlegt ong east one
network el enent in the network; querying a policy server for installing the
QoS policy by said anetwodselemens: andet wor k el enent; and installing the QS
policy in said at | east one network el enment to accept resource reservation
for the call. 11. Thénsmbingtbe QoS politiyriysaidatdeast pnergtwark element ta a¢egptat | east
one network elenent is an edge router. 12. The nethod according to claim
10, wherein said st epesofirce rsembtianfgr thhealloS policy .is perforned before the
called term nal signals a reception of an incomng call. 13. The nethod
according to cl aiim 1GheweeHodiaBedrdifig 8 Q4imolf0, Whatialshidraglead end bworhaldntepnt
further includes the steps of sending a decision (DEC) nessage using

Common Qut sour ci ng Pqd acdbgdedutdrce (COPS) from said policy server to an
edge router. 14. The nethod according to claim 10 further including the

step of sending p. reFRMEAJIMRHSHRE td dFIN W) wHBEHMAGH stepbBislig)khd Q68N t he
called termnal to the calling term nal upon conpletion of the

installation of QS ija;spisPedémledBefore the called terminal signals a reception of an

incoming call.

13.  The method according to claim 10, wherein the step of installing the QoS
policy further includes the steps of sending a decision-(DEC) message using
Common Outsourcing Policy Service ( COPS) from'said policy server to an
edge router.

14.  The method according to claim 10 further including the step of sendinga .
reservation confirmation message (RESV-CONF) from the called terminal to
the calling terminal upon completion of the installation of QoS in said at least
one network element.

15. A method for un-installing quality of service (QoS) policy in a network for an
IP telephone call between a calling terminal and a called terminal comprising
the steps of:
sending an SIP BYE message from the calling terminal to a first SIP server;
sending said SIP BYE message from said first SIP server to a second SIP

server,
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one network elenment. 15. A nethod for un-installing quality of service
(QS) pol ivyorr3sese network for an | P tel ephone call bet Giat | i ng
termnal and a called term nal conprisin the steps of: sending an SIP BYE
nmessage from the caldendigs said MPRYE mgssage from saidspeporgehly server ta thetpPf said SIP
BYE nessage fromsaid first SIP server to a second SI P—server;—25
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nessage from said second SIP server to the called term

ff 11 1 uninstalli mopitstedlirgzie Qob pdicyiima firsf édgs routetge ro

uninstalling the QS policy in a second edge router; and sending an CK
message fromthe cal trdastdlkgtheQbS palicy lrea scebid sdge tomtenjandl i ndi cati ng t he
conpletion of the un-installation of the QS fromthe network. 26 SUBSTI ME
SHEET (RULE 26) sending an OK message from the called terminal to the calling terminal

indicating the completion of the un-instaliation of the QoS from the network.
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