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HE-STF: high efficiency short training field PE: packet extension field
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LMR_1 (counter 2,SAC 2)

.

4 time handshake: four-time handshake SAC: sequence authentication code
NDP: null data packet frame

PTKSA: transient key security association FTM: fine timing measurement frame
LMR: location measurement report

Ack: acknowledgement STA: station AP: access point

Initial FTM request: initial fine timing measurement frame request

Secure LTF required: secure long training field request

NDPA: null data packet announcement frame Counter: counter

CTS-to-self: clear-to-send-to-self

TF ranging sounding: ranging sounding frame TF ranging poll: ranging poll frame

FIG. 4(a)

HE-SIG-A: high efficiency signal A field
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N STA

4 time handshake
(PTKSA)

_ \
e LMR 1 (counter 2, SAC 2)
e

4 time handshake: four-time handshake SAC: sequence authentication code

NDP: null data packet frame

PTKSA: transient key security association FTM: fine timing measurement frame
LMR: location measurement report

Ack: acknowledgement STA: station AP: access point

Initial FTM request: initial fine timing measurement frame request

Secure LTF required: secure long training field request

NDPA: null data packet announcement frame Counter: counter

FIG. 5(a)
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Information feedback method 100

First
apparatus

6/39

S101: Send a first frame that carries a first
field used to perform channel estimation

Second
apparatus

>

-

S103: Send a first feedback frame, where the first feedback
frame includes channel state information CSI, the CSl is
CSI from the first apparatus to the second apparatus, the

CSl is obtained by the second apparatus by performing
channel estimation based on the received first field and a
second field, and the second field is not the first field

S102: Receive the first frame
that carries the first field used to
perform channel estimation

S104: Receive the first
feedback frame
from the second apparatus

FIG. 6
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Public action field value Description
4 Extended channel switch announcement
5 DSE measurement request
6 DSE measurement report
7 Measurement pilot
8 DSE power constraint

31 White space map announcement
32 Fine timing measurement request
33 Fine timing measurement
45 On-channel tunnel request
M- - - T T T T T T T y
: 46-255 Reserved :
' |
46 Sensing request
47 Sensing response

Description: description Reserved: reserved

DSE measurement request: dynamic station enable measurement request

DSE measurement report: dynamic station enable measurement report
Measurement pilot: measurement pilot DSE power constraint: dynamic station
enable power constraint

Public action field values: public action field value Fine timing measurement: fine
timing measurement frame

White space map announcement: white space map announcement On-channel
tunnel request: on-channel tunnel request

Fine timing measurement request: fine timing measurement request frame
Sensing request: sensing request

Sensing response: sensing response  Extended channel switch announcement:
extended channel switch announcement

FIG. 8(a)
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CSI feedback
AP — -
Second | Negotiation
apparatus stage
NDP with
NDPA secure LTF
STA
First ) )
NDPA: null data packet announcement frame
CSI feedback: channel state information feedback frame
NDP with secure LTF: null data packet frame that carries a
secure long training field
FIG. 9(a)
NDP with Feedback
secure LTF trigger
AP— Negotiation
First stage T T T
apparatus
NDP with CsSlI
NDPA secure LTF feedback
STA
Second , . o
apparatus AP: access point  STA: station

NDPA: null data packet announcement frame
CSI feedback: channel state information feedback frame

Feedback trigger: feedback trigger NDP with secure LTF: null data packet
frame that carries a secure long training field

FIG. 9(b)
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NDP with
secure LTE CSl feedback
AP —| .
Second Neg?tlatlon
apparatus Stage
NDP with
NDPA 11 secure LTF
STA
First AP: access point  STA: station
apparatus NDPA: null data packet announcement frame
CSI feedback: channel state information feedback frame
NDP with secure LTF: null data packet frame that carries
a secure long training field
FIG. 9(c)
NDP with
secure LTF
AP -
Negotiation
stage T T
NDPA CSI feedback
STA

Second apparatus (STA that does not have a capability of generating a secure LTF field)

AP: access point  STA: station
NDPA: null data packet announcement frame
CSI feedback: channel state information feedback frame

NDP with secure LTF: null data packet frame that carries a secure
long training field

FIG. 9(d)
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Negotiation
stage

TF sensing TF sensing Csl
poll sounding feedback
CTS-to- NDP with
self secure LTF

First
apparatus

AP: access point  STA: station

CSI feedback: channel state information feedback frame
CTS-to-self: clear-to-send-to-self

TF sensing poll: sensing poll frame

TF sensing sounding: sensing sounding frame

NDP with secure LTF: null data packet frame that carries a
secure long training field

FIG. 9(e)
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Information feedback method 200

First Second
apparatus apparatus

S201: Send a first frame that carries a first
field used to perform channel estimation

-

S202: Receive the first frame
that carries the first field used to
perform channel estimation

S203: Send a first feedback frame, and send a second
feedback frame, where
the first feedback frame includes channel state
information CSI, the CSI is CSI from the first apparatus
to the second apparatus, the CSI is obtained by the
second apparatus by performing channel estimation
based on the received first field and a second field, the
second field is not the first field, the second feedback
frame includes encrypted third CSI, and third CSl is
CSI from a third apparatus to the second apparatus
i

S204: Receive the first
feedback frame from the
second apparatus, and receive
the second feedback frame
from the second apparatus

FIG. 10
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Digital beamforming feedback information

'

Secure CSl report
Field Size (bits) Meaning
Secure CSI 1 Variable Secure CSI from TRN
Secure CSIn Variable Secure CSI from TRN
Secure CSI report: secure channel state information report Field: field

Secure LTF from TRN: secure long training field from a training field Meaning: meaning
Digital beamforming feedback information: digital beamforming feedback information
Variable: variable Secure CSI: secure channel state information
Size: size

FIG. 17(a)
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AP Exchange a
7 security || o

parameter of Ne%?;Iaglon

a secure long 9

training field - L

secure LTF
STA
AP: access point STA: station

NDPA: null data packet announcement frame NDP with secure LTF: null data
packet frame that carries a secure long training field

FIG. 18(a)
NDP with
Exchange a secure LTF
AP —  security -~
parameter of a Ne%(t): Zt'on
secure long g
training field
NDPA
STA
AP: access point STA: station
NDPA: null data packet announcement frame NDP with secure LTF:

null data packet frame that carries a secure long training field

FIG. 18(b)
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Exchange TF sensing TF sensing
a security poll sounding
AP | parameter Negotiation
of a secure stage
long g
training CTS-to- NDP with
field self secure LTF
STA
AP: access point STA: station

CTS-to-self: clear-to-send-to-self
TF sensing poll: sensing poll frame

NDP with secure LTF: null data packet frame that carries a secure long training field

TF sensing sounding: sensing sounding frame

FIG. 18(c)
Exchange TF sensing NDPA NDP with
a security poll secure LTF
AP — parameter [ -
of a secure Negsgélaglon T
long g
training TS-to-
field C1o0
STA
AP: access point STA: station

CTS-to-self: clear-to-send-to-self TF sensing sounding: sensing sounding frame
TF sensing poll: sensing poll frame NDPA: null data packet announcement frame
NDP with secure LTF: null data packet frame that carries a secure long training field

FIG. 18(d)



(8)8T Ol14

pla1y Buluren Buoj a1ndas e SaLLRD Teyl awel) 18xoed elep |jnu 417 81nd8s YuM 4daN
awely Buipunos Buisuas :buipunos Buisuas 41

aweJy jod Buisuss :jjod Bulsuss 41
J|9S-0]-puUas-0}-1ea|d :}|8s-01-S1 D

38/39

uonels :\v1s wi0d sS9998 (dVv
A A B — V1S
417 94n2ss
YUM daN }I8s-03-S1D
piey Buiuren
- = obels Buoj aindas | V1S
4171 34nJas }19S-01 uonenobaN € u:wmﬁmeeg
HM daN -S1D 11N995
R _ e abueyox3
\ 4 - — dV
Buipunos Buipunos [jod
Buisuas 41 Buisuas 41 Buisuas 41




39/39

Communication apparatus 1900

1901
Communication unit

1902
Processing unit L

FIG. 19

Communication apparatus 2000

2001 2002

Processor 2003

Instructions

2005 2006

Transceiver Antenna

FIG. 20




