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SYSTEM FOR MANAG NG ACCESS TO DATA [Field of the invention] The present
invention relates to a nmethod and system for managi ng access to data by
utilizing managenent information enbedded in the data. Mdrre particularly,
it relates to enbeddi ng. managenent information into data and nmanagi ng
access to the data, based on this nmanagenent information, when the data is
accessed. [ Background art] Wth the spread of nultinedia environnents,
systens handling digital infgpesirrcasted as digital video disks (DVDs),
digital video caneras (DVCs), digital CS satellite broadcasting, and
Internets, are becomng still nore popular. Al so, the devel oprrent
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contents of digital data can be easily duplicated and changed,

[Background art]

With the spread of multimedia environments, systems handling
digital information, such as digital video disks (DVDs), digital
video cameras (DVCs), digital CS satellite broadcasting, and
internets, are becoming still more popular. Also, the
development of apparatuses that can process and transfer very
large q\;.antitiés of multimedia data at high speed has advanced.
However, it depends upon the number of applications for
attraction contents such as theater movies whether or not the
aforementioned apparatuses will be spread from now on. No matter
how excellent hardware may be, the spread of the hardware would
be difficult unless a large quantity of contents that attracts
the purchasing desire of customers are distributed.

wWhat becomes problematic at this time is the protection of works.
For example, digital video disks have a sufficient hardware based . .
method in the distribution of theater movies, however, for
problems with protection of contents, particularly with illegal
duplication (copy), there have been no methods provided such as
suppliers of contents can satisfy. This is because, although the
contents of digital data can be easily duplicated and changed,
there is provided no effective specification to prevent such



there is provided no effective specification to prevent._such

JA9-96-072LY action. Thus, it is the current statﬂ%gfﬂﬁfoﬁﬁﬁy
attractive contents cannot be expected to be distributed with these nedia.
In fact, since such problens with copyright have not been solved, digital

vi deo caneras have only been sold as exclusive machi nes for phot ographi ng.
Thus, effectively protecting digitized works is indispensable for a further
spread of nultinmedia, and the devel opnment of such protection techniques and
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i nhibition recelver stops t I cation of the content. However,
this witten place can be easily specified and the content can al so be
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this.signal. That is, it.is,difficylt. in the conventiqnal technique to
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var isjetem (CGMS) signal in digital audio tape (DAT). The CGMS
signal is constituted by two bits of data and represents the

following duplication conditions.

. CGMS Signal Duplication Conditions

11 Duplication inhibition
00 No limitations on duplication
10 One-time duplicability

The aforementioned method writes the two data bits in a
predetermined place of data format. When duplication of data is
performed, the aforementioned CGMS sigﬁal is detected at the side
of a receiver. If the content of the signal represents
duplication inhibition, the receiver stops the duplication of the
content. However, this written place can be easily specified and
the content can also be easily written over, so it is easy for
users to overwrite the content of this signal. That is, it is
difficult in the conventional technique to effectively prevent
the illegal duplication of contents because it has various
disadvantages such that



di sadvant ages such that - ¢z _
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i s an approach to append data management infornmation separate fromthe
data: and . it is easy to identify where is the managenent information.

Hence, there has been a desire for the devel opment of techniques that can
effectively control access to digital contents and effectively prevent

il egal duplication. Di scl osure of the invention It is an object
of the.mEeSﬁﬁtath£§§t@ﬂch0'@&b%&ﬁﬂﬁkﬁ|h&t@yeﬁﬁﬁaﬁeﬂén%t kﬁ@é&mﬁ%ﬁbﬁprate
one or sadv?ﬁ of exj sting arrangenents. According to

a f|?§Pa§§§8cFr8P , there is provided a nethod of recordlng.
medi a #iat Asorasystor a,g@nm(ﬁwrwhemmptsis sting méragérpatofinformatiorspeci fyi ng
in said media data an enbeddi ng region in which managenent information for
controlling access to said nedia data is enbedded,; referring to an
enbeHENAG r therahbae heednaciesbredfion thebievebepuenti ofcheshditmes

correﬁaenchatrp afib@tttisrequ s@bAteshediid & eslbOfulggJaMO'édxﬁgéﬂé@ Sigf us of

sai d gg ion in’, ccordance wth said enent rmati on, and
ther%gggg Vh@ L O YRk LF#EEPBA i nto said nedia data: and

recordi ng said nedia data enbedded w th sai d nanagenent |nfornat|onbfp sai d
medi T nformati on nay be duplication enabling
info naFClosPre ﬁgnggﬁng cé%jon of the nedia data. Also, the _
managenent i nformation may be pl ayback enabling information for managi ng

pl ayback idlw the ¥BE ftdnentioned problems, the objective of the
pPresent invention is to provide a system that is capable of

controlling access to data and effectively preventing illegal
access to data or the like.

To attain such objective, there is provided an access management
information embedding system for preparing management information
for managing access to data, and embedding the management
information in the data through data transformation not changing
amount of data, wherein the management information embedded
through data transformation not changing amount of data is
extracted in managing access to the data, access to the data
'belng'managed according to the extracted management information.
In addition, management of access to the data is varied according
to the type of medium in which the data is stored such as RAM
(rewritable type), R (write once type) or ROM (read-only type).
In addition, the management information is arranged to contain
information for controlling recording of the data, reception of
the data, playback of the data, interference of output of the

data, duplication history of the data, or modification of the
management information.

Controlling recording of the data means that, when the management
information is embedded in data contained in a medium such as a
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According to a second aspect of the invention, there is v%g &%QLQEthOd

of accessing nedia data stored on a storage nedi um co St eps

of : readi ng out data from said storage nedi um speci fyi ng
fromthe read-out data an enbeddi ng region, in which managenent information
for managi ng access to said nedia data was enbedded; extracting

sai d nmanagenent information in accordance wth a status of said enbeddi ng
regi on by referrlng to an extraction rule where the status of said
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t he pl ayback enabling information enabl es playback of the nedia data, the
pl ayback of the nedia data may be allowed  and mhen the pla back nabl i ng
nf OFRREFOR 1M BNt TASHANER Of PREPHEAPE BRPaSatAeTRAlf ALl YA medi
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there |s prOV|de ccessing ne a sto on a storage
medi um conpr|5|ng.

Controlling duplication history of the data means that, for
example, when the management information embedded in the data
contains information allowing duplication only once, after
duplication is performed once, additional information for
inhibiting duplication other than the management information is
added to the management information, whereby further duplication
or playback is controlled by the management information and the
additionai information.

Controlling modification of the management information means
that, for example, when the management information embedded in
the data contains information allowing duplication only once,
after duplication is performed once, the management information
itself is modified to inhibit further duplication.
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a reader for reading out data form said storage nedi um

extractor for speci ?yi ng an enbeddi ng region ?romthe reaI&QJLﬁs"oo;-{k ,Ysai d
enbeddi ng regi on contai ni ng managenent information for managi ng access to
said nedia data, and for extracting said managenent information in
accordance with a status of said enbedding region by referring to an
extraction rule where a status of said enbedding region is caused to
correspond to said nmanagenent information; a generator for

genengihg %S%Aﬁcgéxﬂgﬁﬁncfnﬁh%ﬁlﬁi drelates to ec@fh%gm
or s gnal- or a s

uni t ectivel y outputting either said read -out si nal
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may further, have a changer faqr changing the contents of the managenent
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acces%gj nterference signal in order to inhibit duplication of the nedia
dat a.tPR S VeRELMRnagenent information may be duplication enabling
I nformati on which determ nes a condition for managi ng duplication of the

nmedi a, When t ondi.tis ' nged cC LRg.the, i ata, it
S pr‘eﬁ'g%r%%(?l\'e/x?o C a%cgeq}%éeélggn#n }nq%ao% hgxr?%nagé%gg l%nf’é&n%fﬁ%ﬁ’ﬁ t he
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thi r%@%tlﬂﬁﬁ.beﬂ@@ﬁ%é%ﬁiﬂ@ i Bf @ RId d e FRNGH! BecRhiypack of
the nmedi a data. Wien the playback enabling i'nformation_enabl es playback of

the K £nprddingcintppietian: inegnothpst MeAdure486dLlsinage, andi@men t he
pl ay hestki enabmbge | 601 eRé | Dikenhi bi tsl pkay eadeyitildie, nEltk atdahaiqgule

out puf unit y_output the ?éag&al ig’? erated by &otth ﬁhe read; out signal and
the SR Ok P HEr HEE EPgritaen f?ﬂa‘?“?%"?ﬂhi Yt QY dk SPEPAZANEd a
dat a.informationAisoa medimmnmadgeventch nibr iat embeddedbe pl ayback enabl i ng

i nformati on which determ nes a condition for managi ng pl ayback of the nedia

data. \WWen the condition is changed by accessing the nedia data, it is
pr ef 9nd| eft drpratgat Heatsrient f ofathe hiviage s i othati 86 46 ekme

read-ow$igl8bRe marking technique. Since it is not to add a data bit
when information is embedded in a medium, but the information is
embedded by manipulating existing data so that it cannot be
p'ercei—ved by human visual sensation (data transformation), there
is no increase in the total amount of data due to embedding of
additional information. For example, the storage side can handle
one type of medium through embedding of text or audio information
in an imaée. One of other features includes indivisibility of
the embedded information. Since the data hiding directly embeds
additional information in the data structure of the medium, not
in a header or a separate file, the embedded information can be
extracted as long as the quality of original data is saved even
if the platform pf the medium or the data format is changed.

The present invention is an invention relating to a method and
system for managing access to data by utilizing management
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Managenent information is hidden as additional information into d|a dat a
recorded on a storage nedium This managenent i nf or mat i of93262P%pk for
exanple, to the playback or duplication conditions of nedia data, the

pl ayback or duplication history, and specification of access equi pnent.
When a system has access to the data recorded on a storage nedium the
systemis controlled based on the content of the nanagenent

i nformati on. Therefore, is possible to inhibit data duplication or

back and, t Br.i,ef i Rt h
B i aé‘taofaf”sw%%%‘éeﬁ@vﬁrﬂékﬁge A saaare } oS5 oot A drd Talafd S
st or*a@rehmnqjuemor the likeure Iti shauddag@anwmedex‘phatnlﬂigathecﬁsm ng and
ext rrﬁ’é:ﬂé éﬁ?Qﬁtd%é‘t}%’@l QYJ(:‘&Q'(P By (€bXQJ,h@| B‘i‘ﬁs@ﬁqﬂ Nghvention idi gbke 3 is

di agram tor explaining the data, hiding using PBC.in the case where one
plxell%bﬁ%?|§€saaﬁ@%Gﬂ iff fdata hiding B s B aRY aHPShBWANG
pr oceshir bef atinara@ g playdackonl dat d v eadielsl Df arnedion through

" SURER 63eRa Rl LRIy SIERSTRL hpBBRETLIO i 1ol and

gra ustrating an
arrangenment of pictures in NPEG, Figure 7 is a diagram show ng the

StatEBgieﬁaﬁégc?|%ﬁ?&ﬁ”&f”ﬁﬁ%‘bfhﬁlﬁ?ﬁlCture? and Figure 8 is a

bl oc | agram o ata access manage t system accordi ng to anot her
enbodi nment . Ref erence nuneral s and designations for major

CONPpRgike QOri£Lspondadsad/dWping a procedure for recording medla

JAS- 8gt07ghYa storage medium;

Figure 2 is a diagram for explaining the hiding and extraction
of data employing PBC (Pixé; Block Coding);-

Figure 3 is a diagram for explaining the data hiding using PBC
in the case where one pixel comprises a pixel block;

Figure 4 is a diagram showing procedure for managing playback of
data recorded on a medium;

Figure 5 is a block diagram of a system for managing access to
data-and outputting the data;

Figure 6 is a diagram illustrating an arrangement of pictures in
MPEG; ' '

Figure 7 is a diagram showing the state of macro blocks arranged
in a B picture; and

Figure 8 is a block diagram of a data access management system
according to another embodiment.

Reference numerals and designations for major components
correspond as follows:
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51 DVD ROM 52 Reader 53 Decoder 54 r¥yRL| nit 55
MPEG decoder 56 Managenent i nformation extractor 57‘%%7'£Bcgz\%'?ter 58
Managenent information nodifier 59 Swtch 60 Interference signal
generator 61 Data supplier 62 Si gnal processing system 63 Qut put
section [ Best Mode for Carrying out the Invention] Figure 1 is a

di agram show ng a procedure (authoring) for recording data on a storage
medi um Dat a, such as inmges, voices, and software, is recorded on

DVDsROM mrRai-kRaM) accor dagige wkéhgehe fol l ow ng procedure. Data that is

anal Qg data is converted_fo djgital data by perform ng anal og/digital _
conégrsi Qr?cp?rd(sﬁ:"'essi ng (stép 1?%‘.”?9%050?‘}9};& ed digital data is conpressed,

f or 56xanprEG Wddodenovi 5§ pi Managemznper iafgroan iokPe@Etdesitepyr 12) . Thi s

CONMRLESs d ' th co Ck p .e: Flnally the
rrecrzlr?’ é’ dat%g Al‘ ?%D@?% ed fét epﬁgﬁ?aggegg ?}eﬁg%r%g\ggitggl B@@lﬁd\%ﬂmdi a: In
t hi $%nb&itet of the pbesenintayéprpage gigaails gemeawddayr wi t h- managenent

i nf gnmat i Def pe1idHr i 9 or sabhgl peBRE8sINGN syt hen is recorded on a
DVD- ROM devi ce. ep systens have access to the data recorded on DvVD ROM
t he ®ranadBHEMt i $8OFHBRi on is used to restrict the access to the data, and
based on this managenent information, systens are controlled. In this

dos A Mol AEE TR TAg L BRE BB TnvaRRIANN, (00 1 opr coents respective

status with two-bit data as foll ows.
Figure 1 is a diagram showing a procedure (authoring) for
recording data on a storage medium. Data, such as images,
voices, and software, is recorded on DVD-ROM media in accordance
with the following procedure. Data that is analog data is
converted to digital data by performing analog/digital conversion
processing (step 11). This converted digital data is compressed,
for example, with a moving picture experts group (MPEG) (step
12). This compressed data is further coded and encrypted (step
13). Finally the media data is modulated (step 14) to be
recorded on DVD-~-ROM media. ‘

In this embodiment of the present invention, data is embedded
véith-mé.nagement information before, during or after compression,
aﬁd then is recorded on a DVD-ROM device. When systems have
access to the data recorded on DVD-ROM, the management
information is used to restrict the access to the data, and based
on this ma{nagement information, systems are controlled. 1In this
embodiment, management information for managing duplication of
data will be described as an example. The management information
represents respective status with two-bit data as follows.
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St at us Contents of managenent information JA%DQ?T@?Fﬁén
i nhibition 11 No limtations on duplication 00 (or, no

data) - One-tine duplicability 10 The enbeddi ng of nmanagenent
information into data is perforned, for exanple, between anal og/digital
conversion (step 11) and MPEG conpression (step 12) (or, after
conpression). This enbeddi ng can be done by a technique call ed data hiding.
Here, a description will be nmade of, as an exanple, pixel block coding
(hereinafter refeltmedst o as PBC) wGputents &bmanggewenhothformepniveddi ng _
managenent i nformation which becones an object of hiding into certain data
and conversely a nmethod of extracting the enbedded dat a. When PBC i s

enpl oyduplicrdanaiwtiidingerand data extracti bh, data are processed according

to a prr?odﬁ?x&{ t@&qs o%”XS{ﬁ'cQE a”' ¢ Ge”erabéyc fqgfLfain image, the

primary charac I'stics, suc s pi xel val ues °5¢ ?mo adfacent plxels have
nmut ual |Onelic fphe d@plmmlmy For exanple, iflohere exists a "forest" area in
a part of image, adjacent pixels are in very simlar green, and have
mutual Iy high correlation. Therefore, even if these pixel val ues were

r eplgee g%é{ﬂﬁ?f"bf’é@ﬁ]a?%ﬂéﬁt FH ?ﬁﬁ%’ibn‘:%ﬂl&:@ Bt 'tﬁs' SHEHAY,

percel ve pr xe ues wt COI’ rel atron_are

nanlflﬂﬂ SFEFPASo0 &ltﬁ’@et‘baﬁa&é’gt/éw%*lvép§v8ﬁsliﬁme(s’a'eeebHacPaqu&?%ul d not
Vi rtddﬂiﬂnes%i@:e (stép \1I2qW(@‘rtmﬁtéhat¢mepr@§ewny of THdksa dnthdiididey by
9T I D %aEnd' BF' aPkEkintlul cal1eRPldita Ry YPEAded) an image Tegi on

Here, a description will be made of, as an example, pixel block
coding (hereinafter referred to as PBC) which is both a method
of embedding management information which becomes an object of

hiding into certain data and conversely a method of extracting
the embedded data.

When PBC is employed, in data hiding énd data extraction, data
are processed according to a predetermined conversion rule.
Generally, in a certain image, the primary characteristics, such
as pixel values of two adjacent pixels, have mutually high
correlation. For example, if there exists a "forest" area in a
part of image, adjacent pixels are in very similar green, and
have mutually high correlation. Therefore, even if these pixel
values were replaced with each other, such replacement could be
little visually perceived. That is, even if pixel values with
high correlation are manipulated according to a certain
conversion rule, a degradation would not virtually arise.

In view of this nature, one bit of data is hidden by defining as
a pixel block (i.e., a region to be embedded) an image region
having at least one pixel and also by intentionally controlling
the characteristic of an adjacent pixel block, based on a certain
conversion rule. Data is expressed by the comparison result of



having at |east one pixel and also by intentionally contyagllggng 4 _
characteristic of an adjacent pixel block, based on a certain conversion
rule. Data is expressed by the conparison result of
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the characteristics of adjacent pixel blocks. A so, when data is extracted,
it is extracted according to the extraction rule which is determ ned based
on this conversion rule. Bit information is expressed by replacing the

charthet erhistd ctenl skicgeof. adjaicgnitngriceB| bbstkof t M sa(] aben du el

) ' : i 1L b, ] conversion rul e.
(come AR EaRY, OB s! BT S bl Ce L ObhR, BRETBERIEE" R pi el
bl oMbich is detgyminedgbesedr onhihishgonyensionontdre (PB2) Bit 0: Case

where the characteristic value of one pixel block _ ~(PB1) istlgsg
t han .that of the,other (PB2 Also, the hit information is extracte y
combiry nbP EREMERAPRCI 1S | SKPECFERMesY c TEPLaSNGht HeS s CRATAESPTIS i

adj amdntesi el g bl oblrd ghtneeeorvihees Y bl tdid fad jovene prkeactirug!l e

cor ondi a l.gned._conversi rul e. Extraction Rul e)
Cas é& \?\chele r@gétilﬁg c et'aLJr-]S& %‘?legglg%;l\?%l ‘glétﬁf&b%etsopﬁ;%"f”bq SR YO SYrRat er
than that of the other (PB2): bit 1

{(Conversion Rule)

Bit 1: Case whereithe characteristic value of one pixel block
(PBl) is greater than that of the other (PB2j

Bit 0: Case where the characteristic value of one pixel block
(PBl) is less than that of the other (PB2)

Also, the bit information is extracted by comparing the
characteristic values (e.g., brightness values) of two adjacent
pixel blocks in accordance with the following extraction rule
corresponding to the aforementioned conversion rule.

(Extraction Rule)

Case._where the characteristic value of one pixel block (PB1l) is
greater than that of the other (PB2): bit 1

Case where the characteristic value of one pixel block (PBl1) is
greater than that of the other (PB2): bit 0

Figure 2 is a diagram for explaining how the hiding and the
extraction of data are performed with the aforementioned PBC.
The pixel block PBl or PB2 may be defined, for example, as a set
of a plurality of pixels such as 3 x 3 pixels, and it is also
possible to define a single pixel as a single pixel block. Since
adjacent pixel blocks have high correlation, image degradation
would not be felt to the extenﬁ thét it could be visually
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In addition, when data 0 is hidden in the original image, the
relation between the characteristic values of the pixel blocks
in the original image does not satisfy the condition of data 0
in the conversion rule, so the characteristic values of the pixel
blocks are replaced with each other. However, this replacement
cannot be recognized visually. When data is extracted, data 0
is.- extracted from the relation of the characteristic values of
Fhese_blocks in accordance with the extraction rule.

The characteristic value can employ a value related to the
primary characteristic and a value related to the secondary
characteristic of a pixel block (i.e., a region to be embedded),
besides the aforementioned brightness value. The primary
characteristic is the direct parameter of a pixel value, such as
the brightness or chromaticity of a pixel block. Also, the
secondary characteristic is obtained by resolving the primary
characteristic, like a value representative of statistical nature

such as the average value or dispersion value of the
aforementioned parameters.
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Is extracted fromthe relation of the characteristic valygs.sd-¢hese bl ocks
I n accordance with the extraction rule. The characteristic val ue can
enploy a value related to the primary characteristic and a value related to
t he secondary characteristic of a pixel block (i.e., a region to be

enbedded), besides the aforenentioned brightness value. The primary
characteristic is the direct paraneter of a pixel value, such as the
bri ghtness or chromaticity of a pixel block. Al so, the secondary
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secondary characteristic, as exanples. First, a description will be nmade
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a brEigtetpessx vaassrigptnben nosil hathe amadenges hahe acaeey Whehlecothel ati on
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bloqgesult in a considerable degradation in the image. Figure 3 is
a diagram for explaining the embedding of data of six bits in six
pixel blocks based on the aforementioned PCB in the case where

1 pixel corresponds to a pixel block.

In case where blocks containing relatively large number of pixels
are used to improve resistance against editing or compression of
images, if the brightness values of pixels are replaced with each
other between pixel blocks, noise such as stripes may occur on
the image. Hence, there is considered a method that employs a

dlsper51on value of the brightness of pixels as a characteristic
value.

When the nature of the brightness wvalue of a pixel block is
resolved into an average value h and a dispersion value d, there
could be a less influence on the image in case where, in the
pixel blocks, the average value h remains the same and only the
dispersion value d is'replaced than in case where the average
value is simply replaced. Therefore, it becomes possible to hide
information through the data transformation without changing
amount of data by making use of this nature, taking the
characteristic value of a pixel block to be this dispersion value
d, and replacing this dispersion value in accordance with the

- 11 -~
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bl ocks, noise such as stripes may occur on the inmage. Hence, there is
considered a nethod that enploys a dispersion value of the brightness of

pi xel s as a characteristic val ue. When the nature of the brightness val ue
of a pixel block is resolved into an average value h and a di spersion val ue
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characteristic values of pixels in the bl ocks. Thus, the enbeddi ng of
data using the aforenenti oned data hiding

Thus, the embedding of data using the aforementioned data hiding
technique, first specifies an embedding region, into which
management information is embedded, in the aforementioned data.
Then, a conversion rule where the contents of data to be embedded
-is caused to correspond to the status (characteristic) of an
enbedding region is made, and the status (characteristic) of the
embedding region is directly controlled according to management
information by referring to the conversion rule. By this direct
control, the management information can be embedded into the
data. By directly controlling original data, the embedding of
the management information united to the original data is
performed. Therefore, since the separation and change of only
the management information are difficult, the access management
of data can be effectively performed. Note that for the details
of PBC, see Japanese Patent Application No. 8-159330 (Docket No.
JA 9-96-044). 1In addition, such techniques are comprehensively
called data hiding, electronic watermark.

The data embedded-with management information with the data
hiding technique. and stored on a DVD-ROM device by the
aforementioned method is accessed according to the following
procedure. First, data is read out from the DVD-ROM device. The
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technique, first specifies an ermbedding region, into mhlgggng@agggggt

i nformation is enbedded, in the aforenmenti oned data. Then, a conversion
rul e where the contents of data to be enbedded is caused to correspond to
the status (characteristic) of an enbedding region is nade, and the status
(characteristic) of the enbedding region is directly controlled according
to managenent information by referring to the conversion rule. By this
direct control, the managenent information can be enbedded into the data.
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hi di ng, el ect ronl c wat er mark. The data enbedded wi th nanagenent
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by t ementi oned nethod is accesse ac;c o the ||OWI
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- 12is s gplled to the access system. The source of data indA%de,076LY

read-.out data | e ed on on t 1,
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mana NS dat a access nethod. First wi t h managenent
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lnterne(_:tr cotecf,a t elaln'dt,e b.ré)adgga&iggd’ Tn:%e content of management
information is modified, and only required modification is
embedded in the data again.

To extract management information from data ihput into the
recorder, the aforementioned extraction process that is one of
the data hiding methods is utilized. First, an embedding region,
in which the management information was embedded, is specified
from read-out data. Next, by referring to the extraction rule
where the status of an embedding region is caused to correspond
to the contents of data, the duplication enabling information is
extracted according to the status of the embedding region. Now,
if the extracted management-information is data 00, duplication
of data is allowed according to the aforementioned rule. .Also,
if the extracted management information is data 11, it means that
duplication of media data is inhibited. 1In this case an access
system is controlled so that duplication of data is inhibited.
Data 10 means that duplication of media data is allowable under
a certain condition (only once). This means that duplication is
allowed to be generated based on data in an original DVD-ROM, but
further duplication based on the duplicated data is inhibited.
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supplied data is denodul ated (in step 41) and decoded (ig Etgg 6%% YIf t he
data is MPEG conpressed, it is deconpressed (step 43). *Re nanagenent

i nformati on enbedded in the data is extracted, and, if required, the
content of managenent information is nodified, and only required

nodi fication is enbedded in the data again. To extract managenent

i nformation fromdata input into the recorder, the aforenentioned
extraction process that is one of the data hiding nmethods is utilized:
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condlt?}?%n m%#’gg#gé §g5tﬁggnﬁ’trfla§u%%ﬁt% ﬂTo(f’r S 'n gﬁb Jh%io’r‘?gl nal
the - subsequent playback control to determine whether it is
legally copied of illegally copied.

Figure 5 is a block diagram of a playback system for data stored
on a DVD-ROM device. The DVD-ROM device 51 on a data supply
supplier 61 stores data -in which management information was
embedded with the data hiding technique, as described above. The
data, read out of the DVD-ROM device 51 by a reader 52 in the
data.supplier 61, is processed by a demodulator 53, a cryptograph
decoder 54, and an MPEG decode# 55, all of which constitute a

signal processing 5ystem 62. As a consequence, decompressed
digital data is obtained.

A management information extractor 56 specifies an embedding
region, in which management information was embedded, from the
decompressed digital data which is the output of the MPEG decoder
55 (or, directly from MPEG data), and also extracts the
management information in accordance with the status of the
embedding region by referring to an extraction rule where the
status of an embedding region is caused to correspond to the
contents of data to be extracted. A D/A converter 57 converts

- 14 -



data is rewitten fromdata 10 (one-tine duplicability) $00.0p¢.801dry
(duplication inhibited) and then it is output as an output signal. Since
the data as this output signal is enbedded with nmanagenent information

i ndi cating the condition of "duplication inhibited,” data cannot be further
duplicated based on the duplicated data. In addition, there is an option
adding bits that indicates history of duplication once. It is essential in
t he subsequent playback control to determ ne whether it is legally copied
of idiggalikpdcaptadfromFvhich bhe Snan@(b@tﬁd!nfli ﬂgfaﬁmaf:mnpdv@sbf@:kosgat em for

dat a,_st qred any DVD-RCN}deV| e nahe DVD- ROM dey dat supply
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t he dhangkirdi A§ t dshniugpes) &9 deﬂtﬁmqmd idtmvezomtm’dattaf rm@mla@ement t he
DVD- REMLARYEGBnO labY ridd 3 féthﬁtdaé}?oxﬂwplb'eernééed' %h%rtocﬁﬁ§6d by a
denodul ator 53, .a cryptograph ecoder , and an MPEG decoder of
mhlcﬁaBBE§FPP&téW§Q§Qﬁﬁﬂ Eﬁﬁﬁﬁﬁﬁ .gar¢%e%$c%ﬁs%ﬁ§%ﬁ@e9r

decoaﬁte&seuedMmmaﬂdehﬁmpﬁéssiﬁﬁuped A managenent information extractor
56 specifies an enbeddi ng region, in which managenent information was
enbedded, fromthe deconpressed digital data which is the output of the
MPEGAd®ddderorBBxteay ST r &6t Lhef 54 gnRRE@EEH)S L nan ds ¥s tem ek r aongerhe

nanaa@g&r&tlzléaf QR iFdm ahaeaoeﬁanﬁsn%émehhelﬁfamat%nt QesepbRdgLag
region’b rring to_an extraction ri ere at ys of an enbeddi ng

regi &R ?é %‘éﬁ ed ?bgB%he%‘b%er"tR}“i%@rbéﬁP&ﬁﬁsP&PYg&F gdIpeletBrdcred. A
D A magcyr.t er In7 addieids, an interference signal generatéd -by an

) odiybidetonce, aibikyl ShaRleolt 88 MUY P AIAREIE brbBRALTRY 0" oS

chan§astes i s(ARRY t@uchangs tMacmwmomf Signajehents selectively
superimposed on the analog playback signal by a switch 59 in an
output section 63. The switch 59 is controlled by a control
signal from the management information extractor 56. The output
section 63 outputs the analog playback signal or the superimposed
signal as analog an output signal.

In this system, the management information extractor 56 outputs
a gontrbl signal to turn off the switch 59, when the management
information extracted by the management information extractor 56
enables duplication of data. In this case, the interference
signal is not superimposed on the analog playback signal, and an
analog output signal is output as it is.

When, on" the other hand, management information inhibits
duplication of data, the management information extractor 56
outputs a control signal to turn on the switch 59. In this case
an interference signal generatéd by the interference signal
generator 60 is superimposed on the analog signal which was
output from the D/A converter 57. When it is intended to display
movie images on a monitor based on the signal on which the
interference signal is superimposed, normal movie images can be
displayed on the monitor without affected by the interference
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i nfornmation as needed. (Here, it should be noted thatyalghe gRygGEENt

I nformati on nmay be extracted regardl ess of before or a ter the MPEG
deconpressi on.) A D/ A converter 57 in the signal processing system 62
converts digitized data fromwhich the managenent information was renoved
to an anal og signal, and outputs an anal og pl ayback signal (e.g., NTSC).
In addition, an interference signal generated by an interference signal
generator 60 (e.g., Analogous Protection System (APS) such as Macrovi sion
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control signal to turn on the switch 59. In this case an interference
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' nt@ﬁ‘dﬁﬁet Qe‘dﬂcﬁﬂe&y nE}Yé eméﬂagéﬁeﬁﬁ in&’%&h&%&o@@%ﬁbﬁ heg Sbﬁ&ﬁbe@” whi ch

t he *nterference Si is su er| osed normal novie gﬂi can
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_ 1bnhibited" when it is recorded, and embeds it in the datdA@hen- 076LY
it is written to a next medium. Thus, the data duplication
thereafter, based on duplicated data, can be effectively
prevented. '

Furthermore, in addition to the basic management information,
additional information may be used to control'cépy (duplication)
and playback in more detail. This enables it to flexibly provide
control depending on the type of recording/playback medium (such
as ROM, RAM or R type).

Status
Playback medium Playback medium Recording medium Management Additional
- ROM type RAM/R RAM/R information information
Playback: OK Playback: NG Duplications: NG 11 0
Playback: OK Playbacks NG Duplication: NG 11 1
Playback: OK Playback: OK Duplication: OK 00 0
Playback: OK Playback: OK Duplication: OK 00 1
N/A Playback: OK Duplication: NG 10 [
R/A Playback: OK Duplication: NG 10 1

0 in the additional information indicates that no duplication is
performed, while 1 indicates that duplication is performed once.
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signal because of the characteristics of the nonitor. Ho
I ntended to record the novie inages by using a digital V#ggwéﬁﬁbgﬁhgnalog

input termnal, they are affected by the interference signal, and nornal
novi e i mages cannot be recorded. Therefore, duplication of data can be
effectively prevented because the novie images can be reproduced fromthe
signal superinposed with the interference signal, but they cannot be
digitized for recording. Not e that when nanagenent information is
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Pl ay‘b‘a%kPr@(lqg.ﬂdlﬁ cembeddedK dam:a Omanagemeﬁltaytmﬁdimmoﬂl)aylmﬁkb K
EUD'&&@ihQﬁ ﬁgthgg %o E?ncéypbecPllt Iayba%é %gl Q¥P£éggghons NG 10

i ons hVehe

add| ‘P’f“B?l%’rm?ﬁFor%? |§ﬁfi+%b?%% ésnﬁmawra WY &gt psrangedpsef pravdidevhi | e 1
i ndivateatibatcanprotat bgnussngeal RuABErOAEEbit, instead of one bit.

) jfiﬁyway, it may be similarly implemented without departing the
spirit of the present invention.

In addition, the management information is not limited to
information on restriction on duplication. It is a matter of
course that the present invention is also applicable to various
management information such as controlling system. For example,

management information may also be the following playback
enabling information.

(Medium type = RAM)

Status Contents of management information
Playback inhibition 11
No limitations on playback 00
One-time regenerability 10

When playback enabling information enables playback of data, a
system is controlled so that playback of data is allowed. Also,
when playback enabling information inhibits playback of data, a
system is controlled so that data is not output from the system.
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JA9- 96- 076LY In addition, NVA for the ROMtype pl aﬁt (?E(?'} means
that this conbination does not exist. That is, duplication ayback

control can be flexibly performed in nore detail wthout
erasi ng/ nodi fyi ng the basi c managenent information by using one- bit
information indicating whether or not duplication is performed once
in addition to information of data 11 (unconditionally duplication

inhrbited) 10 (one-tine duplicability) and 00 (unconditionally

dupl i al lg) id K A5 RAL 2N TRY e MigAdede¥nthe

sane rret for e prewcr)%gﬁJ r;rgb%ddeld data (rrarr}a re e I nfor tlorr}) or
‘gﬁf- i

by amﬁmammd@ayme %rﬁ%ﬁ%éce§§é&r| ReH R | period’
embo@frepimet BRradeh {tRNAbAL AT Qe | eanae bﬁe@éﬁé@aeddt QI pE¥EELdeEl, sat ile

controls b f. bit d of

SN R L

i nverkeéywh.or d rciadie tkeyn, tArey rehagenentpiedes nafi bnfosmatiohi st ddtho

| nf orgiRld ﬁ%‘e&&n&&%éh&%k%ﬁ@h@%'&a 100 acdbsbgqd matter of course that

t he prese I nvention sO a I'e"to various managenent information
such as controlling system For exarrpl e, managenent information may al so be

the foldoNeRY ahexbaﬁ&ﬁ@@bl If.r&mai@ﬁaat hgn dedd¥athddn ta@e & RéM::ond

i tFpestiment . Tt T nSted] FRAT Rl q [Sb AT HARRC ohe MASERERR £rom
00 th&mfdremenejenedahnbodiment in that thd@mbedimeplody hackgemaint ng
| nf Offgtﬁé’PfSPﬁQbeét Ry RaGle Yr s eficoding and that the extraction

is performed at the time of MPEG decoding.

Now, how embedding of management information is actually
performed in MPEG is briefly explained by referring to the data
hiding technique of Japanese’ Patent Applicatién No. 8-272721
(Docket No. JA 9-96-074) as an example.

In MPEG, forward prediction from a past playback image, rearward
predict;ibn from a future playback image, and bidirectional
prediction using both forward prediction and rearward prediction
aré employed. '

Figure 6 is a diagram for explaining the array state of pictures
in MPEG. .As shown in the figure, in order to realize
bidirectional prediction, MPEG prescribes three kinds of picture
frames: an I picture, a P picture, and a B picture.

Here, the I picture is an image processed with intraframe
encoding (intra-encoding), and all macro blocks on this picture
are processed by intra-encoding (intraframe prediction encoding).
The P piéture is an image processed by forward interframe
prediction encoding, and in some cases, some of macro blocks on
this picture are processed with intra-encoding. Furthermore, the .

B picture is an image processed by bidirectional interframe

- 18 -



systemis controlled so that playback of data is allowedyadlsg.owaeR

pl ayback enabling information inhibits playback of data, a systemis
controlled so that data is not output fromthe system

- 17 - JA9- 96- 076LY
Besides the aforenentioned i nf or mati on, t he managenent infornmation
may be a serviceable termwhich determ nes a period of tine for which nedia
data can be regenerated or recorded, authentication information for medium

contppédptaybaclencoding. keyrher mactriotllelcke}ﬁ; Almd/ 'orﬁe_tlmeS@i@i:@ﬁgSaQ-feA o

i nf i | S t a. t.hat .bec s_negessar en.data,i s_agcessed. not her
dat 2{’%?%?%81 eg%r??ie?uebx sf%g‘g%g?bgﬁg§ CE IR0 R AT rr%ﬁ?.glf:?'lf)g'n&red t hat
t hi sbédboertdnnails pitefdicrtsinn f rbutt he siomeemaséDNelinbndednmedingn itshat t he

enbegddisB0; e | t tq ' .and that
oSS SSLAELTAIOCIBRS Rt R L AR EIedERS iYL

embeBBFAGCEr BMndgéramencoaddet £8n 3% AcREFIYEPer RHGeEhen Iveesl
bri epigtaxpkaiaws kyodef eihi Nthd Oshie det@ehi dighgahedwigiiea Df mbaanese

I veeRRs: GBe%, ofn s itlen AL PP, BheB BigE PR R & BRI ot on
f r onPapiaturesphapbpsiodersmsl andl thenracBi phatupeedhdchon sugnsgieich
O g T e B e e PR ures in WPEG  As shown
in the figure, 1in order to realize bidirectional prediction, MEG
pr esthebesbeldéagkirediodf ipi hich haaERRmedt linFormatiorn ik Rinbedded and a
B P ¢EUtfe macro block on the B picture, and one bit of information
can be embedded into one macro block. Therefore, when message
data are multiple bits, there is the need to perform the
embedding process with respect to the macro blocks corresponding
in number to the multiple bits. Figure 7 is a diagram showing
the state of macro blocks disposed on a B picture. The macro
block is the unit that is coded. For each macro block, movement
compensation relative to a brightness block with 16 pixels x 16
pixels is performed, and information compression based on a time
screen correlation is performed as an interframe prediction

method using movement compensation relative to a macro block
unit.

The macro blocks on the B picture can be classified into the
following four groups as prediction types.

+ Intra Macro block (intraframe prediction macro block)

The intra macro block is a macro block that is coded by only the

information about the screen itself without performing interframe
prediction.
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Here, the | picture is an inmage processed w th intrafrangfigodPgLy
(intra-encoding), and all macro blocks on this picture are processed by

i ntra-encoding (intrafrane prediction encoding). The P picture is an inage
processed by forward interfrane prediction encoding, and in sone cases,
sonme of macro blocks on this picture are processed with intra-encoding.
Furthernore, the B picture is an i mge processed by bidirectional

i nterframe - 18 -
JA9- 965‘9:?‘9%; 4 Pred Q!t%erFtMaEH]:&WK‘Q The macro bl ocks on the B picture
are basic y co by forward prediction, rearward prediction, or .

bi di recti onal predlctlon but in sonme cases, intra-encoding is also
| ncl pglede o Fhgra §£éd£c%§.bﬁeﬁawb0bld>ekci)dea:l nmtmo thieaatthat disr i:adedby

|ntra e d|n |s an i.cture an the | res.,areg t he
same¥ g ? ‘r{‘gﬁl%\ﬁ% c]fr]f’ngl mage O{%g%’ﬁ 1 ?%e ?ﬁffegr t he
B pi Qraferenbe Iframde)P pSpBanésmEypr@c@Meamﬁqu&tB élGCPl}Pf@%l chis

'“.Se%tel ¢ bgiyeey ! t féRC?.%S%ﬂCEangia'rs . thel @Hb&étile%xfc@l on in
whi ch managenent ornmati on I s enmbedded | the nacro | ock .on the
pi ct firamegnd l@nEeB'—lD[leMeq mmlﬁnmé&ﬁ% &@&q infesmetd @rbd"’cﬁ ock.

Ther gf 95:éds.\atqrbr{m§§ﬂg:e dep p W echuisi phe 8ifSertheee riedattierended the
performthe e ddin r OCess e c Cr 0cKSg,

cor r EE5EHE r?(j{m ng‘}‘ﬁﬁg f ?%et?‘l%w é??%pﬁggblk?kgrbg%l% %IOtStha%dl fgartalrﬁ Y howi ng
t he sedbticfe mprovict ool mbiwigoy aealen) B FHaxnaw é‘-he Hrediat i IHOF s t he

uni t 4phgty 'é;;g;? dFQ% 22} FRhdd WdrwdBY CERB! b GReRTRE Ghd emél ve to
a brlghtness 6 _plxels x_16 pi xels is perfornmed, rgj [ 0£mat|on
conpicdaH ¢ lb%%%ﬁe%ﬁea°¥)r-ﬁfén§€ gex &6r Pé Bor¥ i @%

I Nt ergf re B &F B6h C EbeN sAldad nids | a1 s ITRVEAE N qaape xegtionn deqjandsveupona
or g Bl Rl gnit.

« Rearward Prediction Macro Block

The rearward prediction macro block is a macro block that is
coded with rearward prediction by referring to future reference
frames in order of display. A region, which is most similar
among fﬁture reference frames, is retrieved, and this macro block
has information about a prediction error (AN) which is the
difference relative to the retrieved region and also has
information about a spatial relative position (a moving vector).

e« Bidirectional Prediction Macro Block

The bidirectional prediction macro block is a macro block that
is coded with bidirectional prediction by referring to past and
future reference frames. A region which is most similar among
past reference frames and a region which is most similar among
future reference frames are retrieved, and this macro block has
information about a prediction error ((AN + (P)/2) which is the
difference relative to the average (per pixel) of these two
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The macro bl ocks on the B picture can be classified intgaphggsighkgwi ng four
groups as prediction types. . Intra Macro block (intrafranme prediction
macr o bl ock) The intra nmacro block is a macro block that is coded by only
the information about the screen itself w thout performng interfranme

predi ction. - 19 -

JA9- 96- 076LY Forward Prediction Macro Bl ock The forward prediction
macro block is a macro block that is coded with forward prediction by

r ef edegithd O alrlee E\a%b I hasl Piﬁfétidéﬁiélheheb@tﬁlﬁﬁ d r&ﬁ)tiaﬁpee::eflia&:dlvley, ah
square region with 16.pixels, x_1 i xel s ich is nost simlar anmong the
pasPYEErFh e alﬁ%gfggsv?gFPFSSegﬁégﬁﬁm \#?‘?%cr o bl ock has information
about a prediction error (AP) which is the difference relative to the

ret LG YM Ss4§88a8RY 8LS0ch8% bALORABLLOB1BRRY! wh 1$MAtLIstly ket i ve
position (a noving vector). Here,  the gredlctton error AP_Is eXpressed as a
di f ¥ cPReeERi NG RTOGE 5 JMFesELERl PRe SBETT RS 1R eAcE SHCHWRY for 16

Pi Xeptsi X by ek elesf i £ fidititextaryild £rd D Hed redgletiiiiviy na cdidribdlicksquar e

regi&&mﬂﬁﬁfﬂ%& %8890%23°$%E%h exist between the first line and the
third line of the B picture, or it may be defined as the entire
macro block of a certain frame. In addition to the macro block
being previously defined as format in this way, it can also be
determined by employing algorithm that generates a position
Sequence. Note that the algorithm for generating a position
sequence can employ the algorithm disclosed, for example, in
Japanese Patent Application No. 8-159330 (Docket No. JA 9-96-
044). Next, for the specified macro blocks that are embedded,
one bit of data is embedded into one macro block, based on an
embedding rule. This embedding rule is one where bit information
is caused to correspond to the prediction type of a macro block.
For example, there is the following rule.

(Embedding Rule)

Bit “information to be Interframe prediction type of a
embedded macro block

Bit "1°® Bidirectional prediétion macro block
(represented by B)

Bit "O" Forward prediction macro block
(represented by P) or rearward
prediction macro block (represented
by N)

For example, consider the case where management information bits
1010 are embedded. The four bits of - data are embedded in four
embedding regions disposed from the left first macro block of the
first line shown in Figure 7 up to the fourth macro block.
First, the first data bit is a 1, so the prediction'type of the
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Rearward Prediction Macro Block  The rearward prediction,gagro is a
macro block that is coded with rearward prediction by regégﬁlﬁgtﬁgﬁﬁﬁture

reference frames in order of display. A region, which is nost simlar anmong
future reference frames, is retrieved, and this macro bl ock has information
about a prediction error (AN) which is the difference relative to the
retrieved region and also has information about a spatial relative

position (a noving vector). . Bidirectional Prediction Macro Block  The
bi di rieef tmoet maeHbCbiOBkNRERE bLosk babadERAKO RAlgatk jt hat de%é&ﬁgf%drf\ﬂaﬁrgs

I di ' .pr.edi ct.i b f .Ng to_past and future referenc
2\' ?lagrgtﬁcjalb%?%ﬁ &%e:?%éo%%ypifgdg%h‘g’qu@%reFBr eMEECFIANES At ifon
whi claferemsnt soned cembedding itule. r fher predittawnsesEor! e rteNe hasnd Lh! S
TRCT D Sids A5 pLALCIALRORARI s N O CERRNGTELRLALEANLICIN) 4 ch T

the difference relative to the average (per pixel) ot fe&&
20 the average of a region which is most similar amog@ - 76LY

r egi ONSE &PEn &b SPrinss | MHATIMdPIoRRMEcR SPHIH dalatdy %r@}gitéﬂhéé Vo
novi n éﬁftors) bet ween &gggb& To enbed nessage data, at |eaSt one nacro

bl ock AP sEFRDER - an Fitngatdo Asnf&t0first be specified in a B

picture. This may be defined, for exanple, as the respective nacro bl ocks

| ' | ' ' [ d.the.thjrd line

(Freshpges, oRRL IADANG! BbUER ik 4Etnh IRER NG T EK
second embedding region) is either forward prediction macro block
(B) or rearward prediction macro block (N) in accordance with the
embedding rule. In this case, in order to suppress image
degradation, the prediction error in the forward prediction and
the prediction error in the rearward prediction are compared to
select the type whose prediction error is smaller. In the
example of Figure 3, since the prediction error in the forward
prediction is smaller than that in the rearward prediction, the
forward prediction (P) is selected for the second macro block.
Similar procedure is repeatedly applied to the third embedding
region and the fourth embedding region.

As a consequence, the prediction type of the third macro block
becomes bidirectional prediction (B), and the prediction type of
the fourth macro block is determined to be rearward prediction
(N) because the prediction error in the rearward prediction is
smaller. In the way, the interframe prediction types of the
first to the fourth embedding regions are taken to be BPBN and
four data bits. 1010 (i.e., the management information 1010) are
embedded in these regions by data transformation without changing -
amount of data. This is the example of embedding of management
information in MPEG using the data hiding technique described in
Japanese Published Unexamined Patent Application No. 8-272721
. {Docket No. JA 9-96-074).
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macro bl ock of a certain frane. In addition to the nmacr gablLegk oo
previously defined as format in this way, it can also be determ ned by

enpl oying algorithmthat generates a position sequence. Note that the

al gorithmfor generating a position sequence can enploy the algorithm

di scl osed, for exanple, in Japanese Patent Application No. 8-159330 (Docket
No. JA 9-96- 044). Next, for the specified macro bl ocks that are enbedded,
one bit of data is enmbedded into one macro bl ock, based on an enbeddi ng

rul lowhis @ebedidphiionud 1ils kemadler efbial nethdredf oextgactingd the

correspond to the_predjction type of a rQ .bl.ock, For. exanpl.e, there is

t he QQﬁﬁ?ﬂfriﬁ%égma%tﬁﬁeﬁ%fﬁg ﬁﬁ?e?mggéggdiﬁPoFH&t%gﬁng 1o %ferfrane-
pr edmidaiutgpe ofIm ebheddease where managements blisdlormation Bt "1"
Bi di | L G : : : sent ed
by B%:?@Ed@{@i, Fﬁgﬁ’éﬁgée{'oﬂaféf %ér’ﬁg);}éln? a macro block in &l}(léﬂ W

di ct
(r efragRRRn by Lpfospatign dyas been em%egdg%IéﬁééE?{SSbr&ﬁ(ﬁ#?ﬁﬂﬂacro

blhoehmére\%ﬁe&esrtia@ informa_\t:];Lon may be. givlég?/mb&r arFObuggagﬁl $mn]9nsidg_r

t he Se gre managenenl ,l.nrormati on.nl [.e edded. .lhe. T our Its
of S0 ar ot brbUdCHoPRLPHEr  ERboBECHYOPEdTonSThEe0dht { FHRTH Pt fir st
macrinfpoektoént e darst itsadfshown additdens inufheo qase fhexd ther o

Pl 0%os ftish: d£1€ dr " ity ! reyibnl 180 bBAnAALHIGEHONOLY PELOTad e

A9-36- 076LY
| ef 13T B oL BrogRNEIAE ING ¢ RIDEEHPRSPIRPBAT L6 FOQaMyi MRpsage

data can be extracted. A message data extracting method using
a position sequence is disclosed in the aforementioned Japanese

Patent Application No. 8-159330, for example.

Next, from the prediction type of the specified embedding region,
the information embedded in that region is extracted by referring
to an extraction rule. This extraction rule is a rule where the
prediction type of a macro block is caused to correspond to bit
information, and this extraction rule has to be given as
information when extraction is performed. As this rule, there
is_the.following rule. It is noted that the corresponding
relation between prediction type and bit information in this
extraction rule is the same as that of the aforementioned
embedding rule. |

(Extraction Rule)

Interframe prediction type of a macro block Bit information
to be extracted .

Interframe prediction type of a macro block Bit 1"
Interframe prediction type of a macro block

Forward prediction macro block (represented Bit “0O“
by P) or rearward prediction macro block

A description will be made of the case where management
information has been embedded as shown in Figure 7. As
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to be bidirectional prediction (B) in accordance with tRhgqakbaremiiy oned
enbedding rule. The prediction error in this case beconmes a prediction
error which is the difference relative .to the average of a region which is
nost sim |l ar anong past reference franes and a region which is nost simlar
anong future reference franmes. The next data bit is a O. Therefore, the
predi ction type of the second macro bl ock (the second enbedding region) is
either forward prediction macro block (P) or rearward prediction nacro

{JI 0§ K'e(rmbu's'lyacaégg%&%éi"\ﬂt t RahBge ﬁ@h@dgiﬂﬁomhelon Iﬂﬁatblh %f@ée bedm Order
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to feheat maleard \Hioohase theedfﬁsbnlﬁneoshosms tral lE‘&lgure I3n ughec e x| e of
Fi gyre i_.NC ed LY {. ol I,cti,0 I 1 er
tha# ofxt ’h rﬁ:etbilgzé:?{mr prae he pr%g'i Q:ﬁ:loq{ de c1:the 16(%3')1(?03{@

Ct I on or war pl‘ e
sel secad ﬂziroqlhe.séwimlremm@l opked Ectilbar (Br)ocdddr el iis respluaetey

applyye drhqetﬂﬁﬁqﬂl b eHpRAdiaRe HeRlinty GHEh t Necd Ukt o TDEdEENg reghgn.  As

a conseguence e prediction tﬁge of the third macro bl ock becones
bi dIFERLTRAT rEf F ohh¢ EfSCand PRETRr BAPEK &F EPFaradid @ReHRFLP macr o
bl oo(lp )i,s ste tbarminds fextracteal \warabptiady aid arhe( ix thewatisen t el edBgt i on

err I n Ll e franme
o cqoHdb Ly SIS HY Sl orbedilreto thd SPReFMacki b1 OTF |
be BPBN Jan@lnﬂobﬁttd:ﬁ B¥R t eXtrachedi ia sqanenfmageAEnt iGARFSHECDASLI010)
are xﬁ}l&@@ht N {AeSena €06RNSbPYs daj G 6 M aalsé Ordwet +oBL 8l t hpHbmChenasag

anount of data. This is the exanpl e of enbeddi ng of managenent information
in MEEWT ng the data hiding techni que described in Japanese Publi shed
Unexam ned Patent Application No. 8-272721 (Docket No. JA 9-96-074).

22Aécording to this embodiment, the prediction type of 9 28:376LY

block.and an embedded bit are determined so that they are caused
to correspond with each other, when a moving picture image is
coded. Therefore, management information can be embedded in the
moving picture image without substantially having an influence
on the compression efficiency of the moving picture image and
also without substantially causing a degradation in the picture
quality. In addition, it is very difficult to remove the
management information embedded in this way from the moving
picture image. Furthermore, since an amount of information to
be embedded is almost independent of the contents of an image,
it is possible to efficiently embed message data.

As will be seen from the foregoing description, the feature of
the present invention resides in that management information is
embedded in data by using the data hiding technique or the like,
which embeds data through data transformation without changing
amount of data, and, when the data is accessed (regenerated or
recorded), a system for managing access to the data is controlled
based on the management information. Therefore, the present
invention is not limited to the aforementioned data hiding method
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Now, a description will be made of a nethod of extracti Qgd-4es SEragenent

I nformati on which was enbedded in the aforenenti oned procedure. In the
case where nmanagenent information is extracted, information for

speci fying a macro bl ock in which the managenent infornmation has been
enbedded nust first be given. The specifying informati on may be given by an
outside unit. Also, it is possible to previously enbed the specifying
information in data itself. In addition, in the case where the position of
an enedid nysr egited ithast avidar greeandr dinfventixyoist Appflacapdrertd iag a
posi known, nessage data can be extracted. A nessage data
ext rvtaalc %F%fh%o%tllﬁél ng a position sequence is disclosed in the
aforenentloned Japanese Patent Application No. 8-159330, for exanple.

Ne])c(tEll’{& 0y | @d&ﬁﬂ@ﬁﬁh WARE. e hhaesbﬁfafdﬁa&(@@é@s ﬂ@yéﬁ@lh?éhodnhe

i nfar i on_enpe OnISEXI‘C referyi

ext r’ﬁbm#b‘ﬁmr.ﬁ N 9‘5’2 g? F‘ggtl Eﬁﬁ%mﬁ%e(? 1{“ mhi;?ntthel rf%fﬂ‘%lﬁ%ﬂ type
of a:emsaemts)cﬂdm@emmdses wbth ebworbit®, B & inenbordesendibéd s

ext nactd gf’s 1%“ e e%tﬂéﬁ’&&f&ljﬁ% ;?fé‘@id&“tﬂ‘s‘?@@ @E&ﬁé&é‘sofokst e

per forne there 1st | ow ng rul I's noted that
t he SHTHE pUhth&nt%bdt‘? JreBRgement pledoamadianpe EAd tEHI{S i9RDr nﬁh?on in

t hi Ss;ﬁéﬂ’éérﬁicéf Ofhé UbRbbaiinba ts edmpad sidtta dorth® ey FENthopedetabeddi ng
Ir;lt e:.rx}]fvg}%t rt@%:[el %%t%u :LeS) :-3upprit:n.eehf rt%”%hgr .%9' 'E;[axln?n txpgor?{__rglrracrg bl ock

ext raftete $ystehr aceopdddige ttioorthiey radfe .a rmdatdalmmply unJ.tBBQ ié"
(7RSS by Ui h BRI R B S ehecdofpage 1 o0t
desceypeemn and|inelndes, oforh@xemﬁéem@n eopbhagd nﬁnstemnfernﬁeadmngas .
gge[u%s)e(i% apvpsSROW) &MdFiz0UE€rcdit #Sr capturing data on the -

internet into the system. Here, the management information is

represented by one-bit information respective bit of which
indicates the following information.

{Management Information)

) Status Content of management information
Duplication inhibited 1 '
‘Duplication allowed 0

Data supplied from the data supply unit 82 is processed by a
signal processing system 83 that performs demodulation,
decryption, D/A conversion or the like. A managemént information
extractor 84 specifies an embedding region in which management
information is embedded from the data obtained through processing
by the signal processing system 83, and extracts the management
information according to the state of an embedding region by
referring to an extraction rule in correspondence with content
of data for extracting the state of the embedding region. The
management information extractor 84 outputs a control signal
according to the extracted information. The control signal is
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JA9- 96- 076LY previ ously descri bed, managenent i nf ak0 | have
been enbedded as a premi se in the enbeddi ng regions fro‘%&?ﬁgk gtj'lt&']%yisrst

macro bl ock of the first line shown in Figure 3 up to the fourth macro

bl ock. Because the prediction type of the |eftnost nmacro block is
bidirectional prediction (B), bit 1 is extracted by referring to the

af orenentioned extraction rule. The prediction type of the second macro
block is forward prediction (P), so bit 0 is extracted according to the

ext Egel baRtkeNa.indy areRRARA YarfDP! 8% NOsthPEr$APBsREORATYNR k@ it her
macr @ bl Sers bit 1 _and bit 0 %rl extracted jn se%ence. As a consequence,
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subgl,aphicahdng hays ngs aeafﬂéauswfe £ amse%&e "Phesahen . ef bnCigle biled he
noving picture i mage and al so w thout suhstantially causing a degradation

i n PRy cYRPR dihe | pgnagepentdalREgrmation igebityi ti(dMRI ISR EMDve the
rrana%exriﬂziﬂteidnf,or nghéon s&m&edxde]gié nf tiiraeday dr OBtthsﬁ??&g.glgasgl Ur&ni mage.
Fur t.her e, since, an_ampunt., of .i nfornat, to.be .emhedded is a st

| ndePEaTe ot e BAT Rt othf dACRimged RO CRUREHRE Y, Wi
enbepanadsiaye idatsubstantidlly wanecrs fthattof the ccpipenertsrobitha, the

f eatd R’ nyeat i RS- i ; NASS knformation i s
enbe ﬂ%dé?l? né dat a %?/eﬁ;s'?{rllgétﬁé ggt E%%JI di ng c%%%:éﬁ%il qﬂ% or ﬁgﬁ??ke, whi ch

enbeds data through data transformati on wi thout changi ng anount of data,
and.a Wt idif it ichnieeassed thegaaeratapplly 0ader 82¢)and Mol €diéor

ot el SEReR S U4 48 BT ok ToR PYSRER I Tl (57 PRe

af ordremttihmethnieageménti igformhtdon is bit 0, or allows duplication
of the data, the controller 81 controls the output unit 85 so
that the switch in the output unit 85 is turned on depending on
the result of supply state to output a superimposed signal. That
is, duplication of data is foicedly inhibited, although the
management information itself allows duplication of the data.

A specific data supply state is determined by monitoring, for
example, "when data is captured into an access system through a
recording medium, in duplication, whether the loaded recording
medium is a read-only type or a rewritable type." The type of
recording medium can be easily determined since it can be
recognized in an untamparable area (lead-in area) of the
recording medium by the system through hardware. When it is
intended to perform duplication of data in a state where the data
is being supplied from a read-only recording medium, the
controller 81 would not forcedly turn off the switch. Thus, the
access system operates after the extracted management
information, and data can be duplicated as long as the management
information allows the duplication. On the other hand, when it
is intended to duplicate data in a state where the data is being
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and it is noted that the present invention is applicable to a variety of

met hods. Finally, a description will be nade of a data access system
shown in Figure 8. Wile the aforenmentioned managenent i nfornmation
represents three statuses with two bits, an enbodi nent described here is

I ntended to substantially provide three statuses for the systemwth
one-bit managenent information. To this end, the system of the enbodi nent
conprppdied dormm od | zewgltahie deceosdd nigh nedhiiurst atlze dedntirelieppBiled to

e+ BYREC B AMACURLOLA_ AdUtaIled NBeSAHEMBRERRY e | fablGaRcRte: A

data supply unit IS to data enbedd W t h managenen
to ﬁﬁ§°§3‘éé’é§“s~ys?§ﬁﬁlaﬂﬂtﬁn%¢%’a‘é§ 9@%@&%@ a%%ﬁhecapwgygﬁéﬁcer or

reaébagﬁayﬁg1ﬁéamd}wD-RONl and a circuit for capturlng data on the internet
into the system Here, the managenent information is represented by one-bit
I nformati on respective bit of which indicates the follow ng information.
( MaGagemadil i nfwwhemt fampus or impor&amtusontent isCoprewenbédndxagenent

'”fgﬁqﬁbbﬁnu65¥Pié i&ﬂ”oﬁgggﬁ 24 ng, al”“?p%kfr oflcoEE@hEC%E'Q%sallomed

romt a su p I'S processe . Sl gnal
pr 08865 ddg teihusig B & Hat &b midm sudRLY itiade lm/ ROM
COﬂ‘éQ;ra?deOF‘m@ané haHdtkethé wea&ﬁt benf@dsmidi@ﬁedeﬁd aséobri4inRaci fies an

gg?gﬁ Hﬁ%ﬂghdhgéggégﬁﬁg%ﬂﬁgﬁﬁenbn tﬂforTﬁ”(”héédqu ggegafron1the dat a
supplied as a RAM or R, in most cases, the data can be considered
to be duplicated data already duplicated in the RAM or R.
Therefore, as long as the data stored in a ROM is considered to
be original, and that in a RAM or R is considered to be
duplicated data, further duplication of duplicated data, or
illegal duplication can be effectively prevented by providing
such function in the system. Consequently, even with the one-bit
management information that can represent only two status of
*duplication allowed or inhibited," the system determines whether
or not data is original according to its supply state, so that
a ghird:status of "one-time duplicability" can be substantially
prdvided for the system.

Since the management information to be embedded can be
represented by one bit, instead of two bits, it becomes
unnecessary to take sequence of bit arrangement into account
rather thdn the size of management information. If the content
of information differs for the arrangement of bits 01 and 10 when
the management information is of two bits, it is necessary to
take their sequence into account in'ektracting the information.
However, if it is of one bit, it is not necessary. Therefore,.
significant improvement is provided for accuracy in extraction
of information.
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by the signal processing system 83, and extracts the magagedRlly76r,v

I nformati on according to the state of an enbedding region by referring to
an extraction rule in correspondence with content of data for extracting
the state of the enbedding region. The managenent information extractor 84

outputs a control signal according to the extracted information. The
control signal is 25 - :

JA9- 96-076LY for controlling an output unit_85, superinposes an

I nt @h@er&%wme sebepé i Heh Yt 8288 ah9diR¥1ade Al kR, eNtthct EiAla
gener at or 86 c&grdln to the,content of the con%nol s%gna% on t he out put

si gn@ CaPENFeO T Erepunicagign orsbrogdeasting. WRALRBHERT not

i nf anTedd¢awss Sshstelh (ihiptomméebead akbowe detwoski Lnhdupltikea tdwinputimni t 85
Is t f,.to, put ta. the other d en, ment
inféﬁ%%ﬁ%ﬁgi%ébFﬁglg?gﬁ%Q%@éié§$qq%ﬁ%%ted?ﬁ Pﬂggsﬁﬁ cH ﬁéb?ﬁﬁ%g on to
sup@dnnsssedinto ntkef setwerksigndhpdicekdogat &headd o isutquns idmred Si nce

t Ee w%@?ﬁgiﬁ%ﬁyb%?@éﬁuyaﬁaa_alta_s ikgﬁbtofcgd;ﬁm%{g Sneféwé%uﬁ system
shown i ure.5 nqQ fyrther detail is descri . controller
conrfébtgul?%g??lﬁlﬂﬁfal%:udﬁ FaHitdeeed 5hg Hﬁn@é’ﬁ&cﬁ*e%h&atﬁ a%‘ér*fll‘%rdat ais
supplupld ¢t edief symt duplikcatededatanwiseoricae immaderoattiomfothet i dmans bit

0, I plicatio t ol | tr out put
uni?ﬂgglggﬁgﬁgg k%é&éﬁﬁgcﬁ6¥nﬂﬁﬁgﬂ%ﬁ?gﬁg %?%&55 igﬁ?géﬁéggbnféé %ﬁ%ing on

t he durbigabionupphyoyght eat onetvpuk.a Ltipekpnpoubligignsl . tqharliew
dupldgglieat Pbndaiid® BOorcsH i Rhbed, data hadhcdNReFBEQITENLNe
|nfornat|%€ itsel f allows duplicgation of the data. A %$e0|f|c data supply
st attEVEOHEr or AHTREFMATR 1 ¢ SREAGUSE GP @5 max. bgfantemplatafed into
an ateebsdipgt mont iltoodgy avheer @adiengi sreskkimg sapglpeédcati on, whet her the

| oaded recording nediumis a read-only type or a rewitable type." The type

of recording nmedi um can be easily determ ned since it can be
[{Applicability in Industry]

As described above, a-supplier embeds an access condition for a
receiver of content to be supplied as management information in
the content itself, and distributes the content to general
public. An access system, which receives the content, contains
a ':Eunct':ion therein that extracts the management information
embedded in the content  and controls access to the content
according to the access condition defined by the management
information. Therefore, the receiving system can effectively
inhibit access to the content by the receiver, particularly
illegal duplication of the content by the receiver.
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recogni zed in an untanparable area (lead-in area) of th Cof i di um
by the system through hardware. Wen it is intended toqﬁgfgﬁﬁﬁégﬁ% I cation
of data in a state where the data is being supplied froma read-only
recording medium the controller 81 would not forcedly turn off the swtch.
Thus, the access system operates after the extraeted nanagenent

information, and data can be duplicated as |ong as { RHIE
information allows the duplication. On the other ha ﬁlgmﬂﬂm”ul”munded
to duplicate data in a state whereprhhgsdata is beingo“%ﬁ er L oM os o

- 26 - JA9- 96- 076LY
supplied froma rewitable recording nedium the controller 81 turns on the
switth rejandthed HOrtrenagping rdcadssreitadenmmnbyi u bl i hgmaddgemenat a

cann L,ca r th Lhable r rydi di Generally,
mhen9%£§gﬂg%§khing%gygn?ﬁ%on§%%§&?é&prggengégdfrg%%| |é§g%°“ %Ii%%??on or

t anpEFpR§formagien afigiowsnehangingr anount @fsdatan exomprising ROV

Ther gteps, offle supply state in ROM state neans that the data can be
considered to be original, rather than duplicated data. On the other hand,
when data is supplied as a RAMor R, in nost cases, the data can be

consi der eexttaralet ichgp theamat adeinertl defdyratildnc ambédded ie BAM QatR;
Thergfgre, as long as the data stored in a ROMis considered to be
original, and that in a RAMor R is considered to be duplicated data,
further duplication of duplicated data, or illegal duplication can be

ef fecti velanRig@¥RNt £8cO¥s PEeVisliRg Sacd LHBELHOAG td Nea SYSE&BYracted
Cbnseguent%%i eg%&\mtklihe one-bit managenent information that can

r epr BEBROSHRAF XA "duplication allowed or inhibited," the system
determ nes whether or not data is original according to its supply state,

so that a I T us_.of rope-time_dugli.cahility" can be.substantially

prov?ded F%T P%gﬁ%@%t%%]get @Srkh lnlﬁialmli, wﬂ%reln salé s%ep %or |
managing the access comprises a step of changing management of
access to said data according to the type of medium for storing

said data.

3. The method as set forth in Claim 2, wherein said type of
medium is ROM, RAM or R.

4. The method as set forth in any one of Claims 1 through 3,
wherein said management information contains information for
controlling storage of said data, reception of said data,
playback of said data, interference of output of said data,
duplication history of said data, or modification of said
management information. '

5. The method as set forth in Claim 4, wherein said step for
managing the access comprises a step of, after managing the
access to said data according to said management information,
embedding, separate from said management information, additional
information for managing access to said data in said data, said
management information and said additional information managing
subsequent access to said data. -
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Since the nmanagenent information to be enbedded can be ggpregepted yby one
bit, instead of two bits, it becones unnecessary to take sequence of bit

. arrangenent into account ra e of managenent information. If
the content of information ! rrangement of bits 01 and 10

when the managenent |nforna It is necessary to take

t heir sequence into account |n extractlng t he |nfornat|on However, if it
is of one bit, it is not necessary. Therefore,. significant inprovenent is
pr ogi.ded Af @fysaeiurfsy manaxindcadoassf tbnaataabbm@rising:
-27- JA9- 96- 076LY .
The supply state to be nonitored may i nclude a case, "Wen data is captured

t hr ough e@sneutirestioonfor exbeaichingmanageneet orfownationdees sajst em i s
conpagiked éaﬁ@ Reh¥aklheh? AWHHd G Qh balﬁgd'éxdtﬂ-ia&éa t{e ahnedRitd oned

case, In this case, if datais connected he network in duplication, the
dat &h@%&éﬁ-ﬁ SEfOrRRL PR gVhEhout FheBaing: apount ofdatdhmrded to a

network in duplication, it is considered to be dupllcated data further

duplicated fron1 I| ated data stored in Qn er t an t he, net wor k
(e.qg., a RAMHH g‘ﬁg aglgﬁeﬁcceﬁ’?efte? or%ldfo‘?é%‘h Ell@gt %an’r%ugh a
netwmﬁcaqtedsm@mﬁ@emeeht1nﬁoamabmodupl|cat|on under a condltlon t hat data
is connected to the network. Furthernore, various approaches may be
contenpl at ed i ncl udi ng noni t ori ng when data is being supplied.

(Apphi catkhe t§Yshemnads e forAdl das Glab @hovRerginy §aiide urdihefRr an
accmqhagmmbta@@égy 8omprises a unit for changing management of

access to said data according to the type of medium for storing
said data.

8. The system as set forth in Claim 7, wherein said type of
medium is ROM, RAM or R.

9. The system as set forth in any one of Claims 6 through 8,
wherein said management information contains information for
controlling storage of said data, reception of said data,
playback of said data, interference of output of said data,
duplication history of said data, or modification of said
nanagement information.

10. The system as set forth in Claim 9, wherein said unit for
managing access comprises:

a unit for,'after'managing the access to said data according
to said management information, embedding, separate from said
management information, additional information for managing
access to said data in said data; and

a unit for managing subsequent access to said data according
to said management information and said additional information.
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recei ver of content to be supplied as managenent i nfor maIA®AI6n07RBYCcoNt ent
itself, and distributes the content to general public. An access system

whi ch receives the content, contains a function therein that extracts the
managenent information enbedded in the content, and controls access to the

content according to the access condition defined by the lmu
I nformation. Therefore, the receiving systemcan effecti Wﬂﬂlﬂlﬁl"lll " IIII

access to the content by the receiver, particularly illegadl dupli chtidn *of

t he tant eit deyat hecoexdingrsystem comprising: -
28 - CLAIMS 1. A met hod of recording nedia data on a storage
medi um conprising the steps of: cifying in said di a ta an
enbeddi nganegkbraFkRORhf eF ?Piﬁ%‘éﬁge’?ﬁ “larﬁacg%ﬁr%r}"f r’%?l’f?%lﬁm ss to

sai ?d@?ﬁl ?%361{@ xFéna@eﬁﬁﬁlegamgomaudrefmimgg etubealldeehbﬂuidsagdr dacarhere a
content o ato enmbedde q f
embe FH &%& AR w1 Ehg SSﬂakglﬁgr R é,t@ S Atyysg of said

tus o ngreg’lonln
accordance with sai d rranagenent [ nf ormation, and thereby enbeddi ng said

managenent, %ggr‘r&%bgn %ﬁ%’a dE&s 43l a@Nfledium ofF 6P dli REhteAl d
medi a dat§ e ded wit nagenent 1 nfqrmation on said rredl um
accordlng to said extracted management information.

12. A system for duplicating data comprising:

" an extractor for extracting management information from said
data, said management information being embedded in said data

through data deformation without changing amount of data; and

a unit for managing access to a medium of  said data
according to said extracted management information.

13. A system for receiving data comprising:
a unit for receiving the data with a receiver;

an extractor for extracting management information from said
received data, said management information being embedded in said
data through data deformation without changing amount of data;
and '

a controller for controlling output of said data outside
said receiver according to said extracted management information.

14. A system for playing back data comprising:

an extractor for extracting management information from said
data, said management information being embedded in said data
through data deformation without changing amount of data; and
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2. The nethod as set forth in-claimil, wherein said QawREBEIT6LY

information is duplication ena ormati on for managi ng duplication of
said nedia data. 3. The Mﬂﬂ "E!“ﬁﬂ&l"futh inclaiml, wherein said
managenent information is play rmati on for managi ng

pl ayback of said nmedi a data. A met hod of accessing nedia data
stored on a storage nedi um conpr|5|ng the steps of: readi ng out
data from said storage nedi um speci fying fromthe read-out data an

enbeddi ng & egnéaclilerwipchcanhagdidng Phaybaaki off $aidatyianraodisg to

sai d+6ediad ddaha Vst STbReegement info®Wbtadh Ny sai d managenent
information in accordance with a status of said enbeddi ng regi on by

referring to an extraction rule where the status of said enbedding region

i s cassed A syterespondintethereangebuspaft dFt Adin beomptiachgd; and
generating said nedia data fromsaid read-out data in accordance with the
contents of said nanagenent i nformation. 5. The nmethod as set forth
in clai m&an extrRata fpri Gﬂ‘agaGtsneprn@ﬂaghuﬁgtngnfhemeunbenfsomfsaiidd

manageBt ééﬁ&rﬂahbgﬁmenﬂ5lnforJQELHRtBQQdﬁséﬁﬁeé@@ ;hn

wherein sai.d nag i nt ornatl n is duplication enabli |ﬁfornat|on for
nana&q¥ qﬂﬂﬂ ﬁﬁ ?mgﬁFﬁnnﬂﬂl oYt £ %MRN%W?P“VM%% ata:depdi cation

enabl i ng |nfornat|on enabl es duplication of said nedia data, the

duplicati owed, a tion
enabl i ng ?ﬁforna 1°on |%ﬁﬁﬁqﬁgﬁﬁﬁ +f%%.|%ﬁF%ﬁP%5?Bcﬁe8?aoﬂgP§t Phesaid
dupHQQﬁQ(ﬂPQﬁrdmm@ h@dsaldaeatmgcmmﬂimanagemeﬂt infoffinetienhod as set
forthTn claimb5, wherein said managenment infornmation is duplication
enabl ing informati on which determ nes a condition for nmanagi ng duplication
of sé% et aS¥EFETand WherBRAAGHAEN SWIRL Itk AR onhilstemangeaf bydatgessi ng
sai d comprei st t he contents of said managenent information in said
read-out data is changed. 8. The nethod as set forth in claim4,
wherein said nmanagenent information is

an extractor for extracting management information and

additional information from said . data, said management
information and said additional information being embedded in

said data through data deformation without changing amount of
data;

a controller for controlling duplication of said data

accordlng to said extracted management and additional
lnformatlon,

when the additional information does not exist in said data,
a unit for embedding additional information in said data

according to the result of control on duplication of said data;
and

when;the additional information exists in said data, a unit
for modifying and embedding said additional information in said

data according to the result of control on duplication of said
data.
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pl ayback -enabl i ng i nfornmation for nmanagi ng pl ayback of saigd-9swdizrata and
wher ei n, when said playback enabling information enabl es playback of said
medi a data, the pl 1mﬂl‘m1m1{“'umrjl a data is allowed, and when said

pl ayback enabling ilBdRireR!iBeAN iEANIAS! t s pl ayback of said media data, the

pl ayback of said nmedia data i's 1 nhibited. 9. The met hod as set forth
in claimb5, wherein said managenent information is playback enabling

i nformati on which determ nes a condition for managi ng pl ayback of said
medild dathn SHHEtRRr for iR EBlRg corRREgSReRE C‘Hgng%ﬁc%'ysac‘é@ss@?@asai d
mediconftis iddie contents of said managenent information in said read-out.
data i s changed. 10. A system for accessing nedia data stored on a
storage nedi um conpri sing: a reader for reading out data formsaid
st or age radiemtractor foan nextagetent f nfepretignngfamomdsxidiagdaegi on

fro - dat a, : $a] i,n tq:g_%ﬁ) C t"gEmﬁf n

i nf or?rltn%[[?i %%ggoggtn%dagﬁlg&?ggggggﬁg stai J{me |é;tla§l?a,gb§h for ex raci‘rllng sai d
mandtfeith a i ftaranglb ida bt docansterna i on withautschanging ampuadi a§ regi on
by refefsring to an extraction rule where a status of said enbeddi ng region
is caused to correspond to said managenent information; a.generator
for generating an access interference signal; and - an out put unit
for sel ec&id@dl;yrﬂméyé Ebmgcehh:hﬁrl_lsaigfi arcﬂﬁa:éd Do &imld@taaa?éqming _ |
gener at ed. by bpt id_r - out_ si gn n | ccess_jnterference signal,
in S%‘gogga%ceexgmr?ﬁ%ggi & C%%%fg@r%’rﬁ%“%%‘?nﬁ??@ﬁga@lﬁ% anHThe system as set
forth in claim 10, further conprising a changer for changing said

manageneng WA@Y "BSEOModifying said access management information - 31-
he, syst em g{sé set forth in claim110 <\)/\fer ei'n, sai.d managenent
i

12. The.
i nf AREPTSHNAUBPi EBE SsdbITh RGTRTF nEPRBFRO+ oFO nR8 gAY dupl i cati on of

said nedi a data and wherein, when said duplication enabling information
enabl gs lication of said_.nedia.data aid _qu t_uni t put i d
Feadi ot U EPSLaR 85, BBk st R eRy: BRCCaBbt RkmEnty, SEERYRE 2D (o
dupl weerebn siidatentedl dedacanpsisdsoutynit fion changing thiedcongmall
geneAatefa g e ehd LA Hedl GRontsinthd 8658°8akALEr (e ence signal.

e systemas set forth in alm 11, rein sald managenent
information is duplication enabling information which determ nes a

condi$i onaf a¥ysedagifey depbedding 8tceabd ivethimalelen Andaier sy@tehen
said_ ¢ ngltl on s changed by _accessi ng_said nedi gié%%[ﬁa, sai.d, changer
chanﬁ'@ge H&P8ont BRPETGF1R (UABARIFEFentCFRESr Nk r s &S o 8Y5 dat a.

comprising:

_a unit for preparing management information to be embedded;
and

a unit for embedding said management information in said
data through data transformation without changing amount of data.

20. A medium containing a program for embedding management
information causing it to manage access to data, said program
comprising:

a function for preparing management information to be
embedded; and
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14. The systemas set forth in claim10, wherein sai dagabagémény
information is playback enainEﬂHinfornation for managi ng pl ayback of said

reri g dEt af and \gﬁr“mmmm&mt pl ayback enabling information enabl es
pl ayback of sai !

EIgN! il A out put unit outputs said read-out signal,
and when sai d pl ayback endbling information inhibits playback of said nedia
data, said output unit outputs said signal generated by both said read-out
signal and said access interference signal. 15. The system as set
forth inacfangtion fnsrembedding rnkd damnagenent idtf omation dybselddenabl i ng

i nf @g Rt i:ﬁf‘oﬁlghcc@aé&t@fﬂé‘ﬁérﬁafé@aﬁi Wi fRoher cHERGHA G hitd BYD K q@ft aSai d
nmedi a data and wherein, when said condition is changed by accessing said
nmedi a data, said changer changes the contents of said managenent

i nf ainat Romedivai dontadniwlg it program for causing it to perform
access management to data, said program comprising:

a function for extracting management information embedded
in the data through data transformation without changing amount
of data; and

) a function for managing access to the data according to said
extracted management information. o
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