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'BACl.GllOUND or THE IlCVEN'rlOR 

1. F~al4 of the Invention 

~. 200100308-6 
2 2 JAN 2001 

The present 1n,,.nt1on relates to a part1C1PAtion 

author:ity IUll&geatent system for uae 11\ el.ectronie access, 

electtoni.o bidding. el.ect~onic: lottery. elecuon1c p&t"1t1.on, 

electronic voting or the like. 

2. Deacr.tpt1on. of the Pr1or Art 

convent1onall.y. an anonymoua part1c11:1at1on system using 

blind a1patm:e has been .a~uue4. Bl1:n.d. s1.9rua:tu::e refcr1 t.o 

a system ~n ~ch a s1gner s~gns without se&ing the signed 

con:'tents. For example. in the case cf elect:ron1c vottng. data 

involved in the pe.J:tioipation is the voting contents of the 

voter bitnself/harse1f. 

Thus~ electron1o voting can be conducted as follows. 

Fust. a part.1c:tpant subaystem (presenter) authorized ta vote 

proves be~ore a naana.ger subsystem that the pr•santer i$ 

au thorizecl to vote •nd then hu the manager aubsyatem sign the 

voting contents by section of blind aitnatu~e. 

A voting statement with the signatu~e of th1& manager 

subsystem ~.f.1Xfld is se!lt to a ver1fioati.on subsys'tem. The 

v4r1f1cat1on su'b.syatem re11ards the voting statement submitted 

with the •ignaturo of the manager subsystem as a voting 
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statement sent by an eligible voter. To prevent an identical 

participant subsystem from par~icipat1ng in an identical 

voting session two or more times, it is determlned that voting 

data which varies from one participant subsystem to another 

should be used and that the manager subsystem should issue a 

blind signature to each participant subsystem only once. 

In the case where voting contents Wl.t:h 'the s.ame signature 

are sent, this makes it poss1ble ~o determine that the same 

participant subsystem has attempted to vote twice. Since 

blind. signature is used, even the manager subsystem cannot know 

to which participant subsyste:rn the voting statement with the 

signature has been issued. which makes it possible to maintain 

anonyrn1 ty. 

Likewise, an electronic voting system using anonymous 

certificates with blind signature is also under study. In the 

conventional example above, ~he participant subsystem needs 

to have the manager subsystem issue a blind signature every 

ti~e the participant subsystem participates in vot1ng, that 

is, for every voting session. Therefore. the following 

describes a conventional case where a participant subsystem 

can par.ticipate in electronic voting any number of times with 

a single reg~stra~ion procedure. 

First, the participant subsystem proves before the 

manager subsyste1t1 that the part1c1pant subsystem is a 

participant subsystem authorized to anonymously participate, 

then has the manager subsystem sign 1ts own public key by 
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sect.i.on c£ blind s~gna'ture. The public key with this signature 

of the manager subsystem affixed 1s called ~anonymous 

cert1f1cat.e". 

Next. the par't:1c1pant subsystem signs the voting oon'tents 

with its own secret key and sends 'the signed voting contents 

and the anonymous certi.ficate to a verifioation subsystem. 

The verification subsystem confi.nn.s that the anonymous 

certificate submitted is a pablic key w~th the signa~ure of 

the manager subsystem affixed and ~hat the s~gnature of the 

voting statement can be oorrec~ly verifi.ed based on this public 

key, and when tha confirmation is ob'ta1ned, regards this as 

a voting statemen't sent by an eligible voter. Whether an 

1dent~cal partic1pant subsystem has not parcioj,pa~ed ~n an 

identical voting session more ~ban once is confirmed by the 

absence 0£ other voting statements based on 'the &81'1\e anonymous 

certificate. 

Use of blind signature make.sit unknown AVAn ,.,o 'thA m1=m:FlgP:r 

subsystem to which participant: subsystem an anonymous 

certifioate has been issued, whlch makes it possible to 

maintain anonymity. However. if an identical participan~ 

subsystem votes in two voting sessions us~ng an iden~ical 

anonymous certificate. it will be revealed that the seine 

participant subsystem has participa~ed. 

Next, group sl.gnat:ure Will be explained bel.ow. Th1s 1s 

a system in which even if two or more signatures are afflxed 

usi.ng a.x1 ~dentical c.nonymous certifica'te. whether the same 

i11iiiiiff 
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signer has signed or not is kept concealed. This technique 

is described in detail in a paper called ~Efficient group 

signature schemes for large groups .. in the international 

conference CRYPTO '97.by J. Camenisch and M. Stadler. 

First, ~he participan~ subsystem proves before the 

manager subsystem ~hat the participant subsystem is a 

participant subsystem that belongs to a group author1zed to 

participate anonymously and then has the manager subsystem 

issue a group secret key. 

Nex't, data to be sent is signed w1th this secret key and 

the signed data is sent to the verification subsystem. 

The ver1f1cat1on subsys'tem confirms that the data 

submitted has a signature verifiable by a group public key 

d.f f i..xe.d and when the confirmation is obtained. thls can be 

regarded as the. data sent by a part1c1pant subsystem belonging 

to an eligible group. Use of group signature makes 1t 

impossible to identify the particular participant subsystem 

.i.n the group to which the group secret key used for generating 

each signature is belonged, which makes it possible to maintain 

anonyrni'ty. 

However, wit:h t:h1s system even .1f an identi.cal participant 

subsystem has sent dai:a more than once to an iden'tical session, 

there is no way to verify whether the two signatures a.re affixed 

by using an identical group secret key or not, and therefore 

this system cannot be used for applications such. as electronic 

voting which must preven~ double·voting. 
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A technology similar to group signature is escro~ 

identificati-~n, which is described in deta1l 1n a paper called 

~ Iden'ti 't'Y :Escrow" in the int:ernational conference CRYPTO '96 

·- by J. Kilian and E. Petrank. However. ~his ~echnology does 

not provide section for detennining whether 't'W'O identification 

information pieces are issued from an identical participant 

subsystem or not. either. 

A ~echnology called ·subgroup signature~ is available, 

which ~s a technology using group signature whose number of 

signatures is equal t:o the number of dif£erent participant 

s'\lbsystetns. Thi.s technology is described in detall in a paper 

called ·some open issues and new directions in group 

signatures· in the ~nternational conference Financial 

cryptography '99 by G. Ateniese and G. Tsudik. However, s:ince 

all part:icipan't subsystems prov.1de signat.u:re. for common data r 

this i:echnol.ogy cannot be used for vot.1.ng in Whi.ch data to be 

sent varies from one participant to another. 

This Sheet Bas Been Replaced 

· 11111m1 SUMMARY OF THE INVENTION 

As described above. T.here is no conventional techno1ogy 

that would allow a parl:icipant t:o partl.Cipate .in a pl.u=ali ty 

of sessi.ons by a si.ngle reg~s'tration procedure. detect whether 

there already ex~sts data from the sam~ participant, and 

conceal a participa't1on re1au .. onsh1.p between sessions even if 
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the part~cipant participates in a plurality of sessions 

wii:houi: thi.s being detected, so as 'tO be used for electronic 

voting and electronic b1dd1.ng. 

In the conventional techrlology where data to be sent .is 

signed by sect:1on of blind signature, it is necessary to cona.uc't 

registration processing for every session, while the 

conventional tachnology using an anonymous certificate is 

unable to concaa1 a participation relationship between 

sessions, group signature or escrow identification is-unable 

t:o verify session participation by an identical participa."l.t. 

and the technology us.1ng subgroup s1.gnatuI:e i.s unable to allow 

each participant subsystem to create participation data 

independently. 

The present 1.nven~ion has been achieved by ~uking into 

account the poini:.s descr.i.bed above and it: is an o'C>jec't of t:ne 

present invention to provide an anonymous par~icipation 

authority mana9&1tten't system j_n which a participant authorized 

to access or part~e1pate ~n a plurality of sessions can 

participate anonymously without the partic~pant's name or 

participating relationship between the sess~ons being 

revealed, whereas it is possible to detemine whether the same 

participant has participated. more than once in 't:he same 

session. 

In other words, the present inven~1on provides an. 

anonymous parti.c1.pa.ti.on authority management sys'tem allowing 

participan~s to participate in a plurality of sessions w1th 

This Sheet Has Been.Rel~ed 
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a single ~agistra~ion ,Proce~re, detecting any 14en~1aal 

partic.1.pant Vbo has participated in an identical •••sion more 

than once, and yet concea11nf a part1c~pat1on :e1•t1onship 

between aess1ons. so as to be used ~or aiectronic vot1n9. 

P-l.actron1.c bidding, and the like. 

Aecor41ng to th.a pruent 1nventio11. a system 1naludes i 

a participant subsystem that is authorized to anonymoual.y 

particJ.pate .in a p1ura1ity of sessiona us~ng sec:et 

::i.nfozmatJ.oll; and a reception. •ubsyst~ that ae:temines whether 

it is aaceptab1e for the participant subayst&lll to parti.cipate 

in a session, Wherein tba participant subayetam incl.udes an 

anonymous s~gnl.ng section tor author1z1n9 Sll41.v1dual data 

u11ng the secret infoJ:mation 4epen4ing on eea11on-related 

1nfo2:'11\&t1on to pro4uce anonymoQ& partic1pa~1on Gata With 

anonymous signature" an4 tba raoeption subsyste111 includes: an 

anonymous si;nat~e cleteiia1ning section for 4et~~n1ng 

whether received data 1• anon7l1oua participation data with 

anonymous signature authorized by the particJ.pant subsystem: 

and a sender match datarmining section !or 4eterm.1n1ng Whether 

anonymous sigl\Aturas of arntro.ry two piece.a of anonymous 

pArt~cipation datA ara signed by •n 14ent~cal part1c1pant 

subsystem. 

The anonymous signature may include data that: 1.s generated 

by a predetermined express1on us1n9 the sess1on-relatad 

~nfo:rma~1on and the secret 1nformat1on. wherein ~he sender 

m~tch determ~nin9 section checks the data 1na1uded 1n the 
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anonymous signature of received anonymous participation data. 

The predetermined express ion rn.a.y be represented by raising a 

session-dependent base to a power th~t is dependent on the 

secret 1.nformation. 

Accord1.ng to a first embodiment of the present invent.ion, 

Lhe anonymous signing section may include? a generator 

creating section £or creating a session-dependent generator 

depending on the session-related 1nfoz:mat1on: a group si.gni.ng 

section for signing the indiv1.dual data us1~g the sess1on-

dependent generator and the secret inf or14at1on to prodace 

anonymous participation data~ wherein 'the anonymo~s 

participation data includes data obta.1.ned by raising the 

session-dependent generator ~o a powe~ determined by the 

secret information; and a 11nkage dat.a generat.1.ng section for 

generating 1inkage data indicating a re1a~1onsh1p among the 

session-dependent generator and a. generator determineC'J by the 

individua1 data and/or the session•reiated information. 

The secret information is represented by (X, y, v) ~hat 

satis:fies: v = (y • 5) 11
" mod n. where y =a-mod n, n is a product 

of two prime numbers as used in the RSA cryptography, g is a 

generator ~hat generates a cyclic group of order n, a is an 

in~eger mu~ually prime to n, e is an integer mu~ually prime 

~o the Euler number 0£ n, and 6 is a constan~ other than 1. 

the genera~or creating sec~ion creates a session~ 

dependen~ generator g~ corresponding to a session A and a 
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generator gm is gene.rated based on the individual data m and/or 

the session A, 

the group signing section sets z = g/ and generates a first 

proof statement 

V1 
= SKLOGLOG{z,g11 ,a) {O!Z = g.r.(a")] (1) 

proving the knowledge of a. satisfying z = g"' ( a
0

'} • and a second 

proof statement 

V'2 = SKROOTLOG(z*g~6 ,g.a,e}[~: z*gA• = gA(~")J(l) 

proving the knowledge of~ satlsfy1ng z*g: = gA(~~). 

the linkage data generating section sets z 1 -= !Ji/, and 

generates a third proof statement 

V, = SI<REP(21/2, g111/g.1}[y: zJz =(g1JgA)1)(l) 

proving the knowledge of z1 and z have the same power to the 

bases gM and gA, respectively, wherein the anonymous 

participation data is defined as {A, m, z, Zp V1 , V'2, V,). In 

t:his case. the anonymous signatura determining section checks 

V1 • V2 , and V3 of the anonymous participation data to determine 

whether received data is anonymous participation data with 

anonymous signature autbori.zed 'by the participant subsys'tem. 

The sender match determining section checks z of the anonymous 

participation d.ata to determine whether anonymous signatures 

of arbitrary t~o pieces of anonymous participation data are 

signed by an identical participant subsystem. 

According to a second embod1ment. the anonymous s1g:n1ng 

section may include: a generator creati11g section for creating 

a generator depending on the sessi.on-related info.rmation: and 

liMiiili 
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a group signing section for signing the l.ndividual data using 

the genera'tor and the secret infonnat1on to produce an.onymous 

participation data, wherein the anonymous participation data 

includes data obtained by rais~ng the session-dependent 

generator to a power determined by the secret information. 

In the case where he secret information is represented 

by (x 1 y, v) that satisfies: v = (y + 6) 11• mod n, where y = 

a• mod n, the indi.v.1.dual data is denoted by m, n is a product 

of two prime numbers as used 1.n t.he RSA c:cyptograpby,,. g 1is a 

~enerator that genera~es a cycl1c group of order n, a is an 

integer mutua11y p~ilne to ~. e 1s an integer mutua1l.y prime 

to the Euler number of n, and 6 1s a constant other than l, 

the generator creating section creates a session-

dependent generator g~ corre£pond1.ng to a session A, 

t.he group s1gn.1.ng sect1.on sets z"' g,/ and generat:es a first 

proof statement 

Vi = SKLOGLOG(.z,g"'a) [a:z • g.{au)] (m} 

proving 'the knowledge of a sat1sfyj_ng z = g4 ( aa) , and a second 

proof sta'Cement 

v1 = SKROOTLOG(:z•gA5 ,gA,e)[~: z•g,.1 
... g,.c~·} l {m) 

proving the Knowledge of~ satisfy1ng z•g: = g4 (~·), wherein 

t:he anonymous participation da~a 13 is designated as (A, m, 

Accordl.ng to a thi.rd embodiment of the present ~nvent::ion, 

the anonymous s1gn1ng section may include: a genera'Cor 

crea'ting sec'Cion for creat:ing a session-dependent generator 

This Sheet Has Been Repl~ced 
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depend1ng on ~he sess~on-related ~nformation; an escrow 

iden'tifying section for signing the ind1V.t.dual data using the 

session-dependent generator and the secret 1.nforma~ion to 

produce anonymous partio1pat1on data, Where1.n the anonymous 

part1c1pation Oata includes da'ta ob~a1ned by raising the 

session-dependent geQ.erator to a power determined by the 

secret i.nformation; and a 11.nkage data generat1.n9 section for 

·· generating linkage data indicating a relationship among the 

session-dependent generator and a generator determined: by the 

individual data and/or the sess~on-related information. 

The secret information is represented by (a1 b) that 

satisfies b = ( ae. - ll) 11 
... mod n. where n is a product of two prime 

numbers as used in the RSA cryptography. g is a generator that: 

generates a cyc1ic group of order n. a is an integer mutually 

prime to n, e .is an int:&g6r mutually pri.me to the Eu1er number 

of n. and 6 is a constant other than 1. 

ths generator creat~ng section creates a session­

dependent generator gA corresponding to a session A and a 

generator g"' +s generated based on the individual data m and/or 

the session A, 

the escrow :1dentify1.ng sect1.on sets z:i .. g,. ( 11"') and 

genera~es a first proo£ statement 

V1 = SKROOTI.OG(z.,.g11 .e) [a: z. = g.,(a
9

) l (1) 

proving the knowledge of <x satisfying z, = g .. ca•), and se'ts z.i. 

= g,.Cb~) and generates a second proof statement 

V2 = Sl<ROOTLOG( Z0, gA, e) (~: z 0 = gA ( b'")] ( l) 

lliiiif 
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prov1ng the knowledge of~ sat~sfy1ng z0 ; gA(b
6

), and 

( a•} t:he l.1nkage data generat.1ng section sets Zc :11 g,,, and 

genera~es a third proo£ statement 

proving the know-ledge of z .. and zr: having 'the same power 'to the 

bases gA and gm, respectively, wherein the anonymous . 

part:1cipation da'ta is defined as (A, m, z11 • zh, z,,. v,, v,, V;i). 

In thls case. the anonymous signature deternU.n~ng sect~on 

d.ete:rmi.nes whether z.a*z,, • gA
1 i.s si:s.tisfied and ob.eeks •v,.: V2 , 

and V3 of the anonymous participation data to determine whether 

received data is anonymous participation data wit:h anonymous 

signature authorized by the part1.c1pant: subsystem. The sencl.er 

mai:oh de'termining section checks oree of z11 and Zr, of the 

anonymous part101pat1on da~a ~o determine whether anonymous 

signatures of -arbitrary two pieces of anonymous part:icipation 

data are signed by an identical participant subsystem. 

Accord1.ng to a fourth embodiment of the present :1.nventi.on, 

the anonymous signing section may include: a generator 

creating section for creating a session-dependent generator 

depending on the session-related information; and an escrow 

identifying section for s1gn1ng the :i.ndividual data using the 

sess~on-dependen't genera~or and the seeret ~nfo.rma~ion to 

p.c:oduce anonymous participation data. wherein the anonymous 

part1c1pat1on da~a includes da~a ob~ained by rais~ng the 

session-dependent generator ~o a power determ1ned by the 

secret information. 
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The secret information ~s represented by {a. b) that 

sati.sfies b = {a" - 6) 11~ -caod n, where n is a product of two prime 

numbers as used in the RSA cryptography, g is a generator that 

generates a cyclic group of order n, a is an 1.nteger mutually 

J:lri.me to n. e is an in't.eger mut:uallY prl..me to the Euler number 

of n, and 6 ~s a constant other than l, 

the generator creating section crea~es a session­

dependen~ generator gA correspon<ll.ng to a session A, 

the eSCrOW ;i.dent:i.f"y.J..ng SeCt10n S8tS Z 11 R 9.1. ( a
9

) and 

generates a first proof statement 

V1 - SKROOTLOG(.z.,gA,e)[a~ z .... g,.Ca") l (m) 

provlng the knowledge 0£ a. satisfying Z.a = g4 (a"). and sets z,. 

= gA(be) and generates a s&eond proof statement 

Vi • SKROOTLOG( zb, g.,., e)[p; z. • g,. ( b,,)] {rn) 

proving t'he knowledge of p satisfying z., = g11 ( b .. ) , where1.n the 

anonymous p.irt.icipation data is defined as (A. m, ~ ... , Zi.. V:., 

Vi) • 

BRI~F DESCRIP~ION OF THE DRAWINGS 

FIG. 1 is a biock.diagram showing a oon£iguration of an 

embodiment of a participant subsystem according to the present 

invention: 
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FIG. 2 is a block diagram sho"1'1ng a confi.gurati.on of an 

embodiment of a reception subsys~em according to the presen~ 

invention; 

FIG~ 3 ~s a block diagram showing a configura~lon of an 

embodiment of a system according to the present invention: 

FIG. 4 is a biock diagram of a part~cipant subsystem 

showing a configuration 0£ a firs't embodiment of an anonymous 

signature £unction according to the present ~nvention; 

F!G. 5 is a block diagram of a participant subsystem 

showing a conf.iguration of a second embodiment of an anonymous 

signa~ure func~1on according to the present ~nvention; 

FIG. 6 is a block diagram of a part~oipant subsystem 

showing a conf igw:ation of a third embodimen~ of 1:he anonymo11s 

signature function according to the present invention: and 

FIG. 7 is a block diagram of a par"tic1pant subsystem 

show:i.ng a. configura~ion of a fourth embodimen't of 'the anonymous 

s1gna~ure funct~on according to the present inventlon. 

DET~ILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

iiiiW 
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In order to ol.arify the objects. features and advan'tages 

of t:he present invention, embodiments of the present invent.ton 

will be expl.ained 1.n detail below with reference to the attached 

drawings. A schemai:ic system according 'to an eml:>od1.ment of 

the present invention is shown in FIG. l to FIG. 3. FIG. 1 

shows a participant subsystem 101 and FIG. 2 shows a reception 

subsystem 102. FIG. 3 shows a conceptual diagram of the 

system. 

For example. in the case where this anonymous 

part1c1pat~on authority management system is applled ~o a 

vote:r management system in electronic voting 1 the partici.pant 

subsystem corresponds to a. voter subsystem and each eligible 

voter is given sec~t ~nf ormat~on from a manager subsystem 

beforenand and ~he recept~on subsystem performs voting 

reception. 

A session corresponds to each election event (nation­

w~de election, local goveJ:ntnent elect~on, etc.) and 

sessioh-related infox:mat1on includes information specifying 

~he election sess1on and is informa~ion common ~o aii or a 

cer~a~n range of voters (e.g., voters in ~he scme election 

administrative area), and individual data is vo~ing data, 

which var1es from one voter to another. 

Un11.ke conventiona-1 "'digital s1.gnature .. in which a signer 

name 1s 1dent1f1ed. 1n •anonymous signature•, a signer nama 

1~ not identified and rema1ns ahonymous, but the •anonymous 

signature• ind~cates that it assures (authorizes} as a 

iiliiU· 
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s.ignature that data has been certainly created by an anonymous 

person who has participa~ion authori~y and has not been 

~ampered by other people. There are two kinds of d.igi tal 

signature systems, one in which data to be signed is expressly 

separa"ted from signature data, and t.he ot:her .in which dat.a to 

be signed is indirectly included in signature data. Thus, 

suppose the anonymous signature, or participation data with 

an anonymous 6.ignature assign6d described here includes data 

subject to anonymous signature. 

W~th reference to FIG. l and FIG. 2, this participant 

subsystem 101 has secret infox:ma~ion 10 given by communicat1ng 

beforehand with the manager subsystem lOO in secret 

~nforrna~~on retaining sec~ion 20, generates anonymous 

participation data 13 obtained by authoriz~ng through the 

anonymous signature function 21 session-rela~ed 1nformat1on 

ll of 'the sess.i.on in which 'the participant wants tc participa'te 

and individual data 12 which is to ba entered in the .session 

in which the participant wants to par~icipate using a secret 

key 10 retalned in the secret key reta1n1ng sect~on 20 and 

anonymously sends this anonymous pa•t1cipat1.on d~ta 13 to the 

recept~cn subsystem 102. 

The reception subsystem 102 receives this part1c1pat:i.on 

da~a and verifies through the anonymous signature verifying 

sec't:ion 30 that this includes the indi.v:idual data au'thorized 

by the part1c1pant subsystem authorized. to anonymously 

participate ~n the ~elevant session. 

fiiinr 
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Then, it is determined whether the participant previously 

participated 1n the sesslon or not using the sender match 

determining section 31 that determines whether the received 

part1c1pation data is sent or not: by the same participant 

subsystem that sent the particlpat1on data. 

In the case of voting, if the participant did not 

participate before, the relevant participation data sent is 

accepted and if the participant part1c1pu.ted bef.ore, this is 

accepted and notified. 

or it is also possible to receive all verified data first 

and then accept only the data that the sender match determining 

section 31 has confirmed that the same part:1c1pant subsystem 

is not found in the received part1c1pat1on da~a. 

In other cases such as bidding, it is also possible to 

accept only the data involved in the first participation or 

validate the latest participation data or select only ens from 

the participation data of the same par't1c1pan't subsystem and 

validate according to ~ certain standard. Of course. 

verification of participation data using the anonymous 

signature verifying section can be performed at any time aft.er 

reception. 

Furthermore, ih the case where this anonymous 

part1c1pat1on authority management system is applied ~o a 

bidder management system of electronic b1dding, the 

participant subsystem corresponds to a bidder subsys'tem and 

each elig1ble b1dder 1s given secret information from the 

'This. 'Sheet-Has Been Replaced 
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manager subsystem beforehand and the recept~on subsystem 

' performs bldd1ng reception. 

The session corresponds to each bidding 1t:em, 

session-related information includes information that 

specifies the bidding session and 1s .information common to ail 

bidders. and ind1vidual data correspon.ds to bidding data ~hich 

~ar1es from one b1dder to another. 

For example, in the oase where this anonymous 

part~c1pat1on authority mabagement system is applied to an 

app1ioant management system in electronic lot~ery, ~he 

part1c1pant: subsys'tem corresponds to the applicant subsystem, 

each elig~b1e app11cant is given secret ~nformation from the 

manager subsystem beforehand and the recept~on subsystem 

performs application reception. 

The sess1on oorresponds to each 1ottery item, 

session-related informat.1.on includes ~hfoJ:mat1on that 

specifies the 1ottery session and .1.s information common to al.1 

app11cants, ~nd 1ndividual data corresponds to application 

data which v~ries from one applicant to another. 

FIRST EMBODIMENT 

As shown in FIG. 4, a case where group s1.gnature is appli.ed 

will be described as a specific example. Oparat1on of th~s 

embod~ment wi1l be expla~nsd be1ow. 

As group signature, a system which J. Camen~sch and M. 

Stadler introduced in a paper called ·Efficient group 

This .Sheet.!,las B~!'lJl :Replaced 
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signature schemes for large groups" in the international 

conference CRYPTO '97 is known. 

As described in the above document, common constants ( g, 

a, e, n. o) are required where n is a product of two prime numbers 

as used in the RSA cryptography, g is a generator that generates 

a cyclic group of order n. a 1s an integer mutually prime to 

n. e is an j,nteger mutually prime to the E\ller number of n, 

and ~ is a constant other than 1. 

Then, the manager system 100 generates these common 

constants and designates the prime factor of n as the secret 

information of the manager system. The method of generating 

~hese common constants is described in detail in the above 

document. 

Given the above corrunon constants {g. a, e, n, o), each 

participant subsystem 101 communicates with a manager system 

that knows t.he prime factor of n and theraby acquires secret 

information 10 (x, y, v) that satisfies: 

v = { y + S} lte mod n 

where y = a'K mod n. 

Here, as the m~thod of acqu.1.r1ng the secrei: information 

(x. y, z). the manager system may generate all the .i.nformatlon 

au.d distribute i.t to participant subsystems, or each 

participant subsystem may present only y wh11e keeping x a 

secret and have the manager system calcula~e v from y. 

Furthermore, 1t is also possib1e to acquire the secret 

1ifiiiir 
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information (x, y, v) by using a blind signature technique 

withou~ even revealing y. 

Then. the proof system which will be used below will be 

explained first. 

SKREP(y, g} (Cl: y = g'"') (m) 

means proving the kno'l,ll'ledge of a satisfying y == if using (y, 

g, m}. where mis an arbitrary number. 

SI<LOGLOG ( y, g, a) [ o. : y = gC a°') ] { m) 

k d g( a"'} means proving the nowle ge of a satisfying y = using 

(y, g, a, m), where m 1s an arbitrary number. 

Next, 

SKROOTLOG(y,g,e) {r1: y:::: gC<.t
11

)) (rn) 

i g r a"'} means proving the knowledge of a sat sfying y = \ using 

(y, g, e, m). where mis an arbitrary number. 

Since the method of creating a specific proof statement 

and the method of ver1fy1ng 'the proof statement are de.scribed 

in detail in the above document, and these methods are no~ 

directly related to the present inventl.on. they are not further 

described here. 

Then, the calculation as shown 1n FIG. 4 will be carried 

out as the anonymous signature function 21 using session 

management .information A (11) and .1.ndivi.dual data m (12)-

First, a generator gA corresponding to session A is 

acquired by the generator creating secti.on 52 and then g,,, j.s 

generated by g111 ~ Hash(m). 

This Sheet Has Been Replj)-Ced 
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Then, the group signing section 51 sets z = gAY and 

generates a proof statement 

Vi = SKLOGLOG ( z . g..\. a} [ Cl: z = gA { a'') l { 1 ) 

proving the knowledge of a sat1sfy1ng z = gA(a"), and a proof 

s'tatement 

tf2 = SKROOTLOG(z*g"r.,g,pe) [fh z•g,..6 = g,.(~o!)] (l} 

proving the knowledge of ~ satisfyl.ng z•g,,6 = gA ( ~·}. 

Here, constant l to be input to SlCLOGLOG and SKROOTLOG 

is g~ven as sess~on~rela~ad information and is a constant to 

become the output from the external data inputting section SO. 

Then, the linkage data generating section 53 sets z1 = 

g,!' and generates a proof statement 

V3 = SICREP(z1/Z, g,/gA) [y: z.Jz =(g.fg_.)'] (l) 

nrovinq the knowledqe of z. and z have the same ru:>WAr t.n t.hA 

bases g,,. and gA, respectively. 

As the output of the above processing, participation data 

13 1s designated as (A. m, z, z1 , V1 , Vl' V3 ). In the case where 

A is apparent, A need not particularly be added to the 

participation data. 

'Fnr.t:hermore. in i.he oenel"nt.or f:T'At'ltinCJ ~""r.+inn !i?., u,,. r.-Rn 

also be given as part of the sess1on-reiated information or 

it can be generated as gA c Hash(A). 

The reception subsystem that has received this 

participation data 13 acquires !11. from A and oonf1.rms through 

the anonymous signature verifying section 30 ~hat the 

cert1f1cat1on s~atements v;_, ~ and ~ are valld. 

iiiii1fiUT 
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Then. when the same z exists in a plurality of 

participation data. t~e sender match determining section 31 

can dete.nnine that these part1c1pat1on data have been sent by 

the same participant subsystem. This is because z included 

in the participation data from the same participant subsystem 

1s 1dent1cal with respect to the same session irrespective of 

the value of the individual data m. 

As shown above, when the participant subs.ystem 

participates in a di£ferent session using the same secre~ 

information 10 (X, y, v). the 11nkage is not ascertained 

{because it ~s difficult to discriminate numbers obtained by 

raising different bases to same power from numbers obtained 

by other calculations). When the participant subsystem 

part.1c1pat:es in the same session, it is possible to construct 

an anonymous participation author1ty management system in 

which the linkage 1s ascer~ained. Furthermore, a system of 

invalidat1ng the issued anonymous participation secret 

information is also described in the above documen~. 

Furthermore, it is easy for those skilled in the art to 

think of variations of the above system. For examp~e. even 

if g~ is generated by gm ~ HashCAI jrn) through the generator 

creating section 52, the effect :remains unchanged. Here, "11" 

denotes concatenation. Furt:hermore, if g;. and gm are 

generators over a finite field, which is uniquely determined 

by A and m. respectively, or A or A and m, g,. and g,,. need not 

use any hash function. Moreover. constant (l) is used as an 

ii.iii£ 
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example of ~he outpu~ of the external data inputting section 

so t:o generate V1 , V2 and V3 , but any number or any variable 

sucn a.s g,., g,., y and z can be used if agreed to do so beforehand. 

Furthermore. it is also possl.ble to change the manner in 

which gm and g,. are used by t:he gene.rat:or creati.ng section 52. 

For example, the generator creating section 52 may generate 

gm = Hash(m) from individual data m, and generate gA by g" = 

Rash( A) using sess1.on-related information A. Next, tlle group 

signing section 51 may set: z2 = g,;, and generate a proof 

statement. V1 • SJCLOGt.OG( .z2 , g •• a) [a: Za ~ g.(am}] ( l) prov.ing the 

kr1owl.edge of a satisfying Za c g,, (a•) , and a proof s'tat:ement 

V~ = SKROOTLOG(z%*g.,6,g,.,a)[~: Zi*g•' = g11(~•)](l) proving the 

knowJ.edge of~ satisfying z1*g,: • g.C~"'). Fina11y. the il..inlcage 

data generating section 52 may set: z~ 11 g/ and generate a proof 

the knowledge of Za and zl hav.ing the same power to the bases 

g"' and g>., respect.ively. The part1c1pat1on data 13 is then 

designated as (A, m, z2 , z;. V1 , V2 , V3 ). However. t:he e£fect 

remains the same. 

In this case, the send.er match deteJ:Inini.ng section 31 wi11 

check whether z3 in the participation data duplicates. 

SECOND EMBODIMENT 

Furthermore, there can also be an example seeking ~o 

improve the efficiency. An anonymous signature func~ion 21 

using session management information A and ind.iv~duai data m 
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'Hill be explained w1th reference to the participan't subsystem 

lOlA in FIG. S. 

Referr1ng to FIG, s. the generator creating sec~ion 52 

acquires a generator gA corresponding to sess1on A. Next. the 

output f.rom the external data inputting sec't1.on 62 i.s set to 

m. The group signing_ section 61 se~s % = gf and generates a 

proof statement 

V1 = SKLOGLOG(z.g .... a)[a: z = g.A(a") l(m) 

proving 'the knowledge of a sat1.sfying z • g" (au), a~d a :proof 

statement 

v'2 = SltROOTLOG(z*g .. 11 ,g,\' e) [~: z•gJ..6 r:gA (JJ•)] (m) 

proving the knowledge Of fJ satisfying z*g,,_ft =gA (~e) • The 

participation dai:.a 13 i.s des:i..gnated as (A. m. z. V~. V2 ). In 

t:he case Where A ls apparent:, A need not particularly be added 

t:o the participation data. Furthe::cmore .. g" can also be given 

together with A or generated as gA ~ Hash{A). 

In this case, the participation d.:lta is not only sb.ortened 

but ~t is necessary to verify the validity of only proo£ 

statetnents V1 and V2 by the anonymous s~gnature verifyi.ng 

sect:1on 30, which w::LJ.l. l.mprove the effi.o.ien.oy. Moreover, the 

ou~put from the ex~~rnal data inputting sect:~on 62 need no~ 

be made dependent soiely on the individual data bu't can also 

include session managemen~ ~nformation A, i£ it is also 

included dur1ng ver1f1cat1on. 

THIRD EMBODIMENT 
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The sys~em can also be designed based on an escrow 

iden~ification system. The escro~ identification technique 

~c:: ciocor.:i.boa. i.n clota.:i.l. by 3, K~l.i.::i.n cind E • .[\ot.:ro.n.lt :ion o. po.per 

called ·rdenti'ty Escrow· 1n the 1nternat~onal conference 

CRYPTO '98. 

In th1s example, as described above, common eons tall ts ( g, 

a. e. .n. ~} are required where n .1.s a product of two prime numbers 

used in RSA ozyptog.raphy. gis a generator that generates a 

cyclic group of order n, e is an integer mutually prime'"to 'the 

Euler nmnber of n. 6 i.s a constant other than 1 . Then, the 

manage.r system generates these colMlon constants and de~ignates 

the prime factor of n as the seoret inf ortna'tion of t.he manager 

systsm. 

Given the above common constants (g, e, n, 6), each 

partic1panl: subsystem coromuni.cates with a manager system that 

knows the pri.me factor of n an4 thereby acquires seoret 

information 10 (a, b) that satisfies b = (a1: .. 25) 1111 mod n. 

Here, as the method of acqu.1.ring the secret information 

(a. b}, it is possible for the manager system to generate all 

the information and d~stribute it to participant subsystems 

or i.t is possibl.e to acquire the secret infcnna.t1.on (a, b) by 

even hid~ng a using a blind signature technique. 

In the following example, supposing an anonymous 

signature function 21 using session management information A 

and 1nd1v1dua1 ~ata m. the following operation is performed 

by the participant subsystem lOlB as shown in FIG. 6. 
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Referring ~o FIG. 6. a generator gA co~responding to 

session A is acquired by the generator creating section 52 and ·· 

then g111 is generated by g111 = Hash(m). 

Nex1:, t:he eserow identifying section 81 sets z4 = gA (a") 

and generates a proof statem~nt 

vl - SI<ROOTLOG ( z .. , 9.(1 e){a: Za - g" ( .,.. ) ]{ 1) 

proving 'the knowledge of a satisfying z. • g,. (a•}. and sets zfJ 

= g4 (b•) and generates a proof statement 

Va c. SKROOTLOG(zD,gA,e)[~: e., .. g.\.(b.)](1)' 

proving ~he knowledge of p satisfying %b m g.._ ( b•) . 

Then, the l.inkage data generating section 53 set:e Z 0 .. 

g.ca•) and genera~es a proof statement 

V~ = SKREPC.ze/Za, g./g,.} [Yt 'Z,,/z. = {g"'/g_.)l] {1) 

prov1ng the knowledge of :e, and Z 0 hav1.ng the same power to the 

bases g,. and g., respective1y. The part1c1pat1on data 13 is 

designa't ed as (A# m. z,.. z,.,. Zn, V1 , V2 , V3 ) • In 'the case whe;re 

~ is apparent. A need not particularly be added to the 

participation dat:a. Furthermore, g"' can be g1ven as part of 

the session-related informat1on or it can also be generated 

as g,. = Hash(A). 

The reception subsystem that has received this 

participation data 13 acqui.re.s gA from A and confirms 'through 

t:he anonymous s1gnature verifying section 30 that z./ z 0 = g,,t. 

~s satisf~ed and proo'f statements V1 , v1 and V3 are valid. 

Then. when the same z4 exists 1n a p1urality of 

participation data, the sender match determining section 31 
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can determine l:hat t:hese participation dat.a have been sent by 

the same participant subsystem. Thi:i is because z 0 included 

in the part1cipation dat:a from the same participant subsyst:em 

is identical with respect to the same session irrespective of 

the value of the ~ndividual data m. 

Furthermore, even if 'the sender ma'tch a.ei:erm1.n1ng section 

31 detects zb ins~ead of z •• the same effect is obtained. 

As shown above. when the part1cipan.t subsystem 

participates in a different session us~ng the same secret 

i.nforma'tion 10 (a. b), t.he 11nkage is not ascertained (because 

it is dif£ioul.t 'to distinguish nwnbeJ:s obtained by raising the 

different bases to the same power from numbers obtained by other 

calculations). !tis possib1e t:o construct an anonymous 

par't.ic.ipation autbori ty management system ln wb1ch the linkage 

ls ascertained. when the participant subsystem part1c1pa'tes in 

rhe same session~ Fur~hermore, unlike the aforementioned 

example, the efficiency is 1.mproved by usl.ng only SKROOTLOG, 

wh1ch is more efficient than SKLOGLOG. 

Furtharmore, a system of i.nval:Ld.at.1ng the 1.ssued secret: 

inf ormat1on for anonymous participation 1s also discussed in 

the above documen~. 

Furthermore, it is easy for those sk~lled in the art to 

think of var1at1ons of the above system. For example1 even 

1£ g_ is generated by gM = HashCA!lm> through ~he generator 

creat:l.ng secti.on 52, the effect: rema1.ns unchanged. Here ... I r " 

denotes concatenat.ion. Purthe.rmore, if !l.1. and g
111 

are 
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generators over a f1n1te field, which is uniquely determined 

by A and m, respect1 vely. or A or A and m. g"' and g;. need not: 

use any hash function. Moreover, constant ( l) is used as an 

example of the output of the externa1 data inpu'tt:1ng section 

so to genera:te V1, V2 and vl; but any number or any variabl.e 

such a$ g,.. gm, y and z can be used if ag.reed to do so beforehand. 

Furthermore. it is also possible to change the manner .1.n 

which gm and g,. are used by the generator creating section 52. 

For example, the generator creating section 52 may genera~e 

gA. by git = Hash(A) using sessi.on-rela.ted inforrna.t1on A, and gm 

= Hash(m) from individual datam. Next. t:he escrow 1dent1fying 

sec'tion Bl may set z .. "" g.,(a
0

} and gAnerate a proof statement 

V1 = SKROOTLOG(za,g •• e)[a: z._ e g.(a"')](l) proving the knowledge 

of a satisfying zli ~ g11 ( a•), a.ntl set zb == g°'( be} and generate 

a proof statement V,. = SKROOTI.OG(zb,g111 ,e)[~: Zto"' gm(b")J(l) 

prov1ng the knowledge of~ satisfy1ng z 0 = g.(b•). 

F~nall.y, the l.ink dat:a generat1ng section 53 may set z0 

.. gA(a
0

) and generate a proof statement V3 = SKREP(zcfz"', gA/g,,,) [y: 

zalza =(gA/g.,rl (1) pi;ov1ng the knowledge of z 4 and zc having the 

same· power to the bases g,,,, and git., respectively. The 

participation data 13 i.s then designa'ted as CA. m, z~, z 0 , Zc, 

v,. Va, v.,) . However, the effect remains the same. 

In this case. t:he sender match determining sect:1on 31 will 

check whet:her zn 1n the part~c1pation da~a dup11cates. 

FOURTH EMBODIMENT 
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Furthermore. there can also be an examp1e seek~ng to 

iznprove the ef£iciency. An anonl'inous signature function 21 

using session management ~nformation A and individual data m 

will be explained.with reference to t:he parti.cipant subsystem 

lOlC in FIG. 7. 

Referring to FIG. 7. the generator creating section 60 

acquires a generator gA corresponding to session A. 

Next, the output from t:he exte::-nal data .inputting section 

62 is set to m. The esorow identi.fy1ng sect1.on 91 sets zd c 

(ae) f gA and generates a proo statement 

V1 e SXROOTLOG(z •• g_..e) [a: z11 = g.._(a•)](m) 

(o,.) proving the knowledge of a. sat1sfyi.ng z,. = gA , and sets z.o 

= gAc~·) and generate a proof statement 

Va"" SKROOTLOG(z.,.gA,e)[~! z!i = g.l(~"}](m) 

proving the lcnow1edge of ~ sat:lsfyi.ng z,, e gA(P
0

). The 

pa.rticipati.on data 13 is then 4es1.gnated as (A, m, Zp z,., V:., 

Vz) • In the cas~ whare A 1£ apparent, A need not particularly 

be added 'to 'the part:1.c1pat1on data. Furthermore, g,,. can al.so 

be given together with A or generated as gA = Hash(A). 

In this case, the part1c1pat1.on. data is not only shortened 

but it 1s necessary to ver~fy the validity of only proof 

statements · V1 and V1 l:>Y the anonymous signature verifying 

seer.ion 30. wh~ch wi11 imurove r.hP. ~rfir.iAnr.Y. 

Another me:r:it of this example is ~h.at secret in£ormation 

specif~c to the recep~1on system ~s not necessary ~n the 

anonymous signature verifying section and sender match 

111iiiiii~ . 
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dei:ermining section. Therefore, j_f all. par~icipation data is 

disclosed to the public in order to verify the val1d1~y of 

cl.Qotron.10 voting. everybody can verify that all participation 

da~a are votes of val~d eligible vo~ers and no identical 

el.1.g1b1e voter has performed double voting. Such a system can 

also be applied to an eiectron1c petition. 

In eiec'tron1c b1.dding, there can be such illegality that 

a recep~.1.on sys~ero recei'7es a p1urality of partic1.pat1on t.lata 

{bidding data) from a specific participant subsystem and 

lea"Q'eS the most advantageous data from among those data·l.ater. 

!n this case, even if everybody can use the sender match 

determin~ng section, it is not possible to detect ~his 

illegality. In this case, before unsealing {that 1s. before 

i~ is found which data ls advantageous), the received 

participation data is identified and made unchangeable or a 

:r:eceipt for t:he received participation dai:a i.s .issued i.n a form 

dependent on ~he previous partioipa~ion data, and 1£ the 

participa'tion data is deleted, there will 'be a mismatch with 

t.he rece~pts of other participants, thus disclosing the 

illegality. 

This embod1men"t is introduced as an operation on a general 

number f1e1d. but 1t is obv1ous to those ski1led in the art 

that even if t.his embodiment ~s read as an operation on an 

el1ipt1c curve or as an operation on another group or £ield, 

the same effect oan be obtained. 

1ii1iiU 
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It is apparent that the present invention is not limited 

to each of the above embodiments but can be mod.ified in.various 

manners wi t:hout depart.1.ng .from the spirit and/or scope of the 

technological conoep~ of the present 1nvent:ion. 

As described above, the present invent1on provides an 

anonymous participation authority managemen~ system tha~ 

allows a participant: subsystem to anonymously part.i.c1.pate .in 

:a pl.urality of sessions with a single reg1strat1.on procedure 

wi 'th a manager subsystem so as to be made available :~or 

el.ectx-onio voting or electronic bidding, Wh1.1e conoea1ing the 

partioipation re1ationship between sess1.ons, and that: a1lows 

a :reception su.bsyste.m to verify that the part:1cipation data 

is da1:a sent by an eligible participant subsystem authorized 

to partic1.pate and identify any dup1icate partic;i.pa't1on dat:a 

from the same participant subsystem. 
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Claims:. 

ii ii ii 
1. A system comprising: 

a part:icipant subsystem that is authorized to anonymously 

participa~e in a plurality of sessions using secret 

inf o:rmation provided by a manager subsys~em; and 

a reception subsystem that dete:cmines whether it is 

acceptable for the participant subsystem to participate· in a 

session, 

wherein 

the participant subsystem compr~ses: 

an anonymous s1gn1ng section for authorizing 

individual da~a using the secret 1nforrnat1on depending on 

session-related information to produce anonymous 

par~1cipation data with anonymous signature, and 

the reception subsystem compr1ses: 

an anonymous signa~ure determining section for 

determini.ng whether received da'ta 1s anonymous participation 

data with anonymous signature authorized by the participant 

subsystem: and 

a sender match determining sect1.on for d&te:on~ning 

whether anonymous signatures of arbitrary two p~eees of 

anonymous par~1c~pat~on da~a are signed by an identical 

part~c1pant subsystem. 

llJIJ 1~111111 HI 
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2. The system according to claim 1. wherein the 

anonymous signature includes da~a that ~s generated by a 

predetermined expression using the session-related 

information and the secre~ 1nforma~ion, wherein the sender 

match determining section checks the data included in the · 

anonymous s1.gnature of received anonymous participation dat:a. 

3. The system aocord~ng to cla..i..m 2. where1n the 

predetermined expression is represented by raising a 

session-dependent base to a pover that is dependent on the 

secret info.rmation. 

4 • The system accox:d1.ng to claim 1. wherein the 

anonymous signing section author1.zes the 1.ndividual data based 

un a group s~gnature scheme. 

5 • The sys"tem accordl.ng t:o claim 1, wherein the 

anonymous s:igning sect:ion authorizes the i.ndividu.al data based 

on an escrowed identity scheme. 

6. The system according to cia1m l, wherein the 

anonymous signing section comprises: 

a generator creating section for creating a 

session-dependent generator depending on the session-related 

1nf ormation; 

I lllllll llllll lllll lllll II llll 
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a group signing sect:ion for si.gning the individual 

data using the sessi.on-dependent generator and the· ·secret 

inf o:rmation to pro due~ anonymous partic1pat1on data, wherein 

the anonymous participation data includes data obtained by 

rai.sing the session.-dependeht generator to a power determined 

by the secret information: and 

a linkage data generat~ng seot~on for generat1.ng 

linkage data indicating a relat1onsh1p among the sess1on­

dependent generator and a generator determined by tlie ·· 

~nd.1.vidual data and/or the session-related information-

7 . The s-yst:em accordi.ng to e1aim 6, wherein the secret 

information is represented by ( x, y, v) 1tha't sa:tisfl.es: v = 

( y + 6) 11• mo(! n. where y • ~ mod n. n is a product of 'tWO pr1.me 

numbers as used in the RSA cryptography. g is a generator that 

generates a cyc1ic group of order 11, a 1s an integer mutuall.y 

prl.me to n, e ls an 1.nt.eger mutually prime to the Euler number 

of n, and 6 1s a constant other t~an l, 

the generator creating sect~on ereates a 

session·dependent generator gA correspond~ng to a session A 

and a generator g111 is generated based on the indivi.duaJ. data 

m and/or the session A. 

the group signing section ~ets z = g/ and generai:es 

a firs~ proof statement 

11111111 \llll\ 11111 \llll ll lllt 
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(an} 
proV'ing the knowledge of o. satisfying z = gA ' and a second 

proof statement 

V2 i:;:: SKROOTLOG(z*'gA6,gA,e)[p: z•gA• "' g .. <~
0

>)(1) 

proving i:he knowledge of ~ sat.isfy1ng z*g,." = g"(pe), 

the linkage data generating section sets z1 = g,;. 

and generates a third proof statement 

prov.1ng t:lle ltnow1edge of z1 and z have 'the same power to the 

bases g"' and g,., respect:~vely, 

Wh.ue1n the anonymous participatl.on data is defined 

a _ The system according to claim 7, Wherel.n 

the anonymous si.gnature determining sec1::1on checks 

V1 ~ V2 , and v, of the anonymous partioi.pa.tion data to determine 

whe1:her received'data is anonymous participation data wi~h 

anonymous signature authorized by 'the puticipant subsystem, 

and 

the ·sender match determining sect;Lon ch.eeks z of the 

anonymous part1c~pat~on data to detennine wbetner anonymous 

signatures of arbitrary two pieces of anonymous part.1c1pat1on 

data are signed by an ~dent~ca1 participant subsystem. 

9. The system according to claim l. wherein the 

anonymous signing sectlon comprises: 

l 1111111111111 Hll lllf 1.11 JUI 
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a generator creating sec~ion for creating a 

-generator depending on the session-related 1.nforma~ion; 

a group s1gn1ng seoti.on for sign:lng the ind1 v1dual 

data using the generator and the secret information to produce 

anony.mous participation data, Wherein the anonYI11ous 

participat~on data inc1ndes data obta1ned by raising the 

session-dependent generator to a power detennined by the 

secret information. 

10. The system according to claim 9, vherein the secre't 

information is represen~ed by (x, y, v) that satisfies! v = 

(y+ 6) 11•modn, wb.erey 1111 a•modn, theindividua1datai.s d~noted 

by rn. ~ 1s a product of two prime numbers as used in the RS~ 

cryp~ography, g is a generator that generates a cyc11c group 

of· order n, a is an integer mutually prime ton, e 1s an integer 

mutually prime to 'the Eu1er number of n, and & is a constant 

other 'than l , 

the generator creating seotion creates a 

session-dependent generator gA corresponding to a session A. 

the group signing sect1.on sets z • g/ and generates 

a first proof statemen~ 

v1 = Sl<LOGLOG ( z , gA, a) (a: z = g.i. ( a" l ) ( m) 

proving the knowledge of o. sa'tisfyl.ng z = g4 <a")• and a second 

proof statement 

V~ == SKROOTLOG( z'ig-'1 , g"', e )[~: z•g1.' = g11 ( t!") ](m} 

proving the knowledge of f3 satisfying z•g} = g,.(~"'), 
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wherein ~he anonymous participation data 13 1s 

designated as (A, m. z, Vi, v1 ). 

11. The system according to claim 10, wherein 

the anonymous s1.gnat.ure d.eteJ:mining sect.ion checks 

v.. and V~ of the anonymous particip~tion data to determ~ne 

whetller received data is anonymous p~rt1c1pat1on data with 

anonymous signature authorized by the participant subsy$tem, 

and 
:.. i 

the sender mateh detel:'miniug section checks z of t:he 

anonymous part~c~pat~on data to determine whether anonymous 

signatures of arbitrary two pieces of tlnonymous part1cl.pat:1.on 

dai:a are signed by an iden'tical part1cl.pant siubsystem. 

126 The system according to cla.1ln l, wherein the 

anonymous signing section comprises, 

a generator creating section for oreat1.ng a 

session-dependent generator depending on the session-re1ated 

:information; 

an escrow ident1fy1ng section for s~gning the 

individual data using the session-dependent genera.tor and the 

secret information to produce anonymous part1c~pation data, 

wherein the anonymous par~ic1pat~on data ~ncludes data 

obtained by raising tb.e session-dependent generator to a power 

determined by the seore~ ~nfonnat~on; and 
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a linkage data genera~ing section f o~ generating 

linkage data 1nd~cating a relationsh1p among the ·session-

dependent generator and a generator determined by the 

individual data and/or the session-related information. 

13. The system according to claim 12, wherein the secret 

information is represented by (a, b) that satisfies 

b = ( a.0 
- l;) 11

"- mod n, where n is a product of two prime numbers 

as used l.n t:he RSA cryptography, g is a generator that generates 

a cyclic group of order n, a is e.n integer mutua1ly prime to 

n. e ~s an integer mutua11y prime to the Euler number of n, 

an~ o ~s a constant other than l, 

the generator creating section creates a 

session-dependent genera~or g4 correspondi.ng ~o a session A 

and a generator g. is generated based on the ~nd1vidual data 

m and/or the session A, 

the escrow identifying sec'tion sets z. = g..( o:") and 

generates a first proof statement 

V1 o:I SKROOTLOG(z •• gA1e)[o.~ Z11 = g.,_ca.·)](1) 

proving the knowledge of a sa1:1sfy1ng z • ... g,. Ca.•) 1 and sets z0 

= gA(b
0

) and generat:es a second proof statement 

V1 = SKROOTLOG ( z 11 , gA, e) [~: z 11 :::; g"' (be)] ( 1) 

proving t:be knowledge of ~ sa. tisfyi.ng z,, = g" ( b•) , and 

the linkage data generating sec~1.on sets ze = g,,,. ( ar·) 

and generates a third proof statement 
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proving the knowledge 0£ z., and zc having the same power to the 

bases gA and gm, respectively, 

wherein the anonymous part1c1pat.1on data is defined 

14. The s1stem according to claim 13. where:t.n 

the anonymous s.1gnature determining sec~1on 

de'termines whet:her z./ zt> = gA 1 1s sa.t1.Sfied and cheolcs Vi. V1, 

and V.l of the anonl'JDOUS' partici.pation data to determine whether 

rece~ved data 1s anonymous partic~pa~ion dataw1th anonymous 

signature au~hor1zed by the participant subsystem. and 

'the sender rnatch determini.ng section checks one of 

z,, and z 0 of the anonymous part.icipation data to detennine 

whether anonymous s~gnatures of arb~trary two pieces of 

anonymous par~icipa~1on data are s~gned by an identical 

participant subsystem. 

15. The system according to claim l, wherein the 

anonymous signing seet~on comprises~ 

a genera~or creating section for crea~ing a 

sess:i.on-dependen't generator depend.1.ng on the session-related 

information; and 

an escrow identifying sect~on for signing the 

individual dat:a using the session-dependent generator and the 

secre~ informa~ion ~o produce anonymous participation data. 

wherein 'the anonymous part1c1pat1on data includes data 

HllllJ.llllll lllll lllll lt lllJ 
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obtained by raising the session-dependent generator to a. power 

de~ermined by the secret information. 

16. The system according to claim 15, where1n the secret 

information is represented by {a, b) that satisfies 

b = (a... - o) iic mod n, where n is a product of t'Wo prime numbers 

as used in the RSA cryptography, g is a generator t:hat generates 

a cyclic group of order n, a is an integer mutually prime to 

n, e is an integer mutually prime to the Euler number of n. 

and o is a constant other than l, 

the generator creating section creates a 

session-dependent generator g,. corresponding 'to a session A. 

the escrow identifying sect:ion sets z
0 

.,, g ... (ae) and 

generates a first proof statement 

Vl ~ SKROOTLOG(z4,gA,e)[o:: z
0 

c: g"(ac)](m} 

proving the knowledge of a sat:1sfying z. = g./ac:), and se'ts z0 

= gA(b~) and generates a second proof statement 

v~ = SKROOTLOG(zb.g.A. e) (j): Zi. = g"(b
0

)} (m) 

proving the knowledge of B satisfying Zi. .,, g,. ( b•). 

wherein the anonymous participation data is defined 

17. The sys~em accord1ng to c1ailtt 16, wherein 

the anonymous signature determining section 

determines whethar zo.I zlJ • g,.'6 is satisfied and checks V1 and 

~ 0£ the anonymous partic1pat1on data to determine whether 

I llllll llllll lllll lllll ll 1111 
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received data is anonymous participation data wi~h anonymous 

signature authorized by the part~cipant subsystem. and 

'tne seno.er ma'ton a.et:ermining sec't.1on checks one of 

z,, and zi: of the anonymous participation data to determine 

~nether anonymous s1gnatures of arbitrary two p1eces of 

anonymous participat1on data are signed by an ~dentical 

participant subsystem. 

18. An anonymous part101pat1on authority ina~age~ent 

method for a system comprising! 

a partioipaI\t subsystem that is authorized to anonymously 

par~1cipa~e in a plurality of sessions using seoret 

1nformation; and 

a .reception subsystem that detei:mines whether ~t ~s 

acoeptable for the participant subsystem to participate in a 

sessi.on. 

the method comprising the steps of: 

a~ the participan~ subsystem, 

a) authorizing 1nd1.v1dual data using the secret 

informat1on depend~ng on session-related information to 

p~oduce anonymous participation data with anonymous 

signature; 

at the r6cept~on subsystem, 

b) d&~errnining whether received data ~s anonymous 

par't.1.c1pa't1on da'ta with anonymous signature authorized by the 

participant subsystem; and 
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c) determining whether anonymous signatures of 

arbitrary two pieces of anonymous participation data are 

signed by an identical participant subsystem. 

19. The method aeeording to olaim 18, wherein the 

anonymous signature includes data that ~s generated by a 

predetermined expression using the session-related 

·· ~n£ormation and the secret :information. wherein the step (c) 

is perfoJ:m.ed by checJclng ~he data ~ncluded in the anonymous 

signature of received anonymous participation data. 

20. The method according to claim 19, wherein ~he 

predetermined expression is represented by ra1sing·a 

session-dependent base to a paver that is dependent on the 

secre~ in~orma~~on. 

21. The method accord.1.ng to claim 18, ~herein the step 

(a) comprises the steps of: 

creaLing a session-dependent generator depending on 

~he session-related informatlon: 

signing the individual data using the session-

dependent generator and the secret info:z:mat~on to produce 

anonymous part~c1pation data, wherein the anonymous 

par~1cipat~on data includes data obtained by ra~s~ng the 

session-dependent generator to a power determined by the 

secret information; and 
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generating linkage data indicat1ng a re1ationsh~p 

among the session-dependent generator and a generator 

determined by the 1.nd1v1dual data and/or the. session-related 

in.formation. 

22. The method according to cl.aim 18, where~n t:he step 

(a) comprises the steps of: 

creating a session-dependent generator depending on 

~he sess1on-related information: and 

signing the individual data using the sess~on-

dependent generator and the secret information to produce 

anonymous partioipation da~a. wherein the anonymous 

part~cipation data includes data obtained by raising the 

session-dependent generator to a power determined by the 

secret 1nfo.rmat1on. 
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