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BACKGROUND OF THE INVENTION

1. Field of the Invention
The present invention relates to a participation
" authority management system £or use in electronic access,
electronic bidding, slectronic lottery. electronic petition,
slectronic voting or the like. '
2. Description of the Prior Art

Conventionally, an anonymous participation system using
plind signature has been studied. Blind signature refers to
a systam in vhich a signeér signs without seeing the signed
contents. For example, in the case of electronic voting, data
involved in the participation iz the voting contents of the
voter himsalf/harself.

Thus. electronio voting can be conducted as follows,
First. a participant subsystem {presentsr) authorizad to vote
provag before a manager subsystem that the pregaenter is
authorized to vote and then hag the manager aubsysteni sign the
voting contents by section of blind gignature.

A voting statsment with the signature of this manager
subsystem affixed 15 sent to a verification subsystem. The

| varification subsyaten ragards the voting statement submitted

with the gignature of the manager subsystem as & voting
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statement sent by an eligible voter. To prevent an identical
participant subsystem from participating in an identical
votiﬁg sesslon two or more times, it 1s determined that voting
'data which varies from one participant subsystem to anotherx
should be used and that the manager subsystem should issue a
blind signature to each participant subsystem only once.

In the case where voting contents with the same signature
zre sent, this makes it possible to determine thet the same
participant subsystem has attempted tc vote twice. Since
blind signature is used, even the manager subsystem cannot know
to which participant subsystem the voting statement with the
signature has been issued. which makes it possible to maintain
anonymity.-

Likewise, an electronic voting system using anonymous
certificates with blind signature is also under study. In the
conventional exampls above, the participant subsystem heeds
to have the manager subsystem issue a blind signature every
time the participant subsystem participates in voting, that
is, for every voting session. Therefore, the following
describes a conventional case where a participant subsystem
can participate in electronic voting any number of times with
a2 single ragistration procedure.

First, the participant subsystem proves before tné.
manager subsystem that the participant subsystem is a
participant subsystem authorized to anonymously participate,

then has the manager subsystem sign its own public kKey by
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section of blind signature. The publickey with this signature
of the manager subsystem affixed is talled "anonymous
certificate”.

Next. the participant subsysten signs the voting contents
with its own Secret key and sends the signed voting contents
and the anonymous certificate to a vexification subsystem.
The verification subsystem confiyms that the anonymous
certificate submitted is a public key with the signature of
the manager subsystem affixed and that the signature of the
voting statement can be correctly verified based on this public
key, and when the confirmation is obtained, regards this as
a2 voting statement sent by an eligible voter. Whether an
ldentical participant subsystem has not participated in an
identical voting session more than once is confirmed by the
absence of other voting statements ﬁased on the same anonymous
certificate.

Use of blind sinnatu:;e makeg it unknown Aven o tha manager
subsystem to which participant subsystem an anonymous
certificate has been issued, which makes it possible to
" maintain anonymity. However, if an identical participant
subsystem votes in two voting sessloﬁs using an identical
anonymous certificate, it will de revealed that the same
participant subsystem has participated.

Next, group signature will be explained below. Tﬂis is
2 system in which even 1f two or more signatures are affixed

using an identical anonymous certificate, whether the same
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signer has signed or not is kept concealed. This technique
is described in detail in a2 paper called "Efficient group
signature schemes for large groups” in the international
conference CRYPTO ‘97 by J. Camenisch and M. Stadler.

First, the participant subsystem proves before the
manager subsystem that the participant subsystem is a
participant subsystem that belongs to a group guthorized to
participate anonymously and then has the manag‘er subsystem
issue a group secret key.

Next, data to be sent is signed with this secret key and
the signed data is sent to the verification subsystem.

The verificatlon subsystem confirms that the data
submitted has a signature verifiable by a group public key
affixed and when the confirmation is obtained, Lthis can be
regarded as the data sent by a participant subsystem belonging
to an eligible group. Use of group signature makes it
impossible to identify the particular participant subsystem
in the group to which the group secret key used for generating
each signature 1s belonged, which makes 1t possible to maintain
anonymity.

However, with this systemeven if an identical participant
subsystem has sent data more than once to an identical session,
there is no way to verify whether the two signatures are affixed
by using an identical group secret key or not, and therefore

this system cannot be used for applications such as electronic

voting which must prevent doudle voting.
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A technology similar to group signature is escrow
identification, which is described in detall in 2 paper called
“Identity Escrow” in the international conference CRYPTO ‘98B
by J. Kilian and E. Petrank. However., this technology does
not provide section for determining whether two identification
information pleces are issued from an identical participant
subsystem or not, eithgr.

A technology called “subgroup signature” is available,
which i1s a technology using group signature wz;ose number of
signatures is equal to the number of different partiocipant
subsystems. This technology is described in detall in a paper
called “Some open issues and new directions in group
signatures” in the international conference Financial
Cryptography ‘95 by G. Ateniese and G. Tsudik. HRowever, since
all participant subsystems provide signature for common data,
this rechnology cannot be used for voting in which data to be
sent varies from one participant to another.

-
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As described above, there 1s no conventional technology

That would allow a participant to participate in a plurality
of sessions by a single registration procedure, detect whether
there already exists data from the same participant, ané

conceal a participation relationship between sessions even if
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the participant participates in a plurality of sesslons
without this being detected, so &5 To be used for electronic
voting and electronic bidding.

In the conventional techhology where data to be sent is
signed by sectlion of blind signature, it is necessary to conduct
registration processing for every session, while the
conventional technology using an snonymous certificate is
unable to conceal a participation relationship between
sessions, group signature or escrow identifica.tion is-unadble
to verify session participation by an identical participant,
and the tec:hnoloéy using subgroup signature is unable to allow
each participant subsystem to create participation data
independently.

The present invention has been achieved by taking into
account the points described above and it is an object of the
present invention to provide an anonymous participation
authority management system in which a participant authorized
to access or participate in a plurality of sessions can
participate anonymously without the participant’s name or
participating relationship between the sessions dbeing
revealed, whereas it is possible to determine whethexr the same
parricipant has participated more than once in the same
session.

In other words, the present invention provides an.
anonymous participation authority management system allowing

participants to participate in a plurality of sessions with
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a single registration procedure, detecting any ldantical
participant who has participated in an identical session more
than once, and yet concealing a participation relationship
batween sessions, 20 as to be ussd for slectronic voting.
electroni¢c bidding, and the like.

According to the present invention, a system includes:
a participant subsystem that is authorized to anonymously
participate in a plurality of sessions using secret
information; and a reception subsystem that determines whether
it 1s acceptable for the participant subsystem to participate
in a session, wherein tﬁa participant subsyestem inclndes an
anonymous signing section for authorizing individual data
using the secret information depending on gession-related
information to producé anonymous participation data with
anonymous signature, and the reception subsystem includes: an
anonymous signature determining section for determining
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem:
and a sender match dstarmining section for determining whethey
anonymous signatures of arbitzary two pieces of anonymous
partibipation data are signed by an identical particilpant
subsystam.

The anonymous signature may include data that is generated
by a predetermined expression using the session-related
information and the secret information, wherein the sender

match determining section checks the data included in the
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anonymous signature of received anonymous participation data.
The predetermined expression may be represented by raising a
session-dependent base to a power that is dependent on the
secret information.

According to a first embodiment of the present invention,
Lhe anonymous signing section may include: a generatox
creating section for creating a sgession-dependent generator
depending on the session-related information: a group signing
section for signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wharein the anonymous
particlpation data includes data obtained by raising the
session-dependent generator to a power determined by the
secret 1nformation: and 3 linkage data generating section for
generating linkage data indicating a relationship among the
session-dependent generator and A generstor determined by the
individual data and/or the session-related information.

The secret information is represented by (x, y. v) that
satisfies: v= (y + 5)**mod n. where y = & mod n, n is a product
of two prime numbers as used in the RSA cryptography, g is a
generator that generates a cyclic group of order o, a is an
integer mutually prime to n, elis an integer mutually prime

Te the Euler number of n, and 8 is a constant other than 1,

the generatoxr creating section creates a session-

dependent generator g, corresponding to a session A and a
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generator g, is generated based on the individual data m and/ox
the session A,
the group signing section sets z = g} and generates a first

proof statement
V, = SKLOGLOG(z,g,.a){a:2z = g,{8)1(1)

proving the knowledge of a satisfying z = g‘,(ac) - and a second

proof statement
g_.(ﬁ’) J(1)
EALRY

the linkage data generating section sets z, = g,’, and

V, = SKROOTLOG(z*g.',g,.e)(B: z¥g

a

proving the knowledge of B satisfying z*g,’

generates a third proof statement
V, = SKREP(z2,/2, g /a.)ly: z/2z =(g,/g,)' 1 (1)

proving the knowledge of z, and z have the same power to the
bases g, and g,. respectively, wherein the anonymous
participation data is defined as (4, m, z, 2, YV}, Vi, _V,). In
thig case. the anonymous signature determining section checks
V,. V,, and V, of the anonymous participation data to determine
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem.
The sender match determining section checks z of the anonymous
participation data to determine whether anonymous signatures
of arbitrary two pieces of anonymous participation data are
signed by an identical participant subsystem.

According to a second embodiment, the anonymous signing
section may include: a generator creating section for creating

a generator depending on the session-related information: and
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a group signing section for signing the 1ﬂd1v1dual data using
the generator and the secret informatlon to produce anonymous
participatien data, wherein the anonymous participation data
includes data obtained by raeising the session-dependent
generator to a power determined by the secret information.

In the case where he secret information is represented
by (x, y, v) that satiefies: v = (y + 8)*/° mod n, where y =
2" mod n., the individual data is denoted by m, n is a product
of two prime numbers as used in the RSA cryptography,®g'is a
generator that generates a cyclic group of order n, a is an
integer mutually prime to a, e 1s an integer mutually prime
to the Euler number of n, and § 1s a constant othexr than 1,

the generator creating section creates a session-
dependent generator g, corresponding to a session A,

the group signing section sets z = g, and generates a first
procf statement

V, = SKLOGLOG(z,d,,a)[a:z = g,(2")]1(m)

proving the knowledge of a satisfying z = g,‘(au) » and a second

proof statement

V2

= EKROOTLOG(z*g!, g,.e)[B: ztg! = g,(B")1(m)
proving the knowledge of f} satisfying z*g;‘ = gﬁ(ﬁ’), wherein
the anonymous participation data 13 is designated as (A&, m,

ZA Vll

v,).
According to a third embodiment of the present invention,
the anonymous signing section may include: a generator

creating section for creating a session-dependent generatoxr

I
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depending on The sesslon-related information; an escrow
identifying section for signing the individual data using the
session-dependent generator and the secret information to
produce anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the
secret information: and a linkage data generating section for
generating linkage data indicating a relationship among the
session-dependent generator and a generator determined by the
individual data and/or the session-related information.

The secret information is represented by (&, b) that
satisfies b = (a® - ) mod n, where n is a product of two prime
numbers as used in the RSA cryptography. g is a generator that
generates a cyclic group of order n, a is an integer mutually
prime to n, e 1s an integer mutually prime to the Euler number
of n, and § is a constant other than 1,

the generator creating section creates a sesgion-
dependent generator g, corresponding to a session A and a
generator g, 1s generated based on the individual data mand/or
the session A,

the escrow identifying section sets z, = g,(&) and
generates a first proof statement

V, = SKROOTLOG(z,.g,.e)la: z, = 2.(87))(1)

Proving the knowledge of « satisfying z, = g,(a‘) . and sets z,
= g,(?") and generates a second proof statement |

V, = SKROOTLOG(z,.g,.8)IB: z, = g,(P")1(1)

This Sheet Has Been Replaced
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proving the knowledge of B satisfying 2z, = ga(b“), and

rhe linkage Gata generating section sets z, = g,(2°) and
generates & third proof statement

V, = SKREP(2./2,. G,/a)y: 2,/2, = (g,/9,)"1(1)

proving the knowledge of z, and z having the same power to the
bases g, and g,, respectively, wherein the anonymous
participation data is defined as (A, m, Z,. Z,. Z,. ¥\, V,, V).
In thls case, the anonymoue signature determining section
determines whether z,*z, » g,' is satisfied a.n.d ohecks 5v;,' v,.
and V, of the anonymous participation data to detlerm:l.ne whether
received data is anonymous participation data with anonymous
signature authorized by the participant subsystem. The sender
match determining section checks ore of z, and z, of the
anonymous participation data to determine whetheX anonymous
signatures of arbitrary two pieces of aﬁonymous participation
data are signed by an identical participant subsystem,

According to a fourth embodiment of the present invention,
the anonymous signing section may include: a generator
creating section for creating a session-dependent generator
depending on the session-related information; and an escrow
identifying section for signing the individual data using the
session-dependent generator and the secret information to
produce anonymous participation data. wherein the anonymous
participation data includes data obtrained by raising the
session-dependent generator to a power determined b§ the

secret information.
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The secret information is represented by (a. b) that
satisfies b= (a° - 8} wod n, where n is a product of two prime
numbers as used in the RSA cryptography, g 1s a generator that
generates a cyclic group of order n, a is an integer mutually
prime to n, e 15 an integer mutually prime to the Euler number
of n, and § 18 a constant other than 1,

the generator creating section creatas a session-
dependent gemerator g, corresponding to a session A,

the escrow identifying sectlon sets z, = g,(3") and
generates a first proof statement

V, = SKROOTLOG(z,.g,.e)[a: z, = g,(8")](m)
proving the knowledge of o satisfying z, = g‘(aﬂ . and sets 2,
= gA(bg) and generates a second proof statement

V, = SKROOTLOG(Z,,g,.6)[B: 2, = g,(P%)1{m)
proving the knowledge of B satisfying z, = 4,(P"), wherein the
anonymous participation data is defined as (A. m, 2., 2., V-,

Vz) [
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram showing a configuration of an

embodiment of a participant subsystem according to the present

invention:

- This Sheet Has Been Replaced
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FIG. 2 is & block diagram showing a configuration of an
embodiment of a reception subsystem according to the present

invention;

FIG. 3 is a block diagram showing a configuration of an

embodiment of a system according to the present invention:

FIG, 4 is & block diagram of a participant subsystem
showing a configuration of a first embodiment of an ancnymous

signature function according to the present invention;

FIG. 5 is & block diagram of a participant subsystem
showing a configuration of a second embodiment of an anonymous

signature function according to the present invention;

FI1G. 6 is a block diagram of a participant subsystem
showing a configuration of a third embodiment of the anonymous

signature function according to the present invention; and

FIG. 7 is a block diagram of a participant subsystem
showing a configuration of a fourth embodiment of the 'anonymous

signature functilon according to the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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In ordexr to clarify the objects, features and advantages
of the present invention, embodiments of the present invention
will be explained in detail below with reference to the attached
drawings. A schematic system according to an embodiment of
the present invention is shown in FIG. 1 to FIG. 3. FIG. 1
shows a participant subsystem 101 and FIG. 2 shows a reception
subsystem 102. FIG. 3 shows a conceptual dlagram of the
system.

For example, in the case where this anon&mous ‘
participation authority management system is applied To a
voter management system in electronic voting, the participant
subsystem corresponds to a voter subsystem and each eligible
voter is given secret information from a manager subsystem
beforehand and the reception subsystem performs voting
reception.

A session corresponds to each election event (nation-

wide election, local governnent election, etc.) and
session~related information includes information specifying
The election session and is information common to all or a
certain range of voters (e.g., voters'in the same election
administrative area), and individual data is voting data,
which varies from one voter to another.

Unlike conventional "digital signature” in which a signerx
name is identified. in “anonymous signature”, a signer name
is not identified and remains anonymous, but the "nnony:i\ous

signature” indicates that it assures (authorizes) as a

This Sheet Has Been Replaced
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signature that data has been certainly created by an anonymous
person who has participation authority and has not been
tampered by other people. There are two kinds of digital
signature systems, one in which data to be signed is expressly
separated from signature data, and the other in which data to
be signed is indirectly included in signature data. Thus,
suppose the anonymous signature, or participation data with
an anonymous signature assigned described here includes data
subject to anonymous signaturs.

With reference to FIG. 1 and FIG. 2, this participant
subsystem 101 has secret information 10 given by communicating
beforehand with the manager subsystem 100 in secret
information retaining section 20, generates anonymous
participation data 13 obtained by authorizing through the
anonymous signature function 21 sesslon-related informaticn
11 of the session in which the participant wants to participate
and individual data 12 which is to be entered in the session
in which the p.articipant wants to participate using a secret
key 10 retained in the secret ey retaining section 20 and

anonymously sends this anonymous paztici‘pation.data 13 to the
reception subsystem 102.

The reception subsystem 102 receives this participation
data and verifies through the anonymous signature verifying
section 30 that this includes the individual data authorized
by the participant subsystem authorized to anonymously

participate in the relevant session.

Sheet Has Been Replaced
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Then, it is determined whether the participant previously
participated in the session or not using the sender match
determining section 31 that determines whether the received
participation data is sent or not by the same participant
subsystem that sent the particlpation data.

In the case of voting, 1f the participant &id not
participate befoie, the relevant participation data sent is
accepted and if the participant participated before, this is
accepted and notified.

Or it is also possible to receive all verified data first
and then accept only the data that the sender match determining
section 31 has confirmed that the same participant subsystem
is not found in the received partlcipation 4ata.

In other cases such as bidding, it is also possible to
accept only the data involved in the first participation or
validate the latest participation data or select only one from
the participation data of the same participant subsystem and
validate according to & certain standard., Of course,
verification of participation data using the anonymous
signature verlifying section can be performed at any time after
reception.

Furthermore, in the case where this anonymous
participation authority management system is applied to a
bidder management systém of electronic bidding, the
participant subsystem corresponds to a bidder subsystem and

each eligible bldder is given secret information frem the
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manager subsystem beforehand and the reception subsystem
perfo}:ms bidaing reception.

The session corresponds to each bidding item,
session-related information includes information that
specifies the bidding session and is information common to all
bidders, and indlvidual data corresponds to bidding data which
varies from one bidder to another.

For example, in the case where this anonymous
participation authorlity management system is a;pplieci t.o an
applicant management system in electronic lottery, the
participant subsystem corresponds to the applicant subsystem,
each eligible spplicant is given secret information from the
manager subsystem beforehand and the reception subsystem
performs application reception.

The session corresponds to each lottery item,
sesslon-related information includes information that
specifies the lottery session and 1s information common to all
applicants, and individual data coxresponds to application
data which varies from one applicant to another.

FIRST EMBODIMENT

As shown in FIG. 4, a case where group signature is applied
will be described as a specific example. Oparation of this
embodiment will be explained below.

As group signature, a system which J. Camenisch and M.

Stadler introduced in a paper called “Efficient group.
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signature schemes for large groups” in the international
conference CRYPTO “97 is known.

As described in the above document, common constants (g,
a, e, n, d) are required where n is a product of two pxime numbers
as used in the RSA cryptography, g i1s a generator that generates
a cyclic group of order n, a is an integer mutually prime to
n, e is an integer mutually prime to the Euler number of n.
and & is a constant other than 1.

Then, the manager system 100 generates thess cémmon
constants and designates the prime factor of n as the secret
information of the manager system. The method of generating
these common constants 1s described in detail in the above
document.

Glven the above common constants (g, a, e, n, d). each
participant subsystem 101 communicates with a manager system
that knows the prime factoxr of n and thereby acgquires secret
information 10 {x, y, v) that satisfies:

v=(y + 8 mod n

where y = 3" mod n.

Here, as the method of acquiring the secret information
{(x. y. z). the manager system may generate all the information
and distribute it to participant subsystems, or each
participant subsystem may present only y while keeping x a
secret and have the manager system calculate v £rom y.

Furthermore, it is also possible to acquire the secret

This Sheet Has Been Rep
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information (x, y. v) by using a blind signature technigue
without even revealing y.
Then, the proof system which will be used below will be

explained first.

SKREP(y.gita: y = g1 (m)
means proving the knowledge of a satisfying y = g" using (y.
g, m), where m is an arbitrary number.

SKLOGLOG(y. g.&)[a: y = g{&))(m)
means proving the knowledge of a satisfying y = g{&") using
(y. g, a, m), where m 1s an arbitrary number.

Next,

SKROOTLOG(Y.g.e)(a: y = g{&"))(m)
means proving the knowledge of a satisfying y = g{%) using
(y. g. e. m). vhere m is an arbitrary number.

Since the method of creating a specific proof statement
and the method of verifying the proof statement are described
in detail in the above document, and these methods are not
directly related to the present invention, they are not further
described here.

Then. the calculation as shown in FIG. 4 will be carried
out as the anonymous signature function 21 using session
management information A (1ll) and individual data m (12).

First, a generator g, corresponding to session 2 is
acquired by the generator creating section 52 and then g, is

generated by g, = Hash(m).

-
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Then, the group signing section 51 sets z = g7 and

generates a proof statement

= SKLOGLOG(z.g,,a)[a:z = g,(a)1(1)
proving the knowledge of @ satisfying z = g,{&"), and a proof
statement

= SKROOTLOG(z*g}, g,.e)[B: z*g} = g,(B)1(1)
proving the knowledge of B satisfying z%g, = gA(ﬁ') .

Here, constant 1 to be input to SKLOGLOG and SKROOTLOG
is given as session-relatred information and is a cons%:ar.n: to
become the output £rom the external data inputting section 50.

Then, the linkage data generating section 53 sets 2z; =
g,” and generates a proof statement

V, = SKREP(z,/z, g,/g,)Iy: z,/z =(g,/9,)'1(1)

orovinag the knowledae of z. and z have the same nower tn tha

bases g, and g,, respectively.

As the output of the above processing, participation data
13 1s designated as (&. m, z, z,, V;, ¥;, V,). In the case where
A is apparent, A need not particularly be added to the
participation data.

P;urr.hermore. in the generator graating santinn 52, g, nan
also be given as part of the session-related infoz;mation or
it can be generated as g, = Hash(a).

The reception subsystem that has received this
participation data 13 acquires g, £rom A and confirms through
the anonymous signature verifying section 30 that the

certification statements V,, V, and V¥, are valild.
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Then. when the same z exists in a plufality of
participation data, the sender match determining ssction 31
can determine that theselparticipatlon data have been sent by
the same participant subsystem. This 1s because z includéd
in the participation data from the same participant subsystem
is identical with respect to the same session irrespective of
the value of the individual data m.

As shown above, when the participant subsystem
participates in a different session using the same secret
information 10 (X, y, v). the linkage is not ascertained
{because it is difficulf to discriminate numbers obtained by
raising different bases to same power from numbers obtained
by other calculatlons). When the participant subsystem
participates in the same session, it is possible to construct
an anonymous participation authority management system in
which the linkage 1s ascertained. Furthermore, a system of
invalidating the issued anonymous participation secret
information is also described in the above document.

Furthermore, it is easy for those skilled in the art to
think of varilations of the above system. For example, even
if g, is generated by g, = Hash{A||m) through the generator
creating section 52, the effect remains unchanged. Here, “||~
denotes concatenation. Furthermore, if g, and g, are
generators over a finite field, which is uniquely determined
by A and m. respectively, or 2 or A and m, g, and g, need not

use any hash function. Moreover, constant (1) is used as an

[
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example of the output of the externazl data inputting section
50 to generate V;, V, and V,, but any number or any variable
such as g,, g,. Y and z can be used if agreed to do so beforehand.

Furthermore, it is also possible to change the manner in
which g, and g, are used by the generator creating section 52.
For example, the gensrator creating section 52 may generate
gn = H.ash(m) from individual data m, and generate g, by g, =
. Kash{(a) using segsion-related information &. Next, the group
signing section 51 may set 2z, = g,’, and genexate a proof
statement V, = SKLOGLOG(z,.g,.8)[a: z, = g,(8°)1(1) proving the
knowledge of « satisfjring z, = g,‘a"), and a proof statement
V, = SKROOTLOG(z,*g..g..8)[B: z*g! = g(P*)1(1) proving the
knowledge of P satisfying z,*g = g,(B"). Finally, the linkage
data generating section 52 may set z, = g,f and generate a proof
statement V, = SKREP(z,/2,, g,/a\} [yt 2,/2, = {g,/9,)'1 (1) proving
the knowledge of z, and z, having the same power to the bases
g, and g,, respectively. The participation data 13 is then
designated as (A, m, 2z,, 2,, V., V,, Vy). However, the effect
remains the same.

In this case, the sender match determining section 31 will
check whether z; in the participation data duplicates.

SECOND BMBODIMENT

Furthermore, thers can also be an example seeking to
improve the efficlency. An anonymous signature function 21

using session management information A and individual data m

-
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will be explained with reference to the participant subsystem
101A in FIG. 5. )

Referring to FIG. 5, the generator creating section 52
acquires a generator g, corresponding to sesslon A. Next, the
cutput from the external data inputting section 62 is set to
m. The group signing section 61 sets z = g and generates a
proof statement |

V, = SKLOGLOG(z.g,.a)[a: z = g,(38")](m)
proving the knowledge of o satisfying z = g,(&"), and a proof
statement

V, = SKROOTLOG(z*g,’, g,.e)[B: ztg, =g,(B%)1(m)
proving the knowledge of f satisfying z*g, =g,(B°). The
participation data 13 is designated as (A. m, z. V,. V,). In
the case where A 1s apparent, A need not particularly be added
To the participation data. Furthermore. g, can also be given
together with A or generated as g, = Hash(&).

In this case, the participation data is not only shoxrtened
but it 1s necessary to verify the validity of only proof
statements V; and V, by the anonymous signature verifying
section 30, which will improve the effiociency. Moreover, Lthe
output from the external data inputting section 62 need not
be made dependent solely on the individual data but can also
include session management information A, if it is also
included during verification.

THIRD EMBODIMENT

This Sheet Has Been Replaced

LT




25

The system can also be designed Based On an S&8CYrow
identification system. The escrow ldentification technique
ic docoxribed in dotail by J, Kilian and E. Petxonk in o paper
called “Identity Escrow”™ in the international conference
CRYPTO ‘98,

In this example, as described above, common constants (g,
a8, e, n, §) are required where n 15 a product of two prime numbers
used in RSA cryptography. g 1s a generator that generates a
cyclic group of order n, e is an integer mutually prime to the
Euler number of n, 8 is a constant other than 1. Then, the
manager system generates these common constants and designates
the prime factor of n as the seoret information of the manager
system.

Given the Above common constants (g, e, n, d), each
participant subsysterﬁ communicates with a manager system that
knows the prime factor of n and thereby acquires secret
information 10 (a, b) that satisfies b = (&% - 3)»* mod n.

Here, as the method of acquiring the secret information
(a, b), it is possible for the manager system to generate all
the informatlion and distribute it to participant subsystems
or it is possible to acguire the secret informetion {2, b) by
even hiding a3 using a dlind signature technique,

In the following example, supposing &n anOQYMoOUs
signature function 21 using session management information A
and ind1v1dual data m. the following operation is perfbrmed

by the participant subsystem 101B as shown in FIG. 6.

—_—_—
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Referring to FIG. 6, a generator g, coxresponding to
session A is acquired by the generator ¢reating section 52 and
then g, is generated by g, = Hash(m).

Next, the escrow identifying section 81 sets z, = g,(a%)
and generates a proof statement

V, - SKROOTLOG(z,,g,,e)[a: z, = g,(&")1(1)
proving the knowledge of o satisfying z, = 9,{2). and sets z,
= g,(P") and generates a proof statement

Vv, = SKROOTLOG(z,.g,.e)[B: 2, = (P )1(1)
proving the knowledge of B satisfying z, = g‘(b') .

Then, the linkage data generating section 53 sets 2z, =
g,(2") and generates a proof statement

V, = SKREP(z./2,, G/an) Y1 2./2. = (g./9.)'1(1)
proving the xnowledge of z, and 2, having the same power toc the
bases g, and g,, respectively. The participation data 13 is
designated as (A. m, z,. 2,, 2,, V,, V;, V;}). In the case where
A is apparent, A need not particularly be added to the
partlicipation data. Furthermore, g, can be given as part of
the session-related information or it can also be generated
as g, = Hash(A&).

The reception subsystem that has received this
participation data 13 acquires g, from A and confirms through
the anonymous sSignature verifying section 30 that z./z, = g,
is satisfied and proof statements V;, V, and V; are wvalid.

Then. when the same 2, exists in a plurality of

participation data, the gsender match determining section 31
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can determine that these.participation data have been sent by
the same participant subsystem. This is because z, included
in the participation data from the same participant subsystem
is identical with respect to the same sessiop irrespective of
the value of the individual data m,

Furthermore, even if the sender match dstermining section
31 detects 2z, instead of 2,, the same effect is obtained.

As shown above, when the participant subsysten
participates in a different session using the‘ game secret
information 10 (a, b)., the linkage is not ascertained (because
it is diffiocult to distingulsh numbers obtained by raising the
different bases to the same power £rom numbers ocbtained by other
calculations). It is possible to construct an anonymous
participation authority management system in which the linkage
is ascertained when the participant subsystem participates in
The same session. Furthermore, unlike the aforementioned
example, the efficiency is improved by using only SKROOTLOG,
which 1s more efficient than SKLOGLOG.

Furthermore, a system of invalldating the issued secret
Anformation for anonymous participation is also discussed in
the above document.

Furthermore, it is easy for those skilled in the art to
think of variations of the above system. For example, even
if g, is generated by g, = Hash(A|]|m) through the generator
creating section 52, the effect remains unchanged. Heve, " [
denotes concatenation. Furthermore, if g, and g, are
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generators over a finite field, which is uniguely determined
by A and m, respectively, or 4 or A and m. g, and g, need not
use any hash function. Moreover, constant (1) is used as an
example of the output of the external data inputting section
50 to generate V,, V, and V,, but any number or any variable
such as g,., g,. ¥ 2nd z can be used if agreed to do so beforehand.

Furthermore, it is also possible to change the manner in
which g, and g, are used by the generator oreating section 52.
For example, the generator creating section 52 may generate
g, by g, = Hash(A) using session-related information A, and g,
= Hash(m) from individual datam. Next, the escrowidentifying
section Bl may set 2, = g.(5°) and generate a proof statement
V, = SKROOTLOG(2,. g,. e) [a: 2, = ¢,(3°)]1(1) proving the knowledge
of « satisfying z, = g,(8°), and set z, = g,(P°) and generate
a proof statement V, = SKROOTLOG(z,,g,,e)[f: 2, = g.(P"}1(1)
proving the knowledge of B satisfying z, = g, (P°).

Finally, the link data generating section 53 may set z,
= g‘(a‘) and generate a proof gstatement V, = SKREP(z./ 2., g9,/9,) [Y:
z./z, =(g,/ 9,)"'1(1} proving the knowledge of z, and z_having the
same power to the bases g, and g,. respectively. The
participation data 13 is then designated as (A, m, é,, 2,, Z..,
V. V,, V;). However, the effect remains the same.

In this case, the sender match determining section 31 will

check whether 2z, in the participation data duplicates.

FOURTH EMBODIMENT
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Furthermore. there can also be an example seeking to
improve the efficiency. An anonymous signatuxe function 21
using session management information A and individual data m
will be explained with reference to the participant subsystem
101C in FIG. 7.

Refexring to FIG. 7, the generator creating section 60
acquires a generator g, corresponding to session A.

Next, the output £rom the external data inputting section

62 is gset to m. The escrow identifying section 91 sets z, =

¢.(%°) and generates a proof statement

V, = SKROOTLOG(Z,.g,.e)[a: z, = g.(%) 1(m)
proving the knowledge of a satisfying z, = g,("") , and sets z,
= g,(P*) and generate a proof statement

V, = SKROOTLOG(Z,.g,.e)[B: z = ¢.(F")1(m)
proving the knowledge of B satisfying z, = g,{B°). The
participation data 13 is then designated as (A, m, z,, 2z,, V.,
V,}. In the case where A is apparent, A need not particularly
be added to the participation data. Furthermore, g, can also
be given together with A or generated as g, = Hash{a).

In this case, the participation datea is not only shortened
but it is necessary to verify the validity of only proof
statements V, and V, by the anonymous signature verilfying

secTtion 30. which will immrove the afficiancy.

Another mexit of this example 1is that secret information
specific to the receptlon system 1s not necessary in the

anonymous signature verifying section and sender match
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determining seoction. Therefore, if all participation data is
disclosed to the public in order to vexify the validity of
clectronic voting, '_everybody can verify that all perticipation
data are votes of valid eligible voters and no identical
eligible voter has performed double voting, Such a system can
alsc be applied to an electronic petition.

In electronic bidding, there can be such illegality that
a reception system receives a plurality of participation data
(bidding data) from a specific participant subsystem and
leaves the most advantageous data from among those data latex.
In this case, even if everybody can use the sender match
determining section, it is not possible to detect this
illegality. IXn this case, before unsealing {that is, before
it 18 found which data is advantageous), the received
participatién data is ildentified and made unchangeable or a
receipt for the received participation data is issued in a form
dependent on the previous participation data, and if the
participation data is deleted, there will be & mismatch with
the receipts of other participants, thus disclosing the
illegality.

This embodiment 1s introduced as an opexration on a general
number field. but 1t is obvious to those skilled in the art
that even if this embodiment is read as an operation on an
elliptic curve or as an operation on another group or field,

the same effect can be obtailned.
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It is apparent that the present invention is not limited
to each of the above embodiments but can be modified in various
manners without departing from the spirit and/or scope of the
technological concept of the present invention.

As described above, the present lnventlion provides an
anonymous participation authority management system that
allows a participant subsystem to anonymously participate in
a plurality of sessjions with a single registration procedure
with a manager subsystem 50 as to be made available “for
slectronic voting or electronic bldding, while conocealing the
participation.relationship between sessions, and that allows
a reception subsystem to verify that the participation data
is dara sent by an eligible participant subsystem authorized
to participate and identify any duplicate participation data

from the same participant subsystem.

-
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a paxticipant subsystem that is authorized to anonymously

1. A system comprising:

participate in a plurality of sessione Ueing secret
information provided by & manager subsystem; and
a reception subsystem that determines whethexr it is

acceptable for the participant subsystem to participate in a
session,

wherein

the participant subsystem comprises:

an anonymous signing section for authorizing
individual data using the secret information depending on
session-related information to produce anonymous
particlpation data with anonymous signature, and

the rsception subsystem comprises:

an anonymous signature determining section for
Getermining whether received data ls anonymous participation
data with anonymous signature authorized by the participant
subsystem; and

a sender match determining section for determining
whether anonymous signatures of arbitrary two pieces of
anonymous participation data are signed by an identical

participant subsystem.
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2. The system according to claim 1, wherein the
anonymous signature includes data that is genexrated by a
predetermined expression using the session-relateq
information and the secret information, wherein the sender
match determining section checks the data included in the

anonymous signature of recelved anonymous participation data.

3. The system according to claim 2, wherein the
predetermined expression is represented by raising a
session~dependent base to & power that is dependent on the

secret information.

4. The system accoxrding to claim 1, wherein the
anonymous signing section authorizes the individual data based

on a group signature scheme.

5. The system according to claim 1, wherein the
anonymous signing section authorizes the individual data based

on an escrowed identity scheme,

6. The system according to claim 1, wherein the
anonymous signing section comprises:
a generator creating section for creating a
session-dependent generator depending on the session-relatsd

information;

AR

Thls Sh\'i‘et Has Been Ry eplaced

LT




et o cemantemansaret .2 5 S

Y

a group signing section for signing the individual
data using the session-dependent generator and the secret
information to produce anonymous participation data, wherein
the anonymous participation data includes data obtained by
raising the session-dependent generator to a power determined
by the secret information; and

a linkage data generating section for generating
linkage data indicating a relationship among the session-
dependent generator and a generator detexmined by the

individual data and/or the session-related information.

7. The system according to claim 6, wherein the secret
information is represented by (x, y, v) that satisfles: v =
(y + 8)° mo@ n. where y = & mod n, n is a product of two prime
numbers as used in the hsx; cryptography. g is a generator that
generates a cyclic group of order n, a is an integer mutually
prime to m. e 1s an integer mutually prime to the Euler number
of n, and § is a constant other than 1.

the generator creating section creates a
session~dependent generator g, corresponding to & session A
and a generator g, 15 generated based on the individual data
m and/or the session A,

the group signing section gets z = g,” and genexates

. [
a first proof statement

v, - smoaosts.gmtese - ey | IIIEAEA
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proving the knowledge of a satisfying z = gA(&") + and a second

proof statement

V, = SKROOTLOG(z*g}. g,.e)[P: zg! = g, (B (1)

proving the knowledge of P satisfying z*g. = g,(B%),
the linkage data generating section sets z, = g7,
and generates a third proof statement
V, = SKREP(2,/2z, g,/g,)ly: 2,/z =(g,/g,)'1{1}
proving the knowledge of z, and z have the same power to the
pases ¢, 2nd g,, respectively, -

wherein the anonymous participation data is defined

as (Aa ml Z 4 z;v Vl! Vg- Va)'

8. The system according to claim 7, wherein

the anonymous signature detexmining section checks
V.. V,, and V, of the anonymous participation data to determine
whether received“data is anonymous participation data with
anonymous signature authorized by the participant subsystem,
and

the sendexr match determining section checks z of the
anonymous participation data tec determine whether anonymous
signatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

8. The system according to claim 1., wherein the

anonymous signing section comprises:

—
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a generator creating section for creating a
-generator depending on the session-related information:

a group signing section for signing the individual
data using the generator and the secret information to produce
anonymous participation data. wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information.

10. The system according to claim 9, wherein the secret
information is represented by (x, y, v) that satisfieg: v =
(y+58)"mod n, where y= a*mod n, the individual data is denoted
by m. n is a product of two prime numbers as used in the RSA
cryptography, g is a generatoxr that generates a cyclic group
of order n, 2 15 an integer mutually prime to n, e 15 an integer
mutually prime to the Euler number of a, and 8§ is a constant
other than 1,

the generator creating section creates a
session-dependent generator g, corresponding to a session A.

the group signing section sets z = g, and generates
a first proof statement .

V, = SKLOGLOG(z,g,.a){a:z = ¢,(&"))(m)
proving the knowledge of & satisfying z = g,{(2")+ and a second
procf statement ‘

V., = SKROOTLOG(z%*g,’.g,.e)[B: z%g! = g,(B")1(m)

proving the knowledge of P satisfying zvg! = g, (%),

—
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wherein the anonymous participation data 13 is

designated as (A, m, z. Vi, V).

11. The system acoording to claim 10, wherein
the anonymous signature determining sectlion checks
V,. and V, of the anonymous participation data to determine
whether received data is anonymous participation dara with
anopymous signature authorized by the participant subsystem,
and . -
the sendexr match determining section checks z of the
anonymous participation data to determine whether anonymous

slgnatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

12. The system according to claim 1, wherein the
anonymeus signing section comprises:

2 generator creating section for creating a
session-dependent generator depending on the session-related
information:;

an escrow identifying section for signing the
individual data using the session-dependent genera.tbr and the
secret information to produce anonymous participation data,
whersin the anonymous pafticipation data includes data
obtained by raising the session-dependent generator to a power

determined by the seoret information; and
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a linkage data generating section for generating
linkage data indicating a relationship among the 'session-
dependent generator and a generator determined by the

individual data and/or the session-related information.

13, The system according to claim 12, wherein the secret
information is represented by {a, b) that satisfies
b= (a ~ §)Y mod n, vhere n is a product of two prime numbers
as used in the RSA cryptography, g is a genexator that generates
a cyclic group of order n, a is an integer mutually prime to
n, e is an integer mutually prime to the Buler number of n,
ang § 1s a constant other than 1,

: | the generator creating section creates a
session-dependent generator g, corresponding to a session A
and a generator g, is generated based on the individual data
m and/or the session A,

the escrow identifying section sets 2z, = g.(a") and
generates a £irst proof statement
V, = SKROOTLOG(z,.g,.e)[a: z, = g,{8)]1(1)
proving the knowledge of o satisfying z, = ,(2°), and sets z,
= g,{P°) and generates a second proof statement
V, = SKROOTLOG(z,.g,.e}[B: 2, = g (F))(1)
proving the knowledge of § satisfying z, = g,(P°), end

the linkage data generating section sets z, = g,(&")

and generates a third proof statement
This Sheet Has Been Replaced
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proving the knowledge of 2, and z_ having the same power to the
bases g, and g, Trespectively,
wherein the anonymous participation data is defined

as (&, m, z,, Z2,, 2.. Vi. V;, V).

14. The system according to claim 13, wherein

the anonymous epignature determining section
determines whether z,/2, = g,' 1s satisfied and checks V;, Vi,
and V, of the anonymoug participation data to detérmine whether
received data les anonymous participation data with anonymous
signature authorized by the participant subsystem. and

the sender match determining section checks one of
z, and z, of the anonymous participation data to determine
whether anonymous signatures of arbitrary two pieces of
anonymous participation data are signed by an identical

participant subsystem.

15. The system according to claim 1, wherein the
anonymous signing section comprises:

a generator c¢reating section for creating a
session-dependent generator depending on the session-related
information: and

an escrow identifying section for signing the
individual data using the session-dependent generator and the
secret information to produce andnymous participation data.

wherein the anonymous participation data includes data
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obtained by raising the session-dependent generator to a power

determined by the secret information.

16. The system according to claim 15, wherein the secret
information is represented by (a, b) that satisfies
b= (2 - §)"* mod n, where n is a product of two prime numbers
as used in the RSA cryptography, gisa ge_nerator that generates
& cyclic group of order n, a is an integer mutuaily prime to
n, e is an integer mutually prime to the Euler number of n.
and & is a constant other than 1,
the generator creating section creates a
session-dependent generé.tor g, corresponding to & session 3,

the escrow identifying section sets z, = ¢,(2") ana

generates a first proof statement
V, = SKROOTLOG(z,,g,,e)la: 2z, = gA(a‘)](m)
proving the knowledge of o satisfying z, = g,(@"), and sets z,
g,{P") and generates a second proof statement
V, = SKROOTLOG(zZ,,g;.e)(B: z, = ¢,(0"))(m)
proving the knowledge of P satisfying z, = g,{(?%),

wherein the anonymous participation data is defined

as (3, m, z,, 2,, V,, Vu).

17. The system according to claim 16, wherein

the anonymous signature determining section

determines whether z,/z, = g,’ is satisfied and checks V, and

V, of the anonymous participation data to determine whether
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received data is anonymous participation data with anonymous
signature autherized by the participant subsystem, znd

ne sennex;matcn derermining section checks one of
z, and z, of the anonymous participation data to determine
whethexr anonymous signatures of arbitrary two pleces of
anonymousg participation data are signed by an identical

participant subsystem.

18. An anonymous participation authority management
method for a system comprising:

a participant subsystem that is authorized to anonymously
participate in a plurality of sessions using secret
information:; and ,

a reception subsystem that determines whether it is
acceptable for the participant subsystem to participate in a
session.

the method comprising the steps of:

at the participant subsystem,

a) authorizing individual data using the secret
information depending on session-related information to
produce anonymous participation data wirh anonymous
signature:

at the reception subsystem,

b) determining whether received data is anonymous
participarion data with anonymoué signature authorized by tfxe

participant subsystem:; and
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c) determining whether anonymous signatures of
arbitrary two pieces of anonymous participation data are

signed by an identical participant subsystem.

19. The method accoxrding to claim 18, wherein the
anonymous signature includes data that is generated by a
predetermined expression using the session-related
information and the secret information, wherein the step (c)
is performed by checkling the data included in ihe anonymous

signature of received anonymous participation data.

20. The method according to claim 19, wherein the
predetermined expression is represented by raising-a

session-dependent base to a power that is dependent on the

seCcret i1nrormation.

21. The method according to claim 18, wherein the step

(a) comprises the steps of:

creating a gsession-dependent generator depending on
the session-related information:;

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent genexator to a power determined by the

secret information; and
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generating linkage data indicating a relationship
among the segsion-dependent generator and a generator
determined by the individual data and/or the session-related

information.

22. The method according to claim 18, wherein the step

(a) comprises the steps of:

creating a session-dependent generator depending on
the session-related information: and

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
paxticipation data includes data obtained by raising the
session~dependent generator to a power determined by the

secret information.
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