METHOD AND DEVI CE FOR COLLECTI NG AUDI ENCE | NFORMATI ON Cr oss-ref erence
to Rel ated Applications [0001] The present application clains the
benefit of the Singapore patent application 201108226-0 filed on 8
Novenber 2011, the entire contents of which are incorporated herein
by reference for all purposes. Technical Field [0002] Enbodi ments

rel ate generally to audi ence neasurenent. Specifically, enbodi nents
relate to a nethod and a device for collecting audi ence information

i n an audi ence neasurenent. Background [0003] An audi ence neasurenment
i s gener al INETHRBANR REVICHE FORGOLIFLTENG AUDIENGE INFORMATION
consunption of content data, for exanple, in relation to television
vi ewership, radio |listenership, newspaper/mgazi ne readership, and
web traffic on websites, etc. [0004]Fig. 1 shows an overall ecosystem

of Internet Protocol Tel erbgiieferéidekyRelated Applications
[0001] The present application claims the benefit of the Singapore patent application
201108226-0 filed on 8 November 2011, the entire contents of which are incorporated

herein by reference for all purposes.

Technical Field

[0002] Embodiments relate generally to audience measurement. Specifically,
embodiments relate to a method and a device for collecting audience information in an

andience measurement,

Background

[0003] An audience measurement is generally a measurement of usage statistics in
relation to a consumption of content data, for example, in relation to television
viewership, radio listenership, newspaper/magazine readership, and web traffic on
websites, etc.

[0604] Fig. 1 shows an overall ecosystem of Internet Protocol Television (IPTV),
wherein every home 101 is connected to a service provider 131 via an IP network 111,
which provides IPTV services (e.g. content delivery, interactive gaming) to each home
101. The IP network 111 may be a broadband IP network, e.g. Internet. The service

provider 131 receives content from a content provider 141, and delivers the content from



wherein every honme 101 is connected to a service provider 131 via an
| P network 111, which provides |IPTV services (e.g. content delivery,
interactive gamng) to each honme 101. The IP network 111 may be a
broadband I P network, e.g. Internet. The service provider 131
receives content froma content provider 141, and delivers the
content from the |F network 111 to an | PTV set-top box 103 of each
home 101 kA dsHvarkndietorm Work sgtatorviey 13s0faeash dhomsnOh dirqrghia home
Audi ence neasurenment (AM in | PTV neasures end-user behavior in |IPTV
ser vi ces,netwerkggatravant 198 andpohame oefwarkdil @h deidiento meatuirement AM)dinnNg TV
audi ence rating, audi ence engagenent, audi ence novenent across

pr ogr ans racxu@p pindeatt bplxvicauoh EREY somkietsp any semgrmesnt sepoAancn audience

i ncreasi ng or decreasing popularity of content, etc. These reports
ar e val udhfoembiorbusdliding emdRacauatnd, heyliars &fapansht! QudiefRC affvement
advertising opportunities, to target specific advertisenents and
canpai gnsyckfds RRbdrhbbl 8l RPHERRAE ARMIBO LB 89 Sse@R¥AECInd dRekatfg or
provi de personalized engagenent-driven serviceS to end-users.
[0005]In : i j j.0 A vy

provi der sdeg‘%“@% h%ﬁléu?ﬁﬂ%% rolg\r;E E)g%{rﬁgtetcb Frfh %1%?]{3? (It;%tsgere Bﬁléllé@%\r?g tPla rr%:()lfl ?sg{é]s %%QTSISTV
services js referred . ta as necessary infornmation, Since.these.are

i i e 1y e B B8 gb BoRParh BT mertBR RS of Mire S RPO L B Rars
or content 4P ovi ders even.vvithou%_ considering AM their ?éfl vacg are
cont r ol | b GAPRAENSH 9 RArHIAry 2UdiFREfe SSERENTFO REOSY, qeiisehy PAY | tgProvide
systens. On the other hand, information collected fromthe individual
vi ewer s/ RSEO8alizsd e‘?&i‘ée@%ﬁ’r‘i”(‘!fﬂ% SehYiF§s3e EnbEseEdi ence neasurenent, e.g.
nunmbers of viewers, segnmentation of viewers, ratings, audience
engagenenf003ls b BrINeservigesa infpmpagian dhat et ipatknown Hy0®063srbrotiderghandhe
nmeasured private information allows businesses to better understand
and cat egonfene ptdvaders émdacibi@tes thenmammsumpeors ofir[@TWnsanices timbéferred tid as
releasing their private information to businesses for fear of privacy
breach. HhebaesrytiiforrhatidnT Shicaridas diczatnimillyFieuiaretantmnesuld @t reRBscAM
system provides different |levels of permssions for the users to

di ctate, t3RevidRGrANWIEY 5 SRR bRfViterP& v b \SonbiHQR KRS, ShdSiiPaby are
measuring their data. This perm ssion-based control 1s essentially a

‘can 5ee1coﬁﬁ‘6!1edul§ﬁiheﬁfe39{?a§eﬁesch&ﬁém%t ddiREin € QﬁﬁgngA Itdhd 6h fh%gﬂf;u{rEd

| evel of perm ssi‘on, ata becones plaintot system an

isupto . m { i. nf.or i on. . That ans...opce_t he
user gt v B AT QR ok e il RUURN Oy TR o BRSO ifiphtor
transparent. to the AM system Tt]%s Ean% users who .are .cancer ned.
about | pr (AISISISARFRET Tty & P IREEE 8 O Hio CRBERERR O PV oa EALa,
whi ch skews, the AMreports towards the | ess sensitive users, making
the repordidiehgfcapgsiient dptefared g asRerianlmatiYsi nesses. [ 0007] One
approach uses Shamir's secret sharing to protect the user's private

i nf or mat i[8006]1| n &hheugn' gies mepwrreds pgivRtgg infermationf allpwsabusinessassto  better
al l ocated a uni que share of a secret, such that the secret is hidden
unl ess onmdoistand asd pdsgezsitoir afd wses, shay eserf nemmomieable witlp arltdsng.
Applied to the situation of protecting user's private information in
audi ence thaaprirvgaenformitid ®ebusiiesies foh&aagdnregadetrdac. oMemt) o QfU-The
private user data. In one inplenentation, the n users first agree on

k common giafidRkicn GREP Msim&RROGak aP AMNGRMe] provides CliftRntUsRes teF
hide its portion of secret, to these k receivers only. Each of the k

recei ver gaeﬁﬁfg%ﬁé R URSusblsSo 'dRaAEt VAL (RO QRah SvAlE RXGRABECHoMNRSS
val ues between receivers to reconstruct the original secret.

Exchangi : fi.dential, oftherw se .the private
val vos canBe Raahe aNkfle, Rif 8-SR e p P ek Rt T
prevented using any public key cryptosystem wherein a nessage to be




Summary [ 0008] Vari ous enbodi nents provide a nethod for collecting
audi ence information of a group of users in an audi ence neasurenent.
The nmet hod may include each user dividing its private information
into a private portion and a predeterm ned nunber of exchange
portions; each user transmtting each of its exchange portions to a
respective user of the predeternm ned nunber of users selected from
the group’ssf CYWar gse. APt ¥se scagHeeYath thy required lpvehiod nsopission thadata
exchange portions received fromother users of the group of users,

t her eby phesomes plginrte teohMzevetemrdnd inaup omtheatsteady geyd therigformation. That
random zed i nformati on of the group of users, thereby producing
aggr egat edeqmsj vt ¢hd uskogines the perfrdgsidnhthe gprionp dafa of sier wer Briuldyf transparent
Description of the Drawi ngs [0009] I n the drawi ngs, |ike reference

char act ers genaviadybtym ahas, iany bers Je @@Eb&e%ﬂ%ﬁﬁ@%ﬁvabﬂﬂ%@l Adteiwrnt
views. The draw ngs are not necessarily to scale asi s instead

gener al | ypehfididh ®l (ﬁ&@&»e URAP phildisl AhtaalvhdE kbBGs Bl ARt pép%ﬁs Bwdrlethe less
invention. In the foll owing description, various enbodi nents are

descr | bedolitll G AR eddS ofuh LAV R dhaN. ngelm bikipigh: Fig. 1

shows an overa ecosys nterne ot oc eV|5|on (IPTV)

Fig. 2 PTV di 3
Shows a f omlﬁgr h PR e SR o Y Pl T aTR Uhdeshe anfate

i nformati.op of . users i.n an audi ence nmeasurenent .accordin
to an ent n % kB! SEeget %ag‘ﬂ%v@"%"?r'd?ﬁéﬁﬁrlﬁ arpe ar‘&%lﬂ??gs(f’ﬁre ot
nmet hod for coIIectln audi ence information of a group of users in an
audi ence sk Wik Arat hectsest Hghiddenayndesh epe eligbyipeasgssion of the shares from

at least k& parties. Applied to the situation of protecting user’s private information in
audience measurement, the secret is the aggregated information of the private user data.
In one implementation, the » users first agree on £ common receivers. Each user sends k
polynomials, which is used to hide its portion of secret, to these k receivers only. Each
of the k receivers consolidates its received polynomials and exchanges these values
between receivers to reconstruct the original secret. Exchanging messages should be
confidential, otherwise the private values can be easily known to malicious listeners.
This can be prevented using any public key cryptosystem, wherein a message to be
transmitted is first encrypted by the sender using the receiver’s public key and then
decrypted by the receiver using its secret private key. This approach requires all the »
users to agree on a common group of & receivers. However, once this group of receivers
is compromised, the private values of all users are compromised. In addition, such an
agreement on a common group of receivers is not easy to achieve among large audiences,

especially in the dynamically changing environment composing of IPTV viewers.



Fig. 5 shows a schematic diagram of a device according to an

enbodi ment Description [0010] Vari ous enbodi nents provi de a net hod and
a device for collecting audience information in an audi ence
measurenent in a nore accurate, secure and efficient manner, such
that nore accurate audience information is collected while at the
sanme time protecting the privacy of the users. Various enbodi nents
allow for the generation of desired audi ence neasurenent report but
at the same tine ensure that user's private data stay private to

t hemsel ves. [0011] Vari ous feat ures Shaswartbed bel ow i n the context of
the method for collecting audience information may anal ogously hol d
true for {0héS|cor Vesponaninglidents povidera methoddbi ogleating ewtienck rifiform@ionon
and the correspondi ng user device for providing audi ence information,

and vi ce ofed geoup[d0klsl i dnhin®licged m@dburehBig. FBY nfthodNlay A lMRESacHaNECe
as described in this description may include a nenory which is for

exanpl e Ugedidghitd PEvAE QEESSHBE if@r 4 bRGOWbrtY e gﬁn&eﬁmﬂw nhiBerUster

device. A nenory used in the enbodi nments may be a volatile nmenory,
for exanp ' . S r. a. -valatilt
romory Torh gl ioton BB e dr RS AL RS (R R pefichOTo ¥aebutey
(Erasable P .. .EE lectrically Era b%e PEK%ﬂ? or. a flas
torory. S O TR R G AR P SR, G PR HaHSr GPoh e
MRAM (Magnet or esi sti ve Random Agcess annré%_or a PCRAM ( Phase Chﬁpge
Random AcEEEEa T Pyivate PP A xrhanst RTIoRE recetysd dewt ctienHiprs Ak the
user device as described in this description may be or may include
one or noffeuRi¢cusars therebyapiogiging ourdamigedranformation; caid) esgegajing the
audi ence information.

randomized information of the group of users, thereby producing aggregated private

information for the group of users.

Brief Description of the Drawings

[0009] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of the invention. In the
following description, various embodiments are described with reference to the following
drawings, in which:

Fig. 1 shows an overall ecosystem of Internet Protocol Television (IPTV).

Fig. 2 shows an IPTV system according to an embodiment.

Fig. 3 shows a flowchart illustrating a method for collecting audience information

of a group of users in an audience measurement according to an embodiment.



[0014] I n an enbodinent, a "circuit” may be understood as any kind of
a logic inplenenting entity, which nmay be special purpose circuitry
or a processor executing software stored in a nenory, firmvare, or
any conbi nation thereof. Thus, in an enbodinent, a "circuit" may be a
hard-wired logic circuit or a programable logic circuit such as a
programmabl e processor, e.g. a_mcroprocessor (e.g. a Conplex )

| nstruction Sdtig-cotsws arflonchatjlystrgingssmethed foy crlleptios dudipraerinformaion
Set Conputer (RISC) processor). A "circuit"” may al so be a processor
execut i ngefarougegiaisers iman ausjenké meawiennatrpesoatingtoggpting engbagliment.
conputer programusing a virtual machine code such as e.g. Java. Any
ot her ki nd of Higyl showntatleamtiotizpteen oBsdeidciaveprding ¢ aroasbosmedtt. Wi | |
be described in nore detail below may al so be understood as a
"circuit" in accordance with an alternative enbodi nent. [0015] One
enbodinent is directed to a nethod for collecting audience
information of a group of users inD@gmigghence measur enment. The

nmet hod may i nclude each user dividing Its private infornmation into a
private portion and a predeterm ned nunber of exchange portions; each
user trangpidti Nga8a&"EntodihSuENOIRRIEMARE bRNS dbfcdfor BINEFRL URdLRE"
of the predeterm ned nunber of users selected fromthe group” of
users; eagRniatl A0HTA0RNNedsh Sulhd ¥3foRALAIAD BOfl. SXPOANIG: monner,
portions receive rom ot her users of the group of users, ereby
produci ng_r.a m zed information;.and r.egat.i t he random zed .
o ot (8 gpatt marSqpistitt PRt By i imaRdR < SPUalE) e Bgntt ume
private inforpmation for t group of users. [0016]1n an enbodi nent,
the divi dirigeHE @ﬁéﬂﬂaﬁmaf e VBT WAFIPBY, e@?O@%ﬁtS @i‘ew %whq Aenetation of
randomy dividing its private information into the private portion
and t he plesigrs BdipemeaiiFBeent IR XY e spee time asure ol 73er' s pamate data
enbodi ment, each user independently selects the predeterm ned nunber
of users stayamvetedo greosplves. users, and transmitting each of its
exchange portions to the respective selected user. In other words,
referri ng0dH]t heVasersSegereh destribgd belawsimithes camexofof ehechethgd fgrarolleaing
as senders, the selected users acting as a receiver group for one
sender mapdRecdiidibenfivh magnanaitgseslpfhold MRk HEMErGretgdnaRgt ddfice for
enbodi nent, each user may dynam cally change/nodify its receiver
group anyeollkdiighedien® iafdrakiineie hdRARMI AR us SR IeVict Sor pRo Vi@ E 8Sdibthe

[ 0018] According to an enbodi ment, each ‘user nay encrypt its

predeterghﬁﬁgtmﬂquvﬁgV§§ghange portions, and transmt each of the
encrypt ed exchande portions to the respective user selected fromthe

g; O:JFSOLQgﬁ%Sé %gtgfslgclgﬁgzxg W& e%%%irlg?l{g usel("a gé:vri]ceuassecfesc%%d ?nn&lisy géscﬁp%ﬁ)g

may include a memory which is for example used in the processing carried out by the
device and the user device. A memory used in the embodiments may be a volatile
memory, for example a DRAM (Dynamic Random Access Memory) or a non-volatile
memory, for example a PROM (Programmable Read Only Memory), an EPROM
(Erasable PROM), EEPROM (Electrically Erasable PROM), or a flash memory, e.g., a
floating gate memory, a charge trapping memory, an MRAM (Magnetoresistive Random

Access Memory) or a PCRAM (Phase Change Random Access Memory).



using a public key of the respective user selected to receive the
respective encrypted exchange portion. The public key of the
respective user may be a public key of any cryptosystem In an

enbodi ment, the public key of the respective user may be a public key
of an additively honmonorphic cryptosystem [0020] Each user may
recei ve the encrypted exchange portions fromother users of the group
of users, [08kH deiﬂr it conpext, thdawesdne s yast eevieoastilessibep on thivdescrintipnan
enbodi ment, each user may decrypt the received encrypted exchange
porti ons may heor mmypnélude enk ely mofeheirquits fart earking ometythd enethogr ofvallectiogy
of any cryptosystem In an enbodinent, the private key may be a
private kaeyiedte mforaddod.i vel y hononor phic cryptosystem [0021]1n an
enbodi ment, each user may consolidate the received encrypted exchange

portions, [oanq dent ¥ptentbd@ing@n SO MEifkalte dBNBE YIRIQE 08K G ANY KM bF la0Ric
Accordlng to an enbodi nrent wherein the encrypted exchange portions

were enc rM‘RﬂéﬁQenHﬁ% REHRURMIH K& Be gf:ec"i’zﬁ' éﬁlﬂﬁk& ey rbgrﬁoﬁgf:&@ér é;ecutmg

cryptosystém each usér may consol T dat recel ryp e

exchange HACEF-O08: Y ™yl LLRLY). Niig., " SORLY SO EHERYPLRd. SXChanos, o

portions, decryp the pr recelvegﬁencr ted exthan e
ey ngfeaitfoglwg SrPOGEE BT P chhdRA o AoF et a&o%%%z gaie 1oz
portions, thereb rodUC|n f randonlzed i nformati on of the user.

In an errb%r&ilw h% P&ﬁ%fﬁg‘{j’ég CnBTOGFSSehet-r F VAICERTRSEEE{*4nd Crmplex

decrypt ed exchangg portions each user may include summ ng the
private p8ftfycEAn a¥el quua%c@é@a@r@wnmgea figqed ngstruction Set Computer

(RISC) processor). A "circuit" may also be a processor executing software, e.g. any kind
of computer program, €.g. a computer program using a virtual machine code such as e.g.
Java. Any other kind of implementation of the respective functions which will be
described in more detail below may also be understood as a "circuit” in accordance with
an alternative embodiment.

[0015] One embodiment is directed to a method for collecting audience information
of a gr.c)up of users in an audience measurement. The method may include each user
dividing its private information into a private portion and a predetermined number of
exchange portions; each user transmitting each of its exchange portions to a respective
user of the predetermined number of users selected from the group of users; each user
aggregating its private portion and exchange portions received from other users of the
group of users, thereby producing randomized information; and aggregating the
randomized information of the group of users, thereby producing aggregated private

information for the group of users.



[0023] I n an enbodi nent, the aggregating of the random zed information
may i nclude sunm ng the random zed information of the group of users
to produce the aggregated private information for the group of user.
[ 0024] According to an enbodi ment, the aggregated private infornmation
for the group of users is transmtted to an audi ence neasurenent
server. In other words, only the aggregated private information for
the enti ri@0Hdoupliom epsbqdimen, ﬂ’éldé‘égléla of dhe prévasg infamationby sashewsnmay
server, whereas each user's private information is not reveal ed.

[ 0025] | n in¢lede bandeméyisibdiime nits private ipfoentetiar mitnetic nuiviter pontipn band| thes
than the nunber of users in the group of users. Accordingly, each
user sel gotdetdnnmed menbtiesfraxciatgaipertiens. of users for receiving its

pr edet er mi ned nunber of exchange portions. 100261l n the above

enbodi menve17]t helnpinl s ddiné GabRtibed indeberRiddly si3&ks HB Yredpeimided AlBber
nore pieces of information selected fromthe group consisting of: a

nunber ofor\is&dBiom 1HEeEBES 8P Ridks, Ahd WabWRiithe Rk I0RIS ;exmg@ gsﬁoﬁpvoe{ﬁ%nt
across progrars and appli cations; aud! ence engagenent, an _
interactig e&fvevs'e%@féﬁ Siser MR o B ARES re ,?ﬁlgrt&fﬁ%e'ueé} g@&a&iﬁeg&%ﬁm&ofof
viewers nay I nclude the segnentation o ewers D age, %ex, or

i ncone, etch For
excian

xanpl e, i nfonnatiagn _about the ratings i ncl ude
scoring of rankPh lo%gysaseg%‘m"élﬁ Segerp{egrugﬁrts ARYISAS\A EHRYE rqggffglémp‘g‘fr
information ab audj ence engagenent. may include duyration,
fr equenc>}",m3'osle ﬁg&’é‘ﬂ’é Gt ﬂmsg\;ag,ogne\r,isgweﬁblig PR FEPYHMBRto GRS EB1RY
exanpl e, information about interaction of viewers may include vote,
revi ew, cORMBIFELY change/medify fits seeciveegropn any il bsfbre apardignse meagurpment
control fromviewers. In other enbodinents, the private information
may i ncl waeviestiheequesigses of information required by or related to an
audi ence neasurenent. 1002711 n an enbodi nent, the private information
of each U8e¥8] myAtwrdingunbar embodineept, beach eymere seayt eseripyt #s Nuedzesimined
one enbodi nent, the private information may be a piece of information
whi ch i s mnibenbeexchingfe @FA6HR] end irihsaiit ethaditheicriiel eldhaddiepdpfidnsabe
information is about the nunber of viewers, the private information

i's accorGlh@&gpecav@mp@elec&@m&ﬁ%tgr&q;6ﬁ1§¢ﬂa.unber of viewers. In
anot her enbodi nent, the private information may be a pi ece of

i nf or mat i ggyophi Chy b BB MER! iegchbHsteﬁgﬁ:g/r %rgpgpe[aaf%mdex%ngg% $ols

In an illustrative exanp rernt Iva nt or mat 1 on about
e SNTPRT fu bW LTS L UEIE LR, RS, e,
a nunber é}'ic(:)}'l'anigé ptcnhtl%n.s %e %Lbltlchﬁey Io? \t,ﬁr reispsecﬂ\?et: uge?ln?éy be a public key of any
cryptosystem. In an embodiment, the public key of the respective user may be a public
key of an additively homomorphic cryptosystem.
[0020] Each user may receive the encrypted exchange portions from other users of
the group of users, and decrypt the received encrypted exchange portions. In an

embodiment, each user may decrypt the reccived encrypted exchange portions using its

private key. The private key may be a private key of any cryptosystem. In an



100281According to an enbodi ment, each user may divide its private
information by splitting the nunber into a plurality of sub-nunbers,
wherein a sumof the plurality of sub-nunbers equals to the nunber
representing the private information. In an enbodi nent, the nunber
representing the private informati on may be randomy split into the
plurality of sub-numbers. 100291According to an embodi ment, each user
may sum | sbodimenst theppivatokeximday he @ypoietadeypol e cdditivelyehomemémpbin
ot her users of the group of users to produce its random zed

I nf or mat | @yptodyd@B80] Accordi ng to an enbodi nent, the random zed

I nformati on of the group of users may be summed to produce the

aggr egat e{@opn]i vale anntabsdinen) a0k dsee 94 oupn@iidateeths. rdc0ied ] viarypads
enbodi ments described in the context of the method for collecting

audi ence dxahRizEPbitNs, A8 JBAFHAROLHsYlidsd éﬁcxggfedteﬁﬁla% £ 5&%99mce&dmg
devi ce and the correspondlng user device. 32 Anot er enbodi nment 7i s

directed Qn3nb3GmeACWhER ME RLPNES E%a@éé%o%% were encrypted using public

keys of an additively homomorphic cryptosystem, each user may consolidate the received
encrypted exchange portions by multiplying the received encrypted exchange portions,
and decrypt the product of the received encrypted exchange portions, as will be described
in more detail below.

[0022] Each user may aggregate its private portion and the decrypted exchange
portions, thereby producing the randomized information of the user. In an embodiment,
the aggregating of the private portion and the decrypted exchange portions by each user
may include summing the private portion and the decrypted exchange portions.

[0023] In an embodiment, the aggregating of the randomized information may
include summing the randomized information of the group of users to produce the
aggregated private information for the group of user.

[0024] According to an embodiment, the aggregated private information for the
group of users is transmitted to an audience measurement server. In other words, only the
aggregated private information for the entire group of users is released to the audience
measurement server, whereas each user’s private information is not revealed.

[0025] In the above embodiments, the predetermined number may be less than the
number of users in the group of users. Accordingly, each user selects the predetermined

number of users for receiving its predetermined number of exchange portions.



information in an audi ence neasurenent, corresponding to the nethod
descri bed above. [0033] The user device may include a divider
configured to divide its private information into a private portion
and a predeterm ned nunber of exchange portions; a transmtter
configured to transmt each of its exchange portions to a respective
user devicg%gf t he p;@deternined nunber, of _user devi ces selected b
the user W&8%¥lce: mtheaoays enbodimenty thearivaie indermpaian o HArGEr FaY iR
fromother user devices of a group of user devices; and an aggregat or
conf i gur eehet & mefgreres of informprtionsekecised from theagrdup kensisting afige npober ohs
received fromsaid other user devices, thereby producing random zed
i nf or mat i oewas; tiéreograpiic ddwicweers; falioF4]dudieace mayamest wirdds priograais cangl
enbodi ment, the user device produces random zed i nformation, which
may be t h@plitdatpasbuliietct éngagdneenquhg ileradiont dTeridie@s. Fde vk amgplé, AhfoRtation
audi ence neasurenent. Since only random zed i nformation, instead of
the origi paht nhotRighid Hf AEREE oY AELED heUS ShelRYICSE vibwerb b3RgH ek a8t
out, the private information of the user device is kept confidenti al
and pr ot ] i 4Ser i DRY;

i ncl ude Si%&gﬁ% reg“g?%’? e%gnr%?ll@’gﬁr e q?%@gﬁnog; E}%fr aﬂlillfgg I%asgl\éléltﬁ g? m ne%%h%@fg
of exchan p L Qn This provi.des fuyrther otection to,the ..
exchange %gfd t ?‘J(;)n#én? %':nép r%%%}ly%}( o‘r’le“ﬁgﬁ' g;rgr c%xﬁ%rggeﬂr%lcf’ r{n(%&%nncarb ﬁ%tt aP%l%nce
exchange ortion§ usi.n Q% xg;%ing cr to%%st m In an enbodi nent,
the encr yPEBF°"HRY "EN Lt OB CHEAYE> BoteET NSt HEMEE PEBIPE ¢ RBIE! Ut
the respective users devices selected for receiving the exchange
porti ons.P'P#Wn ERDSUMARIAL Informstipy sbpet Ingspactinn ofhEewers dpaw dflidgey s
homonol phic cryptosystem [0036]In a further enbodi ment, the user
devi ce nEPVIEWr edTEInCtyOr inpat Homeasvyass, shctoasrinpute e temaie gentio) fomtHewers.
exchange portions received fromsaid other user devices. The

decr ypt orlnnelyerbemtednfiengy e ptivatel @dogption heay sxckide ethee tygiva odénfoondtionns
usi ng any existing cryptosystem In an enbodi nent, the decryptor may
decrypt treguireddsiore¢lated changdicnos imbanfentat.ng a private key of the
user device. In an enbodinent, the private key may be of an

addi ti vel pormrongy ghéhbsdimbitomy Priete ihBRRAINE Qi 18 maytbeaSFd 4t
receiver, aggregator, encryptor and decryptor of the user device my

be i mpl enppy 64 rpPesOtEd 8Y aMRDeL ith GHE ERbAANHRS Bl HEA AR Rati G nIRYe e

integrated 'as one circuit. [0038] The user device may be an end-user

term nal M@eqﬁ' i[h?o(fﬁliaﬂ@é whidt i rfit nl.{lﬁl%m For example, in an embodiment wherein the

private information is about the number of viewers, the private information is accordingly
a number representing the number of viewers. In another embodiment, the private
information may be a piece of information which is non-numeric but can be represented
by a number. In an illustrative example wherein the private information is about the
gender type of a viewer, the private information may be represented by a number “1” if
the sex of the viewer is male, and by a number “0” if the sex of the viewer is not male.

[0028] According to an embodiment, each user may divide its private information by

splitting the number into a plurality of sub-numbers, wherein a sum of the plurality of



service provider, such as an IPTV, an Internet TV, a digital

tel evision service provider, a nobile television service provider.

I n various enbodi nents, the user device may be inplenented as a TV
set, a set-top box, a nobile device, a PDA, a snart card, a SIMcard,
a conmputer, etc. [0039] A further enbodinment is directed to a device
for collecting audience information of a group of users in an

audi ence FeasbsiefaualsHe deyinvmbgayepianiiae der piety dnfemationyulednt o
recei ve random zed information fromthe group of users, said

r andomi zednbadiroentathe onmbergrpresenting therpriveteriefoanationgnanbeagydagatspininof
parts of private information froma plurality of users; and an

aggr egat othe phundlitg of exdh-riumbaeggr egat e t he recei ved random zed
information to produce aggregated private information for the group

of users. [0p2H40] Kaccrding TH af ichBBlimdnt) @asleMdet erayadinf #d pid@iic potEbAARd the
transmtter configured to transmt the aggregated private information

to an audi@eRafe RAgsHCFREVed Tt othdr QfkAk] I @ned E%'u? CofMR¥rd %0 Hoduce its

i nternedi ate devi ce between the user devices and the audi ence

measur e .S i nternedi ate device may aggregate the
coIIectggghgﬁﬁgﬁfég) |% ormation fromthe group of users, and provide

t he aggre d priivate information to,the audi ence neasur nt
server. |@Iﬁ$‘ﬁi s REFRdRE 1P BPERAEPENG H}eol}apr@qqn ?‘fplf&o@?%ﬂn l?g © g
is not reveal ed %o t he audien e measurenment server, but §QI¥ t he
aggr egat S PPALE STRMSH (R iTehcs dhespapiseaied Rryatenalorpane &y the group of
measurenent server. [0042]Fig. 2 shows an | PTV system according to an
enbodi mentS€TS[ 0043] An audi ence neasurenent server 201 provi des AM

services for businesses
[0031] Various embodiments described in the context of the method for collecting

audience information are analogously valid for the corresponding device and the
corresponding user device.

[0032] Another embodiment is directed to a user device for providing audience
information in an audience measurement, corresponding to the method described above.
[0033] The user device may include a divider configured to divide its private
information into a private portion and a predetermined number of exchange portions; a
transmitter configured to transmit each of its exchange portions to a respective user
device of the predetermined number of user devices selected by the user device; a
receiver configured to receive exchange portions from other user devices of a group of
user devices; and an aggregator configured to aggregate its private portion and the
exchange portions received from said other user devices, thereby producing randomized

information of the user device.
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211. The audi ence neasurenent server 201 neasures audi ence
information froma plurality of users 221, and transmts the audi ence
information to the respective business 211. [0044] Necessary
information 231, which is mnimally necessary data to facilitate the
consunption of |IPTV services, may be transmtted fromthe users 221
to the audi ence neasurenent server 201 under the control of the

pol i cy- bal¥83s chBhescqrdanggnwithnthen ebesigi smpedjmient othfabsepndevice produces
[ 0045] Private informati on 241, which needs to be protected, is

pr ocess edapgongized infermatipn, exduash/inay bel tien ¢cranBitted tctbe dirtsigietod thearsendesice
enbodi nents. As shown in Fig. 2, instead of transmtting their

ori gi nal for awv aidericahasmaement. Sinceatly yantlomizé irfonhiion cinsreaseft thereriginal
server 201, the users 221 may produce random zed i nformation and
transmt griatd infomdaon dethe uBraddvik] Rrahonitlde olt, itNAFNvaRs REQTMMIPY of the
devi ce 251. The privacy-preserving device 251 nmay aggregate the

recei ved ysn@teibc3€Rept BoATIRRAAQRd ploRittdghe users 221, and transmt the
aggregated private information 241 to the audi ence nmeasurenent server

201 e RSP R MRe e, ol QM) i AU AL

report t a group of USers, oes no

£00a6] bi  DrBEHRETE YnoR Bl UE lrklermthot iRiber BF ik, JoRish e b dRe i
audi ence informati on of. a oup of ,users in an audi ence nmeasurenent
accor di ng(!”ft{}eréﬂc’tg?ﬁf’élotf’ﬁ]é%?’& a‘}%@’ﬁ]‘onﬁ\t {WCU@% R comfighigd do praypt

private information into a private portion and a predeterm ned nunber

of exchari§e cHErRgcoRMtions g aaMsBEIRGHYPosstam. J8 ap epipdiment o spcaipiarde

its private information. In another enbodinment, the private _

i nf or mat iTedy AegFYMethe cAchmbee podiods esivl nubbe kepsyof fiei tespeatvenusepe devierso

a plurality of sub-nunbers such that a sumof the plurality of

sub- nunberekceddal sctiving hiee enchiver . poftddd.8hAn 3dddineamt, thel petslict kesn sty the

each of its exchange portions to a respective user of the

pr edet er nifneddditnéle hombmughiscrggbggtead from the group of users. In an
[0036] In a further embodiment, the user device may further include a decryptor
configured to decrypt the exchange portions received from said other user devices. The
decryptor may be configured to decrypt the received exchange portions using any
existing cryptosystem. In an embodiment, the decryptor may decrypt the received
exchange portions using a private key of the user device. In an embodiment, the private
key may be of an additively homomorphic cryptosystem.
[0037] The divider, transmitter, receiver, aggregator, encryptor and decryptor of the
user device may be implemented as one or more circuits as described above, or may be
integrated as one circuit.

[0038] The user device may be an end-user terminal which receives content from a

service provider, such as an IPTV, an Internet TV, a digital television service provider, a
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enbodi ment, each user may independently select its predeterm ned
nunber of users for receiving its exchange portions. [0049]1n a
further enbodi nent, before transmtting its exchange portions, each
user may encrypt each of its exchange portions and then transmt the
encrypted exchange portions to the respective sel ected users.

[ 0050] At 305, each user aggregates its private portion and exchange
porti ons mekilsi leyisionoparaien @rovidssr I sariquscerghadipensy, the aiser, devirer sy be
produci ng random zed information. [0051]In an enbodi nent, the

aggr egat i inglesfentddeaspy TVastet apsst-tapoboxaadnetile deere) v 80 Agecimmngeargdoa SIMNs
may include summ ng the private portion and the received exchange
porti ons.cafd)@s2inbmtegrtcenbodi nent, the exchange portions received from
ot her users nmay have been encrypted, and the user receiving the

encrypt eqoegghange Makdri BodiM¥ntd8C UBited N6 4 QRQick efdr CMEEMRE Budience
exchange portions accordingly. [0053]1n an enbodi nent, the encrypted

exchange iﬁf?)'i‘ﬂiﬂitﬂﬁlsofrgigrog o€ 0§y Bt £0addSdntd nRaf8hé. Wd&fqetr?%gﬁﬁﬁge a

recei ving the encrypted exchange portions. The user recelv

thus enc rrx&ﬁveeg Sifi E\ﬁ'@@ %o PQJeHg iollaﬁdcm?%e fnéf&ﬁl%&/if}h r}‘t:"on"? el %H)tug dofe ﬁ(s%ps? rs]glg

portions ‘using Its-corresponding priva

randomized information from each user representing an aggregation of parts of private
information from a plurality of users; and an aggregator configured to aggregate the
received randomized information to produce aggregated private information for the group
of users.

[0040] In an embodiment, the device may further include a transmitter configured to
transmit the aggregated private information to an audience measurement server.

[0041] The device may be an intermediate device between the user devices and the
audience measurement server. This intermediate device may aggregate the collected
randomized information from the group of users, and provide the aggregated private
information to the audience measurement server. In this manner, the private information
of each user device is not revealed to the audience measurement server, but only the
aggregated private information is provided to the audience measurement server.

[0042] Fig. 2 shows an IPTV system according to an embodiment.

[0043] An audience measurement server 201 provides AM services for businesses
211. The audience measurement server 201 measures audience information from a

plurality of users 221, and transmits the audience information to the respective business

211.
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[ 0054] I n anot her enbodi nent, the user may consolidate the received
encrypted exchange portions and decrypt the consolidated encrypted
exchange portions. In an enbodi nent wherein the encrypted exchange
portions have been encrypted using a public key according to an

addi tively hononorphic cryptosystem the user may consolidate the
recei ved encrypted exchange portions by nmultiplying these encrypted
exchange [98#4]i onBecepspsy idenmatiay 23 hevhigheis myipimallymegrserayi data ¢d facisate the
encrypted exchange portions in one operation, and does not need to
separ at el gpnelauptiopt of JRTN wdessptmey bextcinamited fomt ittenusefs085oBhe udissre
may aggregate its private portion and the decrypted exchange portions

t o producgedstenteanstovir20d indtothraioh@sl. of GO POlid\-ba3ed scehrs hanidasiz a4
i nformati on of the group of users is aggregated, thereby producing

aggregatQgﬁmhgﬁﬁbﬁmﬁ@ﬁprnation for the group of users. [0057]1n an
enbodi ment, the random zed information of the group of users may be

295 29% b VI koGRS OB BL LIS, BT

data for MLﬁB&?erving device 251 according to various embodiments. As shown in Fig. 2,
instead of transmitting their original private information directly to the audience
measurement server 201, the users 221 may produce randomized information and
transmit their randomized information to the privacy-preserving device 251. The privacy-
preserving device 251 may aggregate the received randomized information from the users
221, and transmit the aggregated private information 241 to the audience measurement
server 201. The privacy-preserving device 251 thus allows for an accurate AM report to
be generated for a group of users, but does not allow the audience measurement server
201 to learn each user’s private data.
[0046] Fig. 3 shows a flowchart illustrating a method for collecting audience
information of a group of users in an audience measurement according to an embodiment.
[0047] At 301, each user divides its private information into a private portion and a
predetermined number of exchange portions. In an embodiment, each user may randomly
divide its private information. In another embodiment, the private information may be a
number, and each user may split the number into a plurality of sub-numbers such that a
sum of the plurality of sub-numbers equals to the number.

[0048] At 303, each user transmits each of its exchange portions to a respective user

of the predetermined number of users selected from the group of users. In an
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measur enent, the nmethod and device of various enbodiments are able to
derive the aggregation of neasured private data (e.g., the nunber of
peopl e wat ching a program the segnentation of sex, ages of audience,
etc.) without each user ever having to reveal their private data to
the AM server or anyone el se. Wienever the private data are

eval uated, the privacy- preserV|ng functions, e.g. provided by the

pri vacy- praeasimsHgeath peremas nd grengpryly splechiiy PYGB?%WIH@ PUARRS 91 2aers for
information to the AM server. The privacy-preserving device allows

t he aggr elgeqiviog its Fpahianga pordense but does not reveal the private data
of users. In contrast to the current I TU T standardizati on body which
recomend®049 obima furtiee empediniests beforeedneméting s exdhaggeqrudtidisgeqeh ivvat e
data of the user is fully transparent to the AM system once user

per mi ssi oMay en@ypeech ldfdtsnBichageanatich indahel taniots eftbgiddeithinge
protect the users' privacy even after user perm ssions are granted.

Wth thi sprdyanb ageedpscdRablERd uldle sensitive users are nore Ilkely
to accept’ audi ence neasurenent, naking the AMreports nuch nore

t
Cervi cos WEPLCT ?ﬁ?%éﬁ‘é%‘ 1 h0STRBBAE A, R

serve the V|e@p%mnlo &ggk) enbod lgég de a SO|UtIQ&8P d
aggr egat e the private Tredsur eman V%e ’f‘?uﬁb%rfgucgfg ViERET<
and ratin fron1users for audi ence neasurenent wi t hout revealing
each user "DaEtal val ue, i.e., letting pi be the single private
measur enment _val ue of user, i, various enbodi nents obtain the

aggr egat el§O3H| uelEan spbgilimestsiths, agsragating of ibvptiMee portips andathg aeesiysd,
[0060] Fig. 4 shows a flowchart illustrating a nmethod for collecting

audi ence $xehagawortions slayangndupmohingghe privaie peidiongnd dhearsotiest exchange
enbodi nent. [0061] I n accordance with the enbodi nents of Fig. 4, a

di rect ragmdierszati on approach is provided which nore securely and
efficiently aggregates users' private values pi while preserving
users' prjoosaly. Ihe embdiddentthaeechiafgsativstricdived fooih otheNBdtsSmey hdvied.
4 is described bel ow. [0062] At 401, each user selects k - 1 other

users frogBeh Recrppbavaml td el WdbiNthgahd bRy e;wﬁﬁﬁg%)poa%ﬂstn%y decrypt the
personal i zed receiver group. The selection criteria may be con%?etely

det er m ne[@cé?\\/ed%&gﬁtéa%&chaage%&h&%s Jcb@rd{?ggf;' ver groups are

personal i zed the co ition of each user'’

recel ver ghgip ”ﬁyapeqn@od%ﬁerﬂymgg;écg%%ﬁg il St LS RHREL fgxlsmga

before th service i's reque re Can Be use

P:]O;/Lgepgl? ﬁﬁ%?}l' Igé ¢ b}é’%&%ﬁ%ﬁhé& g'errlilgrylp ed ex alrjlge Bc?l'ttllcj)lgsa I"[Ihg ulsg‘crgcge v%l:lga hqed

thus encrypted exchange portions may decrypt the encrypted exchange portions using its
corresponding private key.

[0054] In another embodiment, the user may consolidate the received encrypted
exchange portions and decrypt the consolidated encrypted exchange portions. In an
embodiment wherein the encrypted exchange portions have been encrypted using a
public key according to an additively homomorphic cryptosystem, the user may

consolidate the received encrypted exchange portions by multiplying these encrypted
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[ 0063] At 403, each user splits its private data into k random shares,
such that the sumof the k shares is the original value of its
private data. [0064] At 405, keeping one share to itself, each user
uses receivers' public keys of an additively hononorphic cryptosystem
to encrypt each of the remaining k - 1 shares, and then transnmts one
of the k - 1 encrypted shares to a respective one of the k - 1

recei ver sSXChgs maTtigst Bhe Heer apgyodiemdaerypiothe psedick obthet ¢nsryptddyerchangst a
stays secret with the user and is never disclosed outside of the
user. Thippridensl o ek eperhgonyemdotbesfnoy arcedus sepdratdiyndertgtreash stmarypted
agai nst collusion of up to k -2 receivers. [0065] At 407, the

recei ver sexehange posiohi date all of their received shares, and aggregate
their private share with the received shares to produce their

random ze@055} ueBachDur tifayt Bggrasidd Eﬂs\é;ﬁidawﬁp@mbﬁmna%e tdRerypRACEN BEirbe
can consolidate all of their received shares w thout separately

decrypt i N €3&ho Blodh & radt¥ntik&l hidhlgroham r' s secret sharing

approach.” According to this enbodi nent, each user may decrypt only

once, o, Shaln, | hF 02 oINSl U LA At
l'igi bl dtoth f. ypt. ion. [0066] At
reglt 91 ERIRBSEtd RSB SE  le BRAHASR, LTI,
t I 0067].Th dom zed va [ be t itted t
wa0t eaat Sy ey LOSGHIJoe, gnoem sed, el ey e Lranep led g an

transmtting the aggregated information to an audi ence neasurenent

server. |3%eE8dEhEY SERBEY therndomized dormution af e gropalofiusabes not

reveal the actual private data of the users, the randomi zed val ue may

al so be d0PEHt | yAfiemebiining dhe aistrve paumissiorc do rfvas U therire datas farvardievziec h

w Il determ ne the aggregated information.
measurement, the method and device of various embodiments are able to derive the
aggregation of measured private data (e.g., the number of people watching a program, the
segmentation of sex, ages of audience, etc.) without each user ever having to reveal their
private data to the AM server or anyone else. Whenever the private data are evaluated,
the privacy-preserving functions, e.g. provided by the privacy-preserving device 251 of
Fig. 2, only provide randomized information to the AM server. The privacy-preserving
device allows the aggregation of private date but does not reveal the private data of users.
In contrast to the current ITU-T standardization body which recommends to obtain user
permission before measuring and the private data of the user is fully transparent to the
AM system once user permission is given, the method and device of various
embodiments protect the users’ privacy even after user permissions are granted. With this

advantageous feature, the sensitive users are more likely to accept audience measurement,

making the AM reports much more accurate. Businesses would then see more values in
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[0068] In the follow ng, the method of various enbodinments is

el aborated using a 3- party exanple, assumng k = n= 3, wherein n
represents the nunber of users in a group of users and k represents a
predet er mi ned nunber of receivers selected by each user. [0069]1n an
initialization step, each party randomy splits its private value
into 3 portions for its receiver parties (including itself 1,1 =
pl, 1 plp tﬁ@éMSWC% e peion taﬁagsrsgagedmld@nsqm @ameoéqeﬁgq sepvg

t he prlvate val ue of Party i, pi,j is the random portion/number
transn1tﬂb@VK%©W1Party i to Party j, and the desired aggregated

private information is represented by p =pi +p2 +p3
[0059] Various embodiments provide a solution to aggregate the private

measurement values (e.g., numbers of viewers, and ratings) from users for audience
measurement, without revealing each user’s actual value, i.e., letting p; be the single
private measurement value of user i, various embodiments obtain the aggregated value
2.i p; without having to know the actual value of p;.

[0060] Fig. 4 shows a flowchart illustrating a method for collecting audience
information of a group of users according to another embodiment.

[0061] In accordance with the embodiments of Fig. 4, a direct randomization
approach is provided which more securely and efficiently aggregates users’ private values
p: while preserving users’ privacy. The method in accordance with the embodiments of
Fig. 4 is described below.

[0062] At 401, each user selects £ — 1 other users from the network (including a
group of users) as its personalized receiver group. The selection criteria may be
completely determined by each user, and thus the receiver groups are personalized. In an
embodiment, the composition of each user’s receiver group may be even dynamically
modified by the user any time before the AM service is requested. The feature can be
used to provide personalization service and it can be naturally incorporated in the
personalized recommendation.

[0063] At 403, each user splits its private data into & random shares, such that the

sum of the k shares is the original value of its private data.
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[0070] I n an exchangi ng step" every party encrypts each of its splits
using the intended receiver's public key using a cryptosystemwth
the additive hononorphic property, i.e., Enc(x + y) = Enc(x) X
Enc(y), and transmts the encrypted splits to the intended receivers.
[0071]In this iIIustrative 3-party exanple, Party 1 sends its
encrypted splits Enc (pl,2) and Encp,(pl,3) to Party 2 and Party 3,
respect i vléﬂ%l Pafi 40 g keepvasoniershatgrie fgaht eerhsisen uses Raeingrpzmiblia eys of an
Encpl(p2,1) to Party3 and Party 1, respectively. Party 3 sends its
encr ypt edddpivelyshoBErmamnplps ctyptoaysterftre gicrypp 8acd) ofttlee Raraini®y And Rares,yand,
respectively. [0072]In an consolidation and aggregati on step, Parties
1, 2 and iBercoasnlts dad ef thbé eheaicyypiteikhaes donreysdcties ondthe B el edivdrs.om
the other parties, decrypt the consolidated val ues, and aggregate

their prixabelisPloithe ¥nbdiinBa, @l@csrhmtcﬂ@he/@mee @Bt Jt@}sl sewét with theh3&r zhd
Decpi (Encp, (p2,2) x Encpi (p34)) = Pi,i + P2,
is never disclosed outside of the user. This would make the method of various
embodiments resistant against collusion of up to & — 2 receivers.
[0065] At 407, the receivers may consolidate all of their received shares, and
aggregate their private share with the received shares to produce their randomized values.
Due to the additive homomorphism, the receivers can consolidate all of their received
shares without separately decrypting each of them, unlike in the Shamir’s secret sharing
approach. According to this embodiment, each user may decrypt only once to obtain its
randomized value, which significantly reduces the receivers’ workload as the cost of one
modular multiplication is negligible compared to that of one decryption operation.
[0066] At 409, each user transmits its randomized value outside to derive an
aggregated value.
[0067] The randomized value may be transmitted to an intermediate device for
aggregating the randomized value and transmitting the aggregated information to an
audience measurement server. In another embodiment, as the randomized value does not
reveal the actual private data of the users, the randomized value may also be directly

transmitted to the audience measurement server which will determine the aggregated

information.
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132,2 + Decp2(Encp2(pl,2) X Encp2(p3,2)) = P2,2 P1,2 + P3,2
33, 3 Decp3(Encp3(a3) X Encp3(p2,3)) =

[0068] In the following, the method of various embodiments is elaborated using a 3-
party example, assuming &£ = n = 3, wherein » represents the number of users in a group
of users and % represents a predetermined number of receivers selected by each user.
[0069] In an initialization step, each party randomly splits its private value into 3
portions for its receiver parties (including itself):

pr=pitpra+ps,

P2 =p22 "t p21 +p23, and

D3 =p3stpsitpso
wherein pj is the private value of Party i,
pi,j is the random portion/number transmitted from Party 7 to Party /, and
the desired aggregated private information is represented by p = p1 + p2 + p3 .
[0070] In an exchanging step, , every party encrypts each of its splits using the
intended receiver’s public key using a cryptosystem with the additive homomorphic
property, i.e., Enc(x + y) = Enc(x) x Enc(y), and transmits the encrypted splits to the
intended receivers.
[0071) In this illustrative 3-party example, Party 1 sends its encrypted splits Encp,
(p1,2) and Encp,(p1,3) to Party 2 and Party 3, respectively. Party 2 sends its encrypted
splits Encp, (p2,3) and Encp, (p2,1) to Party3 and Party 1, respectively. Party 3 sends its
encrypted splits Encp,(p3,;) and Encp,(ps2) to Party3 and Party 1, respectively.
[0072] In an consolidation and aggregation step, Parties 1, 2 and 3 consolidate the
encrypted random values they received from the other parties, decrypt the consolidated

values, and aggregate their private split with the decrypted value as follows:
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133,3 + pis + p2,3 wherein Decp, represents a decryption operation
at Parity i. pc represents the random zed information of Parity i.
100731l n the above enbodi nent, since the encrypted splits have been
encrypted using a cryptosystemw th the additive hononorphic
property, i.e., Enc(x + y)= Enc(x) x Enc(y), each party may
consolidate the received encrypted random val ues by nultiplying these
encrypted randdm¥alfues’ D&(‘n’d(g e/ {Ppe) X &nfr.6Pd ) orfePgetmepth B

operation on thy :prggyct Defp, (mpe(mﬁ)mtﬁﬁdp (B7gpm- 5} ye%slle@@ﬂll n the
final aggregatlon_ag,d supm  ghiRe 2 of t|on 0
all Parties 1, P and?3 ‘are Paggr @f@o %Qﬁfg +d€}13eg
prlvateln{lormatlon of all parties: = -P| +P2+P3—P
wher ei n pVhereipLce feRresemls agrgnegar éﬂeff‘%ﬂi’cﬂi r%ﬂ%@d iPn FEFGRRL Gie randogized
parties. As shown in the above equation, the aggregated random zed
i nf or mat ioforwhticd ¢f Beaitti.es equal s to t he aggregated private val ues of
all parties. [0075] To prove the correctness of the above approach,
assum ng fOBE3]( k- In) tHeestwive esimb@divhkmt,0findeh the Seidfl@tedSsplits Ravenb@X dnciypted
represented by ID = (so, . .the private
using a cryptosystem with the additive homomorphic property, i.e., Enc(x + y) = Enc(x) x
Enc(y), each party may consolidate the received encrypted random values by multiplying
these encrypted random values, and then perform only one decryption operation on the
product of the encrypted random values.
[0074] In the final aggregation and submission step, the randomized information of
all Parties 1, 2 and 3 are aggregated to produce the aggregated private information of all
parties:
P'=p1+p2+p3=pi1+pz+p3=p
wherein p’ represents the aggregated randomized information of all parties. As shown in
the above equation, the aggregated randomized information of all parties equals to the
aggregated private values of all parties.
[0075] To prove the correctness of the above approach, assuming the (A—1)-receiver
group of the sender § with index i is represented by ID; = {51, ..., 5;4—1/}, the private

value d; of s is split as follows:

d; = ri; + Oi.Si,1 + -+ Oivsi,k—1'
Wherein #4,; is the random share kept to Party i itself, Oj,;j is the randomized split value
sent from Party i to 7

[0076] Therefore the aggregated private value is
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value di of s is split as follows: di =rl1,1 + Q11 + + Wierein ri,i

I's the random share kept to Party i itself, 0i,j is the random zed
split value sent fromParty i to j 100761Therefore the aggregated
private value is Sum =l di =++ + Quck i) (ro Dec(Enc(li) x X
Enc(ls ))) (rilso + =clf 1=1li=i wherein kj is the random zed split
val ue received by Party j fromParty i; Enc and Dec denote additively
homommphi ¢ encryptign and de pti espectively; and.mis the

nunber of tinmes ParSyM pFays £h@ Tof drioft Oig +ecEiQer.)in >0).
[ 0077] The proposed approachnaenordhﬁg to various enbodi nents above

enabl es the
Z(ri,i + Dec(Enc(ly, i) X -.. X Enc(l,, 1))

i=1
n n
= Z(ri,i -+ IS1,iai + -4 Ism,i:i) = Z d;
i=1 i=1

wherein fj j is the randomized split value received by Party j from Party i; Enc and Dec

denote additively homomorphic encryption and decryption respectively; and m is the
number of times Party i plays the role of the receiver (m =0).

[6077] The proposed approach according to various embodiments above enables the
aggregated total of the private values, ie., )L, d;, to be computed indirectly but
accurately by aggregating (e.g., summing) the randomized values ¥, d].

[0078] The approach above protects each private value (e.g., the number of viewers
and ratings) used for audience measurement by splitting it into k£ random numbers. Even
knowing k& ~ 1 random numbers by the adversary tells complete nothing about the private
value, thus providing extremely strong security for the users.

[0079] Fig. 5 shows a schematic diagram of a device according to an embodiment.
[0080] The device 500, either being a user device for producing randomized
information or an intermediate device for producing aggregated private information as
described above, may be implemented by a computer system, and may be used in the
method described above. The computer system may include one or more of a CPU 501
(central processing unit), a processor 503, a memory 505, a network interface 507, input

interface/devices 509 and output interface/devices 511. All the components 501, 503,
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aggregated total of the private values, i.e., Zr_i d, to be conputed
indirectly but accurately by aggregating (e.g., summing) the

random zed val ues Er _id. [0078] The approach above protects each
private value (e.g., the nunber of viewers and ratings) used for

audi ence msasurerrent by splitting it into k random nunbers. Even
know ng random nupbers by the adversary tells conpl ete nothing
about t heSOér 5Q/7at5(99a/%ﬂ Jyef the H@:@P‘ﬁi%wsméo%%’@ cepgsciedand seguwwicating yithor
the users. [0079 !FI g. 5 shows a schematic di agram of a device

accor di ngeaclyothar Biawemputef ®6E0PThe device 500, either being a user
device for producing random zed information or an internedi ate device
for produédsyy agfhegamedy F5imat lee used Gornsedringivadsusdefematiecoralatnes whivhy
be inplenmented by a conputer system and may be used in the nethod

descr i bedirégenetated HRodsEn Wr @Ecetta MY vica 500l deotlify &F HIBhEH&S ofHePU
501 (central processing unit), a processor 503, a nenory 505, a

net wor ki dMiRiifrAGes. 98%e m 509 LEL REREEENIE §Sno8R ﬂ@xﬁo@uglﬁ)&lﬁt as RAM,
i nterface/devices 511. Al the components 501, 5083, 507, 509/,

511 of theg O,

eachoot her "t ?ggg aﬁgghn%ﬁogo%%‘% ﬁﬂﬁg{anf'ggg%%goﬁemr%ﬁ%a%@%g&

used for §tn%r|dggd lf,gml nndoogatleon or a\{a%l u[f lk.i)h ar e ener at ed,

{)Loce?ﬁs)ecf e e deO% N Y Vlnéén%j(?él 3(28 %ﬁ\ﬁ%r g:ﬁ‘?jﬁe n'yr]rg(rijf
e enbo u :

such as &ﬁﬁ?ﬁ %Pﬁg}?r?‘f“\é‘gsa‘ Wy SRRy BF an d to\JHEF dnsiruStinns

of the rrem)rl es are used for storl Fr}% data and prograns and ot her

menor i es {8F Beggersael sleringrudianse LESImAtign g dpserilied Entrstaaembodinteats

menory 505 may be configured to store instructions
above. The instructions, when executed by the CPU 501, may cause the CPU 501 to

cairy out the process as described in various embodiments above. The instruction may
also cause the CPU 501 to store the various generated/processed/received information or
values according to the method of the embodiments in the memory 503.

[0083] In another embodiment, the processor 503 may be a special purpose processor
for executing the instructions described above.

[0084] The CPU 501 or the processor 503 may be connected to a network through the
network interface 507. In an embodiment, the network interface 507 may be an interface
providing access to an IP network.

[0085] The Input 509 may include a keyboard, a touch screen, a mouse, etc. The
output 511 may include a display.

[0086] In one embodiment, the device 500 may include a transceiver (not shown)
configured to transmit one or more exchange portions to selected receiver devices and to

recelve one or more exchange portions from other devices, respectively. The transceiver
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for the process of collecting audience information as described in
vari ous enbodi nents above. The instructions, when executed by the CPU
501, may cause the CPU 501 to carry out the process as described in
vari ous enbodi ments above. The instruction nay al so cause the CPU 501
to store the various generated/ processed/received information or

val ues according to the method of the enbodinents in the nmenory 5065.

[ 0083] | n B#bAKRPe epmiaraddatreceieaapogierskigformaronagmipegraue phegendevices
pur pose processor for executing the instructions described above.

[ 0084] TheandPld Basnor aggregatedo ddssmatiob 08 amyudience oneasoteadnt cersem dh varek
t hrough the network interface 507. In an enbodi ment, the network

i nt er f ac eeniddimay, the tramsceintrak abedded dvb dheng:taarkdsBriie@ 307, TR Gaisvavd.
[ 0085] The I nput 509 nmay include a keyboard, a touch screen, a nouse,

etc. The 14yt 158 bbanlexidtifalitRficdRer i AMbHpt @ibodhRAR611 N one embodi nent,
the device 500 may include a transceiver (not shown) configured to

transmt [9pg70r [PAE ABEMARAE tROALIIQNS0( ﬁlaﬁ%x?fﬁérqqcl{lﬁé’ﬁﬁ RlryHBY LGS
S rom ot her ev es,

and to recelve one or nDre exchange portio
respecti Va%l:l)ggptolrh&nhmﬁ ¢ 'Mz@lgectively encrypt and decrypt the exchange portions in

accordance with the method described above. The encryptor and the decryptor may be
implemented within the CPU 501 or the processor 503.

[0088] In a further embodiment, the device 500 may include a divider configured to
divide its private information into a private portion and a plurality of exchange portions
in accordance with the method described above. The divider may be implemented within
the CPU 50! or the processor 503.

[0089] In a further embodiment, the device 500 may include an aggregator
configured to perform the aggregation in accordance with the method described above.
The aggregator may be implemented within the CPU 501 or the processor 503.

[0090] Compared with the existing permission-based scheme which is essentially a
“can see, can use; cannot see, cannot use” scheme, the method and device of various
embodiments provide a completely orthogonal “use, but not see” solution allowing an
AM system “use” the users’ private data to generate aggregated report without “seeing”
the actual individual private data. This advantage further protects each user even after
user permission is granted, which encourages more users to participate in the audience

measurement.
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may al so be configured to receive random zed information froma group
of user devices and to transmt aggregated information to an audi ence
measur enent server. In one enbodi nent, the transceiver is enbedded
into the network interface 507. The transceiver may al so be an
external transceiver in another enbodi nent. 100871l n an enbodi nent,
the device 500 may further include an encryptor_ and a decryptor

confi gur d80%H r eEWtheri (e methadc ard devagsolqesiopp embpdimsnis ilayecash vssroies
in accordance with the nmethod described above. The encryptor and the
decr ypt orchaase itseowmnptcstven gwdp wp tthat diffevent opers 581 have differept meeissogrosn3.
1008811 n a further enbodi nent, the device 500 may include a divider
conf i gur ethis addintagdeusi festupr proatdes isiphificanly etioriget eccaripy corapaed 6F béoddt
and a plurality of exchange portions in accordance with the nethod

descri bedshafiy epprddeh Aiivted@tesrthy rible of malieldtd telthsibhntiRitio tigs. GREIOheOr
t he processor 503. 100891In a further enbodi nent, the device 500 nmay

i ncl ude aRc@RYLESAE PireyCRBEABUNEE £ RcASET UHY 4D CorRtl Sk BARbERADY ;
accordancecmjgh theﬂﬁethod deé%ribea agbve.aThergggrgggtor weggﬁ%

i mpl enent.gd .t hd : prac 9

wth theigxrﬁ%i%%q%%?§¥§§%%gg%g§£ sgﬁeﬁ% &%?@%‘%%ﬁgéig%tgéﬁﬁggg{ﬁgan
see, can e, c see. C ot use" scheng, . the.nmethod and devi ce
of vari ou%%é)ﬁ%n(l)%?dr]rgfrll gmﬁarcgvoﬁl(}ge ga}é' P &tar {E?oh ﬁ@étb%alt & ?fgffgfsagulﬁasnt&
see" solutioqrallo i an AM system "use"' the users' private data [o
gener at e 298P eaat%%"a)? BVt QuEHARBLA POTSR (At % FRESHT QAP IF Vvt Tl
private data. This advantage further protects each user even after
user per nYE&i%on ks PETERE Mepiplinghee BLYSSTFB 2 U Q3. t o

participate in the audi ence measurement. 100911Further, the method
and devi d80¥A val »luthenbsngttrwatiensmnhedinecatshonls eequing one single decryption

for each receiver, because each receiver is allowed to consolidate its received messages
by simply multiplying them according to the additively homomorphic property. This
advantageous feature introduces a constant decryption cost to each receiver regardless of
m, the number of messages received. Hence, the cost to achieve confidentiality for each
receiver in the method of various embodiments has a complexity of
O(1) decryptions+O(m) modular multiplications. Compared to Shamir’s secret sharing
which introduces a complexity of O(n) decryptions on each receiver, the method of
various embodiments significantly increases the total efficiency by reducing the
receivers’ workload because: (1) m << n, which can be as large as a few millions in the
case of IPTV AM, and (2) cost of one modular multiplication is negligible compared to
that of one decryption.

[0093] Compared with Shamir’s secret sharing, the method of various embodiments

eliminates the polynomial computations required under Shamir’s secret sharing. This
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choose its own receiver group so that different users can have
different receiver group. This advantageous feature provides
significantly stronger security conpared to secret sharing approach
as it reduces the risk of malicious collusion in two ways. Firstly,
the security of one party depends on its k receivers who are

conpl etel y, chosen th arty; as long as_there is_ ope receiver
anong t he‘}/q'vé%t@ge\?léf’ ?%“F%agurﬁm 1‘%/%59]"?? the totpleelfiglspsohy slimmating therexig cgstof
the party is preserved. In addition, the adversary has to control
around ak(ipati(kys modulai iakiplicatipas SenGc amdbhedr @S] \Wedduly eidlaplfaBsR
quite small when n >> k, n represents the total nunber of users in a
group of fapegseh- rdc@d83] tduied Uy MNeHan@SP etbret V@%ﬁ@%%&@&%ﬁ%&&oﬁﬁéw
require one single decryption foor each receiver, because each
receiver (g Aldseied to consolidate its received messages by sinply
mul ti plying themaccording to the additively honmonorphic property.

Thi d f. ; I . d i .
A I G AT T NN A
R MO LN AL PR AR R

decryptions+0(m .nmodul ar nultiplications. Conpared to Shamr's secret
shari ng Vifeegrsimfarpdnd dstal mayhsimade thergn vathayt depetipp frperbe snitibandh
receiver, the nethod of various enbodinents significantly increases

t he t ot alscers ¢fdhemyontivp ap defirad by théwppeedsdiclaims.’ The stdpoad thsdneention is( 1)
m << n, which can be as large as a fewmllions in the case of |IPTV
AM and (tB¥s indsatedby dreappediad alaimdrndiabl dhemges erhidhsomeghithin theenazaimgar ed
to that of one decryption. 100931Conpared with Shamr's secret

shari ng, dnldeanpetolieguioflencaroif dieslAnb agk thebfose @idndddwibe enibheepol ynom al
conput ations required under Shamr's secret sharing. This

advant ageous feature further inproves the total efficiency by
elimnating the extra cost (i.e., 0(k3) nodular nultiplications for
each sender and 0(k2) nodular multiplications for each receiver)
required by Shamr's secret sharing due to its pol ynom al
conput ati ons. 10094] Whil e the invention has been particularly shown
and described with reference to specific enbodinents, it should be
understood by those skilled in the art that various changes in form
and detail may be nmade therein w thout departing fromthe spirit and
scope of the invention as defined by the appended clains. The scope
of the invention is thus indicated by the appended clains and al
changes which cone within the neaning and range of equival ency of the
clainms are therefore intended to be enbraced.
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Clains What is clainmed is: 1. A nethod for collecting audi ence
information of a group of users in an audi ence neasurenent, the

met hod conprising: each user dividing its private information into a
private portion and a predeterm ned nunber of exchange portions; each
user transmtting each of its exchange portions to a respective user
of the predeterm ned nunber of users selected fromthe group of

users; each user aggregating its private portion and exchange
portions received fromother users of the group of users, thereby
produci ng random zed information; ang,fgQregating the random zed
information of the group of users, thereby produci ng aggregated
private information for the group of users. 2. The nethod of claiml,
further conprising each user randomy dividing its private
information into the private portion and the predeterm ned nunber of
exchange Ybatisolagnedi®. The nethod of claim 1, further conprising each
user independently selecting the predeterm ned nunber of users from
the group of users, and transmtting each of its exchange portions to
the respective sel ected user.

1. A method for collecting audience information of a group of users in an audience
measurement, the method comprising:
each user dividing its private information into a private portion and a
predetermined number of exchange portions;
each user transmitting each of its exchange portions to a respective user of the
predetermined number of users selected from the group of users;
each user aggregating its private portion and exchange portions received from
other users of the group of users, thereby producing randomized information; and
aggregating the randomized information of the group of users, thereby producing

aggregated private information for the group of users.

2, The method of claim 1, further comprising

cach user randomly dividing its private information into the private portion and

the predetermined number of exchange portions.
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4. The method of claim 1, further conprising each user encrypting the
predet er mi ned nunber of exchange portions, and transmtting each of
the encrypted exchange portions to the respective user selected from
the group of users. 5. The nmethod of claim4, wherein each user
encrypts each of its exchange portions using a public key of the

respective us sel ected t.o receive the.respective encrypted exchange
portion, %ai de@mﬂﬁoi@&%@i hglrﬁ?f&%ma?f&}&i vel y hononor phi c
cryptosystem 6. The method of claimb5, further conprising each user
recei vi ng encripft 8gerardmspdratly selertingstbe sedemined st of vsare figno the
of users, and decrypting the received encrypted exchange portions. 7.
The met hod of SEpw o esers, gnd fransnziingraash nf ite #athange portions i fhd atspagiivehe
recei ved encrypted exchange portions, and decrypting the consolidated
encrypt ed exchelgedpmarti ons. 8. The nethod of claim 7, wherein each
user consolidating the received encrypted exchange portions by
mul tiplying the received encrypted exchange portions, and decrypting
the product of the received encrypted exchange portions.
4, The method of claim 1, further comprising
each user encrypting the predetermined number of exchange portions, and
transmitting each of the encrypted exchange portions to the respective user

selected from the group of users.

5. The method of claim 4,
wherein each user encrypts each of its exchange portions using a public key of the
respective user selected to receive the respective encrypted exchange portion, said

public key being of an additively homomorphic cryptosystem.

6. The method of claim 5, further comprising
each user receiving encrypted exchange portions from other users of the group of

users, and decrypting the received encrypted exchange portions.
7. The method of claim 6, further comprising

each user consolidating the received encrypted exchange portions, and decrypting

the consolidated encrypted exchange portions.
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9. The nethod of claim®6, further conprising each user aggregating
its private portion and the decrypted exchange portions, thereby
produci ng the random zed i nformati on of the user. 10. The nethod of
claim1, further conprising transmtting the aggregated private
information for the group of users to an audi ence neasurenent server.
11. The method of claim1l, wherein the predeterm ned nunber is |ess
than the nunber of users in the group of users. 12. The net hod of
claim1l1, wherein the private information of each user conprises one
or nore p%-ecesTl‘t?fm‘?th‘?CE?frﬁéﬁllmﬂn“@éT%t ed fromthe group consisting of:
a nunber of viewers; denographic of viewers; ratings; audience
nmovement acr osgcippssycomolidaithgahptraceiacd emgypted exchange portions by multiplying

the received encrypted exchange portions, and decrypting the product of the

received encrypted exchange portions.

9. The method of claim 6, further comprising
each user aggregating its private portion and the decrypted exchange portions,

thereby producing the randomized information of the user.

10.  The method of claim 1, further comprising
transmitting the aggregated private information for the group of users to an

audience measurement server,

11. The method of claim 1, wherein

the predetermined number is less than the number of users in the group of users.

12. The method of claim I, wherein the private information of each user comprises
one or more pieces of information selected from the group consisting of:
a number of viewers;
demographic of viewers;
ratings;

audience movement across programs and applications;
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27 audi ence engagenent; interaction of viewers. 13. The nethod of
claim1l, wherein the private information of each user is a nunber or
is represented by a nunber, and each user divides its private
information by splitting the nunber into a plurality of sub-nunbers,
wherein a sumof the plurality of sub-nunbers equals to the nunber.
14. The method of claim 13, the aggregating by each user conprises
summing its praudignee grgagIsHtand t he exchange portions received from
ot her users of the group of users; and the aggregating of the
randoni zed i nfinterastidooof Gompsi ses sunmi ng the randoni zed i nformation
of the group of users. 15. A user device for providing audience
information in an audi ence neasurenent, the user device conprising:

13. The method of claim I, wherein
the private information of each user is a number or is represented by a number,
and
each user divides its private information by splitting the number into a plurality of
sub-numbers, wherein a sum of the plurality of sub-numbers equals to the

number.

14.  The method of claim 13,
the aggregating by each user comprises summing its private portion and the
exchange portions received from other users of the group of users; and
the aggregating of the randomized information comprises summing the

randomized information of the group of users.

15. A user device for providing audience information in an audience measurement,
the user device comprising:
a divider configured to divide its private information into a private portion and a
predetermined number of exchange portions;
a transmitter configured to transmit each of its exchange portions to a respective
user device of the predetermined number of user devices selected by the user

device;
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a divider configured to divide its private information into a private
portion and a predeterm ned nunber of exchange portions; a
transmtter configured to transmt each of its exchange portions to a
respective user device of the predeterm ned nunber of user devices
sel ected by the user device; a receiver configured to receive
exchange portions from ather user devices of a group of user devices;
and an aggr ega BeciFemFaniiguisd 1@ éecaiyg redefanae pesiopy fromx etherarser deviessdftahe
exchange portions received fromsaid other user devices, thereby
produci ng r andoweipeidiseindeyreesitandn of the user device. 16. The user
device of claim 15, further conprising an encryptor configured to
encrypt its pradeggegitoreconfignizer toohg@ugifageprpard ponidn and. thEhexdisgde
device of claim 15, further conprising a decryptor configured to

decrypt the exph@diecetVdd PG JaRE BILVE Usdr IdMcER | tHer@b P BfodUSBE rARMhERSL
18. A device for collecting audi ence information of° a group of users

in an audi ence,fBASUEIRIN usef B idevi ce conprising a receiver
configured to recelive random zed I nformation fromthe group of users,

sai d random zed information from each user representing an
aggregation of parts of private information froma plurality of

Users, anﬂi The user device of claim 15, further comprising

an encryptor configured to encrypt its predetermined number of exchange

portions.

17.  The user device of claim 15, further comprising

a decryptor configured to decrypt the exchange portions received from said other

user devices.

18. A device for collecting audience information of a group of users in an audience
measurement, the device comprising
a receiver configured to receive randomized information from the group of users,
said randomized information from each user representing an aggregation of parts
of private information from a plurality of users; and
an aggregator configured to aggregate the received randomized information to

produce aggregated private information for the group of users.
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an aggregator configured to aggregate the received random zed
information to produce aggregated private information for the group
of users. 19.The device of claim 18, further conprising a transmtter
configured to transmt the aggregated private information to an

audi ence neasurenent server.

19.  The device of claim 18, further comprising
a transmitter configured to transmit the aggregated private information to an

audience measurement server.
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