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1. FIELD
The present invention relates generally to security of business processes in
computer systems and networks and, more specifically, to using electronic
contracts to support business processes. '
20
2. DESCRIPTION o S
Large scale computer networks such as the Internet and the World Wide
Web (WWW) have made it possible for companies to automate certain aspects of
their businesses where previously it was not possible or cost effective to do so.
) | 25 Recently developed technologies relating to the Internet have been used to
replace earlier forms of communication for doing business (e.g., telephone, fax,
‘mail, and personal meetings). These traditional methods of doing business have
- historically been supported by norms of behav?or. and laws that are well
| understood by the business and legal communities. However, when business
30 - entities agree to transact business over the Internet, some of the traditional
mechanisms for identifying and enforcing business reiationships. are replaced by
electronic, automated mechanisms. Generally, automation can remove physical
barriers that help limit exposure to fraud. When one conducts business with
another in person, some societal norms, as well as legal constructs, may be used

35 " 1o help ensure that a transaction is authorized and enforceable. When a
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transaction is done over the Internet between two parties (who may not know
each other, or know anythi ng about each other), the possibility of fraud
.may increase. At a mininum the parties nay be unsure of their Ir2408¢ 24006
duties with 4t 0 the electronic transaction. 5 Electronic business
practices are sonetinmes referred to as business processes. BGIUSHE3170
processes may refer to any conbi nation of manual and autonated activities

that i npl enentydnbg-1g9al.s co rcial entity such as a conpany.
Processes that don' lgﬁi aﬁ'v%%eg‘é?{ttggﬁaﬁer%ﬁ‘#tqﬁt‘f"@%n dwe peaidsefWHontraynadt know
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shared procesSec at & i HPWUMERL die Prrtior maytheoursute bf their tights dhdCARY Wdth

network such respetite thobrtRehic higadaghenti al for dangers such as fraud,
repudiatiq?, and naut hori zed accesses exists. Technol ogi es such as

firewal | s,” Secure BEERRNS husiness (Bsclicesand: \Soriatidles jdfelrsd 4t 8s '\ﬁst}%rsEi ng
(VPN), may beprosesbeso hali u shared processes. However, they
are fiawed in that they_g%'_gg% ﬁé‘%&%snel%sﬁ%y t'%g‘:{ | FVaforeRipatian obmartual shd -
busi ness rel aﬁ"‘ft@’i‘?giﬂdpatﬁié'mﬁ@dhattihwlam:ittthe%o@ﬂssof@%mn%fzéaﬂ@ﬂm@ysu%ﬁra%g and
condi tions Ofco?nda‘?zgm ﬁ.ggésrsggt% t\ﬁéth .seéur_it enforcenment nechani's a
Furthernore, conne :[i(%?} or I ent aat TR0k AAYUre E(’%‘?fg?f, effitiesware sali@blinteMalN) ar e
not 20 capablPEoGsssednilhose progebsisi thebsrel ¢ ' : .evel, of
granul ariigy \M}grraﬁhghr' ks, of fraud mat;/e éﬁ?@?@n@??ﬁ%ﬁh@“ﬂ%ﬁ@&ﬁ?t5!9&?195/ of
the security nmechani s | 6YEESt dire etalledr shared bprocesses. r AVleroshared
certificate puidesses amsin entb@ | C tographi c keys that are
e bRRcon Bifd ¥ e o VAR Cnetitik 65 o

no‘{ﬁ under thg C nt[rgl oI i t her garty In a usin
ext er nal T 4H et Hie gpteadalofradrogersf stdhe ad5frhgd NeptitfhtieAN Ay Ons

of a busi nesanAgiGeE@Hcckids etxl%'f"s security mechani sms used to enforce the
terns and conditions. This disconnect results in opportunities for fraud

to occur. Furtherl@shaologies|sychgssirewalls, \Seturé Soekets q:égéﬁgs'étj Bfid Wn‘glr K
i ncreasey t Moy 08 AR rgf m & uﬁ:}; r%ét s sioet S g VST em
used for el el_;l:-t roni ¢ 30 BusT s D38 Bebsedhte help setest susbrshageth pracesssded
wher eby par ti@¥even theglzae ddwpd 0T 82S tidygabe ) Gabake L h
limts, eXp't'cfbbéiX g% LoDl | F’j t Iey cont ﬁneqﬁeﬁhgﬁgﬁggﬁﬁeﬁ;égﬁrﬁﬁ'w o the
conputing system it f‘??@“ﬁ'ﬁ ip betypem dies entisiesr{an ayaynbe defieed bY ey Sndf
el ectroni c contitiared Sofar g @%ﬁﬂe&ntr%ct}?/ O Zggémw) Qr%/cpctseznlem mechanisms
Furthermore, connection oriented mechanisms (e.g., firewalls, SSL., VPN} are not
20 capable of controliing business interactions at a level of granularity wherein risks
of fraud may be significantly reduced, Many of the security mechanisms
employed for electronic business rely on certificate authorities (CAs) to hold
: ) ' private cryptographic keys that are not under the control of either party in a
business transaction. Use of external CAs resuits in the disassociation of the
25 terms and conditions of a business agreement with the security mechanisms used
to epforce the terms and conditions. This disconnect resuits in opportunities for
fraud to occur.
Furthermore, applying security at lower layers in the network increases the
degree of trust a user must have in the computing system used for electronic
30 business practices. A better approach is needed whereby parties to a shared
.process are better able to articulate the limits, explicitly or implicitly contained in a
- business contract, to the computing system. Additionally, methods for managing

the lifecycle of electronic contracts are needed.,
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BRI EF DESCRI PTI ON OF THE DRAW NGS PCT/ US02/ 03170 5 The features and

advant ages of the present invention will become apparent fromthe
.following detailed description of the present invention in whicl2/A8d2H 05
i's a di agramph oshi@hfd busi ness processes according to an enbodi ment of
the present invention; 10 Figure 2 is a diagramillustrating P&T/E0317®ni c
contract according to an enbodi nent of the present invention; Figure 3 is
a flow diagram of identification and authorization processing using an

el ectronic contract according to an enbodi ment of the present invention;
Figure 4 is a diagramof interactions between participants using an 15

el ectroni c copd,aet i 0_an enbodi nent of the present invention;
Figure 5 is a%lg&Dﬁggkﬂt’B&égﬂ}ﬁDﬁw‘@NQ& ronic contract |ifecycle
processi ng according to an enbodi nent of the present invention; Figure 6 is

a flow di agram il |J!Jﬁt ating the signing and verifying process for an
el ect roni c” cont r act*&te2ygf agd egvaniagasoaf dheapresentiinvgrtion WiBSEbontd WAk

and 20 Fi gurfom th§f@;ow;@aé}g;,é'd éfég%ﬁ%tfbﬁ %h{‘%r%%%r?tl'e Sﬁ.st em for inplenmenting

and using an el ectronic contract acc PRENwhih: t he pr esent
i nventi on. DETAI'LED DESCRI PTI ON 25 Enbodi nents of the present invention

conpri se net hods g i a__structure called an electronic contract.
The el ectronic co(rﬁglg%tlﬂﬁasa g@;q{g@d"f 3ga@ﬁa‘b'~l'5é"93§ep%€%ﬁﬁ§t RegPrding Hasamess

t o busi ness (_mtg)di@eemmbﬂpmsenhmm@n( e- commerce) w thout sacrificing
end-to-eng@ securi lectronic contracts may be 30 broadly applied to any
el ectroni ? rel ati ?J:Yr%uﬁg&e a8 dagarh Hpiratingegn elapionigrenmiract antmdiag s earof
keys hel ps i éenitddingerstaifitiensreasaagvaiigd: Wi th a business rel ationship and
\(\hrr:gre t he physical. worl.d. rel ationship i s al so governed by contract |aw.
Enbodi ments of t hE'9Hf%Seit 2 iflavedingem of ientificatiomeidasitsoniiaionbirogs’mgpubl i

3 12/ 08/ 2005u¥ify @A/ Mctroffc bﬁ&%/ %f s, of |e entities (e, g.,
peopl e, conpanies.. etc. .V\ncﬁg?s ar (e)gﬁ'ﬂg’ %’88‘%@@?“%‘?{&%8@%&@"%%&35ses,
E her eb?/ gi ng Et;r oﬁ'&@@ a§ & othmra? pﬂ?‘?ﬁeta_cﬁ@;)ss bghy@é)} q;raet;diéhr?tg Wiskhdt iaﬁ? to -
non- el egd r ogk ‘ _ S, us, e iments o e preésen
i nvention supp_o_r? gEgr ea Sggéc}é@@gg awef'PMHﬂﬁng?ﬁ@eor@wntM@nw;t hird parties
: Figure 5 is a flow iagrar‘n illustrating electronic contract lifecycle
processing according to an embodiment of the present invention; .
Figure 6'is a flow diagram llustrating the signing and verifying process for
an electronic contract according to an embodiment of the present invention; and

20 Figure 7 is a diagram illustrating a sample system for implementing and

using an electronic contract according to an embodiment of the present invention.

'DETAILED DESCRIPTION
25 '

‘ Embodiments of the present invention comprise methods of using a data

structure called an electronic contract, The electronic contract may be used to

enable the automation of business to business (B2B) electronic commerce (e-

commerce) without sacrificing end-to-end security. Electronic contracts may be

- 30 broadly applied to any electronic relationship based on public key cryptography,
where use of keys helps identify actions associated with a business relationship

and where the physical world relationship is also govemned by contract law.

Embodiments of the present invention provide a mechanism for binding public
3




5 (like certificate authorities) and help to deter potential for fraud in
suth processes. Enbodi nents of the present invention also describe a
~method and apparatus for managing the |ifecycle of an el ectronil2 £OBY/IEP05
The invention defines a process for creating and nodi fying a shared

busi ness prot¥3&0176 j dentifies parties as partici pants wherR€lvussaedt7party
Is a shared contributor or 10 agent, with no dom nant authority or

hi erarchy anong the parties. The invention creates an environnent where
each party neffYercdisgat gatiiesdach pasplee compaiiey eipgwithishaedafubtirecadses ed

rocess. The, WoVall : . Lates roles with process, el enents,
Phor oby mappi A a0 eesS EREY 013 2%eRh BrlsuR e bl BRO A Facrers
act ual resourtums tief ohéngeelectemid)obupredsormitngislS TR admbstimehtst B tsdar ed
rocess. The roach tq electronic .contract |ifecycle nanagenment
55 es event-d ré?\é/%eﬁ'ﬁ %’?ﬁﬁﬁ? §W°Foscﬁaﬁ‘?iﬁe@c§sts§ﬁ & 't?‘EH%tHE &ge ohtr P#)éd Iﬂi"l’delé%f@g% .
Thi s appr Saclilike cerfivate UOMGARSES ahY hBR'th dBEEr PBIeRATBr ki ihdBLA Prdessed ect
the need for lifecycle changes. This conserves conmunication [)an w dt h and

processi ng resour EBLONMBE fbibe rrEseHeinveniipresisn densrire ilomethedatrel i n a
symmetric, di | L. ks esel Vi the trus mantics that
are captured a?héﬂgﬁi%f%aﬁgéé@f@ tfé‘%hter%gglf['es& %/ﬁ %[%gﬁf’ ""’ﬁ?\'/’aﬁa\?f-n PI¥EUP hi r d
parties. |n teinghysprogbssvier creatiogtahdcinbaifying| :Abharas MuRtneakeprobadd. et

evol ve, and _dgre_ termnpated. Simlarly, in electronic representations of
physi cal wor [dgntifigs partigs #naptisipants piheeair saghy pagy da ei shgred pdatributoraerd

di sposi ngp of ct | 6 C N ede | fecycl e, and sociat ed
syst em n%/ bggéd‘gf i“?lfeaﬁ ﬁ%r%%gﬁfel%gﬁorrgﬁi% E%ﬁ&FL{Xt?mm et BRYEPe i nes
the steps i ninokrish ichestesadri RgvironmMeRYWheraREck &driyi RyaBrsaHeERNb2h

cefitract. In one enbodi nent, a publish and subscribe apparatus may be used
to inpl ement OPRE Juringe \RReetipeshetighe 3shame ripcassaublhe helegtdoniabeentrant nodel

execut | on_of“LREATTH CAye e PR elehRB 3RS HIGRN SR T 1 Fipeiece”

PCT/ US02/ 03 1WihiRetheretacieonit cohrasprcadtisiaesoutces of SREp&iies FoPPetormtihg” an

enbodi megt " of the present invention neans that a particular feature,.
struct url@ oroRefaHons: & she Shapmsk GPeRss- i ni ke rifeseto apoerht he degiseniaent is

0l 020, |1 BTGB, BB Sl T kAR o o 12
t hroughout tchengeein fheclifetyrle arThisn@iproach prevents unnecessary polling on state
variabies to detect the need for lifecycle changes. This conserves -
communication bandwidth and processing resources. E.mbod.ime.nts of. the
20 present invention operate in a symmetric, distributed fashion while preserving
the trust semantics that are captured in physical world contracts, without
_) involving trusted third parties.
In the physical world, contractual relationships are started, evolve, and
are terminated. Similarly, in electronic representations offphysical world
25 . relationships, a process for creating, updating and disposing of electronic
contracts is needed. A lifecycle and associated system may be defined for
the electronic contract. The lifecycle defines the steps involved in creating,
managing and retiring an electronic contract. In one embodiment, a publish
and subscribe apparatus may be used to implement the lifecycle methods.
30 Use of a publish and subscribe model facilitates movement of electronic

contract documents as well as drives execution of the lifecycle itself.
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necessarily all referring to the sane enbodi nent. Wen trading entities

W sh to share business processes, they typically rely on sone form of
.cryptography to provide security to business nmessage exchanges.17he8/2005
exchanges areypga ul if the sender can be authenticated by 10 the
receiver, as one having authority, under the terns and condi t PEHYS®B3E70
contract, to exchange the nessage. Machi ne-readabl e representati ons of
terms and conditlg{% correspond to data structures (such as process
definitions, role i%g e BtSBGF'g?ﬂ“ﬁQE tReQne erapediment” ox "go emiwdiment” of

represent at i orthe bredeat RleRlioT AfSns ehANE Bbﬁlchlér Refded sfrﬂqtﬁ?’eogld cﬁ%rgétgﬁét
di sagr eenent . rr%ﬁt i ¢ di sagreenent may al so exi st
contract is t/ESFREY MhdioRpeeiion, aithuthee elﬂFdeEn@ﬁmsn|luuj;JMmtatcmasﬂ tin@r i m

steps can be bﬁlb@ﬂm@tt‘@ﬁme E?és%h?%vkﬂtlﬁpe?hllﬁ' tﬁ%%géﬂ Ances Bg{%nérygsse in

electronlcglly and to find mappi ng surta
Enbodi nent pre gebedisarnit appeasing inovarius plates shrobgiout tineTepedifeRlies gt @it on

in an elect rﬁ&ésgmgf@,\%@rﬁr@e\t?l es%@%ﬁ'@?ﬁ@%ﬁ act The present invention

ties public 20 ke ‘process communi cations
exchanges. One cu rWéﬁl:! tlapqmgcem’hed wrshrtegm_hr@bdrs‘rgasa Cs:l? 9388 Sthef h?daﬂ??é}

bet ween two PUE B cI udg sing.a trading partner reerre

The trading part ner g‘ﬁ' QB@P At W%‘{ | §8FuEye o nb@S'%@%oéﬂ%@g%

public key WI exchanhgest r B eag:haagés S(ﬂetrﬁeamﬁ@‘bﬁf B eAHEPSAH Bé( aﬁfﬁfenﬁééﬁﬁqﬁ?y s
exchanged between the p

al so used1 rot ect rressa

5
trading part ? RPNt © BpF%‘ﬁ% aRpri ,e'dﬂﬂef ehp uterms M§oadiﬁm afea with
tradi ng part mahﬁ‘attsm éxéﬁd#@bQﬂetrﬁégsggEaMEMtHﬁgr&daPleare Cﬁze&‘@@ r?gq%i'ésn&E

gre liability for_the shared process or does no
di ng part A8H qeagions 1aeriesaente tos datanstructurss {suchcasitpraceiss ddfibitipns sofs

|nvent|on i Nk g rtaln or { f .an el ectronic

contract 30 beﬁ%ﬁgeﬁﬁﬁgﬁﬁg&%@sﬂ %{ecpg) (é cgy tﬁq@ﬁf%rﬁhﬁ(ﬁdcﬁrﬁﬁess

el ectronic e@lemﬂtl’t.‘els(jieetdlad to Jamldtsynhabwmsag‘reeméntt Serniande idtagRRiidie htayf O
ature over t he elgectronl C

h b The diaqit
cont ract 141 | 3R G ThE ousiiys aschiredh s ontral pog Ofniseurspns pelBMiBingey s
cont ai ned i nse:hanm:lsedmteﬁml ﬁteg'grtfahaﬁé &K BétRREn PRI o fpecnﬂf ht&;?/aglﬁl 2005

WO 02/ 067176 PCTI USOZ 170 business (or |egal) ent Ities or
cooperating © t P84 oo fpératreapning cutabler :ims!mihﬂaﬂ)rmrhe&ordl ng

to the procesmaadgnﬁmeﬂ%q%es&ﬂqn@hﬂaﬁ‘g @ﬂis éf’]eé‘&hl'rpﬁ&, romtagogdﬁronl N

contract. Each party (legal entity) i1de Int tract
“agrees to arfl! RiEciomie ferou vie the eleeranimconteact. I:Taekprpsentynveriﬂon tesqRalioe

legal | izhiliel¥ i Rl IR R EHrddeld BS AN S hodsts.

One current approach for negotiating a business relationship between two
or more parties includes using a trading partner agreement. The trading partner
) agreement approach typically does not associate a public key with the trading
| activity, where the authority for that key is also used to protect messages
25 exchanged between the parties.. The trading partner agreement approach may
require public keys associated with trading partners use a trusted third party {e.g.,
a CA), which does not share liability for the shared process or does not associate
the use of trading partner keys with business contracts. In contrast, the present
invention instead uses cross-signing of certain portions of an electronic contract
30 between trading partners (2 or more}), thereby providing electronic evidence of the
joint intentions of the trading partners to share business processes. The digital
signature over the electronic confract aliows at least several assertions to be

made. The public keys contained in the electronic cont:,act represent a group of
5 i




Under previous approaches, if a third party such as a CA cannot be found
that both parties trust, then the two parties nust rely on | ess secure or
less autonmated neans to engage in business. If a trusted third I/ 08/i2005
found, it iswc%}/ he case that the third party disclains |iabili t;/ for
undesi rabl e occlrrences 10 happening during the transacti onsPCIHRISEHC31Fher e
Is a need for the original parties to work out the details of their

obligations jngene camk I nventiqn rovides a method for
al | ogvi ng t heb%art | ggﬂ%géeep Fﬁ% ‘?rrkfgaﬁ-g@n% F%?pﬁéqq'é’gqg%eﬁﬁ‘?fni % hasHes eRapsiiGes
that may occlirougir tranpagtisharecbrpingctestheapdcessed apictaBurts! and WoRUBHtiohs
. f the busi | ationship. 15
Froure 1 1o detrbdd 2%, R QRAME pRRFerts Lafortits deoalerihay igniied an the
enbodi ment  afledthomiqeartemdt agrassntol otk wilabd besnd byl heaBshtRcL 2 £des iga?rgtuﬂn
et her. Although only two parties are shown

d | [ | I t |
?:gnt ﬁfts 52)(ga%%p&réll%ga%ﬁéﬂﬁ?@eoﬁjamwfm% y thecontiasler of parties may
comuni cate  usi ihddr BieVidLR RIppsdches) i€ aGRird ?@} gﬁc;hcgsegidﬁg%ﬁ%ttﬁggfgﬁﬁt?sem

i nventi on. Parté A has 20 a set of one or no tronic busi
processes 14M4thketh; pariiesitiust then dhertwowparties paust yel. orsilesisl seduye grdesy B has

a set of on ' Sy v Pr t .1t desires to
Share wi th oaRmatRh MeaRcld Sldpe HINRRRSSP PSORATRL 1R DR 6 Pubch it 1o
to set up aoftendhe eashithatibe whichpactndisclims dabitityaor Andesirable G:candntde

resul tsq4gf B : st apd the results of A's processes.
The 25 g?gnmﬁﬁgonlithgwf agﬁd’r‘%S I-i%r%gr F‘gées‘saa E?%f#?—r i?eoﬂ@g'% ¥ (in
xdei BI one tOewbdﬁtDutttdht_e)dataws]E efdbgir abligationt mt:{upﬁﬁﬂerﬁt@adﬁﬁ: Fre%@ﬁ‘t iﬁ&éﬂtitid?\e o
readable r atjons of., a.busi ness contract, as well as cryptographic
kegs t hat ci‘ﬁ(’@%g%ﬁ%@‘ﬁ?f Qlowing @Stqagf‘?sgf’ %ﬁé%%iﬂi@’@ﬁ'?ﬂtﬁﬁlg"@@%‘?@@ﬁ' t he
trading paréxchaagés thatl m&) oveut hRihgdal 68@bE Sprodlsd Unde hidBRhRisn bt
have a proc It for B or B s subordinates. Because

e@s tg profdu%e sg{g“s resg ) ) )
of the exi sTEATBIGYET YR BEEFBRAR condifens: ofthe bissipess ralafionghibor di nates can
br ocess To produiaure ot 3sPh Mkt b ShalREDINAES pIRASEL Gy’ 1 8VE °
12/ 08/ 2005 €MIPLYGRT e Fevenidopsriions OPatienAdihand B dandeshiero wondoctt he
[ Fust vior t o ScARnRE EpSinet S blbihel ™ ASie oftyTRo, MY ahe, SHoRR"Th ths®
i nt er oper aleXBinple, dyshauied e uhelersiood) thai anyi rginibser ofespiEsSinbi ldotrinasicAaad

S ¥

S mvent 1 oS PeL S TPBRIre SRkt defitiees ProepUBrTE ooy ay ARt o

.asymreR0i c a set of one or more electronic business processes 14 that it desires to share with
party B. Similarly, party B has a set of one or more efectronic business processes
‘ 16 that it desires to share with parly A. The present invention uses an electronic
) contract 18 to set up a relationship between A and B such that A trusts B and the
results of B's processes, and B trusts A and the results of A’s processes. The
25 signed electronic contract 18 comprises a stand-alone document (in XML in one
- embodiment) that contains both human readable and machine readable
representations of a business confract, as well as cryptographic keys that can be
used for verification of message exchanges between the trading pariners (A and

B) or their delegates. . '
30 For example, B might have a process to produce some result for B or B's
subordinates. Because of the existence of the electronic contract 18, A and A's
subordinates can trust the result of B's process. In a reciprocal manner, A might

have a process to produce some resuit for A or A’s subordinates. B and B's
8




cryptographic key pair for each of A and B. The relationship of trust may
be* asserted because keys respectively controlled by trading partners are
~part of the electronic contract describing trading partner operla/[08#2005
semant i cs. rations performed by A limted by the ternms and conditions
contai ned in YRE¥¥ A& ronic 10 contract, can be interpreted WRECTRISARAI170 he
expectation that B's interpretation natches that of A Enbodi nents of the
present invention provide at |east the following features. The present

i nvention credtBYdiatey 681 e Ul drirrsvit (fd'gprocese Inethiscvapnh @nd dhtagct

18) that cont ghhs ¢ ti} egific.]l |_ 15 .entities
(e.g., .party A loibrg%ggﬁr_’?%r‘é&?g t'o eﬂg%g%c%ﬁ%au oeﬁ’%{t%cﬁ"ceg%ﬁ?ﬁéaggﬁér a
speci fi ¢ shar@d prigcersiabiiyeragseement i definidg atHeegaghts,ontespotsibilitesas 2adi at es

crypt ographic it . it |t _al ssoci ates, th
crypt ogr aphi c.c e@nﬂﬁt?# ?‘%@rﬁa ﬁﬁ'«t-?r J%#?%‘Brﬁééaﬂﬁ? ng' EW@P%FGE&%Q@%W‘&%W
Zhar ed pr o&els nvenifay, ethieh electbaic gcbrmaob dncludesy thee p([lein REpNGfedn lbé(syﬂ'xmetric.
escriptive e...Ln on enbodi rent,, t escriptive |anguage is
S al ¢ houghtSP B Kk 3BT HR55E0 &8 A 5BY B od he (@ RiRBS TR\ risb AN R oL
linited in scagserted Hethase Eé)meﬁkbpeéfiv@!ynfd?ﬁeﬁeﬁf b ehding fpbﬁﬁer%%rg}da& q[?!'iﬁé ed f
obl'i gations o

process has tt}e roperty that the semantics of contractual |
t he business "’FQ‘Ft&wgﬁg'ﬂt}lﬂtd’gs??%”%gﬁgmﬁs?%fﬂéf pegratienal sewanties. pPpewdions
e oS O deAfopriea Bt Al RS b§iind i 8RO ERhs oMLY P AIPBLEGRD! T 2t

with 25 a machi ne readabl e, electronic contract he process A tion)
such t hat10di ontract, cagobatintsroreted by Buvitht thet expestatinn hihatuB's interpretatioron.
The el ect ronirﬁatgg%t{h%ﬁngexpl icitly declares services jointly agreed to by
the parties for the shared process such as auditing, tinme-stanping, and
savi ng of archi veEmbuidimentecof divé presertriaventionl provigep bt déadty thée tdlidniry

I nf ti lify t t 30 It
ol at o0 doci SHNESSY (11 Rk i sbisS. 86 SEttdnic, HogumeRt (Fdn B name

spaces and r elestronippiongsict 78)cthhl contdihy infbfeatioh @Resdsan kL aldw Bpe@sierl] ti pl e
information. The semantics of the

digital sLgnatures, to bind associ ated_ in
si gnat ur é 7%@%8(732%0%3%6‘3;/%@%% IWQSWBWQI‘T@%QH?F“?H%S Bya
signing the spesifid ehafed Prddess undeh SprdRiclib®Sof #1186diYcdifiaee 'R ddiBrialdd’ M
and conditions of the electronic contract. An eleCtronic contract may be
appl i ed geneFAPIOGraRNIG koys with deanh entitiesyn Bralso esracigtessthercriptogtapbici keys
represent at i @fn 3REhIHRES GobBSeminy S r ' L P ) riaed by
contract | aw. One mat henea‘%i c%l you‘%%gﬁeg#&fsoﬁ pﬁeg@?'ggtg%g?scs' Here" e
shared process may be represented by a descriptive ianguage. -In one
20 embodiment, the descriptive language is XML, afthiough other languages may also
be used and the invention is not limited in scope in this respect. The process
definition for the shared process has the property that the semantics of contractual
' ) obligations of the business relationship of the parties are integrai to the process
) definition. The present invention thus associates a human readable contract with
25 a machine readabie, electronic contract (the process definition) such that dispute
resolution can be arbitrated with human intervention. The electronic contract
explicitly declares services jointly agreed to by the parties for the shared process
such as auditing, time-stamping, and saving of archives. The electronic contract
also explicitly declares information that may be used to qualify the semantics of
30 security related decisions affecting the shared process, such as definition of name
spaces and role mappings. Additionally, the present invention uses muitiple

digital signatures to bind associated information. The semantics of the signatures
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contract of the present invention is derived fromresearch disclosed in
"SPKI.  Certificate Theory", by Carl M Ellison, Bill Frantz, Butler

. Lanpson, Ron Rivest, Bri an M Thomas, and Tatu Yl onen, |nternetl RRTSZEADAN5
Sept enber, 1908 "An Access-Control Cal culus for Spanning

Admi ni strative BOITB.I ns", by Jon 10 Howel| and Davi d Kot z, Ted’iﬁTﬂé@P’oﬂé@ort
PCS- TR99- 361, Departrrent of Conputer Science, Dartmouth College, 1999.

Figure 2 is a.gi I n, el ect contract according to one
enbodi ment of aﬁ%g{oh?{g?génb’ Lgéﬁ'g%tﬂﬁlegﬁﬁecﬁfwgrw% ﬁ}‘?spaétr'l‘%ﬁ fot Wa@@e%ftogh

el ectronic ctenmsaod cnaght:am§oftbeelm&dmbﬁohﬂ’@tpresent el ectronic contract
lifecycle nmanage nventk?é} and the invention is not l[imted in scope

by the particular @b?lécgﬂmgfcon dBRY AF @Pelask genarallysteeny| ielatinastin ahsre, t he
el ectroni c cothereastarl8lectbrmio rﬁﬁbb@tﬂaticﬁﬂaﬂwmét%o@i@aﬂyhkéiywaﬁlrl%%ﬂém qef i nes

an arrang nt that ﬁsomates trading partners , contract and
busi ness pt ocEVEMSde ¥ Ftfact Hawy oé@&@ﬁtﬁemammfwndahmse‘ourthewimml sns

nmay base accepptre®bf Be PRGeP Aentidh s %Qn\f‘eloe%ﬁworﬂsgaﬁsﬂnt}lé@%eocf w##ﬁfes at

| east the follow ng sections. In one enbodi nent énera
section 30 pri®i THEaR/ kY &aridpeElisyn, il Emrﬂgr&almmamnsaﬂm?and%west

author i 11es oaer i THGak, AR TRLP VirBATIndftk REE' gk, SEhRmang 19 ehace
C|0r r tefgg:qdl ggAﬂ Ot\fms h Sl dor ranahmgg a‘ah'n‘md‘@ﬁﬁe Lsﬁgﬁigrg;‘db@ rJg(r:]esses
may bo_ afi nbiBy <8 Raldd, R TBRERexyr Beet cofsrrite-2af., Repertaeh oo

partner rel aﬂommmrrscnedueneanmemedmegw foggubl i c key to be associated with

<ah}§eferencetotﬁ_e def Lning %‘ erationally, intricate details of
e process def 9';"'&1 Wi @aﬂ'@fnﬂ straliig ap eleciranic ronkpetcageording do®neact

but ref er encembedirrnbaf thg. pré?éi‘ﬁﬁ%ﬁﬁ&} d@tHeP Gerdfonk Q\‘ﬁd a‘{{ of %h Sfe@ﬁ‘{.\mc

ref erences accepted by trading partners. Contract |n ormatron ~section 34

provi des dat SPEEELMAY iR hRiesad/in e pleseniclectiagicomontract ifétytie mandgemesnibj ect
of the ejpctihaditonca "tl?e?& vehﬁo Rﬁf ith éd er‘rsl:ép%sR%@%ﬁ%grlvﬁﬁ&i&?nder

the contract wth public sseC|on
contract 8 qmczwﬂramueecz /Im)oﬁe BxamplePhE usaﬂir%wxﬁraodam Bl@sb&falled

Lo Souab e SRERLIR gt P ol oot SR0LER G
fax nunber parigers. WithPkayse sentradtcamh businese prdcess %Gerﬁému@aﬁ-paodae@s)ng of
rol e nanes f.or sub- 5 processe ar%gmghr%as qarseedaggesgness rocess, and

speci ficati éf?“hf“b"?ﬂé Sé{‘)}HPQX"E‘EE y ss' Control decisioris.  The.

20  electronic contract comprises at least the following sections. In one embodiment,
general information section 30 provides information specifying an agreement
name and identifier, and a current revision level and history data. Namespace

) - authorities section 32 describes third "parties representing a namespace
corresponding to the domain -of the cryptographic keys used in the electronic

25 contract. In some cases, part or all of the shared processes may be defined by
standards or other groups extenal to the trading partner relationship.
Namespaces allow a public key to be associated with a reference to the defining
entity. Operationally, intricate details of the process definition would not be
included in the electronic contract, but referenced externally. Namespaces define

30  the set of external references accepted by trading partners. Contract information
section 34 provides data about the underlying business agreement that is the

subject of the electronic contract. It associates parties who may be fiable under

the contract with public keys. This section may include data such as contract
8




semantics of role names. In order to share processes, the parties need to
have conmmon definitions for business process sub-processes. For exanpl e,
_party A nmay support purchase order processing but use a term sucdy@ag/ 2005
agent” for A s subordinate who perforns this function. Party B, however,
m ght use thé“?‘éz?“rgli"ﬁ "purchaser” for the same function at BPEBUSENOIEW by
B's subordinates. Thus, the parties may have different nanmes for the sane
function. This section reconciles the disparate role names for the

busi ness pr ocd4&tiligh validiyereriod, crentibnrdaterarbiter] lishle gizetyt bigniagapyblie keyéen
perform ng acGRgSconel & ' I of A's rocesses related to
pur chasi ng were bei %ig& rlrggrlﬁés@égﬁ 'ltﬂﬂégﬁaljggs EQ@' NagiG,ad I geﬁapgmﬁg e%ixf i ed,
but if the pr&8¥ers, gtoshar ed between A and B and the term "purchaser” is

used by B, this wo ' thorization. check but for the i ng of
"purchaser” in B tg%ﬁé%hﬁ@é@k{ S%ﬁﬂoﬂ ?%P'E‘JH@%&%@?PEJHQ @?E‘Hﬁt"ﬁﬁ\@gﬁg‘%%pport
servi ces séct pmses®soeftbe ishesedimesindsarpyocREVames spBdficaty dehéSpttax bAd

support of th cess. Such services may conprise saving archives,

20 perform ngg%rﬁgﬁticgfjc’f%% HERES ¢ EhB’idﬁb 4 $larg fraErees: .th%P?ﬁ’Gﬁg'Weg He dave

services are canmonlusfiniionseifor, b@iMes SrHRRAr ' .

speci fied. For _archives ,bhe secti onﬁ_d_escrsitut?ngﬁy‘%%gﬁoﬁi%ﬁﬁ@ﬁ?mgyéqt he

archive is st@?géf’p’?ﬁfgp?’ﬁ as%PQ%’(P@?%ﬁ’ﬂ@ b yise gstean tsycls @s PO .t agendrfoni val

data.” For audA’ssubbramatedhi _ ' i ) tl t dit
e A0 BRrToRAS i PRI oer 8 plbl B! e

data is s oreﬁd,icgnd the cryptographic 2
data. For'Q i nPutcaasRr, faribe same) functivast B performed byl B's subomdinetesaEhies, thee

ti mestanp dat@yrics ShPHade B ERB! eys used to secure the
t_igest anp datp;?. I'n vgri OUS%@Q&W@%@F%I 7 g“arﬁ%@s l??!%f‘e& 'Or’é?ﬁﬂ"ﬁ to
provi de t he 4besiisparateale; namas for thesbusimessuppoeds set-pictessed. f Toherthser vi ce
I S outsourceg i t the .section shoul ecify the public key
of 30 the t h?lr"gggf’aér ;E/ és)% B:a!r'tqég%n RETRgiRg 3@?@@_%&’9%"@%’1’%’&' éfSOVF%P%'ﬁSpar ty
provi di ng t h@roeesses retated ko purhasing des béing vddUcstdte hedfa tAO). bhérmttwaakt Y
W th the1$er§i C eo_rfovi %eg..f Digital sjgnatures section 40 allows trading
partners 'Po QFgPRE&Ifey. HUbif de epeess, i5nshared hetween Aznd Saeng thegiesm: he
contract, al Fpusttigeloishusad tby- Baisis avol@ Fail Snl 20HSH2A0A i |
PCT/ US02/ 03170 i hdependent %i i cation. T'hi s. section ?r‘ay cgorrrg)(r't.?gg%é?gi t al
si gnat ures of"@PRIBY Ogd?'{r chasepdn\iblo "PLa. agegl"inA ig thpefecranic eontaask or nor e
W tnesses (e.g., $ihppoH feiitdL8dct b bk Sih. yﬁ’g re- pended
‘or appended to t heJHg:bect ro“%ﬂ c%%r??ﬁgg?é.yc%%ﬁaén@agﬂg&fs“‘%%et%@ Pg ug?gan
- el ectroni c cBriiupaett of thexshared|procasgh SicheserviSedmmgrdoptprige saving Ergdieesyay be
used. 20  performing audits, and timestamping the agreement. Although three services are
described herein, other support services may also be specified. For archives, the
section describes the location of where the archive is stored, and the
) ~ cryptographic keys used to secure the archival data. For audits, the section
describes the location of where the audit data is stored, and the cryptographic
25 keys used to secure the audit data. For timestamps, the section describes the
location of where the timestamp data is stored, and the cryptographic keys used
to secure the timestamp data. In various embodiments, third parties may be .
employed to provide the archive, audit, and timestamp support services. If the-
service is outsourced to a third party, the section should specify the public key of
30  the third party so parties A and B agree on the selected third party providing the
service. This associates a public key of the third party with the service provided.
Digital signatures section 40 allows trading partners to digitally sign the

electronic contract. Each party signs the contract, allowing both multi-lateral and
: 9




Table | 10 <! ELEMENT Signedl A (I AData, |ASignature)> <!ELEVMENT | AData data
' | NTEL eContract DTD

% A, > <!ELEMENT |ASignature %lsig: Signature; > 15 <| _
-> <!- File nane: IA DID-> <!- (C) Copyright INTEL Corporation12Z0008#¥2005
" <! DOCTYPE eCont r act % 20 <! ELEMENT eContract (ECI nfo, NanmeSpace*,
Cont ract i nf oWHHHEESEi nfo, Servicel nfo Comrent*)> <! ATTLI STPCNUSE/3376CDATA
#1 MPLI ED> <I -
- <| -

| | ******************************r+********Vv+****++*****r*+*+*** >

General i nf or ARdepgRdentoserfication. This section may comprise digital signatures of the
|Wﬁﬂ FrREK KK AR KF px S <|EL§NENT

a*+**+***~k~k** artle**a*s*j}kvéﬁ **********«t**ry:*f*********
ECl nfo (Ageemgntl Agr eene rﬁaﬁgna K&V %Iogﬁ,;)r m°’§|‘?§£’t§ﬁﬁ?\ﬁ(,ﬁ€; BRSSP

(#PCDATA) > <! ﬁbwﬁmabggeemﬁ iNayrbe pHRHREINEBA) or appehtiddMoNfle BRYirémi€ Bontract.
AT A#| I\/PL ED> LEVENT Hi st ory

H st or > 30 <I Vi sion rev
(ENPTY> )</| )ATTLl ST H %@%?}h%? 88?186?'?‘8’9 R RISPREG GRBHRSS '@EN& 2itheugh Sier
AuthoritieS - destriptitMaNpublgeemanee uskd, Location, PublicKey?)> <! ELEI\/EI\FI'
| d (#PCDATA) > <[ ELEMENT Publ i cKey (#PCDATA) > <! -

kkkk--kkkkkkkk*k*%x r**n+ ***V\H_*_l_*************+********A***************_> 40

<| - Contract I nfo -> <! ELEMENT Contracti nfgp; a?qontractl d, Contract, 10
12/08/2005 WQ02/067176 PCT|IUS02/03170 ValidityPeriod, CreationDate,

' v vk e vl st gk sk ot s e s s Stk el Aok b Aok ok o e e -

10 <IELEMENT SignediA ({AData, IASlgnature)>
<IELEMENT |AData data %IA; >
<IELEMENT !ASignature %dsig: Signature; >

‘) !__ *ﬂ*ﬁ****m***ﬂ*****ﬂ*ﬂtt**mHﬂﬁt*mﬁm*imt*ﬂ_—>

<L_ﬂwﬂhﬂ%ﬂrﬂﬁﬂﬂmﬁﬂﬁhﬂﬁﬁﬁﬁﬂhﬁﬂtﬁ“ﬁﬁﬂﬁﬂﬂmﬂﬁ;>

15 <I- INTEL eContract DTD ->
<I- File name: IA.DTD—>
<l (C) Copyright INTEL Corporation 2000-->
<-l ﬂmmmmtm*mm*m*m*mﬁ* .S
<IDOCTYPE eContract | _

20 <IELEMENT eContract (EClnfo NameSpace*, Contractinfo, Processinfo,
Servicelnfo, Comment*)> .
<IATTLIST |IA xmins CDATA #IMPLIED>
<l Fedrdedde ke Rk ﬁ*ﬁﬂmmm**“ﬂﬁ*ﬂﬂ**~>

. <l-  General information >
25 <L_ ﬂﬂ*‘i****ﬂ*ﬁmtmm*iﬂtﬁmimmmﬁ**ﬂim* —
 <IELEMENT ECinfo (Ageementid, AgreementName, Revision?)>
<IELEMENT Agreementid (#PCDATA)>
<IELEMENT AgreementName (#PCDATA)>
, <IELEMENT Revision (History*)>
_ ) 30 <IATTLIST Revision rev CDATA #IMPLIED>
<{ELEMENT History EMPTY>
- <IATTLIST History Agreementld CDATA #REQUIRED >

<|_ Fedededrbdedededok A dedri e dede vede-ede e Aok e sedededetdoke e —
<l-  Namespace Authorities —->

35 <! e Akt e v v v v e o v ol o e ek sk e s A sk v s v e Sk S A et ok v vk ok o b [,

<IELEMENT NameSpace (Id, Location, PublicKey?)>
- <IELEMENT Id (#PCDATA)>
<IELEMENT PublicKey (#PCDATA)>

< ’__ ******‘*******ﬂmm*m*ﬁﬁ***ﬂ***ﬁm*ﬁ****m**ﬂ*m*_>

40 <l Contract Info —>

e e e e v g vhe e dede sk dede derkr S de e de d e KR e S s ve ke v e k- e e e e dhedek e dee e A e g e ke o

<l

<IELEMENT Contractinfo (
Contractld,
Contract,

10




Arbitor*, LiableParty+)> 5 <IELEMENT Contractld (#PCDATA)> <' ELEMENT
Corit ract (#PCDATA)> <! ELEMENT ValidityPeriod EMPTY> <| ATTLI ST
ValidityPeriod from CDATA#I MPLI ED t o CDATA#I MPLIED > <!ELEMENT12/08/2005
Creati onDate ATA) > 10 <! ELEMENT Arbitor (ContactNane,
Si gni ngPubl i 93?) ®7YK’ <I ELEMENT Li abl eParty (ContactName,  PCT/US02/03170
Si gni ngPubl i cKey)> <! ELEMENT Si gni ngPubl i cKey (#PCDATA)> <! ATTLI ST
Si gni ngPubl i cKey Keyl d CDATA #REQUI RED> <l - fingerprint -> <! ELEMENT

Cont act Name (#PCDATA) > ¥plidityPeriod,
rtXXXXX+XXXXXXXWXXXXWXXQ’}@(atanﬁseXXXXXXX XXXFWXXE | T XXXXXXXWXXXXX, RXXX-> <] -

Process | nformation -> Afbifors sy 4y XXXXXXXX~
XXXXXX: Xa, W xxnxwxxr xr x kigBlpPestyk Jaxxxxx, " r xx-> <! ELEMENT Processl nfo
(ProcessDef, PoELGMENTROORINMTIJIHREDATAR ELEVENT ProcessDef (#PCDATA)> 20
<I ATTLI ST Pr ocdkEEMENTyGentiial GIKENDATAPLI ED Ref | DREF #| MPLI ED> <! ELEMENT
Per f or mer Rol e MipbEMENTFYalidiRpParjod EEMBTEy > <! ELEMENT FronRol e EMPTY>
<I ATTLI ST Fr o T ELISTalidityP«miba Trdm BEAUARFRAPLIE B tINYBRREMMPRES S RED > 25
<1- domai nl d <$ELEMENRGredtifriDme (#PCDATARY |iable party -> <! ELEMENTToRol e
EMPTY> <I MTLKﬂmmwammhﬁcmﬁeAW@ﬁQ@ﬁe NMTOKEN #REQUI RED <I -
****xrtWxxxxmwmzwﬁxﬁmw(wmmﬁseﬁw@m’im@sxxxxxxxxxxxx > 30 <!-
Support Servi &HLEMENT-SigningPublicKey (#PCDATA)>
XWXWAXT E Tt +X 1 KIKRTLISR SffngPLpieK WORTIA #REN mq;g ;>,<r<t_ r zgx;(] >

> <I rchive

<! ELEMENT Serwgp_@m;w@ﬁrngﬁwgme( haTay-11 Mest anp
(Locat i oni5 Si gnate-elPubieeka R «wa. h&K&y*)M&LELENENT

Si gnat ur ePubl kMeW&ggmanéﬁ s! ELEMENT PrivacyPubli cKey (#PCDATA) >
<I ELEMENT AUdkfl %06 @ddr@ityeridivgid aw:*eRubm.cJﬁaym*E’r*me.yPybl | cKey) >

<I-ELEMENT Ti ngygi g LQRto (ProERRLHEEPURbIG R eMEpbiig oy PuP! i cKey) >
< ELEMENT Locgky mgﬁssoe? (#PCDATA)> iR

20 <IATTLIST ProcessDef Type NMTOKEN #IMPLIED Ref IDREF #MPLIED>
<IELEMENT PerformerRoleMapping (FromRole ToRole)>
<|ELEMENT FromRole EMPTY> :
<IATTLIST FromRole domainld CDATA #REQUIRED role NMTOKEN
#REQUIRED >

25  <l--domainld is the 'Keyld' fingerprint for liable party -->
<IELEMENT ToRole EMPTY>
<IATTLIST ToRole domainid CDATA #REQUIRED role NMTOKEN #REQUIRED
>
<l

30 <~ Support Services —->
<I__ *ﬂm***iﬁﬂmw*“iNWM**H**W**“>
<IELEMENT Serviceinfo (Archive*, Audit*, Timestamp*)>

‘ <IELEMENT Archive (Location, SignaturePublicKey, PrivacyPublicKey)>
} <IELEMENT SignaturePublicKey (#PCDATA)>
- 35 <IELEMENT PrivacyPublicKey (#PCDATA)>

<IELEMENT Audit (Location, SignaturePublicKey, PrivacyPublicKey)>
<IELEMENT Timestamp {Location, SignaturePublicKey, anacyPubthey)>
<IELEMENT Location EMPTY>
<IATTLIST Location Ref CDATA #REQUIRED>

40 <I_ ede e dedehdedokdrdedok e dede e e Redrir At vk et st s e ol dedede Tl e e e =

<l--  Comment —>

<'-“ Fasese v e e e ek sl A e s e Ao e AT v 7 e st A ok ok v sl sk sk st st v ksl s o ook v ok s skt ol S
! ——

<IELEMENT Comment (#PCDATA) >
> <I-- end of DOCTYPE InteropAgreement -->

*ﬂ*fﬁ'ﬁ*ﬁﬂﬂ*ii“mmimi%***m"mﬂ*ﬂ*ﬂ*im*ﬂ** -

45
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<! ATTLI ST Locati on Ref CDATA #REQUI RED> 40 <I -
FHRKF KX K FIXHFNKHWKXX MKXXX KXXXFFFxxx*x g x AAL * xx* +] X Kkxwxx-> <] -- Conment

> cl-- 12/08/2005

\AMMMMMD(WM%?B 4 FEWXEErtwe t XXWXXE T XXaXXWE T XWX X WX X XX XWX . T XW- >
<l n > J><Il- end o ntero >
'ELEMENT Co CDATA J I d of DOCTYPE I pARE&RIBNILT0> 45

11 12/08/ 2005 WO 02/ 067176 PCTI US02/ 03170 Table Il illustrates an exanple

XML docunent conpl yigamyt; ahov. doc nt type description. Table Il

5 <l nter opAgreenent> <l N'E‘Fgé@?eéé’g&%@Wﬁdgﬁ%}?@m&m@&%%ihe above

<Agr eerrent Nane>&euiend typesigstiirtion</ Agr eenent Nanme> <Revi si on

rev="1.0"></Revision> 10 </ I Al nfo> <N§'”FIS ace> <|d>333333</1d> <Location
<Pubf

ref ="www. i ntef.con 3"></Locati on> EKey>G E389fj f
ksFESf sl k32098743</ Pubfi cKey> 15 </ NanmeSpace> <NaneSpace> <l d>333334</Id>

<Location r f:"égpg%/ intel . conf 4" ></Location>
<Publ i cKey>& E3 [ﬂf@%‘%‘?i’} 32098743</ Publ i cKey> 20 </ NaneSpace>
<Contracti nf o> Cont t'g Ad>777777- 1111</ Contractl d> <Contract>This is the

contract ... </ Contract>98zMeddpypetiisifagreamentiin 1, 1000" to="Jan 1, 25
3000" 5</ Val i di t yPer i od> SA¥eameethismesSmith Jonesbdws GreApieenidattName>
<Lai bi ePar % ¥> <Revision rev="1.0"></Revision>
</IAInfo>
<NameSpace> :
<ld>333333</Id>

<Location ref="www.intel.com/3"></Location>
_ <PubficKey>G!E389ﬁkaFEst’ik32098743<IPublicKey>
_ } 15 </NameSpace>
- <NameSpace>
<{d>333334</id>
<Location ref="www.intel.com/4"></Location>
<PubiicKey>GlE38QﬁlkBFEstlk32098743<lP_ublicKey>
20 </NameSpace>
<Contractinfo>
<Contractld>777777-1111</Contractid>
<Contract>This is the contract...</Contract>
<ValidityPeriod from="Jan 1, 1000" to="Jan 1,
25  3000"></ValidityPeriod>
<CreationDate>Jan 1, 999</CreationDate>
- <LaibleParty> ' o
<ContactName>John Hancock</ContactName>
. <SigningPublicKey keyid="289839283>
30 tioAFSOf389ffa7873yf
</SigningPublicKey>
) o </LiableParty>
. </ContractInfo>
' <Processinfo>
35 <ProcessDef type="purchase order" ref="www.standard.org/1">
<PerformerRoleMapping>
<FromRole domainld="12345' role="Purchaser"></FromRole>
‘ _ <ToRole domainld='54321' role="Purchase
Agent"></ToRole>
40  </PerformerRoleMapping>
</ProcessDef>
</Processinfo>
<Servicelnfo>
</Servicelnfo>
45 <Comment>
“This is a comment.”
</Comment>
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<Cont act Nanme>John Hancock</ Cont act Name> <Si gni ngPubl i cKey

keyi d="289839283> 30 ti oAFSCF 389f f a7f 873yf </ Si gni ngPubl i cKey>

_</ Li abl eParty> </ Cont ractl nfo> <Processlnfo> 35 <ProcessDef 12/08/2005
t ype="pur cha ' ref ="www. st andar d. org/ 1"> <Perf or mer Rol eMappi ng>

<FronRoI e do T2345' rol e="Pur chaser"></ FronRar e> <ToRaim@s02/0317¢

domai nl d= 54321' roI e="Purchase Agent'><I|ToRol e> 40

</ PerfornerRol ¢ %@%P%% </ Pr ocessDef > </ Processl nfo> <Servicel nfo>

</ Servi cel nf o> n Th| s is acoment.” </Comment> 12 12/08/2005
nt> Generally, the electronic

WO 02/ 067176
contract allows the partles to performthe 5 verification tasks of

identification, authenti ﬁ and aut hori zati on of comruni cati ons between
the parties relatingetge e@héﬁ%"ﬁ'ﬁoé@@éﬁd THllowse the tpastiéss toopenfarot thé t he

present i nv@nt vsiicaRoh beaskens! tu&@h&ﬁﬁ&ﬁbnt"‘%u&}é@ﬁéat%fn %ﬁg“”&tﬁqr gcl?r?slro

are nmade during conmuni'cati ons between two t par tner
deci si on concefRRMyBicationsnbayvaen &am@stmme(l&mgnﬁd thy aha?eddpnro):eﬁlou‘l‘ﬁle 10

e Chent ed. | MedrdrRS EbiRict 8RR AL AuRRA FlaPnd RIRAIE G b, Ogﬁf“;”g .

the business process or process s Shared
the receiver'seCydlypsiesisionsmare mwedmﬂag cbllnmualo%ﬂbmmmtﬁreéﬂlﬁw %Hm?%ﬂhélfs' es
he sender

the compani es TRt ddiof oA dat it g b e B e o3 e Cerieg Perld es

nessage may then
in the budlnese atme@ted)bym Feceiver based on the sender's company affiliation and the

business process or processes shared between the sender's company and the

), receiver's company. In this case, the electronic contract identifies the companies
and their contractual relationship. The sender of the message may. then be
authenticated asa subordinate of one of the parties in the business relationship

15  (e.g., party A or B). The second decision determines if the sender is authorized to
perform the requested action. The electronic contract (as shown in the example
' of Table 1) contams mfom'uatlon that allows processors in either trading partner
domain to resolve amb:gumes in requested actions. Ambiguities can exist in at
least the folfowmg forms:
20 - (syntax A =syntax B), but (semantic A 1= semantic B).
- (syntax A I= syntax B), but (semantic A = semantic B).

Evaluation of authorization may be performed by an automated tool
) S because the electronic contract contains the information necesséry to perform the
25  mapping. For keys, K(A) authorizes actions performed by A. K(B) authorizes
actions performed by B Role names defined in A map to role names defined in

B.- Definitions common to both may also be in the electronic contract.
Figure 3 is a flow diagram of identification and authorization processing
using an electronic contract according fo an embodiment of the present invention,
30 At block 50, a receiver of a message from a sender identifies the sender. The
message from the sender to the receiver may be requesting an action to be
performed as part of the process shared between the parties (e.g., the sender's
party and the receiver's party). ldentification in thé present invention may mean

13




15 (e.g., party A or B). The second decision determnes if the sender is
authorized to performthe requested action. The el ectronic contract (as

_shown in the exanple of Table |I) contains information that all Qw/08/2005

processors g trading partner donmain to resolve anbiguities in
request ed act ioo%}ggﬁz?nbi guities can exist in at |east the foPFHHPHEITHr ns:
20 - (syntax A= syntax B), but (semantic A!--semantic B). - (syntax Al =

syntax B), bu i ¢ A= semantic_B). Evaluation of authorization may be
per formed by g"r?(r %g{&é%p@n? i)l ‘gg’%@@éﬁ’ééh? ReNAST e df FOMEERRATiMEEtS, it 518 0Ms
the informati aaymet exhadeydétermipigpetitid RieARidHRBR IMImtRh fgﬁﬁﬁ%’seﬁééar)sug

aut hori zes actions egé&r med by A K(B) authorizes. actions pertorne hby B.
n

(
Rol e names def? &S REp t&PRNeNe ninkes, @ankiheatidress, BaxmRyer identificesionommon
to both nmay ahgfb&e amy t ct (o Cant t I qu s a.flowdi,agram
ooy A e oADMY Byl QAL

of identifjcation and authorization proc
contract atcoP@PAGate) Ehdeibtei sander afpatthéo tivecsledtronicuenttact?). Atdoohtsdyl ock

-~ 50, ' e, i tif.i t h . Jhe.
rossage |1 om e R PRy see 8 e b Rt e R s it b

perforned as parfeceverherganization shaedned biyve qridr egreerhbnte By (chebking thé

sender's par ) _ hVers.s party). | tification in the present
i nventi on nayél_%(%%ﬁ% Ji%ﬁrliff 8?}&?%83”\9% 5‘%%%' c7i_? s A§Seatiandngy @QPPO%W%I y
det ef m ni ng amthodbrelying en o tusted thirderadg(sudhnass8 BBHERE HulFMS to bFovl&yahor

may not iacl term ning specific identification information for the

sender sJ@h l"’gﬁ‘rﬁﬁrﬁ@%‘&&?g@a@wﬁﬁ%ﬁ% IMRIREIENt secyrly Iof e cermmunicaligiay er

i dentificati detweenrthetwo pagidshe |ike. At block 52, the receiver deternines
,, 1s the sender a party to the electronic

th_‘g sender's 5 org%rgrﬁﬁéi on (e.g.,. nder

cefitract?). At bll 5 refigrbon adlird party svarifigatian processensiier A woulddanivzat i on
W th a busi nggsicigdvatds ' ] e BVIIPN [ j zation defi ned
by a prior agrelgrrer}{t§ b?ﬂ ?ﬂgﬁ:"?}%b}oﬁ?ﬁ g%@%%#aggi'%%c@ﬂ@rag%\oa‘l ﬁ%ﬁ“&ﬁﬂ‘qﬂ t he
message. Thi 8nlis¥¥mEmnae regueshis oot fvok fromnBich cenifidetel fromeC s needed (dicatest ed

third pa |f aut.hori. to provide a 10 common rooted
key hi gr?r%:/h§ﬁ§@8@b%%‘%‘@r¥bﬁ&%‘@cﬂ&i‘Y\?Wd\t‘&r@"&fgﬁ%ﬁs&ﬁsi% HEENBR t he
two part : gs.sanne Asethlel cBnh'ad:ti&d?mesamghg%dnbﬁahﬁmoﬁdiﬁ&iﬁé bf irﬁéaééréérnéﬁt%éssﬁé s
in A woul . publ i eys of A an ut not B. Requestors in B wou
know about lé&g'\#}i"%l’ othgfﬁe‘iyﬁ?é'w contragh et C imaysraithayve represesie®aceuratelytins i cat e
from C is nedded. (Ihmontabewiththé plarenbinBntiorO WaedlectoriPEbStrdiPls doauyi f the

-contract A eb%rees ith ans the

tween A and B, both parties have the ability to verify the other's signature using
20 akey already known to them, respectfﬁily, A or B's public key. o
The receiver at block 56 identifies the terms and conditions of the
agreement corresponding to one or more shared processes. At block 58, the

_ ) _ receiver verifies that:

- the action requested in the message by the sender corresponds to the
25 terms and conditions of the agreement;
- the action is allowed by the process (i.. it is defined); and
- - the action is allowed for the sender.
This verification may be performed by using roles (e.g., can sender S do
requested action X according to thé electronic contract?). Digital certificates may
‘30 be employed in a technique for working through subordinate organizations of the

two parties. If a processing system in company A is authorized by A, then A would
issue.a certificate certifying the processing system. Similarly, a processing system

in B may have same relationship with B. If the processing system of A makes a
14




sane as the contract B agrees with. Terms and conditions of the agreenent
are contained in the electronic contract that C may not have represented
.accurately to B or A In contrast, with the present invention, 1iX/@8/2005

el ectroni c copbhagdribes created between A and B, both parties have the
ability to verify the other's signature using 20 a key al reddy/Y&9%#H 70 o

them respectfully, A or B's public key. The receiver at bl ock 56
i dentifies therdy@esBof 3.1 f t agreenent corresponding to one
or nore shar ed‘;‘iﬁra Oc'egﬁga%ﬁi %&g%%[ﬁgﬁﬁgﬂ cffrfﬁ thregctg?\%ﬁ?’cﬁﬁémigf $ystens [ohtB must he
action request irpng e JageskingtdyeteRr BHARNs G-It gp@ﬂ.ﬁs erns
and conditi onsthgfcogygctag%t%gﬁ%' - t{]@ acti onlsi S i;LI%I owe %%/at%@ﬂ’)ergégdei%
(i.e. it is defined); and -t & B i B ole o pibre auihorizatives sesigoed ta thes
verification rgcassingesysiemedt Byis URifiRgd 9 tgs ' & S.do
requested agt :%g&gé g' corgi ng(gt _the 'e.l ect rqnicéﬁg%c%tﬁ'%a??fr%%ﬁ dhen the
certificates may 300 i y@éF Fafedn @seeriing deatftbe procdssing $ystemiah A is
subor di nat e oragtirized ite nsakef thk 1eqiesp rddrififeg cessin stemin
conpany A is aut hgr({\ﬁfﬂ % A, th%r?éﬁ m\/\%u‘% d i ;sés%"e&foérgf’?sfsm:g‘fszgrﬁ%?q Afli ng
t he processi n?”é’? f S B.ar | y, a processing system in B rmay have sane
14 12/ 08/ 2005

rel ati onship w th Byud fir C ' stem of A es.a '
WO 02/ 067176 PCT/ US02/ Jg%;%e%%ugﬁ bﬂ?“@?@ek%\fsot{'eaaieﬂéé MG eantgEct mray hen t he

processi ng syBro¥idegssushnthat seawrite oficommiumidatibhe nﬁyoﬁé%%i‘d?geébﬁéé'd?xﬂft Ais
It the role

t t th ' th t t bet A & B.
or of hor aut ﬁ??ﬁﬁ%’é@ DLERBLE ool hefii Gioupartie s aqciarly Ahire pedy | no
in the contr petigeedcesymay LeRpetifiedirt the ke eSSt f ,.s.saf e
i nyasserting i i E%ﬂﬂ{"}ﬁ S i”ﬂ-s S Iem_of A@T"? aut'ﬁgﬁﬁﬁégﬁ‘gwggﬁg’ébf‘%e
r‘e‘auest . The qfﬁl;etzl %I cate a$rll §1v95 Wﬁ’@Lg@?’%t%%@wasfdn@@ph aowaptiabkaclof A
and B. Thus, ‘Priecipal pattise nady Pyt -' . i ¢, contract may
be provided ?é{%lgtgat sgcurfit ygf comnfﬁﬁﬁ%%rgﬁgﬂﬁgys%ydgﬁf (ﬁ"@g'dgrbggeed on
the 10 keys PloroEhSFEHSHOR; H@z%l pP1b @e bitpterab ermaogemento bptavdanetwo parties,

Addi t i ondBl y entbaidindertar b Sef .\ ecifi,ed in the

el ectronic %:lont ract Thatynﬁgp@gg%?toﬁvégwgﬂagn%?ﬁ i L@FHe?Ort ﬁ'ﬁh"ﬁﬁé’a'

princi pal paPTPRIETPENts betwesn mulipleipariiesdor sharey pideassegach  of - t he- pri nci pal
Al t hough the revi ous

DL o b O SR ety MR B S Shacthornscn it and e
_ interactions according to an embodiment of the present invention. Entities of party

A 10 are shown on the left side of Figure 4, such as company officer A 100,

20 process owner A 102, and one or more participants of A 104. Entities of party B

12 are shown on the right side of Figure 4, such as company officer B 1086,

procesfs owner B 108, and one or mare participants of B 110, Initially, each paity

) wishing to be a trading partner exchanges one or more public keys 112 of
asymmetric key pairs with the other party using a reliable out-of-band mechanism.

25  Each party may send one or more public keys to the other party. The exchange

may be performed by company officers of the parties (e.g., company officer A 100

and company officer B 106). The reliability of the out-of-band mechanism is such

that there is a very low risk that any public key presented to a party was replaced

wjth another key without the knowledge of the presenting party (e.g., via a “man-

30 in-the-middle” attack). In another embodiment, a cryptographic hash of the public

rkey, also calied a key fingerprint 114, may be exchanged in place of the pubiic

key. In some situations, an exchange of the key fingerprints may be preferabie fo

the exchange of the keys themselves, although the invention is not limited in
15




15 enbodi nents of the present invention may al so be used for nmulti-lateral
arrangenents between nmultiple parties for shared processes. Figure 4 is a
.diagram of participants in a shared process 101 and their intelda@2f08/2005

accordi ng towoﬁ{ﬁb i ment of the present invention. Entities of party A
10 are shown on the lTeft side of Figure 4, such as conpany ofCTdi8p2/g%1700,
20 process owner A 102, and one or nore participants of A 104. Entities of

party B 12 ar e ri t side of Figure 4, such as conpany

of ficer B 106 &°§£§§®§2§5‘\5A%§F{ B 1% CORMENY nefficRrs nasr ethpeﬁegmurpamsematwa 110.

Initially, eacichanging keyssimdigr & Irit

nore public k%ﬁ%‘ﬁ% gnggt%ﬁg%l?g paﬁdri‘;ségtvt?re'?E[tutt"nj(r?riy @?ﬁg@%fcﬁqrﬁnﬁg ng a

reliable out-o caﬂglrst & “Sf'SbE%{B‘PF'SpEﬁ*@tSﬂnﬁhvssmﬁdomee enttitiesnr aVpertd i C

keys to the otuhdenipiet proofTbEaid by ¢ offlcers
o e s oo kPR g enble SRy Mot PE Episkm

of the par ? (ao?aq_t npany of ficer

The reliab I| N Yrﬁare@[ﬁseﬁ ai'bi@ﬁépmmmm#mmmumstﬁmces hat there is a very

| ow ri sk that any ar S r ced Wt h

anot her key wthou?%yegﬁno egég@%o eg?‘?t%%ﬁé%@%ﬁﬁf%&%' ergd orshgwa " man

30 i n-t he- m daM¥-frem telegtioniq interactidner Teatami'enﬁrma @ec;rrgﬁtrggéatﬁgy 0@@@ of

the public k rin be exchange

place of the gﬁdﬁ?géﬁ ?t&\‘é?é Eﬁﬁaieoﬁ’e%% H@Of}daﬁ”‘érxt?na goRny Iﬂeltq{'@EG

fingerprints Prginase moﬁsseabl—lenb@ LIHTI@ k@ B érg@ _

al t hough 18}1 n s not |i m‘t e 9@1@@{1! 089 2 égw&%]g%@‘%%ga

PCT/ US02/ 31?6 é&gé’éo‘?%“’ﬁﬁ?s c P! C?ﬁe cBwﬁer@reoat lenst seyerabtvaays tegal

represent at i \ezsompkath 80 eREhdngysS y ave the hority
Pihel o ﬁ&dé’a’“ﬁﬁ i, BRPER Birtedoiey ibaRilnon

l egal ly comm t th%, organi zations a e shi ps
{ h ot her eftFRange. bypipess %Fﬁﬁenﬁ’fﬁmwyplatbfhaﬂd aumntpmnytl;tenasurlaatdmﬁtﬂer
ost ensi bl e adbbehk ar entative
dependi ng on the c?t%cm?gﬁgée@ﬁﬁm égﬁlc BeYTAY ﬁ’@&f‘%ﬁt@? %@fg epiies.
authority can be Afgrthedagiess negwtlatenrd y:oﬁtrmm SORRAING Théir | relatibAsHib, the

Th f f tent t

e ottt B Brices SEAll bl BlechOhE b e " i Aafnep s sonsar” "
Ee?ce publ i erqcesyssmanumg mermeaw keyss?mtb@, é@?rﬂge&néw Biieer .
et ween co east _several wa acconpli s

t he exchanggaaﬁ%ﬁg @ﬁéﬁs EESPPR%IE'E@A%&% SIFaniG gonigapst fﬂﬁ%ﬁthal key, bekl?l)l&nge

- busi ness carM&Shecdnasasw He&irtsﬁ[ehﬂ%i expRRAit é;lﬂﬁﬁ@tt}hrdgr m%rco%wgw%q a .

docunent s, }/ egtfo e nore public keys an | ngerpri
dle dettificate. A role certrﬁcate may be an electronic document including a public

parties.
20  key and dr_stmgutshmg information such as a rofe relevant to the shared process.
Role certificates may be presented by participants fo the other party to verify,
| according to the trust rules defined in the electronic contract, that the presenting
) party is authorized fo perform at least a part of the shared process. Role
certificates associate a resource (such as a participant) with a shared process
25 element. The role certificate may be signed, thereby binding the key with the
information’ contained therein. Any key used to perform a digital signature of the
role certificate must be a key from the electronic contract for the shared process
or a delegate of that key (e.g., in the same key hierarchy). The parties must agree
on a delegation mechanism as part of the creation of the electronic contract. The
30 delegation mechanism may include issuance of role certificates defining rules for

using the keys and managing the shared process.

The electronic contract may be stored by archive agent 118, The archive

agent may distribute the electronic contract to the process owners 102, 104, as
16




After the parties negotiate a contract governing their relationship, the

15 conpany officers digitally sign electronic contract 116 (which defines
.the shared process 101) using the private keys of the key paird2/08d200y
officer my welegahs signing responsibility for the electronic contract to
another key, but if he or she does so, he or she nust expli AGIYSOpPIK78
authority under the contract using a role certificate. Arole certificate
may be an el ecivePBkGo HORNIESL LAGHYA ubli.c_20 key and di stingui shing
i nformation such as asr ol e re'[’gégv&g]h?%tggg&ﬂzgpgvﬁgr'%&'"bF'?f’d%@%if‘bUtRé'l‘%e'%tromc

certificates n8gnigst jsr padinipentsbifdpdn0i dn pasembodinidie, 1k @%hi@é%éhttn?ag)’ﬁé ify,
according to ti{pe ﬁrﬁésén{itﬁla%s gef'%'ed *'SB th% el ectronic contract, that the
presenting party Is au S UEP A58t BFGibg 120esh dhatds ptheir fenctiohe meyabed
process. Rol e hangiad tbgethes)s associate a resource (such as a partici pant)

wi th a sharged proc 5 elenent. The role certificate may be signed,

t her eby bi r?gi ng th?oli" 'W?fﬁcefrhé mgrﬁ“%‘ﬁ FEHED AN O Rare cdthdricativmcertiiicatéey
used to perf orid2dogiraiesalowsieg RS0 SSigfilaie b i} a key
fromthe el ect ruﬁ{ﬂ c_cont ratgt for the" éﬂa’?egmggﬁ)g%@géﬁ%ﬁbgﬁég?ée@i% %'b'ﬁf”et hat
key (e.g., inPHPrEalRn gerjtigates 122 fR processcoymart 488.nBeiceas pamerscautamate

del egati on medieashamdeproviish, OfauihRizSt | t. | gctroni c_contracs.
The 30 del egat h% .ITEchgrrli sm maglq_i ncfﬁ{lj@iiltcgg@g%%sé 'E%"ﬁo&'g BEERY | IS0
defini ng rul e8P iR bapdiecelempatsantl avmhamichprodessshRod urifRks ahae
el ect r oni ¢0 CORLthaEEatioRY cdif: rchi.ve _agent 118. The archive agent
may di stribute the ae%c%%%%?%??@:% g'&“"f'h&”%‘"%e‘s estﬁﬁ%@ﬂsrefﬁ'f',“‘)@@ﬂ as
16 12/ 08/ 2005M9Ats/datiers Pf 7tbe PGy HBGIRF.03 Alithoviedtionasertifcated Ghphatys $hits thie

jent 120, e d: stribpute th troni ntract” t
oot ci pant o el We, B8 Carblfafes, e Ca corehp v wEisht ieabeboiderc
sanme entity aelongs. pAr mhasertifoktece etsalﬁégjatéﬁeﬁﬁr ﬁﬁ? UBidr) ta' RS0 Q\Fh%émiy
e mor

be handled t ng%. 5 Congagg/ of ficer 100 theh Tssues ‘one or

aut hori-zati o (¥ c&EerPPropnate fop the &de. Swtherization Tertificatesantiyde doapany
of ficer B510GpermizgidnsOtiEoOlf BR' Suthsritaton | ' ertifi 122 t 0 process
owner B 108. Process own_gr_s aut onat e tel?m shgrg%d%pﬁ)lc‘)écsgbge%t‘ iﬁ?rﬁﬂ%‘?%?gfm
certificat es RPN PRENISSIgRS Insaliiveseedf theaaqimstéed gcdess isaibwededcesriig of a -

a1 ar T et o o oBE  eleRe A e bR R cPdlertes  Hrocets key
hol der. Aut hB1"28eMERAt deaiudesi delegatiaex of iantiokity $d @effoih arfRilaR 65drafisns Whi | e
role certifigadwmt 'fdjfﬂétt;\;e}‘afsr%gé’Buéigesvéhpirgpestsh q’hksei}:cl-ngésdgédiﬁnding of roles
20 defined by the shared business process and f:ontained in the electrdnfc contracf,
and delegation of roles to participants via role certificates 124. A process owner
may be a person, or any processing system used to perform the process owner
:) function. A process owner may update the process by communicating any
) change 128 to a company officer, so the change may be incorporated into an
25 updated electronic contract. "

Participants may be persons or processing systems (e.g., resources)
employed by a party to perform one or more elements or portions of the shared
process 101. Participants may also perform the role of enforcing the integrity of -
the shared process at strategic points occurring anywhere in the process.

30 Participants may register 126 with purchase/subscribe agent 120 to be a part of
the process, consistent with their designated role as defined by a .role certificate.
Participants may use their private keys to secure messages to another party

bound to the electronic contract during the shared process.
17




bel ongs. A role certificate expects the gatekeeper (e.g., verifier) to know
what perm ssions are appropriate for the role. Authorization certificates
.include the 15 permi ssions also. If an authorization certificatd2408/2005

presented, tRegafs1gePer checks for. permissions locally to see if the
requested access Is allowed according 20 to both of the aut hBFFZ8P3/¢x 70

certificate and the role certificate. Process managenent incl udes

del egati on of aut hegty r articular operations relevant to the
overal | shared bus%”e"%’se'tﬁ?%@g{?ég ‘%{‘ﬁ‘é PIeREPLMeNtioRrPYide A sHgtesT of eirgracts,

defined by t heolsadetedations) earsd pemenﬁmﬁoﬁgmtv@{iaﬁgrdcgsg%en% eﬁé r QI

contract, an%e(gﬁé&ga% n of roles tc,f:u%%rtim pants via role Car tT iy Cares

124. A process owner @inge PEMIRISs on FUshenpepr wdemaiiony stiatesies usey tioe

perform the priouessratatiato thé dpstbnQmitholit BERSS Asigy: uﬂmggui?%ﬁg@ﬁt he process
S e

by conmmuni gating a change 128 to _a conpany officer ange may be
i ncor por at gd into E?é %5§u%d£ dtpvie| disgresn ilfustreting aelectrdpin tdoritraent ifedyaye be
persons or pr @eeessing Xsidripto(sh i, ) | erﬁi by ar t o]
perform one or, nore gl enment s or&po’rntbiogns ofo?t%ﬁe)ep?ﬁg’?‘e’ﬁ‘ye PBC@?@&&OB'
Partici pants HEPATES dgterminerthe Reed doroa shared pooazissg Thisemay begiiritbimally oft he

shared proces r i t S; urri anywhere .in the process. 30

Partici pants gﬁhrag%i‘gﬁl%? C%ELGW é\ﬂfgt Eﬁ%%%c Ra @%é' uﬁéﬁsﬁﬁéﬂﬁiﬁe terping dhafe @a

part ‘of -the Pidedsautonmiad dusinessi ploceseiwill designat eedied.e FRclRfddIad bY 2
| C ' oo hei . e

ressages b aaneodmeRls of WRE B AT dnishlion, Siter Gt mandnete ther eiegiroio

shared procesentra ey, 2(1ake YGridedicd ot BGHakSIGHESLT rElisy, RERAL ™" S

of 3yt he present,_jnvention, provide_a system of contracts, roles,"

del egat i ons, rﬁfﬁﬁa&v‘gﬂgyf?@g??%kw ﬁ%%ﬂnmt&*p%r Y¥esrd/or publicokeyshatr bidck

bet een  radiaog, pationghhe EuahRs odn REATRIINpRLES SIS MRVePye

i ncorporated into the system w thout conprom sing security

Figure 5 is é’aﬁleéwtf&ﬁ %@%ﬁ%d fo wilhin ee sgopetof the iovertdioh tabave bheayeber

processi ng a®tsadies | t h resent ..invention. At bl ock

200, the part?es dgt0 gra%égré&ﬁée)ghg% qrgéesé. ?ﬁ@?eﬁfﬁ'ﬂ@%gﬁy Q’T?Bgngﬁayeb%cur
formal Iy or 2ngfookexfingerpiinta. Eachcompanpbficerorsepresenthive map resawWiidy s

et or N hRby BnaRh AR Bl AT DB T RS BEBE B3 ok vy
initiate theswnheorcasions, be as simple as exchanging business cards containing the keys
N gnd/or key fingerprints. | lf-the public key of a party is foo long to be easily
20 gxcha-nged, the parties may exchange key fingerprints instead of keys. At biock
206, the parties negotiate the terms and conditions of the electronic contract
governing the shared process, as well define the allowable roles for process

-} elements. In some cases, the electronic contract may completely replace a paper
contract.
25 At block 208, the parties sign/verify the electronic contract. Figure 6 is a

flow diagram illustrating the signing and verifying process for an electronic
confract according to an embodiment of the present invention. The signing
process involves steps to circulate and sign the electronic contract using one of
the public keys contained within the electronic contract. The company officer or
30 one of his or her delegates (e.g., process owner or participants} digitally signs the
electronic contract for his or her organization. At block 300, the unsigned
electronic coniract may be presented fo a company officer for one of the parties,

such as company officer A 100. The electronic contract comprises at least the
18 '




contract lifecycle. If the parties agree that a shared process is needed,

thén the parties may exchange key fingerprints at block 202 and/ or public
_keys at block 204. Al though the exanples shown herein detail alb@8¢2005
shar ed bet\/\e%éz\ﬁﬁ_, arties, it is considered to be within the scope of the
i nvention to have aﬁg nunber 15 of parties cooperating in a BRHP&@/®Btdcess.
Thus, all parties may exchange keys and/or key fingerprints. Each conpany

of ficer or repr tiv ecord which and/ or key flngerprlnt
bel ongs to whiP (':'ﬁﬁro[‘]ﬁg Fm}/adhﬂ Ranyiese vag | PHFessREdOR FiATed. e as
sinple as excfmmmlamg b@k&FW@fﬁ@@ﬂ&D@Q@b@h@'d}%é R@Y é?mﬁrtglveﬁfy%ﬁat gs

fingerprints Ic key of a party is too be easil

exchanged, 't hé’”é[éﬁ 'f‘-‘lyég t?l%?'eEBE@H%ﬁ@‘é%QeW?W&%PEHW@ fﬁl@t@@éhl@fbem At
bl ock 206, tRhgdmEr i e %ﬁﬁédt@hepééggst &t %c@%cﬁgﬂg&\'}%%ﬁ gf' {-‘»F Q@ns the

el ectronic contract. governing the shared process
al | owabl e Pol elecirenic moab'é@tswlﬂw@mmﬂaée key, that eerrespongs o Iaeptdtllsdﬁewcmtecady

contract may ggﬁméngaﬂ]%erﬁ étﬁ)%?c?on?r%&er contract. 25 At block 208; the

parties sign/veri ectronic contract. Figure 6 is a flow diagram
illustrating the smtgnioclg%ﬁml:onmanypn‘ﬁmgr Artbere sendsdihe @fectrbaictoontract (signetir act

ovol ves st ept ¢ B oY cSters K B AL blor L 8PP pBeenin oraes Beiigs ohe of
the public keymtmmtoaltm@élemmmrcohtmctebﬂmfatm@matQﬁ@bﬁﬁﬁéc{ isl Bensisteianith

of ficer or.30 one of his her, del egat es_ ( process owner or
parti Ci pam s)thai gpf'ﬁ?ﬁ/ ’§fa§ﬁ§5h‘%ea“ | e rftﬁ‘ﬁﬁﬁpnﬂgnﬁxﬁmngﬁgr aHTIRY oporHEACt

or gani zat i on. neyotiBidpek ﬂ@@!ock@ld”b‘ég?aﬁ? oﬁﬁ!e?‘Et VERtes R’Qr&%ﬁﬁre”@fn A's

presented to a _conpany officer for he parti es, as conpany
officer A 1OGJUb|f%é<eéIC@@taﬂaﬁﬂ in &melemnl@@nptracéwf the verificatioh passes, then

12/ 08/ 2005 V\Qo\?\sﬁfag&?oﬁc@r Hggl?éqg’%@% Qﬂ@ |e§tr51ﬁ?f(c§h o V\tngbgtsrrﬁ’ﬂ"a

partners with rocesses are to
officer A 100hafs@arelspendﬂ toha ipuklio/ kéy aigeadyr camtainexd meﬁwefqtediﬂmtc &rﬁracpubi iC

A and B0 { TheBTrrk SRk REES G o sk sha DroBRb EITBRE, Gt o1 ons
the 5 el ectr dields amahtibas tnotisign meSs:gnaﬁafB‘setthyhayhhﬁveCBéére& pastied: to thepubl i C
of Fi cor A { neRnEadt MRy it by FERTENC B F4eloe e oiesdn WYChesiongioiesnpatey
of ficer B 10@ppiid &4 p&it 03% cORFRENYhe leldctBhic BokPactidIRPalldn fof WithBsdes Of
the el ectroni c cont ract, validating that the contract is consistent with
to notarize the s;gmng of the contract. In this case, the witness may digitally sign
20 the company officer's signafure. At biock 314, company officer B 106 sends the
electronic contract back to company officer A 100. At block 316, the company
_ officer A may use the exchanged keys to verify the signatures on the electronic
) contract. Hence, company officer A verifies company officer B's signature using
company officer B's public key contained in the contract, )
25 ' When more than two parties are sharing a process, each party must
participate in the actions shown in Figure 6 to ensure that each party is authorized
to be a part of the shared process. As a result, the electronic contract contains
the signatures of representatives of all parties, indicating that all parties agree to
the contract.
30 Referring again to Figure 5, once the parties have signed and verified
the electronic contract, it may be distributed to the parties. In one

embodiment, the electronic contract may be stored by an archive agent 118
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W

10 the business rel ationship and key fingerprints exchanged during contract
negotiations. At block 310, conpany officer B verifies A's signature using

_A's public key contained in the electronic contract. If the verliZ/@¢ayi2e05

passes, thenwoc{B;BEﬁ%/ officer B at block 312 signs the electronic contract
with B's privateé y- that corresponds to a public key al reaB{yT/A8GEIT0ed i n
the electronic contract. In 15 one enbodi nent, conpany officer B only signs
the original electronic contract fields and does not sign the signatures
that may have Bt&lvckpbkhddhetarchine ageuntaggirovide avservieettomsurgardilabitity 0
capture the order,in | ch signat ures re applied as part of the
contract. The g]egg?r%!ﬁ?%ma%nf&ﬁﬁc a?%@ﬁﬁ%ﬁﬁ% eflopattiesn PEQRESS PWNAE: A% e
the signing of padiieipaaty.r a0fe. arcRiveident 388y bk N eWhtbhaRSa TRy Lagit j gn
20 the conpany officer's signature. At bf)yock f4, cgjrﬁr"sp%ny o1(1211‘3:’%'9,{e‘?‘J ﬂgYnf%
sends the el eBY r'bRi Bawtigst imdhe helektranic ceampeany. offhiecelectforiie Ocomitach| itadltf 316,

t he conpan of fi ¢ u t he.exchanged keys .to verify the signatures
on the el e?t ro%%ég?@ség%ﬁgg '\Ei%ﬁ'@é m 6@?785%?"5%8@?"’A‘Wﬁ P& agft
of ficer B's simggeal noeprsiite inte@nmosssupdides e TRe Sroiiid hgelhha0mbaidacghd N

the contract. %5 When nore than two parties are sharing a process, each
party must pafEFEIPa@Rct fe hetronessshvines A F0guarel B8 §08enNexe adacht

each party is ri 50 . hared progcess. .As a result,

the el ectroni c&g%%%r g‘é’?’g{:(')én%al %gaﬂ'?%éfesﬁ;gfﬁ%@%pﬁss UB‘PgrtE'ﬁr BEReTUE iqPELe ? al |

parties, indi dariexgnpat palckspandirek aAghes fb@pa&i&ﬁ:&%‘?ﬁa@chorr&%ﬁﬁéfﬁfthi ng
e

againto {égure 5, once the parties have signed and verified t
el ect r oni & coMPEESE 2nd; rofgpampes it the elgetreric contrast. pdhe ipsacess wovares issues

embodi nent, the e ... cant t e.s ed b n_archive, ,age 118
1—9”}? 12/ 08/ 2005Q\/\a{)@'l5"2)E gliBofe P%T/brﬁ?%g‘zl%q%fg 2; pffipens, Heflby §Pﬁtﬁ'lrg’eqé§ent
may provi de apsdicipant to mnttipsteasachralyi lin tshared drbcessbsCioithad ayntthact to

all interested, partjes, process owners, and participants. The archive
agent may be SEFSFAPELHYat hird party or jointly by the parties to the

el ectroni c contrag,ceTh nic nact . i.tsel f nsur.es. docunent
integrity in the prggenf‘ i%‘r??ghﬁeor??m gﬁ%:er%t%hgeé'ﬁcﬁriee’gedzg' n{nusﬁg%% "RBve

provi de 119t egevailpbles s toan esticifdresar chi Eectagepdrtibid¥n®! Onégitershe will ecironi c
contract to the Brocess oywners A 102 and B 108. Next, each process owner

i dent'i fi es suP{TEBPRE/FARITER RHR0Y 148 iyordes tebeciatiiendn cbeevaet of prgess
exanpl e, procgwngasd ERRyd B SadtRbriRR 1.6 p%ﬂgﬁgé?yincolgé’v%ipo&d-é@chnty

compromises. The ’participant also at block 214 registers to receive the
original electronic contract. The electronic contract may be distributed at
20 block 216 by the purchase/subscribe agent to the registered participants. At
| bleck 218, participants implement the shared process.
} Participants make access control decisions based on participant
credentials relative to the processes for which electronic contracts exist.
The participants may also make performance enhancements given an
25 electronic contract. A participant may maintain a cache of electronic
contracts that it supports and registers to be notified if an electronic contract
is updated. A participant may operate independently until external events
require a resetting of the cache. Additionally, participants may pre-compute
the validity of electronic contracts and certificates implicated as part of the
- 30  shared process. The results may be cached by the participant based on

computing resources available to the participant. In a resource restricted
20




10 process and role nanmes in the electronic contract. The process owner
issues a role certificate at block 212 to a participant, thereby enabling
.the participant to participate securely in shared processes godef@8/R2005
the el ectroq{,(ggﬁﬂgyﬁact. Once an electronic contract has been created, it
must be made 15 available to participants. . Each partici paRETUSHSTHY s
with a purchase/subscribe agent 120, in order to be notified in the event
of process changes, change of authority (e.g., changes in keys), or i
security conpPORyYNBeNtr e, parHcinan nnak| wly a0 18] cRTRO®] Agendgthat eparfarons

recei ve the or vgiificdtid §5raQHHE t e electronic contract may be
distributed at 20 bl ocﬁﬁézm byaﬁg&{p’ﬁgg séds%/subscri be agent to the

regi stered partici pdnblock A220 btteckh&a®, prpesssi giapatid sipbiatelde Menihet Bgsisdey ed
process. Parti ﬁj'o%%gt %_make agcess contro] decisions based on participant
credential s rePSEPYe “P8N9FRs §F66$§§'é’§'9f r thrglestrelie ConyRPC meyher reauisedxi st .

The parti ciSpanthe P¥ceddsS OwHRK holifikd QhERRRH A h@ﬁﬁ@ﬁeé}hdstﬁ% \égﬁi a S¥icer
electronic contract, A participant may naintain a cache of “el ecty Shi'e
contracts thatd¢ierraingpolt theamdosesgi shange invalidatestthki edntrdctasne|regioreni ¢

contract is parti ci pant may, operate independently until
ext er nal eventé” %’é‘ﬁ?}f*@é a 5S§B_ﬂpﬂﬁy o%/ff'PEre Ra¢nd) JegptIgi¢alths  business

partici pants nayeqment Qifiphify présy dhbHbds amd r&k%ﬁ?rf(?oﬂ'lece@%%i@(&ﬁv o
certificates inplicated as part of the 30 shared prdcess. e results’'may. .
be cached by. tHe2RRlYtpPr@cpshichiensesd aod theonmetrigmghe eslocttards mwaiakabbe 3o t he

tici o ‘ icted 20 12/08/ 2005 WO 02/ 067176
onvi ronneny . (RReIBBEI T BRAPST hignass- SOMsrenisyany twaaer ereseier
vejification ppevessicmgesd I‘thblr[ﬂﬁrsfcﬁlSWoﬁﬁ-cﬁtréélt,oﬁnkoc%gpva{@ﬁ §é1»?cra98r_

e

process may be updated. |f the business ‘process changes, t e-si gni ng
of the el ect r GRtHICAMt rvaligityaypasiodr egxpitesd. the Tarehiveocagstovareliomothd i es

t he conpany off, e any . officer PCTI U502/ 03170 determ nes if
t he process chgllncglggielrslgg |rEc]{abt ea?%ﬂﬁe’[&ésn[‘?%cgtmarp& F@i‘g‘&ﬂds aiist VP alES y.
The conpany otémpasmisey: od)sdcABOHold! @rd MlsdBirdte Sthat A4FRE "B préddekyi Ng

process c%anges fan_d re-signi ng the electronic contract; 2) apply process
changes and t FRSAIYtONSIgRS My B ddegerad enansslly abut pmpa@itetiCautematieallyotappl v

the process CQP‘BQ&&ipa%Q.erT&’“‘ﬁHé‘tﬁ)nWﬂ'}er élggt?crmi% hc%n?re:f:g nia?/r be handled in a
manner similar to updating the shared process., with the company. officers
causing the propagation of an updated electronic contract that halts
authorization for the shared process.

. 20 The contract lifecycle described herein is symmetric with respect to the
| : parties. Any of the parties may initiate and respond to electronic contract

) lifecycle events. The present invention reduces security risks over prior art

systems by removing a trusted third party, such as a certificate authority,'

from thez system model. With the presént invention, authentication is implicit'

25  in ‘_che' relationships set by the parties according to the electronic contract.
~ Since the parties are conjoined prin.cipals, the keys of the parties have

equivalent authority to manage the shared process.

In the preceding description, various aspects of the present invention have

been described. For purpoées of explanation, specific numbers, systems and

30 configurations were set forth in order to provide a thorough understanding of the

present invention. However, it is apparent to one skilled in the art having the
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process changes. If the physical world contract, process validity period or
certificate validity period expires, the archive agent and/or the ‘
_purchase/ subscri be agent may need to be notified. If the keys arle2/08/200

conprom sed %Oﬁﬁg&rj”{)y hol es are discovered that affect the process, 15

-resol ution steps mafl e triggered. manual ly, but propagated JETOFQRPEID] y

to all participants. Term nation of the electronic contract may be handl ed
in a mnner sjimlar _ta updating the shared process, with the conpany
of ficers cau_s%"?fb?f?ﬁétﬂﬁ? G‘B‘i&g’éﬂ%ﬁhabﬁea?fewﬂa@\@mh@n oAy b Ptackieert wieutithat
halts aut hor i gRicifenidtsils. tlh%tffé?ﬁs%c@é,%&ﬁﬁnov%pﬁegﬁﬁe§%w ikttel o E&’pﬁi‘ﬁ%d

to the ﬁny 0 he

described herein is symretric with respect parties.

parties may i nPOrgefddideobss e preseast mvertioni.c contract |ifecycl e events.
The present invent igAps@HERRSF by ikl S ' .Systens_b
renoving a trusted third par.ty?ﬁgﬁ%héaggﬁ‘ééﬁépﬁ{ﬂEgiﬁﬁéﬂgh%w?&?}fw&#t he
system nodd . SAfware, @ peesbinatiomefdrath.o howeveh emtbadithénts of the impdritiohtmay i n

the rel ati onshi L eS ording to the electroni,c contract.
Since the par Hi?ﬁg‘%&ne@gﬁ %?n‘gdgﬁéod}%neﬁao%g?@? el"%@ ONoPropiapa I?!%’épefﬁa%e |
equi val ent autdeowrising at leastaye processbaredatersioeme. systent (I8cioding 98Il and

descri ption, i .aspects of the present invention have been described.
For pur poses ﬁme@ﬁ%%gﬁ%w a0AeL iSF r 9?16%5@’5? . §§/Eaéhﬁ“%mﬂ’”t dgvice, and at
configurati onfeasebre Ritpdt@elitel ProgrAaT code ' : I i ng
of the priaeni i ?ven,tio%. Hc_)wgverr,gg?it ?s aﬁ%gweﬂtspl?'g?ggéﬁ@}gﬁaﬁg%%?ﬁg art
havi ng t hd0 2ihe; Tunstigs Sassrikad Hereim apd7ganeraterompubirpastino. bdhef dutput

t hi s di scl osuy t | i t.] ' t e
Spaci 10 dot ay T meton ity Bé SRETEC 1D RKE Y ritte Bt AeBlcBE th ERGWH ISR  £8F o
sifiplified iPupeses ofdbistapplicatioor 8 prheessings syrteinnusimg itten eleEtroidicontrast of

the present i L ' I.n hardware or sof t e, _or a
conbi nati on o?l\é@g%%%%%f,ﬂag%gg %ﬁgsss%fsqcﬁeaq,ﬁgre%q e-niﬁ'g\ﬁ%‘.res'gna'

i mpl enent ed aprocesguut SR, oy rraicwcentealiet, ag applyaton adpreiit cintageatedScircuit
conpri si ng. at(ﬂ'ﬁsﬁﬁft oane.cFrocessor, a data storage system (including

vol atil e and Bhdisidl %Dr?rcé%?ry and/ or storage elenents), at |east one

i nput device, and Hie pfogearhs ongy BellibplenitRtdd  aPhiga a8 GRoGdiR domen | ed
to input data to . perform 10 the functions descri béd herein and generate
out put i nf or &N PAJEATBINNSLENGYRSS, IeroMIRuRiEsteuith B rocessing syatenbr Ther e
out put devi Cqfrografhsmayaldodsdinthlem&Red in assembly or machine language, if desired.
~ In fact, the invention is not limited in scope to any particular programming
_20 language. In any case, the language may be a.compiled or interpreted language.
The programs may be stored on a removable storage media or device
_ (e.g., floppy disk drive, read only memory (ROM), CD-ROM device, flash memory
) _ device, digital versatile disk (DVD), or other storage device) readable by a general
or special purpose programmable processing system, for configuring and
25 operating the processing system when the storage media or device is read by -tﬁe
processing system to perform the procedures described herein. Embodiments of
the invention may also be considered to be implemented as a machine-readable
storage medium, configured for use with a processing system, where the storage
medium so configured causes the processing system to operate in a specific and
30  predefined manner to perform the functions described herein.
An example of one such type of processing system is shown in Figure 4,
however, other systems may also be used and not all components of the system

shown are required for the present invention. Sample system 400 may be used,
22




pur poses of this application, a processing systemusing the electronic
contract includes any systemthat has a processor, such as, for exanple, a
~digital signal processor (DSP), a microcontroller, an applicatil®/GpEciolds
integrated cjrcuit 15 (ASIC), or a m croprocessor. 20 The prograns may be

i npl enent ed ™P %%79h | evel procedural or object oriented pPEHFSRPHY

| anguage to communi cate with a processing system The prograns may al so be
inplenented'i& assenbly or machi ne | anguage, if desired. In fact, the

i nvention is A8t examplecty gxecuiedhe Rrecessigpar embatimenty ofgthermetigd of dsHGage.

In any case, the di@RBHRISHTRYL 18 a%glﬁﬂféﬂi:é StrChhel @érﬁri%@rﬂio'na@?lg?%@th%he

progranms may be stored on a renovable storage nmedia or device Ioppy
di sk drive, r&mboshngntdeseibedirony, SanpRaysiEev4@is réprasentativienef\proctssinge,

di gital versat [ VD) , i ra I.ce)., eadab T
general or s%g%:tlggql ;dt?rségsg%grt@ggrg%ﬁ@%?@@glroggm&sﬂt eﬂ?&f @?L%\%ﬁ\' Suring
andd2§ opﬁﬁat mg'opm?ssmseamllaglesyﬁinemméleIﬂ:ﬁt’dﬂﬁafﬁm@{j élmbuggdlomefp[) sg&ﬁﬂn@e_ E
Embodi went's. of RGBS TS GMRHEr S 2o g Pae MoP G B A KRB a5 a
machi ne- r eadalplofkstationsaeeredt-of boxes] aAdIRS kO ants Brahitt fusPhag efsd BE

.system where the storage nedium so configured causes the processing
systemto opei"%?cé in a specific and 30 predefined manner to performthe

functions descri bextiglih}gr@is@a ﬁac@a@ggﬁ dghgkﬁexﬁ SV H% Qfg\%ﬁﬂ%ﬁ%f

systemis shown in ure 4, howe _ systens may so be used and
not al |l cHhpoprerert inventina. JPetsystems#Rihincludes aeodasedr 442 thehpropessesrdata

i nvention. Sagplg.s ‘ 5 02/ ;

PCy/ Usoa) 031700y Exaaarar Ao ey (BBHRa S = piertl S Aol AIRRANES
the nmet hod ofdais siggalstbeiwedreprocessoc 402 ahd atHer compaoreads ihethe eystetrhdlthe

ti tion, h as.th mbadi d i b in. Sanpl t
200 15 repr coent AT A0] iisdles SR ADRS MSDRY A6 THY BRIV .
- PENTI UM 1) 1ldnd/@ruhtérprEEadidd by ey SonA0e a5t pidy Ry aidcatieny poeesstrain2,

Cor por at i gn, ﬁilt,hou‘?h, ot her systens I ncl udi ng personal conputers 6PCS)
havi ng ot'Rer MENEiTions SPRLr datr MRy compgise woaR ferapartarmingameand/at 24 6p

DT o g e AR 31 HLR ABOT s 45 S A i o
software and/or data (not shown). A cache memory 408 may reside inside
processor 402 that stores data signals stored in memory 408. '
o A bridge/memory controller 410 may be coupled to the processor bus 404
20 and memory 406. The bridge/memory controller 410 directs data signals between
processor 402, memory 406, and other components in the system 400 and
bridges the data signals between processor bus 404, memory 406, and a first
) ~ inputfoutput (I/O) bus 412. In this embodirment, graphics controlier 413 interfaces
to a display device (not shown) for displaying images rendered or otherwise

25 processed by the graphics controller 413 {o a user.

First I/O bus 412 may comprise a single bus or a combination of multiple
buses. First /O bus 412 provides communication links between components in
system 400. A network controller 414 may be coupled to the first I/O bus 412. In
some embodiments, a display device controller 416 may be coupled to the first I/O

30 bus 412. The dispiay device controller 416 alfows coupling of a display device to
system 400 and acts as an interface between a display device (not shown) and
the system. The display device receives data signals from processor 402 through

23




10 present invention. The system 400 includes a processor 402 that
processes data signals. Processor 402 may be coupled to a processor bus
_404 that transmits data signals between processor 402 and ot herl Z00B424t5
in the systeryd@fssrpnst em 400 includes a nmenory 406. Menory 406 nmay store

I nstructions and/or data represented by data signals that n’d’fqﬁ[és" Yt ed
by processor 402. 15 The instructions and/or data may conprise code for

Verory 406 may ares teie, oBhudfal 4 6n R Wil Rt aipe, Cotiened o ey . A
cache nenory 4€gnaiaio a eseéds syateirdé00.pr ocessor 402 that stores data signals
t di 406. A bri / controller 410 may be coupled to the
b ocessor bus 404 Po5eRNE HERBHS H20chaFReTsrrage FRaRoPYS GErm PampiBelm of
directs data singltiplesbuses et sqtioRd e Bls 408 proREey aorﬂﬁﬁnicaﬁgn RhidShetween

conponents dn the s s{%gim 400 and bridges the data signals between
processor Blus 7PN PySYSERN 49Rq A defq §t°ragen¢ﬁm¢a)e2£mas( be opupled tathe | n

this enbodi mendecosd ROMUES4TO A @|b&rd 4ter 'deztmf ﬁ%gﬁe.éoﬂpr’éggb I Eé(co‘}‘nﬁg}'cge
(not shown) for displaying inmages rendered or otherw se processed by
the graphics dW§t428: |4 usengpubinterfaser425mnay be ico@pled do 412 seEondcikiEniaus #20a

- single bus or | InfdHeRd | L . Fi | £Q hus, 412 proyi des
comuni cati on T?F%%gpg@tﬁé\glen c%n%%%?é%f%&)@%?F%ﬁnhﬁéfe‘/,&%nég%ﬁa ' Wf’yeol | er
414 may be cogphisel, mouseejoysticl; or/t@ckball, 462 exdmples torpreide (Hpie dats tdthe

di spl.ay dei 4 b d to the first. /O 30 bus 412.
Therd 2pi 18 GomRllel oty AP oY cBfirgli%f i it Comies B tio sapom Do o
syst e{nh400 a{ldaretmﬁlingcsipm{aésihgmf aagiobgivae thréu 'tSﬁé @Y'nﬂﬁéil?ﬁjsfp@ﬁkerylﬁ&\tn)

an e SyS ) Vice recelves data Sl ghals I om processor
402 t hr oug% Zgﬁ%"ﬂgog da%%@'pff&%@ﬁr@@@?@@gﬁ@cgpggp&n ei2le
control ler 416 ancEribedimaits Hthe pREIen® veRidrPaiaSRistdl i edRbor the Bidbs 1O 2

user of syste%400. A second |1/ 0O bus 420 may conprise a singl eftﬁus or a
conbi nat i on oft0 fefi hrpHing, glesyonicheonitasting Agcording ta20ngrembatliment, such

“communi cafg ONpdobddshn netolyry et S : data_ st orage
devi ce 422 mai))/ be_cggﬁfamge?%e se@gw%S@Bu@4§%éé&sg§@o§¢°§e%ﬁ?g§gace.
424 may be cogisceing sequences ob irbtiuttipnsinsmétdry A04ds eSudhnipstrudtivhe rhac Be425
-may be coupl I us,.420. The user, input. interface, may be
coupled to aq‘égae?ntpﬁﬁﬁﬁbg@ﬂgéo%%t% c&m&%frgagﬂﬁﬁ%é'ymﬂgé,asj- 8tick,
or trackbal | ,stérage elemivpl 422, tor from \dndehar rioutced @aath ndiericl BortfuNBH 48, St em

An audi o controller 7 be coupled to the second |/ O bus
- .exampﬁa. gcec&?% of the se quences of instructions causes processor 402 fo

20 execute electronic confract processing according to embodiments of the present

invention. In an alternative embodiment, hardware circuitry may be used in place

of or in combination with software instructions to implement embodiments of the
) present invention. Thus, the present invention is not limited to any specific

combination of hardware circuitry and software. .

25 The elements of system 400 perform their conventional functions in a
manner well-known in the art. In particular, data storage device 422 may be used
to provide long-term storage for the executable instructions and data structures for
handling electronic contracts in accordance with the present invention, whereas
memory 406 is used to store on a shorter term basis the executable instructions

30 for handling electronic contracts in accordance with the present invention during
execution by processor 402,

While this invention has been described with reference to illustrative

embodiments, this description is not intended to be construed in a limiting sense.
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for handling processing of audio signals through one or nore | oudspeakers
(not shown). A bus bridge 428 couples first 1/O bridge 412 to second 1/0O
_bridge 420. Enbodi nents of the present invention are rel ated to1t}h#08¢&05
the system QQQOL&E_QandIing el ectronic contracts. According to one

enbodi nent, such T8 processing may be perforned by the syst #GTABO2/93176
response to processor 402 executing sequences of instructions in nenory

404. Such inst{uctions..pay. be ead into nmepory 404 from anot her
conput er - r eadag#@dr?eqa?q]ﬁ%x’gﬂﬁ ﬁf&? '@ﬁféf”@s%fﬁ?%@@eﬂféva%yeﬂaa other from anot her
source Vi a t heembodimektsasinihe PveRford Whichi0& aﬁ%égéﬁmb%r@ﬁggﬂglwﬂl @L 26
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sequences of instryctions causes processor execute el ectronic
contract proc eﬂ@fﬂﬁ B‘%lﬁ‘é%ﬁ’é?ﬂﬁ Getiaing g dearaed 9 liefwithinetherspirdiaind scopeeoftthen. | n
an al ternati venemedi nent, hardware circuitry nay be used in place of or
in conbinatjon with software instructions to inplenent enbodi nents of the
present invention. Thus, the present invention is not limted to any
specific conbination of hardware circuitry and software. 25 The el enents
of system 400 performtheir conventional functions in a manner well-known
.in the art In particular, data storage device 422 nmay be used to provide
| ong-term storage for the executable instructions and data structures for
handl i ng el ectronic contracts in accordance with the present invention,
whereas nenory 406 is used to store on a shorter. termbasis the executable
instructions 30 for handling electronic contracts in accordance with the
present invention during execution by processor 402. Wiile this invention
has been described with-reference to illustrative enbodinents, this
degcription is not intended to be construed in a limting sense. 24
127 08/ 2005 WO 02/ 067176 PCTI US02/ 03170 Various nodifications of the
illustrative enbodinents, as well as other enbodinents of the invention,
whi ch are apparent to persons skilled in the art to which the inventions
pertains are deened to lie within the spirit and scope of the invention. 5
25 X12 AUG 2005 Clains Wat is clainmed is: 1. A system for managing a
lifecycle of an electronic contrast conprising:

25




at least two parties to share a business process represented by the
el ectronic contract, each of the parties conprising at |east one
participant for performng an elenment of the shared business process, each

of the parties exchanging key fingerprints associated with the 4l '
contract, negotiating the electronic contract, and digitally si gﬁi%gﬂg?ﬂ%

verifying the electronic contract using the key fingerprints; a role
certificate for presentation by a first participant of a first party to a
second participant of a second party'tﬁékmﬂﬁfy, according to trust riles
defined in the electronic contract, that the first participant is

aut hor i zeWh#f ipslaieediszat | east part of the shared business process; an
archive agent coupled to the parties to store the signed and verified

el ectroni ¢ cont KagtiemA0FuAn i ARe)IubES] UBSrARSRnaRBMBtsihg. t he archi ve

agent and the parties to recelve registrations fromthe participants-in

order for th rticipants.t e notifie f o) . s to the
shar ed busi @5@6‘?883‘3‘&%‘@?&%&3’%& Sﬁrﬂ%%f??fggﬂ%ggggeﬁ%ﬁhgg%pro ses,
and to di strié)?_ute t he signed an%@verifie,d,ele tronic .contract t he

regi st er cBAYA ERRAFBIH COMPEBAF Fegstioge RabigmantIor RedoTRE 1 FlER € 2. The

systemof claim1l, wherein the parties cross-check each other's digital
si gnat ur eshamd husiness processtiach efthe parties @xchmging key Sngenprinds assegiated Willr ei n t he
parties determne ternms and conditions of the electronic contract and
defi ne al thoekbirenit obteact, Gleggtiiting dicpdeuidnRGnREACARIdigittlysitning 24
verifying the electronic contract using the key fingerprints;

a role certificate for presentation by a first participant of a first party to a second
participant of a second party to verify, according to trust riles defined in the electronic
contract, that the first participaﬁt is authorized to perform at least part of the shared
business process;

| an archive agent coupled to the parties to store the signed and verified electronic
contract; and |
a purchase/subscribe agent coupled to the archive agent and the parties to receive
- registrations from the farticipants in order for the participants to be notified of at Ieast
one of changes to the shared business process, change of authority, and security
compromises, and to distribute the signed and verified electronic contract to the
registered participants according to a publish and subscribe model.
2. The system of claim 1, wherein the parties cross-check each other's digital
signatures on the electronic contract

3. The system of claim I, wherein the parties determine terms and conditions of

the electronic contract and define allowable roles for participants and process elements.
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