
1 8 JUL 2006 DESCRIPTION PORTABLE INFORMATION RECORDING MEDIUM AND
AUTHENTICATION METHOD THEREFOR 5 TECHNICAL FIELD The present invention
relates to a portable information  recording medium and an authentication
method for the same and,  more specifically, an authentication method for
authenticating 10 validity of an IC card when accessing the IC card from
external  equipment and an IC card which is suitable for such an
authentication method. BACKGROUND ART 15 A portable information recording
medium typified by an  IC card has rapidly spread in conjunction with
downsizing of  technology, and it is only a matter of time before IC cards
become  prevalent on an individual general user basis one by one. Thus,  as
portable information recording media such as IC cards have 20 increasingly
come to be used as a tool that is essential in social  life, security comes
into important question. To access an IC  card, a so-called reader/writer
device is used, and a computer  system carries out an exchange of data with
the inside of the  IC card via this reader/writer device. Normally, when an
IC card 25 is inserted into a reader/writer device, processing is executed
for authenticating each other. Authentication of an IC card from a
reader/writer device  is normally made according to a method in which
arbitrary  authentication data (using random numbers) is provided from the
30 reader/writer device to the IC card together with an  authentication
command, and it is verified whether or not the  IC card makes a correct
response. Concretely, a public key  cryptosystem is used, and a secret key a
is stored inside an  authentic IC card in advance, authentication data
(arbitrary 35 random numbers) provided in the reader/writer device is
encoded  by using this secret key a, and encoded data thus obtained is 1 1 8
JUL 2006 



fed-back as a response. Then, the reader/writer device decodes  this encoded
data that has been fed-back as a response, and  authenticates the IC card
based on a judgment whether or not  data obtained through this decoding
process agrees with the  5 original authentication data. The secret key a
stored in the IC card is normally  structured so as not to be externally
read out by any method,  so that it is very difficult to imitate an IC card
having a  correct secret key a. Therefore, according to the above 10
mentioned method, if data that is obtained by decoding the encoded data
fed-back as a response agrees with the original  authentication data, it is
authenticated that an IC card is not  fake. As mentioned above, logically, a
secret key a stored in  15 an IC card is prevented from being externally
read out by any method. However, in reality, there is a method for
externally  detecting a secret key a stored in an IC card in a
nondestructive  manner by analyzing physical phenomena (for example,
electric  power consumption) in operation of the IC card. For example, 20 a
method called DPA (Differential Power Analysis) is based on  a principle in
which, by statistically analyzing a waveform of  electric power consumption
of an IC card, the contents of a  secret key a are estimated. Concretely, in
a condition where  a measuring system for measuring electric current
consumption 25 inside an IC card is connected to a power supply terminal,
etc. ,  of the IC card, predetermined authentication data is repeatedly
sent from a reader/writer device, an encoding operation using  a secret key
a is executed inside the IC card, and a power  consumption waveform at this
point is analyzed, whereby the 30 contents of the secret key a are
statistically detected. An object of the present invention is, therefore, to
provide an authentication method for a portable information  recording
medium, by which reliable security against illegal  analyzing methods as
mentioned above can be secured. 35 2 1 8 JUL 2006 



DISCLOSURE OF THE INVENTION (1) The first feature of the present invention
resides  in an authentication method for authenticating a portable 5
information recording medium as valid when external equipment  accesses the
portable information recording medium,  comprising: an operation defining
step for determining a first key  a, a second key 0, an encoding operation,
and a decoding  10 operation so that encoded data C is obtained by executing
the encoding operation using the first key a for arbitrary  authentication
data R and data identical to the authentication  data R is obtained by
executing the decoding operation using  the second key (3; 15 a medium
preparing step in which the first key a is stored  in the portable
information recording medium, and a processing  function for executing the
encoding operation is prepared for  the portable information recording
medium; random number transmitting step in which the external  20 equipment
generates a random number or numbers, and the random  number or numbers are
transmitted to the portable information  recording medium as authentication
data R; an authentication data storing step in which the  transmitted
authentication data R is received and stored in a  25 predetermined storing
location inside the portable information  recording medium; a judging step
in which it is investigated whether or not  a newly transmitted
authentication data R agrees with  previously stored authentication data R
in the portable 30 information recording medium, and when it is determined
that  the newly transmitted authentication data R disagrees with any  of the
previously stored authentication data R, it is judged  that encoding is
permitted; an encoding step in which, when encoding is permitted in  35 the
judging step, the encoding operation using the first key  a is executed for
the transmitted authentication data R, and 3 1 8 JUL 2006 



resulted encoded data C is returned to the external equipment;  a decoding
step in which the decoding operation using the second key ~ is executed in
the external equipment for the  encoded data C that has been returned from
the portable  5 information recording medium; and an authenticating step in
which, when data identical to  the authentication data R transmitted in the
random number  transmitting step is obtained as a result of the decoding
operation, the portable information recording medium is  10 authenticated as
valid. (2) The second feature of the present invention resides  in the
authentication method for authenticating a portable  information recording
medium according to the first feature,  wherein: 15 prior to the
authentication data storing step, the judging  step is carried out for the
authentication data R that has been  transmitted in the random number
transmitting step, and only  when encoding is permitted in the judging step,
the  authentication data storing step is carried out. 20 (3) The third
feature of the present invention resides  in the authentication method for
authenticating a portable  information recording medium according to the
first or second  feature, wherein: a plural number n of storing locations at
which  25 authentication data R can be stored are prepared in the portable
information recording medium, and only the latest n pieces of
authentication data R are stored in the authentication data  storing step.
(4) The fourth feature of the present invention resides  30 in a portable
information recording medium having a function  for executing a
predetermined encoding operation for  authentication data R when the
authentication data R has been  transmitted together with an authentication
command from  external equipment and returning encoded data C resulting from
35 the encoding operation to the external equipment as a response,
comprising: 4 



1 8 JUL 2006 a command receiving part for receiving commands  transmitted
from the external equipment; an authentication data storing part for storing
the  authentication data R; 5 a secret key storing part for storing a secret
key a to  be used for the encoding operation; a disagreement confirming part
for confirming  disagreement between authentication data R that has been
stored  in the authentication data storing part and newly received 10
authentication data R when the command receiving part has  received the
newly received authentication data R together with  an authentication
command; an authentication data writing part for writing the newly  received
authentication data R that the command receiving part  15 has received into
the authentication data storing part; an encoding operation part for
obtaining encoded data C  by executing an encoding operation for the newly
received  authentication data R by using the secret key (err) stored in the
secret key storing part on condition that disagreement has been  20
confirmed at the disagreement confirming part; and a response transmitting
part for transmitting a response  including the encoded data C to the
external equipment. (5) The fifth feature of the present invention resides
in the portable information recording medium according to the  25 fourth
feature, wherein: writing of the newly received authentication data R is
carried out at the authentication data writing part on condition  that
disagreement has been confirmed by the disagreement  confirming part. 30 (6)
The sixth feature of the present invention resides  in the portable
information recording medium according to the  fourth or fifth feature,
wherein: a plural number n of storing locations are prepared in  the
authentication data storing part so that a plural number  35 n of pieces of
authentication data R can be stored; and the authentication data writing
part executes processing 



5 1 8 JUL 2006 for writing target authentication data R into respective
storing locations, and when all of the plural number n of storing  locations
are occupied, rewrite processing is applied to a  storing location at which
the oldest authentication data R has  5 been written. BRIEF DESCRIPTION OF
THE DRAWINGS Fig. 1 is a block diagram showing general procedures for
authenticating a portable information recording medium (IC  10 card) 100
from external equipment (reader/writer device) 200 in a condition where the
IC card 100 and the reader/writer device  200 are electrically connected to
each other upon inserting the  IC card 100 into the reader/writer device
200; Fig. 2 is a block diagram showing components of a portable  15
information recording medium (IC card) 100 of the invention and  external
equipment (reader/writer device) 200 in a condition  where the IC card 100
is connected to the reader/writer device  200; Fig. 3 illustrates diagrams
showing a construction  20 example of an authentication data storing part
130 and a storage example of authentication data inside the portable
information  recording medium (IC card) 100 shown in Fig. 2; and Fig. 4 is a
flowchart showing basic procedures of an  authentication method for a
portable information recording  25 medium relating to the invention. BEST
MODE FOR CARRYING OUT THE INVENTION  Hereinafter, the present invention will
be described with reference to the accompanying drawings. First, with
reference  30 to the block diagram of Fig. 1, the basic principle of an
authentication method that has been conventionally carried out  in a general
portable information recording medium (more  specifically, an IC card) is
described. In this authentication  method, a public key cryptosystem using a
paired key composed  35 of a secret key and a public key is employed. Fig. 1
is a block diagram showing general procedures for 6 



1 B JUL 2006 authenticating a portable information recording medium (IC
card) 100 from external equipment (reader/writer device) 200  in a condition
where the IC card 100 and the reader/writer device  200 are electrically
connected to each other by inserting the 5 IC card 100 into the
reader/writer device 200. In this  illustrated example, a first key a
(secret key) is stored in  advance in the IC card 100, and a second key Q
(public key) is  stored in advance in the reader/writer device 200. Herein,
the  first key a is a key unique to a holder who holds this IC card 10 100,
which is a secret key that has not been made public. On  the other hand, the
second key 13 is a key that has been made  public although the key is unique
to the holder. Therefore, it  is not necessary to always store the second
key 0 in the  reader/writer device 200, and the second key (3 may read from
15 other locations (for example, a host computer) as necessary.  The IC card
100 is provided with a function for encoding  arbitrary data by using the
first key a, and the reader/writer  device 200 is provided with a function
for decoding the encoded  data by using the second key (3 20 Furthermore,
the reader/writer device 200 is provided  with a function for generating
random numbers, and random  numbers generated by the reader/writer device
200 are  transmitted to the IC card 100 as authentication data R together
with an authentication command. The IC card 100 executes an 25 encoding
operation for the authentication data R thus  transmitted by using the first
key a, whereby encoded data C  is generated. The encoded data C is uniquely
determined based  on the authentication data R on condition that the first
key  a is used. The IC card 100 returns the encoded data C thus 30 obtained
to the reader/writer device 200 as a response to the  authentication
command. The reader/writer device 200 executes  a decoding operation for the
encoded data C thus transmitted  by using the second key p. If data obtained
by this decoding  operation agrees with the original authentication data R,
the  35 IC card 100 is authenticated as valid. Needless to say, it is
necessary to specify the first key 



7 1 8 JUL 2006 a, the second key F3, an encoding operation, and a decoding
operation in advance in order to make such an authentication  method
available. Namely, it is necessary to determine the first  key a, the second
key (3, the encoding operation, and the decoding 5 operation in advance so
that an encoded data C is obtained by  executing the encoding operation
using the first key a for an  arbitrary authentication data R, and a data
identical to the  authentication data R is obtained by executing the
decoding  operation using the second key J3 for the decoded data C. In
other. 10 words, the first key a and the second key 0 need to compose a
paired key corresponding to a secret key and a public key in  a public key
cryptosystem, and an encoding operation to be  executed at the IC card 100
and a decoding operation to be  executed at the reader/writer device 200
need to correspond to 15 an encoding operation and a decoding operation in
this public  key cryptosystem. Since random numbers are used for
authentication data R  to be generated at the reader/writer device 200, the
contents  of authentication data to be provided for the IC card 100 differs
20 each time. Therefore, the contents of the encoded data C that  is
returned from the IC card 100 as a response also differs each  time.
However, as long as the IC card 100 executes a correct  encoding operation
by using a correct secret key a, by executing  a correct decoding operation
at the reader/writer device 200 25 by using a correct public key (3, decoded
data agrees with the  original authentication data R. Therefore, regardless
of  numbers used in the original authentication data R,  authentication for
the IC card 100 is possible. Furthermore,  logically, since the secret key a
stored in the IC card 100 30 is never externally read out, it appears that
sufficient  security is secured. However, in actuality, as aforementioned, a
method for  statistically analyzing electric current consumption of an IC
card is used, it becomes possible to externally detect the 35 contents of
the secret key a stored in the IC card 100. For  



example, when authentication data R of "11111111" is repeatedly 8 1 8 JUL
2006 provided for the IC card 100 and a waveform of electric current
consumption at this point inside the IC card 100 is repeatedly  measured, a
certain pattern is statistically obtained. Likewise,  when authentication
data R of "00000000" is repeatedly provided 5 for the IC card 100 and a
waveform of electric current  consumption inside the IC card 100 at this
point is repeatedly  measured by an electric measuring method, a certain
pattern is  also statistically obtained. By analyzing such a pattern, the
contents of the secret key a stored inside can be estimated  10 by analogy.
In order to nullify such an illegal analyzing method,  according to the
invention, an encoding operation inside the  IC card 100 is rejected when
identical authentication data R  is repeatedly provided for the IC card 100.
For example, in the 15 above-mentioned example, on the assumption that
authentication  data R of "11111111" is provided in a first authentication
command, an encoding operation using the secret key a is  executed in
response to this first authentication command, and  encoded data C thus
obtained is returned as a response, and if 20 identical authentication data
P of "11111111" is provided in  the second and following authentication
commands, the  authentication commands are rejected, and an encoding
operation  using the secret key a is not executed. Of course, a normal
response cannot also be obtained. 25 With such a mechanism, since it becomes
impossible to  repeatedly execute an encoding operation using identical
authentication data R, it becomes difficult to analyze the  waveform of
electric current consumption according to a.  statistical method. 30 In
order to achieve this object, an IC card 100 may be  constructed as shown in
the block diagram of Fig. 2. This block  diagram of Fig. 2 shows a condition
where an IC card 100 (portable  information recording medium) relating to
the invention is  connected to a conventional general reader/writer device
200 



35 (external equipment) . As shown in the figure, the IC card 100  relating
to the present embodiment comprises command receiving 9 76 JUL 2006 part
110, authentication data writing part 120, authentication  data storing part
130, disagreement confirming part 140,  encoding operation part 150, secret
key storing part 160, and  response transmitting part 170. On the other
hand, the 5 reader/writer device 200 comprises command transmitting part
210, authentication data generating part 220, response  receiving part 230,
decoding operation part 240, public key  storing part 250, and
authenticating part 260. Of course, those  shown in Fig. 2 are only
components that are necessary for 10 executing authentication processing of
the invention, so that  an actual IC card and an actual reader/writer device
are  provided with other components for executing their original  functions
as an IC card and a reader/writer device. The reader/writer device 200 shown
in Fig. 2 is a  15 conventional general reader/writer device. Namely, a
conventional reader writer device can be used as it is for  carrying out the
invention. The authentication data generating  part 220 is, in actuality,
means for generating random numbers,  and random numbers generated herein
are provided for the IC card 20 100 as authentication data R. That is, the
authentication data  R generated as random numbers is transmitted from the
command  transmitting part 210 to the command receiving part 110 together
with an authentication command. The IC card 100 is a portable  information
recording medium having a function for applying a 25 predetermined encoding
operation to authentication data R when  the authentication data R has been
transmitted together with  an authentication command as mentioned above and
for returning  encoded data C that results from the encoding operation as a
response, wherein encoded data C as a response is transmitted 30 from the
response transmitting part 170 to the response  receiving part 230. The
reader/writer device 200 applies a decoding operation  to the encoded data C
that has been thus returned. That is, by  



using the public key R stored in the public key storing part 35 250, a
decoding operation is executed for the encoded data C  at the decoding
operation part 240. Decoded data that results 10 1 8 JUL 2006 from this
operation is compared at the authenticating part 260  with the original
authentication data R generated by the  authentication data generating part
220, and when they agree  with each other, the IC card 100 is authenticated
as valid in  5 the same manner as aforementioned. On the other hand,
processing of an encoding operation  to be executed at the IC card 100 is
also basically the same  as aforementioned. That is, authentication data R
received in  the command receiving part 110 is provided for the encoding 10
operation part 150 and encoded. The secret key storing part 160  stores a
secret key a. The encoding operation part 150 reads-out  the secret key U.
from this key storing part 160, and executes  an encoding operation for the
authentication data Rand executes  processing for determining encoded data C
by using this secret 15 key a. Determined encoded data C is transmitted as a
response  from the response transmitting part 170. However, when the
encoding operation part 150 executes  this encoding operation, permission of
the disagreement  confirming part 140 is required. In other words, even if
20 authentication data R is provided for the command receiving part  110,
unless a signal indicating permission for an encoding  operation of this
authentication data R is provided from the  disagreement confirming part
140, the encoding operation part  150 does not execute an encoding
operation. The disagreement 25 confirming part 140 judges whether or not the
authentication  data R newly provided for the command receiving part 110
agrees  with previously provided authentication data R, and only in the
case of disagreement, a signal indicating permission for an  encoding
operation is provided for the encoding operation part 30 150. For such a
judgment at the disagreement confirming part  140, it is necessary to
accumulate and store authentication data  that has been provided heretofore.
Such accumulation processing  



is executed by the authentication data writing part 120 and the
authentication data storing part 130. The authentication data 35 storing
part 130 has storage locations for accumulating and  storing a plurality of
pieces of authentication data R that have 11 18 JUL 2006 been provided
heretofore, and the authentication data writing  part 120 executes
processing for successively writing  authentication data R that the command
receiving part 110 has  received into the authentication data storing part
130. 5 Of course, when this IC card 100 is initially used,  authentication
data R has not been accumulated in the  authentication data storing part
130, however, each time  authentication data R is transmitted together with
an  authentication command from the command transmitting part 210, 10 the
authentication data R is written into the authentication  data storing part
130 by the authentication data writing part  120. When the command receiving
part 110 has received  authentication data F together with an authentication
command,  the disagreement confirming part 140 confirms disagreement 15
between the authentication data R that has or have been stored  in the
authentication data storing part 130 and newly received  authentication data
R, and provides a signal indicating  permission for an encoding operation
for the encoding operation  part 150. The encoding operation part 150
executes an operation 20 for obtaining encoded data C by executing an
encoding operation  for the newly received authentication data R by use of
the secret  key a that has been stored in the secret key storing part 160
on condition that disagreement has been confirmed at this  disagreement
confirming part 140. 25 In this embodiment, the authentication data writing
part  120 writes newly received authentication data P on condition  that
disagreement confirming part 140 has confirmed  disagreement of the newly
received authentication data R.  Namely, when the command receiving part 110
has received new 30 authentication data R together with an authentication
command,  first, the disagreement confirming part 140 executes processing  



for confirming disagreement, and only when disagreement has  been confirmed,
the authentication data writing part 120 writes  this authentication data R
into the authentication data storing 35 part 130. On the contrary, when
agreement has been confirmed  at the disagreement confirming part 240, the
authentication 12 1 8 JUL 2006 data writing part 120 does not write this
authentication data  R. Such an operation is useful for eliminating
redundancy from  data inside the authentication data storing part 130.
Namely,  data identical to that which has already been stored in the 5
authentication data storing part 130 is prevented from being  written again.
In practical use, the memory capacity of the IC card 100  is finite and, of
course, the storage capacity of the  authentication data storing part 130 is
also finite. Therefore, 10 when the IC card 100 is used for a long period of
time, repeatedly  inserted into a reader/writer device and repeatedly
authenticated, the free space inside the authentication data  storing part
130 is gradually reduced, and finally, all of the  space is occupied by
written authentication data R. In such a 15 case, processing may be executed
by which only the latest  authentication data R is left inside the
authentication data  storing part 130, and other data is rewritten in order
from the  oldest data. For example, in a case where a plural number n of
storing locations at which authentication data R can be stored 20 have been
prepared inside the authentication data storing part  130, only the last n
pieces of authentication data R may be stored.  Namely, until the free space
is completely occupied, processing  for successively writing target
authentication data R into the  respective storing locations is executed,
and after all of the 25 plural number n of storing locations are completely
occupied,  rewrite processing may be applied to a storing location at which
the oldest authentication data R has been written. Fig. 3 illustrates
diagrams showing an example of such  rewrite processing. First, as shown in
diagram (a), in a case  30 where a plural number n of pieces of
authentication data shown 



by storing location numbers _1 through 3 have been prepared, when  three
pieces of authentication data R(1), R(2), and R(3) are  provided in order,
these pieces of data are written into the  storing location numbers 1, 2,
and 3 in order as shown in the 35 figure. Herein, the last written location
can be shown by a  pointer P. Subsequently, for example, when new
authentication 13 1 8 JUL 2006 data R (4) has been provided, the data is
written into the storing  location number 4 next to the last written
location shown by  the pointer P, and the pointer P is updated. The diagram
(b)  shows a condition where all of the n pieces of authentication 5 data
R(l) through R(n) have been written after writing is thus  carried out in
order. In this condition, when next  authentication data R(n+l) has been
provided, as shown in  diagram (c) , the oldest authentication data R(1) at
the position  of the storing location number 1 may be rewritten. The diagram
10 (d) shows a writing condition when new pieces of authentication  data
R(n+2) and R(n+3) have been further provided. By executing  such rewrite
processing, the latest n pieces of authentication  data are always
accumulated and stored. Fig. 4 is a flowchart showing procedures of an  15
authentication method for a portable information recording  medium relating
to the invention. Of course, when carrying out  the procedures shown in Fig.
4, it is necessary in advance to  prepare a portable information recording
medium (IC card 100)  that has a function for executing a predetermined
encoding 20 operation by using the secret key a, and it is also necessary
in advance to prepare external equipment (reader/writer device  200) to
access this recording medium. When the IC card 100 is inserted into the
reader/writer  device 200, first, in step S1, authentication data R (random
25 numbers) is generated at the reader/writer device 200, and in the next
step S2, this authentication data R is transmitted to  the IC card 100. In
actuality, as mentioned above, the  authentication data R is transmitted to
the IC card 100 together  with an authentication command. After the IC card
100 receives 



30 this authentication data R in step S3, in the next step S4,  agreement of
this data with past n pieces of authentication data  R is judged (of course,
if the number of pieces of authentication  data accumulated in the
authentication data storing part 130  has not reached n yet, agreement with
authentication data R that 35 has been accumulated up to this point of time
may be made).  Herein, when disagreement of the new data with any of the 14
1 8 JUL 2006 authentication data R that has been accumulated is judged, the
process proceeds from step S5 to step S6, and processing for  writing this
newly received authentication data R into the  authentication data storing
part 130 is executed. Thus, 5 previous to authentication data writing
processing of step S6,  agreement judgment of step S4 is carried out, and
only in the  case where disagreement is judged, writing processing of step
S6 is executed. This is, as mentioned above, in order to prevent  redundancy
of authentication data R accumulated in the 10 authentication data storing
part 130 (in order to avoid  overlapped writing of identical data)- Next, in
step S7, an  encoding operation using the secret key a is executed for this
authentication data R, and encoded data C obtained by this  operation is
transmitted as a response in step S8. 15 The reader/writer device 200
receives this encoded data  C transmitted as a response in step S9, and
executes a decoding  operation using a public key (err) for this encoded
data C in step  S10. Then, in step 511, agreement between a decoded data
that  has been obtained as a result of this decoding operation and 20 the
original authentication data R (random numbers generated  in step S1) is
judged. When they agree with each other, the  process proceeds from step S12
to step S13 and the  authentication results in success. On the other hand,
when they  do not agree with each other, the process proceeds from step  25
S12 to S14 and the authentication results in failure. On the other hand, as
a result of agreement judgment made  at the IC card 100 in step S4, when
agreement with any of the  pieces of authentication data R that has
accumulated in the  



authentication data storing part 130 has been judged, the 30 process
proceeds from step S5 to step 515, and an error signal  is transmitted to
the reader/writer device 200 as a response.  In this case, the reader/writer
device 200 receives an error  signal as a response in step 516, and
therefore, executes  predetermined error processing in the next step S17. 35
By carrying out authentication for the IC card 100  according to these
procedures, only when it is judged in step 15 1 8 JUL 7006 S4 that newly
provided authentication data R disagree with the  past n pieces of
authentication data R, an encoding operation  is executed in step S7.
Therefore, it becomes possible to  nullify execution of an illegal analyzing
method in which 5 identical authentication data R is repeatedly provided for
the  IC card 100, and electric power consumption at this point is
repeatedly measured, and the secret key oc is statistically  estimated. The
present invention has been described based on the  10 illustrated embodiment
as in the above, however, the invention  is not limited to this embodiment,
and the invention can be  carried out in various other modes. For example,
in the  above-mentioned embodiment, an example in which authentication  for
IC card is carried out via a reader/writer device has been 15 described,
however, the present invention can be widely applied  to cases where
authentication for general portable information  recording media is carried
out from external equipment. As described above, according to the
authentication  method for portable information recording media relating to
the  20 present invention, sufficient security can be secured against
illegal analyzing methods. INDUSTRIAL APPLICABILITY The present invention
provides a new method for  25 authenticating a portable information
recording medium when external equipment accesses the portable information
recording  medium such as an IC card. Therefore, the invention can be widely
applied in fields using various portable information media. The  



invention is optimally used for a commercial transaction IC card 30 for
which sufficient security against illegal analyzing methods  is demanded. 16
CLAIMS 18 JUL 2006 1. An authentication method for authenticating a portable
information  recording medium (100) as valid when external equipment (200)
accesses 5 said portable information recording medium in a condition where
said  portable information recording medium (100) is inserted into said
external  equipment (200), comprising: an operation defining step for
determining a first key (a), a second  key (A an encoding operation, and a
decoding operation so that encoded  10 data (C) is obtained by executing
said encoding operation using said first key (a) for arbitrary
authentication data (R) and data identical to said  authentication data (R)
is obtained by executing said decoding operation  using said second key ( ~
); a medium preparing step in which said first key (a) is stored in the  15
portable information recording medium (100), and a processing function for
executing said encoding operation is prepared for the portable information
recording medium; random number transmitting step (S1 and S2) in which said
external  equipment (200) generates a random number or numbers, and said
random  20 number or numbers are transmitted to the portable information
recording medium (100) as authentication data (R) together with an
authentication  command; an authentication data storing step (S6) in which
said transmitted  authentication data (R) is received and stored in a
predetermined storing  25 location (130) inside the portable information
recording medium (100)' a judging step (S4 and SO in which it is
investigated whether or not  a newly transmitted authentication data (R)
agrees with previously stored  authentication data (R) in the portable
information recording medium (100),  and when it is determined that the
newly transmitted authentication data 30 (R) disagrees with any of the
previously stored authentication data (R), it is  judged. that encoding is
permitted; an encoding step (S7 and SS) in which, when encoding is permitted
in said judging step, the encoding operation using the first key (a) is  



executed for the transmitted authentication data (R), and resulted encoded
35 data (C) is returned to the external equipment (200); a decoding step
~(S9 and S10) in which the decoding operation using 17 1 8 JUL 2006 the
second key ($i ) is executed in the external equipment (200) for the
encoded data (C) that has been returned from the portable information
recording medium (100); and an authenticating step (S11 through S14) in
which, when data  5 identical to the authentication data (R) transmitted in
said random number  transmitting step is obtained as a result of said
decoding operation, the  portable information recording medium (100) is
authenticated as valid. 2. The authentication method according to claim 1,
wherein: 10 prior to the authentication data storing step (S6), the judging
step  (S4) is carried out for the authentication data (R) that has been
transmitted  in the random number transmitting step (Si and S2), and only
when  encoding is permitted in the judging step, the authentication data
storing  step (Sc) is carried out. 15 3. The authentication method according
to claim 1 or 2, wherein: a plural number n of storing locations (130) at
which authentication  data (R) can be stored are prepared in the portable
information recording  medium (100), and only latest n pieces of
authentication data (R) are stored  20 in the authentication data storing
step (S6). 4. A portable information recording medium having a function for
executing a predetermined encoding operation for authentication data (R)
when the authentication data (R) has been transmitted together with an 25
authentication command from external equipment and returning encoded  data
(C) resulting from the encoding operation to the external equipment as  a
response in a condition where said portable information recording medium  is
inserted into said external equipment, comprising: a command receiving part
(110) for receiving commands transmitted  30 from said external equipment
(200); an authentication data storing part (130) for storing said
authentication data (R); a secret key storing part (160) for storing a
secret key (a) to be used  for said encoding operation; 
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JUL 1006 data storing part and newly received authentication data (R) when
the  command receiving part (110) has received said newly received
authentication data (R) together with an authentication command; an
authentication data writing part (120) for writing said newly  5 received
authentication data (R) that the command receiving part (110) has  received
into said authentication data storing part (130); an encoding operation part
(150) for obtaining encoded data (C) by  executing an encoding operation for
said newly received authentication data  (R) by using the secret key (a)
stored in the secret key storing part (160) on 10 condition that
disagreement has been confirmed at the disagreement  confirming part (140);
and a response transmitting part (170) for transmitting a response
including said encoded data (C) to the external equipment (200). 15 5. The
portable information recording medium according to claim 4,  wherein:
writing of the newly received authentication data (R) is carried out at  the
authentication data writing part (120) on condition that disagreement  has
been confirmed by the disagreement confirming part (140). 20 6. The portable
information recording medium according to claim 4 or 5,  wherein: a plural
number n of storing locations are prepared in the  authentication data
storing part (130) so that a plural number n of pieces of  25 authentication
data (R) can be stored; and the authentication data writing part (120)
executes processing for  writing target authentication data (R) into
respective storing locations, and  when all of the plural number n of
storing locations are occupied, rewrite  processing is applied to a storing
location at which an oldest authentication  30 data (R) has been written. 19


