1 8 JUL 2006 DESCRI PTI ON PORTABLE | NFORVATI ON RECORDI NG MEDI UM AND
AUTHENTI CATI ON METHOD THEREFOR 5 TECHNI CAL FI ELD The present invention
relates to a portable information recording medium and an aut heht/Ut 3806 on
met hod for the same and, nore specifically, an authentication method for
aut henticating 10 validity of an I C card when accessing the I1C card from
external equipnent and an I C card which is suitable for such an

aut henti cati on nmet hod. BACKGROUND ART 15 A portable information recording
mediumtypified by an 1C card has rapidly spread in conjunction with
downsi zing of technology, and it is only a matter of tinme before IC cards
becone preval ent on an i ndivi dual Pgeret 8T I@8er basis one by one. Thus, as
portabl e informati on recordi ng nedia such as | C cards have 20 increasingly
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JUL 2006 authentication method.

BACKGROUND ART

15 A portable information recording medium typified by an
IC card has rapidly spread in conjunction with downsizing of
technology, and it isonly amatter of time before IC cards become
prevalent on an individual general user basis one by one. Thus,
as portable information recording media such as IC cards have

20 increasingly come tobeusedas a tool that isessential insocial
life, security comes into important question. To access an IC
card, a so-called reader/writer device is used, and a computer
system carries out an exchange of data with the inside of the
IC card via this reader/writer device. Normally, when an IC card

25 1is inserted into a reader/writer device, processing is executed
for authenticating each other.

Authentication of an IC card from a reader/writer device
is normally made according to a method in which arbitrary
authentication data (using random numbers) is provided from the

30 reader/writer device to the IC card together with an
authentication command, and it is verified whether or not the
IC card makes a correct response. Concretely, a public key
cryptosystem 1is used, and a secret key O is stored inside an
authentic IC card in advance, authentication data (arbitrary
35 random numbers) provided in the reader/writer device is encoded

by using this secret key o, and encoded data thus obtained is



fed-back as a response. Then, the reader/witer device decodes this encoded
data that has been fed-back as a response, and authenticates the |IC card
based on a judgnment whether or not data obtained through this decodin
process agrees with the 5 original authentication data. The sepﬂﬁﬂtﬂﬂg a
stored in the ICcard is normally structured so as not to be externally
read out by any nethod, so that it is very difficult toimtate an IC card
having a correct secret key a. Therefore, according to the above 10
mentioned nmethod, if data that is obtained by decoding the encoded data
fed-back as a response agrees with the original authentication data, it is
aut hent i cafedt-bdak amal Ceeppdses Hogn, fidike reAdementrildgaddapsove, d¢ogdieal |y, a
secr et keyt}?issté)ﬁ&?ﬁég akP2aRHLE 6ad o3 preyented from bxeéﬂgodr?%‘é,erg'%' y
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ext ernal | yautdetect cagea skeréf keydabgsededni @ and¢gr@eeardhénhar or not
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As mentioned above, logically, a secret key O stored in
15 an IC card is prevented from being externally read out by any
method. However, in reality, there is a method for externally
detecting a secret key & stored in an IC card in a nondestructive
manner by analyzing physical phenomena (for example, electric
power consumption) in operation of the IC card. For example,
20 a method called DPA (Differential Power Analysis) is based on
a principle in which, by statistically analyzing a waveform of
electric power consumption of an IC card, the contents of a
secret key o are estimated. Concretely, in a condition where
a measuring system for measuring electric current consumption
25 inside an IC card is connected to a power supply terminal, etc.,
of the IC card, predetermined authentication data is repeatedly
sent from a reader/writer device, an encoding operation using
a secret key o 1is executed inside the IC card, and a power
consumption waveform at this point is analyzed, whereby the

30 contents of the secret key o are statistically detected.

An object of the present invention 1s, therefore, to
provide an authentication method for a portable information
recording medium, by which reliable security against illegal
analyzing methods as mentioned above can be secured.

35




Dl SCLOSURE OF THE I NVENTION (1) The first feature of the present invention
resides in an authentication nethod for authenticating a portable 5
i nformation recordi ng medi um as valid when external equi prment af eﬁs§s t he
portabl e information recording nedium conprising: an operation @é L dilhg
step for determining a first key a, a second key 0, an encodi ng operati on,
and a decoding 10 operation so that encoded data C is obtai ned by executing
t he encodi ng operation using the first key a for arbitrary authentication
data R and data identical to the authentication data R is obtained by
executing the decoding operation using the second key (3; 15 a nmedi um
preparing step in which tHel$CE@3URBYOE TEESIBVBHNTIDN the portable
i nformation recording nmedium and a processing function for executing the
encodi ng operation is prepared for the portable information recording
medi unm random pupbehet £fansti tthngret eff thewhirebenhlie iexeartnain r2( iegsd pment
generates .a random nunber gg nunber s a?g t he r%%§9n1 nunber or nunbers are
n

transmitteéd tt ABERBPEABPE HPRf JFHEIIDnLOF e ot Tt U a8 ERfHéitiTati on
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in which idbrpyiisivest i gat ed whether or not a newy transmtted
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the transgh%%%%t%%%Q%ng8g%gogzg%§%a§é ?ggn§i%a§ géjk%gggthentication

data R is obtained by executing the decoding operation using

the second key B;

15 a medium preparing step in which the first key o is stored
in the portable information recording medium, and a processing
function for executing the encoding operation is prepared for
the portable information recording medium;

random number transmitting step in which the external

20 equipment generates a random number or numbers, and the random
number or numbers are transmitted to the portable information
recording medium as authentication data R;

an authentication data storing step 1in which the
transmitted authentication data R is received and stored in a

25 predetermined storing location inside the portable information
recording medium;

a judging step in which it is investigated whether or not
a newly transmitted authentication data R agrees with
previously stored authentication data R in the portable

30 information recording medium, and when it is determined that
the newly transmitted authentication data R disagrees with any
of the previously stored authentication data R, it is judged
that encoding is permitted;

an encoding step in which, when encoding is permitted in
35 the judging step, the encoding operation using the first key

o is executed for the transmitted authentication data R, and




resulted encoded data Cis returned to the external equipnent; a decoding
step in which the decodi ng operation using the second key ~ is executed in

t he external equiprment for the encoded data C that has been returned from
the portable 5 information recording nmediunm and an authenticating step in
whi ch, when data identical to the authentication data R tradddiltB in the
random nunber transmtting step is obtained as a result of the decoding
operation, the portable information recording nmediumis 10 authenticated as
valid. (2) The second feature of the present invention resides in the

aut henti cation nethod for authenticating a portable information recording
medi um accoersdirigpd entdvelefd dstt af @alt et uniiest gonthe Bpré ora t ¢ah@ment ;

aut hent i cation data. storlng. S B, f Denl 4AOIdG.o SLEPoLS (CRTBHed: oht fipr the
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information recording medium according to the first feature,
wherein:

15 prior to the authentication data storing step, the judging
step is carried out for the authentication data R that has been
transmitted in the random number transmitting step, and only
when encoding 1s permitted 1in the Jjudging step, the
authentication data storing step is carried out.

20 (3) The third feature of the present invention resides
in the authentication method for authenticating a portable
information recording medium according to the first or second
feature, wherein:

a plural number n of storing locations at which

25 authentication data R can be stored are prepared in the portable
information recording medium, and only the latest n pieces of
authentication data R are stored in the authentication data
storing step.

(4) The fourth feature of the present invention resides

30 in a portable information recording medium having a function
for executing a predetermined encoding operation for
authentication data R when the authentication data R has been
transmitted together with an authentication command from
external equipment and returning encoded data C resulting from

35 the encoding operation to the external equipment as a response,

comprising:




1 8 JUL 2006 a command receiving part for receiving commands transmtted
fromthe external equipnent; an authentication data storing part for storing
the authentication data R, 5 a secret key storing part for storing a secret
key a to be used for the encodi ng operation; a disagreenent confirmng part
for confirmng disagreement between authentication data R t#hdtJiHa¥ifeen
stored in the authentication data storing part and newy received 10

aut henti cati on data R when the command receiving part has received the
new y received authentication data R together with an authentication
command; an authentication data witing part for witing the newly received
aut henticati on dat 8CRTER&: IRETomthd PeEki viRg pafteli5fas GUEEERVEY into

the aut henti Gatian dat@ St ofhH0eRaELhadNeg0¢pAEAY ;Operation part for
obt ai ni ng encoded data C by executing an encodi ng operation for the newy

recei ved aut hedfii cattitgh tdatat Fby dasiengs thel KecPet tkeyP [ eFEPTSN6r dd'$ n t he

secr et ke¥n§ﬁﬁﬁf %d%ygncgbggqgjtion that di sagreenent has been 20

confirmed at the disagreenment confirmng Eart; and a response transmtting
part fdr transnits¢npeh kespsheeingneptdi her tHeoehedded afal ey & Heo

ext er nal %@“%%?ﬁﬁﬁoﬁE@hQTEhéééiﬁ%{ﬁgEPE@JSB;the present invention resides

in the portab ormation recor medi um according to the 25 fourth
feature, whereid: witdgreonchhe newhyiretedved it hertdat iCom datl 'R i s

car 1l ed oul; Jlo et Beatbeals oft, dat acutt bhngs PARL ok eRdbLEAN  JNAY
di sagreenent” hras been confirned by the disagreenment confirmng part. 30 (6)
The si xt h iffedthe eawfhemel present dafverttigni teshaies ap@ pRE lyormedls la/ed

i nfor gyt %trh%%{i@ Jredi4m agCoidiing 4o Ehenah@UELReQy i higf thh featiyre,
wherein: a plural nunber n of storing |locations are preparéd in the
aut hent i caeicen st Ahstroay g rpaet ves! anabhert pracaPnmimber 3% hher Witdtes of
aut henti catj on tdaha R sanbe-shRi6g; and the authentication data witing
part executes processing _ o o
an authentication data writing part for writing the newly
received authentication data R that the command receiving part

15 has received into the authentication data storing part;

an encoding operation part for obtaining encoded data C
by executing an encoding operation for the newly received
authentication data R by using the secret key o stored in the
secret key storing part on condition that disagreement has been

20 confirmed at the disagreement confirming part; and

a response transmitting part for transmitting a response
including the encoded data C to the external equipment.

(5) The fifth feature of the present invention resides
in the portable information recording medium according to the

25 fourth feature, wherein:

writing of the newly received authentication data R 1is
carried out at the authentication data writing part oncondition
that disagreement has been confirmed by the disagreement
confirming part.

30 (6) The sixth feature of the present invention resides
in the portable information recording medium according to the
fourth or fifth feature, wherein:

a plural number n of storing locations are prepared 1in
the authentication data storing part so that a plural number

35 n of pieces of authentication data R can be stored; and

the authentication data writing part executes processing



51 8 JUL 2006 for witing target authentication data Rinto respective
storing locations, and when all of the plural nunber n of storing | ocations
are occupied, rewite processing is applied to a storing |location at which
t he ol dest authentication data R has 5 been witten. BRI EF DESCRI PTI ON OF
THE DRAWNGS Fig. 1 is a block diagram show ng general pr oce‘d%tl@s d‘ r

aut henticating a portable information recording nmedium (IC Ia (9§) 100
fromexternal equipnent (reader/witer device) 200 in a condition where the
| C card 100 and the reader/witer device 200 are electrically connected to
each other upon inserting the 1C card 100 into the reader/witer device
200; Fig. 21 swaiblioek 6@ amskowintg ceonponerda§aofk alpéet attwoedsive

i nformatiqy Je gbegt%ﬁl unar(éghwghﬂo%%éﬂhﬁalnx Bb%@@dstc%r@ nal

equi prent (rea writer device) 200 1n a condition ere he 1C card 100
i s connectledato arre aeadefi/:upﬂﬁér, dewgd e 2o0cFsging ibl @mlatpeis tdh agr ans

showi ng a gonstr gd;fi 'c%”c %ﬁ e %'loae%té*%‘l}tt'h%%tcl %rﬁd%tt%rﬁgr}gaga”
aut I'e

130 and a stora exarrp entication data insi e the porta

i nf or mat i dreerr ecortdiary. rredl um(IC card) 100 shown in Fig. 2; and Fig. 4 is a
fl owchart show ng basic procedures of an authentication nethod for a
portable information recording 25 nmediumrelating to the invention. BEST
MODE FOR CARRYI NG OUT THELE NVERTTRONP T HeNeDhaf'Hier DRAWE NdtSesent i nvention wi | |

be described w th re{erse b%thEa CAMPARYEAG LA 09, FLLSE e¥"' &
reference 30 to the bio |agram ig. 1, the basic princi ¥
aut henti caMUbrentetdﬁi@H@a@ hastbbdr ciarﬁﬁetmaitoimlyecarﬁilleq mtdlwnn el(general
portaghe Iahenmlgn /e ALdiNg TR me (SORELT »ﬁﬂﬂéfr A& cargh) is

i ent| ho a public

descr I'n "t hi's aut cation crypt osyst emusing a
pai red keync@mmsﬂectlcastﬁra el etCckey 18R 0 sl I%aqiey/wleﬁpldweio?e Fig. 1
i's a bl OCiﬁo%' é%%‘ié@@ﬂé‘gmﬁ'&%ﬁle&{&&%%%hfo%eﬁf upon inserting the
IC card 100 into the reader/writer device 200;
Fig. 2 is a block diagram showing components of a portable
15 information recording medium (IC card) 100 of the invention and
external equipment (reader/writer device) 200 in a condition
where the IC card 100 is connected to thée reader/writer device
200;
Fig. 3 illustrates diagrams showing a construction
20 example of an authentication data storingpart 130 and a storage
example of authentication data inside the portable information
recording medium (IC card) 100 shown in Fig. 2; and
Fig. 4 is a flowchart showing basic procedures of an
authentication method for a portable information recording

25 medium relating to the invention.

BEST MODE FOR CARRYING OUT THE INVENTION

Hereinafter, the present invention will be described with
reference to the accompanying drawings. First, with reference
30 to the block diagram of Fig. 1, the basic principle of an
authentication method that has been conventionally carried out
in a general portable information recording medium (more
specifically, an IC card) is described. In this authentication
method, a public key cryptosystem using a paired key composed

35 of a secret key and a public key is employed.

Fig. 1 is a block diagram showing general procedures for



1 B JUL 2006 authenticating a portable information recording nmedium (I1C
card) 100 from external equi pnent (reader/witer device) 200 in a condition
where the 1C card 100 and the reader/witer device 200 are electrically
connected to each other by inserting the 5 IC card 100 into the
reader/witer device 200. In this illustrated exanple, a fit8tJUkd}ifa
(secret key) is stored in advance in the I1C card 100, and a second key Q
(public key) is stored in advance in the reader/witer device 200. Herein,
the first key ais a key unique to a holder who holds this IC card 10 100,
which is a secret key that has not been made public. On the other hand, the
second kewuﬁhéniita&mnqhatpbaid@&a1inﬁbxmqnimmcrabbhdmgg triead iky  { BCuni que

to the hol der i S, not necessary. t t ond
key 0 in tiedr Eb?i{e?r\ﬂm E A DU AR ({ eaés?eerg}o ti 2 %3\? ég?r%@@ from
15 ot her |l@CatdCﬂf¢&t(]fcﬂT we)earmptt}ee 1& beosd 1@@nq§mdi¢m)e aeadecéssatyr deT\hB:é C card
100 is praovided w f.unct.ion for en in rar dat a_by. usi t he
first keycbadodé'i‘ﬁ(ﬁE £ chéé&é‘ﬁ-/w| Ry (;ete\ﬂpgé) %66% E?SV ded Wit l%gft[}g%ti on
for desodlmg thedencodled ntaat ahby usadgriheisecontkkieye (2020 Funt herhor e,

t he reader./ |ter deyi ce 200 is_provi afuntlonfor eneratlng
random nuﬂt}g #/ P%Un%e{rjsr%tée@%t%dpsb Cﬁ%%clfee%deﬁ vﬁ't?? d]ew ce
200 are tarcazmd tleﬂthe thech€dcand, 190d as sautdrentdeyafi opuidat a R ¢ pget her

with an aut hentdncatl n commndtthh ICc rdtloo execut ?g an.25 encodrh
oper at i on ot & énaﬁ haRtFchl ftaéieﬁ fHUS €7 PEYSH (84 by LSty tHe first
key a, wherielyt érgodedsdatiee € umsqlgerterat@@ld’ékxewéncbdédsdabasa(t scamd quel y

det er ni.ne sed . on .t he authetlcatl ndtaR condltl n t. th first
key i's Lpsbed.w%ﬁ I'c- caarsc?clrd%C re%ﬁr s easenncoodeaeed]at a hbal e%rf ai ned
to the reader /omticrehagel,i L0k asnd kegdbnse a&amahaa:utﬁaesrltbamt m@n:ie
comrand. Th read rlwiter,deyice. execut e a i or the
encoded dé)tald'ct ﬁlusthtoru trkl]sﬁlhtgt }éﬁy Jbgqgu ;{he§ggc%%g8§g nﬂqgﬁp%(g% a ‘obt ai ned
by this decsodm@‘g nepesagiron yr eégawmst hsttch@ othgi ﬁalcoal@t H‘EEHSII Batinortldat a R,

the 351G AB0 IS el fk@é ed, as vl 1 Needles sy Ll $A¥ead trishn

necessary to speC|f I st
15 other locatlons (for example, a host computer) as necessary.

The IC card 100 is provided with a function for encoding
arbitrary data by using the first key o, and the reader/writer
device 200 is provided with a function for decoding the encoded
data by using the second key B.

20 Furthermore, the reader/writer device 200 is provided
with a function for generating random numbers, and random
numbers generated by the reader/writer device 200 are
transmitted to the IC card 100 as authentication data R together
with an authentication command. The IC card 100 executes an

25 encoding operation for the authentication data R thus
transmitted by using the first key o, whereby encoded data C
is generated. The encoded data C is uniquely determined based
on the authentication data R on condition that the first key
o is used. The IC card 100 returns the encoded data C thus

30 obtained to the reader/writer device 200 as a response to the
authentication command. The reader/writer device 200 executes
a decoding operation for the encoded data C thus transmitted
by using the second key PB. If data obtained by this decoding
operation agrees with the original authentication data R, the

35 IC card 100 is authenticated as valid.

Needless to say, it is necessary to specify the first key



7 1 8 JUL 2006 a, the second key F3, an encodi ng operation, and a decodi ng
operation in advance in order to make such an authentication nethod

avai l able. Nanely, it is necessary to determne the first key a, the second
key (3, the encoding operation, and the decoding 5 operation in advance so
that an encoded data C is obtained by executing the encodi nd Bopér 2§ on
using the first key a for an arbitrary authentication data R, and a data
identical to the authentication data R is obtained by executing the

decodi ng operation using the second key J3 for the decoded data C. In
other. 10 words, the first key a and the second key 0 need to conpose a

pai red key cothespgendingg kay zﬁy/se@rif etnkegingdonepabliios kand m depading key
crypt osyst n. en i oper at i e t 100
and a decodi nﬁggg%ﬁa%ﬁoﬁgf%ﬁgee P@x@%%%)gdg gtrpﬁee ﬁ%@eﬁmﬁ ttﬁeérnlr‘latdieg‘la Iggé 00
need to corgEspdrdatid akh eanNemneddi ng: dpereatd sorh and cadelecodi mg thpef atson i n
this publi ey ypt o I r re f :

Ut hent i ot bl dot RO e Gans SEET et harF bause it SF et SE 288, ¢ he
cont ents @femaut henticadomdats tthvdie apr evicdeddf datbh€ L€ clardidel dyffers
20 each time, Therefore, the contents .of the .encoded t hat - i s
returned fron ]fth%n?ct card’ Cﬁﬂjma% < %rrzastploonnsél Sa%s%%g‘lef 1‘f g?ssc%eggﬁ{ 8'(t F%. an
However, asrdomngeag 4hehdé @ castdidf0dekech) esnd Todaestidencoda hgtopeiati on
by using a rect secret a_corr.ect eration

at ther eaadgt%%ﬂ%?tﬁ%r\}i %g%og’ igyggéégﬁtﬁgn%yc&xreé:&t161'5;0%%@%56(33 ?(g?n%ecoded
data agr eespendti dhers igrg gha_aalecaunmémyiﬁ:ﬁbirot_rhejaitea:olaedwetef(br én segard| ess
the 1 Qocar® 50 W oesir JEH el AR SERhE Pl B Fern ot R ey s
stored in gdaierdd loay dcd00eF0ondimever @xiernat | yey eand cutpuhvtiappearsnt hat
mothod for® Siarrst Kk (o TanayA el s orvanbbY SRS alon of Ha 1
card i s usetscutedegdnebepdSsidelral t1d exared nal Hgcdétagt oplee 2835 ccortents of
the Secre%é%%ﬁ@%&%ﬂf%ﬂeiPegggryg%géég &QQngQKM)needtx>correspond to
15 an encoding operation and a decoding operation in this public
key cryptosystem.
Since random numbers are used for authentication data R
to be generated at the reader/writer device 200, the contents
of authentication data tobe provided for the IC card 100 differs
20 each time. Therefore, the contents of the encoded data C that
is returned from the IC card 100 as a response also differs each
time. However, as long as the IC card 100 executes a correct
encoding operation by using a correct secret key o, by executing
a correct decoding operation at the reader/writer device 200
25 Dby using a correct public key B, decoded data agrees with the
original authentication data R. Therefore, regardless of
numpbers used in the original authentication data R,
authentication for the IC card 100 is possible. Furthermore,
logically, since the secret key o stored in the IC card 100
30 is never externally read out, it appears that sufficient
security is secured. \
However, in actuality, as aforementioned, a method for
statistically analyzing electric current consumption of an IC
card is used, 1t becomes possible to externally detect the

35 contents of the secret key o stored in the IC card 100. For



exanpl e, when authentication data R of "11111111" is repeatedly 8 1 8 JUL
2006 provided for the IC card 100 and a waveform of electric current
consunption at this point inside the IC card 100 is repeatedly neasured, a
certain pattern is statistically obtained. Likew se, when pgtjjenggcation
data R of "00000000" is repeatedly provided 5 for the IC card 100 and a
waveform of electric current consunption inside the IC card 100 at this
point is repeatedly neasured by an electric neasuring nmethod, a certain
pattern is also statistically obtained. By analyzing such a pattern, the
contents of the secret key a stored inside can be estimated 10 by anal ogy.
I'n order toowilddd yosuche art icklregal Oamadl yzwvag erfetrinodf P]mtfﬁi g treertthe

i nvention, an enﬁfdlng ration n5|de tq car isre e%;e when
5ntH s yoofe

i dent i cal “AOtHERtSICAL é?ap%l“ ovid d flosr TEREAETard 100.

For exaﬁph@aaunfkhEakér&bﬂVﬁpﬂEﬂéanedseaanﬁtECanykhﬁxﬁﬂﬁuﬂpLu@Bwhh&t
aut henti cati on

i "11111111" i, Y/ d.in a first. aut hent tion
comand, - dneenaoiirgt opar aplo vargt e WU A ko el S EEre e
response tfart hisefincst cautheni( cahicona camvastchrrand f encaded: datca rC dritus
obtained is returned as a response, and_.if. 20 jdentical authenti on data
B of M T11 EPTET S Bt G0FaGH TRE The-Saedi Andt PorItu o Ut REReTea Vo
comands, meheuradt bendh C@ﬂtemp@mryiﬁriargemﬁe&jh@u ed, c@ﬂﬂam oot g s
operation S|n t he secrg ﬁé ais Gﬁt exei course, a nhornal
response é&ﬁﬁo? ardGthEadbvaPRed i nes - WY h° 8 Hzénﬂe%%%?fEﬁaQE%ﬁb it Secones
i npossi bl ech@ entepedat edley Lxecit ekapn @nsodrag opetdki eanudieng sicdeattieenl
aut hen |c§t|onﬁgata R, it becones difficult to analyze the waveform of
el ect? ¥r PO O83nsunpti on according to a. statistical method. 30 In
order to ach|eventhrseebpechulanﬂySguﬁhidﬁolnnggbe aﬁamgtnuqte@taﬁxﬁhomn in
t he bl ock diagranlo di_aqr hows, a_condi tion

. 2. _This bl ock

whor e an PCCGRr E0G° BOFL A& LATor Rt PO CFaCer GFRG d Ly o et Rg 1 o

t he i nventiConarsl 100nhectedetted wbrventieandlkagenetalentaaderi/on idsera devi ce

200 is repeatedly provided for the IC card 100. For example, in the

15 above-mentioned example, on the assumption that authentication
data R of "11111111" is provided in a first authentication
command, an encoding operation using the secret key a 1is
executed in response to this first authentication command, and
encoded data C thus obtained is returned as a response, and if

20 identical authentication data R of "11111111" is provided in
the second and following authentication commands, the
authentication commands are rejected, and an encoding operation
using the secret key o is not executed. Of course, a normal
response cannot also be obtained.

25 With such a mechanism, since it becomes impossible to
repeatedly execute an encoding operation using identical
authentication data R, it becomes difficult toc analyze the
waveform of electric current consumption according to a
statistical method.

30 In order to achieve this object, an IC card 100 may be
constructed as shown in the block diagram of Fig. 2. This block
diagramof Fig. 2 shows a condition where an IC card 100 (portable
information recording medium) relating to the invention 1is
connected to a conventional general reader/writer device 200

35 (external equipment). As shown in the figure, the IC card 100

relating to the present embodiment comprises command receiving



35 (external equipnment) . As shown in the figure, the IC card 100 relating
to the present enbodi ment conprises conmand receiving 9 76 JUL 2006 part
110, authentication data witing part 120, authentication data storing part
130, disagreenent confirmng part 140, encoding operation part 150, secret
key storing part 160, and response transmtting part 170. anf t/bile 208§ her
hand, the 5 reader/witer device 200 conprises command transmtting part
210, authentication data generating part 220, response receiving part 230,
decodi ng operation part 240, public key storing part 250, and
authenticating part 260. O course, those shown in Fig. 2 are only
conponent $aHat 14reanbbensargtiop doteyxeditinggrattheht i catihed Priodesyi ng of

the inventjon, seothal aactudl, |4 6agdeand,an aciian igadspiw sy, devi ce
are provided wth otHer conponents for executing their original functions
as an | C caradding @presterdwhiardr 1dédvi cecrehekegagiepr Whit @2 Helb e 20D shown

In Fig. 2d8Rndd cOnventinaly 9pRetal 1 headas] wiiker odpuicenaNafrelhe a
convent i onael reader witer device can be used as it is for carrying out the
i nvent bon.r eRTE adhieht T ot v iore dedt G qener g heomgentd 2Gnsnifi ettt ty,

means for erat j ndam n‘qﬁg gaé}pe rﬁg‘g)@r ner ein
are provi (%ggp’f o?at\{tggel{% card&go 1 %a as aut{]%ﬁ%natl on dz?t%)e'R. %ﬁ%ﬁ% t he
aut hent i catdicen wWata PR igehed at édcaginandparatisber pairs tddnsmutled fivm t he
command SN b9 PAb Mahgﬁgﬁﬁé%%m@g%g?g@éfd ng:han r440 {get her

wi th an atf’tth ntitation cohmand card O 1s a portable 1 nformation
recor di ng Siredirumhavigg 8 Pasctondry formzpptyi higt ke R5apredecensmared fentodi ng

oper aypon Lo ity eﬁ&uﬁ{%ﬂ%i%ﬁ%séi% aut beot | ¢athen.data, Ras been

transmtted toget t an aut hentication conmand as nentioned above and
for returmimgcenddddd deded CanHata® edaluslf redeHe wHcwii nge¥peratdsh as a

response, Jherie{dy ehcoded: dat a-Lnasnantespansexbeukhansmntdied 30 fim t he

response transmtting part_170 to the response receiving part 230. The
reader / wr iftU@C tdedi T2 200" afpl Fa59 a2ddcddF RGIBpEraEL6n IEY e encoded data C

that has been thys retiagdedsrThat idevi¥ 200 shown in Fig. 2 is a

15 conventional general reader/writer device. Namely, a

conventional reader writer device can be used as it 1s for

carrying out the invention. The authentication data generating

part 220 is, in actuality, means for generating random numbers,

and random numbers generated herein are provided for the IC card

20 100 as authentication data R. That is, the authentication data

R generated as random numbers is transmitted from the command

transmitting part 210 to the command receiving part 110 together

with an authentication command. The IC card 100 is a portable

information recording medium having a function for applying a

25 predetermined encoding operation to authentication data R when

the authentication data R has been transmitted together with

an authentication command as mentioned above and for returning

encoded data C that results from the encoding operation as a

response, wherein encoded data C as a response is transmitted

30 from the response transmitting part 170 to the response
receiving part 230.

The reader/writer device 200 applies a decoding operation
to the encoded data C that has been thus returned. That is, by
using the public key P stored in the public key storing part

35 250, a decoding operation is executed for the encoded data C

at the decoding operation part 240. Decoded data that results

10



using the public key R stored in the public key storing part 35 250, a
decodi ng operation is executed for the encoded data C at the decoding
operation part 240. Decoded data that results 10 1 8 JUL 2006 fromthis
operation is conpared at the authenticating part 260 with tiHejgrjg§ nal

aut hentication data R generated by the authentication data generating part
220, and when they agree wth each other, the I1C card 100 is authenticated
as valid in 5 the same manner as aforenentioned. On the other hand,
processjng of an encoding operation to be executed at the I1C card 100 is

al so basically the same as aforenentioped. That is, authenticatio ata R
recei ved iTh Ot hB1EoWHRRAT BB et ViGRHFHC 21018 %H%Q?%EHC?B}“9H33%523ging 10

operationypant 459 ard ameadegut Hber segt ebnkeys st ORI R@rRArdt bOpbystares a
secret key a. The encoding operation part 150 reads-out the secret key U

from thi s K&y eStdGatg Parta e T NaTE EXEE B %Y e FEGHIAG Tofdisat 3G §%r  t he

aut henti catiirgnedatacRARG  exBeUt €Sca PR OLES S NG frlerdet erddi g encoded, data C
by using this secret 15 key a. Determ ned encoded data Cis transmitted as a
responde theomaffe MEEEIFonStS 3 st T e Part 170. However, when the

encodi ng operathQn:parH+A180 BXLUt B8ockBEsngne@dbAgeARBHANIGOBpRERMIFSI on of
t he di sagreenent conflrnln% part 140 is required. In other words, even if
20 aut henttPc&Ei 6 eGatts Rats ThroviCdead forl OPhe Sc6hPen& 2P E&ilvivnd fFarsemel 10,

unl ess a sisgpabreRdheabinRdi.PeRALSSE OOk e @i €AE0EhNgat OEEraldon,&f sthi s
authentication data Ris provided fromthe disagreenent confirm ng part

140, the &EREOGECHYOBEIAGONY Pt tPa150! HoekS nof O¥keett £°&n tofc GHCRGL NI

oper ajh Onopkhe tdicsrgk eENERNY a2 eaBbuEHL NThoardc AAD keydgesr Whgthert areonot  t he
aut hentication data R.newy prgVIdEd for the command r%cggyln part 110
agrees WPLRIFEeVISGHEISF FREV dEdCath Hmt 2 &P T hPRE tant SRy S Ythe

case of disageeememt keg &i ghah tmds Clad § NG Permy gsian fedr, amd exeoditRG
i For

oper ot on kS BLOY| Sed Lot e encad g, eaet LoD B (. 80,150 Eet such
accunul at eraned sstiore faut henétoah i ng aata@ded it hasbheeni py ovnided elvereet of or e.
Such ﬁ?cuﬁg§a&iOBeQé?%?%ghngncoded data C is transmitted as a response

from the response transmitting part 170.

However, when the encoding operation part 150 executes
this encoding operation, permission of the disagreement
confirming part 140 is required. In other words, even 1if

20 authenticationdata R is provided for the command receiving part
110, unless a signal indicating permission for an encoding
operation of this authentication data R is provided from the
disagreement confirming part 140, the encoding operation part
150 does not execute an encoding operation. The disagreement

25 confirming part 140 judges whether or not the authentication
data R newly provided for the command receiving part 110 agrees
with previously provided authentication data R, and only in the
case of disagreement, a signal indicating permission for an
encoding operation is provided for the encoding operation part

30 150. For such a judgment at the disagreement confirming part
140, it is necessary to accumulate and store authentication data
that has been provided heretofore. Such accumulation processing
is executed by the authentication data writing part 120 and the
authentication data storing part 130. The authentication data

35 storing part 130 has storage locations for accumulating and

storing a plurality of pieces of authentication data R that have

11



i s executed by the authentication data witing part 120 and the

aut hentication data storing part 130. The authentication data 35 storing
part 130 has storage |ocations for accunulating and storing a plurality of
pi eces of authentication data R that have 11 18 JUL 2006 been provi ded
heretof ore, and the authentication data witing part 120 enegcw eﬁ]b‘
processing for successively witing authentication data R tha Lt g\. conmand
receiving part 110 has received into the authentication data storing part
130. 5 O course, when this IC card 100 is initially used, authentication
data R has not been accunulated in the authentication data storing part
130, howeveren eacty itderk heagtthrgitiiccatinontdat auRhéstiranspint dedatwget hreg with
an authenticati conman (o] h nd A ransm tting par .. 10 the
aut hent i céfﬁrgtn a Re>|<§cg}{3%tghEP§ %gtl agtoﬁentsslmccta%élg(}%\p%la% aZ‘éle?lotr%%% par t
130 by t hensutdrentceat bondatad R whiatt ngepaptmabZ0reWheninhepeohmbhd hesei vi ng

part 110 has received a thnt#ﬁat' onagata F %gesttherrinv»i t haratn 24 henti cati on
command, GHE 0 gt eeRehtc cORFIFRTAGepaPE 86T di¥agreeent 15
bet weep t he aut héntdoati®n dhata RHikkatIhasaen hadde bsenndtarédy iusdde

aut henticatign data storin art_ 130 and ne received .authenticat,jon data
R and prcﬁHtgbesnd%l%?bh%T i%?jt?%attﬁ n aspepl%tsg%ﬁnf O?C%nglll%gal ng' dper'Ati on
for the engodidig opet abnonlatparétdbOng TherencdodDng laperatn onepaht tlhfe
execut es an eration, 20 f(gr obtﬁi ni ng .encoded data C execut i an

b
encodi ng Tor 2T br™ t i haw 'y rJeSceiVeadq%{nujt%%%%i c%??%%h%l)ét &' Ry e of
t he secretautkeyn @ ddat ohasrbeerd strometh¢ cdnhearsecren skey tstnar pagt pard, 160
on condition that disagreenent_ has. been caonfirnmed at .this . .disagreenent
conf i rﬁi ngt?]c?aratu .tjzcgaﬁhorf h(%ast%i%o]tﬁ r?brrﬁot?cetrhemau? Heist ioca h|eonﬁC lcgicaafecal%i ting
part 120 dardd es drewl g paadeilB@dbgut hend i cla¢ noncdati anPRdana condi tngrpatthat
di sagree t. confirmng part 140 has confirmed Lsa eng ; Wy
recei vedngkgtoﬁent |hé§§ii 5%‘edaf:8mﬁ?ndNaﬁleaF§,lvﬁﬁgn Pﬁgkco?nirgn %%c(e)'{ev(%ér}gv%irt 110
has recei wed eew 3k @l hektizc 8t i ore dat a WR tthogetdierhew t hcahi antdremarcht i on

command, i si; o e dhEAO e8TRAL AN IS0 N1 PRT LoldQ AAE LS, ARESST N

15 between the authentication data R that has or have been stored
in the authentication data storing part 130 and newly received
authentication data R, and provides a signal 1indicating
permission for an encoding operation for the encoding operation
part 150. The encoding operation part 150 executes an operation

20 for obtaining encoded data C by executing an encoding operation
for the newly received authentication data R by use of the secret
key o that has . been stored in the secret key storing part 160
on condition that disagreement has been confirmed at this
disagreement‘confirming part 140.

25 In this embodiment, the authentication data writing part
120 writes newly received authentication data R on condition
that disagreement confirming part 140 has confirmed
disagreement of the newly received authentication data R.
Namely, when the command receiving part 110 has received new

30 authentication data R together with an authentication command,
first, the disagreement confirming part 140 executes processing
for confirming disagreement, and only when disagreement has
been confirmed, the authentication data writing part 120 writes
this authentication data R into the authentication data storing

35 part 130. On the contrary, when agreement has been confirmed

at the disagreement confirming part 140, the authentication

12




for confirm ng di sagreenment, and only when di sagreenment has been confirned,
the authentication data witing part 120 wites this authentication data R
into the authentication data storing 35 part 130. On the contrary, when
agreenent has been confirned at the disagreenent confirm ng %art 240, the
aut hentication 12 1 8 JUL 2006 data witing part 120 does not BwtiLt 1805t hi s
aut hentication data R Such an operation is useful for elimnating
redundancy from data inside the authentication data storing part 130.
Nanely, data identical to that which has already been stored in the 5

aut hentication data storing part 130 is prevented frombeing witten again.
I n practidaltauseittihg pembry2gapaestiyoofwitine [tQicardthed tiica fign datand, of

course, the storage ¢ it fot u ti.cation dat or 130 is
50 1 ni fo. STherer SEELA0 Yha PRSP o & 100 12 eod o TohG b5t i od of
time, repeatedliysidasehteduiinéont aceaeaderdaaterodavyg g @and Ilepdatredlyy,

aut henticated, .the fre ace inside the authentication data st.oring part
130 is gr§8§§I |1><;1e &dé d,stpoa tﬁq?t[ nvélrlur%/k,l %‘?f ° r?%%y s%%@esggrgéjc&& & y
witten adbheehicdatitdmrdatsa Rstlar isucpar t13 3dase, ppeveessicng rmay bled nexecut ed
by which only the | atest authentication data Ris left inside the

aut hent i c‘é(tri%ﬁe&atagalg]t‘ori ng part 130, and other data is rewitten in order
fromthe ol desindatact foul exsaplthe imemdrgasepwhere afpthue alC radaerl 09 of
storing |l ocations at which qaf;t henti cati %EFdat can be stored 2 ve been

R h
prepared tAsi HE'the &t Prentd catiCod Fat a orfﬁﬁr%%?t ARG L BN yOJ{)hg%Ieast n
pi eces of aatuhkenticeatiiconddatastR nayg e rst DE@d.s a Naoel iy i int Thetrlkd ofriege space

is compl et el ccupi ed rocessin f or_ successi.ve iting target

aut heﬂi?i c‘é{g?\én&beaﬁ ??Wna %t ]n%usre%gﬁ%tal &flgngtp(?rrilnogcl ?%\(/:g]t”ileo’nsepseaeféjcldt ed,
and after iakkrakdt hei 2% pl ar al raruddoerwni oér st odeivigel ocatd onsecareteoiy et el y
occupi ed, __rewite _processin be applied t tori | tio t. which
the ol dest  SOERANEFEST on Eard R Ffae Bodrurrt Lo, SpPpeRdshider Bl

di agrans showiing parexhiplis ofrasiichl 1y ewdiuicedpr eodssimgl 1 Fi rast ] cfs tdleown i n

diagram (@), Lni@ £3860 20 BHEKPs A BhULA nOWIPEL: NoRTaPLEGES Af such a

aut henticatron data's
15 case, processing may be executed by which only the latest

authentication data R is left inside the authentication data
storing part 130, and other data is rewritten in order from the
oldest data. For example, in a case where a plural number n of
storing locations at which authentication data R can be stored
20 have been prepared inside the authentication data storing part
130, only the last npieces of authenticationdata Rmay be stored.
Namely, until the free space is completely occupied, processing
for successively writing target authentication data R into the
respective storing locations is executed, and after all of the
25 plural number n of storing locations are completely occupied,
rewrite processing may be applied to a storing location at which

the oldest authentication data R has been written.
Fig. 3 illustrates diagrams showing an example of such
rewrite processing. First, as shown in diagram (a), in a case
30 where a plural number n of pieces of authentication data shown
by storing location numbers 1 through 3 have been prepared, when
three pieces of authentication data R(1l), R(2), and R(3) are
provided in order, these pieces of data are written into the
storing location numbers 1, 2, and 3 in order as shown in the
35 figure. Herein, the last written location can be shown by a

pointer P. Subsequently, for example, when new authentication

13



by 'storing location nunbers _1 through 3 have been prepared, when three
pieces of authentication data R(1), R(2), and R(3) are provided in order,

t hese pieces of data are witten into the storing |location nunbers 1, 2,
and 3 in order as shown in the 35 figure. Herein, the last witten |ocation
can be shown by a pointer P. Subsequently, for exanple, whengngy J
authentication 13 1 8 JUL 2006 data R (4) has been provided, the data is
witten into the storing |ocation nunber 4 next to the last witten

| ocation shown by the pointer P, and the pointer P is updated. The di agram
(b) shows a condition where all of the n pieces of authentication 5 data
R(I1) throuﬁ@haRlemi Heaeebbearp wwi 1d e, aiﬁlteedaWiitsimgit‘senﬁusto taerdtedriowt in

order. 1 é%““&ﬂ %k phen n UT:Q%H% L, Gt (£H4gdg$§k%?1) at

prOV|ded as Shown 1 agram{c e ol dest” au entlca ion
the posititde pofirtteer stordny Hhecgtdionr erurkbers Lipweyr doe rBver idtencanThed di agram

10 (d) sho a witi candi n i eces of e t.i dat a
R(n+2) and ﬁ@n+§)Cﬁa@gtﬁéghw%ﬁggh§@§prgvr%g &%e%S&x;ﬁlr%} gﬁé réﬁ?]t
procesSi nglattzha ( ﬂatEBtngpIECBSlﬁﬁ%ﬁ&&hﬁﬂMmﬂ&tE@nafﬂatawaEElabwayihus

accunul at ed andr%satoret th 4 |s a tJowg: art shgxngg groced¥{es q$
aut hent i c&ti"dn Stet hod fo} a orFabIe |nfornﬁ?|o% % |ng "medi uh 5 atlng
to the inwamhemtldatxmnwdetamman+darr@amgbeeh pth@amknnedmseshshmwnmtn Fi g.
4, it is necessary in . .advance are_a. pord bl rmati on recordlng
e um (1 CLaRATOB) - i THas Dt T § bET GRSeut | hG S pPedeteh b
encodi ng 2@ operﬂt®0mnby1@séngomhenﬁsardImhgyba.rewmhttens ?ﬂeuﬁum@aemsary
i n adyanc o_prepare extern q i pre reader/ |te 0) to

\f@ Efdt) %Ig Xc o % Eﬁer}reé card i% fau% ic Oc

access r ihg nelqﬂn Ps |nserte in
reader/ wr |dtaera RdevE cear2Q® (nf+3) shaverbesere;fu8rbeauphemdealt i Bn ed@tca;ttl'ir(q andom

25 ”“”ber%l;c'hsrgﬁgg%gég & g %e%%’eerl wdder eé’&&? o%?%ut%%%tf?; g'l‘% ”eXt

step S2, thi's au I on Aranshi car
actual i tydaas memwrt iadnedy abovemt hetedqueheénstecaedon data Ris transnltted to

the I C card 100-{ggether; with ap.gufhenti cati,on copmndqAfder dhe JC card

100 receives
15 authentication method for a portable information recording

medium relating to the invention. Of course, when carrying out

the procedures shown in Fig. 4, it is necessary in advance to

prepare a portable information recording medium (IC card 100)

that has a function for executing a predetermined encoding

20 operation by using the secret key o, and it is also necessary

in advance to prepare external equipment (reader/writer device
200) to access this recording medium.

When the IC card 100 is inserted into the reader/writer

device 200, first, in step S1, authentication data R (random

25 numbers) is generated at the reader/writer device 200, and in

the next step S2, this authentication data R is transmitted to

the IC card 100. In actuality, as mentioned above, the

authentication data R is transmitted to the IC card 100 together

with an authentication command. After the IC card 100 receives

30 this authentication data R in step S3, in the next step 54,

agreement of this data with past n pieces of authentication data

R is judged (of course, 1f the number of pieces of authentication

data accumulated in the authentication data storing part 130

has not reached n yet, agreement with authentication data R that

35 has been accumulated up to this point of time may be made).

Herein, when disagreement of the new data with any of the

14



30 this authentication data Rin step S3, in the next step S4, agreenent of
this data with past n pieces of authentication data R is judged (of course,
i f the nunber of pieces of authentication data accunmulated in the

aut hentication data storing part 130 has not reached n yet18% L?ﬁﬁent W th
aut hentication data R that 35 has been accunulated up to this g [ of time
may be made). Herein, when disagreenent of the new data with any of the 14
1 8 JUL 2006 authentication data R that has been accunul ated is judged, the
process proceeds fromstep S5 to step S6, and processing for witing this
new y received authentication data Rinto the authentication data storing
part 130 iasitéwedutced.icrhds,t 5Rpt ket duss tteeauthenmiadattieoni datadyed t itie
processi ng, ofc SLER 0. AJTSEIRNL, dhidgent of Step Shd g cardlad puly, and
only in tRhé ~Tase "Where di sagr eene S juébeéf wr'i 1 ng proceSS|ﬁb 6? step
S6 i s executied.ndglrhitsis sne@asy meptiedrved shoventirtarider tdetpraventto rgdundancy

of authenticatiqn data R accunulated in the 1 ut henti cation, da storing
part 130 G 6P At Sor 8 Ctover PEDBEA 1T i g bt LEderis carodat 41 ext | i n
step &, arevancadibgwpesatioatiushngatde rsieciret pkeyeassiicigexécated For this
aut henti catjon da%a.R, and en&od d dg%a.c obtaingd b thi$ peration is
transm‘tté‘&fa’fé”%?r}e%(?ﬁ?eerﬁtnotégeﬁs. 15°Tha T &ader i 1787 @ cleﬂégt?

recei ves tchise eneededi dayacefenitansm tideddaswai t esgamsece $1s Sh@ o 153t eand
execut es decodi n operation using a public key (err) for this encoded
data C i no6 o et hen s Csy el el cREBeHCaREYe b arlberiSh (oS tat

t hat has reelemdabicai ned asuaheasdlkhtabnt hdstdec®diagcwuperatédn iand t24: t he
original authenti.cati.on data_R (random nunber engrated , in step Sl),is

P Ldged VAL ARy RGr SR wirheatrobrRar PAthe T3loceul BraEtedsy f AR Kt ep S12
to step ShIeandpphe walttheny icatidentesal tgata) suserss. ibnstke ct/herarhand,
when t hey not r i.th e e proges r step 25
S12 to Slfn%%glpﬁeggﬁgﬁgﬁ%ﬁcggﬁga ?%%u %%9%%1%%% ﬁu?%fg%%9§%%§giﬁgghﬁﬁhd, as
a result elithgmeemertti grudbnentRpaded ancphied Cadar d° 100t & nnstdepyS4hiwhen

agreenent W th.any Qi the ,pi8ees, of s aythenticali op dakg Rgthat has

accunul ated in the
15 The reader/writer device 200 receives this encoded data

C transmitted as a response in step S9, and executes a decoding
operation using a public key B for this encoded data C in step
S10. Then, in step S11, agreement between a decoded data that
has been obtained as a result of this decoding operation and
20 the original authentication data R (random numbers generated
in step S1) is judged. When they agree with each other, the
process proceeds from step $Sl12 to step S13 and the
authentication results in success. On the other hand, when they
do not agree with each other, the process proceeds from step
25 S12 to S14 and the authentication results in failure.

On the other hand, as a result of agreement judgment made
at the IC card 100 in step S4, when agreement with any of the
pieces of authentication data R that has accumulated in the
authentication data storing part 130 has been judged, the

30 process proceeds from step S5 to step S15, and an error signal
is transmitted to the reader/writer device 200 as a response.
In this case, the reader/writer device 200 receives an error
signal as a response in step S16, and therefore, executes
predetermined error processing in the next step S17.

35 By carrying out authentication for the IC card 100

according to these procedures, only when it is judged in step

15



aut hentication data storing part 130 has been judged, the 30 process
proceeds fromstep S5 to step 515, and an error signal 1is transmtted to
the reader/witer device 200 as a response. In this case, the reader/witer
device 200 receives an error signal as a response in step 516, and
therefore, executes predeterm ned error processing in the éxunsmwp S17. 35
By carrying out authentication for the IC card 100 according to these
procedures, only when it is judged in step 15 1 8 JUL 7006 S4 that newy
provided authentication data R disagree with the past n pieces of

authentlcatlon data R, an encoding operation is executed in steg S7.
Ther ef or e, ‘%Fh8§c89ﬁéyp%§%YB@%dt%Pt%%“W???téﬁ%éﬁﬁﬁbﬁ 8fSafrer Bgah Hal yzi ng

met hod in gach pikdent b¢ahuaHthentieabnonadata, R serr@cp@ﬁﬁ@cap'emolvwed for
the 1C card 100, and electric gomer consunption at this point

r epeat edl y heRsAFeHCdand tHeEBesl et TREFEEO TS Sttat PEEPBEF| @owhl@at@@ The

present"HﬁyﬂﬂfvlQﬁéc9€§8nd%§ﬁré@e§l@%§§@ %%éﬂy% ﬁ%’m&%Héar%EEQﬂ%HHQd'nent
as in the above,” however, the invention™ is not lim to this enbodi nent

and thé | rvisnttiom kanthen tdarat e 6ata h Jv%rfle@@@t@tdﬁé’r PHOdESedrdp T dxeapl e,
in the abevegenhioned grhodisment, ;ﬁfh@%%ﬁnﬁ&ﬂ%%%f@%dﬁ%%ed for

IC card is carried out via a reader/witer device has been 15 ‘descr

however, tiePestesthit NaveRieen eéaf B RIsetappty e® 1o sdadess iterlel v

aut hent i catd.an, firq general portable information recording nedia is carried
out fron1externa| equi pnent. As descri bed above, according to the

aut henti cati on Th@tﬁéésﬁ@ﬁ[ﬁﬂ%%ﬂﬂ%?ﬁrﬁ%ﬁrﬁ@@@ndﬁéééﬂéﬁﬁg wedida qreltdtd ng to

the 26 prqu%tﬂ&veedﬁgm%dlwﬁa g€t SREULLLY  CRB, BFe SeCtr&d AGR NSIn
illegal analyz%hg{net ods. | NDUSTRI AL APPLI CABI'LI TY The present invention

provi des & Sné\Wthetiibid §drto 2ehhait ARRPAERENRg aANPof hEbILE Viewftdrqratdash be

recordi ng Jzedi;WRn WogR exi e;hak cequi preat acerssesrdhe ekl e LAf anmtion
recording nediumsuch as an 1C card. Therefore, the i nvention can be wi del y

appl i ed | RPAVEIERENISiHE Y §FPOGE T5orraB & A aTorama i B Fediig heTHid cation

for IC card is carried out via a reader/writer device has been

15 described, however, the present invention can be widely applied

to cases where authentication for general portable information
recording media is carried out from external equipment.

As described above, according to the authentication

method for portable information recording media relating to the

20 present invention, sufficient security can be secured against

illegal analyzing methods.

INDUSTRIAL APPLICABILITY

The present invention provides a new method for

25 authenticating a portable information recording medium when
external equipment accesses the portable information recording
medium such as an IC card. Therefore, the invention can be widely
applied in fields using various portable information media. The
invention is optimally used for a commercial transaction IC card

30 forwhichsufficient security against illegal analyzingmethods

is demanded.
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invention is optinmally used for a commercial transaction IC card 30 for

whi ch sufficient security against illegal analyzing nmethods is denanded. 16
CLAI M5 18 JUL 2006 1. An authentication nethod for authenticating a portable
information recording nmedium (100) as valid when external equipnent (200)
accesses 5 said portable information recording mediumin ajgondipjgon where
said portable information regpgdg medi um (100) is inserted into said
external equi pment (200), comprtsthng: an operation defining step for
determining a first key (a), a second key (A an encodi ng operation, and a
decodi ng dper atAam &8 echbakt; a (C)..is obtai ped by executing

sai d encodi ng ,0 erat'.g%%g}lggqgg?%df ?O(r?sagﬁbgf}&f%lt)‘wé‘rp%irrtﬁg]terla}fg/rmanon

aut hent i cé?(i'ogﬂlrg%t%e Ry ahe0)das o ailide nthienat xtt pn siab gipasfie@os ki dat a (R)
i s obtai neghiddypoexgasti i-d._d kng operation using said second key ( ~
): a nedium %?j par | ng ds??re%éljflgnmﬁﬁccgﬁd?%i HP‘%W@'( ey ¢opdifignswherel said t he 15
por tabl e PAFrHatweHmeécer tamdinedinedis(0D0) AnthedrRIORASNAD gt on for
execut i Nge§a@ipdn ENCODON L r%%‘ltn' on is prepared for the portable information
recordi ng medi um random ru or transmtting step (S1 and S2) in which said

external equi FfeAPeLD0) dgBnexgbep forrduneommnE ety & kWIRS! §.5.A06, sai d
random 2Reypymer, Oty BoheRh8 1gran m Elt eg.to t he portaable’ i nf or mht i on
recor di ng , medi u{n_(loog_ as a%t %en? ’cﬁ??c?n § Rperafden iserthait tedmcaded

aut hetft i c8¥oiC) comhtaiveday aueheini catd encsiRba HeRhiing BEEP Pl whi ch
sai d trankey t(te i L ata (R i ecéjved and storedin a
predet er m ]E%g; s{jcf)?lﬁ%mg%ylc%égﬁ{%tgc.a(tiogbga%zggé’% dlaspridantieal bf samat i on
recor di ng* Wetihategoylata (Bbdgimamedpbi’%te_aunﬁngcédi& Iioithd bk farian

i nvesti gahsidgwaed Reco R k&Pt g)a newly transmtted authenticati B8R c}aqt a (R
agrees with previ ogsl y stored authentication data (R) in the portable

i nformation reCoPGFHYLMIGPamNELeOe), in ahithwed fivkt key dal)efsndtBam frp?fe t he

newl yi5t r apamthbleeihfaih AEBH 1641 QR ﬁu%gﬁ@»t gﬁl@agrees with any of the
at a ,

previousl y st ored aHt hent i cat’i on aprggesng fhachiemdedi ng i s

permi t t ed &R "Bfctf P cofene cpFratinn SSprapmredifoh thaipmt a6 oflicithdrHoper M t t ed
in said jredgidiggshepiurihe encodi ng operation using the first key (a) is
random number transmitting step (S1 and S2) in which said external
equipment (200) generates a random number or numbers, and said random
20 number or numbers are transmitted to the
medium (100)

command;

portable information recording
as authentication data (R) together with an authentication

an authentication data storing step (S6) in which said transmitted
authentication data (R) is received and stored in a predetermined storing
25 location (130) inside the portable information recording medium (100);
a judging step (S4 and S5) in which it is investigated whether or not
a newly transmitted authentication data (R) agrees with previously stored
authentication data (R) in the portable information recording medium (100)
and \.vhen 1t is determined that the newly fransmitted Authentication data;
.(R) disagrees with any of the previously stored authentication data (R), it is
judged that encoding is permitted; |
| | an encoding step (S7 and S8) in which, when encoding is permitted
In said judging step, the encoding operation using the first key (o) is
executed for the transmitted authentication data (R), and resulted encoded
85 data (C) is returned to the external equipment (200);

a decoding step (S9 and S10) in which the decoding operation using

17



executed for the transmtted authentication data (R), and resulted encoded
35 data (C) is returned to the external equipment (200); a decoding step

~(S9 and S10) in which the decoding operation using 17 1 8 JUB @00fgst he
second key ($i ) is executed in the external equipnent (200) for the
encoded data (C) that has been returned fromthe portable information

recor di ng Hhediseenndl @@y ; ( Ahdsasxaautdens i gat i 1 through.S14) in
whi ch, vvhe&m%%%g 5t i ggﬂtst&h%al to thelgu?%e%%%({g%fgﬂﬁgﬁ%m( &?&%r %s% ted in
sai d random NusReraty At thay beenpratsrmt dramecthes partabdiailh ik 5aind
decodi ng oreepadingmedien (pOU)t ahke i nformati on recordi ng medi um (100) is

aut henticated as vali e aut hentication nethod according to claiml1,

. 2. Th
wherein: 10 pri 8F lab‘tg%m%ﬂﬂ%%rﬁtﬁﬁa J1dn thatwglstSId) nih StERh( SBhen t g, udgi ng
step (S4)ideaticar td ekb QUi ticatign data (R that has been
transm tted n the r andc,)hrg}%{ijcr%tcgg)‘r?1 %Igaans 'ttr??sﬁﬁ?t%‘f B ad tanflogpynumbet onl y
when encolfRYHEINE SRR de Pbitainedeas udgendt sifepid tdiRoditd8pLifall AR dat a

storing @paf{1&Ghfdren [ t . 3 aut henti.catlon net hdd according
to claim ?1 or 2, wherr eeig?gﬂ g@%lrgfrhﬁ méglr}ﬁgrdﬁl@df’ aé’ttg?mﬁ@ﬁtpé@ét‘i%kds (130) at

whi ch authentication data (R) can be stored are prepared in the portable
informati éh r ecPhdigi8heABH nd only |.atest pi eces of

aut hengi cation dataa (R&a?gﬁﬁ%gbdﬁcqrﬁw%g" %lllf}f"ﬁelnﬂ €in data storing
step (96). 4}.) APPISF ttaihe ruthsmtiation deostbiciiy sRgi (§) hawd r}gd%nfau&ggi on for
execut i ng (84pieeat-pidni e ' at i,0 r authentication data (R)
when t he autg%nt_i cation %gtec 2%( tﬂg%gip%{é%hdf’?aa nihatdiist krpar transmiittadan 25
aut hent i cabi d8 %Wq%h?%%t@mmittmismrﬁslmrgg)yrmdlgnﬁpqgggg data

(O resul tnoediuEol® béenRALOSH t tQ, the external equipnent as a
response in a(%(gndi%i on Me?lgqggﬁgagg}% gtgelpe(%bﬁfadﬁt RReA IR st stgrinedi um i s

i nserted into '3 caxied Aut- equi pnent, conprising: a command receiving part
(110) 1% 0or receiving commands transmtted 30 from said external equipnent
(200); angautheptication.data storing part (130) for storing said

aut henti cation ?3“%)?5’,1“%?%%%@%90@@111@@ @aint 1(ck6)whereigt ori ng a

secret key (a) a olbmlunedbef arofsabangN6eifig ARYY at 9y authentication

data (R) can be stored are prepared in the portable information recording

.medmm (100), and only latest n pieces of authentication data (R) are stored
20 1in the authentication data storing step (S6).

4. A portable information recording medium having a function for

executing a predetermined encoding operation for authentication data (R)
when the authentication data (R) has been transmitted together with an
authentication command from external equipment and returning encoded
data (C) resulting from the encoding operation to the external equipment as

. : " . .
‘ xjespo'nse In a condition where said portable information recording medium
1s 1nserted into said external equipment, comprising:

25

% command receiving part (110) for receiving commands transmitted
30 from said external equipment (200);

an  authentication data storing part (130) for

' storing said
authentication data (R); :

| a secret key storing part (160) for storing a secret key (&) to be used
for said encoding operation;

a dJsagrgement confirming part (140) for confirming disagreement
between authentication data (R)

35

that has been stored in said authentication

18



35 a disagreenent confirmng part (140) for confirm ng di sagreenent between
aut hentication data (R) that has been stored in said authent Bq@gi 18 1 8
JUL 1006 data storing part and newWy received authentication da Jng) when
the comuand receiving part (110) has received said newy received

aut henti cation data (R) together with an authentication conmand; an

aut hent i cafifbh sdaxiagwpart pgdpaetw iy 1269ivé@rawhkhiingi SR @at?i?gg'wh%nr gi ved

aut henti catjg a that the d receiving part has “Treceived
into said aut eérjlrt?# cal{%lg%h’nbgat Raky ogf@‘i&&ﬁ fazoyed anaghcoewlyy opeiwdd on part

150) for abthénticegiendate®)datat} ! exaeut bng. odi operation for
gai d) new y receie}/?glz% t h{_ant i.catg' toﬁe%‘él?g an( R) %@’“ﬁg‘flﬁ’g C?ﬁﬁgn&@?et lOkey I(a)
stored in the hzsagicnr &t ﬁ&g} 163130% n%atﬁai”tl'ltellﬁ(])ar@rﬂm) dondititiag $didt newly
di sagr genergce bethemt o afR)t i t confirm rt (140);
and g resppnse, ty ansmitti rtlong?fkta %l??%)%‘t?gg%‘tg{rngﬁgﬁﬁi‘fﬁeﬁ&nﬁ Q@%B%%@Z&las (149)

i ncl udi ng sard eé";]lg‘gaéal aptnepeication dafasstowng glareiipent (200). 15 5. The

portabl e i nfor metn encadiaerdichgtiFRM ' to claimd, - wherein:
writing of the new Xcr ecgj d\?eedgggtﬁ_ ﬁbeér%?]i @g?%ﬂ’ ataém(lﬁ)erfcgdﬁ‘grdﬁt%cfcgﬁy at the
aut hent i caf’ on “d &2 FPCPHIRG 9peratipn Joy said wovlgirecane d hatheh sagieearnt has

been conf i (e hyinghehediceeay egmen i:r art (140).. 20 6. The portable
i nformatio nrdtf?@ordi n%; g&;di um acco?é?%gatlémgl?%f%eﬁ kg‘& é?glnmé’rrgﬁwogénpl ur al
nurber''n of "EBPRnERTh LRGeS maTE hreepheent camfirmeed autt hhst dkakiQmaat a
storing parnfrt30)k woti(ad); anpl ural nunber n of pieces of 25 authentication
data (R) can be _stored; and the authentication data witing part (120)

execut es proces$i AGCHYISe WARSMEINGr gert dd¥Akrfoi canhemitate f Respori

respect i venstwlinggaldeatddwdsdatan@d) (whgp e ol ur b unber n of
storing |l ocations are occupied, rewi teeéjbérrggiegéﬁﬁag%@ (2 B*i ed to a storing

| ocati on at which an ol dest authentication 30 data (R) has been witten. 19

15 5. The portable information recording medium according to claim 4
wherein:

writing of the newly received authentication data (R) is carried out at

the authentication data writing part (120) on condition that disagreement

has been confirmed by the disagreement confirming part (140).
20 '

6. The portable information recording medium according to claim 4 or 5
wherein: | |

a. plural number n of storing locations are prepared in the
authentication data storing part (130) so that a plural number n of pieces of

25  authentication data (R) can be stored; and _
the authenticatiop data writing part ( 126)

B executes processing for
writing target authentication data (R)

into respective storing locations, and
when all of the plural number n of storing locations are occupied, rewrite

processing is applied to a storing location at which an oldest authentication
30  data (R) has been written.

19




