WO 2016/108189 PCT/IB2015/060038
1/7

COMMUNICATION DEVICE 100
APP ENVIRONMENT 110

APPLICATION 112

i PRIVATE PORTION
: {e.g., NDK) :
: 130 :

CPERATING SYSTEM 114

DEVICE HARDWARE 104

FIG. 1

200

OBTAIN SESSION ID TO INITIATE A SESSION
BETWEEN THE PUBLIC AND PRIVATE PORTIONS
OF AN APPLICATION
202

v

[ GENERATE AN CONVERSATION KEY USING THE )
SESSION D
204

v

ENCRYPT FUNCTION CALLS USING THE
CONVERSATION KEY
206

FIG. 2



PCT/IB2015/060038

WO 2016/108189

2/7

Application 312

336

Authorization
Key 331

KDF 332

334

Session D
» (Generator

Start Session
Request 302

>

Session D
304

Conversation
Key 233

Function
Calling
interface

335
Function
336

>

Function
invocation

]

'

]

'

]

’

’

'

.

’

'

]

'

]

’

’

'

.

s 2

'

1.8

e

v 5 0
o

'

HEA W=

[ERCE

-

-

O

'

.

’

»

]

'

]

’

'

'

.

’

»

]

'

]

'

L[]

v

’

'

’

’

’

'

[ Qo

[ P,

-...T\K

-V!D

[ o]

vy

HE=NE

' -

o & oop

p = M

0O W

BT

]

s O

’

’

'

'

]

'

'

Authorization
Key 321

KDF 222

Conversation
Key 323

Funcﬂgn
Invocation
interface

325

FiG. 3



WO 2016/108189 PCT/IB2015/060038

3/7
400
MOBILE |« >
APPLICATION ISSUER / HOST
PLATFORM CLOUD BASED 472
470 b | TXPLATEORM |e >
480 A
COMMUNICATIONS
NETWORK
482
TX PROCESSING
NETWORK
484
\ 4
A
PORTABLE COMMUNICATION
DEVICE 410
APP ENVIRONMENT 412
MIOBILE TX APP v
414
x ACQUIRER
5 474
MOBILE OS 422 v y Y
HCE APIS 424
A
E \ 4
i ACCESS DEVICE 460
DEVICE HARDWARE 432 — -
coNTACTES 1. | conTacTiEss o0s ELECTRONIC
INTERFACE 434 [ > READER 464 CASH
434 462 464 REGISTER 466

FIG. 4



WO 2016/108189

PCT/IB2015/060038

4/7

PORTABLE COMMUNICATION DEVICE 501

MEMORY 502

APPLICATION ENVIRONMENT 510

PUBLIC PORTION
{e.g., SDK}
520

PRIVATE PORTION
{2.g., NDK}
338

TOKEN REQUEST 534

ACCT. PARAMETERS
REPLENISHMENT 536

CRYPTOGRAM
GENERATION 538

MOBILE OS 514

HCE APIS 515

DEVICE HARDWARE 504

PROCESSOR 505

USER INTERFACE 506

COMMUNICATION
SUBSYSTEM 508

DISPLAY 507

CONTACTLESS INTERFACE 508

FIG. 5




WO 2016/108189

57

PCT/IB2015/060038

Public Portion

Tx Application 812

Private Portion

i {e.g., SDK) {e.g., NDK)

E 520 : ; 630

: 1 Start Session |

' Authorization ! Requests02 1§ Authorization
: Key 821 : S ' Session D Key 631

E ; > Generator

5 l : ; 634 l
KDF 622 | l »| KDFe32

; : ~

' i SessioniD

' : 604 ;

Conversation ' ; Conversation
; Key 623 : : Key 833

- l ' Function invocation Regquest 606 l

' Eunction ; {e.g., payload = GenCrypto(Tx data)) Eunction

; invocation : = i Calling

' interface ‘ ' Interface

; 625 ; E £39

E { Cryptogram - l

' ' 608 :

' ; / ' Cryptogram
: - : Generator
5 : ; 636




WO 2016/108189 PCT/IB2015/060038
6/7

700

SEND A START SESSION REQUEST FROM A PUBLIC PORTION OF AN
APPLICATION TO A PRIVATE PORTION OF THE APPLICATION
702

RECEIVE A SESSION ID FROM THE PRIVATE PORTION
704

GENERATE A CONVERSATION KEY USING THE SESSION 1D AND
AKEY DERIVATION FUNCTION
706

ENCRYPT, USING THE CONVERSATION KEY, APAYLOCAD OF A
FUNCTION INVOCATION REQUEST REPRESENTING A FUNCTION
CALL OF A FUNCTION IMPLEMENTED IN THE PRIVATE PORTION

708

SEND THE FUNCTION INVOCATION REQUEST INCLUDING THE
ENCRYPTED PAYLOAD TO THE PRIVATE PORTION
TO INVOKE THE FUNCTION
716

FIG. 7



WO 2016/108189 PCT/IB2015/060038
717

800

5

RECEIVE A START SESSION REQUEST FROM A PUBLIC
PORTION OF AN APPLICATION
802

GENERATE A SESSION iD
804

[ SEND THE SESSION [D TO THE PUBLIC PORTION
806

——/

GENERATE A CONVERSATION KEY USING
THE SESSION ID AND A KEY DERIVATION FUNCTION
808

RECEIVE A FUNCTION INVOCATION REGUEST
INCLUDING AN ENCRYPTED PAYLOAD
810

DECRYPT THE ENCRYPTED PAYLOAD USING THE
CONVERSATION KEY TO RETRIEVE THE FUNCTION CALL
812

[ EXECUTE THE FUNCTION OF THE FUNCTION CALL ]
814

FIG. 8



