METHOD AND DEVI CE FOR | NTERCEPTI NG JUNK MAIL Field of the Invention

The present invention relates to the field of network conmuni cation
technol ogi es, 5and particularly to a method and device for intercepting a
junk mail. Background of the invention In the email field, junk mails
i ncreasingly spread, which not only increases processing tinme of a nornal

obst r et ngwgﬁmmmﬁ?%ﬁﬁﬁfﬁ“mﬁfﬂﬁ%ﬁﬁmﬁ PN T crore,

10t he junk mail probl em should be ¥l At present, an interception
techni que based on a string is typi caIIy adopted to prevent the junk mail
inthe mail system In the interception technique based on the string, it

i s requi rEild @faticdlviesition st ri ng dat abase. The string in the string
dat abase enploys an €xisting single word or phrase, and a |l ength of the

string is reiad pivedny idveX@Sh 1@1&1& 13- lﬂﬁ: 1414 b%t@@f‘l@&%ﬁﬁulﬂ@cﬁgﬁ dBndIBYiEs, 2 Cer t a' n

updat e cycl e and di nensi on, and e di nension of scannable strifigs in

string daméﬁ@éeﬂb$Wéﬂam@&bh@mdﬂmdemmnmxﬁwmegdjmmpnaht|caI appllcatlons,

by using the string in the string database described above, a received mai

IS f||terfd pnner of full-text sequential scanning or

regul ar ex% HOBs t o deternmine whether the received mail is
I

a junk mail a n i nd the received mail |S|ntercepted|f it
is ajunk mail! %0 Cma‘?ﬁ%l‘q@ﬁéﬂ% SngciaEngy egBed. Ve tPb ALYt Wereiient or
finds th t £ art.
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to a rel aybtoml thusebitonsng apsecpos bblainng athil heoana®ndyahusexifbékfge, si ngl e
wor d @r gBras is, 25 res Iy in the junk mail, but also sonetines
he n
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At present, an interception technique based on a string is typically adopted to
prevent the junk mail in the mail system. In the interception technique based on the
string, it is required to establish a string database. The string in the string database
employs an existing single word or phrase, and a length of the string is relatively fixed.

15 The string database needs to have a certain update cycle and dimension, and the
dimension of scannable strings in the string database often reaches a million scale. In
practical applications, by using the string in the string database described above, a
received mail is filtered in a processing manner of full-text sequential scanning or
regular expression matching so as to determine whether the received mail is a junk mail

20 oranormal mail, and the received mail is intercepted if it is a junk mail.

In implementing the present invention, the inventor finds that there arc at least the

following problems in the prior art.

Constructing the string using the existing single word or phrase may lead to a
relatively serious false positive rate because such existing single word or phrase is
25 presented not only in the junk mail, but also sometimes in the normal mail, thus leading

to false determination.

Since a complete string in the string database is used to filter the mail, the

above-described processing manner of full-text sequential scanning or regular



expression matching is inefficient when the dimension of the string _
dat abase is relatively large, and real-tine filtering for the received mail
cannot be inplenmented, which significantly affects usage experience of the
user. Summary of the Invention 5Exanpl es of the present invention provide a

met hod ang Q@MbQQthtQFimL rl% QB@{?@Rhﬂg\ilﬁnl #RkdifRhdion %“? tﬁé 921939@?1%&%%9 ;a false

positive rate of e junk mail and to inprove a filterin i'Clency of the
mail. A néltahmly fim,c,| mdenedetpnc figfeyiom Korrthe lgccwbai chiili mohetdesimplemahedi ni ng

t ext dat uires .fil t i ng processing; 10B: determ ning
whet her t é“‘l% %l%méﬁqtgn%ﬁ%{s Llsﬂ‘DGac’ﬁPgV%Fﬁ gmstri ng contained in a string
dat abase for mail filtering, and if thetext data contain the keyword in
the stri r&u@n@ﬁﬁﬁ; @gdhbqntvlgﬁtﬁ,t,{l ng database for mail filtering, further

det erm ning ta contain a string corresponding to the
keyword cont ] ; er the
malyl |Ss a juﬁkﬁ%“ &;fgé&'gléég{%éﬁ\%&;ﬁgﬁ?& dl@#‘g?cﬁam?&&ﬁ herﬂh@%'epn %'?nl ng and

accor di nguml@nalipstedﬁettedmcwecl adldtse positive gatp olf itleyjunkmekil micercepirbngat he nai |
if the A device for intercepting junk mail includes:

a text E@“Bbf Ch(’l’Jﬁﬁoi[rHﬁLﬂl@ configured to obtain text data of a mail

which requires filtering processing;, 20a character determ ning nodule,
configured taA nset®r st NferdblR RGO A8ILLENKEL BRERes:

A: obtaining text data of a mail which requires filtering processing;

10 B: determining whether the text data contain a keyword in a string contained in a
string database for mail filtering, and if the text data contain the keyword in the string
contained in the string database for mail {iltering, further determining whether the text
data contain a string corresponding to the keyword contained in the string database; and

C: determining whether the mail is a junk mail according to a result of the further

15 determining and according to a predetermined determining policy, and intercepting the

mail if the mail is the junk mail.

A device for intercepting junk mail includes:
a text data obtaining module, configured to obtain text data of a mail which
requires filtering processing;

20 a character determining module, configured to determine whether the text data
contain a keyword in a string contained in a string database for mail filtering, and if the
text data contain the keyword in the string contained in the string database for mail
filtering, further determine whether the text data contain a string corresponding to the
keyword contained in the siring database; and

25 a mail processing module, configured to determine, according to a result of further
determining from the character determining module as well as a predetermined
determining policy, whether the mail is the junk mail, and intercept the mail if the mail

is the junk mail.

It can be seen from the above technical solutions provided by the examples of the
30 present invention that in the examples of the present invention, the text data of the mail

are scanned according to the keyword, the text data of the mail are then scanned

58}



contain a keyword in a string contained in a string database for mail
filtering, and if the text data contain the keyword in the string contained
in the string database for mail filtering, further determ ne whether the
text data contain a string correspondi ng to the keyword contained in the
string dajabasg; 10@5‘@19&?@? Lm%s 9519 €5 8N I‘?el 1ﬁ9t@1t11'11 Wrad ﬁcguggf erm ne,
according to aresult o eterm |ng romthe haract étermnlng
modul e asthuEhISL@smg qpﬁ@h«stdewfﬁmne@ dmk&rlmmom pml lccay—lnmffdtc,lmeg forndemai | i s

t he junk interce il is the unk |I

It can ben%‘é 0t or"rWIﬁB“"a\llS v%"ei]e%’ﬁa] éhaq b%’élﬁuiim pFSvi defatt yt"l‘i’é"exarrpl es
of the 3013;11@5@@1_ invention that in the exanples of the present invention,
the text data of the nail are scanned according to the keyword, the text
dat a of the mai | are then scanned according to the string corresponding to
t he kéywdgniedfescripfiemiofdhefDramingsyword, thus a scanni ng speed and
efficiency can be |rrproved and real-tlrre filtering for the mail can be

i mpl enent ed Bvedemtverxpldne tst ue'clmjc.:rﬂabiabam;einha&n@ldsabiahé yelsyntliavaggeodi mensi on.

5 Brief Descri of the Dr.aw order to explain the technical
sol ut i ond"?' %&é%q&awl1wﬁ@1% é%ﬂgmv:% fﬁﬂ@ﬁfﬁi 6?1 depfrebing QEr gXAMPlggare
aCCOWpan)@oﬂéiséif' AN B8 oW el W dpdhehYhHBREEdBIpEn iR & i@ the@ebor ﬁ)ﬂﬁr?' sely

| i sted bel ow i s apparent that the acconpanylng draw ngs in

descri pt ibstovbereomeishe sanee eka,mlslosmf theaprpdess iokentitre andefoetitose nubmyilpn, and

can dPoo el B pistoditasi iy St Pl BT ERERRRE ethout

exer ci si ngc@myanlyMERNIWiNEs SAtBHut cm%fqﬂig’fhny mvenE'vQ!;lEF thr%uﬁ fl owchart
illustrating a msthodfor |ntercept|ngajun in an exanple of the

present invention; ure 2 is a structural diagram

i || ustrating'8p&ch #5 ‘tﬂPWb'Iwéhﬁh’tS‘a%ti“lﬁna grethpddeyiiercerting & jynktribépei ng a j unk
mail in r mﬂpg sent invention. Detail ed Description of

t he Inve%?fggﬁﬁom InCﬁhlgL%itfaa)?rb@{eag of the present invention, text data of a
mai | which requires filtering processing are obtained; it is determ ned
V\/net her the !EibltlrainiedStumlaidﬁagamﬁElmshatim@j;;icc'rﬁurim@lam@tdtiwwm deviige far string in
a :5 atCa or r’rq IJte“ ng Oand when the 20 text data obtained
conté n tRECRE li}%ar]ﬂfn {1 lgd‘f“ﬁf FrEPURls ol (R HESFPOHYERE t he text data contain

the string corresponding to the keyword in the string database. According

to a det g§¢faileAIDEESIhtioh PR Jfigdiper the text data contain the string
correspondi i ng dat abase and accordlng to a

predet er m neg tﬂ@t&&%ﬂ% NG lBQr}lJ'l&Xm th/ClC}ﬁmd?c% Fd’l‘lta{‘lgfi &\A{[Plgtl @ficit b 1equa1c§ I is a
junk mail, and Is Interce
ﬁltumg processing are obtained; it is dctmmmcd whether the oblamcd text data of the

mail contain a keyword in a string in a string database for mail filtering, and when the
20 text data obtained contain the keyword, it is further determined whether the text data
contain the string corresponding to the keyword in the string database. According to a
determining result regarding whether the text data contain the string corresponding to
the keyword in the string database and according to a predetermined determining policy,
it 1s determined whether the mail is a junk mail, and the mail is intercepted if the mail is

25  the junk mail.

Further, after the mail which requires the filtering processing is received, a title
and main body contents of the mail are obtained; after the title and the main body
contents are stitched to obtain a piece of text data; and the obtained text data are
determined as the text data of the mail which requires the filtering processing.

30 Preferably, the text data may be stored.



25t he junk mail. Further, after the mail which requires the filtering
processing is received, a title and main body contents of the mail are
obtained; after the title and the nmain body contents are stitched to obtain
a piece of text data; and the obtained text data are determ ned as the text
data of the pRillerWh Ghink MRS if BR diihd BibiG. RIBASARINDy o1 c&%ﬁ&hab' y, the
text data may be stored. Further, the string contarned in the string
dat abase dhgragghsnituct elpriveromat mcludes et lehdnacvénn iinplish warde hathandser uni t

i ncludes at  |east one of an English wo . ipese single word, a single
Engl i sh RUET r?af;’flg%f %PhléShC#it%é’sé‘ éﬁﬁdﬁet%ag‘“b%‘“ é’“g{e WOrd Gr 4

ful | -w dtfol kabfybal O ippnctuagbhon. SFurther, the string database
corresponds to a hash chief table and a hash |ink table, where the keyword
in the string contained in the string database and |ength information of
the string covHEsbMHITRYatabashsokespardsdo aheshsehind sablg andiaesh Hisktablh. ef t abl e,
and conplgt.e. Ghar I GONS |00, 4;ntor mat i . the stiring correspondi ng
A B R T T gty s

oper at i ol dbs cringedrabmndingsioethedidyedrd tlestdet dilthd sashextieebicngng pr eset
nunber of characgters by starting frama, first character unit of the text
dat a, detceg‘ﬂ’fleﬁfgaw?éf%é “SPH&U%@%YBW@? ot the FEng seiraPardiphe thekamsad t hat s
t he saneasoflen Blc8sst iAUABRr of characters, and if yes, obtaining the

| ength information (specifically, a length value) corresponding to the
keyword, taking out the corresponding string from 15 the text data

accorlfli ng t oMb 4 eaigrhining opamtipondesadhodcabavg ishetdeeteds e asH [sink tabl e

contains . string. n.opt, and if .s,__detre,_ mning that the text data
it e R R AR o W TR e T R P N e

t he text ddaf detedtidg bitetay (he Gasdng talds chihs &8 kel erdn®d i ORe 9fmd fahe
correspondi ng keyword and string. If the hash chief table does not contain
the keywBrdetiNaber of ¢hppcionnand Yenebpinspthe logihofmmetion (soerficedlyer s, or i f
t he hashyl..r | e..¢ t, N .strjng.taken t.he «preset
nunber offénlé’ a}fzg@?é?gg%%éd{ﬁgé%gl%%f %’g?&@ﬁgﬁP?@h%&ﬁﬁgﬁﬁﬁé%sﬁ}g51% " char act er
uni t 1§ r othetthet datar stocihay tachetenpthi ihfoomatidre deatingdati@herandhdshéink hal@ct er s
taken out are p@oce.sseg in acco dlance W th a processi nﬁ operation for the
preset nGYBRIPS dfe ergedakety quly ARAAL ¥eik deteomintme Ui thy texhdracaremituby t of the
t ext dat g.guAtdel f L @St ar ; f. & l,Sa 1.0: : data are
det ect ed. _ é’Ffl(jf' ?xﬁcedriéé’taﬁ)g Iﬁgdgﬁm%ﬁ?%? ﬁ[%lg(bll(ghglﬁlﬁq%;ﬁéﬁhggh@%% nee hiig e are

est abl i sheentigy sugtl! as iakirmgtioud! thheopespsadinpeiverd efid sthagact ers by starting
fromthe first character in a first string contained in the string

dat abase, tagkjn .characters taken out as {é 'yword, determ ni ng whet her
the preset %%%ra Eig&lgﬂg?kggf) et %(.)tf('lp BFHI} ﬁéﬁ%W‘ggi ﬁi?m@lgtsgl?le ﬂﬁﬁ’t“ H'%$¢80anot her
string ohhebetdfanatbiersf bif i$thestash Mok tabld fRs b doRGidRt ahsQaldh@ul g sane as
the keyword, and if the sane, recording |ength information of the another
string aRgs¢tpamber of characters are taken out after shifting backward by one character unit

from the first character unit of the text data, and the characters taken out are processed

in accordance with a processing operation for the preset number of characters taken out

from the first character unit of the text data until the last preset number of characters in

25  the text data are detected.

Further, the hash chief table and the hash link table are established through: taking
out the preset number of characters by starting from the first character in a first string
contained in the string database, taking the characters taken out as a keyword,
determining whether the preset number of characters from the first character unit in

30 another string other than the first string in the string database are the same as the

keyword, and if the same, recording length information of the another string and the



keyword in the hash chief table and recording the conplete character
construction informati on of the another string in the hash link table; and
t hen further determ ning a second string other than a string recorded
in the hash link table in the string database, and processing the second
string i n3GeR! dancehith i aie Qﬁl?_cr@&)?&iﬂ (RPEEADle RN PhcrdN Ii&{‘tﬁl%iﬁfl nurber
of charactérs taken out fronlthe irst string, until recording a sections
of char actrmatiakethoetothyr ssimyitilnghdsh dnk tdbée; nedhest i ve first character
units of all strings in the string database and | ength information thereof
in the hash ghief tableand recording respective conplete character
constructionﬁP%¥bgt’?Tgwgé¥m§WFF§BP$8gﬁbﬁﬁﬁﬁdﬂgﬁ§Fﬁaghgh“ﬁﬁéhﬁgiﬂﬁlink
table. 1GHEsletineke stifg diebesdNaRd Peoceidih ek debehd ithg I8 aBedrliitce "B a1 ncl udes:
obtaining the recorded nunber of times that the téxt data are hit by
scanni‘ng,Pre&ssyipg pragliamer fegsesdieniniler of ehardcéns tbeuout them durfirelsyrondi ng
keywor d the strifg. S [ L.When the text data contain the string
correspoﬁ@gaéaggﬁbggngg§@%§§F§%Q§%%bs??}%g%§§E%‘%S@?méﬁ%uﬁgufW%H“%btained;
and l5accbadirgutics dffad sregeiddd snimaliatabade dhll teg1H ddriabien o datha are hit
by scanning ﬁs meél as the recorded information about the corresponding
keyword vt tHHe @ble;i 4, rosarding repeedpricRBR I cihehBrster CRRSUEHPN INSOMKEOD unk i |

based on of‘flre'lﬁ cQﬁ'@bﬁ)‘%ﬁ&'ﬁQ‘ét@ﬁgs ﬂﬁ’h@ﬁé@hﬂixﬂ%kﬁ licy, and the mail is intercepted
[

if the mail is the junk Further, the predeterm ned determ ning policy
contains: the mail is determined as 20 the junk mail when the nunber of

ti mesOt hat thaetheaxbe decamiamg whdathdryths oaing aguilsmbdigduddshamaiaingrteset nunber

of times; or if inforpation of the string is the |ength of the string hit
by scannifig. d‘th“e””%% 8@?‘8%&%@@1@ Eﬁ%‘? Q?tmdfﬁqﬂbg%%ai“&‘g}gi %&ﬂh‘&sﬂ“’ FeEdi | i s

det er m negfoagatidheatiounthe BBiésphEng kBBvAUIRE hetfritd MBScdd&t whbent ext data are
hit by scanning is |arger than_t%e preset nunber of tines and the |ength of
t he stri dgtasiopialythe samaicagespendiag geihe kaemordsa therstriat databagt. ind is the n or der
to facilbgéﬁ%dungrstanding t he exanples of the present invention, a
further explanation is made hereinafter by several specific exanples in
conbi nation with the acconpanyi ng drawi ngs, and respective exanples are not
i ntended to dcecondingtthéhcaxemplesumtierbfidémps daetit dxpdantkomt by scanniighash schene
is a stora Q‘sﬁlgpt%rg.flnrthe’gash schene, a corresponding relationship is
est abl i sHEY BEWEENI5T S gmagien 3oL o ForEPKting kyavarh ank Biriging: 8fS t he dat a,
and a sele@imindg wEeHPIEmAiBisTRPRAR nid lﬂis&@&l‘?ﬁie??e(ﬁa% nhioral g,
correspondi ng rel ati onship. Setting of the correspondi ng relatloﬁﬁhlp is

f 1 exi bl epobgy. bohthcasait entgiczpiedif thémuhés thogatkionl.set does not go beyond an
al l owabl e range. The hash schene typically includes a hash chief table and
a hash link table, In practical appl.ications, it |s reguired to constitute
Tho pash oni SBREE hd ARUAHA SRl SRR e B Gniaso g e SR migd sy

Sit uat i orhe junk nmAQEly:Hi'ldhcﬂguﬁlber?tﬁ tiﬁi@ﬁﬂ]idt_@he L@gt&[a@&@‘éf’dii@ Ma@lﬁﬁgmﬁ@rg@f ~a net hod
for intercepting a junk mail is shown in Figure 1, and the nethod includes
processi Hl\jmé‘t@ﬁ%ﬁ Bumpey| qf ginges; or if information of the string is the length of the string

hit by scanning, the predetermined determining policy includes: the mail is determined
as the junk mail when the number of times that the text data are hit by scanning is larger
than the preset number of times and the length of the string hit by scanning is larger than

25  apreset length.

In order to facilitate understanding the examples of the present invention, a further
explanation is made hereinafter by several specific examples in combination with the
accompanying drawings, and respective examples are not intended to limit the

examples of the present invention.



10Step I'l: The text data of the mail which requires the filtering

processi ng are obtai ned. The detail is: after the mail which requires
the filtering processing is received, decoding the mail and obtaining the
title and the main body contents of the mail; obtaining a piece of text

dat a t hr oughpa djifsgcdchymstis LChbRge LG clibd | : IR o ents; and
deternining_thesobtéfﬁe& fext g%fﬁ gél%hg'?gjg&gg%ﬂygg ?%gyﬁéﬁﬁﬂ&%ich
requi r es relheoifshint ierestalighed beveieng storaSt pesitidn ofHiateim] thi kepwoelr oftthe

facilitatg the interception in the followng step, which is specifically
shown 1 n CakteBTL 3 SHE S KRS dsci pReD hragPeriesit isodoPeacreRbetagi | y.

Step 12: réaGaisHiphgctie r iHeadaekpohAind Ic1dREARRSE 1c4iPR, Nash, &hinekiLabl e and
the hash 20l ink table are established. Herein, since the hash chi ef

t abl e Sandhq fpeatieis set|dopk netagyl beyand aastllbtabihadga dderidisingeltemet typicstly | ng

dat abase, it can be.considered,that the string datapase has a correspondi ng
rel ati onsn(ihé)dtg g‘q\tdﬁledﬁggablgﬁ?‘g?hészia]gfné( tﬁﬁ‘&' RS ﬁPP%ﬁl@O{l&aEﬁ RIS houl d be
expl ai nedo tdiatittdide Shghi IMEFEON @idreehdsh 1k eatsd sdcb@lithab ahasaalissugpst ruct ed
25 by one or nore character units. Specifically, the character unit may be
at | east one of an English word, a Chinese single word, a single English
letter, a halMfeosrng RATRIMLS SPREISEINGATePedrIcaT RUNFDO B HRREFPUN dt h

punct uat ij@fk mil isGROwREn PRER: Al tl{ehﬁftﬁgﬁ hﬂg‘ldg?ﬂltg%sg@ ste s %shf%l[%%! ng

dat abase” may not be an e%?stlng si ngl e wor a string section
having a flexible structure. The string section nmay be at |east one or any
conbilhat i on B¢p 30t hbe Engldaghofmbednail vehighirqeses dicnglieingordcanidg tane
punct uat iog{gﬁnegypi cally, in practical applications, the string mainly
exists inajunk mail or a normal mail. Preferably, a situation that the
string contained in the string database is presented in the junk mail is
taken as an Tatgudibis: kitestheuhdl haionokgairdshiat flidiisy prrERI kakesvddhe
situation that the string contained in the string database is presented in
the j unk dfdingadiegnaibpadpbiinipg thastide mai dbe st hodr ceenippl iteaatiadn scope of
t he exa : e, j i on, . ' . i I e string
dat abas<rarB gtgglé&ir %@Hﬁggﬁg’@éﬁd g‘l\{(g%le@gcﬁg&gﬁftﬁ%&{glb%qgt“hlg%é r*ﬁ‘%gmé‘gf’é‘ﬁ ng in the
nor maf maditignts;. end ddt@nsting nigs obminedtibkit diea norhwakexnakitd ofrid mbe wiietk mail are
used sinultaqe@gﬁjyv PreferabLKH‘mhen both are used sinultaneously,
speci fi ¢ YBYEs B HCHRE PISCSISHRSHPad det er mi ned by using a nethod such as
any statistical

Herein, in order to facilitate the interception in the following step, which is

specifically shown in Step 13 below, the text data may first be stored temporarily.

Step 12: According to a loaded string database, the hash chief table and the hash

20 link table are established.

Herein, since the hash chief table and the hash link table are established according
to the string database, it can be considered that the string database has a corresponding

relationship to the hash chief table and the hash link table.

[t should be explained that the string contained in the string database is constructed

25 by one or more character units. Specifically, the character unit may be at least one of an
English word, a Chinese single word, a single English letter, a half of the Chinese single

word or a full-width/half-width punctuation. It can be seen that the string contained in

the string database may not be an existing single word or phrase, but a string section
having a flexible structure. The string section may be at least one or any combination of

30 the English word, the Chinese single word and the punctuation. Typically, in practical

6



10 classification algorithmand/or artificial intelligence classification
al gorithm For exanple, the two types of strings in the normal mail and the
junk mail may be trained and tested by using a Bayesian algorithmto obtain
a classification nodel, and the classification nDdeI is used to perfgrm
subseque f ent.s y can be seen
that FEi glr}iﬁjggﬁﬁﬁéﬁnépi‘:/@gw nlginﬁ;a%%é%t? ;1f g)ﬁnkcgﬂ K ) r?,OI%OIK f'fndg 'i?c‘tfudég g

appl i cat isgnatgfn lhhlehexiamglcelstdmtd tm!m priegeiatabasevepies@ned in the Junk k! ﬁxalrrpl S, g
t he hash schene descri bed ab ve i s jntroduced, cording to the | oade
string dé@%?ﬂﬁean etxﬁ@ph'ai e ‘E%\‘td e ?"I‘i‘@l%?gﬂ ﬁ I@“t‘éﬁ%"emétr@e

est abl i sheghe (ﬁm%l%aeﬁs{hé th?%E@Qé%bsr@bl@guﬁé@nhﬁé &I ad ﬁpéx%nﬁ:ﬂg i he hash
link table is as fol rings in the string database desc ed above
are séanﬁ@ﬂﬁé@qheh@famwypmmbnmﬁhex(ﬂdhbegmnnmmgfdk:mhaJsUmeQOMaMabase
Firstly, n. charact e fi.rst strin re taken

flrst-l>/ev¥efl %E%“éﬁﬁgkm- d%@%??p&ﬁbﬂb%%ﬂWeﬁf’ ceso pEem a%@;ﬁd@%d that n
is 2. Theufdgrsdstingve lhuhﬁﬁﬂﬂaﬂ NG el fetshenps debah M inAs nlalenkeyaened. For
exanple, the keyword is "Sanl.,u" which represents one Chinese 'word forned
by two CHifieae Uécfﬁiaﬁii@@{@rcﬁusln'r?eﬁfuth}t hvllchémlbe%r@mqﬁ sukancondpxpeahot her
string o r tri 25 t abase . descri bed
2bove’ o Srdald A bOSbhihE b Mol ok 1858 o Ihor aPe 3 ARRSBURERRer st ri ng
are tihe $haﬂmﬁaaﬂloﬁ1helgbﬂ§fmmddlos aefigamimetgerct ¢lhRifldatish d?g,(ﬁhﬁiha%ﬁr S of the
anot her stri ?re the sane as the keyword, conplete character construction
i nf or mat %ﬂ“&%d‘i WG EPes A Sringt inghe B?“l%allm &3 riH élﬂe ekl mpebebtiaphed.

Preferablyg wdsed %‘} %sﬁé%hﬁﬂmﬁlhﬁg&ﬁﬁ L dudif" na&%;ﬂﬂ:aﬁ n{ﬁ@n cpfdnﬁnﬁ Strings

that take the keywor d u’, as t I'ReSe Charact ers
may be spbﬁﬁ%’ﬁmtwnm@cmsmbth|pe1ffom1ab1becqwmstemnmumngeofoafmarﬂfe thasttehs.ef tabl e
i the respective conplete

is as sh i.n Tabl | |ist bel.ow. Thereafter

charact e g@ﬁggrﬁgpﬁﬁ e?h?%fﬁﬁweéﬁnﬁﬁbh PWBF“?¥%3@?FWﬁ&%“FH&P“FQWé t he
keywos d, lighiGappliS&Malbf th@skahdpesldrilgd préseph@vafilogr s is stored in the hash |ink
table. A structure of the hash link table is as shown in Table 2 |isted

bel ow. Therefore it can be seen that one keyword corresponds to one hash

link table. Inhe fenhe khokashrehemordoseritied abpyd/isonteodvash sofliaegordiaplie, in
whi ch al lmquad%)é%{\ﬁlé,qgta%gg Ehh?lﬁéhe e an%lrifr%asﬂ dfgf 2?61 %ﬁé@r b SI%][ P ?E)I ';ake

each keyword as arac ers are store
hash | i nkracads!fesgstathisking cleritaels ponthabie ané spdekh Uek kdywendsoliost he hash chi ef
table. Table 1. Hash chief table Keyword Length val ue SanLu 4

strings in the string database described above are scanned sequentially from the

20 beginning of the string database. Firstly, the first n characters of a first string are taken
as a first-tevel hash index. For description convenience, it is supposed that n is 2. The
first-level hash index is then determined as the keyword. For example, the keyword is
“Sanl.u” which represents one Chinese word formed by two Chinese characters. Then,

with the keyword as an index, another string other than the first string in the string

25  database described above is searched, and whether the first 2 characters of the another
string are the same as the keyword is determined. If the first 2 characters of the another
string are the same as the keyword, complete character construction information and

length information of the anther string are obtained.

Preferably, in this example, the length information of all of the strings that take the
30 keyword, e.g. “Sanl.u”, as the first 2 Chinese characters may be stored in the hash chief
table. A structure of the hash chieftable is as shown in Table 1 listed below. Thereafter,

the respective complete character construction information of all of the strings that take



56 ... 10 Table 2: Hash link table SanLu m |k SanLu pure mlk SanLu

i nfant m |k After the above processing such as taking out the keyword
for the first string and filling Table 1 and Table 2 according to the
keyword, the above processing such as taking out the keyword and filling

Tabl e 1 apdidaklig, 2 Eacggglr o] '39 tHeOrids e ci’fﬁ){&’@lsﬂs Et%wtdhﬁnhcll sh ﬁ’iﬂﬂt ifred for

anot her strirng othef than the strings recor ash tabl e shown
in Table Szupuutmieh@lua%hrhlgkctdﬂtaisasehcdﬂswnbnécdz hbod/ée owntindleﬁuh:eitlcemgt h

i nformati gn nd t irst nc cters of the strin I n the string
dat abase SS?”e{% FedBr @8’01 C(’r“r?épcﬁgé i lée\'spthé?gll‘g’l‘ar{‘ﬁi“le sh s ttlhﬁ%‘é 'tonpl ete
char act eronGORE Kddk hieP tabld, o WBicham &fke ?vaic%fanﬁhﬁ‘e &t@hn%uh&lo%tmﬁ@' in the

hash link table. 20Thus, throu h the steps descri bed above, the hash chi ef
t abl eﬁanétlg@g&rtbgtp@h(d,ca@l <(,yw01d as the first n maractcxs are stored. There may be

multiple hash link tables, which correspond to respective keywords in the hash chief

table.

Table 1: Hash chief table

Keyword Length value

SanLu 4 5 6

Table 2: Hash link table
SanLu milk

Sanl.u pure milk

SanLu infant milk

After the above processing such as taking out the keyword for the first string and
filling Table 1 and Table 2 according to the keyword, the above processing such as
taking out the keyword and filling Table 1 and Table 2 according to the keyword is then

i5  performed for another string other than the strings recorded in the hash link table shown
in Table 2 in the string database described above, until the length information and the
first n characters of all of the strings in the string database are recorded in the hash chief
table and the respective complete character construction information of all of the strings

is stored in the hash link table.

20 Thus, through the steps described above, the hash chief table and corresponding

hash link tables may be established with respect to the string database.

Step 13: The text data of the mail are scanned by using the hash chief table and the

hash link table, whether the mail is the junk mail is determined according to a scanning



hash link tables may be established with respect to the string database.
Step 13: The text data of the mail are scanned by using the hash chi ef
tabl e and the hash |ink table, whether the nmail is the junk mail is
determ ned according to a scanning result and a predeterm ned determ ning
policy, andithg SBbdetdSihdt RIGERLE bt Ri:s: the, J unk mai L. . After
t he hash éhi e%h%t Jz}gl ec anlci (f ekﬁg%ﬁ{ﬁgpﬁicyf ‘éﬁ {g@ gledéléﬁ Eéégcdé%%g{zg{rlél '3

est abl i sibdjurnkonait he text data of the mail which requires the filtering
processing, a string constructed 5 by the first n characters (where n can
specifically,be 2 or other value) is taken out by starting fromthe first
charact er of Aﬁh‘(ﬁ?%ﬁh Grgtdaln gn iheiIESIHE‘&E’P@J%&FE&EOY& %%g?WltFI‘%i chis
the sane f@sihthet ShioihetBRERhRU RN leS TR ﬂ_i&rih@Frﬁ%higgelf'klﬁtlgE@rl?altl%ctcd _
established. |f such keyword exists, a first [ength value corresponding to
the stori iy the fisptaghaegicrsThidiere aisan spaciiwsPo hdi2ry osharivalge) & teledoeruidyt f r om

the text data ding Lo the tirst |ength . 10 value, . and it is detected
wnet her  ¢haigs ASREHEE g REel el B s o Rl + ket ot T ng

exi sts, iwhitlsisd@t efime Aethe ahe tahen SeEAMIOG Mk hesl Oiget18XE d@bRsiHe@rifone tine
and informatjon such as the corresponding keyword and the string hit by the
scanni ng S¥eh F@/M‘ﬁéﬂ*ﬁmi 4 fies dgmety yalypeogrsaondore tediestitingyis obiimdmabeéon will be
recor ded. . chief t > 0.5y cked, . f.or: ext d. val ue
corr espoﬁ%%ggr%g(%lﬁ%gggt?lﬁ nlg%kgﬁtol%lf %gﬁ éﬁgg uﬁ%@al%ﬁcglﬁiﬁfgn&v"é% tﬁégtrﬁg%{%hrlespondi ng
to thé stweluegamalrieisdeteert @dether the stringttfilenkaywistdinthe Blshiliak tdige. Shsehas t he
string taken out does not exist in the hash chief table, the hash |ink

tabl e necH ™Mot B LASAREHNINGH dhpt 18‘? AFPHEG Hisohe tie SECBRPSHEPacer of the
t ext dat anfobBict fuchGs Whd Bor RACk& o1 en. out: d. kL8 0et ect ed
whet her the hash chi ef_w?bag?lgeslﬁ(gr}g{l%dg}viﬁfé%vg%r%d&vl\ﬂf glﬁ bﬁgﬁ% h%dilgglﬁggas t he
string takended2d sgeh sthpg doesrndt ngist, nomfomeatwe oo de ctrardedt €he bishtchesft ext

data, and.the above detection and determ ning.process wWith respect to the
atring 1 SR STRRET TR TT 6 PR AP Sro Bt SORERMY wabEEBER unci 1 "t ne
string coagii udt@ctob¥sidagingas thektehaiaat@esdof the text data is detected.
Then, according to the recorded information on the nunber of tinmes that the

25 scanni ng gits the text data and the information such as the

cor r espondi ng kAP Whightne stine aythristringalicneousdegimongsisivinéicissh t he mai |
S the ] uhter T, he nfRURIMBRGDASEE b0 e PIRASLEL ML NS, 6L L1 Y
policy. The predeterm ne etermning policy I's desi gfsiedO according to the
act ual sicharatteioof, thanek! tdhe, detsering withg atdcrys FaykdhavasAfdlliodsteci:d t he
nunber of 'tinmes that the Xt data are hit by .the scanning is |larger than
5. 30 t REClH ﬁle'bs"%aé’f%fﬁ# YeACIHLSehEeYPigHk WiHER IS thersam o ] iR kBT ti mes
t hat 24 he ohext st%ﬁ’é‘h@ [RIE HY sbedit dhBicRE BPIME Mkt 'dtﬁlﬁ! AORE aaniFf‘ec@iBg agéﬂe | engt h

an 4.

of the string hit by the scanning is |arger he predet erm ned

det er m nidgigrmpivitigcyrosersuividh eerpastetot hatstiamy wkei vet balssetiposioni vie fiste shoul d

be small ¢r than an acceptable false positive rate index, e g 0.1% and an
entire i gﬁae&rl@élﬁf‘ il th@t‘lzﬁ%&}lH‘%&‘“‘f@%&&?yt‘ﬁ‘a S%@é@é@bﬁ%@’%wﬁh@%?cepti on
rate i ndexdet®t@. 70% 5Then, the determned junk mail is intercepted, and
the normal mail that is not the

Then, according to the recorded information on the number of times that the

25 scanning hits the text data and the information such as the corresponding keyword and
the string hit by the scanning, whether the mail is the junk mail is determined based on

the predetermined determining policy. The predetermined determining policy is
designed according to the actual situation, and the determining policy may be as
follows: if the number of times that the text data are hit by the scanning is larger than 5,

30 the mail is determined as the junk mail, or if the number of times that the text data are
hit by the scanning is larger than 4 and the length of the string hit by the scanning is

larger than 4.

9



junk mail passes. In the above process for scanning the mail, the text data
of the mail are first scanned according to the keywrd, and after the
keyword is matched, the text data of the mail are then scanned
according to the string corresponding to the keyword. Thus, a 10scanning

speed and effj h@bi@@&é’mﬁﬁ‘éﬂ @&u‘nﬂﬁ’iﬁ@?%gcy shouidbtﬂﬂ[ut&q{mlecfﬁat%}(eefaﬂt ptotﬁﬁt ypresent

i nvention al so provides a device intercepting a s specific
|nplenenﬂawrbﬂméﬁmwamﬂmehﬂsdaﬁmsmaWh:hﬁcﬁwg@mexﬂc:ﬁhﬂ dgv%¢%>amhan wu

S eC|f|ca dat.a obt.ai ni ng nodul e
b cont giteah DT o Bld SRS wen g assep Bl E RN G B0 Pk eri ng
processi my;. a character determ ning nodule 22, configured to determ ne
whet her the text data contain a keyword in a string contained in a string
dat abase for nall filtering, and if yes, further determ ne whether the text
data €ont ai nliHethgtdeicHymed pkspeh iﬁkgiqc@teﬂh@dktéymmwl et thatrietotithe t he

string d d 20a mail processing nodule 23, configured to:
accorgingaﬂpﬁgﬁ ﬁ%t er determning result fromthe character determ ning
nodul e 22 and a predeterm ned determ ning policy, determ ne whether the

mai | is a jumkhembbye prodedsnfoescapingt the mal, |thé fext tdatasof the rjmihknenﬁisl Her ei n,

the further determ.nin sult fro he, character de er nin l e 22 may
speci fi cafty* 3“§q% gﬁ?ﬁ*ﬁﬁoVké ?ﬁ?éB%Pﬂﬁﬁﬁ d\hBriEpd. %“¥g§¥a8§

cont ai n tRemadakhdnGcaicl a8RAMHL ROhE 9 ﬁl@%oﬁ@%{) it GOk %bﬂ%j dl Phs! hc? string
dat abase. The character determ ning nodul e may speci fically 1nclude:

a hash t apnaingspeds dndhalingjempyduhde 2provednf i gured to establish a hash chi ef
tabl e and a hash |ink table which correspond to the string database,

wherein the LT i8S contained in
the string d& @%gg“%ﬁa ?Bwj¥§“““PV?ﬁQPagﬂ%““”gﬁﬁéthFﬁHd“EgﬁP%@ﬁ%nd|ng to
t he keywgurd, maa.hdis%lbtelﬁtaﬁiplémélkalmtﬁhectﬁitﬂﬁ esshooih Bl reharacdeelcc e@anst ruct i on
i nformation P t he strlnP correspondi ng to the keyword; and
specifically include the following:
a text data obtaining module 21, configured to obtain text data of a mail which

15 requires filtering processing;

a character determining module 22, configured to determine whether the text data
contain a keyword in a string contained in a string database for mail filtering, and if yes,
further determine whether the text data contain the string corresponding to the keyword

contained in the string database; and

20 a mail processing module 23, configured to: according to a further determining
result from the character determining module 22 and a predetermined determining
policy, determine whether the mail is a junk mail, and intercept the mail if it is the junk
mail. Herein, the further determining result from the character determining module 22
may specifically be a determining result regarding whether the text data contain the

25 string corresponding to the keyword contained in the string database.
The character determining module 22 may specifically include:

a hash table establishing module 221, configured to establish a hash chief table and
a hash link table which correspond to the string database, wherein the hash chief table

stores the keyword in the string contained in the string database and length information



a scanni ng processing nodul e 222, configured to extract a preset nunber of
characters by starting froma first character unit of the text data, detect
whet her the hash 5 chief table contains the keyword which is the sane as
the preset nunber of characters, and if yes, obtain the length information
(speci i Galhy suihol @RILIRUALUS) NG RESESACRE] & ohpfi§eout the
correspondiﬁgﬁétpﬁ' %?gn1 he fextydata gc@%ﬁ%@% £§6§$%WBF%ﬁé%ﬁh&e
infornatkmnwwﬁEC®cuUthMhﬁnnmhmnsﬁmtMgngakEﬁmomhnng&ekejwnaﬁumdhash i nk
table, and if yes, deternine that the text data are hit by the scanning for
one tine, and recor Onu r times that the text data.are _hit by
scanni ng as ﬁéﬁ¥m3§=Pﬁ?gﬁﬁﬁtW8 ﬁbﬁgéhé0%@¥?%€§bhﬁﬁﬁbdk@§ﬁ%ﬁﬂ“ﬁﬁﬂ°§tr|ng

| f the haghraeliefy dabhendpesinhasenrt ahilot ek eyWRidicwhigdihdrshd igh same as
the preset nunber of characters, or if the hash li'nk table does not contain
the sPri rgicd sblncanins hakepverdeyhivhiistias savte asthe Bisse msmapeofichksateout from

t he text f 1, war.d cter uni,t fronlthe
first chgggyﬁgs lﬁ&}ﬁngﬁlp%dggggngﬁﬁxf &4ch ﬁﬁgll%yﬁu ake ﬁ““ﬂ?mé P er

shi fting thakkwesd, bite @ne tighesrasp@idinNiiting riosm ek dsk ebatmgterhef the

t ext dati areugrocessed in accordance with a processing operatlon for the

preset n Prefan-4letest wheliRiene shig fakshop s inghe bishdiak tadie.opd t he text
data, untfled Bedn@nl (Rl BR¢ xtr%%bcﬁé hf?fb Sihd cqgmh f(} rbg;ctu%t aiqcﬁc%m%irtﬁc det ect ed.
20The mai|l” processi ng no speci |ca Y | scanni ng
|nfoﬂﬁatumn&mbbﬁhmmeRNEMUmetQﬁaaunmmbygnmeMg;m;wbﬁasmﬁbh&nmaaﬁhded
|nfornat|on about %7 nunber of tines that the text data are hit by

scanni ng.*° 33W£$d5 YV EwgéﬂP@ed i nformati on about the correspondi ng
keyword and string. Specifically, the information about the nunber of tines

that the texfudahsh afier thble dbd ¢ aNMAIRthe IR WIRI WhieB 1s3Rd Hgnd RIQY fr8dck on about
t he correspondi ng keyword and string is recorded when the text data contain

the stri Bgmber ¢pledpoaigrngr tlohe kash ksl ibledoos npheonsain iiwgtldmtallws@t thmd a
determ ni n n I nf n accordin
to the Ihp%mﬁ ﬁ%55§§%§¥5%ﬁguﬁ§%%gﬁf§$ *ﬁgst?% iqP8§%a%ﬁf §B¥e hi t byg

scanngngoas c?d@hdteraﬂntafc@ﬁ tieh gt Elerddne olf nfeaenmfata) Bnd)fhc tthgragefingspndi ng
keyword and t{ whet her the 30mai| is the junk mail based on the

pr edet er ﬁﬁﬁfe%ﬁ ii3fag Backvrhey pes qlwsﬁcwaﬁaﬂ frRghe Erﬁt chagecterel the textidaia i@ | i s
determn h I art can
rder ot agg)ct@%zﬁl ha dcb'lgllén(%g?l ha ?100%55;5 Q)g gél?{é I@% dl seﬁlﬁln dﬁ‘g f‘%}{r%'zrst zq exanpl es
describeﬁmabOVEhnaﬁuhé%hﬂmkeﬂmnhﬁduhydaaamnbmbemtpnmgnanb&n$EMMQMnng

rel evant h The ogram may be stored in a conputer readable storage
medi um Jﬁ’hmﬁﬁ 88FQ§¢15 executed, the procedure in the 5 exanples for
respective nethods descri bed above nay be inplenented. Specifically, the

st or age fTEdlMmrﬂﬁyﬁﬁa@sn@ww@ﬂ%%&hcﬁlw RRtuieal disc, a Read-Only Menory
(ROM) or a Random Access Menory ( , €etc.

a scanning information obtaining module 231, configured to obtain the recorded
information about the number of times that the text data are hit by scanning, as well as
the recorded information about the corresponding keyword and string. Specifically, the
information about the number of times that the text data are hit by scanning, as well as

25 the information about the corresponding keyword and string is recorded when the text

data contain the string corresponding to the keyword in the string database; and

a determining and intercepting module 232, configured to determine, according to
the information about the number of times that the text data are hit by scanning as well
as according to the information of the corresponding keyword and string, whether the

30 mail is the junk mail based on the predetermined determining policy; and intercept the

mail if the mail is determined as the junk mail.



To sumup, by using the string section having the flexible structure that
is presented only in the junk mail instead of using a single word or
phrase, the exanples of 10the present invention can solve the false
determ nation problemin the prior art, and have a relatively |ow fal se

positive rat ?h@s@%uﬁn&ﬁk@lﬁ:!ié’@ rﬁqubélgam L&H@Irs&ﬁmiﬁ?gllf) a?l‘socfﬁlée r%'?(}édHﬁ' ifg the

hash chief table and eiln e exanpl es
of the prlésemthchhueﬁtm @srans)dxarﬂcistlwe@eahovdanaf bt itmpennaidd, bywhicompaan greatly
i nprove the scannﬁﬁ eff C|e and rove t he s%annln speed, and can

i npl enentP 1BPER|™ %1}1 ‘?"BF PF%“‘T‘méU@h e Hb"‘§PPWPH§‘dat abase

has a rel@idabgl Ytola%églﬂuﬂhﬁﬁeﬂﬁ'h&ﬂ the pr ogtf foé\%ﬂ@t‘cﬂ‘giﬂes plRERLY ipr@terred
exanpl es of the present invention, é’t he scope of th e present 1 nvention

is nof ||q9ﬁmnea:8tfw,eweteéuvmwﬂmd$ d%ﬁcrlbmisabmcamyehomamp onsntehSpesifinaltie wi t hout

departing.fr h of. the res in 20 t hose
skilled ?W‘Sﬁqlcnﬁmhﬁ% ﬁ élgﬁé%ﬁbagg ?Hm Fﬁe 163L9n§? HETHr esent
i nvent i Or{RON’]}adne;fIQzlﬁe{onUﬂ&cS@IOII@ﬁlon(IIA\IeI),Rﬁ@SGHt i nvention should be as

defined by the appended clains What is clained is: 1. A nethod for

intercepting._.a junk il, conprising steps : A:. obtai ning text
data of a mal? SR B Béqlé‘inge@f«fSiUllftéeP&W@lld?ﬂdé&&}bnﬁmec HRCWFHIML g whet her

the text pﬂ%ﬁicﬁgm%h ﬁl%}@nkkrﬁé'im& acih?f!.t%hr?a{éu 9. GORE 'ﬂFaQ(: ik & Ek[dhl Ee%torf' ng

dat abase ‘for mail Itéring, an ata onprls eyword in

t he §ﬂr|m@apmnmaumemhomcmheﬂs¢ﬁwﬂ@kda&&b@éembmmnmmnm1ﬁnhdpﬁanmmcm@rther

determ ni ext .data co F ? ring corresponding to the
auaaa ugh infer

keywor d g&ﬁ?éf%@ﬂm%HOFHéﬂgP?ﬁ%6”85% CPUORENr i ni ng whet her

the mail is a junk nmail according to a reeult of the further 10determ ning
and accor di nBy weingd thE eGL Eien RBE LAt @E Hati Nk RAIE GY theaRShi RLERCERLT Ng the

examples of the present invention scan the text data of the mail, which can greatly
improve the scanning efficiency and improve the scanning speed, and can implement
15 real-time filtering for the mail even when the string database has a relatively large

dimension,

The foregoing is merely preferred examples of the present invention, and the
scope of the present invention is not limited thereto. Any vartations or alternations
easily made without departing from the technical scope of the present invention by

20 those skilled in the art should be encompassed within the scope of the present invention.
Therefore, the scope of the present invention should be as defined by the appended

claims.



mail if the mail is the junk mail. 2. The nmethod according to
claim1, wherein the Step A conprises: after receiving the mail which
requires the filtering processing, obtaining a title 15 and mai n body
contents of the mail; stitching the title and the main body contents to
obtain text data; and determ ning the obtained text data as the text data
of the mail which requires the filtering processing. 3. The nethod

accor di ngWhet isklimedis: wherein the string contained in the string 20

dat abase is constructed by one or nore character units; wherein the

char act er unitA sethodifseiateadeplisg@s jurtnai@fcomprifing begdomor d, a Chi nese single
word, a single En%lish letter, a h?lf of the Chinese single word or a

ful | -wi dt h/ hat PRiaRHEHeRE g tngh which requires filtgringrprecesgibiod accor di ng t o
claiml1, whegejfhh Wl ’ . -2SD0 Q .3, ash.chi.ef table
and a hash I?ﬁ%ﬁ?ggﬁgghmbmgVﬁg%%?gaﬁégﬁﬁéﬁfggggggrgd%?ﬁ&g%ﬁpH%ng§mord in
t he stri nyingohtabaselr mailtfiverisg,rind §f iatabdse cangtideeingtdywond orihastiian of the
string corresponding to the keyword, .and the hash link table stores
conplete‘@ﬂ?Pﬁ@f%P“g8mﬁéﬁé§W% s f%ﬁ@ﬁoﬂﬂgw CHEMIRS W, ﬂb@ﬂié&ﬁénding to
the keywelagh copPhMietirthel ddereSI@RIB ©AIPKERRR containBLin th@’é%r?@ﬁﬁtdﬁgse? pr eset

nunber of characters by starting froma first character e text data,
detectin@nﬁhether the hash chief table contains a keyword that is the sane

h 3 her. [ LS., if.the. h chi ef bl.e i
Koyvior d ¢ hatt i CHTRE8 W GHRr BEREPs o0 i SRR Lo BT RBUER N ng T he

| engtih i Atermtiomdeecsespandipigletedmitd eyt pdiRkimng iQbkegirgtihé ng from
t he text da%% according to the length information, det ecti ng whet her the
hash | i nkailbthe pynisdhqisnk pilst ring taken out; 5 and if the hash Iink
tabl e contains the string taken out, determning that the text data are hit
by scanning for one tine, and recording the nunber of tinmes that the text
data are hi t2. e sednnl gordmpvelclaims, whiteimt Sap Aabowrisehie keyword and t he
string corresponding to the keyword;. and B2: if the hash chief table does
not containEﬁﬁﬁl%ﬁvaﬁ?@efﬁﬁk“ﬁgmgﬁ%mgﬁﬁﬁegEBW%%WDT@$ﬁEe@§WHHﬂﬁbBHCof
char agt easd nfdfin bédyt ERdhasEY thi: Wik 3BLRIHARS Ot E BRLALR LG, t aken
out, taking out tﬁé preset nuﬁbéf of g%araéte?% a fe# é%?f??ﬁ%hggékward by
a char acebiinufsixt dtapand dederhiinisy thhabaotedriedfdathas thexextdhtagf tdngt ocessi ng
the chargeters taken eut.in accordance with a processing operation for the
preset nﬁ%%%ﬁégﬁ“éﬁ%?P@f P PEREAS0out fromthe first character of the text
data in Step Bl, until detecting a |ast preset nunber

3. The method according to claim 1, wherein the string contained in the string
20 database is constructed by one or more character units; wherein the character unit
comprises at least one of an English word, a Chinese single word, a single English letter,

a half of the Chinese single word or a full-width/half-width punctuation.

4. The method according to claim 1, wherein the string database corresponds to a
25  hash chief table and a hash link table;
wherein hash chief table stores the keyword in the string contained in the string
database and length information of the string corresponding to the keyword, and the
hash link table stores complete character construction information of the string
corresponding to the keyword;
30 wherein the Step B comprises:
B1: extracting a preset number of characters by starting from a first character of

the text data, detecting whether the hash chief table contains a keyword that is the same



150f string in the text data. 5. The nethod according to claim4,
wherein the hash chief table and the hash link table are established
through: 1301: taking out the preset number of characters by starting from
the first character 20 unit in a first string contained in the string

dat abase, ,q t%fﬁl@%thnﬁb&hﬂ‘ %%1@[ LS, Jt@!lﬂ?ﬂc(ﬂy}h @ﬁdt{‘{i‘lﬁ #ﬁ?@"f{ Lglh %tl(? {"hgﬂ Qi ng

whet her the preset nunber haracters Arac Unit in
anot her stmwagmotmehe tphkasat mhmbéd St clatacieng dnaihing Sitrlcﬂgihdaif&tmﬁﬁ@nar e the

t he ke he sanme, recording the keyword and | ength
?ﬁ?gr ?r;t |C8ﬁ08?(y]\fﬁojé> tﬁﬁ@‘f ﬁ‘é‘frw"é%w[fﬂﬁﬁ& Ot § REING fEWD g?ﬁ et 4%%0%% Fe®sr di ng

conpl ete | @Iﬁ}pﬂﬁﬁ%ﬁﬁdt%n%tédﬂ& 'WQ{éth%ﬂH&f IREITBAL OBIQonkaRR BOO gg'ialéh olfig 1 n the
hash |ink table; and . further determning a second”string other

than & stanid rhiglh? bedrlinkdable umﬁ@nms fatr ing,rtdad{cnla)bl elcuc,rm rmh@, tsarthagxtdtabase, and

r ocessi t econd str i,n ac ance cessing operation for
!to he fi rs'[h(;i]t tfyrkicﬁlémp Oétoaf) %ﬁdlffﬁ)t‘ P&’ }crﬂug}]i’c'n t’t”llu%' tb?télé‘e@& ‘gﬁé‘r‘atl on for
the firstbysdchmiige bwdl ePinféinalion aBhit (5 KdyR@sd Q:Qﬁﬂl@'sﬂﬁ% 'onielﬁlﬁqdﬁlt&rtbng
dat abase. 30 6. The nethod according to claim4, wherein Step C

conpr i sedhe keywaed; andpt ai ni ng the recorded nunber of tines that the text
o aort and PR HERRNGic A% B0 A8 bt B REATSARLOL TR LR SORY L 0e

keyword and the string Ccorrespon accordi ng

to the recordednbarniteharaftets] oEs ﬂtdiaish iR tdexdodaiod cattintthd sthig %@ﬂnl ng as
wel | as the recorde |nformat|on about the keyword and the string
cor r espodh g ip othEe wEp iR bey ef élﬂar’r?%?lﬁg‘ﬁ@h‘élﬂfﬁég beglavardiby o dhataslerj unk mai |

based on yhhevd alet,8f JHan%fi g?fh%rt&% Qila[%% r}é;oﬁéé dmgrﬂga d Fa%[e?%fg&(& P{gut the mail if

the mail is the junk ccorlng arm 6,

wher ei n thergaedetridr abredssthet @emtionigr helpreayt wont io ehcﬁ atthe htm!aml out s |
determn times that the text data are
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i nf onpat iboBridBethettbe dataf ing in Step Cl is length of the string hit by
scanni ng, the predeterm ned determning policy in Step C2 conprises: the
mail is determned as the junk mail when the nunber of tines that the text

et o Lo R SRR R SR o O I, BERERL PSR BEE 5 ™
8. A devithde ix@resﬂahltie:wﬁm)ug]g a junk nmail, conprising:
BO1: taking out the preset number of characters by starting from the first character
20 unit in a first string contained in the string database, taking the characters taken out as
the keyword, determining whether the preset number of characters from the first
character unit in another string other than the first string in the string database are the
same as the keyword, and if the same, recording the keyword and length information of
the another string in the hash chief table and recording complete character construction
25 information of the another string in the hash link table; and
BO2: further determining a second string other than a string recorded in the hash
link table in the string database, and processing the second string in accordance with a
processing operation for the first string in Step BOI, until finishing the processing
operation for the first string in Step BO1 for all strings contained in the string database.
30
6. The method according to claim 4, wherein Step C comprises:
CI: obtaining the recorded number of times that the text data are hit by scanning,
as well as the recorded information about the keyword and the string corresponding to

the keyword; and



a text data obtaining nodule, configured to obtain text data of a mai

which requires filtering processing;, a character determ ning nodul e,
configured to determ ne whether the text data 20 conprise a keyword in a
string contained in a string database for mail filtering, and if the text
data conpri st feokeyy the RechiRd SRinlRG FARh& ﬂ\ﬁp tllente&hgatﬁtz{r& Mg gt abase
for mail filtering, further §etern1ne whet her the text data conprise a
string cotmespondivgl to thdecdoaiedomdomenivai abedt iln kdyevet randgihdattaiase; and a
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predet er mmernﬁed&%ﬁﬁéa Mt dehi R ipMey, WRETMELHHE th@inkil iStht il iy e iRt |, and
intercept the mail if the marl is the junk nail. 9. The device
accor di nghalo claim 8, wherein the character deternining nmodul e 30conpri ses:
a hash table establishing nodule, configured to establish a hash chief
table and a hash |ink table which correspond to the string database,

wher ei n the ‘hagl eitell dcahkitpstootiaim td)evkeynand piddctenginsd rde@@maomt ai ned in
the string database and | ength information of the string corresponding to
the keywSPUCY couePrish thean! sidgtermigisr @s dedybanabivpgrethe numbgyiod ditesp that

const r uctyl o, déiaoe{r%}t'bﬁgcﬁ{nh{gﬂg 13?1'#;&] thh 58&5&%891@91' 1inh&: &he keyword; and

a scanni ng processing dul'e,” configuredto extract & pt eset nunber of

char agt er s byin$d¢raratiomgbdut dmsaiify in Stepahiais &adedr ofuind dtrimf hit besdagxihg dad a, det ect
whet her the hash ief table contains the keyword that is the same as the
preset nB}PSSIIE“B'f“eg ﬂﬁﬁe%{ﬁ’f‘@r@sl?"h&ﬁd“ g?“pt(f?ec‘ﬁ%ﬁeszéhcb‘ﬁ?’éfs desgMineoistths ns a
keyword tihitmdiBwhBetS 3EbESo LitReNRASEL (MRS e Wit FNREAGLElSarcORhRl N the

| ength information corresponding to the keyword, take OJT a étrlng fromthe
t ext dat sheamesst dinngertad tinkes and gt lengthfodrinastiion hit de sewningtieidiger thdvea hash i nk
tabl e contahg§ ;Qe string taken out, and if the hash link table contains

t he striﬁﬁmf %Eﬁ‘out, determ ne that the text data are hit by scanning for
one ti5nme, and record the nunber of 10 tines that the text data are hit by
scanning as wel| as information about the keyword and the string

cor r espondi fgAtdsvicadondBipigspang apkirpait,sempeisihechi ef tabl e does not contain
t he keyword t ' e . .theprese; nber .of characters.qgr if the
hash |i nk té%%g{8%§§&%§¥ﬁggﬁg§ﬁ% %ﬁ%@éﬁgﬁhdﬂﬁgﬂgﬁ“d%¥%Oggﬁlﬁgﬁﬁggqto t ake
out the pregedfilnerimpairoaksiaftar acters after shifting backward by a character
unit fromthe first character of the text data, and 15 process the
characters fak@frcBideicEmbeynP@dne conltare! o ddegangnyheper deied 49 t he
preseg n o -Of r .S 0:.Qut Stafti ; he .first gharacter
uni t %f t eﬁ¥%;ﬁké¥¥§593%$Pﬁn%g§@%¥¥§glg¥?§§?d%?%%é§{ﬁ%2%@§“g’Eégffng in the
t ext dat #he text data compfiée th¥ heyvatediicde agogreditaget o tht stiim 8atabasd forwer ei n t he

mai | pr Oﬁﬁggli]gr,] ﬂnﬂRg gétgrmzlgg %ggtgliexsiﬁcs: text data comprise a string corresponding to the
keyword contained in the siring database; and

a mail processing module, configured to determine, according to a result of further

25 determining from the character determining module as well as a predetermined

determining policy, whether the mail is the junk mail, and intercept the mail if the mail

1s the junk mail.

9. The device according to claim 8, wherein the character determining module

30 comprises:
a hash table establishing module, configured to establish a hash chief table and a
hash link table which correspond to the string database, wherein the hash chief table
stores the keyword in the string contained in the string database and length information

of the string corresponding to the keyword, and the hash link table stores complete



a scanning i nformati on obtaining nodule, configured to obtain the recorded
nunber of tines that the text data are hit by scanning, as well as the
recorded i nformation about the keyword and the string corresponding to the
keyword; and a deternining and intercepting nodul e, configured to

det er mi ngp,ACCPLANYEM ﬁlpﬁm%n LG .ﬁg c&tﬂ&{agﬁdlﬂ o th 8}’ LQe text data

are hit by scanning as as accor cor I nf or mati on about
t he keywor d ancinting psdockamg @odul spnﬁgnm@uﬂmuﬁh@¢keymnmdbuwﬁeh$EMmthe mai

: ?\t ;Pg e{)t{)yt(qwgtanhggfxgl%lsaffqts%d%ﬁ%} B;Elggftelhg{c?‘h%kg quﬁteur:ﬁ?u?ér r‘hgc h%gh Ic, 1C10f wﬁnd
contains the keyword that is the same as the preset number of characters, and if the hash
5  chief table contains a keyword that is the same as the preset number of characters,
obtain the fength information corresponding to the keyword, take out a string from the
text data according to the length information, detect whether the hash link table
contains the string taken out, and if the hash link table contains the string taken out,
determine that the text data are hit by scanning for one time, and record the number of
10 times that the text data are hit by scanning as well as information about the keyword and
the string corresponding to the keyword; and if the hash chief table does not contain the
keyword that is the same as the preset number of characters or if the hash link table does
not contain the string taken out, configured to take out the preset number of characters
after shifting backward by a character unit from the first character of the text data, and
15 process the characters taken out in accordance with a processing operation for the
preset number of characters taken out by starting from the first character unit of the text

data until detecting a last preset number of string in the text data.

10. The device according to claim 8 or 9, wherein the mail processing module
20 comprises:

a scanning information obtaining module, configured to obtain the recorded
number of times that the text data are hit by scanning, as well as the recorded
information about the keyword and the string corresponding to the keyword; and

a determining and intercepting module, configured to determine, according to the

25 recorded number of time that the text data are hit by scanning as well as according to the
recorded information about the keyword and the string corresponding to the keyword,
whether the mail is the junk mail based on the predetermined determining policy, and

intercept the mail if the mail is the junk mail.
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