WO 02/ 056306 PCT/EPO2/00111 - 1 Optical Disks, a Mnitoring System for
Monitoring Production of Optical Di sks, Manufacturing Methods for Optical
D sks andvan2/#assieent i cati on Method for Optical Disks 5 Th¢HEPsRM®NLL ON
relates to optical disks. It also relates to manufacturing nethods for
optical disks, a nonitoring systemfor nonitoring production of optical

di sks and a systemfor checking the-adthenticity of 10 optical disks.
Optical disks conmonly on sale include audio CDs, DVDs and CD romns.

Approxi mately 8 b| I I | on I egl timte opt| cal di sks are pr oduced each year.

It is estimatedRt . s et Y S & &
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used to produce naster starrper orThgtﬂraallemsk anpers are then used by
replicatg on machines to produce the actual optical disks for sale. The
master stampers function as mould 25 tools in an injection noul ding
process, in whi ch Thisdilgwens oy med atiash t sutfiawd defsksed My ad ssur f ace of
the master stanpgles the ncarﬁﬁac%dﬂ% %@Iddss%la%ﬂcala%aws I g, applied
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Optical disks commonly on sale include audio CDs,
DVDs and CD roms. Approximately 8 billion legitimate
optical disks are produced each year. It is estimated
15 that 2.5 billion optical disks are fraudulently
produced from the same factories producing legitimate
disks and also from secret “pirate” factories. This
equates to $18 billion lost to fraud.

20 In the production of optical disks first of all
laser beam recorders are used to produce master
stampers. The master stampers are then used by
replication machines to produce the actual optical
disks for sale. The master stampers function as mould

25 tools in an injection moulding process, in which a
disk is formed with a surface defined by a surface of
the master stamper, the disk is then metallised and a

lacquer is applied over the metallised surface.

30 There are two major ways in which pirating
occurs. First of all, although for instance 10,000
from a master stamper have been authorised, 15,000 may
be produced with the extra 5,000 being sold
illegitimately. Similarly individual tracks from an

35 optical disk may be copied to produce a compilation
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CONFI RVATI ON COPY WD 02/ 056306 PCT/ EP02/00111 2 although no authorisation
fromthe intellectual property right hol der has been given. Unfortunately,
it is cuwenybislssery difficult to 5 obtain evidence to perewEBE®OAIICOUrt toO
convi ct sonmeone of pirating. The present invention provides in a first
aspect a nonitoring systemfor nonitqring production of 10 optical disks
by a plurality of optical disk repli ¢afion machines |ocated physically
renote from each other at a plurality of production facilities, the

nonitoring systemc npr|S| sensar ns a SOQIat th_each replicating
15 machi ne f &t é%ﬁf} 6§PfEhI g@ &&d by the

replication mmﬁpdﬁty|ﬂMth.¢mﬂmﬁhema&pmakﬁ1@&vemdlVIdual to each
production facility which receives signals fromthe sensor neans

associated with each replication machine 20 of the production facility, the
| ocal conputer appdaattrngireddesditng samdirtemutiliyy vatr i dadif itcarppotarily data
der i ved f I OMJu £ QA1 Y ARAIE, UL e Al LC AP Wl - AP RLRLS T eCel Vi ng

via a telecommuni cations network signals fron1each | ocal 25 conputer
appar at us of FadH5tdddcti on facility and processing and storing centrally
data derived fromthe received S|gnals wherein: the central conput er

appar atus creates record J6P uction actj V|t¥10 of the optical
di sk 30 replicati VAR I P IP easp§ﬁﬁlcat|on

machi nes to lzenan*aﬂt}ca:edngceﬁs*tadrd VEo rT e ndrtese mig |p|1\oeilmtdtdm>nprocfw des in a
second 1%spectoptaicrgalt Qﬁds b@foadeacl'ﬂ%ﬂt@aStfe psct %rmerd )y subsequent
replication machines located physically remote from
each other at a plurality of production facilities,
the monitoring system comprising:
sensor means associated with each replicating
15 machine for sensing how many optical disks are
produced by the replication machine;
local computer apparatus individual to each
production facility which receives signals from the
sensor means associated with each replication machine
20 of the production facility, the local computer
apparatus processing and storing at least temporarily
data derived from the received signals; and
central computer apparatus receiving via a
telecommunications network signals from each local
25 computer apparatus of each production facility and
processing and storing centrally data derived from the
received signals; wherein:
the central computer apparatus creates a record
of production activity of all of the optical disk
30 replication machines to allow the production of the

replication machines to be analysed centrally.

The present invention provides in a second aspect
a method of producing a master stamper for subsequent

35 use by a replication machine in the production of



35 use by a replication machine in the production of WO 02/ 056306

PCT/ EPO2/ 00111 3 optical disks, the nethod including recording on the
mast er stvapzos6a06 | dentifier code in the formof signaturer/gpeoior the
master stanper, the nethod including deriving the signature code froma
plurality 5 of data including tine of creation of the master stanper. The
present invention provides in a thifﬁz%§bect a replication systemfor
produci ng optical disks which 10 conprises: a replication machi ne which

replicates content _recorded on a master spanper on to. pptical _.disks; an
optical disk et o?ises vERE d&?‘?kh%‘g cjd?cfje‘b‘ﬂ)n? e’b??%céjr]g% F Ftor ded
content on thraopdt catafibsksan ddetthier Vet i dadorivathelatoig @ach opti cal

di sk by inspecting a surface_thereof: or i ch conveys
for further %+%%%%%¥%gc% titaf %?gﬁga€§$¥g%€%ﬁxﬁy’t1§¥3%%g3g$or and whi ch
rejects opticahchiacdksgnderiaingdatied dHigndenr0cedt | feerora Mher@lhty a first
optical gensogsig,pr Oylhgfg?iﬂgtg Dt PG - ovs SRNYs optd Rl sdisks initially

have recorded content replic t hereon; a second optical sensor is
provi ded for SeumP¢Hg 25 how many optical disks are rejected by the
validator; and an electronic processor is provided to conpare count

Fenai nder 11 gure. oe TRESHPREchE FRGHT | BHOBHooT do 7 ik PO HCSepect  a
met hod of manaf aspuitagiandsgabseqfientpyoducing optical disks which
10 comprises:

a replication machine which replicates content
recorded on a master stamper on to optical disks;

an optical disk validator for validating correct
replication of recorded content on the optical disks,

15 the validator validating each optical disk by
inspecting a surface thereof; and

a conveyor system which conveys for further
processing optical disks validated by the validator
and which rejects optical disks not validated by the

20 validator; wherein:

a first optical sensor is provided for counting
how many optical disks initially have recorded content
replicated thereon;

a second optical sensor is provided for counting

25 how many optical disks are rejected by the validator;
and

an electronic processor is provided to compare
count figures provided by the first and second optical
sensors to produce a remainder figure.

30

The present invention provides in a fourth aspect
a method of manufacturing and subsequently
authenticating at least one optical disk comprising
the steps of:

35 producing a master stamper for subsequent use by



aut henticating at | east one optical disk conprising the steps of: 35
produci ng a nmaster stanper for subsequent use by WO 02/ 056306

PCT/ EPO2M00 24056306 a replication nmachine in the producti orCDEP@uolal

di sks; recording on the nmaster stanper an identifier in the formof a
signature code for the master stanper; 5 deriving fingerprint information
for content recorded on the master stahper; storing on a database of
conput er apparatus a record of the identifier recorded on the naster
stanper along with a record of the derived fingerprint_ 10 information for
the content receeriebicanlehanaeRiee 1t EHRDPLOULE HELR Hef Rt EF2 St anper in a
replication nachisie to produce optical disks carrying both the content and
t he signature code; and 15 subsequently authenticatin Past one opti cal

at, |
di sk by: reading f?%?ﬁ?‘ﬁjen%p??cglledﬁ%ﬁg?ﬁesg?%%{ WP ORI i Vi ng
fingerprint itdorminontfsosighetecoat endle farriled hystée spinpat; di sk; and
20 consulting the database gn onpu t i eve the
fingerprint infor ?Fanl?%c]g% %%F%%lwhieﬁé%%g asdséllIl iu%)? eé)%léig I{%f t he
si gnat ure codecceadedfoonthdenapteécastadnBRrand t hen conparing the

fingerprint infornpiion gebhi evescibontbe dahabase Apoukibulhe fingerprint
information obtained fromthe optical disk and authenticating the opti cal
disk if theree¢erd ahtEheotdenhyetPFi RECPRfe! nakibhe PrefeFred enbodi nents

of the presenitifiyentiDOng3Pivhl 4 PRovobe deseiébedrivvéd fehigsepeento the
10 information for the content recorded on the master
stamper;
using the master stamper in a replication machine
to produce optical disks carrying both the content and
the signature code; and
15 subsequently authenticating at least one optical
disk by:
reading from the optical disk the signature code;
deriving fingerprint information from the content
carried by the optical disk; and
20 consulting the database on the computer apparatus
to retrieve the fingerprint information recorded on
the database in respect of the signature code read
from the optical disk and then comparing the
fingerprint information retrieved from the database
25 with the fingerprint information obtained from the
optical disk and authenticating the optical disk if

there is a match of fingerprint information.

Preferred embodiments of the present invention
30 will now be described with reference to the
accompanying figures in which:

Figure 1 is schematic overview of a system for
monitoring production of optical disks according to
the present invention;

35 Figure 2 is a schematic illustration of a part of

the monitoring system of Figure 1;



acconpanying figures in which: Figure 1 is schematic overview of a system
for nonitoring production of optical disks according to the present

i nventi owO8%o¥B@ure 2 is a schematic illustration of a pR€T/ER62/001e
nonitoring systemof Figure 1; WO 02/ 056306 PCT/EP02/00111 - 5 Figure 3
is a schematic illustration of a part of the nonitoring system of Figure
1; Figure 4 is a diagram show ng i nformation coll ated during production of
a master stanper; 5 Figure 5 is a diagramshowi ng information collated
during replication;, and Figure 6 iis a schematic illustration of a part of

n;.
a second embodi nerit: B Sohitor g SR tE YR e L RS Here can
be seen a | asére beamtardcay derstdn othe&idcaser lpeam recorder 10 is part of a

masteri ng system f.qr oduci t tANmars, ; t.i oned above, each
of the master st arrEngrs 9 gl ?h%% r%?@?ﬁ“ﬁ rep |n<,gatl?ﬁ‘:§r%c iimes 14 for the
product i on ofcol3 adsd chiridics ks danctsigine.off m tiees toystsedmmpfert;he i nventi on,

al ong wist h recor digmng, Gontents (£.@.adis Gholdhd 1§ el 5t anpers, there is
al so on the naster “stanper a hidden code. The hidden code is generated by

a mastering FOHESEhFEY NS RSHIIGR GiCT/nAt¢hent ed 20 by instal ling
sof tware al ongsi deilfied asers keamhdneaardarn 1eetd=ali FPRIf ealder <af tware.

T, encoded . HALAMRYL a0 g e d splicalad  nigse obtioal disk
di sk can be tracked. This hidden 25 code will be hereinafter referred to as
the magier- stanper, %ii%elg & cofe TS ML B 2N QU8 o Jdentd.f er-
recorder 10. The laser beam recorder 10 is part of a
mastering system for producing master stampers. As
mentioned above, each of the master stampers is then
used in replicating machines 14 for the production of
15 optical disks for sale. In the system of the
invention, along with recording content (e.g. music)
on the master stampers, there is also on the master
stamper a hidden code. The hidden code 1s generated
by a mastering monitoring system which is implemented
20 by installing software alongside the laser beam
recorder control application software. This encoded
information is then replicated in each optical disk
replicated from the master stamper so that the source
of the replicated disk can be tracked. This hidden
25 code will be hereinafter referred to as the master-
stamper signature code. This will be a unique

identifier.

Located near the laser beam recorder will be a
30 file/communication server 11. The information
transmitted from the laser beam recorder to the
file/communication server 11 would include the date
and time of mastering, a master stamper signature, a
code for the indicating the operator of the master

35 stamper, a code indicating the facility in which the



Located near the | aser beamrecorder will be a 30 file/communication
server 11. The information transmtted fromthe | aser beamrecorder to the
filel commaoretsd@n server 11 would include the date and pCTvEP@f0OMHESt eri ng,
a nmaster stanper signature, a code for the indicating the operator of the
master 35 stanper, a code indicating the facility in which the WO 02/ 056306
PCT/ EPO2/ 00111 6 master stanper is l'ocated and information regarding
track fingerprints Track fingerprints are unique identifiers, which
identify nusi Each .nusi.c track _has its_own unique
fingerprint. m%ﬁe ] %lng Fﬁrﬁﬁtloca ?aﬁﬁgd18§°§m8t188n§F9ﬁ5d3ﬁ8 nusi c

track accordtmngofangempmemﬁ@doﬁagyk Eiingerpriintisngrei sindopet he subj ect of
the present a%%g&&qgrsln Shadt AhcheathViigibhe LRGeLIAl gl rom the 10

| aser beam recor he information ¢ e rea romthe master stanper
by a reader [H&tCEhoMIRCEndast A&S PHPULNEEUEhE inDREpEMPUNTESL i on ser ver

11. Alternat |ﬂ%b)érprr§\1‘\{te|1%Cto'b(’¢@|1(he@ab§? eoyl.dsambmuhyaneualyibe fed to the
| aser bean1rgcor and to electrg iC gggaratus for determning

track finger Fﬁ?g @ﬁ&PrQHSthowﬁléﬁtmﬁﬁl °fR&RI¥end FERESTPIAGELPBI Nt
information tie hbe thkekubrieaen oft ithr preseat 10ver@ibaA.Figure 4 there is
illustrated the information that is collected by the file conmunication
server 11. The file conmunications server 11 collects the information
regardi ng the | asé@nspbeat oécaediedyimgchhreinformathoas firke mhaehi ne

| denti ficat | 9850ubehARd Lfiele 125 tda! €n2h MBRYLACLULELC! Beagachi ne. The

file comunication server 11 also col[ects I nformation ing the
nanufacturlnérP@CFh?tWaét?WOStamper by a reader (not shown) and

then input to the file/communication server 11.
Alternatively, raw electronic data could
simultaneously be fed to the laser beam recorder 10
15 and to electronic apparatus for determining track
fingerpints (not shown) which would then send the
fingerprint information to the file/communication

server 10.

20 In Figure 4 there is illustrated the information
that is collected by the file communication server 11.
The file communications server 11 collects the
information regarding the laser beam recording machine
10 such as the machine identification number and the

25 date of manufacture of the machine. The file
communication server 11 also collects information
regarding the manufacturing facility ( two
manufacturing facilities 12 and 13 located in the same
country are shown in Figures 1 and 2) in which the

30 laser beam recorder 10 is located. Typically, this
information will comprise a facility identification
number, from which can be identified a facility name

and facility address, country and region.

35 The file communication server 11 also collects



manuf acturing facilities 12 and 13 |ocated in the sanme country are shown
in Figures 1 and 2) in which the 30 | aser beamrecorder 10 is | ocated.

Typi cal | ywo003®306 nf ormati on will conprise a facility i depCT/EP@AITN
nunber, from which can be identified a facility nanme and facility address,
country and region. 35 The file comunication server 11 also collects WO
02/ 056306 PCT/EP02/00111 7 fingerprint information which conprises for
each track information regarding the track fingerprint and the track

identificati t .yne .of- fi rpript. an the fingenprint. jtself.
| ddi thon oA s R W A LR s ety bR
Contracts hdadermatd arhe 9R3T o ttdven &triagikalf 1S0rdarid tRegst dihg  Code)

| nter nat i onale 6eqi NG diediACK thid RS )rinkach Jidgers eamdgcor der
10 will be operated by a 10 human operator who at] the start of the process

of creating t&enddtEE MR erl TR -entlér 3SR REL iidn “d L 8o n%k or she can
be idents fi edhe tinife et isaget-dmhahd aiskcrrease sECWIntreach 15 operator

may have a password permi.ssi h is time- lLimted, and will have to enter
t he passwor d%(?ra\g)eﬁemghei r#%rc’lrra(ta#ngﬁrtn@t\}é)ﬂ Mﬁ&%ﬂgéﬁfz&ﬁ 99 operat e
t he machi ner f.od2) T efrirlag? icoratumicckmicorf ocsertner tkhob | (ifhaumesamt)i.nt er nal

clock and the tine of creation of each master stanper wll also be
recorded. Once a nmster stanper has been recorded then it 25 will be used

subsequent |y by aEeapl ileggohemtiarerier 11§ prddude omsrediedibsks f or

di stribufionaRdrsadlRerdtbr R Zhd eRldtaldroryBghifessidrare | ocated at
a manufacturing facility 13 which is prg[%/m cally renote fromthe facility

12. However . GEealdinad HEaHHr t3f@mper must enter information so
that he or she can be identified.

It is envisaged that to increase security each
15 operator may have a password permission that is time-
limited and will have to enter the password or
personal information to verify authorisation to

operate the machinery.

20 The file/communication server 11 will have an
internal clock and the time of creation of each master

stamper will also be recorded.

Once a master stamper has been recorded then it
25 will be used subsequently by a replication machine 14
to produce optical disks for distribution and sale. In
Figure 2, replication machines 14 are located at a
manufacturing facility 13 which is physically remote
from the facility 12. However, it could be that the
30 replication machines and the laser beam recorders are

all located at the same manufacturing facility.

Associated with each replication machine 14 there
will be a remote terminal unit 15. Each remote

35 terminal unit will take the form of a fully integrated



30 replication machines and the | aser beamrecorders are all |ocated at the
same manufacturing facility. Associated with each replication nmachine 14
there wwoobeséaosr enote term nal unit 15. Each renote 35 per/EPoraiolunit will
take the formof a fully integrated WO 02/ 056306 PCT/ EPO2/00111 - 8

m croprocessor unit specifically desi gngd for wunattended operations in
uncondi tioned environnment wth w de tenperature ranges, hum dity ranges,

hi gh electrical noi se, hi gh audible noise and high 5 vibration. As can be
seen in Figure 3, each renote termna ei ve input data

i will re
froma range“BTCfosjerr?soerssscirncqrﬁtﬁ g ql(?&irhs’er‘é&rlsg“fé{ . proxinity 10
sensors 52, h3atdarergisd cmenatslorrseademr@bndartlomlephmimdmekﬁy pad 55 and

a barcode re%qgrh ?fgﬁdet he, &%Lttur%atl%n%g ngh ;i%f\}_:{__gp r%%[gfees” %I Lnput dat a

via cables an ti ona , or alternative ariscel ver 57
operating a Blesteoanl )noslﬁrerhlgiB agdiddeotieoise jagida Isitedr t - range radi o
l'ink intendeq it3-ati@p|.ace cabl e connections and connect portable or fixed
el ectronic devices. It is robust, has low conplexity, |ow power and |ow
cost. 20 The Bl uetooth(r) system provi des point to point connection or
point to nultipoi s cwmem iseen lin Widurebs,usedh camimnrederaitalt he

opti cal sensors 5 Vfr ctehe Jemte td%t@ %ao uni tr 15 (| r}stead of wire
connect i ons). Ead e ter mval dhict 15 1A (%)t ut data to a
renote term m@lnamst andleldaammptaaiallors&s@m@r 506. 51Thermonmedtyi on wil |

typi caklyy be S%I{gq;rcg/vigﬁd 5ﬁO’H}F%tﬂt‘l%alaldti@%%a@elietﬁqt h(f) connection is

alphanumeric key pad 55 and a barcode reader 56, the
input data being received as serial input data via
cables and additionally, or alternatively via a
transceiver 57 operating a Bluetooth® system.

15 Bluetooth® is a short-range radio link intended to
replace cable connections and connect portable or
fixed electronic devices. It is robust, has low

complexity, low power and low cost.

20 The Bluetooth® system provides point to point
connection or point to multipoinf connection. It will
be used to connect e.g. the optical sensors 50,51 with
the remote terminal unit 15 (instead of wire
connections).

25

Each remote terminal unit 15 will output data to
a remote terminal unit file communication server 16.
The connection will typically be a hardwired
connection, although Bluetooth® connection is

30 possible.

Optionally, each remote terminal unit 15 will
have a port enabling information to be downloaded to a
laptop computer via a serial port. Optionally, each

35 remote terminal unit 15 will be connectable to an



30 possible. Optionally, each renote termnal unit 15 will have a port
enabling information to be downl oaded to a |aptop conputer via a serial
port. Optwonzbieyo6 each 35 renote termnal unit 15 will bePCDOER&IaNI e to an
WO 02/ 056306 PCT/EP02/00111 9 Ethernet |ocal area network. This wll
enable e.g. fault diagnosis. At the Etart of a replication operation, a 5
replication operator will enter via the al phanuneric keypad 55 a job code,
an operator code, a machine code and the total nunber of optical disks to

be pressed. _This inf iQn. W tored in e reppte termnal unit
15 al ong mﬁtﬁtpﬁgnggtg g i e SﬁtwﬁgiStég Sowlig FR&C60S " Fhe
aIphanunericfneypadlagnmsub be associated wth a screen 58 such as a
liquid crystal display screen which will pronpt the operator for the
required inputs and will display the inputs for verification. The data
i nput by the oper&tofhgi sltarésef eh&epéisrEies PRERRAAPRUNEL' s count

buf f erss lOerﬁﬂﬁ@éﬁlo@ngp@EQQQr %mllpé§¥é9U§1hOEheTQ§ ARhgaLisensor 50
connected to,the re unit 15 E%F be nnun? to count all the
i

20 conpact di‘§¥B2fh 3ré°ﬁnﬁpggd BY PRETR ESPananﬁéﬁPhéelﬂoé?o give a
total count &hduthy. tThel nambemabfngpnacbﬂnalinsmtblbhapeeas&alidatOF

whi ch il Iy f f | disk
to detect abharaarifpelatagh Rute By SR8, i R Eha s FRupF]) BEmifrine ' °
rej ected. Thenfuriherloopt wéah $basdrt&landl tibe qﬁuhhedstartooﬁt the
number 1 o of OEBEC?Bbd'@Ké aebRghafloby cf ReypouPas! o Skppeadep oy L1l e ect

count). The total count and the reject e accunmu and
stored in a WeEB r§ screen 58 such as a llquld crystal display

screen which will prompt the operator for the required

inputs and will display the inputs for verification.

The data input by the operator will reset the remote
15 terminal unit’s count buffers, job buffers, and close

any previous job.

The optical sensor 50 connected to the remote

terminal unit 15 will be mounted to count all the

20 compact disks that are moulded by the replicating
machine 14 (to give a total count figure). The
replicating machine 14 will have a validator which
will inspect the recording surface of each replicated
optical disk to detect abnormalities. Optical disks

25 with abnormalities will be rejected. The further
optical sensor 51 will be mounted to count the number
of optical disks rejected by the compact disk reader
(the reject count). The total count and the reject
count will be accumulated and stored in a memory

30 buffer in the remote terminal unit 15 along with the
date and time from a real time clock in the remote
terminal unit 15. A special optical disk reader 52
will be connected to each remote terminal unit 15 to
read the hidden code from a replicated optical disk.

35 At the beginning of a replication run the operator



30 buffer in the renote termnal unit 15 along with the date and tinme from
areal tinme clock in the renote termnal unit 15. A special optical disk
reader 53vOowe/ie3dse connected to each renote term nal unitPCBHFEP@/00MHAd t he
hi dden code froma replicated optical disk. 35 At the beginning of a
replication run the operator WO 02/ 056306 PCT/EP02/00111 - 10 wll renove
a validated optical disk fromthe T icating machine 14 and will place
the validated optical disk in the reader 54 which will read the hidden
code replicated.,on the disk. .The operator wl| t hen be pronpted to input
usi ng the kei?’t}cqr&r dE5Vthé Via&éﬁlaithePp%éﬁé\i\noth%efﬁﬁ@hitﬁg 14 from which the
disk is takeeplliketiemptedchdne idl andi wil3 wilkker eber ¢altidatbiddden code
and t he machi .dentj.fi.er c i aye i.th other recorded data. 10
The renote tg?f%nlﬁg‘lﬁ tﬁlrjﬁstk 15 \(I%VI%% r%%?r{%lgl gtzlf gpwgécwglrleﬁleﬁga?%n job a job

i nformati on hildeegogegienineglicatad epetheodisdent Theeppesdsor2wiAlmachi ne

i denti fiser cedenlpedprArphiaerOfinpdti ahindi ske 4@ Be pressed,d. A start
time and date of the preSS|n% operation, 57 A coun¥ oﬁ the total nunber of
optical di skedSpEpiiiest &89 Ok EBGnPasPiPRe Lot EPmniRBER &heopirkal di sks
20 rej egt gd is ’Eh%elihi.ddEITh(éOd'em@Iﬁeatéemh'.hé&t afllieﬁtllscaﬁloiib%cggd A L i ni sh
time an ate. Ea renote termn uniit. 15 wi, ave on-baar 25 battery
backup to po%&? ﬁﬁnggnﬁgﬁFagggsghﬁe98F918ﬁdld?ﬁ§l¥é§F FP%@ cl ock during
power cuts. Thesbatibeey whdbkopherl keberdepadate.from any normal battery
backupqg

The remote terminal unit 15 will compile for each

replication job a job information file containing:

1. An operator identifier code
2 A machine identifier code
15 3. A number of optical disks to be pressed
4 A start time and date of the pressing operation
5 A count of the total number of optical disks

replicated
6. A count of the total number of optical disks
20 rejected
7. The hidden code on a replicated optical disk

A finish time and date

Each remote terminal unit 15 will have on-board
25 battery backup to power the random access memory and
the real time clock during powercuts. The battery
backup will be separate from any normal battery backup
used in connection with the power supply to the RCU
15.
30
The remote terminal unit file/communication
server 16 will be a self-contained unit designed for
unattended operation and remote management. It will be
located at or near the replication facility 13. The

35 server 16 will periodically poll the remote terminal



used in connection with the power supply to the RCU 15. 30 The renote
termnal unit file/communication server 16 will be a self-contained unit
desi gned Won2/0isa@t t ended operati on and renote managenent . PCT/ERIZdo1te

| ocated at or near the replication facility 13. The 35 server 16 wl|
periodically poll the renmote term nal WO 02/ 056306 PCT/EP0O2/00111 - 11
unit 15 (or a plurality of renote terbdmal units 15) assigned to it. It
will collect and store data from the respective renmote term nal unit(s)
16. It will acknow edge successful transm ssion of data, it will 5

encrypt dat aYWrd wil 1 Fufr &Luaed Lyt Grmdremert of wrmééq@@mtﬁ d@nsmi ssion to

a country hUlasas&I’ng@’d, tBhet .fi lme/ mmm@oqatel&n%n%iers\t%rrel@awé le @S0 provide
for renote enent_.af the r %e term.nal |, t) connected thereto

and will all 5 a ﬁ”stpegr‘flvfe =" PETER Lot n er mIﬁaIW-‘L&rln ts with
i ni mum  r eqaiokeveeritedoer sgmha@&sihlath:am@amssloﬁ Qufr ela&al I liestyriatles the file

of I nf oati ap dale de3 00l LGhad B Ahe SELVEL AO Lor gnuard transm ssion.

15 The opti cal rea connected to the rend unit 15 will
read from a FepISEeCHEad c‘}ﬁtalr@allssdp@kt@r @n@@@@tfrn/oﬁmu@ rseprhnectat The run by an

operator) a f&ll@v@wﬁr@nrl%ltu%tse@efr&f@@ agrgster a?.ts%n?@ id 58&»”&“ on
regarding the si gnature is coll ect ed by 20 the serve é’ al -up nodem
will be intedfIPEE WLRIETER T Ple thee reBOtE6 tREMeRaK M1kl (Sowldat a

communi cat i onolmtewem thidreteeavier wid 1and 1awcaudatity onubrserver 17. The

nmodem Wi I ir separ at e | al -up.lines independent of installed
tel eph(ZJL?e i NS %%li tnhe réfle Fﬁ&lparlyunl%s Wi Eh° R AL mum

requirement for phy51cal attendance.

Figure 5 illustrates the file of information that
is collected by the server 16 for onward transmission.
15 The optical disk reader 54 connected to the remote
terminal unit 15 will read from a replicated optical
disk (removed from a replication run by an operator) a
signature replicated from a master stamper.
Information regarding the signature is collected by
20 the server 16.

A dial-up modem will be integrated with each file
server 16 which will allow data communication between
file server 16 and a country hub server 17. The modem

25 will require separate dial-up lines independent of
installed telephone line for the relevant facility.
Files of information collected by the server 16 are
periodically transmitted to the country hub server 17
via the telephone line, in encrypted form.

30

It is envisaged that there will be two types of
security for each file server 16. Physical security
will be maintained by locating the server either in a
locked room or a locked container. Physical access to

35 the server will be allowed only to keyholders.



Files of information collected by the server 16 are periodically
transmtted to the country hub server 17 via the telephone line, in
encrypt edav® 02086380 It is envisaged that there will be twoPCyges/mill
security for each file server 16. Physical security wll be maintained by
| ocating the server either in a |ocked roomor a |ocked container.

Physi cal access to 35 the server wlE2be allowed onl y to keyholders. WO
02/ 056306 PCT/ EP02/00111 - 12 Furthernore, the proximty sensor 52 wl|
be associate ]g with the file server 16 and will_provide an alarm signal
when the encl %ﬁ?%ewoﬁ%nt%@%e?r?élmb‘bﬁén%%lns%rs@go‘mlllykp% of security will

be password 5a$£mttatteyd pﬁ;DMh dthi\@ fala SEERsSS §@Céﬁd1txyllﬁ%x§1 e%rh 16

| ocated in aaci)uknrgir Jt ener efllles whi ch are forwarde
country hub server ?n%%c OF e ¥ CANP HIRE us®r names of the

peopl e who ha@&éenextceszSQ@md\et}szee vef . sddusi vy [wienakd epd sepddd i cation 10
of any upaut |nto t stemto extract data
r@éd‘lﬁ_e_g: ]'S&Fh&'{rér@al#]g chc,eeazlfs ]'%ybg_.y cbl'hﬁeg@fee]a with user

or nodify the operat syste e Sserver
passwords antf 684%@@01@1"1%&30‘/6%%“@@%“@& enfilpas twhiofh d4de system

For exanpl e, iaomaéwocd sseotdact of gl Ao ﬁ’l?é(ﬁ%ﬂ% & fdata backup
/ or pa

devices will be denied the right to access_ an 't of the
operating systefi®t&i% %t rdef vh”’re?r ST 1Yt tRﬁoﬁllﬁ:rVéﬁsélaée-’curl ty. 20

The proxim t yacesEortd3Ihavidd rber .aSSnclﬁtv&dLlMér{hbleeidHnt@EﬂbaQﬁérhe

opti caly sens Q dete erl her ewith. The server 16 system
wi proo\s/l de ora§1 utuona"{ Cgmpa LRP ditse W dthehar d drive

and system to extract data or modlfy the operating system.
The server 16 will be configured with user passwords
and security levels of access to different parts of
the system. For example, a user who is contracted for
15 maintenance of the data backup devices will be denied
the right to access and/or modify any part of the
operating system. Data stored will be encrypted to

increase security.

20 The proximity sensor 532 will be associated with
one or both of the optical sensors 50, 51 to detect

tampering therewith.

The server 16 system will provide for automatic
25 unattended backup of the server hard drive and
operating system. Also the server 16 will purge
transmitted data from its hard drive as an added

precaution against unauthorised access.

30 A battery backup will power the server 16 during
power cuts. This battery backup will be separate from
any normal backup used to power the facility. The
battery backup will have battery power sufficient to
power the server for several hours of normal

35 Operation. A signal indicating power outage and an



operating system Also the server 16 will purge transmtted data fromits
hard drive as an added precaution agai nst unauthorised access. 30 A
battery a@kupsesssl | power the server 16 during power cutBCT/ER0200bHLt ery
backup will be separate from any normal backup used to power the facility.
The Dbattery backup will have battery power sufficient to power the server
for several hours of normal 35 operziti1 n~ A signal indicating power outage
and an WD 02/ 056306 PCT/EP02/00111 - 13 alarmindicating |low battery
level s will be <égeneraé]\);;d. ,AsR]Z further backup, there will be onboard
battery backip D P&tkrathed RARY newbt ST ante s rehl 1 theregetocktediur i ng
power outagesAs ThiBubiatéerlyablaskuptivétd el b wepsBd £-and ¢ endent from
the unit's b The er 16 will nerate an audit | og which
will be tranggrr%%%’% ?%Cé(%ge%o%ﬁ? rs@b%d‘ber%%lmea}ndl% THeEa Y oF HRIiG1ady wil |
contai n i nf or@#Einm PERr dd W ses v elh e dEsist dyyy Useslaugiwi 1Ig deser nanes and
passwords wt i e X dit l.og will, also contain
depdaiies A 1 88 SIS - £ e tian% L}njtt(g:)vgiqottc

details of the status of the renpte term na uni orhected to the
server 16 wt %IHSP-15 i nstances where the renpte termnal unit(s) 15 is/are
offline noted by date and tinme. Any power outages will be noted with date

and tinme. The ser\éﬁ{ 16 will keep, %ccon’mmi cations | og 20 which will
conpri se dates and 19 rmss otF cjoefc;ﬁ‘ﬁlrﬂ AT ahE o @elidouma ywhiwh 17, the

size of packetisllofoe itfaorsmattitord tirarsd tderthtrg H® GRURIdY 1hub Kfe the
ﬁ%ﬁ:;e%@n{l Lfazlpift?a%%v&e]tqht(goer%ga? ng%gnfrg%“at 3 nﬁ?fr‘?%nd Jélgljg%rrc‘)’jﬁf(rjeggtsgci at ed
passwor ds an®@sss by users giving user names and passwords with

dates and time stamps. The audit log will also

contain details of the status of the remote terminal

unit(s) 15 connected to the server 16 with any

15 instances where the remote terminal unit(s) 15 is/are
offline noted by date and time. Any power outages will
be noted with date and time.

The server 16 will keep a communications log
20 which will comprise dates and times of communication
with the country hub 17, the size of packets of
information transmitted to the country hub 17, the
sizes of files transmitted to the country hub 17 and a
log of remote management steps taken with details of
25 the name of a user and associated passwords and dates
and times.

The country hub server 17 is a unit designed for
unattended operation and remote management. It will be
30 located at a secure site. It will periodically poll
all file servers 11 and 16 connected to it which will
be file servers associated with laser beam recorders
10 and replication machines 14 located at
manufacturing facilities throughout a country. The

35 server 17 will accept and store .data from the servers



and tinmes. The country hub server 17 is a unit designed for unattended
operation and renote managenent. It will be 30 located at a secure site.
It will peooweieswl |y poll all file servers 11 and 16 connecT/gdoXm1iit which
will be file servers associated with | aser beamrecorders 10 and
replication machines 14 | ocated at quufacturlng facilities throughout a
country. The 35 server 17 will accept and store.data fromthe servers WO
02/ 056306 PCT/EP02/00111 - 14 11 and 16 and acknow edge the successf ul
transm ssi on a nver into an_ Ora dat abase encr ypt
the data andl%uﬁpgraghgnln ornﬁyﬁgggﬁo?hgnaﬁ?gesfﬁﬁﬁ ﬁfggFgﬁsFBbﬁ dat a
control centpé& dekaer ct8veTite thecdater ynhabasePyverlé7daibbaakso al | ow

addi tion andg g%y RReOhataNaRE! %qf 8LVERS MBrﬁFMhﬁ%r ;ﬁﬂgkaemt for

physi cal atten Each countr¥ server ypi cal run 10 | oca
dat abase. Di F@pSRbaEAPPaERs 2niR ab§OPﬁF@§rﬁ?@HremF?ﬁV@ECEBCo Rery hub

server %7 al kewhRgydatip s@@ﬁ@ﬂnuanummSamebhanm@wcgaaeeﬁsﬁ sggvers 11 and
16. It is egﬁésgged t hat t he nlcatlon Eetmeen the, country hub server

17 and the s OR1°4n&CLE i P PETVSKE BLEReoViPi%etrame rel ay
arrangenment eeqaveemthée fbmt ehgeticadi agtandantaal private network
arrangenent. It is also envisaged that permtted users in a country

wi shing to access the data control centre 20 server 18 will dial up the
country hub serveEagh fowmntelehtibr seruey adndwatéesypihaldat ausontrol centre

server 138 Vi aokhe QQHQbéﬁehubléﬁhﬁeﬁoé@m thers Wﬁhh B@ Eﬂ@e%¥€@éd0f

security provided fo 25 each country hub_server ) security
will be nalHﬂéhnéacbyCPH@&FVnguPh§e§¥P€e?7eP%%@WlPE éaFécked

communications with the connected servers 11 and 16.

It is envisaged that the communication between the

country hub server 17 and the servers 11 and 16 will
15 take place over a frame relay arrangement or over the

Internet using a virtual private network arrangement.

It is also envisaged that permitted users in a
country wishing to access the data control centre

20 server 18 will dial up the country hub server 17 for
the territory and access the data control centre

server 18 via the country hub server 17.

There will be two types of security provided for

25 each country hub server 17. Physical security will be
maintained by locating the server either in a locked
room or in a locked container. Access security will
be restricted to passwords. In addition, a country hub
server 17 generated report will be forwarded to the

30 data control centre server 17 detailing times of
access and the user names of person who have accessed
the country hub server 17. This will enable
identification of any unauthorised attempt to access
the server.

35



roomor in a |locked container. Access security will be restricted to
passwords. In addition, a country hub server 17 generated report wll be
f or war dedveo 02/03680630 data control centre server 17 detail i POT/EPE®1Of
access and the user nanmes of person who have accessed the country hub
server 17. This will enable identifigcation of any unauthorised attenpt to
access the server. 35 WD 02/ 056306 /EP02/ 00111 - 15 The country hub
server 17 will be confi gured with user passvvords and security levels for
access to differ part e system__This wi |l enhance the security
of the machine an etrl <t S%F:’Gekf‘i & %Véerar]gaé”éltr?ﬁ AV igurad wsldrh can have
access to. Forseax@fsisiomls ranmbteeasart ywiewds aeeessedds AGGesS certain
files at the;data. t r 8 hrou t he countr hub server
; %.l_ eq’pt_nlﬁél{]tsc%g t%lesgély eng' 'It ﬁ}h{an(ﬂe t

17 will be denied the to acce dat a
stored by thé&SENFITY Hub-hEo mashigre 1a71d @ttma@dthzamﬁmdel e enesagpt ed where

possi bl & Thensystem \egllderpr@érd%afrprha%lét %@é% At tE%'ld%t Lackup of the
a

hard drive of th country server its oper é) system

Addi tional | y ;- e Sc HRTYT W”rﬂj assera\?&esf?t\ﬂ BICCs§gEstarhnt Hd lear @dtdri ve any
data, whi chthas dagen ciorra:mm tdeeﬁx@w\wﬁetro 1i8he hd@k /e Qe %un%‘%“ re 18. 20
A UPS batter%ug_r%lég% éy M.\ bsep wer, thg couyn hub server during
power outages. The UP i 11 Ssraed P&nf&ﬁ;%‘tn?itonﬁlco@éék@ﬁ used to
power the haodigiyt enyl tpamtl lo b & heqdliarpe & twirthl bgf i eci@trguthemat i cal ly

close and opgarhiles7and sfiudy dawy t18128SY3kemat 4 hg end of the battery
life possible.

The system will provide for automatic unattended
backup of the hard drive of the country hub server 17
15 and its operating system. Additionally, the country
hub server 17 will purge from the hard drive any data,
which has been transmitted onward to the data control
centre 18.

20 A UPS battery backup system will power the
country hub server 17 during power outages. The UPS
will be separate from any normal backup used to power
the host site. It will be equipped with software to
automatically close and open files and shut down the

25 system at the end of the battery life.

The country hub server 17 will generate an audit
log, which will be transmitted to the data control
centre server 18. The audit log will contain the

30 following information:
1. Details of access by users with reference to the
user name/password and dates and times of access

Status of the server with offline dates and times

Details of power outages with dates and times

35 4. A log of communications comprising dates and



The country hub server 17 will generate an audit |og, which will be
transmtted to the data control centre server 18. The audit log wll
contain tWeoBwes@l | om ng i nformation: 1. Details of accesBCh¥YPus®is W th
reference to the user nane/password and dates and tines of access 2.
Status of the server with offline datfg and times 3. Details of power
outages with dates and tines 35 4. A Tog of conmmunications conprising dates
and WD 02/ 056306 PCT/ EP02/ 00111 - 16 tinmes of comunications with the

servers connected {0 the aser b.ea re cgeC a}}d to the replication
o Wi

cor
machi nes 5. Dates an |rres 1q&)r?uncloc i catt % §Hedata 5 control

centre server 18 @orbstcied i il lpacketbsiv e afrddms tarahdm sdicons  to

the data control ceMIE&SEfYemakthifhedetails of the sizes of files
transmtted to the "data control centre server 18 10 8. Logs of renote

managenent acti vi tiadeiand thidedar momyIpaediormd 37 idid tde étand tines
For any g enote aCQﬁ;sﬁ_e_csth Q;@@@Jrgdﬂvé}umgserver 11 there will be details

of tel ephone nunb (if 15 caller i dent | flcatlon is avail able), the
passwor d usecﬁjn s o4 %Ha é’r‘?d:kt%%e ﬁ die SFSEFPTHISSHPNA th any
details of error rmzssagaesiaamd ctdmtrcdatc@randa tsgmerenf Utche start of the
connecti on an]d t h r}Lquofoé hT%o nect | flzl%sThcq:a%ast atq_fcf]r ol ent re

server 18 recei ves o I'ne |on rom every count er 17 in
the nonitoring systemdaih c@mimqldateéstneh@edaiteer i®o a central dat abase.

This camp be seen imdd B &rdndeinagement activities with the

user names/passwords and dates and times

For any remote accesses to a country hub server

11 there will be details of telephone numbers (if

15 caller IDs or identification is available), the
password used, packet size used and the connection
speed along with any details of error messages and the
date and time of the start of the connection and the
end of the connection.

20

The data control centre server 18 receives online

information from every country hub server 17 in the
monitoring system and consolidates the data into a
central database. This can be seen in Figure 1 where

25 the manufacturing facilities 12, 13 and 30 are all
located in a first country and each have a server 11
connected to a laser beam recorder 10 or a server 16
connected to a replication machine 14 and where the
manufacturing facilities 31, 32, 33 are located in a

30 second country and again each have a server 11
connected to a laser beam recorder 10 or a server 16
connected to a replication machine 14. Each country
has its own country hub server 17 and all the country
hub servers 17 relay information to the data control

35 centre server 18. The central database of the data



25 the manufacturing facilities 12, 13 and 30 are all located in a first
country and each have a server 11 connected to a | aser beamrecorder 10 or
a server W@ 02/ewa0bect ed to a replication machi ne 14 and WhRPCEEPA0111
manufacturing facilities 31, 32, 33 are located in a 30 second country and
agai n each have a server 11 connected to a | aser beamrecorder 10 or a
server 16 connected to a replication fachine 14. Each country has its own
country hub server 17 and all the country hub servers 17 relay infornmation
to the data cant 35 centre server 18. The central database of the data
WO 02/ 056306 E%‘#Eééz%@%ff Seryer A8nvihl eentrénsepvep tBewhihutentain up
to the nlnutelnfntmanmbnonnomaﬁastEﬁgngndngréé§§ﬁgn9p@P§E§BhQns wor | dw de.
5 The data COQFF ¢gatre server 18 performs an inportant function in
addition to co |ng and storing raw data on production. It is an
antipiracy centre. Through data analysis the server 18 can spot potenti al

piratingsactivitiegnargupd t Ht ilgéﬂé%%OSégﬁgfhggrggégﬁ g|rated copi es

are produced in legitimate facilitres rou ctfvities of a
f ew unscr upul SHeCFheNyi uarsiomyinnadgsthen peodati¢onipatsedns, illegal or

suspect activstyreag rge apeLt ed ﬁﬂgdub@gbﬂldygllgpgﬁ QL ? hifts can be
15 targeted for furth |nvesa gatlon and when suc ae |V|¥y results

in a court caSe; H%Cu heReR ?oﬁ?a}%%l%y%@%n$%FV$rb%8|©@@I%§ﬁie in
obt ai ni ng convotenbinsl pirahEn@easbﬁ%Sti@yoéﬁ@@nd2Qh§hﬁbfﬂﬁorW@t'0” stored

in the ta cppirol e 8 also prOV|des i nformpati on extracts
f or va??ous rrus{]% ?nrgl% r?/fa %%%f% i PR ot F awpErRd u‘b?‘gdh%tl on figures,
sal es vol umesl %qbglmqh¢sfagllltles through the illegal activities

of a few unscrupulous individuals. By analysing
production patterns, illegal or suspect activity can
be spotted and, individual operators or shifts can be

15 targeted for further investigation. If and when such
activity results in a court case, documentation from
the system will be invaluable in obtaining convictions
of the person/s involved.

20 The information stored in the data control centre
server 18 also provides information extracts for
various music industry associations (worldwide
production figures, sales volumes etc). This is
represented in Figure 1 by the connection to a

25 computer 19, which is representative of a computer

used by a music industry association.

The data stored on the data control centre server
18 is also used by owners of the copyright in the
30 content recorded on the optical disks, which is
represented in Figure 1 by the computer 20 which is
used by an IP right holder. The IP right holder can
use computer to access the information on the database
stored on the server 18 in order to obtain information

35 on the production of products embodying the holder’s
content.



represented in Figure 1 by the connection to a 25 conputer 19, which is
representative of a conputer used by a nusic industry association. The
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the copyright in the 30 content recorded on the optical disks, which is
represented in Figure 1 by the conmputer 20 which is wused by an IP right
hol der. The I P right holder can usé &érrﬁuter to access the information on
t he dat abase stored on the server 18 in order to obtain information 35 on
t he production of %od#%ts enbod%' ng the holder's content. WO 02/ 056306
PCT/ EP02/ 00111 - 18° ThE® daPRESht reftEentFEVREr v2rcagle oudmbebapri se a
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| nternet infdtRdiloh seprert wint chracle datfabstel | Mikked aseivescinrd he
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dat abase serv t he _co]ﬁg%q%t hub serveersé)"'rl a%t e Tenpte userd such 10
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as the IP ri gﬁ?i'selﬂbe?tde]rn topirere R0k the thedilstsy kissiond ati on
using the corputwsr 1% dhalayribgamuacksid lybe ivd agrated dn fhe data
control cent rieorse({vn% ar 1 air}]%éarrent. ncjcé{ hese wl|l allow 15 data
conmuni cat i ons Wi tH the € 1y SR AL £FhakAse ey esr angement
or a virtual e vamingt work senwemn TherddtigidetemdAddiddomalsddmes wil |
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proxy request, server. y request serv Shown in
Figure 1. Them€ugiay s samiabjses wilngedlrd toommuondddd f or

Dialup modem racks will be integrated in the data

control centre server arrangement and these will‘allow
15 data communications with the country hub server 17 via

frame relay arrangement or a virtual private network

run on the Internet. Additional lines will also allow

remote users to dial up the data control centre

through a proxy request server. Proxy request servers
20 59 and 60 are shown in Figure 1.

There will be two types of security provided for
the data control centre server. Physical security will
be maintained by locating the server in a controlled

25 access facility. Access to the facility will be
controlled e.g. by electronic door locks and
additional access control at workstations, with

additional access control protection for workstations.

30 Remote access security will be implemented
through the use of firewalls, proxy request servers 59
and 60 and user passwords. In addition, the data
control centre server 18 will generate a report which
will be stored on the server or printed out, detailing

35 the times of access and the user name of the person



the data control centre server. Physical security wl

|  be

mai nt ai ned by

| ocating the server in a controlled 25 access facility. Access to the

| ockBCEEHO2/®dI t i onal
access control at workstations, with additional access control protection
for workstations. 30 Renote access §ef?1rlty will be inplenented through
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t hat has accesSathavtdidaized Fdeessdd. al | ow det ecti on
accesses. The data control centre server 18 will use
to enable identification of network users, servers,

switches with cceg{s control lists
be used to pProtect

vers 59 and 60 and user passwords.

generate a report
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of wunaut hori sed
5 standard t echnol ogy
applications etc.
Aut henti cati on pr dttt et & RN R snigarvise deediillause digital

certifi cat es,styridreardsral ¢y &d AnabISEH\HGAS Gidh i Used. 10 Routers,

and/.or st.ate of the art files will all
e ser vse‘?rvl%r.s'lbapﬂ}ewf\%toéqﬁ Wii9: provide an automatic

unatt ended BFacdhemtofcathieorharmbtdrdoles safcH ks Serdders W8 1Andbd tgsedper at i ng
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20 backup usednvg qesnveran fe siged. It will also be equipped with software
to autgmptically close open files and shut down the systemat the end of

t he

Routers, switches with access control lists
and/or state of the art files will all be used to

protect the server 18.

15 The system will provide an automatic unattended

backup of the hard drives of the server 18 and its

operating system. An automatic UPS battery backup

system will provide the server with power during power

outages. The UPS will be separate from any normal

20 backup used to power the site. It will also be

equipped with software to automatically close open
files and shut down the system at the end of the

battery life.

25 The data control centre server 18 will generate

an audit log which will be stored or printed.

The

audit log will contain information regarding direct

access by users, identifying the users by their names,

passwords and date and time of access. The log will

30 also contain details of system status with offline

dates and times for each part of the system.

Power

outages will also be logged by date and time in each

part of the system. The communications log will

contain data on the date and time of communication

35 with the country hub server 17, the dates and times of



battery life. 25 The data control centre server 18 will generate an audit

| og which will be stored or printed. The audit log will contain

i nf or mat ivod ozesgavedi ng direct access by users, identifyinpCT/BRO2®Eris by
their nanes, passwords and date and tine of access. The log will 30 al so
contain details of systemstatus with %ffline dates and tines for each
part of the system Power outages w PP al so be | ogged by date and tine in
each part of the system The conmunications log will contain data on the
date and tinme_of comunication 35 with the country hub server 17, the dates
and tines of TWUZ0S6308" PCH EPOBFH01T 19SS 2R - ConhliA%tidns with renote
users e.g. lParke205izpackatssizeed ranstiétesti ccdmersataecont rol centre,
t he packet si d r ontrol .centre to renote users,
e.g. 19 and 2%}?8 e s?gegg éSQ%%ﬂ???%éa??%%s%?t%%t% FIHFYat a control
centre servefSABrantl ar¢metof usendt ee ninab®remd 2t iThd isisze Wit h t he nanes
of userss and el f: Ras SUBLen ARG GScn ANh dd 850l AGEERS,e 10 The data

control centre server_ 18 | | eriodically pol e country hub servers 17
in order to T%tYe 8d%‘f(§n"1‘rjo‘?r$t%n¥en’m'ee derRIgIenthactisiiddeon an Oracle
server. The serstertH8 wahés asknose eslgend coml etpons@frdatad ransfer to it.
The server 18 r\llé%ltliml(BS c(%l aée and sort the data it receives. Fromthe
above, it w 1 De app? et ated"that this system has several inbuilt alarns
to warn of tanpering. Each renote termnal unit 15 has signals 20

i ndi catiqug power fpgid bémpf dhe physical [ enclgsure, failure to
enter correct passwords, ?al ure  of conmini cati on I , tanpering with the
SEensors periodically poll the country hub servers 17 in order

to retrieve data from them. The data will be stored
on an Oracle server. The server 18 will acknowledge
completion of data transfer to it. The server 18 will

i5 collate and sort the data it receives.

From the above, it will be appreciated that this
system has several inbuilt alarms to warn of
tampering. Each remote terminal unit 15 has signals

20 indicating power failure, breach of the physical
enclosure, failure to enter correct passwords, failure
of communication link, tampering with the sensors
connected to the remote terminal unit and a
temperature alarm. Each file/communications server 11

25 and 16 (both for the replicating machines and the
laser beam recorders) will have alarm signals
indicating a power failure, tampering with the
physical enclosure in which the server is located,
failure to enter a correct password, failure of

30 communications, an excess temperature alarm and an
alert regarding a computer virus. Each country hub
server 17 will have alarm signals indicating power
failure, a breach of the physical enclosure
incorporating the server, a failure to enter a correct

35 password, a failure of communication, an excess



connected to the renote termnal unit and a tenperature alarm Each

fil e/ communications server 11 25 and 16 (both for the replicating machi nes

and the waspessh@wam recorders) will have al arm signal s i|iRkdi/ERtZ/00gila power

failure, tanmpering with the physical enclosure in which the server is

| ocated, failure to enter a correct password, failure of 30 comruni cati ons,

an excess tenperature alarmand an —abért regardi ng a conputer virus. Each

country hub server 17 will have alarmsignals indicating power failure, a
enclosure incorporating the server, a failure to

breach of thecc%ﬁm cal
enter a corre %v&ﬁ BN R T el o canote mvigxesess WO
02/ 056306 PC'W@&%t&OJddntro]ZlceﬁtmﬁJed’eﬂwre 1of ﬁm]_allrﬁvte relating to a

conmputer vir ont r.al re server 18 will have alarm signals
generated i n%acgatl ng pegrwﬁe:tr&i alrfdjr Jélg iRt tfc?léﬂ”@rf & correct

password, a ffaiilyzne dgfo B s | GatrienT!, s SBKaesS o enpanatdig, a conput er
virus, & Vi olc@finfihiHahsi cal e@&%es%s tte?nrpet}eat e%v:a:?t gfnd@ﬁw ol ation of

dlalup access to the server. Thus tanpering an d¢e can be easily
spotted and Vd&AS @ tW%OlJ?(FlF-‘rfbrﬁﬁ R veowne. iacomsisl tive tiypprsecivatred that t he

system al | owanepld e;qtdl(dt:ddh tdre GentuAala dalabase 9f S mih %]” regardi ng
creation of %master i’g}) an then the pro uction of optical” disks from
the master 1 TSR a0 van é?euﬁ@é&éYsﬁ@@ﬁft@ldea@dde is
hi dden on thelerad$t ezrltsht anper and this unique signature code is then
replicaged by a replicating machine in the optical disks. Information
supplied fromthe | aser beamrecorders 10 and the associ ated

From the above it will be appreciated that the

system allows collection in the central database of
information regarding creation of a master stamper and
then the production of optical disks from the master

15 stamper. As mentioned above, a unique signature code
is hidden on the master stamper and this unique
signature code is then replicated by a replicating
machine in the optical disks. Information supplied
from the laser beam recorders 10 and the associated

20 file/communication servers 11 will supply the
database with a record for each master stamper of a
signature code associated with the fingerprint data
for the tracks which are recorded on the master
stamper. Considering musical tracks, the fingerprint

25 information will be extracted via an algorithm from
each musical track. For instance, the algorithm could
choose 100 points of comparison in the track and use
this as a track identifier. The direct association of
a signature with fingerprints of tracks enables

30 detection of illegal optical disks, because for each
signature code found an investigator can determine
from the database of the data control centre server 18

what tracks should be on the relevant optical disks.

35 The first step in an antipiracy campaign would be



20 file/communi cation servers 11 will supply the database wth a record
for each master stanper of a signature code associated with the
fi nger priwo ozietea0o6 f or the tracks which are recorded on t herCVEBG2I01HL anper .
Consi dering mnusical tracks, the fingerprint 25 information will be
extracted via an al gorlthmfrom each nmusi cal track. For instance, the
al gorithmcould choose 100 poi nts of %orrparl son in the track and use this
as a track identifier. The direct association of a signature W th
fingerprints of tracks enables 30 detection of ille optical disks,
because for &&thO% gratifi%® o Fodit At iGile <t tq“c?r d e dEadiuiee  from
t he dat abase aof d11e dat atoard riod rﬁerglrgemﬁeir\eeroril&hé/wb@:tslér@;cé@ shoul d be on
t he rel evant tica S. irst step i.n an anti pi racy canpai gn
woul d be WD ed?Bé“dBﬂP%ﬁ (5% q_ff s‘-‘hf} Iq'Ollooaknt her  an
optical disk Bmwidblwaﬁtpmecmt@j lthatf ttHeerSELgrmmn:eswglrﬂa]t three on the disk
t hen t@ere o%dcfff!%’ 49N t | s wll be

at eﬁq C}ﬁqact}}tsel dg.% g:g'xa{’é 1esg oL al

appr eci at ed t e Si gnature W én on the par t he di sk
that is not WSedl [apd (& Gafe tHe lcdwe skiayt be short Field enf or cement
personnel would use optical disk readers to check in the field whether an
optical 10 disk has .a hidden signature and to determ ne the fingerprints
of the tracks recdrddd IS TaeTsAel Hil i alieiradse t he
central datadiase remdesey vy diikdio dirdemd fas Srdomidehdreach Sd;gﬂaéa&re whi ch
mast er anp rel evant . and t.hen which replicator 15 f ities are

rel evan"t%t Thgrr%st]ﬁ'u hascoulell1 da?fenntﬁjf%?latlurﬁeelﬁ éf:t%t?alaa atg‘(ﬁnershl p of the
tracks by cdnmazrarrpgurﬁes fa i gdreprtinstak sofr adverdadacks hhie hap’u:m‘adr mat i on

stored on they;cent rle A3 APAF&heiRe the central data base on

server 18 to identify from the read signature which

master stamper is relevant and then which replicator
15 facilities are relevant. Then they could identify
Intellectual Property ownership of the tracks by
comparing the fingerprints of the tracks with
information stored on the central database. This
information can be used to ensure that licences have
20 been granted for each track and royalty fees obtained.
Also if a legal action is needed the Intellectual
Property Rights holder can be identified for the legal

action.

25 In the present invention the unique signature is
time-specific to the creation of the master stamper.
This is a novel way of approaching the encoding of

information on the master stamper.

30 The single hidden signature can give details of
when, where and who made the master stamper along with
the information regarding the musical tracks.
Associated with the signature there will also be
information regarding the operator of the machine

35 creating the master stamper.



information can be used to ensure that |icences have 20 been granted for
each track and royalty fees obtained. Also if a legal action is needed the
I ntel | ectwab2/ofs@perty Rights holder can be identified fopCTRROVIBYEI &~
action. 25 In the present invention the unique signature is time-specific
to the creation of the master stanper, This is a novel way of approaching
the encoding of information on the” rr8§ter stanper. 30 The singl e hidden
signature can give det a| | s of when, vvhﬁre and vvlho madE theAsmasterts'élarrpte[1
along with the i tion regardlngt e nusi cal tracks soci ated w

t he gl gnat ur e thep@‘ taoﬁ’%%e bt} i bForet e degr S Pt hen oper at or  of t he
machi ne 35 crlealamglg mam&hmtéfaﬂmmem&?é@@@&gﬁe L EPP2LO01YL - 23
The dat abase ?i cont ain information relating each master stanper to
subsequent %&l cation “operations. 5 The nonitoring of the replication
machi ne vviII allowidentification of illegal activities. It is envisaged

that the owner of MIMltf]équ B gheorye?ﬁ/p )1 £ égtrlust rﬂ%? duc(%lcvgl of opti cal

di sks to factaries which ave the nonito ) sys tnce the 10
moni tori ng syt i 9T B Beat ke d Hel knardu cid oy rtuiress . cIem e nonitored

and any unuswaivﬁfatged tﬂ@t ﬂkﬁ@r&bﬁéxecbf Etﬁfsz.cﬂaslt %ngbﬁ gbsn ofp
associ ated wt ere %ﬂ units wl eto Vi‘se/ derive a

rate of product oUhS SR'eo) %tcltorhl Lrtieg Cilf?é?se 4% fRrimuisimlwhiatle of
producti on t evearthealmesrti wani e S’},Oi‘dém ad1 tgl_atdte alddigiering authority

who CarlO‘ nve%{ r&@o@rf&%%&%i‘terﬁzqé h%r ade the h%hes%nrsoo usctcloorll'lnercutnesd to the
rem)tetermn uni t
can be monitored and any unusual activities
identified. For instance, the sensors associated with
the remote terminal units will be able to
devise/derive a rate of production of compact disks.
15 If there is an unusual rate of production then an
alert can be notified to the administering authority
who can investigate further. Furthermore, if the
sensors connected to the remote terminal unit indicate
that for a particular run of CDs, the total time taken
20 appears to be too long then again an alert can be
indicated. Furthermore, if there are unusual changes
in patterns of operation when certain operators are
using the replicating machines then this again could
indicate illegal activity and would be investigated.
25 Operation of the machines at unusual start times could

be investigated.

It is envisaged that the central server 18 will
periodically provide information regarding production
30 runs to the holders of Intellectual Property Rights
(e.g. record companies). The holders of the
Intellectual Property Rights will input to the central
database fingerprint information for each track to be
reproduced. Thus the fingerprint information received

35 from the optical disk readers associated with the



that for a particular run of CDs, the total tine taken 20 appears to be too
|l ong then again an alert can be indicated. Furthernore, if there are
unusual ohanyew3o6 n patterns of operation when certain opRPCHEBIZOAIIE USI NQg
the replicating machines then this again could indicate illegal activity
and woul d be investigated. 25 Operation of the machines at unusual start
times could be investigated. It is ~efdi Saged that the central server 18
will periodically provide information regarding production 30 runs to the

hol ders of Intellectual Property Rights (e.g. record conpanies). The
hol ders of t HES Pt + WL 1A W%ﬁ)é&cﬂf]—%%t%% By |tr1i}§htcetrd'-naﬁe central
dat abase fi nwxpmmtto nfdemet £ yorwiiorh eacle ks ack tRibe Thus the

heed
fingerprint ceived .35 fromthe optical disk reag%rs
associ at ed vvlpﬁh t he %/\%ﬁd%f %ﬁ%ﬁ@g}ﬁo PD Y Fe ogiic@dt i on machi nes
woul d be usedliik tieadsam redulderdart ity |tdlmwhnafs>temhlsajant§eq<g<$x@§re bei ng
replicaipd. s e higiden. signataine coda jead hx Lhe optical  disk

readers woul d identify t mast er arrpers om he optical disks
are being repilisEfieFe tﬁ?erIé’ffcﬁlelqq*félallnthOIp@GttU’aIRlIchtysemto;ldlarg;htcanhoI ders

can be pr0V&ﬁe®ﬁﬁvﬂaddﬂhléﬂﬂﬂbd&ddlﬂjﬁﬁﬁﬁ@ﬁh@%rh%%& N o ,RQw meny

opti cal dlsk%are bei ng .r.e Ilccg_rsgﬁvmth particul ar tracks at 'eh
production fac MAes o%ﬁ:ol 2o Ricc Perist éerdigmseds withi s i nf or mati on
can then be pehedked an tthradies raacmzrhds:mfprlold@efﬂ%& ald 1Ry skReanhnt el | ect ual
Propertyyy Ri g S e repaqrted roductlon runs have
been au%ohorl Lf&?nh?gqg? IIElt%lter(reeq:s'térllcgm(&,mr’:ftraI d8r \J/g ORfBIE lBBl c@tuph&n history
of the avera§é caeeskeld mdphoddet iresoatdseach liteacks hkltheyi aher mation
received by 4h@eQ8Ri¥al Property Rights holders to ensure that

the reported production runs have been authorised.

15 Over time the central server will build up a
history of the average rate of reproduction of each
track. If the information received by the central
server indicates a significantly increased rate of
production then an alert can be sent electronically to

20 the relevant Intellectual Property Rights holder.
This can be analysed by replication machine and by
operator so that if a particular machine is regularly
used to replicate unpopular tracks or if a particular
operator is regularly responsible for a production of

25 unpopular tracks then an alert can be issued.
Unusually high production runs for unpopular tracks
would indicate that an operator is trying to fool the
monitoring system by informing the system that the
unpopular track is being replicated whilst in reality

30 replicating a popular track.

The Intellectual Property Rights holders (e.qg.
record or software companies) can input sales figures
of optical disks into the database of the central

35 server. Then the central server would compare the



server indicates a significantly increased rate of production then an
alert can be sent electronically to 20 the relevant Intellectual Property
Ri ght s hovaer/056306hi s can be anal ysed by replication machi reT/ane/doy11
operator so that if a particular machine is regularly wused to replicate
unpopul ar tracks or if a particular :fcq) erator is regularly responsible for
a production of 25 unpopul ar tracks tten an alert can be issued. Unusually
hi gh production runs for unpopul ar tracks would indicate that an operator

is trying to fqol the nitoring syst by informng the systemthat the
unpopul ar tr%&%%ls BFEWy i ﬁ%éf&ly%%lrgﬁ 4 Olpéélqaﬂy d’%@ir @9PLE&L ng a
popul ar trackecHrelddtsedlleact Gdle deér apertey iR ghtdd shaledemns y( @ngaler@cord or
sof tware conp%r}li %se) i rhei:igput sales figures of optical disks into the

dat abase of tHé centra server. Then the central server would conpare
the WO 02/ 056306 PCT/EP02/00111 - 25 total production recorded for an

optical gdi sk agai Rgfs JKGYHedSAlES cWeqert herR %&iﬁgdil‘j%c%ﬁpancy an alert

can be issued. 5 The central, server can over tine an average
producti on p&YEAYY iRF ARG BF BRI IR FegEsc Ciford engid, ofat e of

production, gharBRMRN MREld,odstd ¥f eakiuptaduGt ickiainkaeildrt y. Excepti onal
production pattergjs c$1 t hen ,be alcﬁdrted f%r S b}er%c;g nt Q cl gser

i nvest i gat i o STHRE et FalS &t VAW Be ﬁf&grl HEPETSPder  the

rej ect rates pfoderdii areplatn=trnen arac fihes. beUmlsudledy flurgls ubsjeenientat es wil |

trigger,an al ert, 3l server will be programmed to consider the
repli czi‘tO?on rcgloeseo%%enyﬁstcr%%l?@' Typically a disk

The central server will be programmed to consider
the reject rates of each replication machine.
Unusually high reject rates will trigger an alert.

15

The central server will be programmed to consider
the replication rate of each machine. Typically a disk
will take 3 to 5 seconds to produce. Significant
deviations from such a production rate will cause the

20 central server to issue an alert.

The central server will be programmed to consider
how long each replication machine is inactive whilst
the master stamper is changed. Any unusually long

25 period will cause the central server to issue an

alert.

An improvement to the system described above
could be achieved by adding to the replication machine
30 a further reader 61 (see Figure 6) which reads a
visible bar code provided at the centre of each
optical disk. Such visible bar codes are commonly
provided as identifiers on optical disks. The reader
would read the bar code and send a signal to a local

35 remote terminal unit 15. The information provided by



will take 3 to 5 seconds to produce. Significant deviations fromsuch a
production rate will cause the 20 central server to issue an alert. The
central e0vB05696l | be progranmmed to consider how | ong eRCHVEP@ploiat i on
machine is inactive whilst the master stanper is changed. Any unusually

|l ong 25 period will cause the central _server to issue an alert. An

i nprovenent to the system described” aB8vé coul d be achi eved by adding to
the replication machine 30 a further reader 61 (see Figure 6) which reads

a visible bar code prow ded# the centre of each optical disk. Such
visible bar cites a8 %o ‘i/ DroviEE s denthe i et mratoip cal  di sks.

The reader \wodwideshdyt rtéleba:rptcnmtel adic 16 efghdie 519Nl o th A1 dHGa| 35 renote
termnal unit OVI de 056306 PCT/ EP0O2/ 00111

- 26 this S|tghrjleZI E}&I c]ﬂ{og{ cor%ipeg;b ith Wgylaﬁdﬁéﬁrbﬁ h&yi8AdeEd by t he
optical di sk Yeddents4L tineiha éfemiatcaiieme didat iitry aofpatmdmtaxcal di sk

pl aced isn tthrpg@Q%rtlo‘:}fl Agentd fpHdg (?tn{'ée arsegg thgeqltql sk £ a particular 5

repllcatlonrunlst e rreasthel entltyo fiSsks repl aced
on the repli CAS G Imddt efﬁélmqaéatqrbmarQLnneThe dat abase

of the centrailuraelrgv&meméalmet mplaldaytlolsp GANprise at least two separate
dat abases, a first production database which stores information received

fromthe master stanper production machines and the replication nachines
and a second dat aB#se dertadrisey ofi déwt iddntata 10 driviear MENILOR yipaeaived from

I ntell eetual LaRrarenty 1R ght ol rov_di t hem_with f| ngérprints
of trades. Ar?y Far%perlang a%t% %W% 7 g)lat%g% néfa% %gﬁis\/&oﬁl Figst
production database Wthh stores information received

from the master stamper production machines and the
replication machines and a second database entering
identification information received from Intellectual

15 Property Rights holders providing them with
fingerprints of trades.

Any tampering with the monitoring system would be
alerted in the way mentioned above.
20
At present it is envisaged that external sensors
will be used attached to the replicating machines, but
in future these sensors could be incorporated in the
replicating machines themselves. In fact, this could
25 be simply done by modifying operating systems software
rather than the attachment of new hardware. In this
case the monitoring system could be improved by adding
an authorisation function. The Intellectual Property
Rights holders could input to a database held by the
30 central server authorisation information regarding
what replication runs have been authorised. Before
each replication run the software on a replication
machine would interrogate the database to determlne
whether the run is authorised. Unauthorised

35 replication would not be allowed by the software. The



alerted in the way nenti oned above. 20 At present it is envisaged that
external sensors w1l be used attached to the replicating machi nes, but

in futurevohrew3mensors could be incorporated in the reppPCTaPIZIYIIACHI NEeS
t henselves. In fact, this could 25 be sinply done by nodifying operating
systens software rather t han t he attafhnent of new hardware. In this case
the nonitoring systemcould be |npro d by adding an authorisation
function. The Intellectual Property Rights holders could input to a

dat abase hel d bﬁr%ﬂe 30 centra gServer authorrsgtron |nfornat|on regar di ng

what replicaffd nSeR¥GE HEEAdaGERGr PRedloBEf Nga€RL1REBMtcation run
the sof twar eInhealeephitafropertgchbheendy) dasktiagr @gat e t he dat abase to

deter e, vastheLle incls auitarl sedy ingyiharl sedag,cepL cati on voul ¢

central serv@@uﬁdubé §@ﬁml§ﬁeél@nﬂYt@ftheChebavapthhnﬂelIectual Property
hol der (§) ask{pgof9LstadhhoLi satkboy.gn an exceptional basis. Replication
woul d be permtted only if such exceptional 5 authorisation is received. WO
02/ 056306 PCT/ EP02/00111 - 28 CLAIMS 1. A nonitoring systemfor
nonitoring production of optical disks by a plurality of optical disk 5
replication machi nes | ocated physically renote from each other at a
plurality of production facilities, the nonitoring system conprising:
sensor means associated with each replicating nmachine for sensing how many
optical disks are



10 produced by the replication machine; |ocal conputer apparatus individual
to each production facility which receives signals fromthe sensor neans
associ at adow/ode3@ach replication machine of the productipar/Epeydoitly, the

| ocal computer 15 apparatus processing and storing at |east tenporarily
data derived fromthe received signals; and central conputer apparatus
receiving via a t el ecomuni cat i ons nétwar k signals fromeach | ocal

conput er apparatus of each production facility and 20 processing and
storing centr¢£A¥Mgata derived fromthe received signals; wherein: the
central conputer apparatus creates a record of production activity of al

of the optical disk replication machines to allow the production of the 25

replication nmpchin : I eptrally.. 2. A nonitorjng system as
claimed in claim 1§%m%§%§§ﬁm?h%§§g%r§oférne %%1%%%30%? é?’é%d\%\f*fho%a%%
replication ®Bthethi dbSkonpYiaeBluraiitytotountisravhitcdk counts tot al

producti®n ofreppitfed ofli Bkshb¥et hEokspld I {%gi - and.a second
counter which ¢ unttshé he nunbe © ?opti cgﬁ{%s r j%eg?oe%e b@r?rﬁe

replication machi nes %?Wo@iﬁgfﬁ%@@/ P /ey ooy facPbitBes A nonitoring
system as cl ailmednomd tbad my 2s whiesi compires fig st and second counters are
o ccodi ng ol ai ms CSTOI o M AT T S 197 HerUA5" opsr B imput means
associ at ed widchigmhforpi¢natigrhomame aptd canneaied 4. t he | ocal
conput exo apPFPAAse BRACKJ epli CALL O, Mehing. .
local computer apparatus individual to each
production facility which receives signals from the
sensor means associated with each replication machine
of the production facility, the local computer
15 apparatus processing and storing at least temporarily
data derived from the received signals; and
central computer apparatus receiving via a
telecommunications network signals from each local
computer apparatus of each production facility and
20 processing and storing centrally data derived from the
received signals; wherein:
the central computer apparatus creates a record
of production activity of all of the optical disk

replication machines to allow the production of the

25 replication machines to be analysed centrally.
2. A monitoring system as claimed in claim 1
wherein:

the sensor means associated with each replication
30 machine comprises:
a first counter which counts total production of
optical disks by the replication machine; and
a second counter which counts the number of

optical disks rejected by the replication machine.
35



wherein: 10 the manual |y operabl e i nput neans allows the input of operator
identification information which identifies the human operator of the

repl i cat ivom02/08606i ne; the | ocal conputer apparatus rel aysPCOEPIRN0115
central conputer apparatus received information regarding human operators
of each replication machine at the _re%gv_ant production facility; and the
central conputer apparatus stores in spect of each recorded production
run the identity or 20 identities of the human operator or operators of the

replication ch| e durln uctlon run. nitoring system as
clained in any (anon[lht C{é)’ocﬁe cr}ﬁl\ﬂ‘?élrérh th10 o HEETS s

provi ded 25 eté@odilatsetd amd rsmxrhi Imnujtem@nmneeropappmﬂatdﬁrm.eby t he

| ocal conmputer apparatus can record the start tinmes and finish tines of
producti on runs of the replication machines. 30 6. A nonitoring system as
claimed in cldai m 3 Weeridarinheysdes asomdataedapparavusrdetodt rihees a rate

of  producti @refde@mntgh%lsetﬁrg ctdn{ﬁ%%s%@l% falddli %A i8S, ;0T the production
runs and fromthe recor rs of “optical disks; 35 information

regardi ng the rat 83 dl?(Ptei lies \BUG2 FeBE506 SPCHAEPeY) 06t - 30 sent
to central ceapit erepdppartatars rat itnfze a@@nbb@hectt@wltbertr@o%rc%tlus noni t ors

feports  excooREBiet Gok iayatem ddn n s CPRAGE =" % TR Yor | ng System as
clainmed in ampegwénof the preceding clains, wherein the sensor neans have
10 the manually operable input means allows the
input of operator identification information which
identifies the human operator of the replication
machine;
the local computer apparatus relays to the
15 central computer apparatus received information
regarding human operators of each replication machine
at the relevant production facility; and
the central computer apparatus stores in respect
of each recorded production run the identity or
20 identities of the human operator or operators of the

replication machine during the production run.

5. A monitoring system as claimed in any one of the
preceding claims wherein timing means is provided

25 associated with each local computer apparatus whereby
the local computer apparatus can record the start
times and finish times of production runs of the

replication machines.

30 6. A monitoring system as claimed in claim 5 wherein
the local computer apparatus determines a rate of
production from the start times and finish times of
the production runs and from the recorded numbers of
optical disks;

35 information regarding the rate of production is



associ ated therewith tanpering detection neans which detects tanpering
with the sensor neans and provides 10 signals indicating tanpering to the

| ocal compobdEose3@ppar at us, the | ocal conputer apparatus pRE€BERE/O0IHECOrds of
sensed tanpering on to the central conputer apparatus. 15 8. A nonitoring
systemas clained in any one of the recedi ng clains wherein each | ocal
conputer apparatus is located in a physically secure container and tanper
detection neans is provided associated with each physically secure

container, th r detection 20 neans providing signals indicating

t anperi ng mﬁt%e%ﬁgpgr%Fgéﬁﬁg 88ﬂPﬁFﬁ€raﬁﬂgr?FBsI68§It BnpBREFadppar at us
recei ving thecehgnaés apdaretnyi mgnihersi ghatketothBeregenteal rgpaput er
apparatus. 25,8.,A, 808t 9k S [ in any one of the

pr ecedi ng clainspmheran eagger§§%$gg?§%§%%ag%ﬁﬁgsu%%é TSPRAster stanper in
the replicati®FCPPbteRs hAdat RESTaBNrE®BINhgts§80em additional |y nonitors
producti®n of master stanpers by a plurality of physically renote 30

mast er stanpe{ pr o uctioE machines at a plurality of nmaster stanper
production factlithBOR+hBT HBRi $BFFel 28ystahnednpri anvigoaddof i omal | v:

| ocal conput errappdtng uslebnapchiedré n cotd FBSESF mSLATPSLvHr oduct i on
machi ne at a . production facility which | ocal conputer
appar at us v[f%%%%§%§%%§p@i%E%gﬁf%oﬁﬂﬁpe¥l%a g?%%%¥ @3 BEYMAI ' FF_m t he
mast er st anpetepreduct anpe r g hiv bigh whive hs ¢ med tideedmé camat b os 1 @gar di ng a
si gnat urge codg; &6c0s degy o0, NBs, r cal conputer
apparatus rel ayglt ng detail sa r%g%rdl n%é%ﬁ%(ﬂgp(gi%%éaﬁ?%égoc emgf%tn%)%e central
conput er appé&ﬁ%ﬁﬁtu%uuﬁhe local computer apparatus passing

records of sensed tampering on to the central computer

apparatus.

15 8. A monitoring system as claimed in any one of the
preceding claims wherein each local computer apparatus
is located in a physically secure container and tamper
detection means is provided associated with each
physically secure container, the tamper detection

20 means providing signals indicating tampering with the
relevant container and the local computer apparatus
receiving the signals and relaying the signals to the

central computer apparatus.

25 9. A monitoring system as claimed in any one of the
preceding claims wherein each replication machine uses
a master stamper in the replication process and the
monitoring system additionally monitors production of
master stampers by a plurality of physically remote

30 master stamper production machines at a plurality of
master stamper production facilities, the monitoring
system comprising additionally:

local computer apparatus connected to each master

stamper production machine at a master stamper

35 production facility which local computer apparatus



an optical disk reader is associated with each replication machine, the
optical disk reader reading a signature code fromone or nore optical

di sks pr odeeresed® by each replication nmachine, the signat BC’B’EBQMEll.lr ecor ded
on each optical disk having been replicated froma master stanper;
wherein: the |ocal conputer apparatus %ssom ated with each replication
machi ne relays to the central conput e!3 15 appar at us details of the
signature code read by the optical disk reader associated with the

replication jne, and the central conputer apparatus records

i ml‘oor mat i on rlé%&a%ud‘?eﬁ% %%%‘h%f%r%r%&e r J?%getaZﬂP?IhéPWC@OD.DA
noni toring sys@mnes whbthethdudd aimf Qrodier @i N-e @aedy ﬁ?sg er st airrg?red
roduction nmaghy C onput er appar at us assoc

F herewith 25 flhjnr{hgcr%% ﬁ%lé?én%ér%(#oag O?rlegtg}ed.lr%agsetc%t_trﬂmﬁee‘”c'or% on the
mast er starrpelro%?%]d NP Y Al 2RI mﬂwmwﬁetﬂmsﬁigltﬁhdﬂ@eagghpg
[ i t i SRH S e.sig

i nf or mats on tuhd hei gentu ¢ hARRAH AL LK r%sﬁzﬁle\é# ahpat

codes and the control conputer apparatus reco ‘print
i nformation i %4ssociated with each si gnhature code. 11. A method of

aut hentication of zan cptiiceal dlissk rerag:piﬂt Giad %gﬂcﬁ@&nﬁﬁtﬁ{ ggltcgl;rpte[]e
db ter. . 35 stanper producti.on _machine _
oni tor | ng. VBB GEash, B LRy GO R FP0 SR GRS o reinl, = he
met hod of autHéEmateats epde dinon sineg qxsimmgeﬁ@p@ptdaqagii@k%k PrRRLRY etdthg read a
. - T . . oo
si gnat aoe codly ancan ,Rtiical: s kaReling a%@%ﬁgﬁg andiust ng

informati on sfored t()jy the centra conput er et er m ne what

fingerprint recorded on each optical disk having been replicated
from a master stamper; wherein:
the local computer apparatus associated with each
replication machine relays to the central computer
15 apparatus details of the signature code read by the

optical disk reader associated with the replication
machine; and
the central computer apparatus records
information regarding signature codes received
20 thereby.

10. A monitoring system as claimed in claim 9 wherein
each master stamper production machine relays to the
local computer apparatus associated therewith

25 fingerprint information regarding content recorded on
the master stamper and the local computer apparatus
relays the fingerprint information to the central
computer apparatus along with the signature codes and
the control computer apparatus records which

30 fingerprint information is associated with each

signature code.

11. A method of authentication of an optical disk
replicated from a master stamper produced by a master

35 stamper production machine monitored by the monitoring



information is recorded in respect of the signature code by the central
conput er apparatus, the determned fingerprint information being then
conpar ed wi phioseBaenger pri nt i nformati on obtai ned directly PCDEPW®11O0
optical disk being authenticated. 12. A method of producing a naster
stanper for subsequent use by a repligation machine in the production of
optical disks, the nethod including 15 recording on the naster stanper an
identifier in the formof a signature code for the master stanper, the
met hod i ncl udi ng deri i nat ure pI ur aI ity of data

i ncl uding ti r'?é’%e“br aﬁ g“nmbﬁots f EIR et hod of
produci ng a mtpe:rlmmalmgsaml a‘xpms'd:ah milzslkalmaaﬁ%rvmg meradt ke data used in
t he derivati e r di I

i dentificati gsrn1 co é}%orcﬁ%%ngsat%ego%?ac%%er&lsq{l%lel}ﬁg] %%t%%%%&%% od of
produci ng a rast ésischhe laf gty steradaiy theoceditaiarh 13 wherein the

data used indhguider ia \e%iarfartlfgf N leHeanater @r@@dqleq@@ izapal 'y includes
an |dent|f|ca,t|on code r the prod ction facil |t |n 3Q which the master

st anper pr oddctigEatadi Heg it$cq ddt TRSPeR FrSoPLIFPGRIEENg a nast er
stanper as claidedy |Uhear¢;ermlealofccm{;mt@: Ja@gaa:al:zhsv,\hem Ricthendateal used in
35 the derivat.ion of .t e.S| tur.e._c t|o 02/ 56306

PCT/ EP02/ 001 11795 5F % &1l e']:Zhaanlon %[ At orrlé%c or’ t%e human

oper at or usiﬁiglqdr@niaﬁ:t eimfﬂmrrqte.rorprqbdlmme@h dm@mtde' frem Ahmet hod of
producipg a g&g;’sc[l‘%falséﬂ"g??rbeﬁ%gc'a%fﬂ?f%qltﬁ:alt%cﬁ”y one of clains 12 to 15

wherein the ta use

12. A method of producing a master stamper for
subsequent use by a replication machine in the
production of optical disks, the method including

15 recording on the master stamper an identifier in the
form of a signature code for the master stamper, the
method including deriving the signature code from a
plurality of data including time of creation of the
master stamper.

20
13. A method of producing a master stamper as claimed
in claim 12 wherein the data used in the derivation of
the signature code additionally includes an
identification code for the master stamper machine.

25
14. A method of producing a master stamper as claimed
in claim 12 or claim 13 wherein the data used in the
derivation of the signature code additionally includes
an identification code for the production facility in

30 which the master stamper production machine is
located.

15. A method of producing a master stamper as claimed
in any one of claims 12 to 14 wherein the data used in

35 the derivation of the signature code additionally



the derivation of the signature information additionally includes data
identifying content recorded on the naster stanper. 10 17. A nethod of
produci ngvaoresser stanper as clainmed in any one of clai PET/EPE200018 wher ei n
the signature code of each master stanmper is stored in a conputer

dat abase. 15 18. An optical disk nqp#%?ctured by a replication nachine
froma master stanper produced by a hod as clained in claim17. 19. An
aut henti cati on nmethod for authenticating the 20 origin of the optical disk

clainmed in clai 8, the h risi sing,an optical disk reader to
read fromtﬁgcg%giegaﬁndllgl?ntt lgﬁgggquSB%oﬁgrrgPSrHE Al REFEBYT %and
consul ti ng t heiognpbeemadacabasemper debtdugitnent hecbiingi.n of the optical

di sk by accessing 25 information stored in association with the signature
information. 20. A replication systemfor producing optical disks which
conprises: 306a répmﬁgépﬁoﬁfn§§ﬁﬁﬁélﬂﬁl eéhmaefeirc gtasresneencladeesr ded on a

master stanpep Qﬁyt@n@pbfcéhadm§k§2 &B QBtw&%EthSEh%aBbﬂétQ%eEQ&n
val i dati ng cgkrect ﬁélcatlon of recor ded content qn the optical disks,

the validato @aPFHéVP OBl GBI SAPPAEE Sy NE8TREFER i ng a surface
t her eof ; andaMﬂnﬁ2b6563961BGIMEB@2ﬂ@®h11dent34y1ag000me¢ﬁt system whi ch

conveys for furth ro S| ti isks validated by the validator
and whi ch rejéc sgoptgcaﬁ %’hggt%?tﬁ% gent not validated by the

validator; wherein: 5 a first optical sensor is provided for counting how
many O@bicallthkﬁ hBkhbal by Bavautengr defaceBtelt amper as claimed

in any one of claims 1 to 16 wherein the signature

code of each master stamper is stored in a computer

database.

15 18. An optical disk manufactured by a replication
machine from a master stamper produced by a method as

claimed in claim 17.

19. An authentication method for authenticating the
20 origin of the optical disk claimed in claim 18, the
method comprising using an optical disk reader to read
from the optical disk the signature code recorded
thereon and consulting the computer database to
determine the origin of the optical disk by accessing
25 information stored in association with the signature

information.

20. A replication system for producing optical disks
which comprises:
30 a replication machine which replicates content
recorded on a master stamper on to optical disks;
an optical disk validator for validating correct
replication of recorded content on the optical disks,
the validator validating each optical disk by

35 inspecting a surface thereof; and



replicated thereon; a second optical sensor is provided for counting how
many optical disks are rejected by the validator; 10 and an electronic
processomwo 92/6e06i ded to conpare count figures provi ded PgTERE/MIYISt and
second optical sensors to produce a remainder figure. 15 21. A replication
systemas clained in claim20 wherei $4tbe el ectroni c processor conprises
timng neans and cal cul ates a rate of "production of optical disks from
the signals received fromthe optical sensor and timng information

provi ded by the tim 20 means. 22.. A.replication systemas clainmed in
claim20 or 21 vmaer%?nnvﬁ e ssa TeA COprt scgosnvaed*’dﬁ t?%"ﬁ lfﬁltq]}ﬁf optical disk
reader whi ch RrcsEs sy (it el cddekstwrleidiadredarb 2 5 optialaidadiak produced

by the replicald ommachidhe and i &y rg g, signat ode via a
t el ecommuni cati_ons lnet woegtEe to ao%%rrput e@%gstse;{)%gje éon Vat:{grhoct[ he signature
code is stor &RliSRrtEE vy (dp i @kiGtYistennesinel ai ned in claim22 wherein

the optixal disk readerstdshiieamalden sl Lo rdvifidatd onedgad {4 om the
optical disk.to determ ne _therefromone ar re fingerprints for the
track(s) redSdéE o0 Qr}%l%]ti%aﬁk%i%qéﬁguﬂh S5t itk I hdder
relays the finggpdrigratdd s)herdeorihe tel ecomuni cations network to the
conput er dat abase. 56306, RCT/ EP02/ Q0111 -. 35 4. A replication
system as cl ai med \rggc%ognq%gplocrﬁ cﬁ/eg}sr% S &mpr qseﬁjg dﬂiqqud‘?élr}%/ a

vi si bl e code hosadwny famt iressldidiics ks \drsi e ectdel frowdtsedradni datersur f ace of

one or jpore @fpd he replicated optical disks as the 5 replicated optical

di sks pass through or fromthe .
an electronic processor is provided to compare

count figures provided by the first and second optical

sensors to produce a remainder figure.

15 21. A replication system as claimed in claim 20
wherein the electronic processor comprises timing
means and calculates a rate of production of optical
disks from the signals received from the optical
sensor and timing information provided by the timing

20 means.

22. A replication system as claimed in claim 20 or 21
wherein the system comprises additionally an optical
disk reader which reads a signature code stored on an
25 optical disk produced by the replication machine and
which relays the signature code via a
telecommunications network to a computer database on

which the signature code is stored.

30 23. A replication system as claimed in claim 22
wherein the optical disk reader additionally samples
information read from the optical disk to determine
therefrom one or more fingerprints for the track(s)
recorded on the optical disk and the optical disk

35 reader relays the fingerprint(s) wvia the

telecommunications network to the computer database.



replication machine, the visible code reader providing identification
information and the replication system conprising conparator nmeans which
conpar es WO duoteddsi cati on i nformati on provided by the signeCTERI2I®1T0de Wt h
the identification information provided by the visible code reader to
determ ne whether the replicated optigal_disks passing through or fromthe
replication nmachine have the sane identity as the optical disk read by the
optical disk reader. 15 25. A replication systemas clained in any one of

claims 20 to conpri.si it I : erabl.e i,nput neans
oper abl e by a%ﬂdpeggf%%%%%%§¥%€aﬁ%%%§%ﬁSggggghgéﬁqgﬁang%g&?gnofegarding
t he reproduct Fd@1#0 23p EOARIre 1ida agdi sllessrtiinBc dtiséhd eneomer kebdea

conput er dat agase r@aMhiCh e iPner abiuen pi-BeHERt baNthiS sst-ehed. 26. Use of
a conputer apparatus as |ocal conputer 2 aratus in_a nonitoring system

appar .
as clai med i n°8Ry OGn8OLEs °f &ihrs IE &Cfé?dz?gt8§éloﬂl§kéoﬁﬁu?éﬁ appar at us
as contr6l compuptlecatappapaticali Aiaksophker tAgoayst em &soel aheed i n any one
30 of clains %eggiloti%%' AC l;%odt%f rany cturhng an subsegu ntly
aut henti cati ng Feadt offé “opticcal di dk°¢ iﬁnglﬁgre? &L PERY 161935
produci ng a masketidtiaapéonf dnforbsédoaentndsehby repliepkicat sgatamchi ne in

the prOdUCti0EOBBr?@{iin%alscom%gri_é%brvgggaéogﬁ%gﬁ. BbhpgEdg/ 00111 - 30

recordi ng on the master stanp an identiftier in rmof a signature
code for the #AHePéLTdcarien; indermatagnf prgELPEANnPYi hher saohahuter cont ent

10 code with the identification information provided by
the visible code reader to determine whether the
replicated optical disks passing through or from the
replication machine have the same identity as the
optical disk read by the optical disk reader.

15
25. A replication system as claimed in any one of
claims 20 to 24 comprising additionally manually
operable input means operable by an operator which can
be used to send information regarding the reproduction

20 operation via a telecommunications network to a
computer database on which the operation information

is stored.

26. Use of a computer apparatus as local computer
25 apparatus in a monitoring system as claimed in any one

of claims 1 to 10.

27. Use of a computer apparatus as control computer
apparatus in a monitoring system as claimed in any one
30 of claims 1 to 10.

28. A method of manufacturing and subsequently
authenticating at least one optical disk comprising
the steps of:

35 producing a master stamper for subsequent use by
a replication machine in the production of optical

disks;



recorded on the master stanper; 5 storing on a database of conputer
apparatus a record of the identifier recorded on the master stanper al ong
wi th a racoeonzossbost he derived fingerprint information forPCherPemetant
recorded on the nmaster stanper; 10 using the master stanper in a
replication nmachine to produce optical, disks carrying both the content and
the signature code; and subsequently authenticating at | east one opti cal

di sk by: 15 reading fromthe optical disk the signature code; deriving

fingerprint inforng &deiﬁc_??%ﬁh@h&orﬂéggér sC@éréﬂt;&l;g Q%{ 1 henopt{ £l ; gi sk; and

consul ting the database on”the conputer appar o retrreve the
fingerprint i®terheatnodfracotdedtore 20d¢ hecHatapasaster respererof the

signature code readef{oPhiheingtisalndi skrandat hen £OPAPEEHPENL he _
fingerprint information retrieved fromthe database wth the fingerprint

i nformati on obEEPREE T PBNFERETEBPET cBF2HPRR and aut henti cating the opti cal
disk if 525 there ssoaingteh afditaigespront combotantaopar2Sus Aln opti cal
di sk manuf act ur ed

30 Use of CoRBUTER SppaPat Uit bt bBF e Prer Ut AbACETe T FEE et hod of ci ai m
28. 35 stamper along with a record of the derived fingerprint
information for the content recorded on the master
stamper;

10 using the master stamper in a replication machine
to produce optical disks carrying both the content and
the signature code; and

subsequently authenticating at least one optical
disk by:

15 reading from the optical disk the signature code;

deriving fingerprint information from the content
carried by the optical disk; and

consulting the database on the computer apparatus
to retrieve the fingerprint information recorded on

20 the database in respect of the signature code read
from the optical disk and then comparing the
fingerprint information retrieved from the database
with the fingerprint informaticn obtained from the
optical disk and authenticating the optical disk if

25 there is a match of fingerprint information.

29. An optical disk manufactured by the replication

machine in the method of claim 28.

30 30. Use of computer apparatus to store the database
in the method of claim 28.

35



