A SYSTEM WITH SESSION SYNCHRONIZATION RELATED APPLICATION [1] This
application claims priority to U.S. Provisional Application No. 61/208,016, entitled "A
Master-Backup Firewall System with Dynamic Session Synchronization", filed on February 19,
2009, which is hereby incorporated by reference in its entirety. BACKGROUND  [2] A
firewall is an integrated collection of security measures designed to prevent unauthorized

electronic access to a netwdkedTORMbUYET Hd\isksre ANsSYSK 4 BEMNM E BT ISR of devices

configured to permit, deny, encrypt, decrypt, or proxy all computer traffic between different
security deyRRATEIRAE® LIEATCEet of rules and other criteria. A master-backup firewall
system, e.g., a high availability firewall system, can include a master firewall and a backup

frewall to imptgya avafigiy Angsiabilin GRS masterhadi enPLaysiaR: starts

up, the master firewall can be 'enabled to provide %rewall functions. The state tables of the

master firgwalhsan Hesrpliadeip embrek un draalsdnchit eylhiesiesion

synchronization. Upon a failure or abnormal termination of the master firewall, the

master-bagiighfisairatieysitien canrultiamatita)gord oatitaskh irsbytive onpstetcl ey adif toetine
backup firewall and enable the backup firewall to provide the firewall functions instead of the
master firgéwigdlentirety.

BACKGROUND

[002] A firewall is an integrated collection of security measures designed to
prevent unauthorized electronic access to a networked computer system. Itis also a
device or set of devices configured to permit, deny, encrypt, decrypt, or proxy all
computer traffic between different security domains based upon a set of rules and other
criteria. A master-backup firewall system, e.g., a high availability firewall system, can
include a master firewall and a backup firewall, to improve availability and stability.
When the master-backup firewall system starts up, the master firewall can be enabled
to provide firewall functions. The state tables of the master firewall can be replicated
onto the backup firewall, which is called session synchronization. Upon a failure or
abnormal termination of the master firewall, the master-backup firewall system can
automatically offload tasks from the master firewall to the backup firewall and enable the

backup firewall to provide the firewall functions instead of the master firewall.

[003]  Conventional master-backup firewall systems include at least two
solutions for the session synchronization. The first solution is to synchronize all

sessions from the master firewall to the backup firewall when the master-backup firewall
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[3] Conventional master-backup firewall systems include at least two solutions for the session
synchronization. The first solution is to synchronize all sessions from the master firewall to the
backup firewall when the master-backup firewall system is in operation. A second solution is
only to synchronize some essential sessions but not to synchronize other sessions when the
maSter'basé}%fB 'ﬁswﬂgy%%m.'SAgggﬁat A dRCYRL 18" ﬂk%ﬁVéﬁz%S'EH%’b LR g, session
update rate is faster than the session sync ronization r te,% e session synchronization may

affect the gertormanae et IbeyRralBFRadHB LU SYRHRIM AR SRS BSSRMIF SGRRIONSem

may not be synchronized to the backup firewall. For the second solution, when the session

update raig iig splgiatiRl. | NBWERBI ERThES AR IERSHRRYNIR WA Hesh Rftal Sye HaBI - N8 ean

sessions. Thus, the session synchronization may have a lower efficiency. SUMMARY [004]A

computerirensksddmmsdiohndmératig rcoate Uher sassturialyiechrodidsitols may affect the
perfarmance of the master-backup firewall system and some essential sessions may
not be synchronized to the backup firewall. For the second solution, when the session

update rate is relatively low, redundant resources may be wasted after synchronizing

some sessions. Thus, the session synchronization may have a lower efficiency.
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disclosed. The computer-executable modules include a first session database for storing
multiple sessions indicating information interchange between at least two communicating
devices. The computer-executable modules further include a controller operable for selecting
a session from the first session database according to a session update rate indicating the
number of séxdlM\B¥dated in the first session database during a given period of time and for
synchronizing the session from the first session database to a second session database.
BRIEF DESCRIRJUEN Ok ddtpBABANGIS medh]rr¢attingscanthadvantagesot arotadiments
of the claimed subject matter will become apparent as the following detailed description
proceeds, arfisal9sadefdfeh eI eramiigRlewhedelesliicendeneréirstargsisionkeaiabasealad in
which:  [6] FIG. IA illustrates an example for a block diagram of a system with dynamic

session synchPEARARUIHPIR Sees s ftRRingn b armRiamIBiR 6P AN PrRemeREnisaRt Vg7
i Sh_o‘é’én?gf\ﬁﬂ?@é%ﬁ fé@fiéeessts'O.T]ﬁ’%‘b'ceo%ﬂrﬁbﬁe?%ise'é)g}a‘}?éa%&u%’%d. fheResHanystyed
in the session tables, In atcordance with one embodiment of the present invention.

controller operable for selecting a session from the first session database according

to a session update rate indicating the number of sessions updated in the first

session database during a given period of time and for synchronizing the session

from the first session database to a second session database.
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[8] FIG. 2 illustrates an example for a block diagram of a master-backup firewall system with
dynamic session synchronization, in accordance with one embodiment of the present
invention.  [9] FIG. 3 illustrates a flowchart of a method for building-up and update sessions
In a session database, in accordance with one embodiment of the present invention.  [10]

FIG. 4 illustrS&BEE RRRGRAN DI SEthdiE GRMENBRBIzing sessions from a first session
database to a second session database, in accordance with one embodiment of the present
invention.  [11]deE}. 5 Hestuetesaadladventayesd of methathienisysicheo@ingdsessjests from a
master firewall to a backup firewall in a master-backup firewall system, in accordance with
one embodirf@tesithdepamenammaesiics sETwing dedeiiesprdiipn proceeds, and

upon reference to the drawings, wherein like numerals depict like parts, and in which:

[006] FIG. 1A llustrates an example for a block diagram of a system with
dynamic session synchronization, in accordance with one embodiment of the present

invention.

[007] FIG. 1B shows examples of the session tables in a session database
and the sessions stored in the session tables, in accordance with one embodiment of

the present invention.

[008]  FIG. 2 illustrates an example for a block diagram of a master-backup
firewall system with dynamic session synchronization, in accordance with one

embodiment of the present invention.

[008]  FIG. 3 illustrates a flowchart of a method for building-up and update
sessions in a session database, in accordance with one embodiment of the present

invention.

[010] FIG. 4 illustrates a flowchart of a method for synchronizing sessions
from a first session database to a second session database, in accordance with one

embodiment of the present invention.

[011]  FIG. 5 illustrates a flowchart of a method for synchronizing sessions
from a master firewall to a backup firewall in a master-backup firewall system, in

accordance with one embodiment of the present invention.
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[12] Reference will now be made in detail to the embodiments of the present invention. While
the invention will be described in conjunction with the embodiments, it will be understood that
they are not intended to limit the invention to these embodiments. On the contrary, the
invention is intended to cover alternatives, modifications and equivalents, which may be
included witHMeTHLSINIDEGE BEBPEODE the invention.  [13] Furthermore, in the following
detailed description of the present invention, numerous specific details are set forth in order to
provide a thorougin gndenmtdsrdingsolithecpr esentiwviardmsil tdanewaibdaibhe etaegnized by
one of ordinary skill in the art that the present invention may be practiced without these
specific detajisedendineentistanddslievied knentiomethloeldepedbed inenjomioneiitsihend
circuits have not been described in detail as not to unnecessarily obscure aspects of the

present inveRAPAIManis) EuidpoRrsisierdiBaldignteRidhiRRses WhigntthifolRvgnion to

presented in jeins of proceduies, lGgic Rgks) RRGESSING ] AL XTBRIG piesgpiations
of operations SR B RS Within a computer rTYémory. These descriptions and representations

are the means isrdiy, thase skilieddniharlaenRipsesaineHaa S kM art sHiaciNalyepavgy the

substance of their work to others skilled in the art.’In the present application, a procedure,
logic block, preaagssnmsrthe like, is conceived to be a self-consistent sequence of steps or
instructions leading to a desired result. The steps are those requiring physical manipulations

of physical quantigies; UspalineAliBRYSH RetprRaeAsILiINeassaHBMes ket derm of

electrical or magnetic signals capable of being stored, transferred, combined, compared, and

otherwise maiiphtiatethitmaeo ppde fisysients are [Sdlitrishowdibetbproeide enthdiduaivever,

that all of these and similar terms are to be associated with the appropriate physical quantities

and are merelydesstasdiepofabelprapplivinenduschipreawticl wilhheseepardrtshily ensed

otherwise, the following discussions refer to the actions and processes of a c’_?én#futer system,
r

or similar elc®SBIREY &SIk uTR AL RISsem BlIRREHRa AR BIaRired A hRIPEesRted as

physical (electronjc) guantities within the computer system's registers apnd memaories into other
data similarlf?gﬁ'lf%&%%r' 'aﬁ"p gfc'gﬁﬁwgﬁﬁti%ésv}ﬁmi(mk%eﬁbor?%ﬁgcgy&g% merhones or

registers or Qg FUGRL NI YR SIHBEG LN AEHOLL PoBBRIANSRES Ty obscure

aspects of the present invention.

[014] Some portions of the detailed descriptions which follow are presented
in terms of procedures, logic blocks, processing and other symbolic representations
of operations on data bits within a computer memory. These descriptions and
representations are the means used by those skilled in the data processing arts to
most effectively convey the substance of their work to others skilled in the art. In the
present application, a procedure, logic block, process, or the like, is conceived to be
a self-consistent sequence of steps or instructions leading to a desired result. The
steps are those requiring physical manipulations of physical quantities. Usually,

although not necessarily, these quantities take the form of electrical or magnetic
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[16] Embodiments described herein may be discussed in the general context of
computer-executable instructions residing on some form of computer-usable medium, such as
program modules, executed by one or more computers or other devices. Generally, program
modules inclsl.lx(g routines, programs, objects, compgqnents, data structures, etc., that. perform
particular task ﬁ&#%r%%qgﬁ%%oﬁf gglﬁ%gngéaSbit[gggfeél%a ﬁpr%s%'.n? e“RIRREG alﬂ(} o?%%%gram
modules ma}{qgﬁi&gmgg\ﬁd&(&mﬁmgpﬁgt@ﬁ_desired in various embodiments.  [17] By way

of example, and not limitation, computer-usable media may comprise computer storage media
and communicatj edia. Computer storage .media includes vqlatjle and nonvolatile,
removable and #gg?jgmoﬁggg?éj%%’lﬁg%ﬁﬁf rﬁ”éﬁ?i SRR gfrélao ﬁ%%%ﬁgfga@%f i‘?gpﬁge of
information %léﬁhoaée%@w&%ﬁ%ﬁé‘m&éB%Vé&F&QQ%h?QiE%Fﬁ’%HﬁSé’a%g’gFé%éFE? ules or

other data. Computer storage media includes, but is hot limited to, random access memory

(RAM), readconiyenienneiyelReicalectisadyeiasmde Drrgaspeainaily OtetEiniRMM), flash
memory or other memory technology, compact disk ROM (CD-ROM), digital versatile disks

(DVDs) or oftherfolstiviabstscussianageietitodhssuttios s mad) patie sape ofrmgnepotdiskystemage or
other magnetic storage devices, or any other medium that can be used to store the desired

information. °F SfTRRCRIRTHMSBTR HBAIIEM G Shad SeRNIRMaiRRENFERREMMISHItions, data
structures, program madules or. other data in.a modulated data signal such as a carrier wave
or other trangeﬂ%?tsr%rgg &N ﬁ?’%‘ﬁ% iﬁacI ﬁ?gg IR ﬂﬁ P |grﬁ’%§ﬁ/§§nW&%igﬁi?&éﬁ%g'sms
"modulated datpSigRaie IR AT 83~ tAldRS P8 XnBAreHHIREHALASIRHRUGT RG] flo

changed in such a manner as to encode information in the signal. By way of example, and not

limitation, corompuisesignemediarioalsiesugiadreedithsershorsaoMiatonadiypigeor direct-wired
connection, and wireless media such as acoustic, radio frequency (RF), infrared and other

wireless medtanDuasisinaticlisptiyaggriskthe above should also be included within the scope of
computer-readable media.  [19] A network system with dynamic session synchronization is

disclosed. The ngtveprk sgaieotiesentaclugeiBdil ichsivasly Be\dredbesdianing gsnargaster and
a second network device functioning as a backup of the first network device, in one

embodimentcdrdex i el ties-axeadabbysigmatiandxe sidingsis chackispnfidwathpystem
including a master firewall and a backup firewall. The first network device can include a first

session datdiFRAeBIeIh GBS SOPEE IR edulSDRXRSH IR BIURIE IRLETAEa e MIBIgFRabN

exchange b%i\p{ggn theegrsbg%té/v [k d%/i?e rrz];mmdo%arperilqeltv(\:/'ork devices, e.g., a Cﬂlrputer ora
& uﬁétlo%%geég%%eﬁa%‘%gaﬁ? 8¥irSthetwork

router in a ne Worﬂ?“ﬁ;]e SGCOHJ%é’l‘\I‘?OI’ evice

device nclugghpcrerRatiarPSIARARENERS IRRERMIBARBAPESIOB MilisLaession
database of the first network device. In one embodiment, a session synchronization controller
particular abstract data types. The functionality of the program modules may be

combined or distributed as desired in various embodiments.

[017] By way of example, and not limitation, computer-usable media may
comprise computer storage media and communication media. Computer storage
media includes volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as
computer-readable instructions, data structures, program modules or other data.
Computer storage media includes, but is not limited to, random access memory

(RAM), read only memory (ROM), electrically erasable programmable ROM
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can dynamically adjust the session synchronization from the first network device to the
second network device according to a session update rate of the first network device. In one
embodiment, the session database and the session synchronization controller can be

computer-ex IOUMER SRS ShE SOMRIACIRAGRN DRD . RO, 1A

illustrates a block diagram of a syst dynamic se onization, In

accordance wignonadHE Retiaife Uk VBSEHL dnaiRal SBrayslaNad IR tEbdassa first

network device 102, a second network device 112, and a session synchronization controller
108. The firstagtwtickaleyiceajgiticalisfusiotiageas athaaster acit the ageaitinetwarkdevice
112 can function as a backup of the first network device, in one embodiment. By way of
example, ea8Hef trrdivepfiork ¢fes\Reegseodmpigre thecdesiradaferanadigter. Alternatively, each of
the network devices 102 and 112 can include a firewall.  [21] When the system 100A starts
to work, the first fia®york ervicediddtica iz ezl ethto g darputsrdesigieel ifwnciitinas For
example, if the first network device 102 is a firewall, the first network device can function to
prevent unagierstegioresipivgraccessives eoptfritepiastemed daiedtepta Hg TREBHRITES K

device 102 can establish sessions in a session database 104, A session indjcates an

interactive infBFAFAHEY R LRI ErAEPOH QRIS RS AT BRI F6 P fore

communicatiaggleviees Lhia IROGITENE e Seslone £eiabl hert s session dipbase

104 indicate the interactive information excharnges between the work device 102 and

one or more @%@@?igﬁéﬁ"&?ﬁ,cﬁ-&aaﬁmﬂ%ﬁ% RAdMEE hd foCOiRRAdNitaARHWItthe first
network device 102. The sessions can be established at a certain time in the session

database 10digrai rBgdifigchbetampimwendhaet latdsatione comoneneatizodineeliz .ifdheise seireds can
be classified into several types including, but are not limited to, transmission control protocol
(TCP) sessicnedigsuich a2 graiiegrarbroi| ODirpeyiRmMeo RSl ciittiuireiRes Bgipraeeol
(ICMP) sessions, multicast sessions, etc. Additionally, an identification atfribute and an ugodate

attribute of e3tASEENRTIHA HROURIIEH RTthd AL I AREALAT165S IMEHR: HsRInaker

of any of the above should also be included within the scope of computer-readable

media.

[019] A network system with dynamic session synchronization is disclosed.
The network system can include a first network device functioning as a master and a
second network device functioning as a backup of the first network device, in one
embodiment. For example, the network system can be a master-backup firewall
system including a master firewall and a backup firewall. The first network device
can include a first session database for storing various types of sessions for
providing interactive information exchange between the first network device and
other network devices, e.g., a computer or a router in a network. The second
network device functioning as the backup of the first network device includes a
second session database to backup the sessions from the first session database of

the first network device. In one embodiment, a session synchronization controller
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[22] The identification attribute of a session can be used to identify the session. In one
embodiment, the identification attribute of a session can be set to a unique value. As such, the
session can be identified according to the unique identification attribute.  [23] The update

attribute of a sesgion iS C nfé%ure to indicate a c?_lrres%)é%ndinr% %t%g%%g %ge% S&E%%Orclﬁ‘c?

. can dynamica st ihe session synchronization f
update attrlbu?e can IﬂCﬁCG&G v&Het er a session Is newly created, modified, torn down, or has

been synchrgnized frmanerassivR datahasg {0 28016RN 658 pRe sMRodimaRIwWeN 2
session is newly created during the operation of the first network device 102, the session can
be stored in theigessinordaiaipasinidi, Withsassideaniiigbiion it ihotedsaiongym chiishieaviatue
and an update attribute having a value Vc. When a session is modified in the session
database 1049mtreligp darctattiupsienerediablitgaddolesvaiidingran\WhempLiRissiadrrleorn
down or need to be deleted from the session database 104, the update attribute of this
session can B@@Hﬁhged to a value VD. When a session is synchronized from the session
database 104 to the session database 114, the update attribute of the session can be
changed to a vall@28IN. ASGuth itheiraéesinhokitiabriplaseute8ANItyAYBRIVID stored
in the session database 104 indicates that the sessions have not been Whronized from the
|

session data$EPEH e IRY 2R M RAcHdERCEIM TR AR SR QYIS ShE it RIRS Sl date
attribute VN stored in session.database 104 indi s.gos%i e heen..
synchronizeéf1 ﬁ%’?ﬁ%éﬁﬁe%ss?f)srfec%ga 5551 %ﬂ%%%r%%i%g%)rﬁn gje[ﬁ%]ggse &rkgﬁ? %¥1e '
embodimente.id24h ¥ theiSiARMIPEs IRYina ARG RAIBRS Y0BVaiabiRsReGRiCicdue to
a work failure/error, scheduled down-time, or an abnormal termination, the system 100A can
automatically offl@atitasksfresmtheditst aelverkabovicadidd todbdcee ttd dancfvetiod esiee
112, and enable the second network device 112 to provide similar functions instead of the first
network devibackop ¢fallevissimetie)Kidryisesicms iembedieesio rEyvaly i e1ammieegpeh of
replications of the sessions in the session database 104, in one embodiment. oféést]_‘g)uring

the operatiorif IREVAF& JRAGRSTK SR el 1 iecBdBRivie M RISt ZAl IS abYRMoIRR

synchronize th se s'gageaig %5 ggas{qa ggﬁaibaag 1é)f}ri§]£/%¢he session database 114 (session
synchronizatlb Y%ccordlng to"a session updaté rafe of the first network device 102. The

session update rate of the first network device 102 indicates the number of sessions updated

in the session daté®Hse MAAIMRFEIRRAA0fesIBHS LogvoieiG AIH RBEr s FeLssidAs tfBated
dified i [ tab 104 .or.deleted f th ' '
Certain perioBS A BN E RSB i ol P e i et o

updated sesgigns. 8 6h.iSGSRIGREINMH e HRERIRAHBIRY Y n¥iB Plo\re Bl EnapaRiARed

database 104 based on the priorities of the sessions according to the session update rate of

the first netwarclignic @ddeds a0 syrpenigaine seteriatkseThwnsfrmmwing dessomno2
database 104 to the session database 114 according to the update information. In one

embodiment ctiveastakdith isésaiatidm Tasssicludaiabastsidt Ifvirasinn ndidaestHititiermctive
attributes and the update attributes Vc, Vm or VD of the selected sessions. Furthermore, the

priorities of e YaxdienSxetrReStarAce R siae B JieEHf LEMBR RGOy way of

example, thec%%orﬂﬂﬁiscac%{ntgh %J/%gs. fn this embodiment, the sessions established in the session

database 104 indicate the interactive information exchanges between the first
network device 102 and cne or more network devices, e.g., a computer or a router,
in communication with the first network device 102. The sessions can be
established at a certain time in the session database 104 and modified or torn down

at a later time, in one embodiment. The sessions can be classified into several types
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sessions, the UDP sessions, the multicast sessions and the other sessions can conform to a
descending order. However, the priorities of the sessions are not limited to the examples
described above and can be determined by the users.  [26] In one embodiment, the session

synohronizatioq splrQIRLOR SR REIPE] 95 01 als RRS o APyl glsgssion ypes

according tot ion update rate of St network device nselect

sessions witly ey ReleSiER P RIIE B RS TR AR ahREE hAdSURsBRANIL IR Session

synchronization controller 108 can synchronize the selected sessions into the session
database 114edssoauchiLilicadipesgionsusibendbitivn ablecsirid sasiziativh canibaadidsiad
dynamically according to the session update rate of the first network device 102, in one
embodimentUpdae Ativiboireal eriuperaivnthanses sioredyn dhecisissito faighastd040B one
compares the sessjon update rate of the first network device 102 with one ore more
predetermin&'i“ﬁﬂ%'g?ﬁﬂhs and select sessions with types selected according to the
comparison from the session database 104. By way of example, if the session update rate of
the first network f8@kbe 10beddenfifioatiearatiringieprba saasioncaniheypetbioddpnEndon

sessions/s, the session synchronization controller 108 can select the TCP sessions from the

session dataﬁ%??éoioir.‘ ARE TR dAtdISRETGROS AHLIRMR05AIFESIRR SR8 R 3han
tne st predaigiunahdasolg byl el desaanfaierelsmin e A EaRRld €9
er ctthe TO

. unigue .
20000 sessmns?s, the session syhchronizafion contro can sel sessions
and the UDP,&essons framithgssession database 104. If the session update rate of the first
network device 102 is lower than the second predetermined threshold but higher than a third

predetermined t%@oldﬁ.g#aﬁgggmggﬁéss é@(% %?%s&%?fi%ngg%qmg %ontroller 1Q8
can selectthe T essions, the sessions and the rnulticast sessions from the session
database 104, Mdhisaafsi WatiRdsteneaiedidhe first rimedssuiced0hindoweiHbmarthe third
predetermined threshold, the session synchronization controller 108 can select the TOP
sessions, thes¢deibrsiessianscibeateny icdiicsk ssionswndoahisdethesysebsioidroonthee
session database 104.

session database to another, etc. In one embodiment, when a session is newly

created during the operation of the first network device 102, the session ¢can be

stored in the session database 104 with an identification attribute having a unique

value and an update attribute having a value V¢. When a session is modified in the

session database 104, the update attribute can be changed to a value V. When a

session is torn down or need to be deleted from the session database 104, the

update attribuie of this session can be changed to a value Vp. When a session is

synchronized from the session database 104 to the session database 114, the

update attribute of the session can be changed to a value Vn. As such, the sessions

with the update attributes V¢, Vi or Vp stored in the session database 104 indicates

that the sessions have not been synchronized from the session database 104 to the

session database 114, while the sessions with the update atiribute Vy stored in the
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[28] However, the predetermined thresholds and which type of the sessions can be selected
according to the comparison between the session update rate and the predetermined
thresholds are not limited to the examples described above and can vary according to

diferent sysiem foroughout capehiiies.. {25k In ane smpadiment (ue sessionscan pe
stored In a corresponaing session table In he session database ccoraing to tne session

type, e.9., TQRssldR BatipiicarisoMR. SisibRusrRaRaWeTEB sfesighwhan be stored in a

TOP session table: the UDP sessions can be stored in a UDP session table: the multicast

sessions can be di multicast session.table: and the ICMP sessions can be stqred in
an ICMP sessior@tgile. fr?r}ﬂ af&"‘"’, trﬁeévfl é%ﬁ%ggt?oﬁsgﬁ’r%a%egnud' ?H%'@%f?até’ ey mﬁeebg%%ch

session can PESIRRYNIHE LA, $BREIANCE MG AAHRSRPIAIBERFRRIPRAARIGHHN ANE system

embodiment. The number of the session tables and the session types are not limited to the

examples desguibedreauenatichibpofheadaeersifahffererisappticationssice 1801tk d&bshdws
examples 100B of the session tables in the session database 104 and the sessions stored in
the session tadiiwerkidewico tdéh @sdvithableteerissdirdarstwb thalies drititw eraione Bintiar
examples 100B of FIG. 1B, the session database 104 includes, a TOP session table 104_1, a
UDP sessior4adiensdastead qf Bedlif dvvedsdpyirebie figioveranedesioh @ srefisdete

contents of different 583 ions, the id tificapor)[.attribyii_elzs and.update attributes é)f the

. session data ase’!3 Je e replications o the ?eﬁ§|a€)s %?rf session database
corresponding sessions. [ s described in relation 16 . 1A, the session
synchronizat{%q,qﬁrégglgrﬁg&ﬁrﬁgﬁtselect the session types by comparing the session update
rate of the first network device 102 with one or more predetermined thresholds, in one

embodiment. Inoﬁagﬁixanwlﬁzﬁ 1910‘3Boof FltG. 1 ﬂ;th% S ssjton yélechron{ﬁation controller 108 can
e

un gration o rst network’ device, 1Ne sessiorn.
select one or more Session Ables b)Pcomparlng the Session update rate of the first network

device 102 g}th&%yaﬂwwﬁaﬁéﬂ@é%éhfﬁae% seséRAsRY WaX LA

session update rate of the first network device 102 is higher than a first predetermined
threshold, thpigassi@Bssion database 114 (session synchronization) according to a session

update rate of the first network device 102. The session update rate of the first
network device 102 indicates the number of sessions updated in the session
database 104 during a certain period, e.g., the total number of sessions created or
modified in session database 104, or deleted from the session database 104 during
a certain period. In one embodiment, the session synchronization controller 108 can
select updated sessions, e.9., sessions with the update attributes V¢, VY or Vp, in the
session database 104 based on the priorities of the sessions according to the
session update rate of the first network device 102, and synchronize the selected
sessions from the session database 104 to the session database 114 according to
the update information. In one embodiment, the update information can include, but
is not limited to, the identification attributes and the update attributes V¢, Vu or Vp of
the selected sessions. Furthermore, the priorities of the sessions can be determined

according 1o the types of the sessions. By way of example, the priorities of the TCP
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synchronization controller 108 can select the TCP session table 104 _1 from the session

database 104. If the session update rate of the first network device 102 is lower than the first

predetermined threshold but higher than a second predetermined threshold, the session

synchronization contr%lerlﬂj(@ ca select t ession tabl and the UDP session
&t

h CP 04
oaplo 104 5 HRSSGHE: QASHLE SeRRSH 016 MNGas, SSSRATT SUALS ek SREVRLP Satrork
device 102 ig loyuaithan dResecanfpaedelesmingr theespitkays m%r@sg?%aaltﬁiﬁgt

predetermined threshold, the session synchronization controller 108 can select the TOP

session tabléirk@dd do the 1B messiesimbie Ml pnddhesbinashsassianctablesl04_3
from the session database 104.  [33] Once the session tables are selected, the session

synchronization ceosyy 0"efnl%f@ﬂbfbﬁ%%rnEQIf‘e%é@@ié“r%?m?oWii{Q}mﬁ SRR AYHRULGS Ve,

Vm or VD in the selected session table(s), and synchronize the selected sessions from the
session datahinse: 504 &0 ihersaasienraatahase i) dfarceising jestheddemiicationsatsibytes
and the update attributes of the selected sessions. Moreover, the session synchronization
controller 108pcatedeteteftine §eibottdmaskivies Wit tnel tpptasel eattitimuse 340 feomitihibe
corresponding session tables and change the update attributes of the rest of the selected

sessions to PRIGEIRANYRSHE B HeR SERRIRTY RS e SULSTIUTTH Yo HEESREIRIMent, if the

update attributgcglfr a Fz%lt?grth gegﬁi?qég% tchen seﬁsmnnqzati]pase 104 d;las the valtﬁ Vc, the
session syncsr¥ronizé1t|on coﬁ‘ProHer 08 2ah storethey S LELRN i?ﬁethe same

e Ic%ﬁglr’te 5
identificationsatitipHigdnghesepsiondatehans 414 dhihe HrAals sribyieaha selpsiedan

session in the session database 104 has the value Vm, the session synchronization controller

108 can look b @ easeapeadioglisessonimytheire seiyiodalphase dbWHb the safRerk
identification attribute, and modify the corresponding session accordingly. If no session with

the same idefaificatios, attdbatenbddimenin the session database 114, the session
synchronization controller 108 can store the replication of this session with the same

identification attrjpate in theosessiasbamtiabairslddbsibing nedateatishetnpbisetarted
session in the session database 104 has the value VD, the session synchronization controller

108 can lookcopphesedhespesidingesessicieinfttie desigietwdeatatsaie 102 with the sameore
identification attribute, and delete the corresponding session from the session database 114.
[35] By way Bfesieiprplec thesiold s884i8pabRe SERNSIMARIMPRS SBIPCRESRAPIABRIAY2 2 are

lected ding to th ' dat f the first netwaork devi 2, th [
SonchronzatB GNP ToB AP L PR Seior R NN IALE QIR LBVECORT or D

that is, sessigfyheSGRSINNE Aok c?&ﬁééo’fbﬁ’i§ﬂfpﬂ8pm%na£‘ﬁréte;§@88te§mfﬁ%@ the TOP

session table 104_1, and select sessions with the update attributes Vc, Vm or VD, that is,
session_2, sessiPild cS§SIN0a s§65i61s, 2he 88N 8yReRtdhediBiPconssit tadeaP4_2.

The session synchronization controller 108 can synchronize the selected sessions into the

session datadmset #ATCP sessions from the session database 104. If the session update rate
of the first network device 102 is lower than the first predetermined threshold but
higher than a second predetermined threshold, e.g., 20000 sessions/s, the session
synchronization controller 108 can select the TCP sessions and the UDP sessions
from the session database 104. If the session update rate of the first network device
102 is lower than the second predetermined threshold but higher than a third

predetermined threshold, e.g., 10000 sessions/s, the session synchronization

controller 108 can select the TCP sessions, the UDP sessions and the multicast
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[36] Furthermore, the session synchronization controller 108 can delete the selected sessions
with the update attribute VD, that is, session_3 and session_8, from the TCP session table
104_1 and delete the selected sessions with the update attribute VD, that is, session_5, from

the UDP sessignigble 104, 2 Addionaliy e pgssignsynchianizaton contoller 108

changes the upaate atfributes of the session 1, séssion M e igﬁsj in the

TOP sessioniaiisid Qvidel 021 eo b R mﬂgﬁ%m&e@ﬂﬁﬁ%@mﬂ@éﬁ@%P‘E‘hté"@e%%fbﬂon—z'

session_3, session_4, and session_8 in the UDP session table 104 2 to value VN.  [37] If

the first netwgicHficaiidi2donteiies opaxailune: fos Trmplsichie it Workdadidre/arer,
scheduled down-time, or an abnormal termination, a failover mode occurs and the system

100A can offivdticessiesssipnsiandialt thetwibek dessians (2nottteessesiondiatetastk idevice 112
and enable the second network device 112 to provide corresponding functions instead of the

first network devijoggl02. Méwaivénaise pribretvi teyierIdd 2rdattsde 9peEittinstear«f the
first network device 102, the session synchronization controller 108 can be used for

controlling se8siba sgiectadmicesaidnértminb cwopsitsonatilvase thbsesiimew spssieratatabdse
104. [38] Advantageously, the session synchronization can be adjusted dynamically

according to'fifePéed '@ﬂ%@?ﬁ@.‘%ﬁ%@%gﬁ%{%%ﬁ@m@% petrRag ARAYeANRt set

of sessions with relatively high, prigrities., €.9., the TCP sessions,.can be synchronized from
one session %?aqgggsgct%ggjr'lo tgr?%%rf trc%sqt%néqsﬁégg%hr? @a‘f%%%gs%gfan to the session

database 114. When the session update rate is relatively low, resources may be used to

synchronize othdP&8ssiolisoReSMReiTsBtaihg ARsRIeAS 8L dnaiteHIsPPIdinoP

sessions, in gne .em ?Iime t. Thus, th fgcien{; of the essfio%synchronlzation be n the
2l sé % ng 1o the

SEDUAPIS N he SERdol CRlaBhaR 4 aoEo o e veaon (86) B, -1

. %e
session database 1 an € session database

illustrates a peX figeram, AE/PIARE RAKUBIEVRY PreRL SRRV BXNARIG SESSIREP

synchronization, in accordance with one embodiment of the present invention. Elements
labeled the sasmwstain fatle; e NiDE sixdianiuncetionsidréa iR dS S eabsigrin-enmbisationoyih

Hie A sessions can be stored in a multicast session table; and the ICMP sessions can be
stored in an ICMP session table. Similarly, the identification attribute and the update
atiribute of each session can be stored with each session in the corresponding
session table, in one embodiment. The number of the session tables and the

session types are not limited to the examples described above and can be varied in

different applications.

[030] FIG. 1B shows examples 100B of the session tables in the session
database 104 and the sessions stored in the session tables, in accordance with one
embodiment of the present invention. In the examples 100B of FIG. 1B, the session
database 104 includes, a TCP session table 104_1, a UDP session table 104 2, and
a multicast session table 104_3. A session table includes contents of different
sessions, the identification attributes and update attributes of the corresponding

sessions.
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[40] In one embodiment, the master-backup firewall system 200 includes a master firewall 202
and a backup firewall 212. When the master-backup firewall system 200 starts up, the master
firewall 202 can be enabled to block unauthorized access into a network, e.g., a local area

network or a wid §{?a ng\lé/v(%gc _Goﬁrg%i%’qﬁlrﬁéq F&rﬂ{ggg%ﬁiﬁ%invw ﬁhe 1etwork.

: iZafion .
During the operation of the master firew e sessions establis n the master firewall

202 can be syppRyRized d0 dbrAarkuaduiswalbed B eeasianty i ERaFAtiapYHkthaduaster

firewall 202 becomes unavailable through a work failure/error, scheduled down-time, or an
abnormal tenmerfatipnetiberkndstiee Hackwithfsaweal mystaire a0 ean alioestadyioblead tasks
from the master firewall 202 to the backup firewall 212 and enable the backup firewall 212 to
provide the freRedifaEidAsNAQEBIesHE dreet&GrdBathe GRssign Bynciesigatibodiment, the
master firewall 202 includes a session database 204 for storing various types of sessions

such as d_esfﬁﬁganﬁf B &?ER&PE%PTW@%&%_?@W&BEF ?@?W%W%mﬁﬁﬁ%ssion
synhronizalgn el 2080 GUNAIING SSSHBT, HSIIOPIAHOR oI s pgster revil

202 to the backup firewa according to a session up € master tirewall 202.
More specifigginthigssession synchronization controller 208 can select sessions updated in

the session database 204 and synchronize the selected sessions into the backup firewall 212.
As described in rglation t%%!: y%% dﬁtﬁ_% gg' c ir|1 ud? We sessions created,
e . e \ f
modified or torn O%L int e‘!‘sg,él sjgl?é)n aé%ase §§ (g%pgggég% 8 tg/p?e 'gsrfg t:f‘lql‘ﬂvr%rt%er of the
selected sesgigns o heraghuptad Py irnisalivRAAMEING I thRisarsiRadpdlate rate of the
master firewall 202.
synchronization controller 108 can select the TCP session table 104_1 from the
session database 104. If the session update rate of the first network device 102 is
lower than the first predetermined threshold but higher than a second predetermined
threshold, the session synchronization controller 108 can select the TCP session
table 104_1 and the UDP session table 104_2 from the session database 104. If the
session update rate of the first network device 102 is lower than the second
predetermined threshold but higher than a third predetermined threshold, the session
synchronization controller 108 can select the TCP session table 104_1, the UDP

session table 104_2 and the multicast session table 104 _3 from the session

database 104.

[033] Once the session tables are selected, the session synchronization
controller 108 can further select the sessions with the update attributes Vg, Vi or Vp
in the selected session table(s), and synchronize the selected sessions from the
session database 104 to the session database 114 according to the identification
attributes and the update attributes of the selected sessions. Moreover, the session

synchronization controller 108 can delete the selected sessions with the update
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[42] In one embodiment, the backup firewall 212 includes a session database 214 for backing
up the sessions from the session database 204. The backup firewall 212 further includes a
session synchronization controller 218 for receiving the replications of the selected sessions

from the session synghronization controller 208 and te the sessions in the.sessipn
Hatabase o1 o O B e e BB A SR e LR R et e
the firewall fupglionssPeiReL ISR LRERR RS QLK E-ANK SMUTED 2B g Yads S eaRRIwork
(WAN) switch 222. During the operation, the session synchronization controller 208 can select
sessions with the[?dé% ate I%tgh%ué‘?nso\égi \Y ﬂr VD in,the aﬁ?n spr;q?jatab se 204 based %n the

m
priorities of the sessions according to ne '?sfeséi‘oen“BSSB &'rate 6f tha aster firewall 202, and

send the replicaligniQlhsssalesirasSReSIanS WiNiBe sREH & IRHBRIARY BSReK s
firewall 212 for session synchronization. In one embodiment, the update information can
include, but isanaitdireitrd teplittisieotifiiatiossaitribitiahasahibedepdtdatatirntiiestd/io, iMen or
VD of the selected sessions. As described in relation to FIG. 1A, the priorities of the sessions
can be deteraeigrichatiehdisg to4hd tpasdiit etiintinka selnsted persimnthByersigrof
example, the priorities of the TCP sessions, the UDP sessions, the multicast sessions and the

other sessioﬁ'é‘%ﬁﬁ%?%rﬁ??&%?d’@&%”ﬂiﬁbeo?aﬁi.o” syRghiA ARl ARSEHENT O S9SN
synchronization controller 208 can periodically check t SSi t r
Frewiall 205 SRR RILFRELNE Rt o e e S BT PR AIE Sl L M e
update rate ofi#sfaaster fiteiriheGoreapsraMPiR s SR2VRMBKN Clran Falkinm GatHraler
208 can select one or more session tables in the session database 204 according to the
session updaisniatesfiftaioasiaribitenalic2Bd. iDhesstiwitypestaidbe sbssionsdssiod selected
are determined (e.g., once the session tables are selected), the session synchronization
controller 208yeehrimidatiopatentrelierstidiears iR e raptiraioattibiieseyeiovmitoihe3amee
selected session table(s), and send replications of the selected sessions with the

correspondiH@%I@‘Fﬁﬁ@é&@ﬁiﬁﬂmﬂtwéﬁamﬁﬁgﬁ%Gﬂe"s h R RElR AR Al R zation
oo e LS SNt T ST SRR PR

corresponding SEssions in the session database 214 accordin e 1dentification attributes

and the update aftripses Al Wbeeaisciod é&ﬁ%ﬂ%ﬂ%@Qﬁi@ep&haiﬁs%ﬂ@éwmqhmmn

controller 208 can delete the selected sessions with the update attribute VD from the session

database 204agit@dshangevihehpate-atsiiiesion tneivest ofrib esleteatroicsassionsitagthe
value VN in the session database 204.  [45] If the master firewall 202 becomes unavailable

through a woskskidorkedenthe seheidoldataensa-lide, or an abnormal termination, etc., a failover
mode occurs. During the failover mode, the master-backup firewall system 200 can offload

tasks from the masggy firemia 202s toxtHirapna akine Meralsdich Gigps ©f offiprarting Wasks from
the master firewall 202 to the backup firewall 212 include synchronizing the sessions from the

session databessiop(alle tHeds@suipaaletitskaccartingricine sessiodinpdaieaimerPedisan be
triggered when the failover mode occurs, in one embodiment. The session synchronization

controller 208¥HEARYIFENILE.tHIE s888iBMSXRSHIARBAIRR RAViRNGEI BHoAd TRED SERGPS

T A S RS e i e el i e
session_B, session_7, and session_8, from the TCP session fable 104_1, and select
sessions with the update attributes V¢, Vm or Vp, that is, session_2, session_3,
session_4, session_5, session_8 from the UDP session table 104_2. The session

synchronization controller 108 can synchronize the selected sessions into the

session database 114,
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[46] In one embodiment, the session synchronization controller 208 can first select a set of
unsynchronized sessions with the highest priority from the session database 204. The
unsynchronized sessions can include the sessions which have not been synchronized from

the masterfirew## 32t he backu ewell 212, e.q., the session ith update attributes
Ve Vo oV, Tl ETERRE thekeedtamihroRE SR Y 108 Bn e

selected sesgigns it LR COURRRADHAILSAERAIYR, AHEDY S anghundale QiltRes to the

session synchronization controller 218. Accordingly, the session synchronization controller

218 can updatsifieeSESPigBssBRREe I8 M daiabaktedhé scieoteing:tRiths iWentiicatiante
attributes and the update attributes of the selected sessions. As such, the sessions with the

highest priorattrifaneoéps fimatiso nizssibirobn fioe tirestificsasit BRI 1Hé Badkdbtiraliniltiza 2.
[47] After the sessions with the highest priori'%y are synchronized from the master firewall 202

to the backufTsEbAYPEDTapiFRloRA seaH AR TRB FANgER bR PPl BEhHIRR & hfode still does

not reach the predetermined maximal time, the session synchronj gtion co]qttroglgr %Qsc n
1 1
select a set 3fg ¥ 'g%ch?gﬁlsz'%f&"%égg%sﬁoan|fhagdﬁse§< Sﬁ??m?yl/nfrg?nlﬂt?e 888N 3atabas1—:~ 204.

Similarly, the, sele¢fedhaassiaRgsAR L eI HanzRd Bomethesgiaster Hsawal 202desibe 4,

backup firewall 212."  [48] The session synchronization controller 208 can continue to

synchronize ghg sessisnsiivmsheDpasiandiienad 202 mithealackyp firewall 212 according to
the priorities of the sessions until the passed time from the beginning of the failover mode

reaches the predgtesmingcmaximal iR devié®h b2 BeRmbemimaMob e oigs Ofdhe

sessions can be determined according to the types of the sessions. By way of example, the

priorities of thelwdtkcRasiens shestHaRsas oS Hihe, Brudicasheessi tarsantidheaokikver
sessions can conform to a descending order. As such, when the failover mode occurs, the
session synahraisizatiors coattbey2eacHiDéctantaifloaddrsksdmaniiithiitse navrrstdevice

102 to the second network device 112 and enable the second network device 112 10
provide corresponding functions instead of the first network device 102. When the
second network device 112 starts to operate instead of the first network device 102,
the session synchronization controlier 108 can be used for controlling session

synchronization from the session database 114 to the session database 104.

[038] Advantageously, the session synchronization can be adjusted
dynamically according to the session update rate. When a session update rate is
relatively high, a first set of sessions with relatively high priorities , e.g., the TCP
sessions, can be synchronized from one session database to another, e.g., from the
session database 104 to the session database 114. When the session update rate
is relatively low, resources may be used to synchronize other sessions, e.g., the
UDP and multicast sessions in addition to the TCP sessions, in one embodiment.
Thus, the efficiency of the session synchronization between the session database

104 and the session database 114 can be improved.
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priority frqm 'Fhe session database 204, e.g., the TOP session table. The session
sync_:hronlzatlon controll_er 208 can select the sessions with the update attributes Vc, Vm, or
VD in the selected session table, and send the replications of the selected sessions with the

corresponding identification attributes and update attributes to the session izgtio
contrpller?lﬁ. A&’:ﬁhing E)Fih% @H%E%ﬁ%?ﬁ&ﬁ%ﬁ\?gﬁ%ﬂ %O%W&?e?rgala@%é%@%ﬁ{eg?%?ﬁ "
sessions in the ses ion database 214 accord] the i ificatiop.attri dat
attributes of %@g@fﬁﬁgﬁa@gggﬁy ggyg&ﬁoi{#eg tﬁ%nézﬁ)%%gﬁﬁﬁqe%%g&@tgﬁjmgmg(f;nabee

synchronized,fram the.masietdire wplhriistptbrdaskyanicawalce HA haviSihAlefuzions.

selected sessions with the highest priority are synchronized from the master firewall 202 to

the backup fipggyadl @%S_Ertb@dqasg&dwmedmmnrﬁﬁegﬁnning of the failover mode still does
not reach the predetermined maximal time, the session synchronization controller 208 can

select another S?E?ﬂ@f‘ talle,With AnRirhrret: kemdheassp dircdatabaser? @80 dngl dee
: ess | HRHE glydee UDP
session table. Similarly, the sessions with the update attributes Vc, Vm, or VD in the selected

session tablen@aéiéw_i@mhzoaiaad froackoe maswrznw&he@zwmm@teaeﬁgbuméww&12.
[51] The session synchronization controller 208 can continue to select other sesgr!iiﬁg tablgs

according to pyiieitie206f steatsepsithe [ppsteHiRMHER RSy R SRERISD PRSI 78

1ze

sessions with the update attributes Vc, Vm, ar VD in the selected sessi I
master firewzAC28S5Hiha BEVRIE fowdIFE YRR TRQVBE@%% W'r%ee%fg %Hﬁ@%@‘; iél{ﬁirﬁgq%‘?tthe

failover mode reaches the predetermin i j : 4h '
L ' €. rsipediserfrom
the beglnnlngaiﬂﬁﬂrézleﬁlﬁg%ﬁmr}”njgl gﬁr%i%%%st é%ﬂ%ﬁi@zﬁgﬁ| ti?ne, the r

maSt.er'b"’?Ck%ég&ﬁW@Hz?XﬁI@éTéQs@&]Q%ﬁaﬁmgdmth@tméﬂw@mm&cwmaemmcfn‘@wal|
functions instead of the master firewall
into the backup firewall 212 (session synchronization). If the master firewall 202
becomes unavailable through a work failure/error, scheduled down-time, or an
abnormal termination, the master-backup firewall system 200 can automaticaily

offload tasks from the master firewall 202 to the backup firewall 212 and enable the

backup firewall 212 to provide the firewall functions instead of the master firewall 202.

[041]  In one embodiment, the master firewall 202 includes a session
database 204 for storing various types of sessions such as described in relation to
FIG. 1A. The master firewall 202 further includes a session synchronization
controller 208 for controlling session synchronization from the master firewall 202 to
the backup firewall 212 according to a session update rate ot the master firewall 202.
More specifically, the session synchronization controller 208 can select sessions
updated in the session database 204 and synchronize the selected sessions into the
backup firewall 212. As described in relation to FIG. 1A, the updated sessions can

include the sessions created, modified or torn down in the session database 204.
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202. As such, the master-backup firewall system 200 can utilize the available resources more
efficiently to synchronize the sessions.  [53] When the backup firewall 212 starts to operate
instead of the master firewall 202, the session synchronization controller 218 can be used for

troll i izati he backup firewall 212 to th ter firewall 202.
Sy, el CEOKI SN SRLRLIE AT SERe T ToE 5 & AURRIEH e scscions

from the sesgj ' g to a session update
rate of the bgﬁgﬁ%wﬁ%%iﬁépn%ﬁgﬁﬁ%% %@%ﬁ’gg%%@%ﬁ@@% backup firewall 212

b i . h,d i i izati he backyp fi I 212
e e A R RS RS N e e revel 21
context o & SystemUSIUdLadRASI6p HEMaAN AR LsyRl e aveRion ot so

limited; it can also be used In mastér-bac iIrewall systems including more than two

firewalls.  BagkipGrehiivstratestaci vahrrd 3Qawich Bgitaddonasiabiighingrang wrdating

sessions in a first session database, e.g., the session database 104 in FIG. 1A or the session
database 20re0wiFi@. tBe ireplicaticiasn obthvtbetewtedrnbssiome i of e geestemsymebntioraiealG. 3
is described in combination with FIG. 1A. Although specific steps are disclosed in FIG. 3, such

steps are ex8AMHIREr APS 38 diHR]SeJBAISPRAIRTD I i vemssintedrtalns ot various other steps

or variations of the steps recited in FIG. 3. In one embodiment, a computer-readable medium
having stored th¢®dB] corlipoter cemiecditabie, ithstmetiendithat|liRé@anted byabledritporneride
system, cause the computer system to execute a method shown in flowchart 300.  [55] In

block 302, tHBejjuea SeriomsdsirarmIPFALATBRNGAYEISHS AN BASRIRAR ANAUKRK 304, if
302, A : o T 5

o and art AT A e 2o e e e e Ko AR oe pre

session dat%%@&%@%@éi@%ﬁ%%@@ﬂé)&ﬁﬁ Qh@ﬁbd%@é)at%&%wf?,me 19y/GRqHE300

goes to block 308. By way of example, a TCP session can be stored in a TCP session table; a
UDP sessiongstiopeistanaddrad Habeaassian pablaicy BIURICastSessiaseainastaEed in a

multicast session table; and an ICMP session or a session with other type can be stored in a

correspondirsgsassiopdaibleate of the master firewall 202, and send the replications of the
selected sessions with the update information to the backup firewall 212 for session
synchronization. In one embodiment, the update information can include, but is not
limited to, the identification attributes and the update atfributes V¢, Vi or Vp of the
selected sessions. As described in relation to FIG. 1A, the priorities of the sessions
can be determined according to the types of the sessions, in one embodiment. By

way of example, the priorities of the TCP sessions, the UDP sessions, the multicast

sessions and the other sessions can conform to a descending order.

[044]  In one embodiment, the session synchronization controller 208 can
periodically check the session update rate of the master firewall 202 and determine
the types of sessions to be selected according to the session update rate of the
master firewall 202. For example, the session synchronization controller 208 can

select one or more session tables in the session database 204 accerding to the
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[56] In block 308, if the session is modified during the operation, the session can be modified
in the first session database accordingly, and the update attribute of this session can be
changed to the value Vm in block 310. Otherwise, the flowchart 300 goes to block 312.  [57]
In block 312, if a.sessign. is torn down, the flowchart 300 goes to block 314. Otherwise, the
flowchart 300 Fetumns %aktﬁorgﬁe:_} 481 ?nr%?osc"?(rgi%?ﬂé@%ssmﬁeggﬁ 8728 Sé?ﬁﬂﬁ’g%ﬁ%[&e

session datafisidarape SRR 06 2 aHoR RBLdbsdiamietitue Abd tRessian fan be
changed to the value VD.  [58] FIG. 4 illustrates a flowchart 400 of a method for

synchronizingyaeseiniaticpadnfiticsessieartishasiscaise eepslarsaianfaiahnge, e.9., from
the session database 104 to the session database 114 in FIG. 1A, in accordance with one

embodimentastrihdgsr¥seMuirneisinthel &letisdiesssibe thinetendid atod vedlidal®nd Af FBEG.1B
and FIG. 3. Although specific steps are disclosed in FIG. 4, such steps are examples. That is,
the present PRAERIFSISRSHRNSHITB IR GrureshAnditbidsHifieation e iafid Modtithe steps
recited in FIG,.4. In one.embodiment, a,. computer-readable mediym having stored therein
computer-exal RS B T SR By S B el oD L oS GBmputer

system to exgeiie shnabRd NGB oMehati40ne COL@A&H|H§§é§ﬁ2@E%%%%t§QHQQA

starts to work. In block 404, the session synchronization controller 108 s the session

update rate ghtheaiiestnervettdiayiecidRdmitagstafitnesessieneFHREoMZERMIQR of
controller 108 can select updated sessions, e.g., sessions with the update attributes Vc, Vm
or VD, from the fiticied siegsigamblisadditign.tthe session syaivasizatds, deseda{8cpriorities
of the sessions accordinggtio the session update rate of the first network device 102.  [60] In

one embodifi@iiie e selsEd sprsivrmMELS Lodam BRIt déediAmBs srstipsdaintasssions
tob lect ding to t i f the first network device 102.
ample. e A SR e are POl Qe A Bt ST A s Basa M ables in

example, the'sesSion’synthronization con

the session Jaigbgsenlipé acsaringihae sgasion update rate of the first network device 102.

Once the types of the sessions to be selected are determined (e.g., once the session tables

PR VAL R BT e

table(s).  fajlure/error, scheduled down-time, or an abnormal termination, etc., a failover mode
occurs. During the failover mode, the master-backup firewall system 200 can offload
tasks from the master firewall 202 to the backup firewall 212. Steps of offloading
tasks from the master firewall 202 to the backup firewall 212 include synchronizing
the sessions from the session database 204 to the session database 214, in one
embodiment. A timer 206 can be triggered when the failover mode occurs, in one
embodiment. The session synchronization controller 208 can synchronize the
sessions from the master firewall 202 to the backup firewall 212 according to the
priorities of the sessions until the passed time from the beginning of the failover

mode reaches a predetermined maximal time.

[046] In one embodiment, the session synchronization controller 208 can first

select a set of unsynchronized sessions with the highest priority from the session

02-0493 18



[61] In block 408, the session synchronization controller 108 can synchronize the selected
sessions in the second session database, e.g., the session database 114, according to the
corresponding update attributes.  [62] In one embodiment, if the update attribute of a

ion is th lue Vc, th ' hronizati troller 10 tore the replicati f
s session SARUREE e e A R TDLAC T G SO H Ao SEe L8 TP Wt
attrbute of ay5es5ion 5,1 HANE Yl 1S SRS BIENERREAAN CRIOUes H0BAaN ook up

a corresponding session in the session database 114 with the same identification attribute

and modify the eREasR9NGINtheassiarbateRdinoe, the eUrentraessiesiol smsessiRatwith the
same identification attribute is found in the session database 114, the session

synchronizationtooletr8Nérchdsead bH@relinatioph cxdtibs sHi¢hisdesstmmswitiitthieeidentification
attribute in the session database 114. If the update attribute of a session is the value VD, the
session synd¥éespaneinedftroicriosatiipyirikans trdat rRiERoRANE KI8sERSAIMN the session

database 114 with the same iden}'fiﬁ%ﬁn %ttri?(g_te, and delete the co respondin% sesiion
n

from the sesSIGITHALARSE £241rOTe RSRICHEY, 108 SRRYhNREFRBIARILHCENtller

108 can delefeghe sypayonized sespiomsiting Hedals ALl B fipgidhpeession

database 104, an ange the update attributes of the rest of the selected sessions to the

value VN in {hensssiom datalase 2dfkhe uferld HariSulbestratessaldoneRaEshe . oia soekhod
for synchronizing sessions from a master firewall to a backup firewall in a master-backup

firewall systeh® gegsjdhe wihster-higbkeppii@itatiesystesprROirizetGray ithactasttahicewaith one
embodiment of the present invention. FIG. 5 is described in combination with FIG. 1A, FIG. 2
and FIG. 3. ZRRdAdredrsiine diapalbtddisclosed in FIG. 5, such steps are examples. That is,
the present invention is well suited to perform various other steps or variations of the steps
recited in FIG. 5.[0d{ne exfibothiensedsiarcowiiuter -negeabieiongduenshineimgritedeidothéhein
computer-executable instructions that, if executed by a computer sgsjem, cause the computer
system to exBagter st P23k reskwirswalhgl 2, if the passed time from the beginning

of the failover mode still does not reach the predetermined maximal time, the session
synchronization controller 208 can select a set of unsynchronized sessions with a
next priority from the session database 204. Similarly, the selected sessions can be

synchronized from the master firewall 202 to the backup firewall 212.

[048] The session synchronization controller 208 can continue to
synchronize the sessions from the master firewall 202 to the backup firewall 212
according to the priorities of the sessions until the passed time from the beginning of

the failover mode reaches the predetermined maximal time.

[049] In one embodiment, the priorities of the sessions can be determined
according to the types of the sessions. By way of example, the priorities of the TCP
sessions, the UDP sessions, the multicast sessions and the other sessions can
conform to a descending order. As such, when the failover mode occurs, the

session synchronization controller 208 can select a session table with the highest
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[65] In block 502, the master-backup firewall system 200 enables the master firewall 202 to
provide firewall functions between a LAN switch 220 and a WAN switch 222. The backup
firewall 212 can backup the sessions of the master firewall 202 during the operation of the

ter firewall 202, [66] In hlock 504, th ter- firewall system 200 can check
whether  aRBSL A S FHE SAS ATBT R ARG e AClEr MR8 i

avallable to uadieie fufuathunaiane i ipueR R Ae A MG AR0. piliRAYISE, the

flowchart 500°goes to block 514. In block 506, the session synchronization contro can

check the seggiq)t VpGiniRe atcetdhe doapietewali2RAd thblRpr &R 6! 8858KBcted
synchronization controller 208 can select updated sessions, e.g., sessions with the update

attributes Vcsaasiams Wathfibenctivessestain§ idesaifiedtid b asiet westheduuiotite sufiboeeses shans
according to the session update rate of the master firewali 202. More specifically, the session
synchronizaf6AIh BRI 20zadioR senirleiiite deeasdinaly fibmsers prssyeayiongditibase,
e.g., the session dﬁ\tab se 204 of the master, firewali 202. In one embodiment, the

session syndiVYH 3’&_8 OGN SRERIS SR RESIRTITY {E‘é St?ﬁﬂgrggé aehets B%cgécfg}géathe
according t°&%rﬁ%%%ﬂ(@,fé#gg%&%ﬂ%%m?pﬁh%étsmﬁws'&%%- F?%c?@ﬁ" S ﬁg%ﬂéﬁ)ase

.M S
synchronlzatlon contr can select one or more session ta% es In the session

204 accordingd@4besasHiancundaietriesaidh eamasial Heewalnoriz&eenadyres&f the

sessions to be selected are determined (e.g., once the session tables are selected), the
session syndhesri 20@riatha tudien@d8avea | f2tther select the sessions with the update
attributes Ve, Vm, or Vo and the identification attributes from the selected session table(s).

[68] In block 510ydbe selegisehss ssiepfagaR LY NG abaagHEeM HoatnasiayHtaralked?2 to

the backup firewall 212 according to the corresponding update attributes and identification
attributes. Infldoct & bigdiee Hesmd 2y neiivemaekignficeontlbliep 208 epasieldtintadrom the
synchronized sessions with the update attribute VD from
beginning of the failover mode still does not reach the predetermined maximal time,
the session synchronization controller 208 can select another session table with a
next priority from the session database 204, e.g., the UDP session table. Similarly,
the sessions with the update attributes Vg, Vi, or Vp in the selected session table

: can be synchronized from the master firewall 202 to the backup firewall 212.

[051]  The session synchronization controller 208 can continue to select other
session tables according to priorities of the session types from the master firewall
202 and synchronize sessions with the update attributes V¢, Vi, or Vp in the
selected session tables from the master firewall 202 to the backup firewall 212 until
the passed time from the beginning of the failover mode reaches the predetermined

maximal time.

[052] When the passed time from the beginning of the failover mode reaches
the predetermined maximal time, the master-backup firewall system 200 can enable

the backup firewall 212 to provide the firewall functions instead of the master firewall
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the session database 204, and change the update attributes of the rest of the selected
sessions to the value VN in the session database 204.  [69] In block 504, if a failover mode
occurs, which indicates that the master firewall 202 becomes unavailable, for example, due to
a work failure/error, scheduled down-time, or . an abnormal termination, the timer 206 can be
triggered to cQant’ S4SRelBMEsioRPackUIY Rk 5 5taTe 200 Saey WitrgtB18vRIBRIS) and the
master-backyé% cf)i&ewall sq/r%tem %9%0 n st&r rtgn?zfg aéj S:[asks from the master firewall 202 to
the backup firewall 212 91 BIocK )é If the passed Ime from the beginning of the failover

mode does not reach a predetermined maximal time, the flowchart 500 goes to block 518. In

block 518, the sd28fIn syEbIIS ARG B HRFSIRl DEstalt e rReaiedreiran SiitamARed

sessions with e ighesy priaryfrom e session daiabase 204.0f ihe masier irewa 202
The unsynchronized séssions can inY:Iuge e sessions which have hot been synckroni%ed

from the magiarfise WalRAM 24, RarkuR.THuap Al 242h6 PRSRIns Withpagpdate

attributes Vc, Vm, or VD. In block 522, the selected sessions can be synchronized from the

master firewgihaQ@2othleesbasisufiierrahizdibn cobtlidfterdhaseleqted $esgitBonite the
synchronized from the master firewall 202 to the backup firewall 212 (block 522), if the passed
time from thee¢ssinaitignothRststsvedairids s Al 4 tetha cersirhdite el dfdratnerdinmidmal

time (block 516), the session synchronization controller 208 can select a set of

unsynchroniZ8F- UL LRARRIE LTI RARHR PRl < sidhiiphpll ssnhertioprred 4di8n
synchronizatti['?gbéa(ﬁ# xgé#ha?l %ias[i)%go%ggfprnoar\lli%l 3t%in_ t(; élqtsgglllig (ﬁ?}g ﬁ;\n continue to

. G SEe8S .
synchronlze hesession om the master firewa irewa ﬂrb accordlng to

the priorities 9fecrResiIBRT RIS RacEFEHIRA SPMmdhrrgng ReaNsdRaMessBade

reaches the predetermined maximal time. [71] In block 516, if the passed time from the
beginning ofdbieidadoyentinadsh pachestivn iy edetriiinipctivasinesliting ststermastrdigrkup
firewall system 200 can enable the backup firewall 212 to provide the firewall functions
instead of thenastastéirefivelvaiicoa 24biopkisaes! Shailaysntibe isexsisndirited; thedmakapérewall
212 can be synchronized to the master firewall 202.  [72] Accordingly, embodiments in

accordance Wit tRdREieEherHn Gl SYRiEMSHBRHSRETE TR BN FreiRliSession

synchronization. The network system includes a first session database for storing multiple
sessions indicatilftpforriEion ihteieiemgdowechast Aol casetied donasiahichirgatevices,
and includes a second session database for backing up the sessions stored in the first

session datafREEINEREFRANSIR &JUR SPAFMNaRIa8RCLedRE sREPBR SRIBRASS 1 defilG a

session from,the f;&st session G%Té%bas @EICI%)_H@_gzto a session updﬁ}e rate Il'bdl atlnr% %q?he

or e sesslo ] I accoraance with one embogat
number of sessions upd'sasre{i| T the st $edtion datapase uring a given perio SFEme'and for

synchronizing the selpeiabresaiendiomediatsesripharatareiRthmsesns grssion
database. As such, the system can utilize the available resources more efficiently to perform
session synciygicadteps are disclosed in FIG. 3, such steps are examples. That is, the present
invention is well suited to perform various other steps or variations of the steps
recited in FIG. 3. In one embodiment, a computer-readable medium having stored

therein computer-executable instructions that, if executed by a computer system,

cause the computer system to execute a method shown in flowchart 300.

[058]  In block 302, the system staris to operate and multiple sessions are
established. In block 304, if a session is created, the session can be stored with an

identification attribute having a unique value and an update attribute having a value
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[73] While the foregoing description and drawings represent embodiments of the present
invention, it will be understood that various additions, modifications and substitutions can be
made therein without departing from the spirit and scope of the principles of the present

invention as defined in the accompanying claims. One skilled in the art will appreciate that the
invention cal ®& R AANRsRABAYSHRSEFIEANBHS Of toprirsdsastine JairhAge ARAN N R Hens,

fonca ; a8 of A9 eRAEra o e
Which are par RO ERLORER TRbeg i IS e DO et A B e Heral
departing fogy b el 8L, PARSAIL A HODTZbS pesRciseosed ampecipents

are therefore to be considered in all respects as illustrative and not restrictive, the scope of

the inventior,beagstnfHcaletydeigornaBRIethtIAkAs: 2e8siBRIEAIR S@uivAleatmLAR &Ot
limited to the foregoing description. CLAIMS What is claimed is:
session table; and an ICMP session or a session with other type can be storedin a

corresponding session table.

[056])  In block 308, if the session is modified during the operation, the
session can be modified in the first session database accordingly, and the update
attribute of this session can be changed to the value Vi in block 310. Otherwise, the

flowchart 300 goes to block 312.

[057] In block 312, if a session is torn down, the flowchart 300 goes to block
314. Otherwise, the flowchart 300 returns to block 304. In block 314, the session
can be reserved in the first session database for session synchronization and the

update atiribute of this session can be changed to the value Vp.

[058]  FIG. 4 illustrates a flowchart 400 of a method for synchronizing
sessions from a first session database to a second session database, e.g., from the
session database 104 to the session database 114 in FIG. 1A, in accordance with
one embodiment of the present invention. FIG. 4 is described in combination with
FIG. 1A, FIG.1B and FIG. 3. Although specific steps are disclosed in FIG. 4, such
steps are examples. That is, the present invention is well suited to perform various
other steps or variations of the steps recited in FIG. 4. In one embodiment, a
computer-readable medium having stored therein computer-executable instructions
that, if executed by a computer system, cause the computer system to execute a

method shown in flowchart 400.
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1. A computer-readable medium having computer-executable modules comprising: a first
session database for storing a plurality of sessions indicating information interchange between
at least two communicating devices; and a controller operable for selecting a session from
said first session database according to a session update rate indicatin%éhe number of

sessions ‘updateéoﬁ?]saiqlﬂrg{oggs‘gql n%%l%ﬁé@é dePmgtathveprrida B M%Q&nW%?ession
synehvonizing i 365560 LM it seseon deiabas . eend session daapase

wherein said controller compares said session update rate predetérmined

thresholds, apgisglegss sridsgesiY) fieesridfiEshsseriondatabassiarsarding Lo eaid

comparison. 2. The computer-readable medium of claim 1, wherein said controller selects
said sessionupdmezshsasyloradity. of, sessions widr etk inpRRic Hisisessivp, databaserhmsetbon
priorities of said plurality of sessions.

first session database, e.g., the session database 104, based on the priorities of the

sessions according to the session update rate of the first network device 102.

[060] In one embodiment, the session synchronization controller 108
determines the types of sessions to be selected according to the session update rate
of the first network device 102. For example, the session synchronization controller
108 can select one or more session tables in the session database 104 according to
the session update rate of the first network device 102. Once the types of the
sessions to be selected are determined (e.g., once the session tables are selected),
the session synchronization controller 108 can further select the sessions with the
update attributes V¢, Vi, or Vp and the identification atiributes from the selected

session table(s).

[061]  In block 408, the session synchronization controller 108 can
synchronize the selected sessions in the second session database, e.g., the session

database 114, according to the corresponding update attributes.

[062] In one embodiment, if the update attribute of a session is the value Vg,
the session synchronization controller 108 can store the replication of this session
with the same identification attribute in the session database 114. If the update
attribute of a session is the value Vy, the session synchronization controller 108 can
look up a corresponding session in the session database 114 with the same
identification attribute and modify the corresponding session according to the current

session. If no session with the same identification attribute is found in the session
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3. The computer-readable medium of claim 2, wherein said priorities are determined
according to types of said plurality of sessions. 4. The computer-readable medium of claim 1,
wherein said first session database further stores a plurality of update attributes
corresponding to said plurality of sessions, wherein said quate attributes are configured to

indicate resptAvaG A 2B PEEHPPIBYRRNy Bl grgtrolier 108 can store the replication of

this session with the identification attribute in the session database 114. If the
update atiribute of a session is the value Vp, the session synchronization controller
108 can look up the corresponding session in the session database 114 with the
same identification attribute, and delete the corresponding session from the session

database 114.

[063] In block 410, the session synchronization controller 108 can delete the
synchronized sessions with the update attribute Vp from the session database 104,
and change the update attributes of the rest of the selected sessions to the value Vy

in the session database 104.

[064]  FIG. 5 illustrates a flowchart 500 of a method for synchronizing
sessions from a master firewall to a backup firewall in a master-backup firewall
system, e.g., the master-backup firewall system 200 in FIG. 2, in accordance with
one embodiment of the present invention. FIG. § is described in combination with
FIG. 1A, FIG. 2 and FIG. 3. Although specific steps are disclosed in FIG. 5, such
steps are examples. That is, the present invention is well suited to perform various
other steps or variations of the steps recited in FIG. 5. In one embodiment, a
computer-readable medium having stored therein computer-executable instructions
that, if executed by a computer system, cause the computer system to execute a

method shown in flowchart 500,

[065] In block 502, the master-backup firewal! system 200 enables the
master firewall 202 to provide firewall functions between a LAN switch 220 and a
WAN switch 222. The backup firewall 212 can backup the sessions of the master

firewall 202 during the operation of the master firewall 202.
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5. The computer-readable medium of claim 4, wherein said controller selects said session
based on a corresponding update attribute from said first session database. 6. The
computer-readable medium of claim 4, wherein said controller synchronizes said session from
said first session database to said second session database according to a corresponding

update attribute. [066the doRIpeiOfbdtRPIaTeEtRARUST ERMAI BYRIRETP0s2a8 edekloller selects

at least one type fromg‘ es of said pIurall%of sessions accordlngéto said session urpdate rate,

and selects 8@859 QViEh Q3" IR4'5HR 19 R0 WY RpNic LGS IR TaRpHLRYA!

202 is available to provide the firewall functions, the flowchart 500 goes to block 506.
Otherwise, the flowchart 500 goes to block 514. In block 506, the session
synchronization controller 208 can check the session update rate of the master
firewall 202. In block 508, the session synchronization controller 208 can select
updated sessions, e.g., sessions with the update attributes V¢, Vi or Vp, from the
master firewall 202 based on the priorities of the sessions according to the session
update rate of the master firewall 202. More specifically, the session synchronization
controller 208 selects the updated sessions from the first session database, e.g., the

session database 204 of the master firewall 202.

[067] In one embodiment, the session synchronization controller 208
determines the types of sessions to be selected according to the session update rate
of the master firewall 202. For example, the session synchronization controller 208
can select one or more session tables in the session database 204 according to the
session update rate of the master firewall 202. Once the types of the sessions to be
selected are determined (e.g., once the session tables are selected), the session
synchronization controller 208 can further select the sessions with the update
attributes V¢, Vi, or Vp and the identification attributes from the selected session

table(s).

[068] In block 510, the selected sessions can be synchronized from the
master firewall 202 to the backup firewall 212 according to the corresponding update
attributes and identification attributes. In block 512, the session synchronization

controller 208 can delete the synchronized sessions with the update attribute Vp from
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a computer-readable medium having stored therein computer-executable instructions that, if
executed by said computer system, cause said computer system to execute a method, said
method comprising: storing a plurality of sessions indicating information interchange between
at least two communicating devices in a first session database; selecting a session from
said first ses$iBSefBianssiakassraidy ahckassp ihapisaie atihirsdhiierestohtber of

said first session database during a given period of time;

2%?&2?15&?@&%@%%?\“%% %\?ffhﬁt\/ég%fb‘?\s&ﬁ?é%%@t?g%?g%nd session database;
[069] In block 504, if a failover mode occurs, which indicates that the master

firewall 202 becomes unavailable, for example, due to a work failure/error, scheduled
down-time, or an abnormal termination, the timer 206 can be triggered to count a
passed time from the beginning of the failover mode (block 514) and the master-
backup firewall system 200 can start to offload tasks from the master firewall 202 to
the backup firewall 212. In block 518, if the passed time from the beginning of the
failover mode does not reach a predetermined maximal time, the flowchart 500 goes
to block 518. In block 518, the session synchronization controller 208 can select a
set of unsynchronized sessions with the highest priority from the session database
204 of the master firewall 202. The unsynchronized sessions can include the
sessions which have not been synchronized from the master firewall 202 to the
backup firewall 212, e.g., the sessions with the update attributes V¢, Vi, or Vp. In
block 522, the selected sessions can be synchronized from the master firewall 202 to

the backup firewall 212.

[070]  After the selected sessions are synchronized from the master firewall
202 to the backup firewall 212 (block 522}, if the passed time from the beginning of
the failover mode still does not reach the predetermined maximal time (block 516),
the session synchronization controller 208 can select a set of unsynchronized
sessions with a next priority in the session database 204 for the session
synchronization. As such, the session synchronization controller 208 can continue to
synchronize the sessions from the master firewall 202 to the backup firewall 212
according to the priorities of the sessions until the passed time from the beginning of

the failover mode reaches the predetermined maximal time.
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comparing said session update rate to a plurality of predetermined thresholds; and selecting
said session from said first session database according to said comparison.. 9. The computer
system of claim 8, wherein said method further comprises: selecting said session from said
plurality of sessions stored in said first session database based on priorities of said plurality of
sessions. 10. Thébmpuleblopitéit off theiwessedHeneiireaithmeegbthingtbeihedaiprieestode
determining said priorities according to types of said plurality of sessions. 11. The computer

system of cl&RABeHHIE eI SRiRI HBRIAFHFIR HEGIPRSRaster-backup firewall system 200

can enable the backup firewall 212 to provide the firewall functions instead of the
master firewall 202 (block 520). Similarly, the sessions from the backup firewall 212

can be synchronized to the master firewall 202.

[072]  Accordingly, embodiments in accordance with the present invention
provide a network system with dynamic session synchronization. The network
system includes a first session database for storing multiple sessions indicating
information interchanges between at least two communicating devices, and includes
a second session database for backing up the sessions stored in the first session
database. The network system further includes a controller operable for selecting a
session from the first session database according to a session update rate indicating
the number of sessions updated in the first session database during a given period
of time and for synchronizing the selected session from the first session database to
the second session database. As such, the system can utilize the available

resources more efficiently to perform session synchronization.

[073]  While the foregoing description and drawings represent embodiments
of the present invention, it will be understood that various additions, modifications
and substitutions can be made therein without departing from the spirit and scope of
the principles of the present invention as defined in the accompanying claims. One
skilled in the art will appreciate that the invention can be used with many
modifications of form, structure, arrangement, proportions, materials, elements, and
components and otherwise, used in the practice of the invention, which are
particularly adapted to specific environments and operative requirements without

departing from the principles of the present invention. The presently disclosed
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storing a plurality of update attributes corresponding to said plurality of sessions in said first
session database, wherein said update attributes are configured to indicate respective
statuses of said plurality of sessions. 12. The computer system of claim 11, wherein said
method further comprises: selecting said session based on a corresponding update attribute
from said firemdstiperiaeiBiaerefore beernpidased Rrllrespertira luimiiEfeditPmethod
further comprises: synchronizingJ said session gom sagj fi{st ﬁes{ﬁion d%tggadse to saidr1 gecond

session datABEESNEHIRIREPRS LLIFLpIHEN QYRR BT PHSE c%rrﬁl)%{relsr" &yStem of

claim 8, whegelp said el WUORK CATINIRSRio ine“REING ALleaskane type from a pluralt
ity of

[ . .
of types of saldrp ali SEssioNs according to said session update rate, and selects said
session with said at least one type.
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15. A network system comprising: a first network device for storing a plurality of sessions indicating
information interchange between said first network device and a communicating device; a second
network device coupled to said first network device and operable for functioning as a backup for said
first network device; wherein said sessions are synchronized from said first network device to said
second networkagigpdce according to a session update rate indicating the number of sessions updated
in said first network device during a given period of time and wherein said first network device
compares sanhsessionHpdate rate to a plurality of predetermined thresholds, and selects said session
according to said comparison. 16. The network system of claim 15, wherein said first network device

comprises amastenfieiipilianetydasreinaaitsroang aahpoik daviarbrIRGEEsA backup firewall.
comprising:
a first session database for storing a plurality of sessions indicating
information
interchange between at least two communicating devices; and
a controller operable for selecting a session from said first session database
according to a session update rate indicating the number of sessions updated in said
first session database during a given period of time and for synchronizing said session
from said first session database to a second session database, wherein said controller
compares said session update rate to a plurality of predetermined thresholds, and

selects said session from said first session database according to said comparison.

2. The computer-readable medium of claim 1, wherein said controller selects
said
session from said plurality of sessions stored in said first session database based on

priorities of said plurality of sessions.
3. The computer-readable medium of claim 2, wherein said priorities are
determined

according to types of said plurality of sessions.

4. The computer-readable medium of claim 1, wherein said first session database
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17. The network system of claim 15, wherein said first network device selects a session from said
plurality of sessions based on priorities of said plurality of sessions according to said session update
rate. 18. The network system of claim 17, wherein said priorities are determined according to types of
said plurality of sessions. 19. The network system of claim 15, wherein said first network device stores

a plurality offupdateBitinuiasanyesrpadinddamaid BhHalfyRfisessiang prsiginsaid update
attributes are configured to indicate respective statuses of said plurality of sessions. 20. The network
system of clagsqib8s wherein said first network device selects said session based on a corresponding
update attribute and sends said session with said corresponding update attribute to said second

network devigBer&h-shiveupehitorksyistanretelainuild whedginsaidpseaond:natwmopk deyice backs up
said session according to a corresponding update attribute. 22. The network system of claim 15,

wherein saidyfiigtingyaesdgce comprises: a timer, wherein said timer is triggered when a failover
mode of said network system occurs; and

5. The computer-readable medium of claim 4, wherein said controller selects

said session based on a corresponding update attribute from said first session database.

6. The computer-readable medium of claim 4, wherein said controller
synchronizes
said session from said first session database to said second session database according

to a corresponding update attribute.

7. The computer-readable medium of claim 1, wherein said controller selects at
least
one type from types of said plurality of sessions according to said session update rate,

and selects said session with said at least one type.

8. A computer system comprising:

a computer-readable medium having stored therein computer-executable
instructions that, if executed by said computer system, cause said computer system to
execute a method, said method comprising:

storing a plurality of sessions indicating information interchange

between at least two communicating devices in a first session database;
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a controller coupled to said timer, wherein said controller synchronizes said sessions from said first
network device to said second network device according to priorities of said sessions until the passed
time from the beginning of said failover mode reaches a predetermined maximal time.

selecting a session from said first session database according to a
session update rate indicating the number of sessions updated in said first
session database during a given period of time;
synchronizing said session from said first session database to a second session

database;

comparing said session update rate to a plurality of predetermined thresholds;

and
selecting said session from said first session database according to said
comparison..

9. The computer system of claim 8, wherein said method further comprises:

selecting said session from said plurality of sessions stored in said first session

database based on priorities of said plurality of sessions.

10.  The computer system of claim 9, wherein said method further comprises:

determining said priorities according to types of said plurality of sessions.

11. The computer system of claim 8, wherein said method further comprises:
storing a plurality of update attributes corresponding to said plurality of
sessions in said first session database, wherein said update attributes are configured to

indicate respective statuses of said plurality of sessions.

12. The computer system of claim 11, wherein said method further comprises:
selecting said session based on a corresponding update attribute from said first session

database.
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13.  The computer system of claim 11, wherein said method further comprises:
synchronizing said session from said first session database to said second

session database according to a corresponding update attribute.

14.  The computer system of claim 8, wherein said method further comprises:
selecting at least one type from a plurality of types of said plurality of sessions

according to said session update rate, and selects said session with said at least one

type.

15. A network system comprising:

a first network device for storing a plurality of sessions indicating information
interchange between said first network device and a communicating device;

a second network device coupled to said first network device and operable for
functioning as a backup for said first network device;

wherein said sessions are synchronized from said first network device to said
second network device according to a session update rate indicating the number of
sessions updated in said first network device during a given period of time and
wherein said first network device compares said session update rate to a plurality of

predetermined thresholds, and selects said session according to said comparison.

16.  The network system of claim 15, wherein said first network device comprises

a master firewall and wherein said second network device comprises a backup

firewall.
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17. The network system of claim 15, wherein said first network device selects a
session from said plurality of sessions based on priorities of said plurality of sessions

according to said session update rate.

18.  The network system of claim 17, wherein said priorities are determined

according to types of said plurality of sessions.

19. The network system of claim 15, wherein said first network device stores a
plurality of update attributes corresponding to said plurality of sessions, wherein said
update attributes are configured to indicate respective statuses of said plurality of

sessions.

20.  The network system of claim 19, wherein said first network device selects said
session based on a corresponding update attribute and sends said session with said

corresponding update attribute to said second network device.

21. The network system of claim 19, wherein said second network device backs

up said session according to a corresponding update attribute.

22.  The network system of claim 15, wherein said first network device comprises:
a timer, wherein said timer is triggered when a failover mode of said network
system occurs; and
a controller coupled to said timer, wherein said controller synchronizes said

sessions from said first network device to said second network device according to
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priorities of said sessions until the passed time from the beginning of said failover

mode reaches a predetermined maximal time.
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