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FIELD OF THE INVENTION
The present invention relates generally to a collision mitigation method

20 used in a communication system.

BACKGROUND OF THE INVENTION
A fast, efficient and reliable means of communicating data in a multi-
user system is desirable for many applications. A need for such methods arises
25  when multiple pieces of data (from multiple sources) need to be quickly read by
a receiver. One particular application of such technology is in the electronic
identification of multiple items.
The electronic identification industry is important for numerous
commercial and military applications, including real-time item tracking and
30 inventory. Such uses can greatly increase operational efficiency in a myriad of

scenarios, including virtually all of those involving some form of



efficiently perform accurate real-time inventory tracking can greatly reduce
waste in many forms, including, but not limited to, the misplacement of items,
over- or under-stocking of items, and item theft. 5 Currently, the electronic
identification industry relies heavily on manual (light-based) scanning to
identify a plurality of items, where each item is assigned a product code. The
Universal Product Code (UPC) system i currently in widespread use
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ypical use cases In an inventory system. An example of a typical use case of
15  the described system is a real-time inventory application in a store, where the
inventory on a shelf typically changes by small increments over time (e.g., a
relatively small number of items are removed or added to the shelf in a given

time period).

20 BRIEF DESCRIPTION OF THE FIGURES

The present invention is now described, by way of example only, with
reference to the accompanying figures in which like references indicate similar
elements and in which:

FIG. 1 illustrates a high-level view of multiple source devices

25  communicating with a single destination device in accordance with the
invention;

FIG. 2 illustrates how data stored on a tag is altered and used to
determine communications channels while operating in accordance with the
invention;

30 FIG. 3 illustrates a high-level view of the process used to scramble the

stored data on a tag in accordance with the invention;



communications and the scrambling reversal (descrambling method)
performed in the reader in accordance with the invention; FIG. 5 illustrates a
flowchart in accordance with the methods utilized in 5 the invention; FIG. 6
illustrates a high-level system view of tags, readers and a central controller
device in accordance with the invention; FIG. 7 illustrates a high-level block
diagram of a tag in accordance with theInvention; 10 FIG. 8 illustrates a

general flowghyt PiRIRALA% HRASTNSS8Mn cRAFBions iRIResprdance with

the invention; FIG. 9 illustrates a detailed flowchart outlining tag transmission
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pass dependence and modulation method in accordance with the invention;
FIG. 180oMtistiestdey ietib aneddpess WHHEE N8B Block diagram in accordance

with the presgt invgnsiames2bhileldl Blask aias an shewapie ptigddcansiorm
methoﬂjs for Walsh coded signals in accordance with the invention; FIG. 15

illustra ees'gvarétt'gﬁéd example of the reader receiver signal processing for fast
caodrelation offySebiddistiaessegpnerat élovvelart ovitlamics tag thatisenisaigantion; 30

FIG. 1@&”3;%9,;% a3mpidiedithadionahiiack diagram of the reader signal

processing in accordance with the present invention; 4 o
FIG. 9 illustrates a detailed flowchart outlining tag transmission

conditions in accordance with the invention;

FIG. 10 illustrates an application using capacitive coupling between the

15  reader and a variety of tags in a typical embodiment in accordance with the
invention;

FIG. 11 illustrates a method of generating a channel for the tag to
communicate over based on the data stored on the tag in accordance with the
invention;

20 FIG. 12 illustrates a simplified tag circuitry functional block diagram
highlighting the pass dependence and modulation method in accordance with
the invention;

FIG. 13 illustrates a detailed view of the reader block diagram in
accordance with the present invention;

25 FIG. 14 illustrates an example of fast transform methods for Walsh
coded signals in accordance with the invention;

FIG. 15 illustrates a detailed example of the reader receiver signal
processing for fast correlation of pseudonoise sequences in accordance with the
invention;

30 FIG. 16 illustrates a simplified functional block diagram of the reader

signal processing in accordance with the present invention;



FIG. 17 illustrates an example waveform in the presence of a collision in
accordance with the present invention; FIG. 18 illustrates several example
waveforms in the absence of collisions in accordance with the present
invention; 5 FIG. 19 illustrates a general flowchart for the reader actions in
accordance with the present invention; FIG. 20 illustrates a detailed flowchart
of a reader processing signals using forvard collision mitigation techniques
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inventory accounting with no collision mitigation techniques applied in
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collision mitigation techniques in accordance with the present invention.

20 DETAILED DESCRIPTION OF THE PRESENT INVENTION
The described system provides an improved communications method

that allows multiple source devices to quickly and efficiently communicate
information to a destination device. The described communications system
employs a combination of several techniques to achieve superior performance

25 over the prior art. The present invention allows a typical data gathering (or
inventory reading data transmission) process to be greatly accelerated by using
known interference characteristics. These interference characteristics are
typically gathered by the destination device (or reader) during the normal
course of a full interrogation (or read) cycle, as described below. The gathering

30 and use of this prior knowledge allows the destination device to receive data



typical system operation. The described system provides a means for UPC
replacement, while adding additional features and benefits, such as the
elimination of manual 5 (light-based) scanning, and greatly increased
scanning (or item identification) speeds. The present invention further
provides for fast, simultaneous identification of numerous items, which is
highly useful in many typical appllcatlong such as managing inventory on
store shglyas Qe dikROftR g e BanaLe et Ahst R EMRIRANRSER in
more valuable when it is performed in 10 real or near-real time. The present
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simplify the circuitry on the source device; the source device does not require

the use of a receiver. The advanced signal processing generally takes the form
of a variety of interference cancellation techniques, as fully described below.

20 The information communicated from the source device to the
destination device typically takes the form of binary electronic product codes
(“EPC”) or identification (“ID”) information, though it is not limited in any
manner to these forms of information. Communicating other types of
information, such as electronic telemetry (or any other type of measured or

25  assigned data) is also possible. In fact, any information that has a
representation in a binary (or other) number format can be communicated with
the described system.

As illustrated in FIG. 1, the information is typically communicated from

a set of source devices 110, 120, 130 to a single destination device 100; the

30 preferred embodiment of the present invention utilizes simultaneous

communication of information from the set of source devices 110, 120, 130 to



the destination device 100. Since the present invention has numerous
applications, depending on the context of the example, some terms used
throughout the discussion are interchangeable with other terms for ease of
clarification. Thus, it should be noted that the following terms are used 5
interchangeably throughout the following discussion without loss of
generality: source device, transponder, Biser, item, tag, or the like; it should

also benpaiatnihsh MGitRlNINGIAEETR pradmesl inairhanaGatiy throughout

the following discussion without loss of generality: destination device, system
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7 may consist of at least an EPC having 96-bits of identification data as
outlinegther forms of communications links may be utilized without limitation.

The following description of the invention is divided into several
background sections (I-1V) describing many important aspects of the system,
20  and latter sections (V-VI) providing a detailed description of the present
invention. The preferred embodiment of the system utilizes all of the key
techniques described below, though other embodiments may utilize only a

subset of the described techniques.

25 |. Data Scrambling and Descrambling

As shown in FIG. 2, the data 200 that is communicated by the tag 110 to
the reader 100 in the described system can take many forms, including, but not
limited to, measured or other user defined data as described below. In the
preferred embodiment of the present invention, the communicated data 200

30  consists of at least an identification data sequence. For example, the data 200



by David L. Brock in "The Electronic Product Code," MIT-Auto ID Center,
January 2001. The EPC 200 serves to uniquely identify each tag (or item)
110 in the system, by reserving fields for a header 203, object class 204,
vendor 5 code 205, and serial number 206. Note, for example, that 96-bits of
information provides for a huge number of unique IDs (296 - 8 x 1028; as an
indication of the enormity of this number, the mass of the earth is 6 x 1027
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200, after being scrambled 220, exhibits desirable statistical (i.e., uniform
and raftiGfqymaation (e.g., programmable timestamps, other user personal

identification numbers (PINs), measured data, environment data, etc.) may also
be predetermined and stored on the tags 110, 120, 130. Note that there are no
20 limitations placed on the amount or type of data stored on the tags 110, 120,
130 in the described system.
All of the tag functions are typically implemented in low complexity
(i.e., low cost) circuitry. In order to keep the circuitry on the tag 110 simple,
and to improve performance of the channel selection process in the system (as
25  fully described below), it is highly desirable to scramble the original ID data
200 prior to its being stored on the tag 110. This is typically accomplished
through a randomization or scrambling process 211 that is carried out before the
operation of storing data 230 on the tag 110.
This scrambling algorithm 211 is typically applied universally
30 throughout the system in order to assure that the EPC data 200, after being

scrambled 220, exhibits desirable statistical (i.e., uniform and random)



properties. Alternatively, in other embodiments, some other scrambling,
encryption, or numbering assignment algorithm may be applied to the stored
data 200 in order to effectively create the scrambled data 220. To gain
additional information privacy, individual vendors may optionally apply pre- 5
encryption 210. FIG. 3 illustrates an example of the system for embedding
scrambled data 220 into the tag 110 in &ccordance with the preferred

embodipgrtied e eARIRIREhIRER EbBdEntS; HIRBIBPRERGIRPO is

obtained in the usual manner from the EPC manager 310, such as the
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algorithm, at least a portion of S_EP which’is embedded in tag 110) is
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shelf might be read during a typical inventory count. In operation, the reader

100 simultaneously activates a set of tags 110, 120, 130. The activated tags
20 110, 120, 130 then proceed with a multiple-pass transmission algorithm using
the scrambled tag data 220 as a basis for channel selection (described in detail

below in Section IlI).

For example, in a first pass of the multiple-pass algorithm, at least a
portion of S_EPC1 (which is embedded in tag 110) is used to select Channel A
25 240, at least a portion of S_EPC2 is used to select Channel B 240, and at least a
portion of S_EPCn is used to select Channel C 240. It should be noted that
channels A, B and C, or any combination thereof, can be the same or different.
The reader 100 proceeds with its demodulation algorithm, and eventually
obtains the S_EPCs 220 for the tags 110, 120, 130 on the shelf. The S_EPCs
30 220 are routed into a descrambler 460 that performs a descrambling algorithm
to obtain the original EPC data 200 of the tags 11, 120, 130. The EPC data 200



9 corresponding to each tag can then be kept in the reader 100 or sent back
to the original EPC manager 310 (e.g., the manufacturer) in the form of an
inventory report. Those skilled in the art recognize that the descrambling
operation may be performed at other locations, such as a remotely located
computer or an on 5 line server. Collisions in the system of FIG. 4 are
minimized because, instead of the highl;g/ structured EPC data 200, the tags
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properties of a uniform random distribution. In the preferred embodiment, the
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determine channel assignments) is approximately 1/k"; and 2. Given two
typicaldetiRed GuSIprasee seilith Kt LRgHS, ak krdle Rl gfprmation
predetgssauted HI@BI(MOEAT 20l BicRspAMBIE BRESHAD 1P@rthbdhta itself.

The system described calls for the use of a scrambling method that
possesses certain key properties. An important property is that the scrambling
20  method maps typical data sequences (such as EPC data sequences) to results
that exhibit properties of a uniform random distribution. In the preferred

embodiment, the scrambling method has two main properties:

1. Given two typical EPCs 200 represented with k-ary digits, where K is a
predetermined integer (e.g., in a typical pair of EPCs 200 many, but
25 not all, of the k-ary digits are the same), the probability that the
scrambled S_EPCs 220 corresponding to these EPCs 200 match for n
consecutive k-ary digits (used by the tag 110 to determine channel

assignments) is approximately 1/k"; and

2. Given two typical EPCs 200 represented with k-ary digits, where k is a
30 predetermined integer (e.g., in a typical pair of EPCs 200 many, but



10 not all, of the k-ary digits are the same) whose scrambled outputs match
for n consecutive k-ary digits (used by the tag 110 to determine channel
assignments), the subsequent m k-ary digits (used by the tag 110 to
determine subsequent channel assignments) will match with 5 probability
approximately 1/k. In the example of a binary represented EPC 200, these
properties are related to a strong avalarifhe property whereby each output

bit is dependepgof Y ey KN HRjaRd fRansndd N REG Bllthanges

half of the output bits on average. 10 In addition to the scrambling process
described abo%t%@ﬂﬁf?%éugiw -BAI¥SIGESHHER g et g Ejé}é?gi%%ﬁ@?
applying the udiversphStgaMiIs)gtRlgiHyRieny k-RIyati @ﬂa@@mgaammmdhe
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Ddta EncryptlmﬁkodﬁM’ﬂmerm&h?Mé/lart 15 that may be utilized for this task.

The availability of this additional level of security is important for high-privacy
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capacitivevslages), but in general can be any method of coupllng energy from
an electromagnetic field into a circuit. The alternatl current ("AC" power
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information, which when lied to the transmission e ment 702 (such as a
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of security is important for high-privacy applications (such as those where tags

may contain sensitive medical or financial data).

1. Power-On Methods
20 A block diagram of a tag 110 in the spirit of the preferred embodiment is

illustrated in FIG. 7. For a capacitively coupled system, the antenna 701 is a
pair of conductive electrodes (e.g., capacitive plates), but in general can be any
method of coupling energy from an electromagnetic field into a circuit. The
alternating current (“AC”) power from the reader 100 that is coupled into the

25  tag 110 is rectified in power converter 703, the direct current (“DC”) output of
which is used to power the tag 110 and also serve as a tag energy monitor 704
which further enables communications (the elements of which will be discussed
in more detail below). The state controller 705 acts on the tag data 220 and the
communications channel selection block 240 to produce transmit signal

30 information, which when applied to the transmission element 702 (such as a

load modulation element that is well understood in the art) under the control of



11 the channel modulator 708 results in the generation of a signal source
transmission from tag to reader. The data 220 stored on each tag 110 is
typically stored in low complexity (i.e., low cost) circuitry, which then
responds to inquiries from the 5 reader 100. Each tag 110, 120, 130 typically
waits for a first predetermined condition to be met before transmitting its
information in a multiple pass algorithm: Mrhe first predetermined condition is

typicalyeSetaith O iaR RSP S0 Fe RS GhNR A8 ohldt alstbhal 3rHaough it

could be randomly chosen or assigned in other embodiments. An example of

a gendfalfiBRAARFYRGRRIRY %a¢F10 transmission conditions is shown in FIG.
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rom
the reader 1(?0 for a passive tag, or self-powered for an active tag), )ﬁwe tag
110 coMbfRidIiE ﬁﬁ?ﬂ?ﬁ%c%‘ééi\?@dsél@m%ﬁ@ﬁbﬂﬁ #6%8NMetermine when

to begmgﬁammﬁg@g@@nm ibent@g 110 begins modulatlon and transmission
250 of its dat |t IS fL¥e¥ %cfw?eadmen t thrat rgu Ie ta sh}lo 12& ]rl.so will
typically be fu g@[, e &"RY glven & ﬁaﬁug ref&M 3 eRBSEMemSs the
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threshold (that is generally determined by 703 and 704). FIG. 9 illustrates a
flowchart of this action, where T1 and T2 represent a first and second power
level threshold. Note that implementations employing other predetermined
20  conditions (such as, particular synchronization pulses or pseudo-random
pauses) can be employed by those skilled in the art without departing from the
spirit of the described system. Once the tag 110 receives power (either
remotely from the reader 100 for a passive tag, or self-powered for an active
tag), the tag 110 continuously monitors the received signal strength to
25  determine when to begin transmitting. Once the tag 110 begins modulation and
transmission 250 of its data, it is fully activated. Note that multiple tags 110,
120, 130 will typically be fully activated at a given time in the preferred
embodiment of the system.
The fully activated tags in a group will continue with their signal source
30 transmission of information in multiple passes (fully described below) until a

second predetermined transmission condition is met, at which time they will



second predetermined transmission condition is met, at which time they will
12 stop transmitting data. The second predetermined transmission condition
in the preferred embodiment is met when the received power level at the tag
110, as observed by tag energy monitor 704, either falls below the first
predetermined threshold or exceeds a second predetermined threshold,
which is typically set 5 higher than the fitét predetermined threshold. In this
mannefi e ficatiang sasondeiadrtesreiRed tiras issiac GoRslitam i

range of received power levels (e.g., a window) over which each group of
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affects some communications systems (e.g., as in spread spectrum systems
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separation (or distinction) between different manufacturer's products. In yet
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again that other implementations of these transmission controls {e.g.,
same power-on range in the preferred embodiment, although other

embodiments are possible, such as those that utilize programmable (e.g., pre-
assigned, but likely different) or random power-on conditions. One such

20 example may occur when different manufacturers are assigned different power-
on range levels, providing some separation (or distinction) between different
manufacturer's products.

In yet other embodiments of the described system, tags with two-way

communication abilities may exist, in which case the first and second

25  predetermined transmission conditions may consist of some type of
synchronization pulses or other signaling information. In the case where the
predetermined transmission conditions are random, they may be randomly
determined on the tag 110, or during programming of the tag 110. Note once
again that other implementations of these transmission controls (e.g.,

30 synchronization signals, two-way communication with the tag, etc.) are possible

without departing from the spirit of the system.



30 synchronization signals, two-way communication with the tag, etc.) are
possible without departing from the spirit of the system. 13 In an example
embodiment illustrated in FIG. 10, the reader 100, which may be remotely
controlled from a head office by controller 1001, is connected via a
transmission medium 1003 to an antenna 1004 mounted on a shelf 1005.
Objects 1020, 1021, 1022, of varying phjgf’sical dimensions, have tags 110,

120, 5 130 logaird empiierticbnadt: MLthaRprkaae SRk fegi doaukatens

in couplingﬁbetween the antenna 1004 associated with the reader 100 and
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reference) to transmit on. Note that in one embodiment, the reader 100 will
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110, 1%8(115 (tags) in an inventory that need to be identified, and the reader 100 may

20  step through ten different possible power levels, activating groups of roughly
one hundred tags at each power level (though fewer tags will likely be activated
at the extreme upper and lower power levels). In other embodiments of the
system, transmissions from multiple tags may only be synchronized (though not
necessarily simultaneous), such as in the case of time-slotted (channelization)

25  systems, where users choose a particular time slot (relative to a common
reference) to transmit on. Note that in one embodiment, the reader 100 will step
through all possible transmit power levels, starting with the lowest transmit
power level. Thus, due to the particular power-on ranges of the tags 110, 120,
130, the reader 100 effectively controls when each group of tags begins and

30 ends transmissions. This aspect is important since the reader 100 determines

when all of the tags 110, 120, 130 in a particular power-on range (e.g., between



130, the reader 100 effectively controls when each group of tags begins and
30 ends transmissions. This aspect is important since the reader 100
determines when all of the tags 110, 120, 130 in a particular power-on range
(e.g., between 14 1030 and 1031) have been uniquely identified, at which
time it can step to the next power Ieveldgfe.g., above 1031) or terminate the
identification process. In another embo thent, the reader 100 may ‘learn' or

rememypah %H@T@%)‘P]%%B@éﬂ%ﬂi&%fd@ﬁﬁlédf% FIERBYEEHPep iR, and
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channefization method, as does the present invention. It |sﬁpl)Jos_sibIé to utilize
any on&BESHR FANEHINABI SRl B R1Hb R ShOF e BYRICBORHR A £8t55HEY 15
systenméagneraily), the ghisraligasiontvathopsidiliaad, cansae iviedaceime
two cateqories: orthogonal channelization meth or quasi-orthogonal
chann TN RS T 0 2 R oL RS e ot th
atévated tags transmit their data simultaneously, which can be utilized along

with interference cgppcellation eshnigssqite idhaLipciaasgdeading speed.

20 Orthogonal communications channels have the advantage that
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systems, where each user Is typically assigned a different Spreading code.
channelization methods. The present invention relies on the fact that activated

tags transmit their data simultaneously, which can be utilized along with
interference cancellation techniques to further increase reading speed.

20 Orthogonal communications channels have the advantage that
communication on a chosen channel does not interfere (at all) with
communication on other channels in a linear system (i.e., the cross-correlation
over a symbol time between different channels is defined as zero). Quasi-
orthogonal channels are nearly orthogonal (e.g., having a cross-correlation

25  value near zero for different channels), and are typically utilized in direct-
sequence code division multiple access (DS-CDMA) systems, where each user
is typically assigned a different spreading code.

It is well known in the art that different phases (i.e., time shifts) of a
maximal length linear feedback shift register (“LFSR”) sequence (i.e., an m-
30 sequence) are known to have low (i.e., quasi-orthogonal) cross-correlation

properties. The cross correlation value of two unaligned sequences is defined to



It is well known in the art that different phases (i.e., time shifts) of a maximal
length linear feedback shift register ("LFSR") sequence (i.e., an m- 30
sequence) are known to have low (i.e., quasi-orthogonal) cross-correlation
properties. The cross correlation value of two unaligned sequences is defined
to 15 be -1/N (normalized), where N is the length of the LFSR pseudonoise
("PN") sequence. Different code phase§5of the same base m-sequence are

often Used iQ (REamcHae WHIR Ris YRS IsnBitrPof Arter RHSIRB YR @%¢eSS

system. Each symbol or bit in the PN sequence is typically referred to as
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channelizimglfzngiienshinchisl Heddreaivivibhimiirmkoaddéadsiydenctions,
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using a multiple pass transmission algorithm. The multiple pass transmission

algorithitssnatiaPiplereid ARPAHLNGNS 96ERe RSBSSIFANYRRS oF utilizes these

specially augmented m-sequences (whose generation is shown in FIG. 11) to
obtain orthogonal code channels in the synchronized system. As an added

20  benefit of the employed spread spectrum techniques, resistance to interference
(also called processing or spreading gain) is also achieved, as is well known in
the art of communications. The application of such techniques is important for
harsh electromagnetic environments, such as factory settings.

As referenced above, the tags 110, 120, 130 in the described system

25  transmit their data using a multiple pass transmission algorithm. The multiple
pass transmission algorithm is critical in determining the total reading time of
the tags 110, 120, 130, and consists of several different aspects. The general
idea employed in the algorithm is that each tag 110, 120, 130 will choose a
particular (preferably a uniform random) channel for communications in each

30 algorithm pass.



the tags 110, 120, 130, and consists of several different aspects. The general
idea employed in the algorithm is that each tag 110, 120, 130 will choose a
particular (preferably a uniform random) channel for communications in each
30 algorithm pass. 16 In the preferred embodiment of the described system,
the channel selection 240 is typically based directly on the data 220 stored on
the tag 110. The tag 110 will then typlcalﬁy transmit its information (i.e.,

identification gai)pierdnedRiRIaRRLAIPRRIMSESIR @%&H%@Qr@ﬂﬁé\”d until

the next pass of the 5 algorithm, at which time it will choose a new channel
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the preferred embodiment of present invention, the Channel selections of
each tﬁét*ﬂﬁféfréfa%ﬁ@lfmiH%tfﬁﬂsﬁﬂsﬁﬁb?ﬂﬂ?ﬁie%kMH%Bfﬁfﬁﬁéﬂy‘?”ﬁ&ﬁwﬁﬁt
identifipdienrdatéict20 that is stored on the tag 110 (as further 15 described
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algorithm 211 that is described in Section |
based on the data stored on the tag 110.

As fully described in Section | above, and a key for good system
performance, the preferred embodiment of the described system requires that at
20 least a portion of the data 200 (e.g., EPC, CRC, etc.) be pre-randomized (or
scrambled) 211 before storing it 230 on the tag 110. Since the tag 110
essentially uses the stored data 220, or a portion thereof (e.g., 221, 222) to
select 240 a communications channel in each pass of the multiple pass
algorithm, it is crucial that the data 220 appear to be uniformly random for the
25  best overall system performance. This is accomplished through a low
complexity reversible scrambling algorithm 211 that is described in Section |
above.
In particular, as illustrated in FIG. 12, the channel selection process 240
in each of the multiple transmission passes in the preferred embodiment is
30 carried out by utilizing a predetermined subset (e.g., 221, 222, 223, 224) of the

pre-scrambled (i.e., randomized and stored) data 220 to select the



above. In particular, as illustrated in FIG. 12, the channel selection process
240 in each of the multiple transmission passes in the preferred embodiment
is 30 carried out by utilizing a predetermined subset (e.g., 221, 222, 223,
224) of the pre-scrambled (i.e., randomized and stored) data 220 to select
the 17 communications channel 240 in each pass. A channel selector 1220,
such as a commutator or multiplexing d&Vvice 1240, typically selects a
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(i.e., 28) channels in each of 16 algorithm passes. Thus the first
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the 16th pass is completed in this example; in F
data 220 stored on each tag, unique but sequentlal sectlons of 8-bits may be

utilized to choose one of 256 (i.e., 2%) channels in each of 16 (i.e., 128/8)
algorithm passes. Thus, the first randomized byte of data (e.g., 221) for each

20 tag chooses 240 the communications channel for each tag, respectively, on the
first pass of the algorithm, the second (and hopefully different) byte (e.g., 222)
of randomized data for each tag is used to choose 240 the channel for
transmission on the second pass of the algorithm, and so on. This multiple
transmission pass process continues until all of the data stored on the tag is

25  exhausted (e.g., the 16th pass is completed in this example; in FIG. 2, this
would correspond to 224), or the reader 100 signals the tags to stop transmitting
(generally sensed in the tag 110 by the second predetermined condition being
met in 704 (1210) as described above). Once the data is exhausted, the whole
process may optionally be repeated, though the tags will typically choose the

30 same (deterministic) channels. Note once again it is desirable to choose a

random and uniquely determined channel for each algorithm pass for each tag



would correspond to 224), or the reader 100 signals the tags to stop
transmitting (generally sensed in the tag 110 by the second predetermined
condition being met in 704 (1210) as described above). Once the data is
exhausted, the whole process may optionally be repeated, though the tags
will typically choose the 30 same (deterministic) channels. Note once again it
is desirable to choose a random and uri'iauely determined channel for each
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of mformatlon Is known about the data’in the tag.
increased.

Yet other embodiments of the channel selection algorithm may also
apply some type of mapping (generally one-to-one look-up table, or other

20 algebraic or logic) function to determine the channel choices from the
(generally limited) data stored or programmed on the tag. The only key
characteristic of the channel selection process is that the channel choice be
computable in the reader 100 once some portion of information is known about
the data in the tag.

25 Since the channel resources are limited (i.e., there are a limited number
of available channels for each user to select in each pass of the multiple pass
communications algorithm), there will inevitably be collisions among the
transmitting tags. A collision is defined as the case where two or more tags
choose to communicate on the same channel during a particular algorithm pass.

30  This situation is to be expected under normal system operation. For example,

for a typical case of twenty-five tags communicating over 64 channels, the



25 Since the channel resources are limited (i.e., there are a limited number
of available channels for each user to select in each pass of the multiple pass
communications algorithm), there will inevitably be collisions among the
transmitting tags. A collision is defined as the case where two or more tags
choose to communicate on the same channel during a particular algorithm
pass. 30 This situation is to be expectedl?mder normal system operation. For
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channels, the 19 probability that there is at least one collision is 99.6% per
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channeis,pifoe seupessiorcdisitne grobability of no collisions is N!' 1 Pr(
nocollision )= (N-M)! NTM 5 Several numerichll examloles of colliding tag

transmissions and their rmr{edieﬂlﬁie@iseussed-?elqw in Section V -
Collision Mitigation Methods. In many cas@g,‘tl%)nd%ber of tags present in
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transmission characteristics). Importantly, in the described system, the
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activated tag population can effectively be further reduced by collision

mitigation techniques, which are fully described in Section V below.

Also importantly, the preferred embodiment of the described system

utilizes a variable number of channels per pass (generally determined by 221,

20 222, ... 224) of the multiple pass transmission algorithm in order to improve
overall system performance (e.g., total reading time, total system capacity,
reliability, etc.). In other words, the number of available channels in one pass
of the multiple pass transmission algorithm could be different from the number
of channels available in another pass of the transmission algorithm. The

25  variable number of channels per algorithm pass (i.e., per unit time) is also
termed a dynamic channel profile in the present discussion, since the number of
available channels changes dynamically with time. Implementing the dynamic
channel profile essentially optimizes the total transmission time (or total reading

time) for one or more expected tag populations.



reliability, etc.). In other words, the number of available channels in one pass
of the multiple pass transmission algorithm could be different from the
number of channels available in another pass of the transmission algorithm.
The 25 variable number of channels per algorithm pass (i.e., per unit time) is
also termed a dynamic channel profile in the present discussion, since the
number of available channels changes %R/namically with time. Implementing

the dynamic \ghannghir afilie SRt APURIRBasH L IRl JRRrMIsSion time

(or total reading time) for one or more expected tag populations. 20 Note
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express@esssd IS A -*Bi R, 1 where L is the number of transmission passes
that are required to successfully trans‘{nlt the data, R is the transmission
(signaling or channel symbol) rafey B;ﬂl%sﬁlﬁé twBmber of data symbols that are
transmitted per pass, and Ni is the numbér 10 of channels available (or
spreadingrgainy inetheniternEsmedmigiatlgaiitbmnadt ate répatdo wraemsiment
of the described system, L. can be equal to 16.passes_(allowed), B; is fixed at
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examplee abope! tolatsynibals thabacreapsiniited peraasboalididiis dfehemnsyaitem.

Many gi@aSHRRINAHIAES ALY B%ﬁﬂj%l?é?%’é£%$%'§lg§ﬁtﬁﬁ? Bty

different carrier frequencies for transmitting the information. Recall that the
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the system, N r%presents the streaalng gaﬁ1 E]Sr processin galnlﬁ and
numbendfoavaiabdé the dysishasir(zletheneighabig rates and data formats are

15  possible, as are many different carrier frequencies for transmitting the
information. Recall that the number of channels available per pass (N;)
generally depends on the number of bits utilized to select a communications
channel in each pass (n;) as follows (as also shown in 240):

N, = 2"

20 In the preferred embodiment of the system, N; represents the spreading
gain (or processing gain) and number of available code phases (channels) per
pass, and R is the signaling rate in chips per second. Note that not all possible
channels need to be utilized in a given transmission pass, though it is desirable
to make all channels available for data transmission. The application of

25 advanced collision mitigation techniques (described in Section V below) can
greatly reduce the required number (L) of transmission passes from the tags
110, 120, 130. In general, there are no restrictions on any of the values in the
above equation in other embodiments of the described system.

Since the transmission time per pass is dependent on the number of

30 channels per pass (and the symbol rate) in the preferred embodiment as shown



pass, and R is the signaling rate in chips per second. Note that not all
possible channels need to be utilized in a given transmission pass, though it
is desirable to make all channels available for data transmission. The
application of 25 advanced collision mitigation techniques (described in
Section V below) can greatly reduce the required number (L) of transmission
passes from the tags 110, 120, 130. In ﬁjeneral, there are no restrictions on
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increases system robustness (allowing it to operate successfully under a
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a time due to the smaller number of channels available initially). Also, increasing
20 the number of channel choices in later algorithm passes ensures that systems
with a large number of tags present will successfully acquire all of the data in a
limited number of algorithm passes (thus increasing system reliability). Note
that the number of channels may alternately be decreased in later passes if it is
known that collision mitigation techniques (described below) will be utilized in
25  the reader receiver, since such algorithms will effectively free up more channels
as time progresses.
For example, a preferred embodiment of the described system utilizes
128-bits of data 220, with 32 channels in the 1st and 2nd algorithm passes, 64
channels in the 3rd and 4th algorithm passes, 128 channels in the 5th through
30  8th passes, and 1024 channels in the latter 8 algorithm passes. Note once again

that unique subsets of the data 220 are utilized to directly choose 1220 the



limited number of algorithm passes (thus increasing system reliability). Note
that the number of channels may alternately be decreased in later passes if it
is known that collision mitigation techniques (described below) will be utilized
in 25 the reader receiver, since such algorithms will effectively free up more
channels as time progresses. For example, a preferred embodiment of the
described system utilizes 128-bits of d 4 220, with 32 channels in the 1st
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anywheyiedtioniad); whiteanetiakleixlaamn paise€irtay fiNgito fightdrésromcissnel
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note once again that the maximum number of passes may be extended by
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algorithms) utilized in the reader 100. Note that the variable num
channd8 pteay Brithe £l ProarAINETENRR f HHBHMEPERISHIeS that
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reader 100. Note that the variable number of channels per algorithm pass may
20  also result in channel profiles that decrease in later passes. In general, any
channel profile that changes versus time is considered to be a dynamic channel
profile for the purposes of the described system.
Note that the channel profile of a particular tag 110 does not necessarily
have to be known by the reader 100 a priori, but that is generally the case. If
25  the channel profile of a tag 110 is not known, the reader 100 would have to
ascertain the period of the PN (chipping) sequence for example (possibly
through measuring its autocorrelation or spectral properties), and act
(demodulate) accordingly.
Specifically, in the preferred embodiment of the described system, the
30 random channel choices are utilized to select a particular spreading code (or

code channel in 1220) in each pass of the multiple pass transmission algorithm.



channel profile that changes versus time is considered to be a dynamic
channel profile for the purposes of the described system. Note that the
channel profile of a particular tag 110 does not necessarily have to be known
by the reader 100 a priori, but that is generally the case. If 25 the channel
profile of a tag 110 is not known, the reader 100 would have to ascertain the
period of the PN (chipping) sequence fo?sexample (possibly through
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110, 120, 130 use the same basic LFSR (m-sequence) generator in each
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channels) per algorithm pass, as described above. Thé traditiona

m-seqebeagahdyaieHy-FerdsraRAmisH (SFeapeRumber of channels)
per algorithm pass, as described above.
The traditional m-sequence generators are typically made to be specially
20 augmented PN sequence generators by forcing a zero output for the first chip
(or PN bit) time in the preferred embodiment, ensuring that the cross-
correlations of the sequences from different tags will be zero over a given
sequence period. Note that other types of orthogonal function generators could
be used in the place of the LFSR PN generators (e.g., Walsh or Hadamard
25  functions) in other embodiments, though such codes would not have as
desirable interference rejection capabilities. The data 220 stored on the tag 110
is then spread by the generated spreading codes 1260 by traditional means 1230
(e.g., an XOR gate in digital implementations, or a multiplier in analog
implementations, as is well known to those skilled in the art). The spread data
30 signals of the activated tags are then sent (in aggregate) over the given

communications channel.



20 augmented PN sequence generators by forcing a zero output for the first
chip (or PN bit) time in the preferred embodiment, ensuring that the cross-
correlations of the sequences from different tags will be zero over a given
sequence period. Note that other types of orthogonal function generators
could be used in the place of the LFSR PN generators (e.g., Walsh or
Hadamard 25 functions) in other embodfihents, though such codes would not
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without loss of generality, as'is known to those skilled in the art. Some
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block cegsyRCindMRIEICRC codes, convolutional codes, block codes, etc., which

are also all well known in the art.

20 The tags 110, 120, 130 in the preferred embodiment also directly
modulate the carrier supplied by the reader 100 via transmission element 702;
thus, they have no local oscillator (though the use of a locally generated carrier
is certainly possible within the scope of the described system, and does not in
any way limit its application). In the preferred embodiment of the described

25  system, power converter 703 rectifies the carrier signal from the reader 100 so
that the reader 100 remotely powers the circuitry on the tag 110. Note that the
use of actively powered tags is also possible and does not in any way limit the
use of the present invention. A general goal of the system is to minimize the
complexity of the tag 110, and through the use of the described techniques in

30 the preferred embodiment, the circuitry on the tag 110 can be kept to a

minimum.



are also all well known in the art. 20 The tags 110, 120, 130 in the preferred
embodiment also directly modulate the carrier supplied by the reader 100 via
transmission element 702; thus, they have no local oscillator (though the use
of a locally generated carrier is certainly possible within the scope of the
described system, and does not in any way limit its application). In the
preferred embodiment of the described 23 system, power converter 703
rectifies the carrier signal from the reader 100 so that the reader 100
remotely powers the circuitry on the tag 110 Note that the use of actively
powered tags is also possibYe-afetH6E PEMEAR? limit the use of the

present lnvemmneéﬁgﬁﬂw@ioggale)foﬂ@ﬁyatﬁm indioymiponiae shpacomplexity
of the ta C:eLSlSO ar}d thr QPOWF.H?-‘?G“ %ehdegé:nb 8&ech(r:u eis '”153 the
preferl% bgl ent, the circuitry on t nyBeq«Q/ W5
miﬁimmead P8 procesast metﬁ@ﬁimanbEOMéﬁrMm mhbzregatlerqstwets@fcmsme for

perforingdnany §RRATARLRINAkI RGPS SIRPSANFiSNENE IMhE!C. 13,
the reader 100 typically begins the 5 reading aprocess of the tags 110, 120,

130 byMiHAITIRG RS atSEMe AW leslird&e sa8e0AAP EHPRIHIE level
controkéhashiding @B@ntiﬁammeemdwurmmﬁmpmwwd@mmmmwm
level. The re n 00 then transmittin Qus wav t

level &h[%e p‘?eerfe%rr&e tran rg% ia %rclén\r?r preac[e(re\ietiid ISR ?I ?ﬁ]g QI '3
paoticulag mmmqeeelcetlt%ﬂmn@ahmwsl@/ia) 00 ahye rebuip gy al édoete3dgsand

antenng d 3g) 19b afKislAty dABLERTThI)Ri80Fe Fdth 49 mbaltafiisoRctivity

detection may take the form of a modulation or energt/ detection

measﬁ@?fﬂé’rﬂe@%?f‘dgea%{@@?% §i{5ﬁéﬁl@%¢§”@9%&ﬁﬁ |%’\ﬁ}ﬁ1‘§{s$'%3ééwa? the
possiblg mmmmmﬁgne ebanneiedivhicthipieihenidrscribedr bedonphdt is
desira I%to mﬁl rq;hls sureé eét agd crréara teri tl%lc e(rarlod reasellrSO hort
as post) o s i le ekt S s R B e P oD e
109 caﬂh@&pmppwlelﬁ (sevioaigirrandhcatasing paranmler)pMéenelxthpower

level. Ifsigna %?ﬁﬁ ??QRJFAW% irAnEraL; g%ﬁh@ﬁ% theneggder
100 may be in the full démodulation processing 1390 (possibly
power evel If signals are sensed at a particular transmit power level, the

reader 100 may begin the full demodulation processing 1390 (possibly

employing collision mitigation techniques, as discussed in Section V below).
20  Note that the reader 100 may also send out modulated carrier signals,

synchronization pulses, or asymmetric carrier waveforms in other embodiments

of the system without loss of generality.

The signal processing performed by the reader 100 can be performed in
either hardware or software architectures, or some combination thereof.
25  Typical embodiments will include some selectivity 1365, amplification 1370,
analog-to-digital conversion 1375, and DC acquisition and gain control
functions 1380.

In general, the reader 100 may also perform active or passive
suppression 1360 of its carrier signal in certain embodiments, and interference
30 or noise cancellation (for any form of interference from sources other than the

desired tags in the system).



employing collision mitigation techniques, as discussed in Section V below).
20 Note that the reader 100 may also send out modulated carrier signals,
synchronization pulses, or asymmetric carrier waveforms in other
embodiments of the system without loss of generality. The signal processing
performed by the reader 100 can be performed in either hardware or
software architectures, or some combin&fion thereof. 25 Typical

embOd'ment%"é‘ﬂa&@&'&B%ﬁ/é‘?ﬁ@%é?é%@é’%&éﬁ%n@m%@%?éb@ﬂt R4Rtion

analog-to-digital conversion 1375, and DC acquisition and gain control
functiotd 'i%%??”?ﬁdgf@ﬁgfﬁm fRRdaHRs in e 138y HiQol it asiRAl 5395assive
supprem\@nmfiaﬁ@laafriésmjrlehss;gmﬁlreweétmatembgdjmmseaand the reader

interfeﬁ%ra or g’ 0 r?Eo” e'% nne Cbe”? e rr‘e\(/fogea orm é) [ terf Fnsceear In
sources other thal the eswe(yta 5" the 5‘%}) n9) az° éodr \9e the
préferr@w@mbﬂadmmn)d&xfQmmsehemh@nmmmanmdlspmdd)s@eemﬂw
modulgtign,indhe tags 110, 120, 130 where all tags transmit simultaneously.
Thus, the received data must be despread in the reader 100 for each code

channel by fifdoresessidicafplyiengusacheposisitnd ephediiegt®tibdedsritod
complex CORIAHE SRy semmémrgaﬂfa&&og%@m@%w@aumm {Rethe

art. More sgeuﬂcally, because the preferred embodiment of the described

systentedti §Q§Mé%?éﬂ9d§lﬁﬂﬁf€ﬁfgﬁ‘ﬁq@é%ﬂ€e§%f§@ﬁ%%ﬁﬁ sequences
inghe dﬁ@ﬂél&aﬂ@ﬁ)’t%’tﬁhmds%ﬁmt%nltﬂiﬂmcmlﬂh@h‘@&dér ae;ﬂsaam@@dmg and 10

channelization I‘ll(llH be utili ? e re der demod Iat
proces¥ifg T eset t?é’é i@é %E A PR E e Y ya oa%tar
factor aﬁmnnmammmmmemmquwgmwmmmmmnn
the reao%ﬁ{oﬂﬁém%l‘aﬂ&@uHé‘i%@‘éswrﬂc]ﬁ%&|&’W%s[@r%‘é§&d%}ﬂﬁé§%ﬁﬁ%&\%@

times and lower cost implementations of the reader 100. The actual

proces¥iFid8RIFMERNIMNS STdBHERIEE A GPe THEABER BreseatiRe BNERYSIWYd in

each pagsref thhmMMH@r @aaﬁammp@psdqmat@ﬁ @@r@aﬁ@%mttﬁmpas@f a
factor% %Whlch ua to the ra oft ?umb of tr ditional (%eﬁ?readlng
a facto ?IE) I'to

operatfd e L AR %\Fe(H‘SO o is eqa ratio

of the number of traditional despreading operations to the number of improved
despreading operations per symbol (using a combination of received sequence
re-ordering and Fast Hadamard Transforms (FHTS)):
20 E- li% 1 D N
L5 N;*logN; L logN,
where L is equal to the number of passes required to successfully demodulate
the source data, and N; is (once again) equal to the number of channels in the i™"
pass. This factor directly represents a processing savings (which is typically
expressed in terms of millions of operations per second (MOPS) or millions of
25 instruction per second (MIPS)) in the reader demodulation processing 1390.
Thus, in this example, a processor 1390 that is fifty-seven times less capable
(e.g., 10 MOPS vs. 570 MOPS) may be utilized in the reader 100 in the
preferred embodiment in the best case (with no collision mitigation as described

below).



despreading operations per symbol (using a combination of received
sequence re-ordering and Fast Hadamard Transforms (FHTS)): 20 F=1Y
(N)2 1 N~ Lj-1 N, *log A, Lrp,asseb5logN, where L is equal to the number of
passes required to successfully demodulate the source data, and Ni is (once
again) equal to the number of channels in the iu’ pass. This factor directly
represents a processing savings (which%g typically expressed in terms of

millions of opeEaliPHRRBEGRRPATHMMETH QEJNQRTRbAR IRBEXK G40 &er
second (MIPS)) in the reader demodulation processing 1390. Thus, in this
exampeCalfiste 83 5r AR thet ROIRY- U AR S Noskanenssp W highdiavio
MOP SsumeSTii MOIBS) mrao henbiltizesh icoties (stadarid 60xn4beoprete ey
embodiment Ihie best ease (withno sollision, miiaationas deseribed
below).air}’e ecall'that Specidlly augmented m-sequerces SRS h DX
1120 ofeRI6.in lesaguanasrthe gibwplacsxed agioh wdighidlitiordattPie Sequisprse,

which bayensame SIEHAFHE SR AR asRRa Alsk. Gasess (Showad box 1420

of FIG. 14); namely, the two sets of sequences have the same number of
binary GAESERI B5eASteed i B YehekAFiaglesag ild & pigUiag WemiRy: In
fact, theniyepiypeteafrReayenetpIliis ddevataiNtapecrlhapgmeanted

-seayeces AT VaISh, sauences) aieelated touol the e ofa Sinale

speciaPcr’ey-orderlng unction. IS Speclal re-or Ing cfls'on IS aerive
dir@ctlpduoenaheepeiniitivid 1oplyreadiéarebeives bisekl 102§ El&iclthelbase

m-seq gl&gu%ﬁc@r%jér HRCHY 1340 FRAUERRRAG B/ Ik LRRRe"

receiver block 1520 of FIG. 15. The se%uence re-ordering function 1510 is

used t&CHRSEIRN TR -BrHs T eRRI\HBEAIRURSHIRS (BrebientRits pakithedrsedibthg
devicebbbin regeivesing teas fudsdesrribesh AelRy wligiraceiviegedayice
1375 coul d bs? an eagaé\?ﬁ%@) gia(i:talacr%ni\éferrter an a}Eglcgl%ﬁae 1 Ierand Qold
device®¥ Pé]glg?é?, ot y t%e Jedite'iEt szge}'v% A §|g 2 'RESE e a
sitigle Sgualemtwertharagriply dsLentenetmnesngdSlidduactive iseppbeditethe
received sigaal WRICBCINRIP R ANRISSIARH SN SRR R Qijipient tags
110, 120, 130 using multiple code channels (or code phases as in _
different tags 110, 120, 130 using multiple code channels (or code phases as in
110).
Once the composite received signal (consisting of several m-sequence
20  code phases) has been re-ordered in a storage medium, such as a memory buffer
1530, it resembles sequences from a set of valid Walsh sequences, and fast
transform techniques, such as a Fast Hadamard Transform (FHT), may be
utilized to rapidly (and concurrently) despread the data from the tag 110 for all
data channels (as shown in 1540). FHTSs are used to rapidly correlate data
25  sequences against a complete set of Walsh codes (in parallel), as is well known
in the art. Any transform related to FHTSs (e.g., Fast Walsh Transforms, Walsh-
Hadamard Transforms, recursive Walsh transforms, etc.) may be utilized with
the described fast correlation methods without departing from the spirit of the
described system. Also note that all of the described processing techniques can

30  be performed in either the analog or digital signal processing domain.



110). Once the composite received signal (consisting of several m-sequence
20 code phases) has been re-ordered in a storage medium, such as a
memory buffer 1530, it resembles sequences from a set of valid Walsh
sequences, and fast transform techniques, such as a Fast Hadamard
Transform (FHT), may be utilized to rapidly (and concurrently) despread the
data from the tag 110 for all data chanrds (as shown in 1540). FHTs are

used to rapidl‘&’of@(ﬁ?ﬂ%ﬁﬁ%l@—ﬁ%&%ﬁﬁr@%%tsﬂmmm@& seiyTaalsh

codes (in parallel), as is well known in the a n%_/?transform related to FHTs
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kernel operation (box 1400, termed a 'butterfly’) is shown in FIG. 14. A
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multiplyiamihaigatiple raeksnbyrorloaatlvalsh syt (aich estupredantly
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preferred system, this is equivalent to cogrelatlng‘sgalnst all'possible code 10

phasedfdereIBRIAISRA SeaYRIE 8AGHHEd M & T 1pg M) dor-A5t RY-RodIbANGERa be

shownstatibe PrRcessInchBmgHBSaUesdIRitinn RgaE etatioredsissilar to the
factor F exe?ressed above) is equal to (N2 / N log N) for an N-point orthogonal

sequeﬁgrer.e H?Q é%:rq{]éagg%ings is realized by utilizing the described fast

cosrelation tefhmmesr.eqeivfﬁldmmqiebeiwedfdwafméomlﬁégdsdmmmned.
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LFSR (as shown'in 1110, or its equivalent) cycles through during norma
operatfsiialeptrevstesiruiekawniprenormal operation (also refer to the example

below). The states that the LFSR progresses through correspond directly to the
special re-ordering function, or the indirect addresses that the incoming (spread)
20  received data samples must be stored at in the received data memory buffer
(1530 or other storage medium) as they are received (linearly) in time. This
sequence of addresses (in 1520) may alternately be stored in a storage medium
(e.g., Random Access Memory, Read Only Memory, Hard Disk Drive, etc.)
instead of being actively generated in the receiver. Note that these sequences
25 need only be generated once for each base spreading code (i.e., primitive
polynomial). In this manner, the elements of the received m-sequences (or
sums of m-sequences) are re-ordered such that they now represent exactly the
elements in Walsh sequences (or more specifically, the rows in a Hadamard
matrix). Thus, a traditional fast (Hadamard) transform (correlation) method

30  may now be utilized (in 1540) to effectively despread the received data



below). The states that the LFSR progresses through correspond directly to
the special re-ordering function, or the indirect addresses that the incoming
(spread) 20 received data samples must be stored at in the received data
memory buffer (1530 or other storage medium) as they are received
(linearly) in time. This sequence of addresses (in 1520) may alternately be
stored in a storage medium (e.g., Randd Access Memory, Read Only
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receiver. Note that these sequences 25 need only be generated once for
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1540 in FIG. 15 (receiver rocessmg Recall that the binary mask value

1130 i4539ked b E'h@'@al@ P sdrsaresandsine date eRhriel (8B cide 10
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and FIG. 18 for 15a su p lementary demonstration of how tag data relates to

the ch&pfiePicheipesse t3y4Rle PRtF skaditeedaiaepefeves entesimaninnel
1260 fcrh&hﬁ;@umtgnaupév@@@@a@ﬁ thepeissRBredghiRINMMERIG Pars sparikya in

the prefegrae:ﬂ cggg gﬁénnem%o (e.g., for each code phase) after despreading. Thus,
20 the composite received signal has effectively been channelized into its
constituent components at the output of the FHT.

As further discussed below, the data signal 1550 at the output of each
active FHT bin during the channel selection portion of the received data
sequence can be verified by matching it up with the binary FHT index value

25  (since the two sequences should match for valid data). This technique enables
a crude form of additional error detection, and is shown in FIG. 18 for Pass #2
of the multiple pass transmission algorithm. Note that the data sequence 1820,
1830, 1840 over the portion 222 used to select the channel 240 for the second
pass is the binary equivalent of the FHT bin number.

30 Through the combined re-ordering and FHT technique shown in FIG.

15, the demodulator is able to rapidly demodulate (i.e., despread) all possible



The output signal level at each FHT bin corresponds directly to the signal
level on each code channel 1260 (e.qg., for each code phase) after
despreading. Thus, 20 the composite received signal has effectively been
channefized into its constituent components at the output of the FHT. As
further discussed below, the data signal 1550 at the output of each active
FHT bin during the channel selection po?ﬂon of the received data sequence
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the two sequences should match for valid data). This technique enables a
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re-ordering process is necessarﬁ ). Such a system would not have as good of
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could be hi %{ corre W|th eriodic lnter rence ]c s The efore, the
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the described fast correlation 15 techniques in the described system (i.e.,

brute fBPEE(®P trelfitbAER ABFredEEBHERIBhYEH B BIgBEhRisH-&S mwtaﬁﬂﬁéd)
though the implameatapeNfor a system that utilizes length 16 (N=16, n=4)

specially augmented PN sequences in the tag transmitters, the sequence 1260

20 represented by the channel selection value 1130 (n;) of '0001' (1) in binary will
be '0111101011001000', while the sequence 1260 represented by the channel
selection (mask) 1130 value of '1001' (9) in binary will be '0010110010001111"
(which is just a different time shift or code phase of the same basic m-sequence
that is subsequently specially augmented with a leading zero). An example of

25  the tag PN generation and mask circuitry for a primitive polynomial of 23
(when expressed in standard octal notation) is shown in FIG. 11. Two tag
transmitters are assumed to send these sequences independently over the
communications channel. The reader receiver will resolve these two signals
using a special re-ordering function 1520 and FHT processing (as shown in

30 FIG. 15). The special received data sample re-ordering that must be utilized for

the transmitted PN sequence is the states that an equivalent specially augmented



cost (e.g., circuit area and current drain) will be higher in such
implementations. As an example, for a system that utilizes length 16 (N=16,
n=4) specially augmented PN sequences in the tag transmitters, the
sequence 1260 20 represented by the channel selection value 1130 (n;)
of'0001' (1) in binary will be '0111101011001000', while the sequence 1260
represented by the channel selection (rﬁ%\sk) 1130 value of '1001' (9) in

binary i RgeARH MoHAPLANOGH I (Whish ésviusteay siffesers lime histof, code

phase of the same basic _m-seauence_ that is subsequently speciall
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received data sample re-ordering that must be utilized for the transmitted PN
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generaipnpkaLddtey siectiayoh citip (@idpihatlakruddOailBdrcadeft idslothd h 14, the
same as is shown in 11201 for this example. This sequence may b
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re-ordering sequence is utilized to store the incoming received data sample

streanT§AREY $HPRBRRIIZIHgPPRERIRE Aath <a8iAg Perén BIRd b iBe fisw kit &8-valid
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he reader i in, buffer location 0 of ym 1530
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performed on the newly re- ordered data samples in the memory buffer 1530.

The reltsteaRABRESHERROANRAY {ER1esaRe (ﬁwé"éﬁ%ﬁfwmlﬂ}@%@éiﬂtb the
sequenesr&poAd IDARARAALIE T (wiehnis (eermdigahtinddlshasasledde)yd
the Iloc?fl c;ulzl');%\llﬂcl%%%.iqllgutsbgysgb%léﬁlri]r?ge the bin 1 and bin 9 FHT outputs for each
20 transmitted symbol, the remainder of the tag data can be sensed.
Note that the techniques described above may be utilized for traditional
(i.e., non-specially augmented) m-sequences by assuming in the receiver that
the first chip (or symbol) that is sent by the tag 110 is a binary zero (which is
equivalent to a +1 normalized signal value on the channel), even though no such
25  signal was actually sent. Thus, the first buffer location in the storage medium
1530 is initialized to a +1 value, and processing (i.e., re-ordering 1510 and
FHTs 1540) continues as normal. In this manner, very fast correlation can be
performed for multiple code channels (or code phases) for traditional PN
sequences. Other normally augmented PN sequences can also be
30 accommodated by keeping track of where the additional chip (e.g., other than

the first chip as described above) is inserted into the sequence.



'0101010110101010' (which is identical to Walsh code 9). The FHT 1540 will
indicate that signal energy is present (e.g., tags are transmitting) in bin 1
(corresponding to channel code 1) and bin 9 (corresponding to channel code
9) of output 1550. Thus, by observing the bin 1 and bin 9 FHT outputs for
each 20 transmitted symbol, the remainder of the tag data can be sensed.
Note that the techniques described abové may be utilized for traditional (i.e.,

non- Spec'a|'%@%H&%@%Emeﬁ%ﬁ%ﬁﬁ%ﬁﬁéfnm% (nehg geeRMS r‘é’b%?véhe
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also be 30 accommodated by keeping track of where the additional chip (e.g.,
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and then charinelized (or de-channehzed) 1620 in the reader
illustratses SMaBsEodes it akce ABMASERS TRt BepelRPpRItEEdcPeaiarately

could still be utilized to simultaneously demodulate all of the different data
channels as described above. Other embodiments of the system may utilize a
20  bank of (parallel or time-shared) traditional despreaders (in place of 1540,
1620) to perform the dechannelization and despreading process. A despreader
typically consists of a multiplier followed by an integrate and dump function, as

is well known in the art.

It should be noted that the selected channelization method does not
25  change the general type of collision mitigation algorithms that can be employed

in the reader 100, as further described below.

Also note that the demodulation process is generally a multiple iteration
process in many embodiments of the present invention, since it is typically not
likely that all tags will successfully transmit their information on the first pass

30 of the multiple pass transmission algorithm. Thus, the reader 100 must remain

powered up (at the same power level) and continually demodulate the incoming



15 (though possibly concurrently) for signal and collision detection purposes
(generally in 1630). For example, in another embodiment of the system that
uses Walsh codes in place of the described m-sequences, an FHT operation
could still be utilized to simultaneously demodulate all of the different data
channels as described above. Other embodiments of the system may utilize
a 20 bank of (parallel or time-shared) tratditional despreaders (in place of
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despreader typically consists of a multiplier followed by an integrate and
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information on the first pass 30 of the multiple pass transmission algorithm.
Thus, fiehamsty 3oeesriiteddntbsrvpamiceirus! ikl dispiesinaerevel) and
continually demodulate the incoming 33 data until all data from the tags has
been successfully received (further using the methods described below).
Also, when advanced collision mitigation techniques 1630 are utilized in the
réader 100 (as detailed beMwohhsion M4 itifir gttiodisiterations (e.g., FHTS)
may be requifedyionBacHPE Aleiaers MUHRE RAsRAEWIMMisRote that

subsequent passes of the multiple pass transmission algorithm may require
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15 channels among multiple tags (i.e., random assignments are effectively
described system. A collision is defined as the case or event when two or more

tags choose to communicate on the same channel at the same time (i.e., during a
particular pass of the multiple pass transmission algorithm). It should be

20 recalled that the assignments are effectively random because the data stored on
the tags closely approximates uniform random data, as indicated in Section | of
this document.

It is possible to utilize several different collision mitigation algorithms
in the reader receiver (as further detailed below), depending on the desired
25  complexity of the reader 100. For instance, a low cost receiver may utilize only
forward collision mitigation techniques (described below), while a higher cost
(higher processing power version) of the receiver may utilize (bi-directional)
collision mitigation techniques (described below).
The general discussion below first assumes that forward collision

30 mitigation techniques are utilized, and then later examines cases where bi-

directional collision mitigation techniques are utilized. Note that the tags 110,



utilized), there will inevitably be collisions of transmissions from the tags in
the described system. A collision is defined as the case or event when two or
more tags choose to communicate on the same channel at the same time
(i.e., during a particular pass of the multiple pass transmission algorithm). It
should be 20 recalled that the a55|gnments are effectively random because
the data stored on the tags closely applgbxmates uniform random data, as

indicateshin REAURA At HASHORYDEM pHis RO SlESRE@RSion

different_collision mitigation algorithms 'in the reader receiver (as further
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100. Each tag (e.g., 110) is in effect 'blind' to other tag ségﬂﬂesent in the
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casrieside tignalamaattiaiatnopsaness per ﬁmmaeavsarafé @ergm@rpérﬂdnméaader
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available channels, as f escribed below. All of 10 these signal

characiR ke AisthscoRti el samaHAR PoiR 'ar@eg@"ﬁ%wwwfm%& obHige
despregeing, ihenlate thithotdgnia ey eodnmieIeg At QR GRIRRIKHNNg
dospr e R GoEk BL0Er SERLIMAD): N Eralhe received signal i
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embOdéE)nrr?[:ﬂgﬁ{yt method of estimating the signal energy on each channel. In
particular, this method examines the cumulative (summed) absolute value of
20  each channel's optimally sampled despreader output in the described invention.
If the accumulated absolute value for a given channel exceeds a predetermined
threshold, a signal is said to be present on that particular channel. The
following equation shows one method utilized to calculate the accumulated
absolute value (ABSy) for channel k, where DSy, is the unnormalized optimally
25  sampled despreader (FHT) output for channel k and symbol n, N; is the number
of available channels (or spreading sequence length), B is the estimation block

length (in bits or symbols), and n is the bit or symbol-time index:

1 B
ABS, :WZ|DS“
i i=1

Generally, this calculation is performed for all k (or N;) available

30 channels to determine if a signal is present on each channel. The predetermined



15 system, though other methods (involving over sampling and the
post-sampling determination of optimal sampling time are possible). The
preferred embodiment of the invention utilizes a reduced complexity method
of estimating the signal energy on each channel. In particular, this method
examines the cumulative (summed) absolute value of 20 each channel's
optimally sampled despreader output in the described invention. If the
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threshold, a signal is said to be present on tha%trg)articular channel. The

followiHY EGStIGRELY O BREMSTRRHSES IR Ay aHags eYfAtErHiC A Ated

absolugetiviadtion(BBH k§ $quabgnmelns,ininare: B2k notsdidrabalynalized
o SR SO TR LBL D o ehanns kg vkt
Ni is the nUMBEr of Avanable channels or%prea Ing sequence ?engt ,Bis
thé esthextianesigelabiohgervginebnsasursyBBiIs)s alsd mneasisetsif te average

sym boéigﬁﬂﬁaiﬂﬂﬁfﬁfdé RSB Bb RSN dFROEN e RigRARH AT RS
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signal amplitude for a source device when the channel is determined to be
single BRI PEPHROEMYF diRfiesIBtle sigraliBRABRIPAIS it). This
informaiimntaat@ngydthhecoiespendingviereivestsigrabanta semignge, can
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signal of a low deviation ASK signal(s) from a tag is typically detected by subtracting
out any mean signal level (i.e., dc value as in 1380) from a channel to obtain a
normalized signal, and examining the absolute value of the remaining
20  (normalized) signal, as described above. Note that a form of automatic gain

control (also in 1380) may also be applied to further normalize the signal levels.

Once a signal is detected on a particular channel, the reader 100 must
typically detect if a collision has occurred on that channel. This may typically
be achieved by examining the variance of the absolute value of the normalized

25 signal level over some time period. If the variance of the absolute value of the
signal exceeds some (different) threshold, a collision is said to have occurred on
that particular channel (due to conflicting binary data values of different tag's
ID data — see FIG. 17); otherwise, a single signal is said to be present on that
channel (as in FIG. 18). A channel with a single signal present on it is also

30 termed a "single occupied” channel. Once again, those skilled in the art

recognize that filtering or averaging of these measurements and indicators may



suppression or cancellation in such a system must take into account the 15
estimated signal amplitude and phase when canceling identified signals.
Specifically, in one particular embodiment of the system, the presence of a
low deviation ASK signal(s) from a tag is typically detected by subtracting out
any mean signal level (i.e., dc value as in 1380) from a channel to obtain a
normalized signal, and examining the abolute value of the remaining 20

(normajizadli-sipfah e demeiinemhamay o NaILikiALS RFR R Jf@matic gain

control (also in 1380) may also be applied to further normalize the signal
levels. EHREES-sitfival tedensetdbeding peeiaediar isRasrsedtiE fecfier 100
must tyipealyrgigghifdaugniési onthasupseueadineriiy o ansrelactbisteray
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Once again, those skilled in the art recognize that filtering or averaging of
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the normalized signal on each channel. The variance of the normalized
signal ﬁ&ﬁsﬂéytﬁﬁ?@?ﬂtbﬁ%@éﬂoérp&%&?ﬁmand represents deviation from an
ideal signal. Once again in the preferreg gmbodiment, a reduced complexity
nmigans for determining signal cmpmﬁ, ,m]efm%lc‘ In particular, the
absolute value of a normalized (possib@/ de- corrected) error signal is

accumulated i1 B GRRANR! MBI RGN G PRAR RIMG AR g egHation
above, the normalized variance for each channel (VARK) can
channel to determine if two or more signals are present on a given channel. If

the cumulative absolute error signal exceeds a second predetermined (though
possibly adaptively determined) threshold, a collision is said to have occurred
20 onthatchannel. The normalized error signal (i.e., the summation term in the
above equation) can be partially determined from results of the reduced
complexity signal presence calculation described above. Specifically, the
normalized error signal can be set equal to the absolute value of the optimally
sampled despreader output minus the absolute average signal level (determined
25 by scaling the cumulative absolute value computation above). This value can
be summed over all or many despreader output bits to provide additional noise
averaging (in order to increase the SNR of the estimate). This method also has
the advantage over traditional variance estimation (sum of square of sample
minus average value) means in that it does not require costly multiplication

30 operations to determine the presence of signal collisions. The variance measure



be computed as follows for each despreader output, where B is once again
the (possibly different) estimation block length: B 15 VARk =1
YIIDSKM-ABSKj 1-1 This computation is once again generally performed for
each code channel to determine if two or more signals are present on a
given channel. If the cumulative absolute error signal exceeds a second
predetermined (though possibly adapti\ﬁa?ly determined) threshold, a collision
is said (pArayepeassincaRen ihatehannslsitha totmires e5mr signal (ie.,
the summation term in the above equation) can be partially determined from
resultsU8FHREARAIRED complexity signal presence calculation described
above. SpecHigallysiliiRq APMRANZRARIE HANAbRAR PR SHLRAHBII AR Ie

absolute value of the optimally sampled despreader output minus the
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determine the presence of signal collisions. The variance measure
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methods available to detect the presence of a signal, and to detect the
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or not dedligimdsabac)r on a channel, standard error correction means can be

employed to éorre t for 10 transmission errors and improve the gccuracy of
tH3 i gnal es nce the reader receiver ﬁas calcu atea t%e abO\Pe quantltlesq‘or a glvgn
communications pass, it can determine other signal quality measures. Such

measures may be utilized for determining when poor channel conditions exist
and a complete read cycle needs to be performed (possibly due to improper
signal cancellation conditions, as further described below). Specifically, the

20  SNR of successfully received signals can be estimated by taking the ratio of the
average signal level divided by a noise level estimate. The following equation
shows an example of this computation, using the above notation and equations,

where the average signal level on a single occupied channel has been

determined to be (ABS;), and the normalized variance for an unoccupied

25  channel has been determined to be (VAR,):

SNR=20-1o ABY ]

VAR - /N, -0482]

The noise level estimate (0.482 for Gaussian white noise) can be shown

to be mathematically related to the each unoccupied channel's despreader output

as described above. The SNR values for each channel may be averaged over all



Once again, these signal characterization measurements are typically
performed on all of the available (possible) communications channels in a
given pass (which may vary with the pass number of the multiple pass
algorithm, as described above). 15 Once the reader receiver has calculated
the above quantities for a given communications pass, it can determine other
signal quality measures. Such measure?may be utilized for determining

when RRRICHRANPRECARMERNS Gatigh AdehGeCNRASIEIRAkAY CigAgeds to be

performed (possibly due to improper signal cancellation conditions, as
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present. Recall that a collision is genérally defined as when two or more tags
utilize BEIUHEGSommunications channel during the same pass of the

multiple passy glgf{itgmURRBATRISIRL PERYIM QRS BER GhaNHetbsn
data for that

(or some other type of signal integrity measure) to ensure that the data is valid
and received correctly. Also note that if the tag channel selection data is
transmitted, the reader 100 may also check that the tag 110 has indeed
communicated on the expected communications channel (serving as another

20  form of error checking for the portion of the data that is used to determine the
channel as described above — also see FIG. 18, where the channel selection data
222 for the second pass must match up with the channel choice, as identified
with 1820, 1830, 1840).

Once the signal from the tag 110 is known (and possibly confirmed), it
25 may be removed (as described below) from the rest of the signal population. A
form of collision mitigation is implemented if a signal from a particular tag is
effectively removed or subtracted from the signal population (through a variety
of possible algorithms described below). In this manner, the signal from a
known (identified) tag can be removed, thus removing unwanted "interference"
30 from the system. This effectively frees up valuable communications resources.

In effect, the entire system is a self-organizing network, where all of the



10 channel is generally lost if no collision mitigation techniques are utilized. If
a signal is present on a given channel, and no collisions are detected, the
particular signal on that (given) channel is typically said to be successfully
received, and the reader 100 generally knows the entire data sequence of
that particular tag. 15 Note that some embodiments may perform error
detection or correction (or some other tﬁa)e of signal integrity measure) to

ensure,thaisagdiataihy ithe dBAHEL REMGE GUERAHF- thiSRAGRERAL If the tag

channel selection data is transmitted, the reader 100 may also check that the
tag 118'#REEMER Ot SHAMUMIERREGISH thRSIHBLEess B AYRINESESAY Khannel

(servingatisenpéhenitth fo ost i @rrartigageking for the portion of the data that
is used to determine the channel as described above - also see FIG. 18,
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communications resources. In effect, the entire system is’a self-organizing
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does not have to be exact to realize a benefit from collision mitigation. FIG.
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readertteasrsisatope weorgphitaattinatee pgeferoedhertiisotintend)second
predetermined transmission conditions are possible to control the groups of
transmissions from the tags. The maximum number of passes is generally
determined by the particular channel selection algorithm, but is partially limited
20 to the data length (in bits) divided by the sum of the channel selection portions
of data (in bits) for completely unique (non-overlapping) channel selection
choices. Thus, in the example given above with 128-bits of data, and 8-bits of
channel ID selection data in each pass, there is a maximum of 16 (i.e., 128/8)
communications passes in the multiple pass algorithm (before non-overlapping
25  channel choices start to repeat again). Thus, given a channel (e.g., PN) symbol
rate in the preferred embodiment, the maximum interrogation time can be
determined, and the total acquisition (or reading) time is fixed for all cases
given a required number of transmission passes (as also illustrated in the

equations above).

30 Preferred embodiments of the reader 100 utilize any one of several

forms of collision mitigation techniques. Collision mitigation techniques



As described above, the reader 100 will generally keep transmitting ata 10
given power level until some confidence level (or probability) is obtained that
all actively transmitting tags have been identified. As noted above, the reader
100 directly controls the number of passes that the tags transmit on by
controlling the first and second predetermined transmission conditions. In the
preferred embodiment of the present invEntion, 15 the reader transmit power

level iRl FPRSLRATAR MRPSY: 1 CONKINE o AGRBISSIAMR AR Hinnel.
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data in each pass, there is a maximum of 16 P%E communlcatlons
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one of several forms of collision mitigation techniques. Collision mitigation
techni§0B® 188 enerally lessen the impact of collisions on a given

communicatieg chgnieli ddealbiniieyF EMRAG RRig IRGISeAR RREUSHR of

collision on a channél. This can be accomplished inthe described system by
(at lea¥POOMEEYRIRATFOBRENEYaARE EXABVWANSIGHAIRARTE CURRIRE(RE the
knownrsiirelfisioptoecteia) piaval madrGylatipadanep MRRIBISeRASchs
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cancelfgtieralig cbsily iresusioseditert ttited tag elefaraaguisgioal (reading) times, and
can greatly increase system capacity. Once again, it is assumed that the channel
IS quasi-static, and the system is relatively linear for best system performance..
20 In general, the more signals that are known (i.e., successfully
determined), the fewer tags appear to be present in the system for a given pass
of the multiple pass algorithm, when utilizing collision mitigation techniques.
Since the data stored on the tag 110 directly determines the channel selection in
the preferred embodiment (or it is otherwise known by the reader 100), once the
25  reader 100 has successfully received the data (generally occurring when the tag
110 transmits on an otherwise unoccupied channel), it knows all of the channel
choices that the tag 110 will make for every pass of the multiple pass
communications algorithm. Thus, the reader 100 can then predict what
channels the tag 110 will utilize for future (and past) transmissions, as above.
30 Note that the observed signal levels from the tag 110 are also generally

measured (and low pass filtered) in the reader 100 during the normal signal



subtraction may occur at any stage in the demodulation process (e.g., it may
occur at the chip-rate or it may occur after despreading in the preferred 10
embodiment). The preferred embodiment of the present invention performs
collision mitigation after despreading in order to reduce the implementation
complexity. Generally speaking, a family of collision mitigation techniques
exists of varying levels of complexity, afit they are generally more complex
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implementations that do not utilize collision mitigation techniques. However,
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channels the tag 110 will utilize for future (and past) transmissions, as above.

30 NotéethrAPIRERINELNEA ABREF KU Bin (Beestaly da0orericbrohdrally

measwigtafantlow faassiieee (iier hiepieadian)LOpreisrrgHdexpedieadigiginal
41 deﬁect"qfn 0Cess,.so a reliabl estir‘p te 0 iven (non-collidin %tag's
it 5 S & e
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transmission passes. 5 Specifically, the average sgnal level (and possibly

phase) for edéfhestiepasktifyassckiliePta AR AT AR R5E Lo iRteHsH (BY It
averaginenayesrsMidieread cycles), the interfering tag's signal level can be assumed

to be stable; thus, a locally regenerated form of it can be removed or subtracted

20 from the composite received signal. Since the signal from a successfully
received tag is no longer needed or useful (once its data has been determined),
removing it frees up communications channels for other unknown tags to
communicate on. A known tag's data signal can be recreated by multiplying it's
demodulated data symbol or bit sequence with the average expected signal

25 level. The subtraction of this signal can occur after despreading; otherwise, the
particular chosen spreading sequence would have to be reapplied if it were to be
subtracted before despreading (which is not at all desirable from a
computational complexity standpoint). Note that the tag's signal will be known
to change channels in each pass of the multiple pass transmission algorithm,

30  which can also be taken into account in the subtraction process. Also note that



portion of one or more transmission passes. Recall that a tag is successfully
received when it transmits on a single occupied channel, in which case its
data can be successfully demodulated by traditional means. Once again, in
order to 10 simplify processing in the preferred embodiment of the invention,
the average cumulative absolute value is computed (as in the signal
detection stage described above). The é%/erage value of the (possibly
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%ﬂ?i?f

its data 194§ BREXAERIEMRIM SR FRnARANRIP IPRRSEI USRI Soibiston
channedgitpiiofecHIRAWINERQ thEprocssying iqRifopmediKAQAHUSAGS @1
signal can Re re?r?atted ¥rrr11ultipl ir&g it'ts demo ulatte(al.datagﬁymbol or bit
sequefce With &' Averaye expelied Signar o EveT ThESObtra didr s this
sighal Thaocess giearalbsimediindetetmémrnswhible tagadicuti0chagdave

spreadifg SSANFRMHINAHY BRYG 6 (G3RRLRBG thWRRlee a%ﬁ?ﬁl%&ed

before despreading (which is not at all desirable from a computational
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subsequent passes of the multiple pass 5 algorithm (in a forward direction
with re§SEEaBYeptPRENSTHUEN AR IR Bcreatiadev At ateasygdieally

termederfuarg siomiai pvenitigatioR.dnkemPddiment of the present invention, once
a tag signal is estimated (determined within some level of accuracy), it is
20  subtracted out from the proper (pre-determined) channels in later passes of the
multiple pass transmission algorithm, negating any interfering effects of that
(known) tag's signal on other signals transmitted by other users. This technique
is made possible due to the deterministic nature of each tag's channel choices,

which are typically based on the data stored on the tag 110.

25 The quasi-static channel assumption becomes important here since the
measured signal level and possibly phase will generally be assumed to hold for
all subsequent passes, or at least the current pass of the transmission. In
general, the signal level estimates could be updated every transmission pass to
account for slowly varying channel conditions. Note that only the known tag

30 signal information (typically contained in a data structure or list) and the

composite received signal from the current transmission pass (or burst) needs to



shows an example flow chart for reader processing using forward collision
mitigation techniques, where the processing is performed in a sequential
(e.g., one channel at a time) fashion in order to ease understanding of the
process. 10 The process generally involves determining which tags 110, 120,
130 have successfully transmitted their ID data (as described in the receiver
algorithms above), and keeplng a data &tructure (or list) containing known
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involves
identified tags. However, since signals are subtracted out from prior

20  transmission passes (in addition to the current pass as in forward collision
mitigation algorithms), additional collisions can be resolved. For example, if
data from the third pass of the multiple pass communications algorithm is
resolved (i.e., successfully received), it may result in the data from another user
being resolvable in a prior pass (e.g., the second pass) of the algorithm, which

25 inturn may free up another user that was previously colliding in either a prior
(e.g., the first pass) or subsequent pass (e.g., the third pass) of transmissions.
Every time data from a new user is resolved, its reconstructed signal is
subtracted from all transmission passes (up to and including the current pass),
and the number of channels that are single occupied and those in collisions are

30 evaluated again (for all possible communications channels and passes). In this

manner, the reader 100 may cycle through all of the available transmission



subtracting known signals from both subsequent and previous passes of the
multiple pass transmissions. This is possible because, once the data from a
tag 110 is identified, the channels it occupied on previous passes can be
ascertained and its contribution to any previous collisions can be nullified.
This class of 10 collision mitigation algorithms is generally termed as
bi-directional collision mitigation techniq‘ﬁes. Bi-directional collision mitigation
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data from a new user is resolved, its reconstructed signal is subtracted from
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continggavilihidietiasiedTBCliRNAks functions such as descrambling, de-encryption,

classification, and removal of redundant items (which power up in more than
20  one power-on range in the preferred embodiment of the present invention).
Note that some or all of these functions could take place at a centralized
location, thereby serving multiple readers or antennas.
Once a complete read cycle using collision mitigation techniques is
finished (i.e., all active tags are identified), the signal source (or interference)
25  parameter characteristics for each signal in the system is known. A complete
read cycle is defined as a signal source transmission where the desired number
of tags is identified. Typically, all tags are identified in a complete read cycle.
In particular, the signal source amplitude and phase are effectively known (or
estimated) for each pass of the multiple pass transmission algorithm, and the
30 received data sequence for each active tag present in the system is known (via

standard demodulation techniques). In effect, all information is known about



5 collision mitigation algorithm. The effect can be quite powerful in later
transmission passes, allowing a number of tag signals to be resolved which is
much greater than the available number of communications channels. Note
that since the spreading gain can change dynamically (per pass), it may be
necessary to re-normalize signals for a partlcular spreading factor 10 before
subtracting them out from the composite $teceived signal. Also note that the
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performed in any order (in time). Once all of the tag data has been received,
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source transmission where the desired number of tags is identified.
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effectively useless from a communications system standpoint; thus it is

treatedVi8 ipReerahe & Hieremietse sap syttt mitpaicd elfdwimiRigation

technigiigsl conditions or known interference characteristics), it would take a similar
amount of time to read as the original shelf configuration. For example, assume
20 that reading a 100 items for a given RFID system (and algorithm) takes 1
second. Reading 98 items (say the original shelf with 3 items removed, and 1
item added) will still take nearly 1 second (or 0.98 seconds if the system is
linear). However, by using known interference characteristics (i.e., the signal
source parameter information mentioned in the paragraphs above), it is possible
25  to greatly reduce the read transaction time for such cases.

In fact, in the preferred embodiment of the described system, it is
possible to make the above scenario's read cycle time equivalent to that of
reading only 4 tags, instead of 98. Thus, the reading transaction time can be
greatly reduced (to a value of 0.04 seconds, if the system is linear). The reader

30 insuch cases is reading only the "delta population”, or any changes in tag

population due to the unique characteristics of the system and collision



discussed throughout Section V. The complete read cycle is known to take L'
5 transmission passes for a given tag population, which can be associated
with a total transaction (read) time for a given collision mitigation algorithm,
depending on the signaling rate and data payload size, as described in the
equations above. Often, in many shelf inventory systems (e.g., retail
environments), only 10 a small number ¥ items change in a given tag
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known interference characteristics), it would take a similar amount of time to
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to greafly reduce the réad transaction time for such cases. In fact, in the
preferi@PRIIBbIIMeN LigiaRE NFa5ERh EAS JRYBANX ROPHERISBRe to make the
above scenario's read cycle time equivalent to that of reading only 4 tags,
instead of 98FMhisshibvesregeliegltflmsdisgommtimeccandnee gridad prefeluestd (to
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is reading only the "delta population”, or any changes in tag population due
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algoritpreferrehisni RisRMPISHEFrahbinratfarnMikdoliu vy Sempeteceead
Cyele A Rt B R G RRIAGRRNS SRS T Pl &R B10) are
effectively utilized as initial conditions for the signal cancellation or
suppression process. In a manner similar to that described above for the
20 standard interference cancellation algorithms, data structures containing average
signal amplitudes, phases and channel selections (i.e., tag data sequences) are
kept for each tag during the normal read (and collision mitigation) cycle process
(523). The estimated signal parameter information from step 520 seeds the
collision mitigation algorithms 540, such that if no items were added to or
25  removed from the tag population prior to the second read cycle 530, the first
pass of the multiple pass transmission algorithm would show that no tags are
present in the system (since all known or previously discovered tag signals were
subtracted from the received signal). Note that a pass in the multiple pass
transmission algorithm is a subset of a complete read cycle, as described above.
30 If aparticular tag was removed from the total population between read cycles

510 and 530, its contribution to the composite signal would no longer be



known or stored information about each tag's signal, gathered in the previous
read cycle. For the purposes of this discussion, the stored information can be
5 any signal source parameter, such as received signal amplitude, phase or
data sequence. As long as the channel remains relatively static over the
period of time between read transactions (i.e., tag coupling characteristics do
not significantly change), the same signﬁl or interference cancellation or
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above. 30 If a particular tag was removed from the total population between
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longer fiaghfithe PEESIOEY. SkiRMYEMRT ciMitioninneakn el pelamatentimesontrary, the

reader COIIISImore importantly, since estimated signal source parameters (or

20 interference characteristics) from a previous read cycle are utilized in a
subsequent read cycle (i.e., estimated signals are subtracted out) in the reader
receiver, all of the channels that were previously occupied by tags present in the
system become free for communication for other tags (either new or ghost tags).
Thus, the overall system behaves as if only the smaller number of additional or

25  removed tags are present (i.e., the delta population), and read cycles become
much faster.

As a read cycle that is aided by prior information progresses, the reader
may determine that prior assumptions about interference characteristics are no
longer valid (e.g., due to coupling characteristics changing). The reader

30 receiver may also choose to not use prior information if a long period of time

has elapsed since the last read cycle, causing the estimated signal source



mitigation algorithms would have to assume that the tag is still present, and
attempt to remove its contribution from the composite signal. The normal
subtraction process of the collision mitigation algorithm would then cause a 5
signal to show up that is the negative image of the particular tag's known
transmission characteristics, since it was incorrectly assumed to be present
in the composite received signal when itffact it was not there. Thus, a

negatiyg @heighashdmosisi o asilaPasRiity BesieseRbiRharead

signal population. Such a tag will show up as if it were an individual "newly
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previously occupied by tags present in the system become free for
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changing). The reader 30 receiver may also choose to not use prior
informAHRPHS RSHEN R eAaiAe siaa! dnayinistoahidberipsRiGeaiorpation
causingpithie: eRjiAIaWRASIgNAk SPEEES ESBinformation (e.g., a change in
temperature) can be demodulated normally and quickly to arrive at a new
20  received signal data sequence.

In addition to the considerable benefits of reducing the required time to
perform an inventory, the amount of data that needs to be communicated back
to a central controller device or inventory manager is significantly reduced.
FIG. 6 shows a high level system example of a reader 100, tags 110, 120 and

25 130, and a central controller device 630. Generally, the central controller is
responsible for aggregating all of the communicated data from the source
devices (possibly consisting of several RFID reader-tag systems, e.g., 610 and
620), and may contain or be linked to a database to manage inventory. The
central controller device may also be remotely located, and data may be

30 transferred to and from it in any variety of ways (e.g., wireless networks, local

area networks, wide area networks, fiber optic networks, etc.). For the above



parameters to be invalid. For instance, the coupling or signal characteristics
may have changed if the frequency of operation or shelf configuration (e.g.,
tag orientations or environment) has significantly changed since the last read
cycle. This case can be detected by the reader if the estimated SNR or CIR
ratios (for 5 successfully demodulated data channels) fall below a
predetermined threshold, for example. the reader in such a case may
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of the received data. Alternate measures of such a case also may be
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time to perform an inventory, the amount of data that needs to be

commGRTAIEORABR "earar cBRARKAREOARMIREK savResOnificaMty s desdager is
Slgnlflmﬂmgammrbnﬁﬁlcﬁ\@hm@h@hlmlc&s{@m@mm@m@ reader

Ic_hs gl%tl r% Orand a central controller device 630.
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to a database to manage inventory. The central controller device may also

be renfSdfpIoateBVHK AR AR B E S TRIREIERRPRJ RosEl o Mici v Hedasy
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20  central controller device, which would also incorporate a network node and may
serve as an information hub.. In this manner, reader devices with their
associated network nodes could relay inventory information to other network
nodes, and eventually to the central controller device. As in the system
example above, it is advantageous to relay only information related to the

25  change in inventory information, so as to keep network traffic low. An example
of such a network might be an IEEE 802.15.4 network, which is a low data rate

mesh network of low power devices. Other networks could also be employed.

30 Examples of System Operation

The operation of these algorithms is perhaps best conveyed by way of



49 example, in the original accounting of 100 items, 128 bits per item ID
would require that 12,800 bits be communicated back to the central
controller or inventory manager. If the population on a shelf wasn't changing,
every time this shelf was accounted, 12,800 bits would need to be
communicated, even 5 though no new information needed to be reported.
However, if only the delta- population is E_t?elng accounted, only the
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mventory information to other network nodes, and eventuall the central

controffEyebied tbsstétasm@k%w i 0@%3&%@‘&8&9@ itl i&“&d%ﬁﬁtﬁ@%@h@ £
relay oflysiphpEaiiee §@Aaéedfteatttet2gisqbaﬂﬂﬁrfrattaw@t@éu tﬂfsellﬁéﬁlb@éloﬁo as

to k etwork traffic | A { b IEEE
302 1D NAAREHR AHRETFID b L B a0 AR SPio power
de&ncetra@thlexlmetwmd(pre:fetrleﬂalsbddmmntplh&yédoctaml{gttsmpdae‘miﬂﬂwem
Operaﬂ?thér BEARRLIHAR ShiRHG SRR IS RIRREARThEaaveyed by

convenlence

Tag 1: 0033 0436 07...
Tag 2: 1106 2551 65...
20 Tag 3: 4767 4416 41...
Tag 4: 2044 6111 36...
Tag 5: 6072 3355 74...
Tag 6: 1476 5432 40...
Tag 7: 5443 3675 34...
25 Tag 8: 21355115 64...

Tag 1 will choose channel 0 during Pass #1, channel 0 during Pass #2,
channel 3 during Pass #3, and so on. Tag 2 will choose channel 1 during Pass
#1, channel 1 during Pass #2, channel 0 during Pass #3, and so on. From this
list, it can be seen that, for Pass #1, which draws a channel from the first octal
30 digit, tag 1 is the sole occupant of channel 0, tag 3 is the sole occupant of
channel 4, tag 5 is the sole occupant of channel 6, and tag 7 is the sole occupant

of channel 5. Since there are no collisions in these channels, tags 1, 3, 5, and 7



examples. The examples will detail a simplified, hypothetical system of tags
that draw random channels each pass. FIGs. 21, 23, and 24, which will be
used to explain the example, are a state diagram of the system, showing
which channel each tag picks to communicate over on each subsequent
pass through 5 the transmission algorithm. The states in the example are
unaltered outputs of an actual experlmeﬁjrt using a random number generator
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Pass #1,.6lh/yne éB dw\;vréglﬁga&gv\#g channel 3 during Pass #3, and so on.

Tag 2 will choose channel 1during Pass #1, channel 1 during Pass #2,

channel O during Pass #3, and so on. From this list, it can be seen that, for
Pass #1, whithF@fas @%ﬁﬁ'&(ﬁéﬁ fishinuebvaddh Gctall s digiaaay insalssole

occupady whehaenagliferiaged is tass $0lereceaanoldiahanae] Aretagymésvthe
sole ogeHPARS!. CANNS Pt A Ae%e SRS RS SHBA 1 can yet be
15 identified. Statistically, for eight tags and eight channels, there is a 1 — 81/8% =
99.76% probability that there will be at least one collision. This result comes
from the more general case of the probability of no collision between M tags

over N channels given above:



of channel 5. Since there are no collisions in these channels, tags 1, 3, 5, and
7 51 are successfully identified in their entirety; tags 1, 3,5 and 7
communicated their full ID in a channel that had no collisions. On Pass #1,
however, tags 2 and 6 collided in channel 1, and tags 4 and 8 collided in
channel 2. These tags cannot be successfully identified, and will require
subsequent passes to be resolved. 5 Th¥ reader 100, observing that
collisions exist, leaves the power applied at thg, pregent level and allows all
of the tags to draw another%fﬁ@rﬁﬁ@!%%ﬂlgﬁgqﬁ?ﬂmctal digit for Pass #2.
It should be noted that none of the tags know whether they have
successfully communicated their ID information at any stage of the
transmisgion frecesh{Collsitg readar {possises} i ravileogeistsunle
signal 1 en.the entjre readin Process Is the
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that were in collisions in Pass #1 can yet be 15 identified. Statistically, for
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above S TSy O AR SR AGERD, o RS At
1 -Pt nejghb tesivin) oMhehanogilvissetrisosdgnie probablllty of at least one collision
for each pass through the algorithm. For this combination of tags and

c@gnn%y&wﬁg&vgﬁg&ggp@)@mﬁnments 5 2.7498 of the eight

channelsare unoccupied per pass, 3.1386 of the channels contain a single

tag, 1.5737 cjpppelag i RIRRR B AhRRRAls RR2EH: Fitags,
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the tag are additionally known, then the contributions of that tag to collisions

can be nullified. The signal from the tag can essentially be removed from
15 subsequent collisions, thereby effectively removing it from the population.

Consider the experiment shown in FIG. 23. Tags 1, 3, 5 and 7 are positively

identified during Pass #1. Assume their signal levels and phases are also

determined.

During Pass #2, tags 1 and 5 are known to transmit their data over
20  channel 0. With their known signal level, they can be subtracted out, leaving
behind only tag 4 that can now be identified. Likewise, tag 7 was expected to
transmit its data over channel 4 during Pass #2, and by canceling out this tag,

tag 6 is left alone to be identified. There is still an unresolved collision on

channel 1, so at least one other pass through the algorithm is required.

25 During Pass #3, tag 2 shows up by itself and is identified. Tag 1 was
expected to transmit its data over channel 3, so it is subtracted out, leaving

behind only tag 8, which can now be identified. All other collisions contain



eight tags in one channel were recorded. 10 Forward Collision Mitigation
Example When a tag is individually identified, its channel choices for all
subsequent passes are known at the reader 100. If the signal level and
phase of the tag are additionally known, then the contributions of that tag to
collisions can be nullified. The signal from the tag can essentially be
removed from 15 subsequent collisions,%ereby effectively removing it from

the pogHIAiARw ARSI N SYREAMAM SR bEN e oihIdBPh tnde S and

7 are positively identified during Pass #1. Assume their signal levels and
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Likewise,r}ag was expected to transmit its data over channel 4 during Pass
#2, and by canceling out this tag, tag 6 is left alone to be identified. There is
stil an unreséhredstatitisionreh totsignall stresotabfddentifieg tagsctapdetorpugh
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identified. Tag 1 was expected to transmit its data over channel 3, so it is
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Consider the case of an augmentéed PN channel. For this' experiment, the
tags woaHcpoeE ffralidhitsdede brAdB N6 Rn Bt Fhilyaeeg Cxigiette d
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128 bits, a gain in signal-to-noise ratio of 36 dB results.

Bi-Directional Collision Mitigation Example

Even greater improvements in accounting time can be made if the reader
100 stores waveform samples from previous passes. With a stored waveform,
20  previous passes can be revisited and treated as subsequent passes, from which
previous collisions can be cancelled out. This is because once a tag is
identified, not only are all subsequent activities known, but all previous channel

choices and signal levels would also be known.

Consider the example shown in FIG. 24. During Pass #1, tags 1, 3, 5
25 and 7 are identified in both bit pattern and signal level and phase. As with
forward collision mitigation, tag 4 can be identified in Pass #2 since the effects
of tags 1 and 5 can be removed from the collision on channel 0. Likewise,

removing the effects of tag 7 from the collision on channel 4 allows



would be done for all bits (e.g., 128) in the ID, giving an average over 8 x 128
= 1024 samples, for a signal to noise ratio averaging gain of 10 log (1024) =
30 dB. For more practical cases where there are many more expected tags
and 15 many more channels available (> 32), the gain increases. For 32
channels and 128 bits, a gain in signal-to-noise ratio of 36 dB results.
Bi-Directional Collision Mitigation Examﬁf’e Even greater improvements in
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from previous passes. With a stored waveform, 20 previous passes can be
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applicatjon of forward cqllision  mitigatipn, tags.1,.3 A?.F? 6 and 7 are.known.
lnsteag{%oﬁ%iéo&mzar{ggﬁ%f—awectmn#?co'ﬁsm rﬂﬁfqgtldn bme more si nlhcraﬂ

hird pass, the results of Pass #1 may be revisite
after apppring Jerweantae bistbanntisgatidags\wfierineg vddentified during Pass 5

#2, it can be moveg] from charrrl]nﬁl 2 Iofnthe ztore%lrgﬁ]ults Oflhh? first pass to
resolve tag 8. that0a§ B Rleniiiey ofl?ﬁﬁgs X %n#ﬁ, iFEER IS0 BE Réfoved
from dremmédsionhitherisiorgoretesality ehphey fivgtpass seectsolvectain2edriihis

case, a@évswamﬁﬁsﬁ@ﬁ%ﬁﬁgk@r&%&a&r&qaﬂ%uycéﬂ&aﬂfx@@ gighkiags- The

benefits of both forward and bi-directional collision mitigation become more
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to the preferred embodiment and actual examples detailed in the text. The
present invention also has applications in two-way communications devices,
actively powered user devices, and networked devices without departing from

20 its essential characteristics (described in the claims below).

The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described
embodiments are to be considered in all respects only as illustrative and not
restrictive. The scope of the invention is, therefore, indicated by the appended

25  claims rather than by the foregoing description. All changes that come within
the meaning and range of equivalency of the claims are to be embraced within

their scope.
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described. The incorporation of collision mitigation techniques, dynamic 15
channel profiles, and power on ranges further improves system performance.
The described communication system has many applications that are not
limited to the preferred embodiment and actual examples detailed in the text.
The present invention also has applic&fons in two-way communications
deVieedairgctively powered user devices, and networked devices without
departing from 20 its essential characteristics (described in the claims below).
The present invention may be embodied in other specific forms without
departing T RUUEHPG BELAFIMINISFAR L8R SKRS %Fhe described
embodimenés/angsigrals tonsiddrest onesdigres penis anhjng s ificsswigtinkesaundenot
reﬁ}g%h{%sg;g,e scope of the invention is, therefore, indicated by the

appende ‘claims rather than by the foregoing description. All changes that
come witBsHMiEera defst@ratianah seuseagiANEienbjsedt eRSTRRIAGSIve TGRS
eMPIAE LIV R sIIRIF SePREraRm¥FRiaim: 1. A communications method
comprising the steps of: receiving signals from at least one signal source

during a first¥IgAa1908 15 HAM st AR e SSRR Ot R fHY "9 A SEAioBR Aayree

souteerpasamelat based on said received signals during said first signal

source tr iSsion; receivi ign rom.at least one, signal source during
 second SLLTGG PR SEAEEn SO0 Bt i SR
betiaasmissgasitsinanalsaden engralisetateional nenipsianseisirnd sanarises
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least one expected signal as a function of said at least one estimated signal
soSIRBISALRORRTEED The method of Claim 1, wherein at least a portion of
the received signal from a signal source during said first signal source

rapsmission is also receiv rng sai nd signal source transmission.

wagsmissign is ASRJFCRIEd duling-sail.secand sidnal sourse. bansissio

3. The method of Claim 1, turther comprising determining that a signal source
a signal source during said first signal source transmission is also received during said

second signal source transmission.

3. The method of Claim 1, further comprising determining that a signal source
transmitting during said first signal source transmission is no longer transmitting

during said second signal source transmission.

4. The method of Claim 1, wherein the step of estimating at least one signal
source parameter is performed for each signal source during said first signal source

transmission.

5. The method of Claim 1, wherein the step of receiving signals from at least one
signal source during said first signal source transmission comprises performing a

complete read cycle.



20 transmitting during said first signal source transmission is no longer
transmitting during said second signa%bsource transmission. 4. The method of
Claim 1, wherein the step of estimating at least one signal source parameter
is performed for each signal source during said first signal source 25
transmission. 5. The method of Claim 1, wherein the step of receiving signals
from at least one signal source during said first signal source transmission

6. comptR&RHaAd MBI LowiREaisn 1B gtepbesEneging d Iaathene stapalisqurce
pardnesRINCUIAPTISR af ROtNABNG: abdaARi PO FILRR/ERRIIRRI RMAMRIE or a signal

comprises at least one of: estimating a received signal amplitude for a signal
SOUHfr SR HRE A S MR SRS B A2 9BR S Qe AsLRmogH Lating a

re€iRadidatingata segedvied Ppasigalasaarence for a signal source. 7. The
method of Claim 1, wherein the signal sources transmit simultaneously

during each said signal source transmission according to a multiple pass

7.transmigsinethatoefitiamayingeréite &&t S1gealrensoRis siampassintilthheomsyhod
of Claim 1, wherein the step of determining the difference between the first

dusing EACLRYSRIARAISGUFER FRIREMAOR ASRIRN RoipHEaL RaRs HARsHYSSIon

alghffignence irefwerast dee aixeiniaiarspassence from a signal source in said
first signal source transmission and said received data sequence in said

second signal source transmission. 9. An electronic item identification

8.commmupieRteEHGISIM COMMISINGheatdpastiduia ddnireetidenicreavég:aveen
signal saurce' and at least one destinatio&HdH vice adapted 1Jor rece_iving

the HF?h RN ST AR S RRUGR HAN SR RIG S HAG S SROIRiGR e miaing
diffarsiey spiavecpsdiroadivgoaddeasiqoprceigioal Seigree paresietedibdirecsiynsaid

received signals during said first signal source .transmission, receivin
sOUSR AR RAIRIR ARG S grupY SR SwtRRG IRl e ol sulee
tranansssission, and determining a difference between said first and second
signal source transmissions using said at least one estimated signal source
parameter, wherein said at least one source device transmits in accordance
9. with aAmelkprermase tiddemitsioionalgoritonications system comprising:

at least one source device having a signal source; and

at least one destination device adapted for receiving signals from at least one
signal source during a first signal source transmission, estimating at least one signal
source parameter based on said received signals during said first signal source
transmission, receiving signals from at least one signal source during a second signal
source transmission, and determining a difference between said first and second signal
source transmissions using said at least one estimated signal source parameter, wherein
said at least one source device transmits in accordance with a multiple pass transmission

algorithm.

10.  The system of Claim 9, wherein said destination device is further adapted for
performing a complete read cycle for receiving signals during said first signal source

transmission; and performing a collision mitigation algorithm using said at least one



10. The system of Claim 9, wherein said destination device is further adapted
for performing a complete read cycle ggr receiving signals during said first
signal source transmission; and performing a collision mitigation algorithm
using said at least one 57 estimated signal source parameter to determine

estiRatitieignaesbauqRRaRiEtfits RRIFRE ANICFENah EOHERRSARSRIRFIPRA%

11. The system of Claim 9 further comprising at least one other device
Seﬁ%f&f‘%?%&%i@ﬁﬁﬁ%ﬁ@&%d destination device the difference between

said first and second signal source transmissions. 12. The system of Claim

9, wherein said at least one destination device includes a network node for

Venablfig S5SMAhiAIoh S UteERBRESHIAA! aghBmk RBGE dexierdepsAlD

reCSRAARFohY St QE tirlakionT drRCARM Gh e TdHYR N DNFd tvleeh Id4NAIMNSt And second signal
COMMUNICATION SYSTEM USING KNOWN SOURCE PARAMETERS

SOUISSHFRRPIIANSTHE DISCLOSURE A communications method including the
steps of: receiving signals from at least one signal source during a first signal
source transmissjon: estimating at least one signal source parameter based

190 iR AT VI HE 57 L 535) <k AES AR HEutoh IPELERy

neSigh &I B dtRfoRkIRARNY D BIGINA| Birc e AU gt dI3e60RY I5éanaticaviee
transmission; and determining a difference between the first and second
signal source transmissions using the at least one estimated signal source
parameter.
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METHOD AND APPARATUS FOR ELECTRONIC ITEM IDENTIFICATION IN A

COMMUNICATION SYSTEM USING KNOWN SOURCE PARAMETERS

ABSTRACT OF THE DISCLOSURE

A communications method including the steps of: receiving signals from
at least one signal source during a first signal source transmission; estimating at
least one signal source parameter based on the received signals during the first
signal source transmission; receiving signals from at least one signal source

10  during a second signal source transmission; and determining a difference
between the first and second signal source transmissions using the at least one

estimated signal source parameter.



