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WD 2008/ 146262PCT/ | B2008/ 052135 -1- AUTHENTI CATI ON OF
SECURI TY DOCUMENTS, | N PARTI CULAR OF BANKNOTES
wQ EiBMIa2éd. FI ELD The present invention penm2aés/052135
relates to the authenticationlof security docunents,
in particular of banknotes. Mire precisely, the
present invention relates to a nethod for checking the
authenticity of security docurrents in particular
banknot esAUieh gl O S oMb
conprise securi : : : lied or
ot herwi se provides 0 nts, which
ﬁéﬁﬂmur es corrprl se char act eristic visual
i insic to the processes used for producing
the_security docunents. The invention further rel ates
t o Ahgirjesant Eveaken Sﬁﬁ@@é‘é&’ inelptesite thaatienticgtion of security

dogeHeth‘glnoHértleel Bk d?fbér{ﬁtoﬁéég Qﬂehéeﬁ%%ggygﬁﬁ%?%so%t invention

or carryin

reldfesmid repandtbod pboohhackgmgsﬂrwralutberdmdw neEfnsecuityredtbcaiments, in
ot|m3| t he aut henti atlon of {the security

Pag BRRRNQLeDr WNRIE I GUIRNLGURGRUAEY dREUBISNHR:CRBrsg ssecurity

feé(‘tﬁfés |n¥é21 %E‘logrf&ﬁeﬂﬁ&@%rb@@eﬁeSHrt'hbyséﬁﬂ*t:y”é’écuments,
print or otherw se provid on secur

whidt meumty feanerarqqmpzmsz& chandctaristis . vigAKEROBD iUFNTidEo the

orodiSer st ot Db D Becly Getdufind™E fyeghon further
reI@fé%Cﬁ:f A digitalt SignaNPrsties¥ingnchit B@aﬁ@@nféﬂfycaﬁ‘f)@h@@ut kart of the
Most counterfeited banknotes are produced using

auéhﬁﬁ’ﬂ@ﬁtlfpmrd’geﬂ‘igdaﬁdd@ﬁ¢¢1ff¢rngaré)tf09 prrthetaidbenticatisagneihod, a

m&ﬁgélf@bﬂ)r?)dgging cgﬁgfn ddé) %?rﬂ%ﬁg?épﬂﬁﬁéﬁ V\é eT ggthentication
ofm@becmyldmumnts)bowrdmgl t@ttheseum@mtn@tlt;ﬁ&n@tfnod as well as to

Wi descf)r ead printing processes, .such as _ink-j
a metha K@’ dqtﬂ%tir}ﬁaﬁe%'t)bﬁ@@iﬂr%p%ﬂ*@db apeliegpr ﬁ’Fth@"SG provided
rga%%% duce substanti al
on ?ng) c%ﬁtﬁt @r ?&Ié?ég@ﬁ}ﬁ%é’ papers. Most
' roduced by neans of the
{/%Ngﬁ printing equi pmsnt and can

es ted : r
for QPIP%{P OEf%esca{' “&Qﬁﬁ&eﬂiﬁ,tgweﬁﬁﬁn Bl 'dhbkigtes. is and
ref@fA%eA Ghajor %'én@élfnsfﬁr tAETiR8LISEY Bhéstﬁésec‘émoﬁhﬁﬁrcﬁfﬁdsﬂwe world.
These counterfeits are often printed in screen offset

Magst. ce>unberfantedlhanka@tamresm’oéeeecbusnngsqomm@a vRAARgG anesprinting

ecipe Bpt STER00 AR I h G TRt o i BPRG skt The

adventeofddapeerd an@ coluiut Roplereirys well asmigh-résidit®in colour printers
conbi nati ons) . Mbst genui ne banknot es conbi ne

M3 itg U_é@aCPfi w@eﬁpwemdereriwtm QW%@S%@%a‘lU@H_ &y iﬂh’ﬂ@é@riﬂﬁng, thermal

pnﬂﬂh@tddﬁg laset E)‘?in%{;,sﬁ{ak%rs' iR rid B5RP BT 56HSLE Substantial
recto-verso register, and

volumes of counterfeited security papers. Most banknote counterfeits are

S
.

produced by means of the above-mentioned imaging and printing equipment
and can be designated as “colour copies”.

Offset-printed forgeries, or “offset counterfeits” printed using commercial
offset printing presses do also exist. These counterfeits are often printed in

screen offset (i.e. with multicolour screen or raster combinations that are
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5 letterpress printing. Intaglio and line offset in

particular allow the creation of high resol ution
w@aioBesa262 Wi t h great print sharpness. Letter prBSEIB2008/052135

printing is typically used feR-printing variable

information, such as serial nunbers. Further printing

or processing techniques are also exploited to print

or apply other features on banknotes, such as
cheradterisiiceecemmeartiaf offsel prigtingipantor ling effsehlike. nyitout any

| Skill ed persons having sone
Scéﬁ%ﬁfg%ﬁgg(¥Hﬁﬂgg%¥g%esses i nvol ved in the context of
t heMyspdeatinebaknbakashBimedigh Uiy SRipléd features created by
docunents do not as such have nuch difficulty in

intagkq Figing.dinengisRiRrintiog guith BgEUPRERISIOT Fasipyeguniagier, and
Ietpé?ﬁ‘pf’%gs rlntlﬁ C|n‘?§@|cj %r?é(hﬁé oﬂ‘séto h%%‘#t.&ﬂ%?d% %Hjesbrré%tlfm of high

TBanS I'ng glass

resaiigkion ipattposs inithegrieat IprrmreahatMe)SSI tettergrgss Ipelntlng is typlcally
characteristic features intrinsic tolagenw ne s?cur g
USgE JOMPANENG YaEALIgSNIHEatIRNa gHEY 28r$6hiad MuEREss Fyrther printing

e te
or RRbL S, QIR eGS0 e BihilEacto SRS Ay RN [egtHes on
bakkpolesdgeichb@ast sleeseréery grintimgi, nfpilwistarhping, nlaser marking or
ssar Iy present anobngst the public at large. In 20
peﬁfséqe:tmgcg ‘most individuals are relatively easily

decekyied girsdrd BEVihE SoRte kﬁ@\@le@?etﬁﬁthg%ﬁé@ése@ﬁ\‘fol%d in the
the counterfeit or copy is substantial simlar to

conteat 0bfthe Heodusiiginnef bl@@lmeéﬁs angihike $@quréw@psm¢@ts galnpot as

sufPharL e gV AL SHreRpeBRRETRES: FGgBb oy b, rom =

gedamenERiLmertuAltiGse IR Gt %, forsd/dSdanest usw@@mmecméarwsuch
and travel docunents, 25 etc. WMachi ne-based

asa@ Mg f\ing igkssotyRieRyr Weﬁdbﬁﬁﬁb@ tq iremegiatelyaidestify the

RSB M R SORAECLPOBRTE| BN R EL B e

mtaghc&pantzafememmt;apdttsnnmthar afd pmlsenabn tmest tatknotes as already
is also affected b counterfeltlag | nde

m‘?%'qn@gnoT 'EnDQW&Ve@deﬂH'r%$s Er CXRRTNEE AD k%%‘(‘/'&ﬁ@@dabom

sk AP R L Hedls b Sob Sonspl ok .

praeing, neosddedividogls, areurshativelyi eésibr @éeceivethbpdergenies as long as
and/ or net i,c nmarKki . As a. WO . .

S GeaR L (SR0 BT BBosRER 1 s2eY 4s Stbstantiall sialar tofat of the
gefBfldl dochrent Tuisheapiesahisomos Y&iIg NS R i Al ke foomext of
on such nachi ne-readabl e features and do not or barel

bapkoaeigeepuniereiting bl algp Asaregandp &ygean obpthendynes pbwemable

coR i b sty FfSc Ly BiprBE, e RBh i rafel doquments.

eté.he characteristic visual features intrinsic to the

processes used for produci ng the security docunents
( espEshina-Hasast ythentiationr 9, sequiity o‘#@@gﬂelﬁ& tle§- n@utomatic

bGP BofBEA 1hopacksh SRLunE B! & IS mochines.
autdmatic htetler b asamthiraast i‘(@ﬁtl\r’l);ahotm aéaremaltsepamd)nsihs'la'r hé&nancial
tran%agt%r! ren%c %@ngstagg g?f t% d'by counter“?‘a fcing nl\ﬁ%gteg dit %nr?ot unusual
to discover rather more advanced forgeries of security documents which also
replicate the machine-readable security features present on genuine

documents, such as infrared, luminescent and/or magnetic markings. As a
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10 devel oped by TNO Institute of Applied Physics in

the late sixties on behalf of the National Bank of the
woedokesd2ends. | SARD stands for Intaglio Scanni POI/E2d08/052135

Recogni ti on Device and is bas&d on a neasurenent of

the characteristic relief profile of intaglio-printed

features. A discussion of this authentication

principle may for instance be found in the follow n?
majtgreafdact, nBistenaBiinaRbdsed authepticatiemeysiems' egseindally focus on

sup A FEN ebEon Beennind 661 Pohee kL LB fgp acwal
vistee Widpgaction ofGaentisileisbcliat/ eleaRTes phrtdd apsied or S&ferwise

Jose, California, USA (January 28 - February 2, 1996),
preyvigedeainie sacusty gognentses9, 20pp. 159- 167;

o o .
s PRl the R aF b R T e P e RS rprogpsses
usBdtioh gradiciagethie, séciity SfRidbnsert2t(Bspetialiynattaghalpatterns, line
RO T LG NG e
) S - . . ;
bafly eSh ol in ulaeitey 6 matnnE Rieg TLAERGE PN
Hei An edeepbdrid meglsmbal_lahiSAFRN,te@tmmlegplarmmmh was invented and
o R S EP A A BRI P B BRIER o e

NetloR@l 'BANKCof RdiNWthe Pd<: IS ARRD Usthhdls 86 a6 &8dining And
Det errence Techniques VI, WO

Rexpgsitiona2evipe Bndee duesedsal 35measursarent @f dne charaaieristig, relief

pré‘*ﬁééf‘]@%%gé%)r%g%&?eiatﬁ%%G)A d%'c%ggi‘%ﬂg&?@ﬁ%%ut%%hﬁcgt%n principle

mapidnenitheed befowid imcthelfellewidgaageys ce for carrying out
this principle are also disclosed in patent

pub[RenRbl onKudlf1 . ¥29 RegeseeorPrisb Hipegtion iechriques for

7017662), N 7 :
A probl em w%teéﬂfr%'ﬁ%téﬁﬁ%”gag%?‘o’ggﬁ‘%?gp%%t%%. ‘ip%.%’rﬂioé‘m y
dependent oklédi@nitetmagingf Opteal SewlrisendCounterfeit
docunents and. t he presence of inkles in_the

Substrate oDSHESHE KROTHRUS SN AAEn RO ISA (January
affect the tu | of fi i i i10
inprints anggi tgé%t%t%t?’l %%g@yphgcf%gﬂ Sslk%bl?g{/: lh% %gg’y

10 was for ppsia®dé7applied as a pattern of parallel

intaglho-printed |j n th tch 5 ild

- suftf bl Hegte M. 28080 F Reslahanagedoni i Amsgraam.
current issyg RbtHeWapdBamkead&igh ARehdd®bGPbI Dutdh
practice, the | SARD was and is inly exploited by the

public at | BRGkNQtesHEP&BISRIE w142 InfemeatiohrhGymeesium on

Ig;; e Oy fﬁ@égq?{bbﬁ‘c[gpﬁae@ﬁb' oBt&l <8 rRPhAE TR lerfeit
Deterrence Techniques lll, San José, California, USA
(January 27-28, 2000), Proceedings of SPIE vol. 3973, pp. 2-
22 ; and

[Hei06] Hans A.M. de Heij, De Nederlandsche Bank NV, Amsterdam,

the Netherlands, “Public feedback for better banknote design”,
IS&T/SPIE’s International Symposium on Electronic Imaging,

Optical Security and Counterfeit Deterrence Techniques VI,
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15Further solutions to fight counterfeiting and

possi bly enabl e machi ne- based aut hentication may
w@onsig6i n i ntegrati ng specific authenticati oPCIBNOBYS2135

in the security docunment itse#f, for instance by using

speci fic taggant materials, such as rare-earth

conponents incorporated in the inks or enbedded in the

paper, or by hiding the authentication codi ng in the
printed pat Sannloseheatiornies USA (Wanagrysbf-d8l 2 @|6)di gital

" o . . ! 2
At hent cat PGB ST SP ol BRTH &7 . Bhe TR onever
I MpThesISARID egithestiddtiopepshdgleoind e déafienrirt céllwm@g)ut this
the design and/or production phase, and a
prl@@ﬂ%gtﬁaa@pr@S@g@J fn @@tenypue&ﬁaglﬁ@a GltIhaff Teh(¢aresponding
CHM 7). N TD'ﬁapﬁéQrHL@QbX??@%g&}\?tfe%Q'i‘@%?“rde” on
e designer and/or prirnter esi gn

pr opes®bRn avitt thie ISARID cpipowaghr rscteats ita highty slependént on the
nts, and al so neans that speci fic detection

d .
d%%ﬁ%w&&y aRgsuse ohihe deeHmerisi @il Fig prasense qfywinkles in the
suB&t-AeNbF ﬁﬁé'%hlﬁfo@ésesﬁ/hlcﬁ %@rﬁ’érﬁt@ndlpé’c?f’?daﬁ@ctt n‘r’e actual rellef

I ntegration speci’fic coding in rinted pat

préfde améiteaimtaglai soprie danditEuiedgezm byaﬂ%AREthWRfattemnology
EP.1 864 825 Al to,.th .

Wasntqs fRtenga, anlist Bh 2 o2fie™y R SRPAIY dniadliappnfet lifes, on the
and 5‘0‘1{;&%@5/ HBdwer ndteddlsSéPJ'e@SlﬂSWBZ)r ia8t\e8ll BEBH e current

hod for extracting information fromthe printed

isquecefUuroaakaptesi (seelietdooh In srasitedied SAGD wae and is mainly

e CREC BT o Ll PoRaiSic P! SoleBul’ Bfage. oy

sctah@mngty ail Wéﬂtﬁébatt@rr\:@ﬁpé@lldlah%gll@qilnby) subj ecting a
rrFIelrmeof the pattern to a Fourier transform

Heher sohdionpfier fight eaunterigitindeoed pREséPutenablg machine-
baQBQ lﬁuﬂ‘iérﬂ%a 8ﬁ r’rzagﬁ(g(#rgﬁnsetﬁﬁgm@ ﬁ@Ssadéc?fl(! %@H%ﬁ%ﬁtl&ﬁi %)rglng in

curvilinear Tm
the eadarityododienentoidself, i fon indtaseee Gyr taetlng)@lesificntaggent materials,

Fourier-transfornmed s ectral
SUGH I EATEARATHY FOMRNER %5@@(@%@85@1%@% AhieEatetiacsin the

pa?@? o Iﬁl ﬁitﬁ@ﬁt‘?(%‘tlohrb Pfth'étﬁfﬂqt%%a%rr?snﬂite?ﬁéblves
hus b More precisely, according to European
usjregt entcadtppl dlgaai watEmarkB@ t&dmigues. t hire entagdaiibn of specific

extracted [,00ki n t the 10 ect

H&ﬁlcgﬁ%@ggqc{mgsgn he secwl |98W3ﬁﬁta \A@:ve{Hp‘g)l S s;l)ecmc

préCUYsARLBf fRSHEIEFMERt Hlitnd 8td dbSigh ahdIpeptdduetie®Pha8e, and a
must be enbedded in a particular way in the printed

COﬁ@SD@'ﬂWQQtﬁPQ@étCﬁﬂY desigoed raythamiicatigo clecaniagey Thigpaeeasdingly

s e b B o By oy Wt Sl o ¢ oEgh process

anpiasrt ﬁlfdd%ctld)rm froassd ©f,théSsédigity eivdinightef akdrglpeaneans that
patent application EP 1 864 825 Al is basically

Sp?P'ﬁPt sgtacdionn deginbomy n@a%ftoi A% USR] oferi Fh%;uplﬂﬂpé’éﬁe of the
s can readily be seen from | ooking at
a“?’#@“@?gﬁ? FO&éf%%EP 1 864 825 Al . The appr oach
di sél sdetibn based opdhe imptegeationagidpecific codifd? irl agehtE pattern

s [arrostaues gisCed T Lopean BblecboPIGAlA R 3l 525 A (which
coh@?ﬁéhéé’t&@ﬁé’ engp Ve thd E%rr‘GﬁearP hbse df'lhﬁe}?%tyHéF Bipplication

ormation rel es to the owner/bearer of
NgpeVEu2(206/tee6 14 Ad pdiscloske aopirded gepauniand mefradiat estracting

to a gujlloch ttern. r|nted onto t
b8, rarm, et pEafl prifdct BN nigf el B halfdred (or

difficult for counterfeiters to produce simlar
personal certificates as the information enbedded in
the guilloche 25 pattern is user-dependent. However,
any copy of the personal certificate produced at a
simlar resolution as the original wll exhibit
exactly the sane |nfornat|on as t he orlglnal Thi s

L T Y o Y
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30US patent No. 5,884,296 discloses a device for

discrimnating an attribute of an image in a bl ock
w@e®s/1ea61 ai ned in a docunent inmage, whi ch devPCEIB2008/052135

i nvol ves performng a FourierSfransformati on based on

i mage data in the block W)

2008/ 146262PCT/ 1 B2008/ 052135 -6- area and determ ni ng

a spatial frequency spectrumrelating to the imge in
cogid) bl dpRntededesign, raspesially et gwilachiespaiigrnointsicht way that this

riBithBtn Bofl R B IERRLLY M ib, £ 3eb i fadg orbe Jierm to o

Foueief transfofel Commarobmeatfomatiog ispahicabd foyespaiaty modulating
spectrumoutputted fromthe Fourier 5 transformtion.

therhsracing i ketwiesni Rafaiiel/cengeitric newitisgar dmggeuskaments. Such

seflidl, R ERN, RACRERNIR bro Aot oPRRRART Poatl M Jourier

transfornreel @&tratuh@gbyoﬁ at?wgﬁd imageeot el pattetravhich spectral
context of the copying of docunments containing a.
PERIR Al éﬁ%?att@x‘?f thgrﬂ@fé’gma%'@)@gﬁ?%ﬂdn t%@)@gte&ﬁge%gn@@p can
e h r r
thléég%%i aF%‘Ml%d:g'\é@Eé|¢#§§'§§§u3%?tg§d"ﬁ’§ t8 I‘?Gr%i;%%ﬁ 551AE Hpli¥ation
EFddxﬂ@#e&ﬂ&Aw%eaeemdetb mforr&atlolzgﬁ e«thacwdt bynlcmkngneat the

@ I he | ssue of authenticating security
Sp88 @m%qﬂks'n HESat her relates to a sol ution ai med at

i ”pAOd'eé&/érﬂé?géjbﬁﬂﬂé %Bﬁiddhnre%ﬂe‘éﬂﬁﬂhg'féét%ﬁﬂé ecific coding
attributes of an Image. European patent application

mugs. bepembggdded 1@ A2 partisilass @ya imdhaogrinted psatterns to permit

ek Bk Ao Lo ATRLT e Bred hnhERC e R dnos i aBSianer

chﬁﬁﬁJsﬂﬂﬁlbmﬁ?e?clﬂcﬁ@é@gm aliley t6 desiynl thdadrint@d pafte@3CIn practice,
an aut omat tell er machine. The nethod invol ves using

the irasbin Do’ BuippgraInatgntaPNlieatiore kB! 86¢ drerdkis Qﬁ'ﬁ%”ﬁé'm'ted
to WHHB%dB@k&%ﬁ?maﬁ&q ﬁg?ﬂsgﬁénég tEHshd tﬁ‘?@@aﬁ e |I$/ J&Sseen
a pluraltty . S

manner I'n egnen
froch somekirfg atr:théOflgleneBg)faER)me}Eidl MSAGI assi f| er to

determne a ref erenc ssificat T
ot IR PE AL ISEEaH & (aToRRAS Pele L aRBl Ghoe: 0 ek 625 A1
is ﬁbﬁﬁﬁét“ah&ét?é’ﬂleﬁa fFEtLiew ! EAELGS |Hforhﬁ‘ﬁ|¥e)n?gggﬁeﬁév%onal

s thus perforned by conparing | mages of

ceddcatee(sushwastdn tdeatityecardadrentliesprat @ thatike), whiem irfgrmation
| ooking at the,intrinsic featur £S of . t

relg iRt L i OWsBTIRERLET B e PBFSSET SoRLiSats o TS, uynesrdgpendent

infaFafi® €s eéﬁéd‘d@tmtépﬁr eambchespatdrl pinkde ohfstthdopérsonal
not as such make use of new deS|1%n and/ or producti on

cepifigatss sldys apoerdingyerakesi ibmare difiipulbifer equntenigitarade groduce

s BEfyRl, SR aodbe  BharhEopSsiBkBah the guilocne

pagtepe ol aliser-désereeat. a¢—towevetl fan§ndopy1tasﬂ iS¢ Codreanalr esrtificate
of i ntagl i o-printed gatterns
Prodigd1 26 26 9PTRr | '85008P0 5381 §1° DV'QW@UI\\MMF@?(Wt ergctly the same

inbegﬂ\gﬁr %éh{gg%ggm%%&gcﬁ@m fg‘l)%‘w zﬂ)lé R&RE YfFoose
of alaut‘rmmcailmg/ eécmﬁyurdowrrrémmjnmemded ntopabearcuhsaar -dependent
img?mngt?gr% ?v\s/’hich is not the case of banknotes for instance).

US patent No. 5,884,296 discloses a device for discriminating an attribute
of an image in a block area contained in a document image, which device

involves performing a Fourier transformation based on image data in the block
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More precisely, a further aimof the inventionis to
provide a nethod that exploits the intrinsic features
wobishe26rcurity features that are al ready typPCEIB2908#52135
printed, applied or otherw se6provided on the security
docunents, especially the intrinsic features of
intaglio-printed patterns. A further aimof the
present invention is to provide a solution that
aremabfedetarmioingse spatialeirequanayt spctiuer eelaling tothosnagein the

ol AR rEne 8 NPk S ShbciEn RAIRE S A gi o et as o

wHtieSre6F niob \ied tait@ibutes of ehdriMmeigeeinatheoblatk Arehhigta ¢ammtdR dot
i npl enented in automatic docunent pr ocess][tng syst ens
g

imagacasesl pantiiengpakiad hireeuenoxTrBectedra. QutpHtted fpra the Fourier
i .man f . ol i - .
nepefRrRBR s JA &R G hlertRRB P used fGai copying
mamwimqsuefogl thie rpurﬁdﬁe fAt impﬂjv'n% magmhquamtyﬁmhe qde_videhef][ ©Si satent
rovided a netho Qr cneckin e authenticity o
Ncg&é??@ﬁfid@c@%tp@,rﬂ%arﬁamtﬁe&?é\ﬂo&.ﬁqwﬁ%@ d8, INgheanipy of the
cop PRI FRAS (M AR SAREL R BB Shleraphi foces
andérudot imaiges)nehich, athilbutes swmasi by freacssess sepamatélgeto yield

aoBR g EoeduATbLE e etpiester ot e UsoPgntiNp; 568,296 does not
in @A UIRNEEal Wit thetidipd SFARhéstidingNRcBFi8P8o@iments, but rather
acquiring a sanple inmage of at |east one region of

relataset@e $t solution cimeds alc enprfoving el dikerisnidaiianmdetween igéferent

) nti_ca whi ch region of interest enconpasses at
attﬁé&&% cé)f_aq?}a]ﬁ%dget'he security features ; digitally

pr oEessiaHh patensapplicationage B 1p84 prarARdigcidSes a method for

deconposition of the sanple imge into at |east one

deyelPidsa 59@9@&% of SrEIRrANER) dﬁF@Wef‘bSﬁwCDtaS_{)@l bagekagtes apd using
th%tqg 6 \)aﬂ?&% cﬁﬁgr { B@Eﬁr‘negts‘f e@585iEN) e vfaﬁaétl'rﬁ\ﬁeéurrency
-Sp an eri Vi ng

romthi's scal e sub-space
in an agdreated @ileymaghineg Tok méthodanvbided asidgdmages df assdrality

on_the extracted classifying features, 30Preferably,
of (TRIEENGR CACUPIER Sy 351 S THNG RAIKElsRag ] RERGHEENG each
imggé_iﬁ%f iy Iﬁﬁ'aﬂaeé‘ir{té %”E'PP%@ Q%EQﬁueﬁ?éT@a%h' SRfifedCs classified

rive at |east one se
usi@o8/dnm6Lle2PClddsBin 18/ dBeaBihe- 8 -refepenta alassieafidoTipanarneter.

representative of the high.resolytign details of the. .
THESR L BEFMAGE droaUprhds BRNES “anties Ty piedesbes nepheation
paf@feidralvaatibh Coenest tecaMmehCtis tidsChagsimed N8y comparing

features. Even nore preferably, the transformis a

images| @it ther 4esif deeymentadwitht thge geserated diestniateerathore tiean by

. rI t up conprising for
loé%@%l@&%ﬁ&%@%@lrgg 0? ﬂ}i%]geggbh?&rﬁgh échi es-wavel et
tramséey e tlaeredfdrass atestVe! at sibipdérs bad nmori effididetr approach,
sui t abl e wavel et transformor derivative thereof could
espgecighygne that does not as such make use of new design and/or production
processes, but rather tries to exploit the intrinsic features of security features
that are already typically present on most genuine banknotes, especially the

characteristic and intrinsic features of intaglio-printed patterns.
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The processing of the spectral coefficients (referred

to as "wavel et 10 coefficients" in the context of
waenehe6x r ansf orns) preferably includes perf oPCi/IBP0E8/052135

processi ng of the statistical-7distribution of the

spectral coefficients. This statistical processing can

in particular include the conputing of at |east one

statistical paranmeter selected fromthe group

SWWRY"'@@THEG‘WENW@N' c mean (first nonment in

ce (second nonent in

st a @%Aé}&%am ﬁ@héﬁg@%ﬁ%ﬁé%h%@%ﬁeﬁg%ﬁ?&e {1 knawn. methods

statistitcs ourtt I statrstics),
foracitbcking @taudpentiit %/tdi%eemt@ncﬁiwﬁ@nt@ll if toiar thsul arasartdnotes.
sai d spectral coeffjcients The deconposition of

t heMosanhracisehiga TUEheaian thito veption is & riyidesanethod that
o R oSy, R P e o SpAl o

printack rapipbed or bérerwise priowdqrﬂrmtmaesiewrmyetlbomnénts especially the
checkfl n% t he atjgr%lentl 9\5{% gf security docunents, in

IntHEPIC; 8RiUEES BLRKAAIPYN PEPHSaut hentic security
docABRher SPBF th%ept%%éHf Fnbénfl@@kutbeﬁropﬁ'erﬁ §3Iut|§|ﬁ’ﬁ’rllét%i'1ables

or otherw se provided on the security docunents, which
a sebusti endf eﬁtcwrésdtff@mtlaélencbat\mreratélnerdlqn(geawme) _security

features | ntrins ocesses used for producing
dopfiebls Sae Bbpieh tielMiad s RES et odconpr 1 st ng & he

st eBtipfandirdrtal of theqfresehtnavéntiilte prowide PEolation that can

| east one region of interest of the surface of a
beclmnie@@meobltﬁbamﬁmatt%d@@ragmthrémcea@ﬂwysm&rﬁsmfgamendmg

S [ d sS.p e d

G N s b e Fon PERLT yEnBR, PR R e ELEhBTigown
sohltiovie. net hods nay provi de for the digital proceSS| ng

of a plurality of 30 sanple inmages corresponding

sevéhgse pERS arzashieved H?aé’skﬁ tafthe ﬁelu{&.'aﬂ@e@aﬂ@ﬂrameecla'ms

doc 6 /; %?.gg

Acc’glgg@tr%nq gg)g?%?ﬁ/fe% ﬁ?ﬁd%:%o%ll mentéé%)%z ﬂrﬁ%?ogif/%rnchecklng the
authmwtmﬂyrmf&eeomage_doammlaetsaoqLparmiJIart bankmdtas; whkeyein authentlc

solution, i ower. t 600 preferably
S8 P OB CHEPES? rSLEG AGHHh AL (k) P BE A PAgprwise
pr& A6 UbhOTiné O5eélifty S 3Rl NI High N8Ec@ity akdatures comprlse
necessary. This I1s particularly advantageous 1 n that
chtarastercsncwsmlufeanrresh@trrnenstotIh@ pﬁqqress@:esedirfgr f)mducmg the

er.fo th C n of t i mage and
seBgrdtMcg) tﬁ%gﬁﬁ&héd r{SH“%E‘ Sﬁ%@%?ﬁed for a given

surface aegairinghd gan@ﬁmﬁ@@@@k it wtoa@t fegldry of interest of the

facilitates a practi cal Iemsntatlon of the nethod.

sutieeaial & pendidaigedegumaat s geaﬂthermp@.tﬂq oMhich egion of interest
en§8ﬁ1 sbds %?%%#Léﬁrttolﬁﬂ{e Qéc%rfh& %' ted for the
au a refrer ab

0oSe’ o nticati on p y mainly include

| nt agl i odjyitatigr nvocdésing t hieé esamplbe iseemer | by feaformiisg a
atterns, line offset patterns,

ncl ude | nta I|o
deF@%P@ﬁB'PQQ thaea Iné%lai {pagt ppe seak $RARS GRMHaining
t
nigh} r€o Bt et 3 t@%éé&"ﬂ?ﬁ@aé%i%@?%%& Iq BsSinfifly fefures
frooo tHi$ sadlecub-$demeecdnd 15Maxi m zati on of the

R e s L TR
thé Bk@hcteBIdsRlifyh pqaa@a@y) of patterns (preferably

linear or curvilinear intaglio-printed patterns). The .
pat Peefarabdyn the qbgrtah puocessing @it ther rranudle ainpaga onelades (i)

ese ri pLovi d th
ool ERaRE g TabSRmenEr Tl ln B8] LhEiL so g at 488 Py set of
signal processing unit for processing i mage data of a
sanple image of at | east one region of interest of the
surface of a candi date docunent to be authenticated

according to the above nethod, the digital signal
proceSS| ng unlt be| ng prograrmed for perform ng the
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25 advant ageously be inplenented in an FPGA

(Fi el d- Programmabl e- Gate-Array) unit. There is
wG20uBl14a2by cl ai med a device for checking the PCT/IB2008/052135

authenticity of security docuBents, in particular

banknot es, according to the above nethod, conprising

an optical systemfor acquiring the sanple inmge and a

digital signal 30 processing unit progranmed for
sppeiraloconffigjentiseregreganiativer @E%@sh@b resolutien Iaipilseof thegeample

mAGh R T SEeu i (L WORe B S0e bty stlppRy o Skract the

clademingieaturéd) particul ar banknotes, conprising the
steE of designing securi g%?features to be printed,
v

appEved, weret Huetrallypr die demnsiothe isecar i wavelet-transform,
adggﬁtlé@%ﬁbély Wéc%{éo ?%‘FQHHSWM E?W&féel@%%dd%rlngﬂ%dgroup

Imse an a

cooprigirgefbr anstamm hlgaatwavbmt mmrnatnmdbdahuqsnwdw ehga nasform
h h I
anéu?frao\s‘g;gam E{y‘a?/telle(t: {rgs fgpragel Bytwgqe %S?éﬂlgélgnggwﬁ otgﬁaasnsférm or

defhiivd BPdotd Ry BEYskgi s for the authentication of

security documsnts I'n particular banknotes, is also
cl aiThedprdcassing, of rtlaeespsctpaloooefédleatsrétdieraied oto as “wavelet

coBici s g (B Gul oSt TRy oS LG Rath] felices performing
a B?ééés%lﬁgabf btﬁeké*@t@ﬁcal"\@ubﬁlbu%ﬁ usf ke fﬁf@c%?%o@ﬁm%dt§eThls
haract éristic visual features intrinsic to the

stqirs@céls@@zcea@éc ¢yt i adiieulan inchédes dwcompudingueie At seast one

s eAED RO AREEIREAAP e %, 8o SAERSTd y BB
(fitshenomiehade sthtigticsndied sbeiades Ugetdnd Whoment egi statistics), the
interest is selected to 15 include at |east a portion

skewness {thidcmemept fir stalisties). Wi excessy(fourtn pﬁ?@@@@gimgtatlstlcs),
an'drlfl{a ‘éﬁ% %rfftrﬁ’é Eﬂa‘i‘ig &ﬁ%us‘?ﬁ lﬁ‘iﬁpeof S84 ?Eé&’t‘i’aﬁ e fiitients.

7685 utlon ana
ext Waetdecbemmsft}pnng thea;amnpae wuiagehs adeanﬂageau*slyrpeﬂdrmed as
security features. This &
beaﬁuft PaF Ad %atfé%wswéepm%t&e% Pt'%taé@ﬂx% (MRA) of the
printed patterns. 20 BRI EF DESCRI PTI ON OF THE
sa%@v%'\l%e. O her features and advantages of the
pr eé\eqordurrg/mwtheomvantldm appeais asoeprovidad| g nfetood for checking

r eadi n e f QW.Ng tail d descri. pt of :
tng o BRRAEHES < SeRLHD otk e oo BUlgF abBhngtes. wherein
auSiariticy sEdUMRYddsduniétits r &srhprisd 's‘é%uﬁ?&aféﬁtﬁl%sabﬂnted applied or

illustrated by the attached draw n

i
otirgwisgpvided @n H1Qg$@qxg&hd@cgmgntsow%mh @e@mby mqtures comprise

PRI ENSET Balresinyngclispi piogabSed Rk G Bidieing the

sebantyn@dcurs@es] e nesthéd gwh@prismg the step of diditlly gsrodassing a
and 2b are enl arged views of the banknote speci nen of

SamRieiaps, OfFffltg'@?'ét ope d6gioBsphiderest 06 tfﬂ%é“ﬁ?@% of a candidate

do&ﬁg%ﬁﬂ‘ggg%&%%&@?ﬁﬁ%g?'ﬁl B E5gHGEndldes p¥fbrming one

or more iterations of a multiresolution analysis of the sample image.
The above methods may provide for the digital processing of a plurality of
sample images corresponding to several regions of interest of the same

candidate document.
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-1 1- Fi gures 3a and 3b are enlarged views of a
first col our copy of the banknote specinen of Figure 1
W@200Bf1guse 3b corresponding to the area indi cap@UIB29082052135
white square in Figure 3a ; -9- Fi gures 4a and 4b
are enlarged views of a second col our copy of the 5

banknot e specinmen of Figure | a, Figure 4b

corresponding to the area indicated by a white square
i n RAcgondingate a preferredremgbedingentiaf the daventiani thedsamplenimage

caﬁfbﬁg&g |rrﬁqeé’te:$ rélgp\?ely cig_/vg%ogu%@d' %C o%g%r tﬁ%ﬁ%@t %H'aareé?ﬁably

of ooadpihmests Bued nﬁdé&oﬁgho\tvﬁrmtat @NBighl8cdhrtig @ésolution for the
wavel et transform ; ure 6 is a schematic

samrg iraRoe s ot @étaullrrgeqeﬁéarm iThis |51 eardeulatly tadvasagadusnn that
thé'lpﬁlr/ g?éloz%ﬂdﬁ‘)&ortens the tlrﬁb C%Pg&' V1J8|' g?ﬁp%r‘?} tﬁeféc{qﬁ sition of

tWo- di mensi o ransf or

thd SEimple éndde ahtustiveésethenameunndf déter at b@pr@dessbd for a given
t wo- di mensi onal wavel et. transform fol | ow n% the firs
SUrfege at A16A. i IWRISR r ACPrHiRl gskestagtiallys; é@ﬁ' aes s ag praCt'Ca'

|m§@?ﬁ&ﬁ5{,&n thléSrh@ jon of the so-called "non-standard

conposition' od for perfornng two-di nensional
wav &Vitktin ﬁh@rssbpe mf thélpgjesmwtgnventwrsdhermunty features that are

i]lustra of the sta 20 . . . .
exploitBi o8 hRoRiToRee rrfcev BN TiGRtiont hEtE iy, Torinlun ol intaglio
patdMe. Neverfidsar '[’ﬁe securltP/ fgéﬁbhﬂ'éé? nidiRincRidNintaglio patterns, line

illustration of the result of the first iteration of a

offs@b pditenss ielieapresaagtierns, r@m@atbyﬁifﬁppuweeatr@ﬁuresag@ patterns

or P, BRR-PuiGo Y3 reePhRRsSla BHEE Tt by he securiy
prmtéryghﬁ,@trlcgmmﬁattdmg thg@dft of the first iteration of a
two- 25 di nensi onal wavel et transform applied on ina

dat Maxgnizatipn @f theyavhentisatiayiadingds achieveddty ensuring t at the
sel &é@?é@@ﬁdof' iRtert b?t“fn% R3S AP n%@éZh%Hrgpét%?’fre ugncy) of

er ei e de -1 mages hav nnorna
palttetrtsetprefesalbw linepr esmmt\ahmem intaglio-printedy patternd).aThe patterns
11c are thr I ustrations of the result of
Cag oRpPH: 'PP'@H pHeMgePhAl Pisiania] feRfeseptation) rsu@e st gdportrait,

prb\ﬂdgd6Hrtﬁe%9mi|da\%88&rhéﬁp for better wvisual 30

representation erein Figures 1 1 a, 11 b and 1llc
resipbete velafse rubainteae ar digitat signal heropessirg sumt fof progessing

iméé‘%&%ﬁ%&g?@%@ Sg‘ﬁég% pggé%%%t gHé reg\;%)n of interest of the surface of
a candidate document to be authenticated according to the above method, the
digital signal processing unit being programmed for performing the digital
processing of the sample image, which digital signal processing unit can
advantageously be implemented in an FPGA (Field-Programmable-Gate-Array)
unit.

There is similarly claimed a device for checking the authenticity of
security documents, in particular banknotes, according to the above method,
comprising an optical system for acquiring the sample image and a digital signal
processing unit programmed for performing the digital processing of the sample

image.
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-12- Figure 12 shows nine histograns

illustrating the statistical distribution of the
wawenehieexroef ficients resulting froma one | evedT/IB2008/052135

wavel et transform of the i magés of Figures 2b, 3b and

4b, the upper line, mddle Iine and bottom|ine of

three hi stograns being respectively representative of

the horizontal details, the 5 vertical details and the

di adgbeed isdbirtier claigedl aimgthbddier ttieduring Isecutityadedusnents, in

pafticyaroperihiiotes; commplsil AR of desitled BebGilyepllBs jo ve

prinfecRapped | i bthefRizenbrol et 61 tisd EESUritAIdCENRRES, wherein the
kurtosis (also referred to as the fourth nonment in

sesyrlyi RlWes arategianeddn uish aovehasata epfiguse Ra authenticity

EHTIE Ok I oBh 5 P e

re$funseanithe@ceaid at.leasttdre sozds sub-sphcehe di sper sion, of
the_statisti distribution of the wav

coef PEcHERt Q‘Qd’é@YQ}%'d tFaNSHRTTTh eanth eNHKIRS0 ?WéR)kl%WVS'S for the
auEHe?ﬂéfa%ﬁfbf)Ee&pﬁ}g WBRGSRNE, |erngc%ﬁ1r%%nk?ere%n% 48 claimed.

respectively, hori zontal "detalls, vertical details

andest@gcblmMe idgaravided;a aekhopl farsdetsetirgnsedlly deatutasoprinted,

anplied Bidndivek v vided S sgehrhy SocPire o fiEhpanknotes,
wrf@r?ts@c&*lt‘?/efe%furbgQ:dﬁ%r%é)éﬁgt%%kﬁléﬁﬁ'\ﬂ%éﬂ’af‘éatuﬁéé‘%trmsm to the

during the years 1991 to 2001 in Germany prior to the
progassedusedoior grodueingihe ;security documeise thies natisod conising

ng 3R OBl BERETT 5F AP Cinat A o h an b merest

of ainel sBHa@@d)ffaowndJ@ét@Udocﬁmwer&S whidH ksioof iterest i® sElected to
of the DM 5 banknote ; Fi gure 16b shows si x

inqlude Ririgast Al PerdioPa@T Agidt RecwitktTeatureal wWhick digiat inspcessing

e
ey B RGP ST ALGR Y BRI fa 2Lt the
sal'npie agiagen ohexiract d:lbesuéynrag |fsatuow wdhicH rar@tmaoamtetﬁstﬁﬁof said

|ne(% wav et co cients pu‘fa(; Ee conbi nati on
SePH%tthﬁ Y5t a '8ef“z% 18 hid PEFYGUR| aduaniaegoEsiy ?Ii%l%"ed for
Figure 17 is an illustrative
deﬁ%‘g@ gﬁsﬁ ?IS Fno?cd Pﬁtterﬁl stograns of the upper left and
| oner right corners of Figure 16b ; Figure 18a is a
bar chart illustrating the variance of the statistical
BRIEFADESORIBTION OF TtHEe DRAMWINGScoef ficients deri ved
fromthe one-level wavel et transform of inage data

Cor OasérofRdtutes ta@dtétﬁ/aﬁm;%sr 6ftihenpresentih@éssdn (aSappear more
illustrated in Figure 1 and 16a) of el even candi date

Cleastyutiemt @9@@?@3 ﬁh% HPW'W) Cﬁ@'@dl!ﬂéﬁgmi@w pBeotedyBentssof the

mve%%on MhO4red SIERN By (AN B t-Eestri |9/e5 Hes and
X co\{vour cop#)e can% g\;ﬁ ¥\ég¥ |5efs agﬁ‘

|Ilds&al@d3b¢the attached drawmgs in which:
Figure 1a is a greyscale scan of an exemplary banknote specimen ;

Figure 1b is a greyscale photograph of part of the upper right corner of
the banknote specimen of Figure 1a ;

Figures 2a and 2b are enlarged views of the banknote specimen of
Figure 1a, Figure 2b corresponding to the area indicated by a white square in

Figure 2a;
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Figure 18b is a bar chart illustrating the excess
kurtosis, i.e. the neasure of the "peakedness", of the
wGer@Biigeral distribution of the wavel et coef fPCI/BE8/052135

derived fromthe one-level weaMel et transform of inage
data corresponding to the sanme region of interest (as
illustrated in Figure 15b and 16a) of the sane el even
candi dat e docunents of the DM 5 banknote as in Figure
18aFjgures 3a pingudb a® ieslanged haawsi of Lefirstsemtowr icopy odf the

oo Radieres T of BB 20 Ak cdrfaSedtiiig to i 5l53 hBicateo
bykwhRg isguafe nMEigstea8a stical distribution of the
wavel et coeffi CI ents are used as (X, Y) coordinates to

posFiguses Hi@ea@%lm”dl aER eNPseerMiR\WS (0 & Recerd @ofaekteary of the

0 [
ooBRRGE spesimen o FALE 74 MG AEDATBUIG LRI AN RBcare
byFd white sgQamhierigarepdairal ity of candi dates docunents

i nclLudi ng. 15 ori |naI speci nens and u i es have

beeﬁ'%% et &§ ?Watt'ﬁé-'? IO %9%%@9\{?@ (ﬂ@et”%éat'on) discrete
wé(/%iétq fcﬂdej excess kurtosis as (X; Y) coordinates ;

Figure 21 1s a schematic diagram of a device for

cheEigung bihesaat sehematia Wiagraseair at fhreeteventhree iterations)

d according to tl}e nmet hod of the present invention; and
'Slgtr%tl?rv"éa e €ans!QMmar i zi ng flow chart of the nethod

accpiflird® 5% $dHentdtid &Eﬁrﬁ&m ﬂl’bstr@ﬁﬁ@tﬁ@@rnﬁ%ﬂb@bﬁutlon
EVB MENTS OF THE | NV he present
anabysntNIBA) st ens from t he observati on that security

sochfS BacReelE (5% MerdlAEidh & RoRHIrERGRR wavete

tramgmmsses that are only available to the security
printer, articular intaglio-printed features,
ethL‘ZJUtre h7tgH tratasr aceeqonsh fter aUP@ il theelyarelisaensional wavelet
it i€, features”)
tra§1 Ef’c{rﬁtafr'c‘)g&?vg{ t%é' frr%FérEﬁ&q ||9139§ edf ﬁe%élm%réaoh havi ng
knomgwge8atsota stdrnematrec||Ifusd:rapondct:tthensptcmdeds‘énbn standard
i nvol ved. | he foll ow | Scussi nW|II focys on
decRIPRRIOP: Mot fariherosing ik dirasnsio G ghransiom!
I nt Fil;iu:qé’ Iy 1 gt 'epgscrllé shél 'lllUQF?’ﬁﬁb’ﬁr *Petﬁ’é’pES‘Eaﬂéﬁd ‘standard
t hat e sane approac I's applicable to other
deicamposiion” fredhoot & pa‘rfoh)lamngwtmr@d;memsuqultwmtﬂl@trtransﬁ@rrrso

ffset-prjnted feat et d, f eat
onaF GBHdR & p) St pCMCEREE B B Pildta-gBoA o two-
dirabnéiBRalt @elelett-sisiomy Sadified 6RTiFR@ adta R¥rieBBonding to the
Applicant WD 2008/ 146262PCT/ | B2008/ 052135 - 14- have

regino i Iﬁtamstlﬂhltsﬁ’gtedomd?lgmee%bfeatur es are very wel |

*her v 0t 3 2R PR, aEH B BLAR SRRl 5% two-

dirhBhsiohal espemt ardnsfoe dppliebeoh antagehabtd @bﬁr@bp@ndlng to the
rlntlnﬁ%enabl es the printing of very fine, hj

regl@@cqfuﬂ estaliesEatan pnyFiaume 4B @spshaws i Figurealda, ouherein the
dePén' %Q;(?%ne e b éé’rﬁ ﬁoﬁn?hi%rd%ggéﬁﬁa@&%ﬁ%é& a%gtltqtlon

pro uc:|n rnsic eatur ar e
t heFguneéeXt add 1t1bearprtlawlllustrartmn3| afithe result oFaglmnmlhatuon of

ive banknot

scal e sca| a ustr
the Sl T A T SHEABR i FiG CoTUB), [ ee e opetiar visual
reﬁ\%%eﬁfa@i@H?%e?étﬁ'F’i@ur‘e@q ML 2884 11¢ respectively show the result

of the processing of the images of Figures 2b, 3b and 4b ;
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by the present Applicant. This banknote specinmen 1 was

produced using a 10 conbi nation of printing and
wpe@sesrsng techni ques specific to banknote preOUDB20EMS2135

including in particular line-1&fset printing for

printing the nmulticol our background 10 of the note,

sil k-screen printing for printing optically-variable

ink patterns, including notifs of a planisphere 20 and

of higestiZnshaas ning hismgiﬁmSni@ustaihng Heestatisticah gligtyhutipn of

ngafe) SR oM din it hBP piigscPatktorm of the

méﬁésl@ﬁ WigFe§Xbe el 1l 4B theC@dper |mle Rddeinkeamthbobm line of
e banknote (which strip 30 is schematically

thrge hlﬁﬁogé@ﬂéybeﬂ%rwauelv|rﬂ@r§seﬁtatwgmféhe Aroorlzpmaégetajls the
vl L5 0 S BERS Ros A Bl o ePu st

I et F@une d3sisfr sctiematid dllustuaﬁlain ohiwd mtsacalqiaranmw’ssnamely
and var ni shi nge\;or varni shing the note with

Sk?‘é(?@?S b@'S%F%fﬁér@fjth@SZ hiFch MGmentHp §?€6k§1t1'§%)o@"éd %%ecﬁSH@HtOS'S
t t

(a0 Sr8r87, B 3¢ IR LA Aot T e sl M e 2add o

chpe&rclterﬁe thesstatigtiahdistibutibntdievastetetpodficiards of an

derl vyi | f f d.i
ot Elaesdaa Welad e i ekt aidhe yasiancs; e the
méalsuﬁ’é oget fagr dl%;ieff'sbhe yelhd Catati¥eH dRMikRN &1 B04vavelet

and the pictorial notifs surroundi ng the portrait), a
coeﬁ@aarms cgzrlvenBﬁxo. dre "ong-telvet veavedgjatragsfopn of the images of

FigdEbi 7t Bhera e Feothiely diF PeriBEL FRBys. Yo BRE gt ono

d|@h}ha®ﬂetghg right-hand side and | eft-hand side of the
note were prlnted by intaglio printing on top of the

| i nEigsires didapard ghdbuate 1‘@0 erterged| WGW§r‘éfeﬂ et ©f dge intaglio-
3 ri,al
pnﬁf&%é&rt%@ f%ﬂﬁg rV[e)H%rlﬁn |PB%B§%£ e h\/ear%r?ltos E‘aesc?f thd!DMm 5
bapknét@rw‘aﬁhfmé ®sued ddnmgl thea,gdar@ 19601 rtblzwmlhaeermdamy prlor to
shal | Frth &@bg understood that the banknote specimen
th%'ﬂmuﬁ Hrosheet fed printing and processing

S R0, ORI Sl U et i cpotesl o

samaer re;gmrg drtwartmagﬁnarf smmmleps e(ullbatnhh@ﬁseﬁspledlmeam fag colour

copiisiRlrafiont B T e Dl S Bl Droeust o process.

Fi gpigRiré B ebSsirovis %M(Sﬁlétcfgr@ﬂﬁ@tl%t?él fgotfhet satistRe didtislition of
corner of the 5 banknote specimen of Figure I a show ng

the rwayradelr epeffieieats rwétlngwtf@ma)qm tevet waygtetofransform of the

maFeioTcoRurs o £ MERSRHR. Shafh M SlaRufd bjabyen of

codﬂﬂmétEWalvére‘t |c¢eﬂN:f€n|t§pm nige \SbiribindtRnRefgas Urizdntal details, the
haracteristic enbossing and relief effect of the

vertmaégetadS@nﬂﬁheﬁgawakeetala)s t he sharpness of the

ri ear |

Fi hiy80 I By IE Roelbdstiy of v ISRARIS of fhp, upper
Iefpand|Icnmerorﬁghthnermmstcfﬁlgurél16cbf Figure la (patterns 20,

nd 44 being al so rtl bI nF re
i ofikbrey 98 Bnachra Bad iuslieBns ahequanengorat BiF gptstial
didtRBitsh r it Waﬁl%ﬁetRCSeﬁfchenPJ &é?@e@ofrbﬁﬁ'tﬁe 4dne Yef wavelet

square portion is illustrated by a white square In
trafistprme of Sinage  Batpucor2ispending toorlﬂme afanéregregion of interest (as

. characteristic, intrin f tures of nt a

ISHRIEE I Fidihe 19 g Ao B VP & fanaidatd o B comerising
interest R o.l. used for subsequent si gnal processing
does not need to cover a |arge surface area of the
docunent. Rather, tests have shown that a surface area
of less than 5 cn2 is already sufficient for the
pur pose of the authentication. 20Fi gures 3a, 3b and
4a, 4b are greyscale |nages S|n1lar to Flgures 2a 2b

o N - o o, s o
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WD 2008/ 146262PCT/ | B2008/ 052135 -16- structures are

not as sharply defined as in the original specinen
W@ @8/ 1¥6262r e 2b) and that these structures appBEr/IB2008052135

sonewhat blurred and snoothedldas a result of the

ink-jet printing process and the nature of the paper

used. The image information contained in Figures 3b

and 4b is clearly different fromthat of 5 the
fiverariginelispepweente candidates 4ttodb)i and-sgueatodbeopige (candidates 6

t LWV, i ccordi ngly concerns a nethod
toggfﬁﬁﬁﬁgbﬁhig%ﬂﬁgﬁgrfference can be brought forward
andFeyipé aigbad a Harosteet illtistratind eeeatdadbeUpRiche @R, tHtemeasure
original and authentic specinen of Figures 2a, 2b and

of tthe “©epkedness’ Fpfine Stalisticab digtdoution 2b therheavpietoapefficients

cefy38 17 e Bl UL LESRI el B 11308 B! 8B o

the sbag regiom ioftirtdrgsat(befilnstiated in pigure cillbaand Héahiofthe same
of the prin whereas the ink-jetprinted

shar %&es { , e _
elRyShi piocumeshHat At P 9 BGF'S%‘-FP asHA M ST G5 5

ori ; . ar ha . q

o1 1 HORE 1S BRI rchResefa bl i, PePIEED) R diecspace
usedpioeslassify wehdidate dbcoempints wheraiméke wariance and the excess

ST 8L 3R SORUEACBYRHERRoS g, Wevalkt iansEfiENG o Lsed as
(XEW¢ doop@iRatat & %@;t@nnfﬁb IcAnal a8 | RS URebrts 8W (' said feature

region of interest) of the candi date docunent to be
spagehenti cated, such as the views of Figures 2b, 3b and

¢ s EIP A rof BtheRBfcr R AT ERR S R AN ot space

sirmigpTtesteat et Figere 19sshérel @l talitg dfraamdidates gealients including
sub-space as this 20 will be explained in greater

Oorigitahi IpesRens Andeeolour copigsy Bave igep repfesented in the feature
Wi Q0 ' ' A :
SPgeE PR hE BPiafbe oG B Kl Aod B (X YT thainates acea
on Fguwallldd avsohenadtis diagrate béttdesicel for Eheciding thefauthenticity

wavel et is a mathemgtical functiqgn_ used to djvide a
of S Kgsmesie Broa D e epe RG] Bprasea ivention: and

co ts i [ e ;
Cr anaEe 22 [ A BN SP Mg ahelRt e Glordo to the
im@ngioal by wavel ets. Wavel et transfornms have advant ages
over traditional Fourier transforms for representing
DE Tt EDpDE SCRIPTIIGNOS EMB0 IMEN T8 oo THE INVIERT I@Nd
sharp peaks. According to the present invention, one
i N PREpreserain o stemeirR P ebséwation tiRsealifigdeatures
di screte wavel et transforns (DWs) as this will be N
prigtes @pplied on othaswissl Previded. or3erqUrEh 8prumentsppieg the srecific

proqRriohtobESess FRESLTRY eBR1A08 1 e OARY Bipisfcl] petcuter
intpgli@ptinteebieatuaes caxhithit RighbActizactristndisUal featurss (INereinafter
) A TR D 9 ARl b7 &Rl peron
| - HE & £ rel
naV TIREq ot B SRR bl oR et anhBleln ! Y
i nt dhe felfewing uisdusdiocawill fecusf on e ardlgsiamf irgpasicdeatures

f ) tent. of . .the, i , i t hout .
profuGacHaY NgBlogPIpE: isshell HOVevs beiasbresiaizty gl he srspe
apPfodthsis eppaeath8 16 @/t ihfinkRSeBILPES B bASIRItEDLih PArticular line

offset-printed features, letterpress-printed features and/or optically-diffractive

structures. The results of the tests which have been carried out by the Applicant
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5 as this theory is as such well-known in the art and
is extensively discussed and described in several

wa eooshheaks on the subject. The interested readeCT/IBRY08/052135
for instance refer to the folldewi ng books and papers
about wavel et theory : [Mal89] Staphane G Ml lat, "A
Theory for Multiresolution Signal Deconposition: The
Wavel et Representation", |EEE 10Transacti ons on

hapatshemn thainjaglio-prindetseaiures anet\@ry wgdrasstedver theiayrpose of

ulkbelidt abodmintEdbp, Pl B ikl e lRbrcive Heplst resuts.

ThRegi iLertenae fath&sintaylidppinting eMablkermeipemitifd of ver
SI AM Socalﬂgty for Industri aldgangjp 9| ed Mat herﬁgtl c%) Y

fingnRAigadeselgton andsharply-gefingd @@g\annszmtagho PBOH%]SQhQF@‘S)Fe a

oo B S B BT CROLTES BR Feapoa e
coRtaxtref the pregehi ingehiidrd., | nc. 1998 | SBN

0- 13- 489600- 9; Hub 8] Barbara, Burke Hubbard "The
Vor @UA%éar'%uarﬂj’ %w‘?@%?ga”ﬂbﬁt{@ tie GapK b@teaspeC'mem

TRl e e for oo

by[tmm@s}em\ﬂpﬁparﬂt Jbimbmknope aae@rrm 1 oas pvbdmeghasklng a
o %rbciace[ssi n Aca c Press, n edition

NG PREE9NG I RS TR0 bigfnots

tiRAU th et | t HH tH lticol
LT By VLBt S B g puticolou

baskground tofitheecie Hil-soneen arlm@fﬁtprbang @@ho&lm mﬂat;be ink

oo A6 R VB4 AR BB 05 <R3, i sampin

tedr@les for a@plyTﬁgﬁoM@oemV&Iar‘ebmtdeilfbdsy irtding aedtfig of magerial
expressed as a bandpass/hi gh-pass filter ich filters

30éiﬁr%ﬂﬂspph%ﬁ”b’ ijfra[cmée §tr§ﬁ@'|ress@>é‘le@ﬂ§‘|§le\(ﬁm€ﬁﬂy alongie keight of
ind BEDRIGLIABICHA 5B SehBaNEaIR AL RRRSS L RuG chgUEPRTSs in

Srsothe- t Gra] I"ower
Figurgiad), mt@la_/mp&@grfurrprlﬁ’cingssmreralcmtﬂgamp@tisaimenmm é9| |y
.n@@%ﬁé&%&%ﬁﬁgg’,.ﬂ@f 'o%'lﬂés ?/aerr?g Igttgrnp?’eésegﬁbtlng %rtp?"llntl&lq Itwo serial
numbers 51, 52, and varnishing for varnishing the note with a layer of protective
varnish. This banknote specimen 1 is also provided with a marking 60 on the
right-hand side of the specimen, which marking 60 is applied by partial laser
ablation of the strip 30 and of an underlying layer of offset-printed ink (not
referenced). In the illustrated example, the portrait 41 (together with the vertical
year designation 2004 and the pictorial motifs surrounding the portrait), a logo
of “KBA-GIORI” with the Pegasus 42, indications “KBA-GIORI” 43 and
“Specimen” 44, and tactile patterns 45 to 49 on three corners of the note and on
the right-hand side and left-hand side of the note were printed by intaglio
printing on top of the line offset background 10, the silk-screen-printed motifs
20, 21 and the strip of material 30. The serial numbers 51, 52 were printed and
the varnishing was performed following the intaglio printing phase. It shall
further be understood that the banknote specimen 1 was produced on sheet-fed

printing and processing equipment (as supplied by the present Applicant), each
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WO 2008/ 146262PCT/ |1 B2008/ 052135 -18- a | ow pass filter
with function h(n) and a high-pass filter with
wo eostisaasez g(n) which split the signal scal e/ spECt/IB2NOS/052135
two parts of equal spectral fldnge. W can consider a
one-1l evel wavel et transformof a discrete sanple
signal x(n) as passing this sanple signal x(n) through
the filter bank of Figure 5a. The output 5 yLow(n) of
printesl sheetpasyirtg an arraywhinuitipesiasknoie speaimens ¢asiistussial in

il RN BBty T RRBR VB R 4R et tof brqsctor

préessi npl y "scaling coefficients" (also referred to as
t he _approximation coefficients), while the output
yH Bigung 16fis arareyseae pastograph of theyprar right sprAer of the

oo Rl el of BB L ofteid) 498) il PlaiBbrines
logo afTBA-BIOHRIT hithitkea Pegasus 4R rapidytativevsatiern 45 which
coefficients"” erred to as the detail

| f d
CORRIER @ S paralel Tnesngt sonive dpes PR Svariappingsith the
P8RS 42! TRER F‘é’(,rﬂéﬁstf?:ferﬁbg&qw éég)relié@ff _CPSf %Hg-:%taglio

I l'tered sanples can be disca accordin
priNjiggiastwell asithe sharpréesgiokthe, prittean wigartysbeseeman this
hI %5 ss and high pass filters are therefore
PNg Bpl ed by two 15 (hence the downsanpling operat or

"4, Bigur®hqwiangoragitalibd YRNw bha FfBHASD 3Rk pdf8R bR the portrait
that "every two sanple is discarded. _Fol | owi ng
41tofilgueptatratteras 20gahiand 44 bring alsonpryty trisible an kigure 2a).

A i BB SR IR L BB R AR R o o
thé ppaedil 417 Wiieh BYagesSortibn &s illDgtrRsishyg wiie scweare in Figure

approxi mation coefficients 20 outputted by t . .
23| figusa s showsesome o4 the eharggtanistie infinsie features olthgdrtaglio

. . : < tir . :
pafiBi SRRERRMY 8 g4 43°TRe Rybh of itetést Ko FIREHTHE
subale(ﬁil@mséglrﬁb p'rascdslstf}gcm 1odt r&adr?ﬂbec&)vleegehrge surface arga of
tiresolutjon analysis, As is can be a eci at e

th¢ Hoguant RASNST keste ve ShawRIhALS Staps geaa ol less than 5 om?
; 7 - A [ - ass filtered
s aRE&Sy Sofietent tdr 16 pASIaTRELBiridHica PSS, |

fi | Fgueels By, Sthand dies dquaratgréydoads insagasesimilar to Figures 2a, 2b

i 5b, th ' I iS. i ffect Ny
of g Eolue RapleS R BAnr U8 speBinehusha e in FIREEENE: St
copfed! \ere praaBtdd (iI5hgt@infhkrdaeilo @plyhgéquapiiehstin each of
scale (the level 1 coefficients) whicCh conprise half

Figures Baraingt 4afths depicied aditecgpare indicates grearoxesnonding )

e Bl Bt R {hile PuBs 5FRE e RABIE S MW in
Figwren3bsendldl, respédieny ey firef cslaoptsy iastestenan egures 3a,
signal x(n), and (iii) approximtion WO
rieedpISiNg 82 (SO0 APKciRS Pripter ansklEp$Qn Bheto-rRaRer- The

p
sobbf) pHELELhof AEEIEREN Foflstd M o bR HLNRy Y Boghr
inls ptpriateramdowrpel edpen A highalesslutipn scanner was used to scan
the original specimen and provide the necessary input for the ink-jet printers.
While the general visual aspect of both colour copies looks similar to the
original specimen, a closer look at the structures of the copied intaglio pattern

forming the portrait, as illustrated in Figures 3b and 4b, shows that the
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As a matter of fact, a discrete sanple signal can

eventual |y be conpletely deconposed in a set of detail
weomBfissent s (wavel et coefficients) at differBCi/IH008/052135

scal es as long as the sanpl e-6-gnal includes 2"

sanpl es, where N woul d be the nunber of iterations or

| evel s required to conpl etely deconpose the signals

into wavel et coefficients. In summary, multiresol ution
straghirgs aee (0RAY shaphndefinedsasinethariiginal specistast eseed-igure 2b)

o, B eBh e ah BE e U o RN BB G ampnngd as o

resliltoRthitivk-dt piRsihg ProcexsRatrthediatdid dethefapee aked. The

rangi ng fromfine details (high resolution conponents
image @Hﬁfrﬁét'%ﬁgnﬂa@e\dl B igees| @'&ﬁw%éﬁ‘rﬁ'@ﬁ@md@‘)‘er@ﬂt frera that of

th%bﬂ@i"f\'al géecicco;@] r“a"{‘%é}f}lr—']fgu}*é%a’f Pé/seﬁq?ﬁw\}?e'nﬂ?ﬁg%w?dmgly

pr esent nvent 1 on

conogmnisres metkﬁc&iadeﬂrasg bbwgtbisudiffererfresezriive byodghafermesd and
especi. al I%%_the intri nS| c feature of . i ntagl i 0 patterns,

expioleciya Ordaripitiaaniigtel bRAWERD Tee pEginal Pyd abthanbcipReTien
of Ridifes 03054 lche héfcgg%sscﬁeﬁ. Qre@eéf%sarﬂﬂé‘% TR Q5w

can ate ocu e aut henti cated, rather
dlstdmaaloatwrtl laeldoess thex isbev r esol uti on details of the
ne h

f h did d } )
i s B8 L0 RE B die Mt GO e ¢ RES O IsRDe iiaHE> pgnted

paﬁéﬁﬂ-‘se@%h 'E)grtﬂfuléfrtﬁe dg??@ﬁér@ﬂ@és of Mrlrﬂn%/ﬁerédﬁﬁéﬁn lfed-
however to be regar as two-di mensi onal nal s

printecceoRies exdidi gl wbséamtiaw I@wem@rpﬁ@ﬁ%obnramt ue in particular to

n@BRAEEPIS R0 08 Bl rrnuER RS B e b eald Bl R gbRF printec

copl&sNbs Wvellcad bfecaiddiabtadesttby tHermv-aiblipiaiopr gredesses. This
enbodi nents of the i nvention. 25The above-di scussed

diffgreaee can kedrgughiforsmarid By B@f@mlea@&emmﬁ@on of the image
daf 60T h 2 Slialge Ao B3k of riERSD Tine Pengidate,
dotuarest t be iaanmemllcta;ed suoh weshe viewws o Biguass2b, 3b and 4b into
o st B el SiSSSeme S RnG B he Hbge,

ang! S&2ehRY r &%@éﬁ gl ¢ sﬁ mﬁ rb%@ﬁ%}s/@v% ?&%é%ﬁﬁ 4 ﬁea§0this

i mensi o wavel et a e exp
wilil bereecptmmnbm gr@at%rgiﬁtalthémlna'iftﬁr 8 and 9.

200 /] 82008/

C heP L PTG B SeroaRcs T PP|9}§??HP@9F%C‘%{F'P§ Y ppning
didital grgn@Ppl*d&g@lngQéérﬂﬁG@é‘éj based 8n 3os&llieatsl dlegi(Bhdelettes”

| nterest of a sanple inmage of a candi date docunment to

in feenal) hd meaveiatds a- m@hm@maé@afmnctm@uaa@éo tivide agieenounction

or Sl o ltrerght et Bampbieits, Ak d18t o Binatan or gravget

tramgfariny i®therepresdritadrsof eelaction 6r sigMaldabivavélgts? Mabélet
bei ng an i nt eger corresponding to the nunber N of

trapg{Rsmech aweea%tané@ﬁ,ew\éewaé%wal EOH@?'f 5ARSTOTRS fRrdepresenting
fuﬁa%n%'g?lgiesl h&i§ 15 cﬂﬁccﬁﬂ U|t er o%/h#?gg)te%‘ks?ﬁc{‘:égpmg to

encomnpass rela ivel ures.
the beemkmvreﬁtuoh | orsd Mamoulat bEpIorts mman‘opemmyofcsmaalle‘obr
dlslarﬁ%tt@?\{/]g\?elgtotrr]asnsﬁ‘orrr?é (S\I\H% his wﬁ%e XIS(?USS6$e in ?he following.
It shall be appreciated that Fourier transformation (as for instance used in
the context of the solutions discussed in European patent application

EP 1 864 825 A1 and US patent No. US 5,884,296) is not to be assimilated to
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10 i mages sizes are however perfectly possible. At a
sanpling resolution of 300 dpi, it wll be appreciated

W bas/1g26h an i mage si ze corresponds to a surfRCEIERRNESH52135
on the candi date docunent to-1e authenticated of
approximately 2 x 2 cnf. As a result of the
first iteration of the wavelet transform as
illustrated in 15 Figure 7a, the original image c is

wayetal ifsnséarmaiiono indesdb Foutigieisarsiorraationdimenely di®leescthe

weg i B e BncsRpRa g skt R (R3S e retevan
spraﬁélukécium@rc@mérﬂ\@fmﬁnégé tatHoud adl endineadm ak tegaresscale.
and colums of the original inmage c. On the other

han¥/avelgs-theeryewill ot bgaiscusged i3-depht i the teseddgsception
asﬁﬁ‘sttgrgoﬁf |b%srﬁlch'\ﬂ§9}§%§,\\gﬁgﬁ gérj?%gfd d?rn@sd%g]fsr%e edl@@ﬁsc'sed and

deecnllgemmi sévmgletextbowhs enfhesubgcy. The imtdrbstedagatér ofay for
ass filtering al ongn%]he rows and | ow pass

mqt@r?@eef fﬁ'@toaqhérT@”Q\w gL9omanddransre a PPbWﬁé‘P'e &Y ¢
and in t gl b
g ey G A Tl L sl e
the rows an@egpgiposdon: ﬂhetWaveigt Bbpr&;mt&iiwéllﬁﬁ& of

the original_ina c_an verti det

the ori oi namrafanfofs Bt Ardhs's Rl REgHiTe Brefiodice,
hi gh- pass f\of erqi N, ?'(IQUSI 7001@8 h@p VG?‘&S6@€§‘d

col ums of the ori gi nal i'mage and cont ai ns di agonal
det HPaudQf inggnd@agbe@esngenﬂ,@@twes onyavelets”, CBMS-NSF

can be T opeRealP AL LN BheEeradn Arplied MTRRFBHES 81, siam

simlarly des@zﬂmysrbﬂmomsmm aRgAppliedMAtbiemaaidd), ta"daaition,
sub-i nmages c2, d, and each having a size of (n/4)

x (n/ 4) pi x4P82, |§§N,@r&9§¥t1r%7a4 Ry illustrated in Figure
USRI, C .G de rrb?ﬁggrﬁ ?n Adyo;ﬂﬂgthdr}r% ﬁéﬁ’a? Guo

rep esegl atrve mage c at a tirst
resol ution (Iotroeluailcm) to Waivkkets abd Wangstst Transfat2ia: Arrimer”,

Second coP iR MRl Cs H4BE ol EMh G H-AE960EEG! it on.
[Hub98] Barbara Burke Hubbard, “The World According to Wavelets:
The Story of a Mathematical Technique in the Making”, A K
Peters, Ltd., 2" edition, 1998, ISBN 1-56881-072-5 ;
[Mal99] MALLAT, Stéphane, “A wavelet tour of signal processing”,
Academic Press, 2" edition, 1999, ISBN 0-12-466606-X ; and
[Wal04] WALNUT, David F. “An Introduction to Wavelet Analysis”,
Birkhduser Boston, 2" edition, 2004, ISBN 0-8176-3962-4.
It suffice to understand that a wavelet can conveniently be expressed by
a wavelet function (or “mother wavelet”) y and a scaling function (or “father
wavelet’) @. The wavelet function g can in effect be expressed as a band-
pass/high-pass filter which filters an upper half of the signal scale/spectrum,
while the scaling function @ can be expressed as a low-pass filter which filters
the remaining lower half of the signal scale/spectrum. This principle is
schematically illustrated in Figure 5a as a one-level digital filter bank comprising
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Following Niterations, the original imge ¢ will thus

be deconposed into 3 N+ 1 sub-imges dim d2m d3m
warsesg2zezvhere m= 1, 2, ..., N As already 10r¢i/rg2ees/052135

above, sub-inmages dy will ea€lB-contain the horizontal

details of the original inage at different scales (or

resol utions), whereas sub-inmages d2m and d3mw || each

respectively contain the vertical and diagonal details
a low-pass fiter gyithaiunchieyb(rytandi @ highepasssidtarewth fometion g(n) which

solibPe SR Se 8RR ot TURY i BTG il PRElr AR6Y. we can
congiger atariedanel Weesleneandfbam of Brlierdie ydph sﬂgméﬂo«én) &8s
schematically illustrated in Fi gture 8. According

paﬁﬁ'lng thiscsamprIgisia e X(ttAtyghdhe-fiterbask @f‘lElgU\F\%@él @he output
1 TR BB ALAShAlh BRI TE RN RSN o

erences
sug]harl gepeartdi fuattord b@i)ga@hprlsesﬁthel‘@campg rfwmtrmttramforim e.

ass fllteredé coeff|C|en§s of rows of 20 the
COP ts, a5 SmelYdeealing geetacien Sgrﬁalé%%fer fedtterasd)e

apgﬂ?)flﬁ'aﬂbﬁ %éﬁﬁfe @ev\fhﬂé’?hé’f)ufd“u? ka g&g@ of t 4 oe?@ﬁ pass fllter

roxi mat 1 on OW pass f I cients of
whld:fmscmmuaﬂgs trm retslmét ofrtia@eonvduhbrzafdof mgndlet(a) and ifurection g(n),

compgﬁgg?ﬁe wave ES i c?t@g ea&{si@"rr? E(t)ftgflqglea &r%&‘gﬁl&m‘&a%le‘t he
coEﬁ@:iHrﬁse(eléd"‘r‘éfér?é@tc%sEﬁ@dé’t%il%béﬁlmérf@)ge are first
processed and then the colums, such as to yield to

t heAs&aghtfilter rllhgnsmlfet@euapelctrgm@'rlp@nmta@if signal x(0a, halfiof the

g BhyPGRIRF e B ok SEBRIa 8 MR PP 2ne
oubpLasioe it lodpass M6 RYPBH éébﬁﬁi@?ﬁé tH&26fdBé AbRhdamplstt by two
i mge Aa (which corresg:rrt Lo sublrmecl IS

(h@ﬁqﬁ thgrdownsaserl ngeepera ) falawing igac cf\N}@r &hEIQUF\%ﬁa),
g 4 (RS DM ene Qecormpost Lok 22

AaDHonmgdhlsvaxiQroach a signal can be decomposed into a plurality of
wavelet coefficients corresponding to different scales (or resolutions) by
iteratively repeating the process, i.e. by passing the approximation coefficients
outputted by the low-pass filter to a subsequent similar filter stage. This
approach is known as a multiresolution analysis or MRA (see [Mal89]) and is
schematically illustrated in Figure 5b in the case of a three-level multiresolution
analysis. As this can be appreciated in Figure 5b, the filter bank is in effect a
three-level filter bank wherein the low-pass filtered output of a preceding filter
stage is again filtered by the subsequent filter stage.

In Figure 5b, the signal x(n) is in effect decomposed in four signal
components corresponding to three distinct scales, namely (i) detail coefficients
at a first scale (the level 1 coefficients) which comprise half the number of
samples as compared to signal x(n), (ii) detail coefficients at a second scale
different from the first (the level 2 coefficients) which comprise 1/4 of the

number of samples as compared to signal x(n), and (iii) approximation
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correspond to sub-imges c2, d, d22 and). 5An

alternative to the above-di scussed "non-standard
waelzmsmpasl ti on” nethod is the so-call ed "standetTiB2008/052135

deconposition" nmethod which i9-carried out by

performng all required iterations along the rows and

then only the required iterations along the col ums.

This nethod is schematically illustrated in Figure 9.
cogficienigiendt(xgdetsil aaesficientsad arthird scalgpde teveh3 coefficiants)

wiiGERRET s 118 B s NroBREd: S MRRRGRaRy ERe 1o kel o)

or dag g mattenpsfaet,m dub@ren@@bmplé@@ﬂal ddn evemtiBmdbe completely
accordingly requires a m ni mal nunber of nenor

degeewosed IMAiseh of deted\coefligigrds (wavelst @Qﬁff'@ﬁﬂtséﬁ){ﬂﬁfwm
scél&%ﬁlsﬂgﬁé rtﬁﬁ%ﬁm e?@tn H&Lco N;%rﬁg‘égt \‘%Fﬁé‘hl would be the

nunesee 3 iiteedtiemsrorievel® nequrem:tommletew deograpos®thd sighlig into
ot her thod it has the advantage that it requires
wavelal COSHSIRMS on tine, since, duri ng each iteration,

onl y, &, AHAY Shultfeddi& d??éﬁalg%groc Ssegﬁﬁi‘FEEQe anal SIS

preceding iteration has to urth
refehne tcha signah pedcesamhgvtechnigaé bdxeedudnswaveéeiebmmﬁomresi whereby a

Sl B e p e e BORRILE of RPSieg HBsBo e ifferent scales
rahéﬁ]ﬁgﬁﬁirﬁﬂﬁefd"ePéTl's“(ﬂWe‘sBEmBh%hﬂﬁ)r\%n@é)%%oarse details (Isaw

erent types of discrete wavelet transforns (DWs
re%aletl@ucorappeems) phihecsignabas sghermatiqale Jwistraiet /ey theodiagram
Offmg ful tests have in particular been carried out
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préeassirngeol avwe-gmsendional signal o6lyWMInages Atelbaeever to be regarded
as two-dimensional signals which accordingly require a two-dimensional
processing. One will accordingly briefly discuss the concept of two-dimensional
wavelet transform before turning to the actual description of preferred
embodiments of the invention.

The above-discussed wavelet theory can easily be extended to the
decomposition of two-dimensional signals as for instance discussed in [Mal89].
Two-dimensional wavelet transform basically involves a row-wise and column-
wise processing of the two-dimensional signal wherein the rows and columns of
the signal are processed separately using the above-discussed one-
dimensional wavelet algorithm. This will be explained in reference to Figures 7a,

7b, 8 and 9.
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In Figure 7a, there is schematically illustrated an original image (i.e. an
image corresponding to a selected region of interest of a sample image of a
candidate document to be authenticated — such as for instance the image of
Figures 2b, 3b or 4b), which original image is designated as c’. This original
image c’ consists of a matrix of n x n pixels, where n is dividable by 2V, N being
an integer corresponding to the number N of wavelet iterations one wishes to
perform. In practice, the image size should be sufficiently big so as to
encompass a relatively high number of features. For the sake of illustration, the
original image c” may for instance consist of a matrix of 256 x 256 pixels. Other
images sizes are however perfectly possible. At a sampling resolution of
300 dpi, it will be appreciated that such an image size corresponds to a surface
area on the candidate document to be authenticated of approximately
2 x 2 cm?.

As a result of the first iteration of the wavelet transform, as illustrated in
Figure 7a, the original image c° is decomposed in four sub-images ¢’, d!, d},

and d} each having a size of (n/2) x (n/2) pixels. Sub-image c¢' contains the

approximation of the original image c° resulting from low-pass filtering along
both the rows and columns of the original image c°. On the other hand, sub-
images d!, d} and d} contain the details of the original image c° resulting from
high-pass filtering along the rows and/or columns of the original image c°. More
precisely :

- d; is the result of high-pass filtering along the rows and low-pass
filtering along the columns of the original image c® and contains horizontal
details of the original image c° ;

- d} is the result of low-pass filtering along the rows and high-pass
filtering along the columns of the original image c® and contains vertical details
of the original image c° ; and

- d} is the result of high-pass filtering along both the rows and
columns of the original image c® and contains diagonal details of the original

image c°.
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or db4 transform,. where the filter coeff,icipents
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7b. In Figure 7b, sub-images d;, d; and d are representative of details of the

image ¢ at a first resolution (or scale), while sub-images d?, d2 and d? are
representative of details of the image c° at a second resolution, half that of the
first resolution.

Following N iterations, the original image c” will thus be decomposed into
3 N + 1 sub-images dT, dT, d7 and ¢, where m =1, 2, ..., N. As already
hinted above, sub-images di" will each contain the horizontal details of the
original image at different scales (or resolutions), whereas sub-images d; and
d; will each respectively contain the vertical and diagonal details of the original

image at different scales.

The two-dimensional wavelet transform is preferably carried out
according to the so-called “non-standard decomposition” method, which method
is schematically illustrated in Figure 8. According to this decomposition method,
one-dimensional wavelet transform is alternately performed on the rows and the

columns of the image. In Figure 8, references A, D, a, d respectively designate :

A: the approximation (i.e. low-pass filtered) coefficients of the rows of
the image ;

D: the detail (i.e. high-pass filtered) coefficients of the rows of the
image ;

a: the approximation (i.e. low-pass filtered) coefficients of the

columns of the image ; and

d: the detail (i.e. high-pass filtered) coefficients of the columns of the
image.

As illustrated in the upper part of Figure 8, the rows of the original image
are first processed and then the columns, such as to yield to the result
llustrated in Figure 7a (where Aa, Da, Ad and Dd respectively correspond to

sub-images ¢, d!, d} and d}). As illustrated in the lower part of Figure 8, sub-



10

15

20

25

30

=(5) (6) (7) (8 (9) (10) 4 h2= 3+ ,s,/d
=1, 1830127 4 3 - =
WO 2008/146262 PCT/IB2008/052135
22

image Aa (which corresponds to sub-image c¢1) is similarly processed starting
with the rows and then the columns, resulting in the same decomposition as
illustrated in Figure 7b (where AaAa, AaDa, AaAd and AaDd respectively
correspond to sub-images ¢?, d?, d2 and d2).

An alternative to the above-discussed “non-standard decomposition”
method is the so-called “standard decomposition” method which is carried out
by performing all required iterations along the rows and then only the required
iterations along the columns. This method is schematically illustrated in Figure
9.

An advantage of the “standard decomposition” method resides in the fact
that each row and column of the image only needs to be loaded from memory
only once in order to transform the whole image. This method accordingly
requires a minimal number of memory accesses which is favourable in the
context of an FPGA (Field Programmable Gate Array) implementation.

While the “non-standard decomposition” method necessitates more
memory accesses in comparison to the other method, it has the advantage that
it requires less computation time, since, during each iteration, only a quarter of
the data resulting from the preceding iteration has to be processed.
Furthermore, the horizontal and vertical details are extracted separately by
means of the “non-standard decomposition” method as this can be readily
understood from comparing Figures 8 and 9.

Different types of discrete wavelet transforms (DWTs) are suitable in the
context of the present invention. Successful tests have in particular been carried
out by making use of the so-called Haar-, Daubechies- and Pascal-wavelet
transforms which are known as such in the art.

The Haar-wavelet transform is actually the first known wavelet transform.
This wavelet transform (while not designated as such at the time) was
discovered in 1909 by Hungarian mathematician Alfred Haar. This wavelet
transform is also known as a special case of the so-called Daubechies-wavelet
transform. The corresponding high-pass and low-pass filters of the Haar-
wavelet transform each consist of two coefficients, namely :

for the low-pass filter :



h3 -0, 3169873 4 -

filter --0, 1830127 4 =3 -
WO 2008/146262
-23-
1
h1 = ﬁ
and
1
h2 = ﬁ
and for the high-pass filter :
1
S g1 = E
and
1
9, = _ﬁ

1A d -0,1830127 h4 =
-0, 3169873

4 hi gh- pass

PCT/IB2008/052135

(1)

(2)

(3)

(4)

The Daubechies-wavelet transform (see [Dau92]) is named after Ingrid

Daubechies, a Belgian physicist and mathematician. The Daubechies-wavelets

10 are a family of orthogonal wavelets and are characterised by a maximal number

of so-called vanishing moments (or taps).

Among the family of Daubechies-wavelet transforms, one for instance

knows the so-called Daubechies 4 tap wavelet (or db4 transform), where the

filter coefficients consists of four coefficients, namely :

15 for the low-pass filter :
h, = ”4‘5 - 0,6830127 (5)
h, =2 +4‘/§ = 11830127 (6)
h, = 3 _4‘/§ = 0,3169873 (7)
and
20 h, = # = -01830127 (8)
and for the high-pass filter :
g, = # =-01830127 (9)
g,=— 3-43 = -0,3169873 (10)

4
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g, = +4‘/§ = 11830127 (11)
and
g, = +4‘/§ - -0,6830127 (12)

An advantage of the Daubechies-db4 transform over the Haar-wavelet
transform resides in particular in the increased filtering efficiency of the
Daubechies transform, i.e. the cut-off frequencies of the low-pass and high-pass
filters are more sharply defined.

The Pascal-wavelet transform is based on the binomial coefficients of
Pascal’s triangle (named after the French philosopher and mathematician
Blaise Pascal). Although the Pascal-wavelet transform has less sharply-defined
cut-off frequencies than the Haar- and Daubechies wavelet transforms, this
transform can better approximate continuous signals than the Haar-wavelet
transform and requires less computation time than the Daubechies-wavelet
transform.

For the sake of example, the following Pascal-wavelet transform can be
used, where the low-pass and high-pass filters are each defined with the
following three filter coefficients :

for the low-pass filter :

h1=3§g::Q35355 (13)
h, =%=o,7071 (14)
and
h, = V2 _ 0,35355 (15)
4
and for the high-pass filter :
g1=3§;::Q35355 (16)
gzzz—:%;:=—a7071 (17)

and
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and g4 1 + -0,6830127 (12 4

WO 2008/146262 PCT/IB2008/052135
_-25-

g, = g - 0,35355 (18)

In contrast to the Haar- and Daubechies-wavelet transforms, the Pascal-
wavelet transform is a non-orthogonal wavelet.

While the Haar-, Daubechies- and Pascal-wavelet transforms have been
mentioned hereinabove as possible discrete wavelet transforms that can be
used in the context of the present invention, these shall only be considered as
preferred examples. Other discrete wavelet transforms are further known in the
art (see for instance [Mal99)).

According to the present invention, one shall again appreciate that one is
mainly interested in the fine, high resolution details of the selected region of
interest of the sample image of the candidate document. In other words,
according to the present invention, the signal (i.e. the image data of the region
of interest) does not need to be completely decomposed into wavelet
components. Accordingly, it suffice to perform one or more iterations of the
wavelet transformation of the image data in order to extract the relevant
features that will enable to built representative classifying data about the
candidate document to be authenticated, as this will be appreciated from the
following. This means that the most relevant scales of the image to be
considered are those corresponding to the fine, high resolution details which are
first derived in the course of the multiresolution analysis.

Tests carried out by the Applicant have shown that one iteration of the
wavelet transform (i.e. a one-level resolution analysis as schematically
illustrated by Figure 5a) is sufficient in most cases to extract the necessary
features enabling a classification (and thus differentiation) of the candidate
document being authenticated into the class of genuine, or presumably
genuine, documents or of copied/counterfeited documents. In other words, the
sample image may simply be decomposed into at least one fine scale sub-
space containing high resolution details of the sample image.

Within the scope of the present invention, it is however perfectly possible
to perform more than one iteration of the wavelet transform, i.e. extract multiple

sets of detail coefficients (or wavelet coefficients) corresponding to more than
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general visual appearance and look of a counterfeited document.

The following discussion will therefore focus on the case of one-level
wavelet transformation involving only one iteration of a two-dimensional wavelet
transform as schematically illustrated in Figure 7a, i.e. the region of interest will

be decomposed into four sub-images ¢, d!, d} and d.

Figure 10a illustrates the result of the first iteration of a two-dimensional
wavelet transform as applied to the image shown in Figure 2b of an original
banknote specimen. In this example, the original image had a size of 252 x 252
pixels and use was made of the Haar-wavelet transform mentioned above to
process the image.

The approximation image ¢’ resulting from low-pass filtering is shown in

the upper left corner of Figure 10a. The detail images d}, d, and d} resulting

from high-pass filtering are shown as substantially dark regions, due to the fact
that the wavelet coefficients have small values and also include negative
coefficients (the wavelet coefficients therefore appear as substantially “black”
pixels when directly visualized).

For a better view of the wavelet coefficients of images d}, d} and d}, the

images can be normalized so that the coefficients are comprised within the
range of values 0 to 255 (i.e. the 8-bit value range of a greyscale image). Such

a view is illustrated in Figure 10b where [d]],, [d}], and [d}], respectively

designate normalized versions of detail images d;, d}, and d} . From looking at
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referred to in statistics as the “second moment”. Alternatively, one may use the
so-called standard deviation ¢ which is the square root of the variance ¢°.
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In the following, one will in particular exploit the excess (hereinafter
designated by reference C) as a further categorizing feature, together with the
variance o°.

Figures 14a to 14c are three bar charts illustrating the variance o of the
statistical distributions of the wavelet coefficients illustrated by the diagrams of
Figure 12. Reference numerals 1, 2, 3 in Figures 14a to 14c respectively refer
to the three candidate documents that have been processed, namely the
original specimen (Figures 2a and 2b), the first colour copy (Figures 3a and 3b)
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5.statistics i rst ment" .; th ewness of
ing 3 &Rieiobr T BR GPG: al RBOR Hartcwial aheps o example of a
po@@@fé tediem 0% mte?és‘i Qhaelvas 'S@idid fr Ihapushdses oRButhRAtication

third nonent” - which is a nmeasure of the asymetry

accorwmgat@tf@tamwec@@scalbgdrm@npdon ; t he
oS8ty RIS LS B neb Rt WS b o
bamrABtet with \hfferent segrew@asuiveapfantihéolour copies of the banknotes
which were produced using inkjet-, thermo-sublimation- as well as colour laser-
copying and printing equipment. Figure 16a shows for the purpose of illustration
six similar images of the same region of interest taken from an original
specimen in very good condition (illustration A), an original specimen with a
relatively high degree of wear (illustration B), a colour-copy produced by inkjet
printing on photo-quality paper at a resolution of 5600 dpi (illustration C), a
colour-copy produced by inkjet printing on normal paper at a resolution of
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"peakedness” of the statistical distribution ; and/or

the statistical entropy, which is a neasure of changes
WO pooshes261 ati stical distribution. For the purppSEIBXN08/052135

feature extraction, the abovedd-i sted nonents 15

(i ncluding the variance) shall be normalized to enable

proper conpari son and classification of the various

candi dat e docunents. Figure 13 illustrates the
5666tdﬂbd§|l@£ra§9@mﬁhss aplguegerys Progucemb it ithermukewplésation on

bty 3B ol ER O REAR BTG EL 4R 8 soipyzoopy

pr@hj@de"d iyt iIgderi prinegedn anstmepgpér tdhea” rasaRitiodl dfhe200 dpi
20 di strlbutlon is concentrated on the left. The
(llegfrRtirsk).i s a "negative skewness". On the other hand,
h X S | XCeSs (@St
T e e B A

dISitllaﬁltICB’TSI odl thdi wtawellelutcomﬁlcnemtpr (isi Riguee ster plee hnewgramnd are
fatter tails, respectivel

rounded
de\%hv%rfror%H&P@@P@et'oﬁﬂfﬁh?ﬁ@eﬁgﬁéwrﬂﬁge%f‘%ﬁpﬁﬁ'ﬂg #PW low-pass
flltEﬂﬁé legi ft#‘lgur%xol%%f)‘ Oy lapakker p%%sﬂh%”ﬁﬁs%’grams
e erence as a further ' categorizing featur
cotrmtfeech éomiihehmdges\athebee ooginal speciméngyhistogrdenst A and B in

Fiie, 5608 FiatTnURLL e Bl ool O e P e or e
spé@ﬁéd§(a¢1@ttﬁe' drbgéﬁé@b\eg vﬁ%l&lé‘% Hea@iggors onnté%stﬂH'feelmage
. Reference nunerals 1, 2,3 in Figures 14a to

of rtfe% [SECONY @IriginadfsPecinaen heseeh rre@g@aBnm figuse dkﬁca)nﬁhwtatlstlcal

iR B R PBE FES RGOty i e AR o E RS et
pridcst 6?)@8 \éﬁd&ﬁ@&hé#ﬁ@@aBﬁﬁéh&Z%% QpidlctframaC teE) drBeclearly
second_col our Co%istglzl gures 4a and 4b). In Fi 8ure 14a,

diffeyent, dheapiatistigal Pretigh pbthe: wavelst FQ@WQ@”"S}I edyed | from the
. il ' .
1 WS ) 6o SPRRTSRHERE SIBISOBp o gser o

thaﬁpécthedon?uhel \spelcgmems aaom&veub?tamlsmérbwnhbghhe histogram
the case o Istripution of t

COpEEPPRENE NPs ht?e}qsﬁrr%'”ﬁcgﬁpwés g Esg I’w‘etef@nt Qji thg original
spgeﬁ%ﬁér{m'ﬂﬂdrgé%ﬁ haj ﬁ%f&t}éﬁﬂt fdoprd fsPBﬁdlﬁﬁattbSEHé:aéolour copies

I'stributions of the wa coeffticlents deriving
(histagramiseCi ﬁm5¢$bebI1[ hieadyl d:ﬁeremramsljtudestmdhaeak lsbapes as

cofpatririn e hatRRs IS Rt ba e zpe EaEramE A and B),

coupberheidake bhareabtiod hERfiré est ShB@%ethe superposition of the
histograms corresponding to the first original specimen (histogram A in Figure
16b) and to the laser-printed colour copy (histogram F in Figure 16b).

Figure 18a and 18b are two bar charts illustrating the variance o and the
excess C, respectively, computed from the statistical distribution of the wavelet
coefficients derived from images of substantially the same region of interest of
eleven candidate documents comprising five original specimens with different
degrees of wear (candidates 1 to 5) and six colour copies (candidates 6 to 11)
produced by inkjet-printing, thermo-sublimation, or colour-laser-printing. In both

cases, the variance o2 and the excess C clearly show that a distinction between
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10 shown that the nethod according to the present
invention is very robust, especially when the inmage
wa@l2108/16261 he regi on of interest being processerCT/IB2008/052135
contains a relatively high déisity of intaglio-printed
features, such as in the case of a portion of the
portrait or of any other simlarly dense pictorial
representation that can be found on nost banknotes

the saithentic tdesumendgylanst ihe neasonteydgitse is popSible prsirgnihesag two
rchitectur obj Euro banknotes). The
stz{’lg@gél %éﬁ]egér?oa@sﬁgéﬁfyﬁ&aégtgreas containing a | esser
anopot tHY saky aglliustraest, Wiguret 19 s beamistratiened o esddponding

Figures 15a and 15b are t\wo enlarged views of a part

fegipre pRace LD Beprarianes poane Hia exsessebtan S vohcaerainates in
' t O S t
gl PR SRS RE (65013 byl ST Elymepts can e
posidhed nA Garderiyie manadledrty béeravah betwedn the pdintsheorfespanding
[ rticul ar shows an exan;pl e Q

Figure 15b. in ? , f a
to ;96%& |S@ep@@¢ra§ '8??tﬁﬁt(§? the upRgt .”%5 cehsr &if g feagure ppace)
ang4h88é goﬁés&g@]ﬁ%& E@Ighpg%@§§ gl:b%f&i SPtHdBwer left corner of the

above-descri candi dat e docunents
fedtaveeshaeaa). t est ed i ncl udi ng both original 25 banknotes

with different degrees of wear and col.ou opies of
t heF SR A0t S NRVERT AaFRTEY SRACEATIATG PAKPLEIGUrS 19 where
thé NAFERcS W AR@ith®Excass & ldre 3aiPlueBl AR Y) e88Mimdtes and
d printing equi pnment. Figure 16a shows for the

an
which pgews dheiresults hat wene sibkaisediblyaprocaagjes asiditional sangidate

a5 o el - Stsih lyor PADRERER) Hrde Rgfilseanffin e
rolSpstGesE andietfitienc3lofrthk alutiventicatiod method ek cofd iN%f@U the present
(illustration B), a col our-copy produced by inkjet

iNYGMtieni ng on photo-quality paper at a resol ution of

560f %@II b leﬂpﬁ?‘écfigtbbotﬂaghe ?né%ﬂ!)&”érc'cSbe?H%% qgé"?r‘?\%rﬁ%woes
I nkj'et printing on normnal paper at a resolution o
NOR G384 ekt PER MET tHAB 200 SHlectad regith- obGl€redpibe strictly one and a

illustration D), .a colour-co roduced, b -
salifo 0 s bithAme idale. SREVEIEGI ey 2p agaierap! dact, deviations
re %]Eig{g‘tthé’na&tﬁa@ggsiﬂ@h bé/f :tﬂé’%b%tn! B ifMeré&tdfBm one candidate

- copy produced aser~printing on normal paper
doatment etoolanbihen do6 a@0Gubpiantially uaffacit ihen ré3ultss Flgeir method

16b,.sh t he cor.r.espondi ng _hi stogra of ,th . .
acGOTiTa T Xap PIPSETHi BHTTHEMS SoPCIRTEIN, 850y 2Q¥sINRgeqush s that it
doekdti ragliRe HrEcit8 edéntFicaabR EhdapSsifieHihy &S the ABYloRCof interest

conbi nation of the three detail images resulting from
priooviop sigeaf iproeessieg.ofl hish@reéatyg simplifiesi e evhga) autbestication

ot A Al BR TR A RO AP o)
one merely has to ensure that the selected region of interest more or less
covers an area comprising a sufficiently representative amount of intrinsic
features (in particular intaglio features).

The above-described authentication method can thus be summarized, as
illustrated by the flow chart of Figure 22, as comprising the steps of :

- acquiring a sample image (i.e. image c°) of at least one region of
interest R.o.l. of the surface of a candidate document to be authenticated, which
region of interest R.0.l. encompasses at least part of the security features ;
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10 Figure 16b) are highly simlar, despite the

di fferent degrees of wear of the specinens (and the
wpe@sence2 of a winkle in the region of intereRtT/IH20081M52135

i mge of the second origi nal -3peci men - see inmage B in

Figure 16a). The statistical distribution of the

wavel et coefficients derived fromthe imge of the two

i nkj etprinted copies and the therno-subli n“(;)atl on copy

( hi st ogr gigitatty t pravesaing dhearseynpls imnager ent by Therforming a

I St £t o) ff n
aegbiRgaliofiR it Sbenelhah Pioat PalTH s RafaT oy tontaining
high redoR@lornddtail L pP Ry SarhplebienRNRIa4t Iebsiserie bPtHehadb-Phages

t he original specinmens. However, the dispersion of the
dthid} odf awhersr mes podi.ndN tand Nés Ithaeseum,ber of deratiopy pesformed)
still less than that of the original specinen.

an4RcEng CdﬂSSIfMingtf@gMﬂ% fronn s perigi shlp-srpaene ¢ dhestatistical
pafipfe3 7 Aokl e el glsfidbiofH sdebul @iidlen) ; gno

the hi st dgrmﬁg al aufteerticitgiratihg S(oeclaserma(udsm)sbbgfa&an@date
)t For the sake of 1llustration, Figure 17
d0§H6\ﬁ£‘ baged QBéfﬁ%%tr@Pt@ﬁ Cé@sst'fﬁ@gﬁﬁﬂ%% ans
cor
hi fszfgg:ggg’ln HE%'ESII)f |I£ a‘Pééé gintnﬁrhg)%ﬂ??ﬁég{géh F?I‘fl% deyice for
cheokiongr thmp—wthemmngg loénsé'curmy Fdgeureerit6b)in pﬁﬁldaiagu banknotes,
18a,.an b are two r charts illustratin
acggr.qlrgqqg ]tgﬁ %?Fﬁ’etﬁ%s% ng‘e&‘oq JE'b'éc Tt %”b%ﬁﬁét%%l optical
sybtepin1008rop lRGUINGCE dsa%;%rl 9& 602%f‘4ﬁ<¥%§bn of interest
coefficients derlve fromi ge 0 stantially the
R. edn@nr egtandiddtei docsmaent of toebevautheatichtad: @ndos udigitalssignal

oréiag e 7P i 2BDistaP e 8BATo{ Bo3pMaing BF A gl Gpeessing of
thé 0parplel Gaagedaties BSPO Zob) iy PIoPHEecLIAY advantageously be
i nkj et-pri ntngq?d t her mo- subl i mati on, or

Im@tﬂrreﬁnted &5 -RrogigmmabldsatecAray (FPGA) waiti ance 02

pet ol REPBGsin H IR b lst0a s st BeATn Bln be appliec

foragirheipt detedtioy rsstusityaficattiess ¢ioupheicledrt mtaghopm‘mebl @atterns)
using these two statistical paranmeters as classif
Prigiadh apphed OPcﬁth?'FYlé'S%a‘Rr@Vkﬂedl PPugeGusity oqpcuﬁ‘%ﬁe EPEIFBCUW
u [ rr.es a [
bafiRablesi Wfigh! 8oty epRiEESBORRHEY CRRREHTIsTRS U dtures
intrinsis tdﬁethéeprtaceesemaxse;d vdre peoduting dhel secudiey | dealinherdsn By
.G i dat e docunents, can be i oned. A border.l]ne
I HREFR G SPEE DEPRBEN Ehieab eSS & alsdrsigo! the
sukfac8'of @i dH i doFRRtert laeBiRsInEM abbfe WG rédiGRbf interest is
corner of the feature space) and those correspondi ng
sete@texbtaamlclmtdsa@ deatte onthersecuoiyeliealures, @.6r bgrpesforming
f eat ). 1QFi qu 0_i w of a feat
ont o8¢ HefarPRRcn s, st fie38l fioheeridlsln b 1% Rarfhie FAHEES. one
cafrex@iadt tlassiefed fsatlrednehisl ard cHarRt@rstic X6t the security features.

coordi nates and which shows the results that were
obt éﬁn@dpl@wqﬂ VS n@ea@éﬁﬁsl'fmﬁ‘ﬁl fealbtpsddnay deevasigrily be

stétl%‘f"pé'l ﬂ?nﬁ‘?ﬁfgt?%b%%}%%tgggfp%rﬂ {3@? é:ﬁﬁ})‘?%&g{ ﬁ%ugttlt%metlc mean,

th@mambecm%)omMMeasmhdlebg:etse (G anestbst entropy of the
15i nvent i a he appreci at ed that t he
St%'ﬁ%‘dd%%‘rt'aﬂn@f ?I%eqtf?é qor‘?ﬁécrh%ntédp CRERSENRIVea 8T Sighnh resolution

def b etsaﬁ@ | BRagehPaRE deg on of interest be
st rlct on sane area of the candidate
docunents As a matter of fact, deviations regarding
the actual position of the region of interest from one
candi date 20 docunent to another do not substantially
affect the results. The nmethod according to the
present invention is accordingly also advantageous in
that it does not require precise identification and
p03|t|on|ng of the reglon of |nterest prlor to si gnal

o o o, - "
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30 acquiring a sanple inmage (i.e. imge c) of at

| east one region of interest Ro.l. of the surface of
w@2mandgizént e docunent to be authenticated, whiPRCI/IB2gI8H052135

of interest R o.l. enconpasseéi-at | east part of the

security features ; WD 2008/ 146262PCT/ |1 B2008/ 052135

- 32- digitally processing the sanple

i mage ¢ by performng a deconposition of the sanple

i mageshalt dudher desstappriecisiesl éhatulans pathentioity aiatinggcomputed

acfllhd 5 3¢ etle ‘Eishipha Jogted SRR ouREEAEy SesBhing the
security fat#Bé that srd fe bBYsiIREd Ohppliedr, Ari SINErWASE fpREVIBEYN dn the
and extracting classifying features fromthe scale

Se§U'6ty_Q§l§¢1€1%$ 4 Slﬂ(_Hba Heph as1g predupe eghar é??t@éi?t_ifa[ﬁﬁppnﬁﬁé“ the
scﬁfegédbs-gb&?é oP'sﬁB-rs,gBHéé Banéfiniﬁg%?dnH F’%so‘ﬁ?[ nfa&?ﬁé‘b?ihe' sample
an eriving an autthenticity rating (or
imagadisatfis paddemspdof the candi date docunment based on the
extracted classifying features. Figure 21 _ _
schBH&Ri QRIMIpalion ey ik Bartichlarnpe a%gﬁvm By ating on security
fe EYéscﬁwch&HingoiangﬁSkb %Eeliﬁgt@ﬁék}t' Shtiern8! |REYFISEY patterns,
ocunments, tn particular banknotes, according to the
opéibalyediffeactiviebstouctetdso dnd/ohi condieinatens dingneos el fligh density of

s Rt BreBRn ro R ehdihetag P e RifGis, % ¥hown

fordiastametin Figure 29, Wdiuftﬁhg[bé?rﬂ&@gr bafésialliegi tal signal
processi ng (DSP) unit 200 programed for perform ng

t heVarigus anogificationsi ang/of improvemenisrpray bewgade théhesgpove-

B AR b 85 LEAOR PR B S P TRV s
defihed byehappnesédtrimshat the above-described invention
can_be applied for sinply detecting security features

(i nFpainstengearas arerly esntipReddwpie the @eshesiticatier principle is

r OVi ; e
BRI BoEn STB B8e RS T A TR o e
contaiming » stadl ar-pdtted i ctiecns/i thadahvdreiahugaes be ripplied by dralogy to
the processes used for produci ng t he securit .
the JUQRBPRIQY By a8 J1ege | 98%?618&59 e SesHry éeI%/tH’ifgSe cgmprising
r . e .
B8k PS8 83108 b8l Blockieefeiads: Blockeing e
secutityr detumentss| wc tpaddticudan hiobudéseit pladtasts, algherpress pétterns,

he security features i.e. b erformng 25 one or

onlis i EtAE 1ERHTES el cricDoudalin Reriys 5 of ¢ he
sanpiile WaeSet transfofhabdat Hiselsssd nvtheLdrattWieBe above-
whi ch are characteristic of the security features.

deserikeg| enbedmanty eof thee iavenfion yit rgpailefeupppratigied that this

RO i ISbRobdandedad B EL DA i Wil B acoee
of it Blesehbimvelisomedther i@ storarsare(Howe\drhosbibleslicioay the so-
of the 30 statistical distribution of spectral

Calie Chirles MaNSIQER)- dJemm atganeral PeiNG AT Views| any swtapie diansform

frnd h [ e fii | g. "
cafl st 5250 kB TEdouHtEs [ drBiY & decthiposijon of the sample
imagetitteratbeastmecstadd edbisipate @ontaining gt régolutadn defails of the
corlngut ed according to the above described nethod can
SagW'e PP -sed by designing the security features that
ar e Qd8itoR! i %hﬁFF"beatﬁ’rmérﬁé)odochaf’ﬁﬂbeé%\?eﬁdéé&}ﬂ fhefbdology
the security docunents in such a way as to produce a
caohze appbed dn isuch e praysesita ddeompose the sample image into more

than one scale sub-space containing high resolution details of the sample



10

5 scal e sub-space or sub-spaces containing high
resolution details of the sanple inmage that is
WRLmsrsRex. Such optim sation can in parkCDIB2008/052135
be achi eved by acting on sectdd-ty features including
intaglio patterns, line offset patterns, |letterpress
patterns, optically-diffractive structures and/ or
conmbi nations thereof. A high density of 10 such
impge tadrdiféerept s¢aleablnysuicmease, lassifyind feagies could be extracted

frogl SatD Sifte T shpRer RopTathued! i 5 RMGSe' Bocument
beVRy bothentibgtiell tRbisrswaid, e PRIYCEIN BMRIHIBNNBYhAinfiestEto the

to the above-descri bed enbodi nents w thout departing
decpaposiiensefoiie AMPpigeimagr P aNluongeIGate gubysrage containing

: -l 2l I st , as al ready nenti oned,
méﬂ#&%ﬁﬁﬁ@‘%ﬁ?ﬁ%ﬁ%ﬁ§§%¥@ﬂaﬂﬁgﬁgip|e is preferably based

on Ebﬂhemassivh;m_cﬁ parolc{esmi@@_@fotttdaisna'au'r@icebrdigtﬁppﬁmecbf the

to be caontainin intaglio-printe atterns, the
speRlelfaedicients *I?% R&SS) ﬂ%%?r%’ﬁdaﬁﬁa? OPAIRC! plasedyag dgatures
forof g&MNihgBeR CARhahiifg t%ttilﬂg_r ocfeCtH?' LeanbRBIET fcument . being

conprising characterirstic Visual features intrinsic to
authrenticatace sys othes dsitable pootasising  theld2be sousaged as long as

docunents, in rticular |ine offset tterns -
sufB RoFRratg gaatlies A, SBlats G Jerive pafiiesdhat Ak uticienty
repYe8EAfative B taseQiHty FERURR of authentic¥Bdurity\@d¥@irfbnts.

transform has been discussed in the context of the

above-descri bed enbodi nents of the invention, it shal

be appreciated that this particular transformis to be

regarded as a preferred transformw thin the scope 25

of the present invention. O her transforns are however

possi bl e such as the so-called chirplet transform

From a general point of view, any suitable transform

can be used as long as it enables to performa

deconposition of the sanple inmage into at | east one

scal e sub-space containing high resolution details of

the sanple image. 30ln addition, it shall be

under stood t hat the above-descri bed net hodol ogy can be

applied in such a may as to deconpose the sanple inmage

into nore than one scal e sub-space containi ng high

resolution details of the sanple WO

2008/ 146262PCT/ | B2008/ 052135 -34- immge at different

scales. In such case, classifying features could be

extracted from each scal e sub-space in order to

characterize the candi date docunent being

aut henticated. In other words, the present invention

is not limted to the deconposition of the sanple

image into only one scal e sub-space containing 5 high

resolution details of the sanple imge.

Furthernore, while a processing of the statistica

di stribution of the spectral coefficients has been

described as a way to extract classifying features for

deriving an authenticity rating of the candi date

docunent bei ng aut henticated, any other suitable

processi ng could be envisaged as long as 10 such

processing enables to isolate and derive features that

are sufficiently representative of the security

features of authentic security docunents.
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WO 2008/ 146262PCT/ | B2008/ 052135 -35- CLAI M5 1. A net hod
for checking the authenticity of security docunents,
w0 poopasd2erul ar banknot es, wherein authentic seRUr/iB2908/052135
docunents conprise security f3atures (41-49; 30; 10;
51, 52) printed, applied or otherw se provided on the
security docunents, which security features conprise
characteristic visual 5 features intrinsic to the
CLHREesses used for producing the security docunments,
—wherein the nmethod conprises the steps of

acquirin . eql -

P08, L% RIS R e BlubybS7 ) B,

padsldrebankrotds \ﬁhémmalu@wérﬁ@ s&durien dbelmnt@fzonmueé@curity
enconmpasses at | east Eart of said security features ;

featgres f1gftPaBPy 18r ate8d) RENES @PRHARHIGE qthalyese Proyged on the
se?ﬁ{ltgoglt%{fﬂleﬂtsde\?/ﬂmﬂ"%}eebﬁ@ Math AR %Bmﬂrﬁe' 'Eﬁgreac(ﬁ stic visual

east ‘one scal e sub-space contal ni
feattase:ﬁ intrinsic td:eﬂhm precgsses, usedXor groducingothet ém:uswmd)wments

d t t | f f eat 02, C,
P et A metted PelReS YR atert Y | dor fving an
aut hent | ‘éb&erlﬁgté RGnYle i g@aff'tg j dpte Igé’é’cué‘f?é‘tre@iéﬁe& Pferest

15 the extractéd classifyi atures (02,
(Ra.l.)reé thet ﬂmca:oérahcagdtd@tealdalcumantvtbebel autbegﬁlcated,ywhlch

th I
B ES T A er R er e D St kR secHeyopkyes &
derive aﬁldlt%ﬂ§tp|‘éf¢@s§lﬁg @éldsl%ﬁﬁﬁﬂ@' n%l%ﬁf(lc@)' et ?)erformlng a
representative of the Said h resol ution defails 20
de@gmp@mlondq@ the samplefimage £ Og}plnto |a’ﬁd§é8f( @)ﬂeascaéefsuhaspace

d t
copfifnidhfesquuion detals (05 G cinse o) the sEB%iig idege () and

exrBighg Sessipungfopturged oy Geddfor] B SoC ShRcAEp" 2na

coeffici aehsmgrzaml a@tﬁ@nmryfr@mﬁ?m tife pavdigasl decuphentiiRased on
statistical of the spectral

di stri but
th%6é¥r@¢t§ﬁ&*ﬁs§'fy'nglfgatrulrﬂsu(Olzﬁ@ red-hod according to claim
yher e"rﬂesrﬂ}eﬁwo%t é‘édo?‘&lhgalbi iREESHhBih '&?deféﬂggroc?ss ing the

COITpUtI ng at east one I cal paranet

safpdenirhage gratugesconpri sing the arit hrretl c nmean (first
nmonment in statjsti varci ance, (02,

.t gond nmoment
st | BeToayInch GabROMASA AR gleBragt (G hlo dETE ot least

one set of spectral coefficients representative of the said high resolution details
(di, d}, d}, ...) of the sample image (c°) at a fine scale ; and

- processing said spectral coefficients to extract said classifying
features (02, C, ...).

3. The method according to claim 2, wherein said processing of the
spectral coefficients includes performing a processing of the statistical
distribution of the spectral coefficients.

4. The method according to claim 3, wherein said statistical
processing includes computing at least one statistical parameter selected from
the group comprising the arithmetic mean (first moment in statistics), the

variance (0% second moment in statistics), the skewness (third moment in
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-36- statistics), the excess (C, fourth nonent in
statistics), and the entropy of the statistical

di stribution of said spectral coefficients.

5. The nethod according to any one of clains 2 to 4,
wherein said 5 transformis wavel et -transform

6. The nethod according to € i m 5, wherein said
wavel et-transformis a discrete wavel et transform
(DWI), preferably selected fromthe group conprising
Haar - wavel et transform Daubechi es-wavel et transform

staﬁ%m& n%xq\%as\ée(icgtfﬁgrt nrfﬁg%r \MI% esz s:ﬂl%gfe%@oﬂmeagﬁ%& 39 the

staﬁlﬁﬁfé'ﬂ'@%fﬁﬁlﬁu*t@ﬁ d?fsaid@pécﬁfﬁﬂc@eﬁm(c) is perforned as
a result of one or nore iterations

mul%. i r esthamelhodpecording toRRY @te ng?%ﬁrﬂ to Anpyerein said

8. Tel h ng the authenticity of security
tra%@@ﬂg%ﬁg’e&& tra‘i{l;l %@ ar banknot es, wherein authentic

se@ri t yTiwengtrod siccoming &eclém b, iwherdh saidtwaedet-transform

(41-49; 30; 10; 51, 52) ted,  applied or .ofherw se
is prdisceie Wwavalel traasfarm &Bk% urRERfes: gl\Xh? gCedc(fPm yhe group

Corfmﬁﬁér | a‘??ﬂagénéﬁrm%t@éu%d ?é’ Lvavalet traRkIOHRS and Pascal-

SIC e processes used for producing t t he
waséletitrahsfodacunment s, said nethod conprising the step of

ond-r ogi DA Grenag ciardiogu g o) OB of g 1 3.4, Stidrein said
decgﬂﬂﬁ ﬁéﬁ of HLEBAbI ithadfe RE) F%%éiﬁ:l‘rhie@aésed reéﬁﬁlt éhone or more

processi ng i ncl-udes perform ng one or nore
|tenatlena(Nbofsa Nyltiresolutionlanalysin(MRAY of Hifa$3reple iNAIR)  of

any® ane Bl s s R, O Refif Lap st

paﬁl'bQFé?ScﬁdrfkﬁoﬁasO'Méﬂrblri Mu@i‘enﬁ@@écﬁntm@ﬂneﬁtrsr eapprsk l$§cur|ty
to several regions of interest (Ro.l.) of the sane

featune@u (@4t49; ¥t Utk 1, 52) p.rmteqfh@pﬁtétdw@a Oémw&ﬁ REPMIdechRp the

ool oG o sa00P, 40681 ExoPl B OBL e vuo

feddliiseihesic &f t@@rdﬁésseéhséhefornprdsm;twg:uw denlgﬂtyajmwnents
one of clains 1 to

sarﬂe@ﬁmo@sccprﬁ@naae thﬂtsé%ﬂ’ |06 d&f{aﬂlx MH%CE(S&in@h@)Samﬁﬁﬁ émag% (c”) of
AR She Qéélbﬁrcﬂﬁnt%%@t (R vbagF I e 6‘@& Eﬁhﬂ@af&&ecument to

structures (30) and
becatmthen’_ektateds V\thEh elidital pr8cessing includes pﬂfbrmmmle or more

d f 4 d 8, wh j
toGaoasSb Of PrydtEselned TRyRRBRA L e PR, el
patgernstRE g?i%d’gaé&“lo%ﬂ?o{&@wv omad of RAGID -1 to 4 and 8,

13. The neth accor any ‘one of clains 1 to
coamlisBg digitaky pr@cmmg atpluwsy ob rs@nmpigiioRges qmr@lpéﬁdmg to

t d h f
separef imcidne ff BferpSbior ) alie SoeAlE gpebinnt
intagli OTﬁélrﬁém@Bd%cbedung t6 Rirgusiee 8bglaims 1 to 4lénd'|EheNhere|n
met hod accordipg to claim 13, wherein said at

| eas
saigheamelgi io1agef(ci s @casired Rt 6. resylutign dewercthan 69 qim(:Ptﬁi%rably
Ofggb rns of a pictorial representation, such as a
éilt provi ded on the candi date docurrent (Fi gures
10 2a, ZWhe method according to any one of claims 1 to 4 and 8, wherein

said security features include intaglio patterns (41-49), line offset patterns (10),
letterpress patterns (51, 52), optically-diffractive structures (30) and/or

combinations thereof.
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15. A digital signal processing unit (200) for

processing i nage data of a sanple inmage (c) of at

| east one region of interest (R o.l1.) of the surface

of a candi date docunent (1) to be authenticated
according to the nmethod of one of the preceding
claims, said digital signal “processing unit (200)

bei ng 15 programmed for performng said digital
processi ng of the sanple inmage (0). 16. The

di th al Tegmethqst acensdinggtoLanyt one b cladmsdl t tand, 8, wherein

salcb%p PRmea(%u%s'?f %ﬁll‘g@v%églj §t %EE/ @r%aﬁn‘ﬁ?tgérﬁs henﬂr{aai@dth,

length &REsdding.docunents, in particul ar banknotes,
according to the rrethod of any one of clains 1

20 18enpring mgthad apearding t@y%’ﬂ)éﬁn? Phelaimg,1 Ebamduo ,gwhereln
saicg E‘F(l)@qasq@n% { 6?(91‘501( ﬁ'%er‘égt RS, Ir)elg's%rbd?éd ‘tmrﬁﬂt‘féé JB%? density

gnal” processi ng uni

of patt@gmarpmférém llpealf or mmgneblanmgjlotmintpd @eﬁemsdgigﬁre 2b).
the samle i

d
acddr di ﬁla“q @@%ﬁﬂn@gicprd%ﬁepelc}?'@aﬂé ﬁ'bqrg'\é: S@‘,'idgl"?falleast one
0 |
reg?)"r_:l Ccﬁswr@gaé}'g Ogl%quGa%éél E‘% ?ge)m&lﬁhélspétférﬁg’% a plctonal

uni t

reprasembatidy rsuph @sec podrate providegd dndhman@ﬁataﬂMQEIﬁL(FwU"eS
nknotes, conprising the step of designing security

28,409t ures to be printed, applied, or otherw se provided

on {i5he Seeilifal ¥ighes BFB?!@S&’ngVW\'ﬁf @20@)5?@1* froeessihgtimage data of

features are designed in such as to optim se an

a samphe iags (¢) ohet lﬁjﬂSBOnedﬁp@Dle lat%wtdf‘h@}l 1 of theesurface of a

TR S PR S e it B apgon
of %H@ ?_fé&@m Wi A0 86 4id 6 AARCTSiHRA0 RO OSSR urdB- (200) being

he met od according to claim 19, wherein said
progeamquyfor egrfgrre@gu wﬂ digital wmgsslag@éﬂ%%@p{%m@ (c").
l'i of r
52;‘1% op t-lﬂgéa p@tta c)ess‘rﬁ E@tﬁ S)S?fpg?ﬁﬁ 1 |r§15i]emented
as QﬁlﬁP(BAt(Fkylu;Ptrdj@rﬁaﬁnﬁable -Gate-Arrag) uﬁ'he met hod accor di ng

b & Tas) Aranaa, a7 lSakT s muhaiityotosharly dgpaments, in
parﬂ@@fa?r%kane%f ?g@@?&fn%'t@%% RetHoY ML%\h?Qﬂ{e of cIaumLsJS 1 to 14,

agl1o-print patterns (Figure 2
cormprisiag edre bpticai neysterm (f160) fdrea@qmmthe: sampie image (c°) of the

secu ts rticular of bankn
regia Sttt R r s G Sl PeoselRRIR [0 yprogrammed
for %ﬁﬂtd@%l&@né}%@&ﬁ@&ﬂ é#?ﬁ[bl@ﬁﬁhbge (£%h, particul ar
banknot es. met hod for detecting
sec1&| t yTheadeviess a(c&pgrdz;gg ®oclaim; 181 wieggin said digital signal
processing unit (200) is implemented as an FPGA (Field-Programmable-Gate-
Array) unit.

19. A method for producing security documents, in particular
banknotes, comprising the step of designing security features to be printed,
applied, or otherwise provided on the security documents, wherein said security
features are designed in such a way as to optimise an authenticity rating
computed according to the method of any one of claims 1 to 7 by producing a

characteristic response in the said at least one scale sub-space.
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printed, applied or otherw se provided on security
docunents, in particular banknotes, which security

wo s@Basee2 (41-49; 30; 10; 51, 52) conprise PCT/IB2008/052135
characteristic visual featur&8-intrinsic to the
processes used for producing the 15 security
docunents, said nethod conprising the step of

di gi tal I\é_ processing a sanple i 8 v\%C) of at |east
one2Pegi dheohethedeacnordiog.to.alaim & erainshigt secifrity features

ngig0E uitBblio FRREMRN 417400 dihe] B aRierbl: (S oprblirfse wattens
(5552 b?ﬂcefll?ajltﬂrfa%ﬁvé 4tudRire3(B0) Hdd/Srlcond2hationy @reof.

digita ﬁ_rocesshgdg i ncl udes perform ng _one or nore
i t ePdt i ofge(Methad aceRnding & @laim 3R A028nuwnpsein gaigkmecurity

feilrd e BF el BOR 4y hWEE 4 AKh BoRHE) o¥pfferns. prefeyadly
|inSﬁICOIrr d:ur)hnhﬁeart mtaz%uo(;éﬁnté@ plaﬂ@rns%@’ Igl?'é,Zth) : 25.
The _net according . to claim24, for detecti ,
i nt 841 i o%p‘qel i eaysg eFrﬁQS A Zf@') the aUth%'Caﬁg{é of security
24 25, V\/n d
do?ﬁ%@%@ﬁ%ﬁ%@ df%aﬁkﬁbﬂ%‘g or erein sai

eat ures ...) are statistical
par aaet etdsesef acuwlbesbiusiont laealgsueu@\/llaér)ﬁo'r dhagauthentication of

t t tatisti th
sefUny Aeuntests. N EE R RIS ot 1 51 c) ¢ he.
skepness A itithst iBBEfectifg el fé%ﬁl)rest{Jlr WCL?@S1®%1 52)

fourth nmonment in statlstlcs) and the entropy of
prigted, i applesl omcsthelrvwamW@vaedsp@csewrltwmmmrﬁm sﬂ partlcular

oo §AEE Pl ool et Gy 2 2305 1B, (8L, 587 comprse
characteristic visual features intrinsic to the processes used for producing the
security documents, said method comprising the step of digitally processing a
sample image (c°) of at least one region of interest (R.0.l.) of the surface of a
candidate document, which region of interest (R.o0.l.) is selected to include at
least a portion of said security features (41-49; 30; 10; 51, 52), which digital
processing includes performing one or more iterations (N) of a multiresolution
analysis (MRA) of the sample image (c°) to extract classifying features (o?, C,
...) which are characteristic of said security features (41-49; 30; 10; 51, 52).

25. The method according to claim 24, for detecting intaglio-printed
patterns (41-49).

26. The method according to claim 24 or 25, wherein said classifying
features (0%, C, ...) are statistical parameters selected from the group
comprising the arithmetic mean (first moment in statistics), the variance (02,
second moment in statistics), the skewness (third moment in statistics), the
excess (C, fourth moment in statistics), and the entropy of the statistical

distribution of spectral coefficients representative of high resolution details (d],

dj, di, ...) of the sample image (c°) at a fine scale.
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