.ije3eH E\:6T,1:, -1 METHOD AND AGENT FOR THE PROTECTI ON AGAIN%E T
UNAUTHORI SED USE OF COMPUTER Rmmmmmd of .the lnvention %@Ee@%
invention relates to the secur t -of conputers. More
particularly javention rel at esisdi@*a net hod and an agent - ting
'the access t%votiéés‘tsge of conputer resources by hostile appli C%ﬁgﬁ%ﬁ‘b?ﬁ
Background of the Invention The Internet Ras devel oped very much both in
respect of its contents and of the technol ogy enployed, since it began a

few years ago. In the early days of the Internet, web sites included text
only, and afMEHOR ANRIAIGENYFQRITHEPS OTREIIONAGANRTTEE UNAYTHRRASHD{SE (O €OMBUTER| REBOUR CES
many conpressed standards, such as pictures, voice and video files, were
devel oped and with them prograns used to play them (called "players").
Initially, such files were downl oaded to the user's workstation only upon

his request, and extracted only by the appropriate player, and after a
specific order fromthe user. Wien) in the natural course of the

devel opnent qfiﬂh%ﬂ%%%w%ge Wb the search for a way to show nicer,

interactive Pages began, Sun M crosystens Inc. devel oped

Java - a |l angyage that, allows the bpaster .to wite a program a |jst of
conmmands - Ngﬁ\ﬁoi’ﬁs e’(’i‘ﬁ?‘ﬁ'ﬁpe?l"g}ei \ﬁgt Hi%l FiCURY RARAETRIE (0% GFomRRtetss gMore
wor kstation nost of the tinme without his know edge, and executed by his
browser at hipsttigylarigy the inyigntiomeelatsscte @ methed angd an agsptifor grayentingthp moseissit
phot ographi ¢ ani mati on and ot her graphics on the screen of the web surfer.
Such execut althesselod vempatyrscesduraes by hastiie agplicittongser 2 s auc 200Q WO .
991 45454 PCT/ 1199100113 -2 workstation's resources, which lead to a great
security problem Although sone |evel's of security were defined in the Java
| anguage, it was very soon that a huge security hole was found in the

| ariguage. Si ﬁe!\] va ! gﬁ l(_ad, M crosoft devel oped ActiveX, which is
anot her Net ekgrbiind fine \('%LR&) , also downl oaded into the workstation.
ActiveX has also_securjty, probl ens of t same kind. The Internet has been
fl ooded with Mgenfgspet 15%%?’95?‘2&%“&& i, gespeinlo 8 sgntentsgand perba el y
or without the know edge of the users - into workstations within

or gani zat i ongechiihlogy emplbysd,gineeribibégan adew giears lago.ningbes edriynddys ofishe Iatdrivsyigh
usual ly safe, they may not neet the required security policy of the

or gani zat i on.wéP§iRs feRled @kt ofIJasd Aty ajvaiilelghdhhiRtwidlikirodiRels A CBB Thteeabl e
irreversi ble damage to the | ocal database, workstations and servers, or

result in U”a&&&%éd% Ghn§ Sohipfeéadd Qindards, such as pictures, voice and video files, were

developed and with them programs used to play them (called “players™). Initially, such
files were downloaded to the user's workstation only upon his request, and extracted

only by the appropriate player, and after a specific order from the user.

When, in the natural course of the development of the World Wide Web the search for a
way to show nicer, interactive and animated Web Pages began, Sun Microsystems Inc.
developed }ava - a language that allows the webmaster to write a program, a list of
commands - Network Executables - that will be downloaded to the user workstation
most of the time without his knowledge, and executed by his browser at his workstation.
The executables are used, e.g., to provide photographic animation and other graphics on

the screen of the web surfer. Such executables have ways of approaching the user

*G00002*



information fromthe servers/workstations. Such el enents nmay appear on ‘Java
appl ets, ActiveX conponents, DLLs and other object codes, and chlarAMﬁ;é'Ws
increasing at an unparallel ed pace.. The majority of these smal | progr ans
are downl oadI99/458% t he or gani zati on unsolicited and uncont r oPCHE99PAH3
enterprise has no way of know ng about their existence or execution and
there is no systemin place for early detextion and prevention of the codes
from bei ng executed. The problemis nmade worse, in sonme cases, by the

exi stence of 1A% 2

unaut hori zed %@%ﬁ?@%&&%&@ﬂ\%r kst at %h‘%’%‘ p%ﬁ%hmggf%leggkg454
PCT/ 1 L99/ 0013 - 3 erfor thOé tIlVI ties.thereon. semi t{cua | .em
was sol ved p&f¢ ‘5}] ?‘ maétt‘ﬁ?se‘ée%?% } R SWeE feEutigeRole o
di sabl e the use of execut ables.. O course this is not a reasonable

sol ution, si mfamdinﬁelemwgq:-oni c commerce and advertising are based on
the use of executables. In three copending patent applications of the sane
applicants hereof, WD 98140993, WD 99/16225 AND WO 99/ 29082, the

descri ptions of whi ch are incorporated herein by reference, there are

descri bed ”E@ms e 9% Npmlw MicRYBRL ddvEio mgs&*@ma?'ﬁ Ic%%p&ﬁ&l ﬁe@d&cts

fromlnflltratlng i'n which we rk and mat e

wor kst ati on . 99/,2 £th r for e rcing
a security pg$$8§§¥6§b§%¥F%F?€8W§EBP%€ %ﬁbapﬁgﬁﬁ83h$8§§#€§mﬁﬁg i on
of undesired Executable Objects in an individual workstation. V%lle much
has been don@rebiemmnef the saraskiadi oned patent applications toward protecting

t he individual workstation, one prohblemyet remained unsolved: the hostile
use of | ocal resources by applications which have passed any earlier
security check (e. g., a gateway security policy), because they did not

contravene Sugf 18R hdsbeBRlbSded vﬂlih Net@BiN ExcdlitabiBs" W&%M@d&aﬁomased
t hrough an earlier check point (such as a gateway equi ppe vvlth a securlty

pol i cy check, _ag,dessy idhedidhil.! Be ﬁ;o%g%%naf%e% B8P RRLEAEO Wiy

ei t her because i er poin kOT S hot avai

application has been | qaded directly. on the sta on Such hostil e_use
of CPU r esouroERuz3Hens: 2&’&5?{ 60%‘5%)/418 GoREy ghionsn Adthoughy wRHE of
t he workstation and, under the conditions---------------------- ~ 8 AU G
2002 WO 99| 454&4thezmyempmacfduemuim;smm;itygmliayldé&leorgadizaﬁmi.I t he damage is
done. PCT/1L99100113 It is an object of the present invention to provide a
met hod and agent which overcones the aforesaid drawbacks of prior art

met hods, and which provides effective protection at the workstation |evel.

I't is anotherqyohi Eéuté?f 35&%@%}%‘%@]‘.}1}/':{&&9&; Sfdsd Qorgfd%}?bfjeei vé’@%bﬂeogafﬁz{k@ 18"

agent which can e usé to prevent ostile use

kst at at d i h
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description .
information from the servers/workstations. Such elements may appear on Java applets,

ActiveX components, DLLs and other object codes, and their use is increasing at an
unparalleled pace. The majority of these small programs are downloaded into the
organizatiog unsolicited and uncontrolled. The enterprise has no way of knowing about
their existe;xcc or execution and there is no system in place for early detection and

prevention of the codes from being executed.

The problem is made worse, in some cases, by the existence of large intranets and

LANSs, which may also be used by unauthorized persons to access workstations and



proceeds. SUMVARY OF THE | NVENTION I n one aspect, the invention2i8sAgg 2802t ed
tq a nethod for preventing an hostile use of conputer-resources by an
applicatiqn running on a workstation, conprising the steps_of aéﬂgrovi di ng
a list of WOAH454%4  hat are not allowed for access by unspBETALEYV013
applications; b) when such unspecified 'éppl ication runs on the workstation,
preventing said application fromaccessing any resource directly; c)

anal yzi ng perjorni hastite astivitieslthesedn. r equest for access to specific services,
to determ ne whether such request is allowable according to the |ist
defined under a) above; 28AUG~ WO 99/ 45454 PCT/11L99/00113 -5 d) if the
request i SRl Jeeuri! Robi! Wi¥ fvddriMITKEY Bl BwsE BAATRSHres twhidDd®y 1f the

request is not allowable, preventing tthe unspecified application from

accessi g 064 SURIRIE GROH SE0MNEL DARINSII B £ FeacBBEIPG16HRY, | 002!

or renote resource, I'ng, menory alloca

files, directories, operations wth files and directqries, .such copy,

del et & or EHRAES clegionie commerse AP afvaTTISAE FEskRsH OF e pst REFEURRIes e

wor kstatiqn or its periphery. Illustrative - but not Iimtative - exanples
of such operations include access to systemfiles, configuration

i nf or mat i dn,thieetcoperdingpatentiappli¢ations ofithecdsapmeapplicantskercof] f Wehp§/40923dem
etc.), CMOS data (time, date, etc.), or the use of resources such as nenory
al | ocat i oriVQp9NTLE2S ANEEW® 09/20082; aliksdesthptionsrof wisich afe igecrporatedehesdth) ti e,
use of excesstvedisk space, use of excessive network communication, and
use of exqfs RN, MBCA ARSABE BRettild Aiienhns Yot SRVERHRP RhASRBIEN

configuration. According to a preferred enbodi nent o he i'nvention the

t
ol i ;SLt il i %E’ﬁlt?aa‘in%"ﬁ‘%e"é%fﬁkgﬂ T HREE e and
o1 of or  od MBI reaion HCiRn M 3 3R oBPE Ruther oreiides & o B, ons

includes a |ist of resources which each application may utilize. In another
aspect, t rrafergingra sesnrityspalicy dot sddectivelyrpravpating e dpweloading agd gxemsiRBt at i on

agai nst the hostile use of conputer resources by an unspecified application
runni ng onof undesired Exedtabl2 (BjéctiND MAhdivithidl Workistatie/ 00113 -6 sai d

wor kst ati on, conpri sing:

While much has been done in the abovementioned patent applications toward
protecting the individual workstation, one problem yet remained unsolved: the hostile
use of local resources by applications which have passed any earlier security check
(e.g., a gateway security policy), because they did not contravene such security
~7 policy, or by applications which have not passed through an earlier check point (such
as a gateway equipped with a security policy check, as described in the
aforementioned patent applications), either because such earlier point of check is not
available, or because the application has been loaded directly on the workstation.

Such hostile use of CPU resources may lead to damage to the data, operation

and hardware of the workstation and, under the conditions




a) means for detecting an unspecified application or a nodule of an \
application running on the workstation; b) neans for determ ning g2i8ecAaug 2002
requests for resources to be used by said unspecified application; c) neans
for identifWNep/4M3 n requests for resources utilization, whePETHLYHOHI
chain requests conprise requests nmade by resources called by said
unspecified - , application; d) neans for -4let erm ni ng whet her requests nade
directly by said unspecified application are allowable; e) neans for

det erm ni ng Eiest defdiect: [ equests, by said
unspecified \aggg‘ﬁt”. gatulgon &g’u G eﬁnno. a ﬁ%\%ﬁ gﬁ@?&r}gggn%i rectly by said
unspecified application; and f) neans for preventing said chain request
frombeing processed, if it is determ ned that the request is not

al l owabl e, or that it would not. be allowable if nmade directly by said
unspeci fi ed dpislancbiectaf therpiesent inxentionito gravide pmethed snd ggint whidheoweremes
determ ned. According to a preferred enbodi nent of the invention, the neans
for determ nithgaforhideirawiegkesf pricractemethody bhd/which ipReliides @Efedtive)préRitibn at
unspecified application are allowable conprise a | ook-up table including a
list of servi . ot allowed for access by unspecified

applicati ons.tﬁfﬁlogér%%%lﬁggﬁggef erred enbodi nent of the invention, the agent
conprises a pre-set list of applications including a |ist of resources that
each " . ~ a AUG 2002 WD 99/45454 application may utilize.

PCT/ 1199/ 00113 All the above and many other characteristics and advantages
of the i nventlt isranother pbjpet of dhe preseghinyentionad pravida aymethnd andhn agintyhich can
illustrative and non-limtative exanples of preferred enbodi nents thereof,
wi th referende used effectiviehetodmeveht avd haptile Biel &ff whikstatidnpiesuicadfbyt fimpliLitedsngs

Fig. 1 schematically illustrates different applications and their requests
and rel at ed qpgkiak bRBSAA wWokktatnSChematically illustrates a detail of an
illustrative applTcation that will cause machi ne mal functioning; and Fig. 3

illustrates a situation in which indirect unall owabl e resource exploitation
is attenpted. Detail ed Description of Preferred Enbodi nents Exanpl es of

such situations are exenplified in Figs. 1-3. Referring to Figl. |, three
Other objects and advantages of the tnvention will become apparent as the description

proceeds.

SUMMARY OF THE INVENTION

In one aspect, the invention is directed to a method for preventing an hostile use of

computer resources by an application running on a workstation, comprising the steps of:

a) providing a list of services that are not allowed for access by unspecified
applicatioqs;

b) ;vhen such unspecified application runs on the workstation, preventing said
application from accessing any resource directly;

¢) analyzing any direct or indirect request for access to specific services, to
determine whether such request is allowable according to the list defined under a)

above;



di fferent applications are shown, marked APP 1 through APP3 The process
takes place at three different levels: the user.npbde (indicated lyg} Wig Nao2)
the kernel node (indicated by "K.M"), and the hardware (indicated by
"HW™") . Theyphsaessi fferent nodes are schematical ly separat eficiLdongiis
figure by straight lines. The APP1, APP2 and APP3 applications operate in
the user node. APP 1 is an "open file" I/_(g_request. This request is passed
on to the T/ O nmanager, which, in turn, refers to the disks) to performthe
required operation, A filter (indicated as "S7 Filter” in the figure}

anal yzes the ~ 9))fflS@%@%t\ﬁﬁllgg’ﬁb)&@@“mﬂ’immﬂ@Bfgﬁesﬁétqa@gt to
determ ne whether it is perm ssible according to the security policy. If it
is permissible, it)ifSthalrequestist motpilowelld, preventiag Ithé unspacified applivatibn from
processes the request with the disk(s). APP2, on the other hand, makes a
request involagédggn_r%t}ﬁr ¥/ed kesolrc®; » and "open connection to the file
server" request. e network manager is allowed to process this request
only if the filter S7 has determned that it is permssible. Simlarly,
APP3 mekes i ~ a nenory allocation request, which is examned by the filter
and, if permssible, is passed,on to the nenpry manager .and then_ acted upon
i n connect i orWheFEim saifh gespuree MRy beRay lnsalarsmpte sesomse welkding,dut met limited ton ¢ he
kernel node and vis-a-vis the hardware, after the filter has exam ned and
al | onwed t hemmensory lallosation, falss, Witertotes, eperatians avithofiles artd direstorias,sueh yicopy,
conmputer, is well known to the skilled person, and therefore is not

descri bed herdgjefe ércoddréss] or dn9Tothdt@petien ading ey a lciiangk @0 Kengorkoatisd ofity.- 2,
a detail of an illustrative application that will cause nmachi ne

mal f uncti oni N : ' YARR t . to
generate newrb%lr'lg?:e 'glgggbﬁnfwt tr'?g{ gc;)/t?t em ic‘),? ?E%nﬁlﬁggﬁﬁcgﬁ%??&g%?m%@gggﬁ ?s t he
1000 requests will be_.passed.on to the CPU by the Process Manager, and wl |
use al | the rMBsSIHRsilss t%@ﬂ@é}m{ TREHR n GeHoEk thpoapﬁgg W | f
the filter of the invention is present, however, it may be pre-set to allow
the gener at i equipmesh(flopay, medere #to): HEPS setaftimeedan ety of the use of resources
application. Therefore, if a nunber of new processes are requested by a

si ngl e appl i cath asn menkury hallecatiendprotéss cpradont thtdads treatidig ubé bf exceSsivevidPU not
allowit to pass on to the process nmanager, thus avoiding the exhaustion of
the resour cesigd, k81 BREKVIisk sphcd vVEE SRLZIVWIRABIA 24BhumidRETH | dnd %084 13
-9 Fig. 3 illustrates a situation in which indirect unall owabl e resources
exploitation j i P i S,: Of hat is not
allowed to se’%g“gfvt%"%%@g‘ rte%)&’fr%% aﬁ? %g@%’ﬁ@‘é’ HF? nogﬁogﬁn%gégﬁ?% do so, it
is stopped by the S7 Filter, unless the request conplies wth the Security
Policy preset wwth S7. APP1 may therefore be progranmmed so as to effect an
i nterprocess comunication, viz.) to conmmunicate its request to a further
process, APPXAcosrdingtd & piséermed embgdimentrakibe trusntienihe dist aftsarvicsPis providedas
allowed to make, to the 1/O Manager. In this case, the S7 filter between
the User Mde pok-uplisbléer nel Mode is bypassed. In order to prevent such an
occurrence, a further filter S7 is

By “unspecified application” it is meant to indicate an application that is not specifically
identified in a pre-set list of applications. According to a preferred embodiment of the
invention, said pre-set list of applications includes a list of resources which each

application may utilize.

In another aspect, the invention is directed to an agent for protecting a workstation

against the hostile use of computer resources by an unspecified application running on



| ocat ed between all communi cating processes, and stops any request that.is
passed on to one process to the other (in the exanple; from APP ﬂBtA(h ,
and which the first process is not allowed to make directly. O course, as
will be appaWerp/4s454t he skilled person, the filter S7 is not 2CGIAL80M13
filter, but rather a |ogical one. Logical filters of this kind can be
provided in a plurality of ways, using mang-different anal ysis processes
and criteria, which will be predeterm ned by the skilled person according
to the parti cgég@@oﬂ@ggj,,g,%ﬁg}igmgg‘ the systeminvolved. Al the above
description and exanpl es have therefore been provided for the purpose of
illustration only, and are not intended to limt the invention in any way,
except as defined by the appended cl ai ns. 2 8 A UG 2002 - REPLACEP~I ENT
SHEET z a Auc zr~z Caing 1. A .nrethod for preventing a hostile use_ of
conput er r esour ces?iyeans forcdatspting ap aaspecified Appligeken ar & srpdulessfian arpligatidne
steps of: (a) providing a |list of Hardware services, associated with said
conput er resonniag onttietvorksmtiomt al | owed access b unspecified applications
operating in User Modde (U M Applications); Js (b) whenever a process is
activated by such @npaBsPe (deRemibidy ARPrégRbts 0B5 rgio‘ﬁ%‘é@tt'on_ge SRkd 6}% Nhfgr om
accessi ng any of said Hardware services directly (c) analyzing in Kernel
Mode any direct ol id1di &E&% request for access to specific Hardware
services) to W%r’?ﬁ hEPAnet her such request is allowable according to the
| ist defined under a) above, (d).if the request is allowable) allow ng said
U. M Appl i cations t® Heagder t%eu%mmlsaa@ae%gtw%@swwsgmmﬂm, wlerein said
services; and (e) if the request is not allowable. preventing the
unspeci fi ed UHeinAppduestat campiser requests esaiendy t resouresyueatled dby esidinmepecifiedsai d
Har dwar e services; wherein said resource may be any | ocal or renote
resour ce | ncl ghibgtidagt not limted to, menory allocation, files)
directories) and wherein said Hardware services include) but are
n~NI ~CEMEI \ ~85~1~~%?2m€a1é%r %Ftezﬂ%iﬂlg Tht@e: feQueshPiadd !iﬁ)%al V\M Qaialn{ng oA
directories) such as copy delete or conpress, or any O &r operation
| eadi ng two a-pernmmanent change mthe workstation or its periphery 2. A
met hod accor d#HRYC t@“@%ﬁ'ﬁﬂ"i‘f Sherein the |ist of Hardware services is
provi ded as a | ook-up table.

e) means for determining whether requests made indirectly, as chain requests, by

said unspecified application would be not allowable if made directly by said unspecified
application; and

f) means for preventing said chain request from being processed, if it is
determined that the request is not allowable, or that it would not be allowable if made
directly by said unspecified application, and for allowing its processing if otherwise

determined.

Accordingm to a preferred embodiment of the invention, the means for determining
whether requests made directly or indirectly by said unspecified application are
allowable comprise a look-up table including a list of services that are not allowed for
access by unspecified applications. In another preferred embodiment of the invention,

the agent comprises a pre-set list of applications including a list of resources that each



3. A nmethod according; to claiml or 2) wherein an unspecified U M
Application is an application which is not specificalty identi %iBeﬂQ}é mg
pre-set list of U M. 4. A nethod according to claim3) wherein™ g -set
list of U My gg)ﬂgﬂgs a list of J résources which each appli catiRibolis
utilize via the rdware services. 5. An agent for protecting- a

wor kst ati on agai nst the hostile use of conputer resources by an active
process initiated by an unspecified U M Application running on said

wor kstation, conprising: (a) Kernel Mdde neans for detecting said active
processes on appdicationiayautilige; (b) Kernel Mde neans for deternining
requests for Hardware services to be used by said unspecified U M
Application; (c> neans for identifying chain requests for Hardware services
utilization wherein said chain requests conprise requests for Hardware

servi ces made A’,ﬁ,a‘g' Qnr?hafé ' | i j ons..ywhi ch
was ori gi nal I?ﬁ?hrl]?fi %ﬁw e%a% nsdaem I éﬁﬁﬁ%ﬁ%@ga#%ﬁ?% ‘hsgwﬂguéﬂ%f)z
REPLACEMENT SHEET ' 2 8 A U G,2002.(d) .Kernel Mde neansg for, determ ning
whet her r equeRSHer pgfersiopd; farenshy evf‘gg’&"% Ptl"@c%'}dyn?fyﬁ@étﬁtd“‘u%ﬁ%*? i%6d
U.M Application are allowabl e; (ef) Kernel Mbde neans for determ ning

whet her r equeprefsried embadisnenisgheseqfy with sefergmis to theiappended drasdngshai n r equest s)
by said unspecified U M Application would be not allowable if nade directly
by said unspecified U M Application; and (f) Kernel Mde nmeans for
preventing said chain request for Hardware services from bei ng processed)

if it is det 1 (K ap-t for Hardware services is not
al | owabl e, o?‘ﬁ%ﬁgﬁ. vvoﬁt()hﬂlne(r)lg eﬁas | owabl e if nade directly said
unspecified U Mf-_.Application, and for allowing.its processing if

otherwi se det er ni &g RG?‘&‘WW?HY lg%u@?e&i ﬂée{e\é\% 519%{ °ﬁﬁ“§$ W%ea’éfrn qapestkandel
Mode neans for determ ning whet her requests nmade directly or indirectly by
sai d unspeci f Teladed ONOra89pT:i cati on are al |l owabl e conprise a | ook-up table
including a list of Hardware services that are not allowed for access by
speci fi ed appl i catFign2 sshenaticaly illwstriteen ddtadeof an ilkntratendpplicativndihag wild
claim5 or 6) wherein the conputer resources nmay be and |ocal or renote

resource) i NCédhdé Mmashikdmalf@ictiohipiad to) menory allocation) files
directories, and wherein the Hardware services include) but are not limted
to, operations witelblifigeBRdadiihalhqhiviSdn SHEL AR BRI HELELEo B BRATRT o5s
or any other operatifoh Teading 10 a pernmanent change I n the Wor Ret aron or
peripherry 8., An agent according to any one of clainms 5 to 7, conprising a
pre-set |ist BRAEH Teacati ons operating in User Mdde including a list of
resources which each U ,M Application may utilize via the Hardware

services. .A Al.A5 y. AN@ A, . AAe. A@?. Ay. AS. Aly. Al E . Al \ sQmna”®

Detailed Description of Preferred Embodiments

Examples of such situations are exemplified in Figs. 1-3. Referring to Fig. 1, three
different applications are shown, marked APP1 through APP3. The process takes place
at three different levels: the user mode (indicated by “UM.”), the kernel mode
(indicated by “K.M.”), and the hardware (indicated by “H.W.”). The three different
modes are schematically separated in the figure by straight lines. The APP1, APP2 and
APP3 applications operate in the user mode. APP1 is an “open file” I/O request. This
request is passed on to the /O manager, which, in turn, refers to the disk(s) to perform

the required operation. A filter (indicated as “S7 Filter” in the figure) analyzes the
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operations in everyday computer, is well known to the skilled person, and therefore is

not described herein in detail, for the sake of brevity.

Looking now at Fig. 2, a detail of an illustrative application that will cause machine
malfunctioning is shown. In this example APP1 generates 1000 requests to generate
new processes. If the system of the invention is not present, the 1000 requests will be
passed on to the CPU by the Process Manager, and will use all the resources of the
CPU, thus ‘holding the work of the machine. If the filter of the invention is present,
however, it may be pre-set to allow the generation of only a limited number of processes
by the same application. Therefore, if a number of new processes are requested by a
single application, which exceeds the preset limit, the filter S7 will not allow it to pass

on to the process manager, thus avoiding the exhaustion of the resources of the machine.
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Fig. 3 illustrates a situation in which indirect wiallowable resoﬁrces exploitation is
attempted. In this example APP1 is of a type tha.t is not allowed to send a request to the
I/O Manager. If it attempts to do so, it is stopped by the S7 Filter, unless the request
complies with the Security Policy preset with S7. APP1 may therefore be programmed
so as to effect an interprocess communication, viz., to communicate its request to a
further process, APPX, which is permitted to make the request that APP1 is not allowed -
to make, to the I/O/ Manager. In thzs case, the S7 filter between the User Mode and the
Kernel Mode is bypassed. In order to prevent such an occurrence, a further filter S7 is
located between all communicating processes, and stops any request that is passed on to
one process to the other (in the example, from APP1 to APPX), and which the first

process is not allowed to make directly.

Of course, as will be apparent to the skilled person, the filter S7 is not a physical filter,
but rather a logical one. Logical filters of this kind can be provided in a plurality of
ways, using many different analysis processes and criteria, which will be predetermined

by the skilled person according to the particular requirements of the system involved.

All the above description and examples have therefore been provided for the purpose of
illustration only, and are not intended to limit the invention in any way, except as

defined by the appended claims.
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(a) providing a list of Hardware services, associated with said computer

resources, that are not allowed access by unspecified applications operating in_User

{_) Mode (U.M _Applications);

(b) whenever a process is activated by such an unspecified U.M Applications

preventing said U.M from accessing any of said Hardware services directly;

(c) analyzing in Kernel Mode any_direct or_indirect request for access to

specific Hardware services, to determine whether such request is allowable according to

the list defined under a) above:

(d) if the request is allowable, allowing said U.M Applications to access the

requested resource via said Hardware services: and

(e) ifl the request is not allowable, preventing the unspecified U.M

Applications from accessing the requested resource via said Hardware services:

wherein_said resource may be any local or remote resource, including, but not limited to,

memory allocation, files, directories, and wherein said Hardware services include, but are
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2. A method according to claim 1, wheretn the list of Hardware services is provided

as a look-up table.

3. A method according to claim 1 or 2, wherein an unspecified U.M Application is

an application which is not specifically identified in a pre-set list of U.M:s.

O 4. A method according to claim 3, wherein the pre-set list of U.Ms includes a list of
g resources which each application may utilize via the Hardware services.
5. An_agent_for protecting a workstation against the hostile use of computer

resources by an active process initiated by an unspecified U.M_Application_running on

said workstation, comprising:

(@) Kernel Mode means for detecting said active processes on the workstation:

(b). Kernel Mode means for determining requests for Hardware services to be

used by said unspecified U.M Application:

(o) means for identifying_chain requests for Hardware services utilization,

wherein said chain requests comprise requests for Hardware services made by a U.M

Application, or a chain of such_applications, which was originally initiated by said

unspecified U.M Application:
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~ Application, and for allowing its processing if otherwise determined.

6. An agent according to claim 5, wherein the Kernel Mode means for determining

whether requests made directly or indirectly by said unspecified U.M Application are

allowable comprise a look-up table including a list of Hardware services that are not

allowed for access by unspecified applications operating in User Mode.

7. An agent according_to claim 5 or 6, wherein _the computer resources may be any

local or _remote resource, including, but not limited to, memory allocation, files,

directories, and wherein the Hardware services include, but are not limited to, operations

with files and directories, such as copy, delete or compress, or any other operation

leading to a permanent change in the workstation or its periphery.

-

8. An_agent_according to _any one of claims 5 to 7, comprising a pre-set list of

applications _operating in_User Mode 1ncluding a list of resources which each U.M

Application may utilize via the Hardware services.




