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CLAIMS

1. A method, comprising:

receiving, at a first computer system and from a second computer system, a request for specific
information that can be determined using data in a database on the first computer system, wherein either at least
some of the data is encrypted or the request is encrypted, without the first computer system having a decryption key
to decrypt the encrypted data or the encrypted request;

performing by the first computer system compressible homomorphic encryption operations on the data in
the database to determine one or more compressed ciphertexts that correspond to the specific information in the
database, the compressible homomorphic encryption operations using a first uncompressed homomorphic
encryption scheme and a second compressed homomorphic encryption scheme, the performing the compressible
homomorphic encryption operations comprising using the first homomorphic encryption scheme on the data to
create other multiple ciphertexts and using the second homomorphic encryption scheme on the other multiple
ciphertexts to pack the other multiple ciphertexts into fewer ciphertexts that are compressed, wherein both the first
and second homomorphic encryption schemes use a same secret key; and

sending, by the first computer system and to the second computer system, a response to the request, the
response comprising the one or more compressed ciphertexts corresponding to the specific information that was

requested.

2. The method of claim 1, wherein, by using the second compressed homomorphic encryption scheme, a
size of the compressed ciphertexts can be made arbitrarily close to a size of unencrypted data to which the

compressed ciphertexts correspond.

3. The method of claim 2, wherein a size of the compressed ciphertexts can be made arbitrarily close to a
size of plaintext to which the compressed ciphertexts corresponds because the second homomorphic encryption
scheme is configured where, for any selected ¢, there is an instantiation of the second homomorphic encryption

scheme where the size for the compressed ciphertexts is (1 + €) times the size of the corresponding plaintext.

4, The method of claim 1, wherein the performing by the first computer system compressible homomorphic
encryption operations on the data further comprises performing partial compression on data comprising many bit
ciphertexts representing a scalar in a ring of integers R to compress the many bit ciphertexts to a single ciphertext

encrypting a larger scalar in the ring of integers R .

5. The method of claim 1, using the second homomorphic encryption scheme on the multiple homomorphic

ciphertexts to pack the multiple homomorphic ciphertexts into a single compressed ciphertext further comprises
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6. The method of claim 1, the performing by the first computer system compressible homomorphic encryption

operations on the data further comprises, given ¢ = Llog pJ Gentry, Sahai, and Waters (GSW) ciphertexts

encrypting bits b,,...,b,, partially compressing the GSW ciphertext into a single GSW ciphertext encrypting
Zfzobi . 2i|_p / qJ , yielding the single GSW ciphertext encrypting a scalar of the form rp / qJ -o for some
o€ Z, where Z s the set of integers, and given 7, such ciphertexts C. encrypting o;, compressing the
ciphertexts C, by setting C" = Z,Ci X G~ (&))mod g, where & isan i th unit vector prepended with k

zeros, where G is a rectangular gadget matrix and & is a length of the secret key, resulting in a compressed

encryption of a vector [0 ], .

7. A method, comprising:

encrypting, for sending to a first computer system and performed at a second computer system, plaintext
to create encrypted data;

sending the encrypted data from the second computer system to the first computer system, without the
first system having a decryption key to decrypt the encrypted data;

sending by the second computer system a request for specific information that can be determined using
the encrypted data;

receiving, at the second computer system and from the first computer system, a response to the request,
the response comprising one or more compressed ciphertexts corresponding to the specific information that was
requested; and

decrypting by the second computer system the one or more compressed ciphertexts into corresponding
plaintext,
wherein the decrypting comprises decrypting using a secret key the response comprising the one or more
compressed ciphertexts to obtain a matrix comprising a redundant encoding of the plaintext corresponding to the
one or more compressed ciphertexts and additional noise, and using redundancy of the encoding to eliminate the
noise and recover the plaintext corresponding to the one or more compressed ciphertexts, and
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wherein the redundant encoding of the plaintext comprises some matrix that includes the plaintext, multiplied by a

nearly square gadget matrix.

8. The method of claim 7, where for the nearly square gadget matrix, H, there exists another matrix F where
F has full rank and entries much smaller than g, where q is a learning with errors modulus, and where

H x F =0 mod g , where the entries of matrix F are small enough so that after the entries get multiplied by

noise from ciphertext, a result is still smaller than g.

9. The method of claim 7,

the secret key is a matrix of a form S = [S| 7], where S” is alearning with errors (LWE) secret;

, 0
the some matrix that includes the plaintext is a matrix M~ = {ﬁ} where M is the plaintext, so as to get

SM' =M .
10. The method of claim 9, wherein the plaintext is an 72, X7, matrix M, and where the matrix M’is
obtained from M by adding as many zero rows as a dimension of the learning with errors (LWE) secret, the

dimension denoted by &, wherein, denoting 74 =#, +k , the padded matrix M " has dimension nxn,.

1. The method of claim 10, where the redundant encoding comprising multiplying M " onthe right with the

gadget matrix H of dimension 72, X1, results in a final dimension of a matrix of ciphertexts of nsxn,.

12. A computer program product for homomorphic encryption, the computer program product comprising:
a computer readable storage medium readable by a processing circuit and storing instructions for

execution by the processing circuit for performing the method according to any of claims 1 to 11.

13. A computer program stored on a computer readable medium and loadable into an internal memory of a digital
computer, comprising software code portions, wherein said program is run on a computer, for performing the

method of any of claims 1 to 11.



